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PREKIU VIESOJO PIRKIMO-PARDAVIMO SUTARTIS

2021 Mo d. Nr.
Vilnius

I. SPECIALIOJI DALIS

Nacionalinis Kkibernetinio saugumo centras prie Krasto apsaugos ministerijos (toliau —
NKSC), atstovaujamas NKSC direktoriaus dr. (Sl vcikiancio pagal jstaigos nuostatus,
patvirtintus Lietuvos Respublikos krasto apsaugos ministro 2013 m. gruodzio 31 d. jsakymu Nr.
V-1200 ,,Dél Nacionalinio kibernetinio saugumo centro prie KraSto apsaugos ministerijos
nuostaty ir struktiiros patvirtinimo* (Lietuvos Respublikos krasto apsaugos ministro 2017 m.
rugpjucio 31 d. jsakymo Nr. V-804 redakcija) (toliau — Pirkéjas), ir Vector Synergy SP Z O.O.
atstovaujama direktoriaus (Jill) G VcikianCio pagal jmonés jstatus (toliau —
Pardavéjas), toliau kartu $ioje prekiy vieSojo pirkimo-pardavimo sutartyje vadinami ,,Salimis®,
o kiekvienas atskirai — ,,Salimi*, vadovaudamosi Lietuvos Respublikos viesyjy pirkimy jstatymu
(toliau — Viesyjy pirkimy jstatymas) sudaré $ig prekiy vieSojo pirkimo-pardavimo sutartj, toliau
vadinama ,,Sutartimi®, ir susitaré dél toliau iSvardinty salygy.

1. Sutarties objektas.

1.1. Pardavéjas jsipareigoja parduoti, pristatyti, sumontuoti ir jdiegti, 0 Pirkéjas jsigyti
Kibernetinio saugumo treniruoklio klasterj, CDeX Cyber Range, gamintojas Vector Synergy,
1 (vieng) komplekta (toliau — Prekés), atitinkantj Sutarties 1 priede ,,Techniné specifikacija“
(toliau — 1 priedas) pateiktas technines specifikacijas ir kitus Sutartyje nurodytus reikalavimus.
1.2. Pirkéjas, kuris yra ir Gavéjas, jsipareigoja jsigyti Sutarties 1 priede pateiktas technines
specifikacijas atitinkancias prekes ir sumokéti Pardavéjui Sioje Sutartyje nustatyta tvarka.

2. Sutarties kaina/verté/prekiy jkainiai/kainodaros taisyklés

2.1. Sutarties/1 (vieno) komplekto kaina yra 777 558,10 Eur (septyni Simtai septyniasdeSimt
septyni tiikstanciai penki Simtai penkiasdeSimt aStuoni eurai, 10 ct) jskaitant pridétinés vertés
mokestj (toliau — PVM) (642 610,00 Eur (Sesi Simtai keturiasdeSimt du tiikstanciai SeSi Simtai
desimt eury, 0 ct) be PVM).

2.2. ] Prekiy kaing jeina visi mokesc¢iai ir visos Pardavéjo iSlaidos, susijusios su Prekiy
pardavimu, pristatymu ir sumontavimu (jskaitant programinés jrangos jdiegimg, NKSC
personalo mokymus), PVM bei visos kitos i$laidos ir mokeséiai, galintys turéti jtakos Prekiy
kainai ar galinCios atsirasti vykdant Sutart]. Sudarydamas $ig Sutart], Pardavéjas jvertina visg
Prekiy apimtj bei prisiima rizikg dél i$laidy dydziy svyravimo.

2.3. Sutarc¢iai taikoma fiksuotos kainos apskai¢iavimo kainodara.

3. Prekes pristatymo vieta, terminas ir salygos

3.1. Pardavéjas jsipareigoja pristatyti Pirkéjui ir sumontuoti Prekes bei jdiegti programing
jranga ne véliau kaip per 4 (keturis) ménesius nuo Sutarties jsigaliojimo dienos.

3.2. Pardaveéjas jsipareigoja suorganizuoti NKSC personalo (iki 5 asmeny) ne maziau kaip 40
(keturiasdesimt) valandy mokymus ne véliau kaip per 4 (keturias) savaites nuo programinés
irangos idiegimo darby pabaigos.

3.3. Pardavéjas jsiparcigoja pristatyti, sumontuoti, jdiegti programine jrangg bei pravesti
mokymus NKSC personalui adresu Savanoriy pr. 349, Kaunas. Prekés pristatomos Pirkéjo
darbo laiku - pirmadienj — penktadienj nuo 8.00 iki 17.00 val. (penktadieniais ir prieS§ventinémis
dienomis 1 val. 15 min. trumpiau).

3.4. Prekes sudarancios programinés jrangos visy reikalingy licencijy galiojimo terminas privalo
biiti ne trumpesnis kaip 36 (trisdesimt $esi) ménesiai. Licencijos duomenis Pardavéjas privalo
atsiysti Pirkéjui adresu licencijos@cert.lt.

3.5. Prekiy priemimo — perdavimo aktas pasiraSomas per 5 (penkias) darbo dienas nuo kokybisky
prekiy pristatymo, sumontavimo, programinés jrangos jdiegimo.
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3.6. Prekiy priémimo metu nustacius prekiy, sumontavimo, jdiegimo kokybés neatitikimus,
prekés nepriimamos ir laikoma, kad jos nebuvo pristatytos, o Prekiy priémimo — perdavimo aktas
nepasirasomas.

4. Apmokéjimo tvarka

4.1. Pirkéjas su Pardaveéju atsiskaito Sutarties bendrosios dalies 4.1 papunktyje nustatyta
tvarka.

4.2. Pirkéjui nusprendus gali biiti mokamas avansas iki 100 procenty nuo perkamy prekiy
kainos. Tokiu atveju taikomos Sutarties bendrosios dalies 4.3—4.6 punktuose nustatytos sglygos.
4.3. Vykdant Sutartj, PVM saskaitos fakttros turi biti teikiamos naudojantis informacinés
sistemos ,,E. saskaita“ priemonémis, nurodant Pirkéja, Sutarties numerj ir datg. Jeigu
Pardavéjas nepateikia sgskaitos informacinés sistemos ,,E. saskaita™ priemonémis, Pirkéjas
neatlieka mokéjimo.

5.Pirkéjo teisé vienaSaliSkai nutraukti Sutartj

5.1. Pardavéjui véluojant pristatyti Prekes daugiau kaip 10 (desimt) kalendoriniy dieny nuo
Sutarties bendrosios dalies 3.1 ir 3.2 punktuose nurodyty terminy, Pirkéjas turi teise Sutarties
bendrosios dalies 9.2 punkte nustatyta tvarka Sutartj nutraukti.

5.2. Kiti viena$alio Sutarties nutraukimo atvejai numatyti Sutarties bendrosios dalies 9.2 punkte.

6. Prekiy kokybé
6.1. Prekés privalo atitikti Sutartyje ir jos 1 priede nustatytus reikalavimus.

7. Garantiniai jsipareigojimai

7.1. Garantiniai jsipareigojimai Sutarties vykdymo metu turi atitikti Sutarties 1 priede nustatytus
reikalavimus.

7.2. Pardavéjo pristatyty Prekiy kokybés garantijos terminas — ne trumpesnis kaip 36 (trisdesimt
Sesi) ménesiai. Garantiniu laikotarpiu Pardavéjas privalo atlikti darbus, remontuoti ar pakeisti
sugedusig jrangg savo léSomis, jskaitant transportavimo islaidas.

7.3. Sutarties bendrosios dalies 6.3 punkte nurodytas terminas — 30 (trisdesimt) kalendoriniy
dieny.

7.4. Sutarties specialiosios dalies 7.2 punkte nurodytas Prekiy kokybés garantijos terminas
skaiCiuojamas nuo prekiy priémimo — perdavimo akto pasiraSymo.

8. Papildomas prievoliy jvykdymo uZtikrinimas

8.1. Banko garantijos ar draudimo bendrovés laidavimo rastu uztikrinama suma 44 982,70
(keturiasdesimt keturi tiikstan¢iai devyni Simtai aStuoniasde$imt du eurai, 70 ct) (7 procentai nuo
sutarties kainos be PVM ir galiojimo terminas turi biiti ne trumpesnis kaip 8 (astuoni) ménesiai
nuo Sutarties jsigaliojimo dienos.

8.2. Banko garantija ar draudimo bendrovés laidavimo raStas privalo atitikti Sutarties Bendrosios
dalies 12.1, 12.2 ir 12.3 punktuose nurodytus reikalavimus.

9. Kitos salygos

9.1. Sutarties bendrosios dalies 11.1 punkte nurodyty Saliy i§ anksto sutarty minimaliy nuostoliy
dydis yra— 0,1 procento nuo nepateiktos prekés vertés be PVM uz kiekvieng uzdelstg dieng.

9.2. Sutarties bendrosios dalies 11.2 punkte nurodyty Saliy i§ anksto sutarty minimaliy nuostoliy
dydis yra 0,1 % dydzio nuo Prekiy, kurioms yra nesuteiktos pakaitinés Prekés, jkainiy be PVM
uz kiekvieng uzdelstg diena.

9.3. Sutarties bendrosios dalies 11.3 punkte nurodyty Saliy i§ anksto sutarty minimaliy nuostoliy
dydis yra 0,1 % nuo Prekiy, kuriy trilkumai nepasalinti, ar Prekiy, kurios yra nepakeistos, ikainiy
be PVM uz kiekvieng uzdelstg dieng.

9.4. Sutarties bendrosios dalies 11.4 punkte nurodyty Saliy i§ anksto sutarty minimaliy nuostoliy
dydis yra 44 982,70 (keturiasde$imt keturi tukstanciai devyni Simtai astuoniasde$imt du eurai, 70
ct) (7 procentai nuo Sutarties kainos be PVM).

9.5. Nenugalimos jégos aplinkybiy trukmé — 30 (trisdeSimt) dieny, taikant Sutarties bendrosios




dalies 9.1.2 punkto salygas.

9.6. Pardavéjas Siai SutarCiai vykdyti pasitelks subtiekéja UAB ,,Santa Monica Networks®,
juridinio asmens kodas 134162647 (toliau — Subtiekéjas). Subtiekéjui perduodama veikla:
Techninés jrangos (serveriai, duomeny saugyklos, tinklo komutatoriai) siilomam sprendimui
pateikimas, diegimas, konfigiiravimas bei garantiné priezitra, perduodamos veiklos dalis —
238 690,00 Eur (du simtai trisdeSimt astuoni tukstanciai $esi §imtai devyniasdeSimt eury, 00ct).
Subtiekéjo keitimo tvarka nurodyta Sutarties bendrosios dalies 15.9 punkte.

9.7. Pardaveéjo atstovas — (I (c'cfono numeris (0048) 665667740, elektroninio

pasto adresas (U @ cdex.cloud

9.8. Pirkéjo atstovas (ai) — (N \KSC, kompiuteriy sistemy inzinierius,
telefono numeris +370 706 79 682, elektroninio pasto adresas (G kam. [t

9.9. Sutarties priedas — 1 priedas ,, Techniné specifikacija“.

9.10. Asmuo, atsakingas uz Sutarties ir pakeitimy paskelbimg — NKSC prie KAM Informacijos
saugumo departamento Bendryjy reikaly skyriaus vieSojo administravimo specialist¢ Gl

NS <. +370 706 63033, cl. p. UG Kam. It

10. Sutarties galiojimas

10.1. Sutartis galioja 6 mén. nuo Sutarties jsigaliojimo dienos, o finansiniy ir garantiniy
Isipareigojimy atzvilgiu — iki visiSko finansiniy ir garantiniy jsipareigojimy jvykdymo.

10.2. Sutarties pratgsimas nenumatomas

11. Pirkéjo rekvizitai

Nacionalinis kibernetinio saugumo centras
prie KrasSto apsaugos ministerijos
Juridinio asmens kodas 191630942
Gedimino pr. 40, 01110 Vilnius

Tel. +370 706 63 014

El. pastas info@nksc.lt

A.s. Nr. LT587044060007939765

AB SEB bankas

12. Pardavéjo rekvizitai

Vector Synergy SP. Z O.0.

Juridinio asmens kodas 369575

PVM mokétojo kodas PL7811857270

Adresas: ul. Marcelinska 90, 60-324 Poznan, Poland

A.s. PL65 1600 1084 1847 2472 3000 0003, PNB PARIBAS BANK POLSKA, BIC/SWIFT
Code: PPABPLPK

PIRKEJAS PARDAVEJAS
Nacionalinio kibernetinio centro Vector Synergy SP. Z O.0O.
prie Krasto apsaugos ministerijos direktorius

direktorius

dr. R G
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PREKIU PIRKIMO-PARDAVIMO SUTARTIS
Il. BENDROJI DALIS

1. Savokos

1.1. Sioje sutartyje naudojamos pagrindinés savokos:

1.1.1. Sutartis — Sios prekiy pirkimo—pardavimo sutarties bendroji ir specialioji dalys, prekiy
pirkimo—pardavimo sutarties priedai.

1.1.2. Sutarties Salys - Pirkéjas ir Pardavéjas:

1.1.2.1. Pirkéjas — tai Sutarties Salis, kurios rekvizitai nurodyti Sutartyje, perkantis Preke Sioje
Sutartyje nurodytomis salygomis;

1.1.2.2. Pardavejas — tai Sutarties Salis, kurios rekvizitai nurodyti Sutartyje, parduodantis Preke
Sioje Sutartyje nurodytomis sglygomis.

1.1.3. Gavéjas — Pirkéjo padalinys, nurodytas Sutarties specialiojoje dalyje arba Sutarties priede,
kuriam pristatomos prekeés.

1.1.4. Treciasis aSmuo — tai bet kuris fizinis ar juridinis asmuo (taip pat valstybé, valstybés
institucijos, savivaldybe, savivaldybés institucijos), kuris néra Sios Sutarties Salis.

1.1.5. Licencijos - visos reikalingos licencijos ir/arba leidimai buitini Sutarties vykdymui.

1.1.6. Sutarties objektas - prekés ir visos su jy pardavimu susijusios paslaugos (personalo
apmokymai, instaliavimas, jdiegimas, pristatymas ir kt.), dél kuriy Sutarties Salys susitaré
Sutarties specialiojoje dalyje ir kurios atitinka Pirkéjo nustatytus reikalavimus.

1.1.7. Saliy i§ anksto sutarti minimalds nuostoliai — tai Sutarties nustatyta arba Sutartyje
nustatyta tvarka apskaiCiuota ir negin¢ijama pinigy suma, kuria Pardavéjas jsipareigoja
sumokéti Pirkéjui, jeigu prievolé nejvykdyta arba netinkamai jvykdyta.

1.1.8. Kainodaros taisyklés — sutartyje nustatyta kaina ar sutarties kainos apskaifiavimo bei
kainos koregavimo taisyklés.

1.1.9. Prekiy siunta — tai vienu metu pristatomy prekiy kiekis.

1.1.10. Prekiy partija — tai prekeés, turincios tas pacias savybes, pagamintos pagal ta pacia
technologija, tomis paciomis salygomis, i§ Zaliavy ar medziagy gauty i§ to paties zaliavy ar
medZiagy gamintojo/ pardavejo.

1.1.11. MedZiagy partija — tam tikras medziagos kiekis, pagamintas, pagal ta pacig technologija,
tomis paciomis saglygomis, i§ ty paciy zaliavy, gauty i$ to paties Zaliavy gamintojo ar pardavejo.
Nustatytos medZziagos partijos kokybe patvirtinan¢iu jrodymu gali bati laikomas laboratorijos
tyrimy protokolas, gamintojo atitikties deklaracija, jvertinimo pazyméjimas arba sertifikatas..

1.2. Saliy i§ anksto sutarty minimaliy nuostoliy skaiiavimas pradedamas kita dieng po
paskutinés pagal Sutart] jsipareigojimy jvykdymo termino dienos ir baigiamas Sutarties Saliai
ivykdzius jsipareigojimus (paskutiné skaiiavimo diena yra laikoma jsipareigojimy jvykdymo
diena).

1.3. Sutarties daliy ir straipsniy pavadinimai yra naudojami tik nuorody patogumui, ir aiSkinant
Sutartj gali buti naudojami tik kaip papildoma priemoné.

1.4. Jeigu Sutartyje nenustatyta Kitaip, Sutarties trukmé ir kiti terminai yra skaiiuojami
kalendorinémis dienomis.

1.5. Jeigu moke¢jimy ar prievoliy jvykdymo terminas sutampa su oficialiy Svenciy ir ne darbo
diena Lietuvos Respublikoje, tai pagal Sutart] prievolés jvykdymo ir mokéjimy terminas yra po
to einanti darbo diena.

1.6. Sutartyje, kur reikalauja kontekstas, Zodziai pateikti vienaskaitoje, gali turéti daugiskaitos
prasmg ir atvirksciai.

1.7. Tais atvejais, kai tam tikra prasmé yra skirtinga tarp nurodytosios zodziais ir nurodytosios
skaiCiais, vadovaujamasi zodine prasme.

2. Sutarties kaina/prekiy jkainiai/kainodaros taisyklés



2.1. Sutarties kaina/jkainiai - pinigy suma, kurig Pirkéjas Sutartyje nustatyta tvarka ir terminais
Jsipareigoja sumokeéti Pardaveéjui.

2.2. Sutarties kaina/jkainiai yra pastovis ir nekeiiami visg sutarties galiojimo laikotarpj,
i8skyrus atvejus, kai po Sutarties pasiraSymo keiciasi prekéms taikomo PVM/akcizy tarifas.
Perskai¢iuota kaina/jkainiai jforminami rastisku Saliy susitarimu ir taikomi prekéms, kurios
pristatomos po tokio Saliy pasira$yto susitarimo jsigaliojimo dienos.

2.3. Prekiy jkainiai kei¢iami vadovaujantis Sutarties priede nustatytomis kainodaros taisyklémis.
Perskai¢iuoti jkainiai jforminami rastisku Saliy susitarimu ir taikomi prekéms, kurios
pristatomos po tokio Saliy pasirasyto susitarimo jsigaliojimo dienos (jei spec. dalyje nurodyta,
kad si sqlyga taikoma).

2.4. Pardavéjas | Sutarties kaina/prekiy jkainius privalo jskaiCiuoti visas su prekiy tiekimu
susijusias i$laidas ir mokescius, jskaitant, bet neapsiribojant:

2.4.1. logistikos (transportavimo) islaidas;

2.4.2. pakavimo, pakrovimo, tranzito, iSkrovimo, iSpakavimo, tikrinimo, draudimo ir kitas su
prekiy tiekimu susijusias iSlaidas;

2.4.3. visas su dokumenty, kuriy reikalauja Pirkéjas, rengimu ir pateikimu susijusias i$laidas;
2.4.4. pristatyty prekiy surinkimo vietoje ir/arba paleidimo, ir/arba prieziiiros i$laidas;

2.4.5. aprupinimo jrankiais, reikalingais pristatyty prekiy surinkimui ir/arba priezitrai, i$laidas;
2.4.6. naudojimo ir priezilros instrukcijy, numatyty Techninéje specifikacijoje, pateikimo
iSlaidas;

2.4.7. prekiy garantinio remonto iSlaidas.

2.5. UZzsienio valiuty kursy svyravimo, gamintojy kainy keitimo rizika tenka Pardavéjui.

3. Prekiy tiekimo terminai ir salygos

3.1. Prekés pristatomos Sutarties specialiojoje dalyje (arba Sutarties priede (-uose)) numatytais
terminais ir tvarka.

3.2. Prekes Pardavéjas pristato savo rizika be papildomo apmokéjimo. Pirkéjas nuosavybés
teisg j prekes jgyja abiem Salims pasirasius perdavimo-priémimo akta, kuris pasira§omas tik tuo
atveju, jeigu prekés yra kokybiskos ir atitinka Sutartyje ir jos priede (-U0se) joms nustatytus
reikalavimus (jeigu perdavimo-priémimo aktas nepasirasomas, spec. dalyje nurodomas kitas
dokumentas, kuris bus pasirasomas patvirtinant prekiy perdavimg-priémimg). Kai pristatytos
prekés yra kokybiskos ir atitinka Sutartyje ir jos priede (-uose) joms nustatytus reikalavimus
dokumentas, patvirtinantis prekiy perdavimg-priémima, turi biiti pasiraSomas ne véliau kaip per
30 dieny, i$skyrus kai prekéms atliekami laboratoriniai bandymai.

3.3. UZ prekes, pateiktas virSijant Sutartyje/paraiSkose/uzsakymuose nurodytus kiekius, Pirkéjas
neapmoka.

3.4. Pardavéjui pristacius mazesne prekiy siuntg negu nurodyta
Sutartyje/paraiSkose/uzsakymuose, Pirkéjas grazina Pardavéjui pristatyta prekiy siuntg bei
laikoma, kad prekés nebuvo pristatytos, 0 Pardavéjas savo léSomis nedelsiant prekes turi
atsiimti. Pardavéjui nejvykdzius pareigos nedelsiant atsiimti prekes, Pardavéjas neturi teisés
reik$ti pretenzijy dél prekiy Zuvimo ar sugadinimo. Pardavéjui (jeigu dél to praleidziamas
prekiy pristatymo terminas) taikomos Sutarties bendrosios dalies 11.1 punkte numatytos
sankcijos.

3.5. Pardavéjas jsipareigoja po Sutarties jsigaliojimo Sutarties specialioje dalyje nurodytais
terminais:

3.5.1. parengti, pagaminti, suderinti su Pirkéju ir patvirtinti perkamy prekiy darbinius
pavyzdzius (2 egz., vienas - Pirkéjui, antras — Pardavéjui), kurie atitikty Sutartyje ir jos priede
(-uose) nustatytus reikalavimus (jei spec. dalyje nurodyta, kad si sqlyga taikoma);

3.5.2. suderinti su Pirkéju ir pateikti teikting prekiy kokybés uztikrinimo plang, parengta pagal
Teiktino kokybés uztikrinimo plano rengimo rekomendacijas arba Sutarties specialioje dalyje
nurodytus standartus (jei spec. dalyje nurodyta, kad si sqlyga taikoma);

3.5.3. suderinti su Pirkéju prekés naudojimo (priezitros) instrukcija, kuri pateikiama kartu su
kiekviena preke (jei spec. dalyje nurodyta, kad si sqlyga taikoma).



3.6. Pirkejas Sutarties bendrosios dalies 3.5.1 punkte nurodytus prekiy darbinius pavyzdzius
ir su juo pateiktus prekés gamybai naudojamy pagrindiniy ir pagalbiniy medziagy pavyzdzius
Pardavéjui grazina tik tada, kai Pardavéjas biina jvykdes visus sutartinius jsipareigojimus,
jskaitant garantinius jsipareigojimus.

3.7. Jeigu Sutarties galiojimo metu prekés gamintojas pakeicia/atnaujina Sia Sutartimi perkamos
prekés, modelj/pavadinimg, kuris yra nurodytas Sutartyje, Pardavéjas turi teise, pries tai
suderings su Pirkéju ir su juo pasirases papildoma susitarima, tiekti naujo modelio/pavadinimo
prekes. Naujo modelio/pavadinimo prekés turi atitikti Sutartyje ir jos priede (-uose) perkamoms
prekéms nustatytus reikalavimus, uz tg pacia kaing, o jy techniniai duomenys negali biti prasteni
uz techninius duomenis prekiy, dél kuriy buvo sudaryta Sutartis. Naujo modelio prekeés privalo
buti suderinamos su kitomis pagal $ig Sutart] perkamomis prekémis ir Pirkéjo jau turimomis
prekémis.

4. Mokéjimo terminai ir salygos

4.1. Pardavejui sumokama, kai sutarties objektas atitinkantis Sutartyje ir jos priede (-uose)
nustatytus reikalavimus perduodamas Pirkéjui, abiem Salims pasirasius dokumenta,
patvirtinantj prekiy perdavimg-priémimg, per 30 (trisdeSimt) dieny nuo dokumento,
patvirtinanc¢io prekiy perdavimg-priémima, ir saskaitos gavimo dienos (sgskaita fakttra turi bati
pateikiama VieSyjy pirkimy jstatymo 22 straipsnio 3 dalyje/VieSyjy pirkimy, atlickamy gynybos
ir saugumo srityje, istatymo 12 straipsnio 10 dalyje numatytomis elektroninémis priemonémis).
Jei nustatomos kitokios apmokéjimo salygos, jos turi biiti nustatytos Sutarties specialioje dalyje.
Pirkéjui véluojant atsiskaityti Siame punkte numatytu terminu, Pirkéjas, Pardavéjui
pareikalavus (ne véliau kaip per 30 (trisdeSimt) dieny nuo pareikalavimo gavimo), moka
paliikanas pagal Lietuvos Respublikos mokéjimy, atliekamy pagal komercines sutartis, vélavimo
prevencijos jstatyma.

4.2. Pardavéjui pristacius prekes, Pirkéjas per 3 (tris) dienas turi teis¢ nuspresti, ar Pardavéjo
pristatytoms prekéms (nustatytai prekiy partijai ar/ir siuntai) bus atliekami laboratoriniai
bandymai tam, kad buty jsitikinta, jog prekés atitinka Sutartyje ir jos priede (-uose) nustatytus
reikalavimus. Jeigu Pirkéjas priima sprendima, kad laboratoriniai bandymai prekéms nebus
atliekami, prekeés, atitinkancios Sutartyje ir priede/uose nustatytus reikalavimus, priimamos ir uz
priimtas prekes Pirkéjas sumoka Pardaveéjui per 30 (trisdeSimt) dieny nuo sgskaitos gavimo
dienos. Jeigu Pirkéjas nusprendzia, kad laboratoriniai bandymai prekéms bus atlieckami, uz
prekes sumokama per 30 (trisdeSimt) dieny po to, kai yra gauti laboratoriniy bandymy rezultatai
ir patvirtinta, kad prekés atitinka Sutartyje ir jos priede (-uose) nustatytus reikalavimus (jei spec.
dalyje nurodyta, kad si sqlyga taikoma).

4.3. Jeigu uz prekes bus mokamas Sutarties specialiojoje dalyje nurodyto dydZio avansas,
Pardavéjas jsipareigoja per 5 (penkias) darbo dienas nuo praneSimo gavimo dienos pateikti
Pirkéjo sumokamo avanso Sumai, avansinio apmokéjimo banko garantija arba draudimo
bendrovés laidavimo rastg (Kuri/-is galioty 2 (du) ménesius ilgiau nei prekiy pristatymo
terminas) ir avansinio mokéjimo saskaita. Pardavéjas taip pat turi pateikti patvirtinimag i$
draudimo bendrovés (apmokéjimg jrodant] dokumentg ar pan.), kad laidavimo raStas yra
galiojantis (jeigu sutarties vykdymas bus uZtikrintas laidavimu).

4.4. Banko garantijoje ar laidavimo raSte privalo biiti jraSyta, kad garantas/laiduotojas
neatSaukiamai ir besglygiskai jsipareigoja per 14 (keturiolika) dieny nuo rastisko praneSimo,
patvirtinancio Sutarties nutraukimg dél Pardavéjo kaltés, 1§ Pirkéjo gavimo, sumokéti Pirkéjui
sumga, nevirSijant laidavimo/garantijos sumos, pinigus pervedant j Pirkéjo saskaita.

4.5. Negali buti nurodyta, kad garantas ar laiduotojas atsako tik uz tiesioginiy nuostoliy
atlyginima. Negali biiti jraSytos nuostatos ar salygos, kurios jpareigoty Pirkéja jrodyti garantija
ar laidavimo rastg iSdavusiai jmonei, kad su Pardavéju Sutartis nutraukta teisétai arba Kitaip
leisty garantijg ar laidavimo rastg iSdavusiai jimonei nemokéti (arba vilkinti mokéjima) garantija
ar laidavimu uztikrinamos (laiduojamos) sumos.

4.6. Avansinio apmokéjimo banko garantija arba draudimo bendrovés laidavimo rastas,
neatitinkantys Sutarties bendrosios dalies 4.3-4.5. punktuose nustatyty reikalavimy, nebus
priimami. Tokiu atveju bus laikoma, kad Pardavéjas avansinio apmokéjimo banko garantijos



arba draudimo bendrovés laidavimo rasto Pirkéjui nepateiké ir bus atsiskaitoma pagal
Sutarties bendrosios dalies 4.1 punkta.

4.7. Pirkéjas avansa sumoka per 10 (deSimt) dieny nuo avansinio apmokéjimo banko garantijos
ar draudimo bendrovés laidavimo rasto ir avansinio mokéjimo sgskaitos gavimo (jei spec. dalyje
nurodyta, kad avansas bus mokamas) dienos.

4.8. Salys turi teis¢ sudaryti papildomus susitarimus dél avansinio apmokéjimo banko garantijoje
arba draudimo bendrovés laidavimo raSte numatytos sumos sumazinimo Pardavéjui tinkamai
1vykdzius dalj jsipareigojimy.

5. Prekiy kokybé

5.1. Prekés turi atitikti Sutartyje ir jos priede (-uose) nurodytus reikalavimus.

5.2. Pardavéjas sutinka, kad, vadovaujantis LKS STANAG 4107 reikalavimais, Valstybinio
kokybés wuztikrinimo atstovas Lietuvoje gali kreiptis | atitinkama NATO valstybés ar
organizacijos Valstybinio kokybés uztikrinimo padalinj Pardavéjo valstyb¢je, kad bity
vykdoma Valstybinio kokybés uztikrinimo prieziiira sutarties vykdymo laikotarpiu (jei Spec.
dalyje nurodyta, kad si sqlyga taikoma). Jeigu Pardavéjas néra gamintojas, $is reikalavimas
itraukiamas ] Pardavéjo sutartj su jam prekes pagaminusiu tiekéju, apie tai informuojant Pirkéjq
ir pateikiant atitinkamus dokumentus (jei spec. dalyje nurodyta, kad si sqlyga taikoma).

5.3. Prekiy priémimo metu nustacius jy neatitikimg Sutartyje ir jos priede (-uose) nustatytiems
reikalavimams, nedelsiant kvie¢iami Pardavéjo atstovai, kuriems dalyvaujant suraSomas aktas,
prekés nepriimamos, o Pardavéjui taikoma sutartiné atsakomybé (Siuo atveju sutartiné
atsakomybé taikoma, jeigu prekiy pristatymo terminas j au pasibaiges).

5.4. Tuo atveju, kai konfliktas del prekiy kokybés ir jy atitikimo Sutartyje ir jos priede (- uose)
nustatytiems reikalavimams negali biiti i3sprestas Sutarties Saliy susitarimu, Salys turi telsq
kviesti nepriklausomus ekspertus. Visas su eksperty darbu susijusias i§laidas padengia Salis,
kurios nenaudai priimtas eksperty sprendimas.

5.5. Pirkéjui, vadovaujantis Sutarties bendrosios dalies 4.2 punktu, nusprendus prekéms atlikti
laboratorinius bandymus, i§ pasirinktos prekiy siuntos, dalyvaujant Pardavéjo atstovui,
pasirenkamas Sutarties specialioje dalyje nurodytas prekiy kiekis, kuriy atitikimas
reikalavimams, nustatytiems Sutartyje ir priede (-uose) bus tikrinamas (jei spec. dalyje nurodyta,
kad si sqlyga taikoma).

5.6. Jeigu laboratoriniy bandymy metu patikrinus prekiy atitikimg reikalavimams, nustatytiems
sutartyje ir priede (-uose), nustatoma, kad prekés jy neatitinka, suraSomas aktas, likusios prekés
(partija ir/ar siunta) nepriimamos ir visas prekiy kiekis grazinamas Pardavéjui. Uz prekes
neapmokama bei laikoma, kad prekés nebuvo pristatytos, o Pardavéjui taikomos sutarties
bendrosios dalies 11.1 punkte numatytos sankcijos. Nustacius prekiy neatitikima sutartyje ir
priede (-uose) nustatytiems reikalavimams, Pirkéjas uz bandymams panaudotas prekes
neapmoka, 0 Pardaveéjas turi apmokéti laboratoriniy bandymy islaidas bei sumokéti Pirkéjui
10% dydzio nuo isbrokuotos partijos kainos be PVM Saliy i§ anksto sutartus minimalius
nuostolius, kurie skirti atlyginti Pirkéjo patirtas administracines islaidas, organizuojant prekiy
laboratoriniy bandymy procediiras. Tokiu atveju Pardavéjas privalo vietoj jam grazinty prekiy,
neatitinkanciy sutartyje ir priede (-uose) nustatytiems reikalavimams, pristatyti naujas, sutarties
ir priede (-uose) nustatytus reikalavimus atitinkancias prekes. Prekiy keitimas vykdomas
Sutarties specialiojoje dalyje nustatytu terminu (jei spec. dalyje nurodyta, kad si sqlyga taikoma).
5.7. Jeigu laboratoriniy bandymy metu patikrinus prekiy atitikimg reikalavimams, nustatytiems
sutartyje ir jos priede (-uose), nustatoma, kad prekés juos atitinka, Pirkéjas apmoka
laboratoriniy bandymy islaidas, o Pardavéjas turi laboratoriniams bandymams panaudotas
prekes pakeisti Pirkéjui naujomis prekémis be papildomo apmokéjimo.

6. Prekés kokybés garantija

6.1. Prekéms suteikiamas Sutarties specialiojoje dalyje (arba Sutarties priede) nurodytas kokybés
garantijos/tinkamumo naudoti terminas.

6.2. Kokybés garantijos/tinkamumo naudoti termino metu Pardavéjas privalo ne véliau kaip per
Sutarties specialiojoje dalyje nustatyta terming savo sgskaita vietoj prekés su trikumais pateikti



kita analogiska preke, kuria bty galima naudotis prekés jsigytos pagal S$ig Sutart]
trokumy Salinimo laikotarpiu, atitinkancia Sioje Sutartyje ir jos priede (-uose) nustatytus
reikalavimus (jei spec. dalyje nurodyta, kad si sqlyga taikomay).

6.3. Kokybés garantijos termino metu Pardavéjas privalo ne véliau kaip per Sutarties
specialiojoje dalyje nustatyta terming savo sgskaita pasalinti prekiy triikumus arba, nepavykus jy
pasalinti, preke su trukumais savo saskaita pakeisti nauja, atitinkancia Sioje Sutartyje ir jos priede
(-uose) nustatytus reikalavimus bei kompensuoti Pirkéjo patirtus nuostolius (jeigu tokie
buvo)/Tinkamumo naudoti termino metu Pardavéjas privalo ne véliau kaip per Sutarties
specialiojoje dalyje nustatyta terming savo saskaita pakeisti prekes atitinkanc¢iomis Sioje
Sutartyje ir jos priede (-uose) nustatytiems reikalavimams bei kompensuoti Pirkéjo patirtus
nuostolius (jeigu tokie buvo).

6.4. Apie garantinio/tinkamumo naudoti termino metu pastebétus prekiy trukumus Pardavéjas
informuojamas rastu (faksu arba pastu). Pareiksti pretenzijg dél prekés kokybés galima viso
garantinio/tinkamumo naudoti termino galiojimo metu.

6.5. Pirkéjas prekiy kokybés garantijos termino metu gali nuspresti atlikti laboratorinius
bandymus i§ pasirinktos prekiy siuntos arba kiekvienos partijos (jeigu siuntg sudaro kelios
partijos), dalyvaujant Pardavéjo atstovui, pasirenkant Sutarties specialioje dalyje nurodyta
prekiy kiekj, kuriy atitikimas reikalavimams, nustatytiems Sutartyje ir priede (-uose) bus
tikrinamas. Tuo atveju, kai gauti laboratoriniy bandymy rezultatai neatitinka Sutarties priede (-
uose) prekéms nustatyty reikalavimy, brokuojama visa pristatyta prekiy siunta/partija ir
laboratoriniy bandymy i$laidas, apmoka Pardavéjas. Nustatyty reikalavimy neatitinkancy prekiy
pakeitimas kokybiSkomis vykdomas pagal Sutarties bendrosios dalies 6.3 punkto nuostatas (jei
spec. dalyje nurodyta, kad si sqlyga taikoma).

6.6. Jeigu preké pakei¢iama nauja, jai suteikiamas toks pats Sutarties specialiojoje dalyje
nurodytas garantinis terminas, kuris skai¢iuojamas nuo dokumento, patvirtinan¢io naujy prekiy
perdavimg-priémima, pasiraS§ymo dienos.

6.7. Prekiy, kuriomis Pirkéjas negaléjo naudotis trikumy Salinimo metu, kokybés garantijos
terminas pratesiamas laikotarpiu, kuris yra lygus prekés trilkumy Salinimo laikotarpiui.

6.8. Sutarties specialiojoje dalyje (arba Sutarties priede) nurodyta kokybés garantija netaikoma,
jeigu Pardaveéjas jrodys, kad prekiy trikumai atsirado dél neteisingo ar netinkamo Pirkéjo
elgesio su prekémis arba treCiyjy asmeny veiklos, arba nenugalimos jégos.

7. Nenugalimos jégos (force majeure) aplinkybés.

7.1. Salis néra laikoma atsakinga uz bet kokiy jsipareigojimy pagal §ia Sutartj nejvykdyma, jeigu
jrodo, kad tai jvyko dél nejprasty aplinkybiy, kuriy Salys negaléjo kontroliuoti ir protingai
numatyti, bei uzkirsti kelio Siy aplinkybiy ar jy pasekmiy atsiradimui. Nenugalimos jégos
aplinkybémis laikomos aplinkybés, nurodytos Lietuvos Respublikos civilinio kodekso 6.212 str.
ir Atleidimo nuo atsakomybés esant nenugalimos jégos (force majeure) aplinkybéms taisyklése,
patvirtintose Lietuvos Respublikos Vyriausybés 1996 m. liepos 15d. nutarimu Nr. 840.
Nustatydamos nenugalimos jégos aplinkybes Salys vadovaujasi Lietuvos Respublikos
Vyriausybés 1997 kovo 13 d. nutarimu Nr.222 , D¢l nenugalimos jégos (force majeure)
aplinkybes liudijan¢iy pazymy iSdavimo tvarkos patvirtinimo* ar jj pakei€ian¢iais norminiais
teises aktais. Esant nenugalimos jégos aplinkybéms Sutarties Salys Lietuvos Respublikos teisés
aktuose nustatyta tvarka yra atleidziamos nuo atsakomybés uz Sutartyje numatyty prievoliy
nejvykdyma, dalinj nejvykdyma arba netinkamg jvykdyma, o jsipareigojimy vykdymo terminas
pratgsiamas.

7.2. Salis, prasanti ja atleisti nuo atsakomybés, privalo pranesti kitai Saliai ra$tu apie
nenugalimos jégos aplinkybes nedelsiant, bet ne veliau kaip per 10 (deSimt) darbo dieny nuo
tokiy aplinkybiy atsiradimo ar paaiSkéjimo, pateikdama jrodymus, kad ji émési visy pagristy
atsargumo priemoniy ir déjo visas pastangas, kad sumazinty iSlaidas ar neigiamas pasekmes, taip
pat prane$ti galimg jsipareigojimy jvykdymo terming. PraneSimo taip pat reikalaujama, kai
i$nyksta jsipareigojimy nevykdymo pagrindas.

8. Kodifikavimas



8.1. Per 5 (penkias) dienas po Sutarties jsigaliojimo Pardavéjas privalo pateikti
Pirkéjui jo nurodytu adresu pasiraSytos Sutarties kopijg ir perkamoms prekéms identifikuoti
reikalingus duomenis pagal Sios Sutarties priede pateiktas formas ,,Kodifikuotiny materialiniy
vertybiy sgrasas® ir ,,Informacija apie gamintojg ir tickéja““. Pardavéjas turi pateikti uzpildytas ir
pasiraSytas formas elektroniniu pavidalu arba popierines jy kopijas (jei spec. dalyje nurodyta,
kad si sqlyga taikoma).

8.2. Pirkéjui pareikalavus, Pardavéjas privalo per 5 (penkias) dienas nemokamai pateikti
kodifikavimui reikalingg papildomag techning dokumentacija (pvz. technines charakteristikas,
brézinius, nuotraukas, katalogus, nuorodas ir pan.)

9. Sutarties nutraukimas

9.1. Si Sutartis gali biti nutraukta:

9.1.1. rastisku Saliy susitarimu;

9.1.2. nenugalimos jégos aplinkybéms uztrukus ilgiau nei Specialiojoje sutarties dalyje nurodyta
dieny skaiciy (priklausomai nuo sutarties vykdymo specifikos, konkretus terminas nurodomas
Specialiojoje dalyje gali biiti nuo 14 iki 60 dieny) ir abiem Salims nesudarius susitarimy dél §ios
Sutarties pakeitimo, leidziandiy Salims toliau vykdyti savo jsipareigojimus, kiekviena Sutarties
Salis gali vienaSaliSkai nutraukti Sutartj, praneSant apie tai kitai Sutarties Saliai rastu ne véliau
kaip pries 7 (septynias) dienas;

9.2. Pirkéjas, ne véliau kaip prie§ 7 (septynias) dienas (jeigu Sutarties specialiojoje dalyje
nenurodytas kitas terminas) rastu informaves Pardavéja turi teis¢ vienasaliSkai nutraukti Sutartj
del esminio Sutarties paZeidimo. Esminiu Sutarties pazeidimu laikoma, jeigu:

9.2.1. Pardavéjas véluoja pristatyti prekes Sutarties specialioje dalyje nurodytu terminu;

9.2.2. Pardavéjas nevykdo (ar informuoja, kad negalés vykdyti) sutartinio jsipareigojimo tiekti
prekes;

9.2.3. Pardavéjas didina prekiy kainas/jkainius, i§skyrus Sutarties bendrosios dalies 2.2 punkte
numatytg atvejj;

9.2.4. Pardavéjas nevykdo arba netinkamai vykdo Sutarties bendrosios dalies 6 punkte
numatytus garantinius jsipareigojimus;

9.2.5. Pardavéjas nevykdo Sutarties bendrosios dalies 12.4 punkte numatyto jsipareigojimo
(jeigu sutarties vykdymas bus uztikrintas laidavimu arba banko garantija);

9.2.6. Pardavéjo pateiktos prekes ar jy kokybé neatitinka Sutartyje ir jos priede (-uose) nustatyty
reikalavimy;

9.2.7. Pardavéjas nustatytu laiku nepateikia avansinio apmokéjimo banko garantijos, kuri
galioty ne maziau kaip nurodyta Sutarties bendrosios dalies 4.3. punkte (jeigu pagal sutarties
sqlygas numatytas avanso mokéjimas);

9.2.8. Sutarties galiojimo laikotarpiu Pardavéjas yra jtraukiamas j Nepatikimy tiekéjy ar
Melaginga informacija pateikusiy tiekéjy sarasus;

9.2.9. Sutarties vykdymo metu paaiskéja, kad Pardavéjas ar jo teikiamos prekés néra patikimos
ir kelia pavojy nacionaliniam saugumui;

9.2.10 Sutarties vykdymo metu paaiskéja, kad Pardavéjas turéjo biuti paSalintas i§ pirkimo
procediiros pagal VieSyjy pirkimy jstatymo 46 straipsnio 1 dalj/VieSyjy pirkimy atliekamy
gynybos ir saugumo srityje jstatymo 33 straipsnio 1 dalj;

9.2.11 Sutarties vykdymo metu paaiskéja, kad Sutartis buvo pakeista pazeidziant Viesyjy
pirkimy jstatymo 89 straipsnj/Viesyjy pirkimy atlickamy gynybos ir saugumo srityje jstatymo 50
straipsnio 6 dalj.

9.3. Pirkéjas, ne véliau kaip prie§ 7 (septynias) dienas (jeigu Sutarties specialiojoje dalyje
nenurodytas kitas terminas) rastu informaves Pardaveéjq turi teis¢ vienasaliskai nutraukti Sutartj,
jeigu Pardaveéjas yra likviduojamas ar kreipiamasi j teismg dél bankroto ar restruktiirizavimo
bylos i8kélimo, arba jam iSkelta bankroto ar restruktirizavimo byla, arba priimamas sprendimas
del neteisminés bankroto procediiros pradéjimo.

9.4. Nutraukus sutartj, Pardavéjas per 10 (deSimt) dieny nuo Sutarties nutraukimo dienos turi
grazinti Pirkéjui jo sumokéta avansg (jei toks buvo sumokétas) uz prekes, kurios nebuvo
pristatytos.



10. Gin¢y sprendimo tvarka

10.1. Sutartis sudaryta ir turi biiti aiSkinama pagal Lietuvos Respublikos teisg.

10.2. Visi tarp Sutarties Saliy kile gindai ar nesutarimai, susije su Sutartimi, sprendZiami deryby
bidu, o nepavykus taip i$spresti ginco, jis bus nagrinéjamas Lietuvos Respublikos teisés akty
nustatyta tvarka Lietuvos Respublikos teismuose pagal Pirkéjo (arba jeigu Pirkéjas ne juridinis
asmuo, o Lietuvos kariuomenés padalinys ,,pagal juridinio asmens — Lietuvos kariuomenés ‘)
buveinés vieta.

11. Atsakomybé

11.1. Pavélaves pristatyti prekes per Sutarties specialiojoje dalyje nurodyta terming, Pardavéjas
moka Pirkéjui nuo 0,05 iki 0,2 % dydzio (konkretus dydis nurodomas Sutarties specialiojoje
dalyje) nuo nepristatyty prekiy kainos be PVM uz kiekvieng uzdelsta diena/valandg (taikoma
priklausomai nuo to, kaip jsipareigojimo terminas yra skaiciuojamas Sutarties specialiojoje
dalyje) Saliy i§ anksto sutartus minimalius nuostolius, kuriy sumokéjimas neatleidzia Pardavéjo
nuo pareigos atlyginti visus Pirkeéjo patirtus nuostolius Pardavéjui nevykdant arba netinkamai
vykdant sutartj. Saliy i§ anksto sutartus minimalius nuostolius Pardavéjas jsipareigoja sumokeéti
ne véliau kaip per saskaitoje faktiroje ar pareikalavime nurodytg terming.

11.2. Kokybés garantijos termino metu pavélaves per Sutarties specialioje dalyje nustatyta
terming jvykdyti Sutarties bendrosios dalies 6.2 punkte nustatytus jsipareigojimus, Pardavéjas
moka Pirkéjui nuo 0,05 iki 0,2 % dydzio (konkretus dydis nurodomas Sutarties specialiojoje
dalyje) nuo prekiy, kurios yra nepakeistos, kainos be PVM uz kiekvieng uzdelstg dieng/valanda
Saliy i§ anksto sutartus minimalius nuostolius, kuriy sumokéjimas neatleidzia Pardavéjo nuo
pareigos atlyginti visus Pirkéjo patirtus nuostolius Pardavéjui nevykdant arba netinkamai
vykdant savo jsipareigojimus, susijusius su prekiy garantija/tinkamumo naudoti terminu.

11.3. Garantinio/tinkamumo naudoti termino metu pavélaves per Sutarties specialioje dalyje
nustatyta terming jvykdyti Sutarties bendrosios dalies 6.3 punkte nustatytus jsipareigojimus,
Pardavéjas moka Pirkéjui nuo 0,05 iki 0,2 % dydzio (konkretus dydis nurodomas Sutarties
specialiojoje dalyje) nuo prekiy, kuriy triitkumai nepasalinti, ar prekiy, kurios yra nepakeistos,
kainos be PVM uz kiekviena uzdelsta diena/valanda Saliy i§ anksto sutartus minimalius
nuostolius, kuriy sumokéjimas neatleidzia Pardavéjo nuo pareigos atlyginti visus Pirkéjo
patirtus nuostolius Pardavéjui nevykdant arba netinkamai vykdant savo jsipareigojimus,
susijusius su prekiy garantija/tinkamumo naudoti terminu.

11.4. Nutraukus Sutartj d¢l Sutarties bendrojoje dalyje 9.2.1, 9.2.2, 9.2.3, 9.2.5, 9.2.6, (9.2.7
(jeigu pagal sutarties sqlygas numatytas avanso mokéjimas)) 9.3 punktuose ar kity Sutarties
specialiojoje dalyje iSvardinty priezasCiy, Pardavéjas per 14 (keturiolika) dieny (skai¢iuojant
nuo Sutarties nutraukimo dienos) turi sumokeéti Pirkéjui ne maziau kaip 7 (septyniy) % sutarties
kainos be PVM (arba bendros pasitilymo kainos) (konkretus procentinis dydis arba konkreti
fiksuota suma nurodoma Sutarties specialioje dalyje) Saliy i§ anksto sutarty minimaliy nuostoliy,
bet ne daugiau kaip visy pagal $ig Sutartj nejvykdyty jsipareigojimy kainos be PVM. Saliy i§
anksto sutarty minimaliy nuostoliy sumokéjimas neatleidzia Pardavéjo nuo pareigos atlyginti
visus Pirkéjo patirtus nuostolius, Pardavéjui nevykdant ar netinkamai vykdant sutartj.

11.5. Nutraukus Sutart] del Sutarties bendrojoje dalyje 9.2.4 punkte nurodytos priezasties,
Pardavéjas per 7 (septynias) dienas (skaiCiuojant nuo Sutarties nutraukimo dienos) turi
sumokeéti Pirkéjui prekiy su trikumais jsigijimo kainos be PVM dydzio Saliy i§ anksto sutartus
minimalius nuostolius, bet ne daugiau kaip visy pagal $ig Sutart] nejvykdyty jsipareigojimy
kainos be PVM. Saliy i§ anksto sutarty minimaliy nuostoliy sumokéjimas neatleidzia Pardavéjo
nuo pareigos atlyginti visus Pirkéjo patirtus nuostolius, Pardavéjui nevykdant ar netinkamai
vykdant sutartj.

11.6. Kiti sutartinés atsakomybés taikymo Pardavéjui atvejai nurodyti Sutarties specialiojoje
dalyje.

11.7. Finansavimo vélavimas i§ biudZeto yra salyga visiSkai atleidzianti Pirkéja nuo civilinés
atsakomybés ir paliikany mokéjimo Pardavéjui uz pavéluotg atsiskaityma.



12. Sutarties galiojimas

12.1. Sutartis jsigalioja abiem Salims ja pasirasius ir Pardavéjui pateikus Pirkéjui Sutarties
Ivykdymo uztikrinimo banko garantija ar draudimo bendrovés laidavimo rasta (sqlyga taikoma,
jeigu sutarties vykdymas bus uztikrintas laidavimu arba banko garantija), uztikrinantj Sutarties
bendrosios dalies 11.4 punkte nurodytos sumos sumoke¢jimg (Banko garantijoje ar draudimo
bendrovés laidavimo raSte garantas/laiduotojas turi jsipareigoti sumokéti Sutarties bendrosios
dalies 11.4 punkte nurodyta sumg Pirkéjui nutraukus Sutartj dél bent vienos i§ 9.2.1 - 9.2.7, 9.3
punktuose ar kity Sutarties specialiojoje dalyje iSvardinty priezas¢iy). Garantijos ar laidavimo
raStas, kuriame nurodoma, kad garantas ar laiduotojas atsako tik uz tiesioginiy nuostoliy
atlyginimg nebus priimamas, kadangi turi buti jsipareigojama atlyginti konkrecig Sutarties
jvykdymo uztikrinimo sumg, nurodytg sutarties 11.4 punkte) (jeigu sutarties vykdymas bus
uztikrintas laidavimu arba banko garantija).

12.2. Garantas/laiduotojas turi neatSaukiamai ir besglygiskai jsipareigoti ne véliau kaip per 14
(keturiolika) dieny nuo rastiSko praneSimo, patvirtinancio Sutarties nutraukimg dél Sutartyje
numatyty pagrindy esant Pardavéjo kaltei, jvykdyti prievolg ir sumokéti jsipareigota suma,
pinigus pervedant | Pirkéjo saskaitg (jeigu sutarties vykdymas bus uZtikrintas laidavimu arba
banko garantija).

12.3. Pardavéjas ne véliau kaip per 5 (penkias) darbo dienas po Sutarties pasiraS§ymo pateikia
Pirkéjui Sutarties bendrosios dalies 12.1 punkte nurodytg Sutarties jvykdymo uztikrinimo banko
garantija arba draudimo bendrovés laidavimo rasta, kuris galioty dviem ménesiais ilgiau nei
Sutarties specialiojoje dalyje nurodytas prekiy tiekimo terminas ar Sutarties galiojimo terminas.
Pardavéjas taip pat turi pateikti patvirtinimg i§ draudimo bendrovés (apmokéjimg jrodant]
dokumentg ar pan.), kad laidavimo rastas yra galiojantis (jeigu sutarties vykdymas bus uztikrintas
laidavimu). Sutarties jvykdymo uztikrinimo banko garantijoje arba draudimo bendroveés
laidavimo raste nurodytos sumos sumokéjimas neturi biti siejamas su visiSku Pirkéjo patirty
nuostoliy atlyginimu ir neatleidzia Pardavéjo nuo pareigos juos atlyginti pilnai (jeigu sutarties
vykdymas bus uztikrintas laidavimu arba banko garantija).

12.4. Jei sutarties vykdymo metu sutarties ivykdymo uZztikrinimg i§daves juridinis asmuo (bankas
ar draudimo bendrové) negali vykdyti savo jsipareigojimy (sustabdoma veikla, paskelbiamas
moratoriumas ir pan.), Pardavéjas per 10 (deSimt) dieny pateikia naujg Sutarties vykdymo
uztikrinimg, tokiomis paciomis saglygomis kaip ir ankstesnysis. Jei Pardavéjas nepateikia naujo
Sutarties jvykdymo uztikrinimo, Pirkéjas turi teise nutraukti Sutartj, Sutarties bendrosios dalies
9.2.5 punkte nustatyta tvarka.

12.5. Sutarties jvykdymo uZtikrinimas grazinamas per 10 (deSimt) dieny nuo §io uZtikrinimo
galiojimo termino pabaigos Pardavéjui pateikus rastiskg praSyma (jeigu sutarties vykdymas bus
uztikrintas laidavimu arba banko garantija).

12.6. Sutarties sglygos pirkimo sutarties galiojimo laikotarpiu negali buti kei¢iamos, i§skyrus:
12.6.1 Atvejus, kai Sutartis buvo sudaryta pagal vieSyjy pirkimy jstatyma ir pakeitimas yra
galimas vadovaujantis VieSyjy pirkimy jstatymo 89 straipsnio nuostatomis ir neprieStarauja
pagrindiniams vieSyjy pirkimy principais bei tikslui.

12.6.2 Atvejus, kai Sutartis buvo sudaryta pagal vieSyjy pirkimy, atlickamy gynybos ir saugumo
srityje, jstatyma ir pakeitimas yra galimas vadovaujantis pagal analogija taikomomis VieSyjy
pirkimy jstatymo 89 straipsnio nuostatomis bei nepazeisty VieSyjy pirkimy, atlickamy gynybos
ir saugumo srityje jstatymo 6 straipsnyje nustatyty principy ir tiksly.

12.7. Sutarties galiojimo metu Salims pastebéjus techninio apsirikimo, radybos klaidy
(netinkamai perkeltos nuostatos i§ pasitilymo ar pirkimo salygy ir kt.), pasikeitus Sutartyje
nurodytiems uZ Sutarties vykdyma atsakingiems asmenims ar Sutarties Saliy rekvizitams,
Sutarties Salys ratisku susitarimu gali patikslinti Sutarties salygas. Toks sutarties salygy
patikslinimas nebus laikomas Sutarties saglygy keitimu.

12.8. Sutartis gali buti pratesta Sutarties Specialiojoje dalyje nustatytomis sglygomis arba esant
poreikiui, Pirkéjas turi teise jsigyti Sutartyje ir jos prieduose nenurodyty, taciau su pirkimo
objektu susijusiy prekiy nevirsijant 10 procenty Sutarties specialiosios dalies 2 punkte nurodytos
maksimalios Sutarties kainos. Sutartyje ir jos prieduose nenurodytas, ta¢iau su pirkimo objektu
susijusias prekes Pardavéjas gali tiekti tik ne didesnémis nei uzsakymo dieng tiekéjo prekybos



vietoje, kataloge ar interneto svetain¢je nurodytomis  galiojanCiomis  Siy  prekiy
kainomis arba, jei tokios kainos neskelbiamos, tiekéjo pasitlytomis, konkurencingomis ir rinkg
atitinkanc¢iomis kainomis. Esant poreikiui jsigyti Sutartyje ir jos prieduose nenurodyty, taciau su
pirkimo objektu susijusiy prekiy Pirkéjas ir Pardavéjas sudaro papildoma raSytinj susitarima,
kurio salygos privalo biiti analogiSkos Sutarties salygoms, atitinkamai jas pritaikant prie naujai
perkamy prekiy.

12.9. Sutarties specialiojoje dalyje numatyta Sutarties galiojimo termino pabaiga nereiskia Saliy
prievoliy pagal Sutartj pabaigos ir neatleidzia Saliy nuo civilinés atsakomybés uz Sutarties
pazeidima.

13. Susirasinéjimas

13.1. Pirkéjo ir Pardavéjo vienas kitam siunéiami praneSimai lictuviy/angly (taikoma, jeigu
sutartis sudaroma angly kalba) Kalba turi bati rastiski. Saliy viena kitai siun¢iami pranesimai
turi biti siunciami pastu, elektroniniu pastu, faksu arba jteikiami asmeniSkai. PraneSimai turi
biti siundiami Sutarties specialiojoje dalyje Saliy rekvizituose nurodytais adresais, numeriais.
Jei siuntéjui reikia gavimo patvirtinimo, jis nurodo tokj reikalavimg praneSime. Jei yra
nustatytas atsakymo ] rastiSka praneSimg gavimo terminas, siuntéjas praneSime turéty nurodyti
reikalavimg patvirtinti rastiSko praneSimo gavimga.

13.2. Salys jsipareigoja ne véliau kaip per 3 (tris) darbo dienas rastu viena kitai pranesti apie
Sutarties specialiojoje dalyje nurodyty Salies rekvizity pasikeitima. Sutarties Salis nepranesusi
apie savo rekvizity pasikeitima laiku, negali reikti pretenzijy dél kitos Salies veiksmy, atlikty
vadovaujantis Sutartyje pateiktais Salies rekvizitais.

14. Informacijos konfidencialumas, slaptumas ir asmens duomenys

14.1. Salys privalo uztikrinti, kad informacija, kurig jos perduoda viena kitai, bus naudojama tik
vykdant Sutartj ir nebus naudojama tokiu badu, kuris pakenkty informacija perdavusiai Saliai.
14.2. Salys jsipareigoja uztikrinti visos joms Zinomos ir (ar) patikétos informacijos slaptuma
Sutarties galiojimo metu ir pasibaigus Sutarties galiojimo laikotarpiui ar jg nutraukus.

14.3. Pardavéjas jsipareigoja be Pirkéjo iSankstinio rasytinio sutikimo nenaudoti Pirkéjo jam
pateiktos informacijos nei savo, nei bet kokiy treCiyjy asmeny naudai, neatskleisti tokios
informacijos kitiems asmenims, i$skyrus Lietuvos Respublikos teisés akty numatytus atvejus.
14.4. Sutartyje ir jos prieduose nurodyti asmens duomenys (vardai, pavardeés, pareigos, el. pastas,
ar telefono numeris) gali biiti naudojami tik nustatant Saliy ar Gavéjo atsakingus asmenis uz
Sutarties vykdyma ir bendrauti Sutarties vykdymo klausimais. Jei Sutarties vykdymo metu yra
tvarkomi kokie nors papildomi asmens duomenys, Sie duomenys ir jy tvarkymo tikslas yra
jvardinami Specialiosios dalies 9 punkte.

14.5. Sutarties Salys uZztikrina, kad su asmens duomenimis tvarkomais vykdant Sutartj susipazins
tik tie asmenys, kuriems tai yra butina vykdant jsipareigojimus pagal Sutartj.

14.6. Sutartyje ir jos prieduose nurodyti asmens duomenys be atskiro kitos Salies sutikimo negali
biti perduoti tretiesiems asmenims, i$skyrus Pardavéjo jvardintus subtiekéjus ir Gaveja (jei
toks nurodytas), kurie yra pasitelkiami sutarties vykdymui ir tik tais atvejais, kai tai yra biitina
Sutarties vykdymui arba tokiy duomeny neatskleidimas sukelty itin didelius sunkumus vykdant
Sutartj. Jei subtiekéjas Specialiosios dalies numatyta tvarka yra keiCiamas, turi biiti gautas
atskiras kitos Salies sutikimas dél duomeny perdavimo.

14.7. Jei Sutarties vykdymo metu paaiSkéja, kad yra tvarkomi asmens duomenys, kurie néra
aptarti Sutarties sglygose, Sutarties Salys turi nedelsiant informuoti kitg Salj dél tokiy duomeny ir
iSlaikyti Siy duomeny konfidencialumg. Nustacius , kad yra tvarkomi Sutartyje nenumatyti
asmens duomenys, yra pildomas specialiosios dalies 9 punktas.

14.8. Visi asmens duomenys, kurie buvo tvarkomi siekiant jvykdyti Sutartyje numatytus
jsipareigojimus, gali bati tvarkomi iki to momento, kai pasibaigia Saliy prievolés pagal Sutart].
Gali biiti nenaikinami tik tokie asmens duomenys, kuriy sunaikinimas reiksty neprotingai dideles
laiko ar finansines sgnaudas ar biity nepateisinamas sutarties rezultato naudojimo tikslais.



14.9. Salys privalo imtis pakankamy techniniy ir  organizaciniy priemoniy informacijos
saugumui ir konfidencialumui uztikrinti. Apie bet kokj pagal Sutart] tvarkomy asmens duomeny
pazeidima, Salys viena kitg informuoja per 1 darbo diena. Pranesime apie paZzeidimg privalo biiti
nurodytas pazeidimo pobiudis, galimos pazeidimo pasekmés ir priemonés, kuriy buvo imtasi
pazeidimo padariniams panaikinti ar suSvelninti.

14.10. Salys neatlygina viena kitos patirty i§laidy ir nuostoliy dél asmens duomeny tvarkymo
Isipareigojimy pagal Sig Sutart] vykdymo.

15. Baigiamosios nuostatos

15.1. Sutartis sudaryta lietuviy/angly, lietuviy ir angly kalba dviem/keturiais egzemplioriais (po
viena/du kiekvienai Saliai) (taikoma priklausomai nuo to kokiomis kalbomis bus sudaroma
sutartis). Abu tekstai autentiski ir turi vienodg teisine galig. Atsiradus neatitikimams tarp teksty
lietuviy ir angly kalbomis, pirmenybé¢ teikiama tekstui angly kalba (taikoma, jeigu sutartis
sudaroma su uzsienio pardavéju lietuviy ir angly kalba ).

15.2. Sig sutartj sudaro Sutarties bendroji ir specialioji dalys bei sutarties priedas (-ai). Visi $ios
Sutarties priedai yra neatskiriama Sutarties dalis.

15.3. Né viena i3 Saliy neturi teisés perduoti tre¢iajam asmeniui teisiy ir jsipareigojimy pagal §ig
Sutartj be i3ankstinio rastisko kitos Salies sutikimo.

15.4. Pazeides Sios sutarties dalies 15.3 punkte nurodytg jpareigojimg Pardavéjas moka
Pirkéjui 5 proc. sutarties/pasitilymo kainos be PVM dydzio $aliy i§ anksto sutarty minimaliy
nuostoliy suma, jeigu sutarties Specialiojoje dalyje nenustatyta kitaip.

15.5. Pardavéjas garantuoja, kad turi visas Sutarties jvykdymui reikalingas licencijas.
Pardavéjas jsipareigoja atlyginti Pirkéjui nuostolius, jeigu Pirkéjui biity pateikta pretenzijy ar
iSkelta byly dél patenty ar licencijy pazeidimy, kylanciy i§ Sutarties ar padaryty ja vykdant.

15.6. Sutarties Salys patvirtina, kad sudarydamos Sutartj nevirSijo ir nepaZeidé savo
kompetencijos (jstaty, nuostaty, statuto, jokio Sutarties Salies valdymo organo (savininko,
steigéjo ar kito kompetentingo subjekto) nutarimo, sprendimo, jsakymo, jokio privalomo teisés
akto (taip pat ir lokalinio, individualaus), sandorio, teismo sprendimo (nutarties, nutarimo) ar
kt.).

15.7. Sutarties vykdymas gali bti aiskinamas Saliy rastisku sutarimu nekei¢iant sutarties salygy.
15.8. Subtiekéjo (-y)/subteikéjo pavadinimas, jo (-y) vykdomy sutartiniy jsipareigojimy dalis yra
nurodyti Sutarties specialiojoje dalyje.

15.9. Sutartyje nustatyto subtiekéjo (-y)/subteikéjo (-y) pakeitimas kitu subtiekéju (-ais)/
subteikeju (-ais) jforminamas raSytiniu Sutarties pakeitimu (faikoma, jei Pardavéjas juos numato
pasitelkti).

15.10. Pardaveéjo paskirtas asmuo/asmenys, kurie atstovauja Pardavéjui, priiminéja ir tvirtina
Pirkéjo teikiamus prekiy uzsakymus, tiekiamy prekiy sgmatg, dalyvauja susitikimuose su
Pirkéju ir atlieka kitus veiksmus, butinus tinkamam Sios Sutarties vykdymui yra nurodyti
Sutarties specialiojoje dalyje.

15.11. Pirkéjo paskirti asmuo/asmenys, kurie atstovauja Pirkéjui, teikia Pardavéjui prekiy
uzsakymus, prekiy samata, dalyvauja susitikimuose su Pardavéju ir atlieka kitus veiksmus,
biitinus tinkamam Sios Sutarties vykdymui, yra nurodyti Sutarties specialiojoje dalyje.
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TECHNINE SPECIFIKACIJA

Pirkimo Kibernetinio saugumo treniruoklio klasterio sistema (kiekis — 1 komplektas) skirta Nacionalinio Kibernetinio saugumo centro
objektas prie Krasto apsaugos ministerijos rengiamuy kibernetinio saugumo pratyby ir mokymuy organizavimui.

Pirkimo Isigyti, jdiegti ir parengti naudojimui kibernetinio saugumo treniruoklio klasterio sistemos techning ir programine jranga,

tikslas mokymo medZiaga ir pratybuy scenarijus kibernetinio saugumo specialisty rengimui ir praktiniy jgiidZiy suformavimui.
Siekiamas Kibernetinio saugumo treniruoklio klasterio sistema sumontuota ir parengta naudojimui pirkéjo patalpose, instruktoriai parengti
pirkimo naudotis sistema. Pavyksta prisijungti prie klasterio su jsigyta nauja, reikalavimus atitinkankan¢ia, saugumo prieigos jranga.
rezultatas

1 pirkimo dalis. Kibernetinio saugumo treniruoklio klasteris (toliau KSTK)

1. Bendrieji reikalavimai
1.1. Visa pateikiama jranga privalo biiti nauja (negali biiti atnaujinta, restauruota (angl. Refurbished), nenaudota.
1.2. Irangos dokumentai turi biti lietuviy arba angly kalba. Uzrasai ant jrenginio ir jo daliy turi biiti angly arba lietuviy kalba. Gamintojo
interneto svetaingje tvarkykliy ir dokumenty paieSka atlieckama angly arba lietuviy kalba.
1.3. Tiekéjas turi uztikrinti, kad gamintojas néra paskelbes zinios apie sitilomos jrangos gamybos arba tobulinimo nutraukima (pvz., angl. End
of lifetime ar Discontinued).
1.4. Saugumo reikalavimai:
- standieji ar puslaidininkiniai diskai (angl. HDD/SSD ir pan) ar atminties kortelés, garantinio laikotarpio metu gedimo atveju turi
biti kei¢iamos naujomis. Sugedusios atminties laikmenos sunaikinamos Pirkéjo patalpose ir Tiekéjui negraZinamos.
- Jrangos gedimo atveju remontuoti i$ jrengimo vietos. Tiekéjui (jo atstovui) iSvezamg sugedusig jranga, Pirkéjas pateikia be joje
sumontuoty standziyjy ar puslaidininkiniy disky (angl. HDD/SSD) ar atminties korteliy.
15. Tiekéjas turi uztikrinti, kad jsigyjamoje jrangoje nebiity jdiegta jokios papildomos programings jrangos, kuri néra biitina tokios jrangos

funkcionalumui uztikrinti. Paaiskéjus, kad jrangoje pardavimo ar treniruoklio sistemos diegimo metu buvo jdiegta jtartina, $nipinéjimo ar
kokia kita kenkimo programiné jranga, tai buity traktuojama kaip reikalavimy neatitikimas ir sutarties salygy nesilaikymas: jranga
grazinama tiekéjui arba keiciama nauja lygiaverte ar geresne, taciau saugumo reikalavimus atitinkancia jranga, viso garantinio laikotarpio
metu;




1.6.

Visos techninés jrangos maitinimo jtampa turi biiti 230V 50Hz su Europos kontinentin¢je dalyje naudojama jungtimi (CEE 7/7), jeigu
nenurodyta Kitaip.

1.7.

Jeigu nenurodyta kitaip, techniné jranga privalo veikti be sutrikimy, kai temperatiiros rezimas techninés jrangos jdiegimo patalpoje yra
nuo +10°C iki +35°C, o santykiné oro drégmé — 70 proc. ir mazesné.

Bendrieji reikalavimai siilomos jrangos montavimui ir diegimui

2.1.

Pagal Perkanciosios organizacijos poreiki Irangos tiekéjas turés suteikti ne mazZiau kaip Zemiau iSvardintas paslaugas:

- Jrangos montavimg — visa sitiloma jranga turi biiti sumontuota Perkanciosios organizacijos nurodytose patalpose, Lietuvos teritorijoje,
Kauno miesto savivaldybés ribose;

- Jrangos sujungimg — visa sitiloma jranga turi buti prijungta prie elektros tinklo. Turi buti atliktas buitinas Jrangos kabeliavimas, kabeliy
zym¢jimas bei parengta Techniné dokumentacija;

- Jrangos testavimg — pabaigus diegimo darbus [rangos tiekéjas, kartu su Perkanciosios organizacijos atstovais, pagal i§ anksto suderintus
testavimo scenarijus, turés atlikti Jrangos veikimo testavimus (auksto patikimumo, naSumo savybiy ir pan.) ir pateikti testy rezultatus
popieriniu bei elektroniniu formatu.

Reikalaujami funkciniai, techniniai ir kokybiniai parametrai:

3.1

Funkcijos ir KSTK (angl. Cyber Range platform) apima tenanty aparatinés infrastuktiiros klasterj, tinklo infrastruktiiros jranga,
veikimas idiegta virtualizacijos platformg, pratyby ir mokymo proceso organizavimui reikalingg programing ir specializuota
techning jrangg bei mokymo medziaga.

KSTK sistema turi susidéti i§ fizinés ir virtualizuotos jrangos, kuri atkartoty realistiS8kg IT infrastruktira, jskaitant
iprastas kompiuterines technologijas ir aplinkas. KSTK sistemoje imituojant jvairias IT aplinkas, turi baiti placiai
naudojamos virtualizavimo technologijos, kad i§vengti per daug fiziniy komponenty.

KSTK sistema turi sugebéti veikti izoliuotoje aplinkoje (atjungta nuo kity tinkly), potencialiai neturédama interneto
rySio. Platforma neturi bandyti siysti jokiy duomeny j internetg (angl. Phoning home) be iSankstiniy ziniy ir NKSC
sutikimo.

KSTK sistema turi biiti atspari aparatiiros ir programinés jrangos problemoms, turi biti atspari gedimams déka jdiegty
auksto patikimumo (angl. High availability), automatiniy ir rankiniy atsarginiy kopijy ar Kity biitiny priemoniy.

3.1.1.

Treniruoklio KSTK sistema turi efektyviai veikti ir turéti pakankamai resursy (CPU, RAM, tinklo pralaidumo, saugyklos vietos ir
apimtis kt.) vykdyti realaus laiko (angl. Live fire) puolimo-gynybos pratybas ne maziau kaip 14 komandy vienu metu (11
»melynyjy*“ komandy, 1 ,,raudonoji* komanda, 1 infrastruktiiros komanda, 1 ,,baltyjy* komanda), kai kiekvienoje
komandoje yra ne maziau kaip 25 nariai, ir vienos komandos tinklo segmentas (tenantas) turi ne maziau kaip 40
jrenginiy (virtualiy masiny). Segmentai (tenantai) privalo biiti izoliuoti vieni nuo kity.

KSTK sistema turi leisti dirbti ne maziau kaip 400 zmoniy vienu metu, prisijungusiy tiesiogiai ar naudojant VPN, be
pastebimy velinimy ir uzlaikymy.

KSTK sistema neturi programiSkai riboti sistemos iSplétimo galimybiy, jskaitant naudotojy skaiciy, vienu metu
veikianc¢iy virtualiy masiny skai¢iy. Sistemos iSplétimas turi biiti ribojamas tik techninés jrangos resursy.




Mokomoji auditorija, instruktoriai, administratoriai turi pasiekti KSTK sistemg i$ lokalaus tinklo arba i interneto
naudojantis saugiu kanalu (pvz. VPN technologijomis ar pan.), ir naudojant atitinkamus saugumo sprendimus, kurie
uztikrinty tik autorizuotus prisijungimus.

3.1.2.

Panaudojimo
scenarijai

KSTK sistema bus naudojama ir turi palaikyti nacionalines ir tarptautines kibernetines pratybas ir kita edukacing
veikla, daugiausia démesio skiriant puolimo-gynybos kibernetinio saugumo scenarijams artimoje tikroviskai aplinkai.
KSTK sistema turi leisti vykdyti Sias veiklas:

Puolimo-gynybos scenarijaus pratybas (angl. Red team-Blue team exercises);

Ivairias reagavimo | incidentus ir kibernetinés gynybos scenarijus ir pratybas, skirtas mokyti incidenty
valdytojus, jskaitant tokias kibernetinés gynybos sritis kaip grésmiy analizé, reagavimas ] incidentus,
kenkéjisky programy analizé, jkaléiy rinkimas ir skaitmeniné teismo ekspertizé (angl. Digital forensics);
“Capture the flag” tipo pratybas;

Mokymo sesijas;

Bandymy laboratorija, t.y. sistema turi suteikti saugig aplinkg bandant laisvai prieinamus (angl. COTS) jrankius
(programing jranga, veikianc¢ig Linux/Windows OS, tinklo jrenginius), tirti artefaktus ir rinki kompromitavimo
indikatorius (angl. 10C).

3.1.3.

Ataky imitavimas

KSTK sistema turi leisti imituoti:

Ivairiy lygiy ataky scenarijus, pradedant nuo paprasty, iki sudétingy, APT lygio scenarijy. Sistema turi gebéti
palaikyti jvairius dalyviy profilius (pvz. etiSkas jsilauzélis, kibernetinio saugumo specialistas), ir jvairius
patirties lygius (pradedantysis, pazengges, ekspertas);

Iprasta ir sudétinga/nulinés-dienos (angl. Zero-day) kenké¢jiska programine jrangg, jskaitant iSpirkos
reikalaujancig programing jranga, veikiancig jvairiose OS;

Brute-force atakas;

Duomeny nutekéjima/isfiltravima;

Botnet tinkly valdymo ir kontrolés (angl. C&C) komunikacijas;

Kliento ir serverio pusés pazeidziamumus ir iSnaudojimus (angl. Exploits);

El. pasto Siuksles, phishing ir spear-phishing atakas;

Kenkéjiskus domenus ir svetaines, jskaitant phishing svetaines;

Ivairiy pobtidziy paslaugy atsisakymo atakas (DDoS, RDoS, DRDoS).

3.14.

Paruosty sistemy
biblioteka

KSTK sistema turi turéti paruosty sistemy, Sablony ir ataky scenarijy biblioteka:

KSTK sistemoje turi biiti ne maziau kaip 150 i§ anksto sukurty virtualiy masiny atvaizdy, paruosty naudoti
atskirai arba atakos-gynybos ar treniruociy scenarijuose. Virtualios masinos turi apimti (bet neapsiribojant),
skirtingus Windows ir Linux kompiuterius ir serverius, su jau jdiegtais jvairaus lygio pazeidziamumais.
Kiekviename serveryje (su hipervizoriumi), naudojamam virtualiy masiny diegimui, turéty buti Windows
Datacenter licencija, leidZianti diegti pateiktas Windows virtualias masinas;

KSTK sistema turi turéti ne maziau kaip 20 i§ anksto paruo$ty mokymo scenarijy (skirtingy sudétingumo lygiy)
su daugiapakopémis atakomis (angl. Multi-stage attacks), kurie kiekvienas apimty ne trumpesnius kaip 6 val.
mokymus;




- Visi bibliotekos elementai (paruoStos sistemos, Sablonai, ataky scenarijai ir kiti elementai) turi suteikti
galimybeg juos pilnai pritaikyti savo reikméms. KSTK sistema turi leisti patiems kurti savo pratybas, scenarijus,
mokymo sesijas naudojant Siuos bibliotekos elementus, taip pat ir pridedant naujy, paciy sukurty elementy.
Turi buti galimybé | biblioteka patiems jtraukti savo sukurtus elementus.

3.15. Scenarijy KSTK sistema turi palaikyti funkcionaluma, kad bty galima greitai (ribojant tik aparatinés jrangos pralaidumu) i$
ruo§imas naujo atkurti (angl. Reset) i§ anksto sukurtus scenarijus, perkurti (angl. Revert) virtualias masinas, i$plésti ir klonuoti
paruostus tinklo segmentus naudojant centralizuotg jrangos nuotolinio valdymo aplinka, turi suteikti galimybe i$ naujo

nustatyti gamykling parinktj (angl. Factory reset), leidziancig pradéti nauja sistemos sesija NUO pradzios.

3.1.6. Monitorinimas ir | KSTK sistema turi turéti jrankius stebéti ir kontroliuoti mokymo eiga:
vertinimo baly - Turi turéti grafing aplinka, kuri biity pritaikoma ir leisty stebéti ir kontroliuoti mokymo ir pratyby sesijas, turi
skai¢iavimas turéti jrankius ir mechanizmus jvertinti atskirus dalyvius bei komandas, skaiciuoti vertinimo balus, generuoti

ir pateikti komandy pasiekimy ataskaitas.
- Turi gebéti pateikti pratyby dalyviams automatizuota mokymy suvesting;

3.1.7 Simuliacijoje KSTK sistema turi biiti paremta atviros architektiiros principais, t.y. pratyby aplinka turi biiti lengvai pritaikoma, turi
naudojamos biti galimybé kurti ataky ir gynybos scenarijus, pritaikyti jau esamus scenarijus, aplinka turi leisti jtraukti j sistemag
technologijos savo sukurtas virtualias masinas ar kitus komponentus.

KSTK sistema turi suteikti galimybe naudoti jvairias rinkoje esancias skirtingy gamintojy tinkly ir saugumo
technologijas ir produktus, jskaitant tuos, kurie bus virtualizuojami (t.y. veiks kaip virtualios masinos). KSTK sistemos
simuliacijos aplinkoje turi veikti ne maZziau kaip $ios tinkly ir saugumo technologijos ir produktai (neapsiribojant):
- marsSrutizatoriai;
- komutatoriai;
- tinklo srauto generatoriai - KSTK sistema turi turéti tinklo srauto generavimo pajégumus, kad galéty imituoti
jprastg ir kenkéjiska tinklo srautg. Tinklo srauto generatorius gali biti fizinis jrenginys arba virtuali masina.
Tinklo srauto generatorius turi leisti lanksc¢iai koreguoti jvarius srauto parametrus;
- turi buti jdiegtas ne maziau kaip 1 atskiras potinklis, skirtas sistemai administruoti;
- KSTK sistemoje imituojami tinklai turi atkurti jprastus Siuolaikinius jmoniy tinklus su priekiniais ir galiniais
DMZ, vidiniais, serveriams skirtais tinklo segmentais, klienty sistemoms;
- turi biiti naudojamos ne maziau kaip dviejy lygiy ir dviejy skirtingy technologijy tinklo ugniasienés;
- tinklo saugumo steb¢jimo technologijos: Zurnaliniy jrasy surinkimo jranga;
- VPN galiniai jrenginiai (angl. VPN termination devices).
3.1.8 Apmokymas ir Praéjus ne véliau kaip 4 savaitéms po KSTK sistemos diegimo darby pabaigos, tiekéjas privalo pravesti vienus (1) ne

konsultavimas,
sistemos
dokumentacija

maziau kaip 40 valandy trukmés treniruoklio mokymus NKSC instruktoriams (iki 5 dalyviy).

Mokymai turi vykti angly arba lietuviy kalba.

Tiekéjas privalo, ne véliau kaip 4 savaités pries prasidedant NKSC instruktoriy apmokymams, pateikti mokymo plang
NKSC. Nuo pateiktos mokymo plano datos, NKSC jsipareigoja ne véliau kaip per dvi(2) savaites rastiSkai atsakyti ar
turi pastaby.

KSTK sistemos mokymai turi bent minimaliai apimti:




- Supazindinimg su KSTK sistemos technine dalimi;
- KSTK sistemos valdyma;
- KSTK sistemos priezitirg ir aptarnavima (angl. Maintenance);
- Pratyby sesijg su tuscia klase (angl. Dry run), panasia j ta, kuri bus rengiama pratyby dalyviams.
Tiekéjas turi pateikti:
- sprendimo dizaino dokumenta, aprasantj siiiloma sprendimg (technine architektiirg), jo sudedamasias dalis bei
rysj tarp ju;
- sprendimo topologing schema;
- sitlomos aparatinés jrangos kiekius ir nuorodas i gamintojo dokumentacija arba jos kopijas;
- siilomos programinés jrangos kiekius ir nuorodas j gamintojo dokumentacija arba jos kopijas;

3.1.9 Palaikymas Platformos operacinei sistemai turi biiti suteiktas ne maziau kaip 6 mety kokybés garantijos terminas, skaic¢iuojant nuo
platformos priémimo-perdavimo akto pasiraSymo dienos. Tiekéjas kokybés garantijos laikotarpiu turés pateikti visas
prieigas prie naujausiy biblioteky elementy, naujy virtualiy masiny, naujy ataky scenarijy ir t.t.
3.2. Tenanty Turi biiti nurodyti jrangos gamintojas, pavadinimas, modelis, kiekis.
aparatinés Irangos kiekis ir bendras pajégumas turi uztikrinti sitilomos sistemos galimybe organizuoti ne maziau:
infrastruktiiros - 14 virtualiy organizacijy (tenanty) tinkly (jskaitant tinklus, skirtus oponuojanéiai (angl. Red team),
klasteris valdanciajai (angl. White team) ir kitoms komandoms), kuriy kiekviename biity ne maziau kaip 40 virtualiy

jrenginiy, kurie uztikrinty kiekvienai virtualiai organizacijai (tenantui) tinkly pajéguma ne mazesnj kaip 80
branduoliy, 160 GB RAM, 8TB SSD kiekj;
- Sistemos veikimo metu kiekvienas serveris turi naudoti ne daugiau kaip 80% procesoriaus ir atminties
resursy.
Skai¢iuojant bendra sprendimui reikalinga branduoliy kiekj, vienam fiziniam branduoliui negali atitekti daugiau kaip
4 virtualts branduoliai (angl. vVCPU to core ratio 4:1).

Serveriai turi turéti nuotolinj valdyma, kuris leidZia naudojant interneting narSykle per tinklg su ne mazesniu kaip 128-
bity Sifravimu jjungti ir iSjungti tarnybinés stoties maitinima, pilnai konfigiiruoti BIOS, RAID. Prie tinklo
komutatoriaus jungiama atskiru RJ-45 nuotolinio valdymo prievadu. Palaiko ne maziau kaip 4 vartotojus su atskirais
slaptazodziais, nepriklausomy nuo operacijy sistemos. Palaiko vartotojy autentifikavimg Microsoft Active Directory.
Kiekvienas jrenginys montuojamas j Pirkéjo turimg 19” plocio spinta ,,Rack-mount“ tipo, komplektuojamas su
bégeliais sistemos iStraukimui i§ montazinés spintos. Turi buti uztikrintas jrenginio svarbiausiy komponenty
aptarnavimas ir jy keitimas nenaudojant jrankiy. Jrangoje turi bati jdiegti dubliuoti ,karSto keitimo* maitinimo
Saltiniai. Vieno maitinimo Saltinio gedimo atveju tarnybinés stoties darbas negali nutrikti net ir maksimaliai ja
uzpildzius i$plétimo plokstémis bei atminties moduliais. Kiekvienas maitinimo blokas turi biiti komplektuojamas su
IEC320 C13 - IEC320 C14 tipo maitinimo kabeliu. Visa sistema turi uztikrinti jrangos veikimo patikimumga tokia
apimtimi, kad sugedus bet kuriam vienam elementui sistema veikty be trikdZiy.

Pateikti nuoroda j gamintojo interneto svetaing arba techninés dokumentacijos kopija, kurioje pateikiama informacija
apie siilomos prekés pagrindines charakteristikas. Pateikti jrangos komplektacija pagrindziancius skaiCiavimus




rodancius atitikimg techninés specifikacijos reikalavimams. Atskirame priede pateikti visy komplektuojanciy daliy
produkto kodus (angl. Part Number) ir kiekius;

3.2.1.

Licencijos:

Iranga pateikiama su visomis licencijomis, programine jranga, aparatine jranga, laidais ir kt., reikalinga iSvardintoms
funkcijoms uztikrinti.

3.2.2.

Garantija:

Irangai turi biiti suteikta ne maziau kaip 3 mety gamintojo garantija. Garantiné techniné priezitira suteikiama jrenginio
jrengimo vietoje Lietuvos teritorijoje. Garantinis aptarnavimas teikiamas darbo dienomis, darbo valandomis
(paslaugos tipas 8x5). Reakcijos laikas ne ilgiau kaip 4 valandos nuo pranesimo apie gedimg gavimo.

Viso garantinio laikotarpio metu gamintojo garantuojamas nemokamas daliy tiekimas ir nemokami remonto darbai.
Irangos gamintojas turi turéti vieSai pasiekiamg interneto svetaing, 1§ kurios garantinés prieziiiros laikotarpiu biity
galima nemokamai atsisiysti jrangos dokumentus angly arba lietuviy kalba, aparatinés jrangos (angl. Firmware),
programinés jrangos naujas versijas ir klaidy taisymus, tvarkykles. Garantinio laikotarpio metu sugedusi jranga
(irangos komplektas) privalo buti pakeista ekvivalentiSka remonto laikotarpiui (Lietuvos Respublikos teritorijoje,
jrangos instaliacijos vietoje). Sugedusios jrangos keitimas kitg darbo dieng (angl. NBD — Next Business Day) po
gedimo identifikavimo. Garantinio remonto trukmé privalo trukti ne ilgiau kaip 30 kalendoriniy dieny. Jei sugedusios
irangos per §] laikotarpj pataisyti nejmanoma — ji pakei¢iama ekvivalentiska nauja.

Garantinis laikotarpis skai¢iuojamas nuo pri€mimo-perdavimo akto pasiraS§ymo.

3.3.

Tinklo
infrastuktiiros
jranga

Turi biiti nurodyti gamintojas, pavadinimas, modelis.

KSTK sistemos tinklo infrastruktiiros jranga turi palaikyti 10/25Gbps ir 40/100Gbps greitaveika. Jrangos kiekis ir
komutuojamy prievady skaicius turi uZztikrinti siilomos sistemos poreikius paliekant ne maziau kaip 25% laisvy
prievady.

Nuotoliniam jrangos valdymui turi buti jdiegta atskira infrastruktiira uztikrinanti ne maziau, kaip 1Gbps greitaveika.
Irangos kiekis ir komutuojamy prievady skaicius turi uZtikrinti siilomos sistemos poreikius paliekant ne maziau kaip
25% laisvy prievady.

Isigyjama tinklo jranga privalo turéti valdymo galimybg i§ uzsakovo turimos ir vidiniame pirkéjo tinkle veikiancios
Cisco Prime Infrastructure 3.X programings jrangos.

Montuojama j 19” ploc¢io Pirkéjo turimg spintg ,,Rack-mount® tipo. Pateikti nuorodg j gamintojo interneto svetaing
arba techninés dokumentacijos kopija, kurioje pateikiama informacija apie sitlomos prekés pagrindines
charakteristikas ir atitikimg techninés specifikacijos reikalavimams. Atskirame priede pateikti visy komplektuojanciy
daliy produkto kodus (angl. Part Number) ir kiekius;

3.3.1

Licencijos:

Iranga pateikiama su visomis licencijomis, programine jranga, aparatine jranga, laidais ir kt., reikalinga i§vardintoms
funkcijoms uztikrinti.

3.3.2.

Garantija:

Irangai turi biiti suteikta ne maziau kaip 3 mety gamintojo garantija. Garantiné techniné priezitira suteikiama jrenginio
jrengimo vietoje Lietuvos teritorijoje. Garantinis aptarnavimas teikiamas darbo dienomis, darbo valandomis
(paslaugos tipas 8x5). Reakcijos laikas ne ilgiau kaip 4 valandos nuo praneSimo apie gedimg gavimo.

Viso garantinio laikotarpio metu gamintojo garantuojamas nemokamas daliy tiekimas ir nemokami remonto darbai.
Irangos gamintojas turi turéti vieSai pasiekiamg interneto svetaing, 1§ kurios garantinés prieziiiros laikotarpiu biity
galima nemokamai atsisiysti jrangos dokumentus angly arba lietuviy kalba, aparatinés jrangos (angl. Firmware),




programinés jrangos naujas versijas ir klaidy taisymus, tvarkykles. Garantinio laikotarpio metu sugedusi jranga
(irangos komplektas) privalo buti pakeista ekvivalentiSka remonto laikotarpiui (Lietuvos Respublikos teritorijoje,
jrangos instaliacijos vietoje). Sugedusios jrangos keitimas kitg darbo dieng (angl. NBD — Next Business Day) po
gedimo identifikavimo. Garantinio remonto trukme privalo trukti ne ilgiau kaip 30 kalendoriniy dieny. Jei sugedusios
jrangos per §j laikotarpj pataisyti nejmanoma — ji pakei¢iama ekvivalenti$ka nauja.

Garantinis laikotarpis skai¢iuojamas nuo pri€mimo-perdavimo akto pasiraS§ymo.

PIRKEJAS

Nacionalinio kibernetinio centro
prie KraSto apsaugos ministerijos
direktorius

dr. CHN

PARDAVEJAS
Vector Synergy SP. Z O.0.
direktorius
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PUBLIC CONTRACT ON THE SALE AND PURCHASE OF GOODS

.................................... 2021 No.
Vilnius

I. SPECIAL PART

National Cyber Security Centre under the Ministry of National Defence (hereinafter referred
to as the NCSC), represented by director dr. (Gl acting in accordance with the
Regulations of the institution, approved by the Minister of National Defence of the Republic of
Lithuania of 31 December 2013 by Order No. V-1200 “On the Approval of Regulations and
Structure of the National Cyber Security Centre under the Ministry of National Defence”
(wording of Order No. V-804 of the Minister of National Defence of the Republic of Lithuania
of 31 August 2017) (hereinafter referred to as the Buyer), and Vector Synergy SP Z.0.0.
represented by director (D 2cting in accordance with the Articles of Association
(hereinafter referred to as the Seller), hereinafter jointly in this public contract on the sale and
purchase of goods referred to as the Parties and each individually as a Party, pursuant to the Law
on Public Procurement of the Republic of Lithuania (hereinafter referred to as the Law on Public
Procurement), have entered into this public contract on the sale and purchase of goods,
(hereinafter referred to as the Contract) and agreed on the following terms and conditions.

1. Object of the Contract

1.1. The Seller undertakes to sell, deliver and install 1 (one) set of Cyber Security Simulator
Cluster, CDeX Cyber Range (hereinafter referred to as the Goods) manufactured by Vector
Synergy, and the Buyer undertakes to purchase the said Goods which comply with the
requirements set forth in Annex 1 “Technical Specification” (hereinafter referred to as Annex 1)
and other requirements of the Contract.

1.2. The Buyer, being the Recipient, undertakes to purchase the Goods complying with the
Technical Specification provided in Annex 1 to the Contract and to pay the Seller in
accordance with the procedure established in this Contract.

2. Contract price/value/product price/pricing rules

2.1. The price of the Contract / 1 (one) set is EUR 777,558.10 (seven hundred and seventy-
seven thousand five hundred and fifty-eight euros, 10 cent) including value added tax
(hereinafter referred to as VAT) (EUR 642,610.00 (six hundred and forty-two thousand six
hundred and ten euros, 0 cent) excluding VAT).

2.2. The price of the Goods shall include all taxes and all costs of the Seller related to the sale,
delivery and installation of the Goods (including software installation, training provided to the
NCSC staff), VAT and all other costs and fees that may affect the price of the Goods or may
arise during performance of the Contract. By concluding this Contract, the Seller shall evaluate
the entire scope of the Goods and assume the risk of fluctuations in costs.

2.3. The Contract is subject to a fixed price.

3. Place for the delivery of Goods, deadlines and delivery conditions

3.1. The Seller undertakes to deliver and install the Goods and install the software to the Buyer
no later than within 4 (four) months from the date of entry into force of the Contract.

3.2. The Seller undertakes to organise training to the NCSC staff (up to 5 persons) for at least
40 (forty) hours no later than within 4 (four) weeks from the end of the software installation
works.

3.3. The Seller undertakes to deliver and install the software and provide training to the NCSC
staff at Savanoriy pr. 349, Kaunas. The Goods shall be delivered during the Buyer’s working
hours, i.e., Monday—Friday from 8.00 a.m. to 5.00 p.m. (on Fridays and on the days before
public holidays, the working hours are 1 hour 15 minutes shorter).

3.4. All required licenses for the software that make up the Goods must be valid for at least 36
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(thirty-six) months. The Seller must send the license data to the Buyer at licencijos@cert.It.

3.5. Transfer-Acceptance Certificate shall be signed within 5 (five) working days from the
delivery and installation of high-quality Goods.

3.6. If during the acceptance of the Goods discrepancies are found in the quality of the Goods or
discrepancies are found during installation of the Goods, the Goods shall not be accepted and
they shall be deemed not to have been delivered, and the Transfer-Acceptance Certificate shall
not be signed.

4. Payment procedure

4.1. The Buyer shall settle accounts with the Seller in accordance with the procedure
established in clause 4.1 of the General Part of the Contract.

4.2. If the Buyer decides, an advance of up to 100 percent of the price of the Goods can be paid.
In this case, the conditions set out in clauses 4.3-4.6 of the General Part of the Contract shall
apply.

4.3. In the performance of the Contract, VAT invoices must be submitted using the information
system “E. Invoice” by indicating the Buyer, the Contract number and the date. If the Seller
does not provide the invoice through the information system “E. Invoice”, the Buyer shall not
make the payment.

5. The Buyer’s right to unilaterally terminate the Contract

5.1. If the Seller delays in the delivery of the Goods for more than 10 (ten) calendar days from
the deadlines specified in clauses 3.1 and 3.2 of the General Part of the Contract, the Buyer has
the right to terminate the Contract in accordance with clause 9.2 of the General Part of the
Contract.

5.2. Other cases of unilateral termination of the Contract are provided for in clause 9.2 of the
General Part of the Contract.

6. The quality of the Goods
6.1. The Goods must comply with the requirements set out in the Contract and its Annex 1.

7. Warranty obligations

7.1. Warranty obligations during the performance of the Contract must comply with the
requirements set out in Annex 1 to the Contract.

7.2. The term of the quality guarantee of the Goods delivered by the Seller shall not be less than
36 (thirty-six) months. During the warranty period, the Seller must carry out work, repair or
replace the defective equipment at its own expense, including transportation costs.

7.3. The term specified in clause 6.3 of the General Part of the Contract is 30 (thirty) calendar
days.

7.4. The term of the Goods quality guarantee specified in clause 7.2 of the Special Part of the
Contract shall be calculated from signing the Transfer-Acceptance Certificate.

8. Additional enforcement of contractual obligations

8.1. The amount secured by a bank guarantee or an insurance company’s letter of surety shall be
EUR 44,982.70 (forty-four thousand nine hundred and eighty-two euros, 70 cent) (7 percent of
the Contract price excluding VAT and the term must be at least 8 (eight) months from the date
when the Contact comes into force.

8.2. The bank guarantee or the letter of surety of the insurance company must comply with the
requirements specified in clauses 12.1, 12.2 and 12.3 of the General Part of the Contract.

9. Other conditions

9.1. The amount of the minimum losses agreed by the Parties in advance specified in clause 11.1
of the General Part of the Contract shall be 0.1 percent of the value of the undelivered Goods,
exclusive VAT, for each day of delay.

9.2. The amount of the minimum losses agreed by the Parties in advance referred to in clause
11.2 of the General Part of the Contract shall be 0.1 percent of the price of the Goods for which
no replacement Goods have been provided, excluding VAT, for each day of delay.

9.3. The amount of the minimum losses agreed by the Parties in advance referred to in clause
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11.3 of the General Part of the Contract shall be 0.1 percent of the price of the Goods which have
not been remedied or the Goods which have not been replaced, excluding VAT, for each day of
delay.

9.4. The amount of the minimum losses agreed by the Parties in advance referred to in clause
11.4 of the General Part of the Contract shall be 44,982.70 (forty-four thousand nine hundred
and eighty-two euros, 70 cent) (7 percent of the Contract price excluding VAT).

9.5. The duration of the force majeure circumstances shall be 30 (thirty) days, applying the
conditions of clause 9.1.2 of the General Part of the Contract.

9.6. The Seller shall use the subcontractor UAB Santa Monica Networks, legal entity code
134162647 (hereinafter referred to as the Subcontractor) to perform this Contract. Outsourced
activities: provision, installation, configuration and warranty maintenance of technical equipment
(servers, data storage, network switches) for the proposed solution, part of outsourced activities
shall be EUR 238,690.00 (two hundred and thirty-eight thousand six hundred and ninety euros, 0
cent). The procedure for changing the Subcontractor is specified in clause 15.9 of the General
Part of the Contract.

9.7. The Seller’s representative: () D
R, ) cdex.cloud

9.8. The Buyer’s representative: (D G t(hc NCSC, Computer Systems
Engineer, tel. +370 706 79 682, e-mail MG kam. It

9.9. Annex to the Contract. Annex 1 “Technical Specification”.

9.10. Person responsible for the publication of the Contract and its amendments: (D
@@ Public Administration Specialist, General Affairs Division, Information Security
Department, NCSC, tel. +370 706 63033, e-mail o R kam. It .

tel. (0048) 665667740, e-mail

10. Validity of the Contract

10.1. The Contract shall be valid for 6 months from the date of entry into force of the Contract
and, in respect of financial and warranty obligations, until full performance of the financial and
guarantee obligations.

10.2. No Contract extension is foreseen.

11. The Buyer’s details

National Cyber Security Centre under the Ministry of National Defence
Legal entity code 191630942

Gedimino pr. 40, 01110 Vilnius

Tel. +370 706 63 014

E-mail info@nksc.It

IBAN No. LT587044060007939765

AB SEB bankas

12. The Seller’s details

Vector Synergy SP. Z.0.0.

Legal entity code 369575

VAT code PL7811857270

Address: ul. Marcelinska 90, 60-324 Poznan, Poland

IBAN PL65 1600 1084 1847 2472 3000 0003, PNB PARIBAS BANK POLSKA, BIC/SWIFT
Code: PPABPLPK

THE BUYER THE SELLER

National Cyber Security Centre Vector Synergy SP. Z.0.0.
under the Ministry of National Defence Director

Director G

dr. CE—
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CONTRACT ON THE SALE ANDPURCHASE OF GOODS

Il. GENERAL PART

1. Concepts

1.1. The following basic concepts are used in the Contract:

1.1.1. Contract — the General and Special Parts of the Contract on the Sale and Purchase of
Goods, and the annexes to the Contract on the Sale and Purchase of Goods.

1.1.2. Parties to the Contract — the Buyer and the Seller.

1.1.2.1. The Buyer — the Party to the Contract the particulars of which are specified in the
Contract and which purchases the Goods under the Contract conditions;

1.1.2.2. The Seller — the Party to the Contract the particulars of which are specified in the
Contract and which sells the Goods under the Contract conditions.

1.1.3. Recipient — the Buyer’s branch specified in the Special Part of the Contract or in the
Annex to the Contract to which the Goods are delivered.

1.1.4. Third party — any natural or legal person (including the state, public authorities,
municipality, municipal authorities), except for the Recipient which is not the Party to this
Contract.

1.1.5. Licenses — all necessary licenses and/or permits necessary for the performance of the
Contract.

1.1.6. Object of the Contract — goods and all services related to the sale of these goods (staff
training, installation, introduction, delivery, etc.), which have been agreed by the Parties to the
Contract in the Special Part of the Contract and which comply with the Buyer’s requirements.
1.1.7. The minimum losses agreed by the Parties in advance — the amount of money established
in the Contract or calculated and undisputed under the procedure established in the Contract that
the Seller undertakes to pay to the Buyer if the contractual obligations are not fulfilled or are
not properly fulfilled.

1.1.8. Pricing rules — Contract price/rates or the Rules on the calculation of the Contract
price/rates and adjustment of the Contract price/rates.

1.1.9. Consignment — the quantity of Goods delivered simultaneously.

1.1.10. Batch of goods — goods having the same characteristics, manufactured according to the
same technology, under the same conditions, from raw materials or materials obtained from the
same manufacturer/seller of raw materials or materials.

1.1.11. Batch of materials — a certain quantity of materials produced according to the same
technology, under the same conditions, from the same raw materials obtained from the same
producer or seller of raw materials. The laboratory test report, the manufacturer’s declaration of
conformity, the assessment certificate or certificate may be used as evidence of the quality of the
batch of materials.
1.2. The calculation of the minimum losses agreed by the Parties in advance shall begin on the
day following the last due date for the performance of the obligations under the Contract and
shall end after the performance of the obligations by the Party to the Contract (the last day of the
calculation shall be considered as the date of the performance of the obligations).

1.3. The titles of the parts and articles of the Contract are used only for the convenience of
reference and may only be used as an additional tool for the interpretation of the Contract.

1.4. Unless otherwise specified in the Contract, the duration and other time limits of the Contract
shall be calculated in calendar days.

1.5. If the deadline for payment or performance of obligations coincides with official holidays
and non-working days in the Republic of Lithuania, then under the Contract the deadline for
performance of obligations and payment is the following working day.



1.6. In the Contract where the context requires, words in the singular can have a plural meaning
and vice versa.

1.7. In cases where a certain meaning is different between the indicated in words and the
indicated in numbers, the verbal meaning shall be followed.

2. Contract price/the price of Goods/pricing rules

2.1. Contract price/the price of Goods — the amount of money that the Buyer undertakes to pay
to the Seller in accordance with the procedure and time limits established in the Contract.

2.2. Contract price/the price of Goods shall be constant and remain unchanged throughout the
period of validity of the Contract, unless the rate of VAT/excise tax applicable to the Goods
changes after signing the Contract. The recalculated Contract price/the price of Goods shall be
entered into by written agreement between the Parties and shall apply to the Goods delivered
after the date of entry into force of such agreement signed by the Parties.

2.3. The price of Goods shall be modified in accordance with the pricing rules laid down in the
annex to the Contract. The recalculated price shall be entered into by written agreement between
the Parties and shall apply to the Goods delivered after the date of entry into force of the
agreement signed by the Parties (if such provision specified in the Special Part of the Contract
applies).

2.4. The Seller shall include in the Contract price/the price of Goods all costs and taxes related
to the supply of Goods, including but not limited to:

2.4.1. logistics (transportation) costs;

2.4.2. packing, loading, transit, unloading, unpacking, inspection, insurance and other costs
related to the supply of Goods;

2.4.3. all costs related to the preparation and submission of documents required by the Buyer;
2.4.4. costs related to collection and/or commissioning and/or maintenance of the Goods
delivered;

2.4.5. costs related to the provision of tools necessary for the commissioning and/or maintenance
of the Goods delivered;

2.4.6. costs related to the provision of instructions for use and maintenance provided for in the
Technical Specification;

2.4.7. costs related to warranty repair of the Goods;

2.4.8. all costs related to the manufacture and delivery of the working samples to the Buyer;
2.4.9. all costs related to the manufacture and delivery to the Buyer of material samples (basic
and accessories) used in the manufacture of the product.

2.5. The risk of foreign exchange rate fluctuations and producer price changes shall be borne by
the Seller.
2.6. The Buyer and the Seller may conclude a tripartite direct settlement agreement with the
sub-supplier(s) referred to in the Special Part of the Contract, in which, to the extent and under
conditions agreed between the Parties and the sub-supplier, the Seller transfers the right to the
sub-supplier to demand payment of the agreed part of the Contract price. The transfer of the right
of claim to the sub-supplier without the conclusion of a direct settlement agreement shall not be
valid.

2.7. The sub-supplier shall notify the Buyer in writing that it wishes to conclude a direct
settlement agreement in order to receive payment under the Contract directly to it. Together with
the request for a direct settlement agreement, the sub-supplier shall submit:

2.7.1. The main terms of a direct settlement agreement are specified in point 2.8 of the General
Part of the Contract.

2.7.2. Confirmation by the Seller that it agrees to conclude a direct settlement agreement under
the terms proposed by the sub-supplier.

2.7.3. Documents proving that there are no grounds referred to in Article 46 (1) of the Law on
Public Procurement.
2.8. A direct settlement agreement shall establish the part of the Contract price those right to
claim is transferred to the sub-supplier. It shall also establish the payment procedure, which shall



comply with the procedure established in the Special Part of the Contract, the sub-supplier’s
duty to provide invoices only in agreement with the Seller and upon the submission of the
written evidence on such agreement, the obligation of the Parties and the sub-supplier to notify
each other about the changes in the particulars, in payment execution procedure in the event of a
dispute between the Seller and the sub-supplier, and additional assurance of the enforcement of
obligations (applied only in the event advance payments are planned).

2.9. A direct settlement agreement must be concluded no later than the date from which the
payment obligation arises in accordance with point 4.1 of the General Part of the Contract.

2.10. A direct settlement with the sub-supplier shall not release the Seller from its obligations
under the Contract. The rights, duties and other obligations of the Seller under the Contract not
related to the claim to pay the Contract price cannot be transferred to the sub-supplier.

2.11. The Buyer shall have the right to express to the sub-supplier any objections, which the
Buyer was entitled to express to the Seller prior to the transfer of the right of claim.
2.12. In the event of a dispute between the Seller and the sub-supplier regarding the settlement
or arrangements provided for in the direct settlement agreement, all payment obligations shall be
directed to the Seller. If the claim of the sub-supplier (invoice or another document) is not
agreed with the Seller, it will be considered that there is a dispute between the Seller and the
sub-supplier.

2.13. All payment documents of the Procurement Contract must be submitted using the means of
the information system “E.sgskaita” (E-invoice). Changes in the legislative provisions on the
submission of payment documents via the information system “E.sgskaita” (E-invoice), the legal
regulation in force at the time shall apply accordingly.

3. Time limits and conditions for the supply of Goods

3.1. Goods shall be delivered in accordance with the time limits and conditions laid down in the
Special Part of the Contract (or in the annex(s) to the Contract).

3.2. Goods shall be delivered by the Seller at its own risk without additional payment. The
Buyer shall acquire the right of ownership to the Goods after both Parties sign a document
confirming the delivery and acceptance of Goods, which is signed only if the Goods are of high
quality and meet the requirements laid down in the Contract and its annex (s). Where the Goods
delivered are of high quality and meet the requirements laid down in the Contract and its annex
(s), the document certifying the delivery and acceptance of Goods shall be signed no later than
30 days, except when the Goods undergo laboratory tests.

3.3. Goods delivered in excess of the quantities indicated in the Contract/applications/orders
shall not be paid by the Buyer.

3.4. If the Seller delivers a consignment of Goods smaller than that specified in the
Contract/applications/orders, the Buyer shall return the delivered consignment of Goods back to
the Seller and the Goods shall be deemed not to have been delivered. The Seller shall
immediately pick up the Goods at its own expense. If the Seller fails to fulfil obligation to pick
up the Goods immediately, the Seller shall not have the right to make claims regarding the loss
or damage of Goods. The Seller shall also be subject to the penalties provided for in point 11.1
of the General Part of the Contract (if the deadline for the delivery of Goods is missed due to the
need to pick up the consignment).

3.5. After the Contract comes into force, within the time limits specified in the Special Part of
the Contract, the Seller undertakes:

3.5.1. to prepare, manufacture, agree with the Buyer and confirm the working samples of the
purchased Goods (2 copies, one for the Buyer, the second for the Seller), which meet the
requirements set out in the Contract and its annex (s) (if such provision established in the Special
Part of the Contract applies);

3.5.2. to agree with the Buyer and provide a quality assurance plan for the Goods, which is
prepared in accordance with the recommendations for the development of quality assurance plan



or the standards specified in the Special Part of the Contract (if such provision established in
the Special Part of the Contract applies);

3.5.3. to agree with the Buyer on the instruction for the use (maintenance) of Goods, which shall
be provided with each product (if such provision established in the Special Part of the Contract
applies).

3.6. If, during the period of Contract validity, the manufacturer of the Goods replaces/renews the
Goods purchased under the Contract, the Seller shall provide documents confirming compliance
of the Goods with the requirements of the Contract, and harmonise and validate the working
samples of the product of the new model/name (if the approval of the working samples is
mandatory in accordance with the requirements of the Contract). The Seller shall have the right
to supply the Goods of a new model/name upon agreement with the Buyer and conclusion of
additional agreement with the Buyer. The Goods of a new model/name shall comply with the
requirements laid down in the Contract and its annex (s) and shall be supplied at the same price
and shall not be inferior in technical particulars to the Goods covered by the Contract. The
Goods of a new model must be compatible with other Goods to be purchased and already
purchased under the Contract.

3.7. During the performance of the Contract, the manufacturer of the Goods referred to in the
Contract may be replaced by another manufacturer only due to objective circumstances which
could not have been foreseen by the Seller at the time of submission of the application/tender.
The replacement of the manufacturer shall be possible only after prior written agreement with
the Buyer and upon signing of an agreement to replace the manufacturer. A request to replace
the manufacturer specified in the Contract with another one shall be submitted to the Buyer in
writing, specifying the grounds for the replacement, while the Seller must provide
documentation showing that the Goods proposed by the new manufacturer comply with the
requirements of the Contract. The Seller must also agree and approve the working samples of a
new manufacturer of the Goods (if in accordance with the requirements of the Contract the
confirmation of working samples is obligatory). The Goods of the new producer must comply
with the requirements laid down in the Contract and its annex (s) and shall be supplied at the
same price and shall not be inferior in technical particulars to the Goods covered by the Contract.

4. Payment terms and conditions

4.1. The Seller shall be paid when the object of the Contract complying with the requirements of
the Contract and its annex (s) is transferred to the Buyer, and the document confirming the
delivery and acceptance of Goods is signed by both Parties in accordance with the procedure
established in the Contract, within 30 (thirty) days after receipt of the document proving the
delivery and acceptance of Goods and the invoice. Invoice shall be submitted by electronic
means provided for in Article 22 (3) of the Law on Public Procurement/in Article 12 (10) of the
Law on Public Procurement in the Fields of Defence and Security. In the event of a delay in
payment within the deadline provided for in this point, at the Seller’s request (no later than 30
(thirty) days after receipt of the claim), the Buyer shall pay interest in accordance with the Law
of the Republic of Lithuania on the Prevention of Late Payment in Commercial Transactions.
4.2. After the delivery of Goods by the Seller, the Buyer shall have the right to decide within 3
(three) days whether the Goods delivered by the Seller (for the agreed batch of goods or/and
consignment) will undergo laboratory tests to ensure that the Goods meet the requirements set
out in the Contract and its annex (s). If the Buyer decides that the Goods will not be subjected to
laboratory tests, the Goods meeting the requirements laid down in the Contract and its annex (s)
shall be accepted and the Buyer shall pay for the accepted Goods to the Seller within 30 (thirty)
days of receipt of the invoice. If the Buyer decides that the Goods will be subjected to
laboratory tests, payment shall be made within 30 (thirty) days after the results of the laboratory
tests have been obtained and the Goods have been confirmed to comply with the requirements
laid down in the Contract and its annex (s) (if such provision regarding advance payment
established in the Special Part of the Contract applies).



4.3. If advance payment, the size of which is established in the Special Part of the Contract,
is paid for the Goods, the Seller undertakes within 5 (five) working days from the receipt of the
notification to provide the Buyer the advance amount of the advance payment as bank guarantee
or a surety letter of the insurance company (which is valid for 2 (two) months after the delivery
date) and the payment of advance payment invoice. If the prepayment is secured by surety, the
Seller shall also provide a confirmation from the insurance company (a proof of payment, etc.)
that the surety letter is valid (if such provision regarding advance payment established in the
Special Part of the Contract applies).

4.4. Advance bank guarantee or a surety letter must state that the guarantor/surety is irrevocably
and unconditionally obliged to pay to the Buyer, within 14 (fourteen) days of the receipt of the
written notification from the Buyer confirming the termination of the Contract through the fault
of the Seller, an amount not exceeding the amount of the surety/guarantee by transferring the
money to the Buyer’s account.

4.5. Advance bank guarantee or a surety letter cannot state that the guarantor or surety is only
liable for the compensation of direct damages. There can be no provisions or conditions which
would oblige the Buyer to prove to the company which has issued a guarantee or a surety letter
that the Contract with the Seller has been lawfully terminated or otherwise allow the company
which has issued a guarantee or a surety letter not to pay (or delay) the amount secured (ensured)
by the guarantee or surety.

4.6. Advance bank guarantee or a surety letter of the insurance company which do not meet the
requirements laid down in points 4.3-4.5 of the General Part of the Contract shall not be
accepted. In such a case, the Seller shall be deemed not to have provided the advance bank
guarantee or a surety letter of the insurance company to the Buyer and shall be paid in
accordance with point 4.1 of the General Part of the Contract.

4.7. The advance shall be paid within 10 (ten) days from the receipt of the advance bank
guarantee or a surety letter of the insurance company and the advance payment invoice.

4.8. The Parties shall have the right to conclude additional agreements for the reduction of the
amount provided for in the bank guarantee or a surety letter of the insurance company after the
Seller has duly fulfilled a part of the obligations.

5. The quality of Goods

5.1. Goods shall comply with the requirements laid down in the Contract and its annex (s).
5.2. The Seller agrees that, in accordance with the requirements of LKS STANAG 4107, the
representative of the State Quality Assurance in Lithuania can contact the relevant state quality
assurance unit of the NATO state or organisation in the state of the Seller to carry out State
Quality Assurance Supervision during the duration of the Contract (if such provision established
in the Special Part of the Contract applies). If the Seller is not a manufacturer, this requirement
shall be included in the Seller’s contract with the supplier that will produce the Goods for the
Seller, informing the Buyer and providing relevant documents (if such provision established in
the Special Part of the Contract applies).

5.3. If the Goods at the time of acceptance are found not to comply with the requirements laid
down in the Contract and its annex (s), the representatives of the Seller shall be invited without
delay, in the presence of whom the Act shall be drawn up, the Goods shall not be accepted and
the Seller shall be subject to contractual liability if the time limit for the delivery of Goods has
expired.

5.4. In the event that the conflict over the quality of Goods and their compliance with the
requirements laid down in the Contract and its annex (s) cannot be resolved by mutual agreement
between the Parties to the Contract, the Parties shall have the right to invite independent experts.
All costs related to the work of experts shall be borne by the Party to whose detriment the
decision of the experts has been taken.

5.5. If the Buyer, in accordance with point 4.2 of the General Part of the Contract, decides to
perform laboratory tests of the Goods from the selected batch (consignment), in the presence of
the Seller’s representative, it shall choose the quantity of the Goods specified in the Special Part



of the Contract, where compliance with the requirements set out in the Contract and its
annex (s) will be checked (if such provision established in the Special Part of the Contract
applies).

5.6. If, during the laboratory tests the Goods are found not to comply with the requirements laid
down in the Contract and its annex (s), the remaining Goods (batch and/or consignment) shall be
returned to the Seller. No payment shall be made for these Goods and the Goods shall be
deemed not to have been delivered, and the Seller shall be subject to the penalties provided for
in point 11.1 of the General Part of the Contract. If the Goods are found not to comply with the
requirements of the Contract and its annex (s), no payment shall be made for the Goods used for
tests, while the Seller shall have to pay the costs for the laboratory tests and pay to the Buyer a
10% of the size of the price of defective batch, excluding VAT, i.e. the minimum losses agreed
by the Parties in advance, which are intended to compensate the administrative costs incurred by
the Buyer for preparing the Goods for laboratory testing procedures. In such a case, the Seller
shall replace the Goods not accepted which do not comply with the requirements laid down in
the Contract and its annex (s) with new Goods which comply with the requirements laid down in
the Contract and its annex (s). The replacement of Goods is made within the time limit
established in the Special Part of the Contract (if such provision established in the Special Part
of the Contract applies).

5.7. If during the testing, the Goods are found to be compliant with the requirements laid down
in the Contract and its annex (s), the Buyer shall pay the costs of the laboratory tests, while the
Seller shall replace the Goods used for laboratory tests with the new ones to the Buyer without
additional payment.

6. Product quality guarantee

6.1. The Goods shall be given the term of quality guarantee/usability period specified in the
Special Part of the Contract (or in the annex to the Contract).

6.2. During the term of quality assurance/usability period, the Seller shall, not later than within
the time limit specified in the Special Part of the Contract at its own expense, instead of
defective Goods provide other equivalent Goods (the Goods do not need to be identical to the
purchased Goods, but must be able to carry out their functions in accordance with the Contract)
which would be available in the Goods purchased under the Contract during the correction term
corresponding to the requirements of the Contract and its annex (s) (if such provision established
in the Special Part of the Contract applies).

6.3. During the period of quality guarantee, the Seller shall, not later than within the time limit
specified in the Special Part of the Contract at its own expense, remove the defects of Goods or if
the Seller fails to remove the defects of Goods, it shall replace them at its own expense with the
new ones complying with the requirements of the Contract and its annex (s) and compensate the
Buyer’s losses (if any)/During the period of usability, the Seller shall, not later than within the
time limit specified in the Special Part of the Contract its own expense replace the Goods
complying with the requirements of the Contract and its annex (s) and compensate for the
Buyer’s losses (if any).

6.4. The Buyer shall be notified of any deficiencies of the Goods observed during the term of
the quality guarantee in writing (by post, e-mail, etc.). The claim regarding product quality may
be made during the entire period of quality guarantee/usability period.

6.5. During the quality guarantee, the Buyer may decide to carry out laboratory tests from the
selected consignment or each batch (if a consignment consists of several batches), in the
presence of the Seller’s representative, by choosing the amount of Goods specified in the
Special Part of the Contract for which compliance with the requirements set out in the Contract
and its annex (s) will be checked. If the results of the laboratory tests obtained do not comply
with the requirements laid down in the Contract and its annex (s), the entire consignment/batch
delivered shall be considered as defective and the costs of the laboratory tests shall be borne by
the Seller. The replacement of Goods which do not comply with the requirements with the ones
of high quality shall be carried out in accordance with the provisions specified in point 6.3 of the



General Part of the Contract (if such provision established in the Special Part of the Contract
applies).

6.6. If the Goods are replaced with the new ones, the warranty period referred to in the Special
Part of the Contract shall be the same from the date of signature of the document confirming the
delivery and acceptance of the new Goods.

6.7. The term of the quality guarantee for Goods which the Buyer has not been able to use at the
time of elimination of the deficiencies shall be extended for a period equal to the period of
elimination of the deficiencies of the Goods.

6.8. The quality guarantee referred to in the Special Part of the Contract (or in the annex to the
Contract) shall not apply if the Seller proves that the deficiencies in the Goods are the result of
incorrect or improper treatment of the Goods or of the activities of third parties or force majeure.

7. Force majeure circumstances

7.1. The Party shall not be held liable for a failure to fulfil any obligations under this Contract if
it proves that this occurred as a result of unusual circumstances beyond the control and
reasonable foresight of the Parties and to prevent the occurrence of such circumstances or their
consequences. Force majeure are considered to be the circumstances referred to in Article 6.212
of the Civil Code of the Republic of Lithuania and the Rules on the exemption from liability
under force majeure approved by the Resolution No. 840 of the Government of the Republic of
Lithuania of 15 July 1996. In determining force majeure circumstances, the Parties shall follow
the Resolution No. 222 of the Government of the Republic of Lithuania of 13 March 1997 “On
the approval of the procedure for issuing certificates attesting force majeure” or regulatory acts
replacing it. In the event of force majeure, the Parties to the Contract shall be exempted from
liability for non-fulfilment, partial non-fulfilment or improper performance of obligations under
the legislation of the Republic of Lithuania, and the time limits for the fulfilment of obligations
shall be extended.

7.2. The Party asking to exempt it from liability shall notify the other Party in writing of force
majeure circumstances immediately, but no later than within 10 (ten) working days of the
occurrence or manifestation of such circumstances by providing evidence that it has taken all
reasonable precautions and made all efforts to minimise the costs or negative consequences and
shall also report on the potential time limit for the performance of liabilities. Notification shall be
also required when the grounds for non-fulfilment of obligations disappear.

8. Codification

8.1. Within 5 (five) days after the Contract comes into force, the Seller shall provide the Buyer
with a copy of duly signed Contract sent to its address and the particulars necessary for the
identification of the Goods purchased, in accordance with the forms “List of material goods to be
codified” and “Information about the manufacturer or the supplier” set out in the annex to this
Contract. The Seller shall provide completed and signed forms electronically or in paper copies
(if such provision established in the Special Part of the Contract applies).

8.2. At the request of the Buyer, the Seller shall provide additional technical documentation
necessary for codification (e.g. technical characteristics, drawings, photos, catalogues,
references, etc.) free of charge within 5 (five) days.

9. Termination of the Contract

9.1. The Contract may be terminated:

9.1.1. by written agreement of the Parties;

9.1.2. when force majeure lasts more than the number of days specified in the Special Part of the
Contract (depending on the specifics of the performance of the Contract, a particular term
indicated in the Special Part may be from 14 to 60 days) and if both Parties fail to agree on the
amendment of this Contract allowing the Parties to continue to fulfil their obligations, each Party



may unilaterally terminate the Contract by notifying the other Party in writing not later
than 7 (seven) days in advance.

9.2. The Buyer, by notifying the Seller in writing no later than 7 (seven) days in advance (if no
other time limit is indicated in the Special Part of the Contract), shall have the right to
unilaterally terminate the Contract for a substantial breach of the Contract. A substantial breach
of Contract shall be considered if:

9.2.1. The Seller is late in delivering the Goods within the time limit specified in the Special
Part of the Contract;

9.2.2. The Seller does not fulfil (or informs that it will not be able to fulfil) the contractual
obligation to supply the Goods;

9.2.3. The Seller increases the price/the rates of Goods, except as provided for in point 2.2 of the
General Part of the Contract;

9.2.4. The Seller fails to fulfil or fulfils improperly its guarantee obligations provided for in
point 6 of the General Part of the Contract;

9.2.5. The Seller does not fulfil the obligation established in point 12.4 of the General Part of the
Contract (if the performance of the Contract is guaranteed by a surety or bank guarantee);

9.2.6. The Goods delivered by the Seller or their quality do not comply with the requirements
laid down in the Contract and its annex (s);

9.2.7. The Seller does not provide an advance bank guarantee within the time limit specified in
point 4.3 of the General Part of the Contract (if advance payment is established under the
Contract provide for);

9.2.8. During the validity of the Contract, the Seller is included in the list of unreliable suppliers
or the list of suppliers that provide false information;

9.2.9. During the performance of the Contract, it turns out that the Seller or the Goods supplied
by it are not reliable and pose a risk to national security;

9.2.10. During the performance of the Contract, the circumstances provided for in Article 46 (1)
of the Law on Public Procurement/Article 34 (1) of the Law on Public Procurement in the Field
of Defence and Security become apparent;

9.2.11. During the performance of the Contract, it appears that the Contract was modified in
violation of Article 89 of the Law on Public Procurement/Article 53 of the Law on Public
Procurement in the Field of Defence and Security.

9.3. The Buyer, no later than 7 (seven) days in advance (if other time limit is not specified in the
Special Part of the Contract) by notifying the Seller in writing, has the right to unilaterally
terminate the Contract if the Seller is in liquidation or in court for the opening of bankruptcy or
restructuring proceedings, or has been the subject of bankruptcy or restructuring proceedings, or
of a decision to initiate out-of-court bankruptcy proceedings has been made.

9.4. Upon termination of the Contract, the Seller shall, within 10 (ten) days from the date of
termination of the Contract, repay to the Buyer the advance which has been paid by the Buyer
(if paid) for the Goods which have not been delivered.

10. Dispute settlement procedure

10.1. The Contract is concluded and shall be interpreted in accordance with the law of the
Republic of Lithuania.
10.2. All disputes or disagreements between the Parties to the Contract relating to the Contract
shall be resolved by negotiation, and a failure to resolve a dispute in negotiation, it will be
examined in the courts of the Republic of Lithuania in accordance with the procedure established
in the legal acts of the Republic of Lithuania based on the Buyer’s office address (or if the
Buyer is not a legal entity, but a branch of the Lithuanian Armed Forces — “according to the
address of the legal entity, i.e. Lithuanian Armed Forces”).

11. Liabilities



11.1. If the Seller is late in delivering the Goods within the time limit specified in the
Special Part of the Contract, the Seller shall pay the Buyer from 0.05 to 0.2% (a particular
amount shall be specified in the Special Part of the Contract) of the price of non-delivered
Goods, excluding VAT, for each day of delay/hour (applicable depending on how the
commitment term (days or hours) is calculated in the Special Part of the Contract) which shall
be treated as the minimum losses agreed between the Parties in advance, the payment of which
shall not release the Seller from the obligation to compensate for any losses incurred by the
Buyer due to the fact that the Seller failed to perform or improperly performed the Contract.
The Seller undertakes to pay the minimum losses agreed by the Parties in advance no later than
the time limit specified in the invoice or claim.

11.2. If during quality guarantee the Seller is late in performing the obligations laid down in
point 6.2 of the General Part of the Contract within the time limit specified in the Special Part of
the Contract, the Seller shall pay the Buyer from 0.05 to 0.2% (a particular amount shall be
specified in the Special Part of the Contract) of the price/rates of the Goods, which have not
been replaced with the alternative ones, excluding VAT, for each day of delay/hour, which shall
be treated as the minimum losses agreed between the Parties in advance, the payment of which
shall not release the Seller from the obligation to compensate for any losses incurred by the
Buyer due to the fact that the Seller failed to perform or improperly performed the Contract
regarding the warranty of the Goods/ usability period.

11.3. If the Seller is late to fulfil obligations set forth in point 6.3 of the General Part of the
Contract within the time limit specified in the Special Part of the Contract during the warranty /
usability period, it shall pay to the Buyer from 0.05 to 0.2% (a particular amount shall be
specified in the Special Part of the Contract) of the price of the Goods for which the deficiencies
have not been corrected or the price of the Goods which are unaltered, excluding VAT, for each
day/hour of delay, which shall be considered as the minimum losses agreed by the Parties in
advance, the payment of which does not release the Seller from the obligation to compensate for
any losses incurred by the Buyer due to the fact that the Seller failed to perform or improperly
performed its obligations relating to the warranty of the Goods/ usability period.

11.4. Upon termination of the Contract due to the reasons specified in points 9.2.1, 9.2.2, 9.2.3,
9.2.5,9.2.6,9.2.7, 9.3 of the General Part of the Contract or due to other reasons specified in the
Special Part of the Contract, the Seller within 14 (fourteen) days (calculated from the date of the
Contract termination) shall pay the Buyer not less than 5-7 % of the Contract price, excluding
VAT (or the total tender price excluding VAT, or the total order price excluding VAT) (a
particular percentage or a particular amount shall be specified in the Special Part of the
Contract), which shall be considered as the minimum losses agreed by the Parties in advance,
but not more than the price excluding VAT of the outstanding obligations under the Contract.
Payment of the minimum losses agreed by the Parties in advance shall not exempt the Seller
from the obligation to compensate for any losses incurred by the Buyer in the event of failure or
improper performance of the Contract by the Seller. The Seller undertakes to pay the minimum
losses agreed by the Parties in advance no later than within the time limit specified in the invoice
or claim.

11.5. After termination of the Contract for the reason set out in point 9.2.4 of the General Part of
the Contract, the Seller shall, within 7 (seven) days from the date of termination of the Contract,
pay the Buyer the minimum losses agreed by the Parties in advance of the purchase price of the
defective Goods, excluding VAT, but not more than the price excluding VAT of any outstanding
obligations under the Contract. Payment of the minimum losses agreed by the Parties in advance
shall not exempt the Seller from the obligation to compensate for any losses incurred by the
Buyer in the event of failure or improper performance of the Contract by the Seller.

11.6. Other cases of contractual liabilities to the Seller are specified in the Special Part of the
Contract.

11.7. In accordance with Article 6.253 (1 and 3) of the Civil Code of the Republic of Lithuania,
the delay in financing from the budget is a condition fully exempting the Seller from civil
liability and the payment of interest for late payment.



12. Contract validity

12.1. The Contract enters into force after both Parties sign it and the Seller provides the Buyer
with the Contract performance guarantee issued by bank or a surety letter of the insurance
company (if the provision that the Contract comes into effect after it is secured with bank
guarantee or a surety letter of the insurance company established in the Special Part of the
Contract applies) to ensure payment of the amount referred to in point 11.4 of the General Part
of the Contract. The guarantor/surety shall indicate in the bank’s guarantee or in the surety letter
of the insurance company that it undertakes to pay to the Buyer the amount specified in point
11.4 of the General Part of the Contract if the Buyer must terminate the Contract for at least one
of the reasons listed in points 9.2.1-9.2.7, 9.3 or for any other reasons specified in the Special
Part of the Contract. Bank guarantee or a surety letter stating that the guarantor or surety is only
liable for direct damages will not be accepted, as the obligation to pay the specific amount of the
performance assurance referred to in point 11.4 of the Contract must be met.

12.2. The guarantor/surety shall undertake irrevocably and unconditionally no later than 14
(fourteen) days after a written notification confirming the termination of the Contract on the
grounds of fault of the Seller, to fulfil the obligation and pay the amount committed by
transferring the money to the Buyer’s account.

12.3. The Seller not later than within 5 (five) working days after signing the Contract shall
submit to the Buyer the Contract performance guarantee issued by bank or a surety letter of the
insurance company specified in point 12.1 of the General Part of the Contract, which shall be
valid for two months longer than the time limit for the supply of Goods specified in the Special
Part of the Contract. The Seller shall also provide a confirmation from the insurance company (a
proof of payment, etc.) that the surety letter is valid. The payment of the amount specified in the
Contract performance guarantee issued by bank or surety letter of the insurance company shall
not be linked to the full compensation of the Buyer’s losses and shall not exempt the Seller
from the obligation to fully compensate the losses.

12.4. If, during the performance of the Contract, the legal entity that has issued the Contract
performance guarantee (bank or insurance company) is unable to meet its obligations
(suspension of activities, a moratorium, etc.), the Seller shall provide a new Contract
performance guarantee within 10 (ten) days under the same conditions as the previous one. If the
Seller does not provide a new Contract performance guarantee, the Buyer shall have the right to
terminate the Contract in accordance with point 9.2.5 of the General Part of the Contract.

12.5. Contract performance guarantee shall be returned within 10 (ten) days of the expiry of this
guarantee upon written request by the Seller.

12.6. The terms and conditions of the Contract shall not be changed during Contract validity
unless the amendment is possible in accordance with the provisions of Article 89 of the Law on
Public Procurement/Article 53 of the Law on Public Procurement in the Field of Defence and
Security and is not contrary to the fundamental principles and objective of public procurement.
12.7. If during Contract validity the Parties notice technical mistakes, spelling errors (provisions
incorrectly uploaded from the terms of the tender or procurement conditions, etc.), in the event
of changes in the persons responsible for the performance of the Contract or in the particulars of
the Parties to the Contract, the Parties may, by written agreement, modify the terms of the
Contract. Such a modification to the terms of the Contract shall not be considered an amendment
to the terms of the Contract.

12.8. The Contract may be extended under the conditions laid down in the Special Part of the
Contract.

12.9. Where necessary, the Buyer shall have the right to purchase the goods not listed in the
Contract and its annexes but relating to the object of the procurement up to 10% of the maximum
Contract price/Total tender price referred to in point 2 of the Special Part of the Contract. Goods
not covered by the Contract and its annex (s), but relating to the object of the procurement, may
be supplied by the Seller only at the prices which are valid at the place of sale, in the catalogue
or on the website of the Seller at the date of the order or, where such prices are not published, at
the prices offered by the Seller, which are competitive and conform the market. Where there is a



need for the purchase of Goods not covered by the Contract and its annex (s) but relating to the
object of the procurement, the Buyer and the Seller shall conclude an additional written
agreement, the terms of which shall be analogous to the terms of the Contract, adapting them
accordingly to the newly purchased Goods (if such provision specified in the Special Part of the
Contract applies).

12.10. The termination of the Contract provided for in the Special Part of the Contract shall not
mean the termination of the obligations of the Parties under the Contract and shall not exempt
the Parties from civil liability for the breach of the Contract.

13. Correspondence

13.1. Notices sent by the Buyer and the Seller to each other in Lithuanian/English (applicable
if the Contract is concluded in English) shall be in writing. Notices sent by the Parties to each
other shall be sent by post, e-mail or served in person. Notices shall be sent to the addresses and
numbers indicated in the particulars of the Parties in the Special Part of the Contract. If the
sender needs a confirmation of receipt, it shall indicate such requirement in the notice. If there
is a time limit for the receipt of a reply to the written notice, the sender should specify in the
notice the requirement to confirm the receipt of the written notice.

13.2. The Parties undertake to notify each other in writing, within 3 (three) working days at the
latest, of any change in the Party particulars referred to in the Special Part of the Contract. The
Party to the Contract may not, by failing to notify the change of its particulars in time, claim for
any action taken by the other Party in accordance with the Party’s particulars provided in the
Contract.

14. Confidentiality of information and personal data

14.1. The Parties shall ensure that the information they transmit to each other shall only be used
in the performance of the Contract and shall not be used in a way that would harm the Party that
has transmitted the information.

14.2. The Parties undertake to ensure confidentiality of all information known to them and/or
entrusted to them during and after the end of the Contract or its termination.

14.3. The Seller undertakes not to use the information provided to it by the Buyer for its own
benefit or for the benefit of any third parties without the Buyer’s prior written consent, nor to
disclose such information to other persons, except in cases provided for in the legislation of the
Republic of Lithuania and in the Contract.

14.4. Personal data (names, surnames, position, e-mail and phone number) specified in the
Contract and its annexes can only be used to identify the Parties or the Recipient responsible for
the performance of the Contract and to communicate on the issues related to the performance of
the Contract. If any additional personal data are processed during the performance of the
Contract, these data and the purpose of their processing shall be specified in point 9 of the
Special Part of the Contract.

14.5. The Parties to the Contract shall ensure that the processing of personal data during the
performance of the Contract shall be available only to those persons who are required to do so in
the performance of their obligations under the Contract.

14.6. The Contract and its annexes referred to personal data without the other Party’s consent
may not be transferred to third parties, other than sub-suppliers indicated by the Seller, and the
Recipient (if such is specified) that is used for the performance of the Contract and only in those
cases where it is necessary for the performance of the Contract or such a data omission would
cause very serious difficulties in the execution of the Contract. If the sub-supplier is replaced in
accordance with the procedure provided for in the Special Part of the Contract, the other Party’s
consent for data transfer must be obtained.

14.7. If, during the performance of the Contract, it appears that personal data which are not
discussed in the terms of the Contract are being processed, the Parties to the Contract shall
immediately inform the other Party concerning such data and maintain the confidentiality of



those data. Where personal data not provided for in the Contract are processed, point 9 of the
Special Part of the Contract shall be filled in.

14.8. All personal data processed for the purpose of fulfilling contractual obligations may be
processed until the end of the obligations of the Parties under the Contract. Only personal data
the destruction of which would entail unreasonably much time or financial costs or would not be
justified for the purposes of using the result of the Contract may not be destructed.

14.9. The Parties shall take appropriate technical and organisational measures to ensure security
and confidentiality of information. The Parties shall inform each other within 1 (one) working
day of any breach of personal data processed under the Contract. A notice about the infringement
shall specify the nature of the infringement, the possible consequences of the infringement and
the measures taken to remedy or mitigate the effects of the infringement.

14.10. The Parties shall not reimburse each other for costs and losses incurred as a result of
fulfilling their personal data processing obligations under this Contract.

14.11. In breach of the obligation laid down in point 14.3 of the General Part of the Contract, the
Seller shall pay to the Buyer 10% of the amount of the maximum Contract value/Tender price
excluding VAT, which is considered as the minimum losses agreed by the Parties in advance and
to compensate any other losses resulting from such infringement.

15. Final provisions

15.1. The Contract is drawn up in Lithuanian/English, Lithuanian and English in two/four copies
(one/two for each Party) (depending on which languages the Contract will be drawn up). Both
texts are authentic and have equal legal power. In case of discrepancies between the Lithuanian
and English texts, the English language text shall be followed (applicable if the Contract is
concluded with a foreign seller in Lithuanian and in English).

15.2. This Contract consists of the General and Special Parts of the Contract and the annex (s) to
the Contract. All annexes to the Contract shall be an integral part of the Contract.

15.3. None of the Parties shall have the right to transfer to a third party the rights and obligations
under this Contract without a prior written consent of the other Party.

15.4. In breach of the obligation referred to in point 15.3 of this part of the Contract, the Seller
shall pay to the Buyer 5% of the amount of the maximum Contract/Tender price excluding
VAT, which is considered as the minimum losses agreed by the Parties in advance, unless
otherwise specified in the Special Part of the Contract.

15.5. The Seller guarantees that it has all the licenses necessary for the performance of the
Contract. The Seller undertakes to compensate for any losses in the event of claims or
proceedings for infringement of patents or licences arising out of or in the performance of the
Contract.

15.6. The Parties to the Contract confirm that they did not exceed or violate their competence in
the award of the Contract (Articles of Association, regulations, statute, any ruling, decision,
order, binding act (including local, individual), transaction, judgement (order, regulation), etc. by
the governing body of the Party to the Contract (owner, founder or other competent entity).

15.7. The performance of the Contract may be interpreted by written agreement of the Parties
without altering the terms of the Contract.

15.8. The name of the sub-supplier (s)/sub-provider(s) and a part of the contractual obligations
performed by it/them are specified in the Special Part of the Contract.

15.9. During the performance of the Contract, the sub-supplier(s) /sub-provider(s) referred to in
the Contract may be replaced with another sub-supplier(s) / sub-provider(s) due to objective
circumstances which could not have been foreseen by the Seller at the time of submission of the
application/tender. The replacement of the supplier(s) / sub-provider(s) shall be possible only
after a prior written agreement with the Buyer. The request of the sub-supplier(s) / sub-
provider(s) to exchange to another shall be submitted to the Buyer in writing, specifying the
grounds for the replacement, together with supporting documentation, that the new sub-
supplier(s) /sub-provider(s) meet(s) all requirements for sub-supplier(s) / sub-provider(s) of the
public procurement, on the basis of which this Contract has been signed, while the Seller



confirms that the exchange of the sub-supplier has not lost its minimum qualification
requirements established in the procurement documents. The replacement of the sub-supplier
(s)/sub-provider(s) indicated in the Contract with another sub-supplier(s)/ sub-provider(s) shall
be documented by a written modification of the Contract (applicable if the Seller intends to use
them).

15.10. A person appointed by the Seller/persons representing the Seller, accepting and
approving the Buyer’s orders for the Goods, the estimate of the Goods supplied, attending
meetings with the Buyer and performing any other steps necessary for a proper performance of
the Contract are specified in the Special Part of the Contract.

15.11. A person(s) appointed by the Buyer who represent/s the Buyer and provide the Seller
with orders for Goods, estimate of Goods, participate in the meetings with the Seller and
perform other actions necessary for a proper performance of the Contract, is/are specified in the
Special Part of the Contract.
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TECHNICAL SPECIFICATION

The object of | The cyber range platform (quantity - 1 set) and security access equipment (equipment performing the functions of NG firewall

the

and VPN hub, quantity - 2 units) is intended for the organization of cybersecurity exercises and training organized by the

procurement | National Cyber Security Center under the Ministry of National Defence Republic of Lithuania.

Procurement | Acquire, install and prepare for use the cyber range platform hardware and software, security access equipment, training

goal

materials, and exercise scenarios for training cybersecurity professionals and developing practical skills.

Procurement | The cyber range platform is installed and ready to be used at the buyer's premises, instructors trained to use the system. It is

result

possible to connect to the platform with the acquired security access equipment, according to the stated requirements.

1 procurement part. Cyber range platform (CRP)

1. General requirements

1.1. All provided equipment must be new (cannot be refurbished), unused.

1.2. Equipment documents must be in the Lithuanian or English language. All labels on the equipment and its parts must be in English or
Lithuanian language. Search for drivers and documentation on the manufacturer's website is performed in English or Lithuanian.

1.3. The Contractor must ensure that the manufacturer has not announced the end of lifetime or discontinuation of equipment or software.

1.4. Security requirements:
In case of storage media failure, solid-state drives, hard disk drives, memory cards, or any other type of non-volatile storage media must be
changed to new. Faulty storage media are destroyed at the buyer's premises and not returned to the Contractor;
In case of equipment failure, this equipment must be delivered to the Contractor (or his representative) without the installed storage media.

1.5. The Contractor must ensure that no additional software is installed in the purchased equipment, which is not necessary for the functionality
of the equipment. If it turns out that suspicious, spyware or other malicious software is installed on the equipment, this would be treated as a
requirement inadequacy and non-compliance with the terms of the contract: the equipment will be returned to the Contractor or changed to
new, equivalent, or better equipment, meeting the security requirements.

1.6. All equipment’s power supply voltages must be 230V 50Hz, with plug CEE 7/7 unless specified otherwise.

1.7. Unless otherwise specified, all equipment must function without interruption when the temperature in equipment implementation premises

ranges from +10 to +35 and relative humidity is up to 70%.

General requirements for the assembly and installation of the proposed equipment

2.1.

According to the requirements, the Contractor has to provide the following services:




Equipment assembly — all equipment must be assembled on the premises in Lithuania, within the boundaries of Kaunas City Municipality,
specified by the buyer;

Equipment connection — all proposed equipment must be connected to the electricity network. The necessary cabling, marking, and labeling
must be performed, and technical documentation must be prepared;

Equipment testing — after the installation or the platform, the Contractor, together with buyer's representatives, must perform equipment testing
(high reliability, performance characteristics, etc.) according to pre-agreed testing scenarios and provide testing results in the paper and
electronic format.

Required functional, technical, and qualitative parameters:

3.1

Functions and CRP includes tenants’ (network segments’) hardware infrastructure cluster, network infrastructure equipment, installed
operation virtualization platform, software, and specialized hardware required to organize the exercises and training, training
materials.

The CRP must be composed of physical and virtual hardware, reproducing realistic IT infrastructures, including
traditional computing technologies/infrastructures. Virtualization technologies must be extensively used to simulate
versatile IT environments in the CRP without the need to have too many physical components.

The CRP must operate effectively in a standalone mode in an isolated environment (disconnected from other networks),
with potentially no connectivity to the Internet. The platform must not try to send any data to the Internet (i.e., "phoning
home" capabilities) without prior knowledge and consent from NCSC.

The CRP must be highly resilient to hardware/software issues and must be fault-tolerant using High Availability,
automated/scheduled backups or any other necessary means.

3.1.1.

Scope The CRP must be operating effectively, with sufficient computing resources available (CPU, RAM, network throughput,
storage, etc.), to support an attack-defence live-fire exercise for at least 14 simultaneous teams (11 blue teams, 1 red
team, 1 infrastructure team, 1 white team), each having at least 25 members and a network segment (tenant) having not
less than 40 nodes (virtual machines) per team. Segments (tenants) should be isolated from each other.

CRP should be able to be used by up to at least 400 real people connected to the platform locally or via VPN connections
without noticeable delays and lags.

CRP should not impose any software-side limitations for the platform's scalability, including the number of users,
number of running virtual machines running simultaneously in the environment. The scalability should only be limited
by hardware resources.

CRP must be accessible from the Internet by the participants, instructors, and administrators via a secure channel (e.g.,
VPN technology or similar) and adequate security controls to allow explicitly authorized access.

3.1.2.

Usage scenarios The CRP will be used, and shall support national and international cyber exercises and other educational activities, with
the primary focus on attack-defence cybersecurity scenarios in a semi-realistic environment.
The CRP must support the following types of activities:
- Attack-defence scenario exercises (also known as "red team-blue team exercises")
- Various incident response and cyber defence scenarios/exercises for training incident responders, including areas
of cyber defence such as threat analysis, incident response, malware analysis, digital forensics.




"Capture the flag" exercises

- Training sessions and lectures

- Testing grounds. The CRP must provide a safe environment for testing COTS tools (software running over
Linux/Windows, preferably also network devices), artefacts and collect 1oCs.

3.1.3. Attacks simulation | The CRP must support the simulation of:

- Different level attack scenarios, from simple ones up to advanced, APT-like scenarios. It must support scenarios
for various participant backgrounds (e.g., ethical hacker, cyber defenders, etc.) and various levels of expertise
(beginners, intermediate, advanced practitioners, etc.).

- Common and advanced/zero-day malware, including ransomware, across different operating systems.

- Brute-force attacks

- Data leakage/exfiltration

- Botnet command-and-control communications.

- Client-side and server-side vulnerabilities and exploits.

- Spams, phishing, and spear-phishing attacks

- Malicious domains and websites, including phishing websites

- Denial-of-Service attacks with multiple variants (DDoS, RDoS, DRDoS)

3.14. Platform library The CRP should include a library of pre-built systems, templates, and attack scenarios:

- CRP should have at least 150 pre-built virtual machine images ready to be used individually or in the attack-
defence or training scenarios. Virtual machines should include, specifically but not limited to, different Windows
and Linux workstations and servers, with various levels of vulnerabilities already built-in. Each server (with a
hypervisor) used for VM deployment should include a Windows Datacenter license allowing to run provided
Windows virtual machines

- CRP should support at least 20 pre-built training scenarios, with different difficulty levels and multi-stage attacks
that provide not less than 6 hours of training each.

- All library elements (pre-built systems, templates, attack scenarios, and other elements) should be completely
customizable. The CRP should allow preparing own custom exercises, scenarios, training sessions by using these
library elements, as well as with new, custom-made library elements. It should be possible to add own elements
to the library.

3.15. Scenario CRP should allow rapid deployment to allow quickly (limited mostly only by hardware throughput) reset the pre-build
provisioning scenarios, revert virtual machines, scale and duplicate prepared network segments from a central administrative
dashboard and must have a reset factory option allowing to start a new cyber range session from scratch.
3.1.6. Monitoring and CRP should provide tools to oversee and control the training:

scoring

- CRP should provide a user-friendly, easy-to-use, customizable interface to oversee and control the training
sessions, mechanisms to evaluate and score individual participants and teams and generate and receive teams'
performance reports.

- CRP should provide an automatic training summary to the trainees.




3.1.7 Technologies used | The CRP should be based on open architecture principles, meaning that the training environment should be easily
in the simulation customizable. The CRP must support the creation of custom attack and defence scenarios, personalize existing scenarios,
it should allow adding custom virtual machines or other components to the platform.
The CRP must support running various network and security technologies and products from various product vendors
present on the market, including those that are “simulated” (e.g., run as virtual machines) in the Cyber Range
environment. Here are the minimum set of network and security technologies and products that must be present in the
Cyber Range environment:
- Network routers
- Network switches
- Network traffic generator — The CRP must include network traffic generator capabilities to simulate network
traffic (legitimate and malicious). The network traffic generator can be a physical device or software-based
virtual appliance. Network traffic generator should support fine-tuning options.
- At least 1 separate network subnet to administrate the CRP.
- The Cyber Range simulated networks must reproduce common modern enterprise networks with front-end
DMZs, back-end DMZs, internal network segments dedicated to servers, client systems.
- Network firewalls: at least 2 layers of firewall(s) of 2 different technologies in the Cyber Range simulated
networks
- Network security monitoring technologies: Log Collection Engine
- VPN termination device(s)
3.1.8 Training and The Contractor must deliver 1 training of at least 40 hours to NCSC cyber range platform instructors (up to 5 attendees)

consulting, system
documentation

within 4 weeks after the CRP installation and successful stress test.
Training must be performed in English or Lithuanian languages.
The Contractor shall prepare a training agenda for this specific training and must submit it to NCSC at least 4 weeks
before the training start date. Within 2 weeks of reception, NCSC shall provide any written feedback to the training
agenda.
The Cyber Range instructor training contents shall as a minimum cover:
- CRP environment technical description.
- Main aspects of CRP operation.
- Main aspects of CRP maintenance.
- Adry run of a CRP session similar to those that will be provided to exercise participants.
The Contractor must provide:
- the CRP design document, describing the proposed solution (technical architecture), its components and the
relationship between them;
- topology scheme;
- the quantities of hardware items, together with links to the manufacturer's documentation or its hard copies;
- the quantities of software components, together with links to the manufacturer's documentation or its hard copies;




3.1.9

Support

The CRP software must have at least 6 year support period, counting from the date of signing the platform acceptance-
transfer deed. During this time, the Contractor must provide access to the latest library items, newly developed virtual
machines, new attack scenarios, etc.

3.2.

Tenants'
hardware
infrastructure
cluster

The hardware manufacturer, name, model, quantity of the equipment must be indicated.
The quantity and total capacity of the equipment must ensure that the proposed system is able to run at least:

- A network of 14 virtual organizations (tenants), including networks for Red team, White team, and other
teams, each tenant containing at least 40 virtual devices (virtual machines), ensuring for each tenant a capacity
of at least 80 CPU cores, 160 GB RAM, 8TB SSD;

- Each server must use no more than 80% of the CPU and memory resources during system operation.

When calculating the total number of cores required for a solution, no more than 4 virtual cores can be allocated to one
physical core (vCPU to core ratio 4:1).

Servers must have remote control using a web browser with at least 128-bit encryption, which allows to enable and
disable server power, fully configure BIOS, RAID. It is connected to the network switch via a separate RJ-45 remote
control port. Supports at least 4 users with separate passwords, independent of the operating system. Supports user
authentication in Microsoft Active Directory.

All equipment is installed to 19" server rack, "Rack-mount™ type. Rails for removing the system from the server rack
must be provided. The most important components of the device must be serviced and replaced without the use of tools.
Duplicate "hot swap™ power supplies must be installed in the equipment. The failure of one power supply must not
interrupt the server, even if it's filled with the maximum expansion boards and memory modules. Each power supply
must be equipped with an IEC320 C13 - IEC320 C14 power cable. The system must ensure the reliability of the
equipment to such an extent that a single element's failure won't interrupt the functioning of the system.

Links should be given to manufacturer's website or copy of technical documentation has to be provided, in which
information of the main characteristics of the product are described. Provide calculations proving the equipment's
compliance with the technical specification's requirements. All part numbers and quantities for all components have to
be listed in a separate annex.

3.2.1.

Licenses

The equipment comes with all the licenses, software, hardware, cables, etc., required to provide the specified
functionality.

3.2.2.

Warranty

The equipment must have a manufacturer's warranty of at least 3 years. Warranty maintenance is provided at the
installation site in the territory of Lithuania. Warranty service is provided on working days and working hours (8x5).
Reaction time up to 4 hours from the receipt of fault notification.

In all warranty period the manufacturer must guarantee parts supply and repairs without an additional cost.

The manufacturer must have a publicly accessible website, from which it should be possible to download software
documentation in English or Lithuanian language, new versions of firmware and other software, software bug fixes,
drivers. Equipment (equipment set) that has failed during the warranty period must be replaced with an equivalent one
(in the territory of the Republic of Lithuania, at the place of equipment installation). The equipment must be replaced




the next business day after notification of faults. The duration of the warranty repair must not exceed 30 calendar days.
If it is not possible to repair the defective equipment within this period, it must be replaced by an equivalent new one.
The warranty period is calculated from the signing of the acceptance-transfer deed.

3.3.

Network
infrastructure
equipment

The manufacturer, name, model, quantity of the equipment must be indicated.

CRP network infrastructure equipment must support 10/25Gbps and 40/100Gbps speed. The amount of equipment and
the number of switched ports must meet the needs of the proposed system, leaving at least 25% of free ports.

A separate infrastructure with a speed of at least 1 Gbps must be installed for the remote control of the CRP. The amount
of equipment and the number of switched ports must meet the needs of the proposed system, leaving at least 25% of free
ports.

The network equipment must support the option to be controlled from the Cisco Prime Infrastructure 3.X software
available from the Customer's internal network.

All equipment is installed to 19" server rack, "Rack-mount"” type. Provide a link to the manufacturer's website or a copy
of the technical documentation, which provides information on the main characteristics of the proposed product and
compliance with the requirements of the technical specification. Provide part number and quantities for all components
In a separate annex.

3.3.1.

License:

The equipment comes with all the licenses, software, hardware, cables, etc., required to provide the listed functionality.

3.3.2.

Warranty:

The equipment must have a manufacturer's warranty of at least 3 years. Warranty maintenance is provided at the
installation site in the territory of Lithuania. Warranty service is provided on working days and working hours (8x5).
Reaction time up to 4 hours from receipt of fault notifications.

In all warranty period the manufacturer must guarantee parts supply and repairs without an additional cost.

The manufacturer must have a publicly accessible website, from which should be possible to download software
documentation in English or Lithuanian language, new versions of firmware and other software, software bug fixes,
drivers. Equipment (equipment set) that has failed during the warranty period must be replaced with an equivalent one
(in the territory of the Republic of Lithuania, at the place of equipment installation). The equipment must be replaced
the next business day after notification of faults. The duration of the warranty repair must not exceed 30 calendar days.
If it is not possible to repair the defective equipment within this period, it must be replaced by an equivalent new one.
The warranty period is calculated from the signing of the acceptance-transfer deed.
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