PASLAUGUY PIRKIMO-PARDAVIMO SUTARTIES SPECIALIOSIOS SALYGOS

Sutarties pavadinimas 3 Pirkimo objekto dalis — Teisinés paslaugos pagal Svedijos teise sutarciy

teisés, energetikos teisés (energetikos projektai, energetikos
infrastruktura), jmoniy teisés klausimais.

Sutarties data ‘ Sutarties numeris 3628905/SVED

1. SUTARTIES SALYS

1.1.1. Pavadinimas

AB ,,Amber Grid*

1.1.2. Juridinio asmens kodas 303090867
1.1.3. Adresas Laisves pr. 10, LT-04215 Vilnius
1.1.4. PVM mokétojo kodas LT100007844014

1.1. Pirkéjas 1.1.5. Atsiskaitomoji sgskaita

LT71 7044 0600 0790 5969

1.1.6. Bankas, banko kodas

AB ,SEB bankas*, 70440

1.1.7. Telefonas

+370 5236 0855

1.1.8. EL. pastas

Info@ambergrid.lt

1.1.9. Salies atstovas

1.1.10. Atstovavimo pagrindas

1.2.1. Pavadinimas

Magnusson Law Advokatbyrd AB

1.2.2. Juridinio asmens kodas

556716-0824

1.2.3. Adresas
1.2. Tiekéjas

Strandvagen 1, 114 51
Stockholmas, évedija
Pasto adresas: PO Box: 7413, 103
91 Stockholmas, Svedija

1.2.4. PVM mokétojo kodas

SE556716082401

1.2.5. Atsiskaitomoji saskaita

50 352 199
BIC/IBAN: HANDSESS / SE04 6000
0000 0000 5035 2199

1.2.6. Bankas, banko kodas

Svenska Handelsbanken AB
(6111)

1.2.7. Telefonas

+46 768227501

1.2.8. EL. pastas

jonas.bergquist@magnussonlaw.com

1.2.9. Salies atstovas

1.2.10. Atstovavimo pagrindas

2. ATSAKINGI ASMENYS

2.1. Pirkéjo kontaktiniai
asmenys, atsakingi uz
Sutarties vykdyma, Paslaugy
priémima, Saskaity per




informacine sistema SABIS
priémima

2.2. Tiekéjo kontaktiniai
asmenys, atsakingi uz
Sutarties vykdyma

3. SUTARTIES DALYKAS

3.1. Sutarties dalykas

Tiekéjas jsipareigoja Sutartyje numatytomis salygomis suteikti Pirkéjui
teisines Paslaugas (teisés konsultacijos (patarimai teisés klausimais),
teisine reikSme turindiy dokumenty rengimas, atstovavimas teisés
klausimais) zodziu ir rastu angly kalba (toliau — Paslaugos).

ISsamus Paslaugy aprasymas ir kiti reikalavimai teikikmoms Paslaugoms
nustatyti Sutarties priede Nr. 1 ,Techniné specifikacija“ (toliau — Techniné
specifikacija) ir Sutarties priede Nr. 2 ,Pasitlymas”.

3.2. Pirkimo pavadinimas ir
numeris

.(2025-PS-032) Uzsienio teisiniy paslaugy pirkimas”
CVP IS ID: 3628905

3.3. Informacija apie Europos
Sajungos léSomis
finansuojama projekta arba
kita projekta

Netaikoma

4. PASLAUGY SUTEIKIMO TERMINAI IR PASLAUGY PERDAVIMO - PRIEMIMO TVARKA

4.1. Paslaugy suteikimo
terminas, kai Paslaugos yra
vienkartinio pobidzio,
teikiamos periodiskai arba
pagal Pirkéjo UZzsakyma

Tiekéjas Paslaugas jsipareigoja suteikti konkre¢iame Uzsakyme

nurodytais terminais ir salygomis.

4.2. Paslaugy / jy dalies /
etapo / periodo suteikimo
termino pratesimas

Tiekéjas turi teise j Paslaugy suteikimo termino pratesima, taciau tik tuo
atveju, jei atsiranda jrodymais pagristy kliG¢iy ar trukdymuy, kuriy
atsiradimui Tiekéjas neturi jtakos ir uz kuriuos jis neatsako, ir kurie sukelti
ir priskirtini tretiesiems asmenims, ar kity aplinkybiy, kuriy Tiekéjas
negaléjo i$ anksto numatyti. Aplinkybés, kuriomis grindZziama butinybé
pratesti Paslaugy suteikimo terming, jokiu bldu negali priklausyti nuo
Tiekéjo. Kiekvienu tokiu atveju, Tiekéjas rastu nedelsdamas, bet ne véliau
kaip per 2 (dvi) darbo dienas, apie tai pranesa Pirkéjui, pateikdamas
minéty aplinkybiy egzistavimo jrodymus. Nurodytas aplinkybes vertina




Pirkéjas. Pirkéjui sutikus, Paslaugy suteikimo terminas gali bduti
pratesiamas tik minéty aplinkybiy egzistavimo laikotarpiui, bet ne ilgiau
nei 10 (deSimties) darbo dieny laikotarpiui.

4.3. Uzsakymy teikimo tvarka

UZsakymai teikiami Tiekéjo nurodytu elektroniniu pastu ar zodZziu ir
laikomi gautais nedelsiant nuo Uzsakymo pateikimo.

4.4. Dél minimalios
UZsakymo vertés ar apimties

Netaikoma

4.5. Pateikiami dokumentai

Tiekéjas, prie$ israSydamas saskaitg uz suteiktas Paslaugas, privalo
pateikti Pirkéjui ir su juo suderinti detalig suteikty Paslaugy ataskaitg bei
tokioms Paslaugoms sugaista laika. Paslaugy ataskaitoje Tiekéjas nurodo
detaliai visas suteiktas Paslaugy dalis, Paslaugas suteikusius konkrecius
specialistus, kiekvienai atskirai Paslaugos daliai skirta laika bei kiekvienos
atskiros Paslaugos dalies jkainavima.

Jei Paslaugos teikiamos ilgiau kaip vieng ménesj, minéta ataskaita Pirkejui
teikiama uz Paslaugas, suteiktas per kiekvieng kalendorinj ménesj iki kito
ménesio 5 (penktos) dienos, jei Pirkéjas su Tiekéju nesutaria kitaip. Apie
Paslaugy ataskaity teikimo tvarkos pakeitima Salis i& anksto pranesa
rastu; gavus kitos Sutarties Salies radytinj sutikima, laikoma, kad
ataskaity teikimo tvarka pakeista. Siekiant iSvengti bet kokiy abejoniy,
Salys susitaria, kad Salims jvykdZius Siame punkte nurodytas salygas,
atskiras susitarimas dél Sutarties pakeitimo nebus sudaromas.

Jei Paslaugos teikiamos trumpiau kaip vieng ménesj, minéta ataskaita
Pirkejui teikiama per 5 (penkias) kalendorines dienas nuo Paslaugy
suteikimo ir jy rezultato perdavimo Pirkéjui.

Jeigu Pirkéjas per 3 (tris) kalendorines dienas nuo Paslaugy ataskaitos
gavimo negraZina jos ir (ar) nepareiSkia rastiSkos pretenzijos dél joje
nurodytos suteikty Paslaugy apimties, kainos, kokybés ar pan., laikoma,
kad Pirkéjas sutiko su suteikty Paslaugy apimtimi. Taciau tai neatima
Pirkéjui galimybés gin¢yti Paslaugy kokybe ir reikalauti pasalinti
trukumus véliau.

Paslaugy perdavimo - priémimo akto, kaip atskiro dokumento,
nereikalaujama pateikti.

5.SU

TARTIES KAINA IR ATSISKAITYMO TVARKA

B.1. Sutardiai taikomas kainos
apskaidiavimo budas

Fiksuoto jkainio kainodara ir Sutarties vykdymo islaidy atlyginimo
kainodara.




5.2. Pradinés Sutarties verte
ir Sutarties kaina, kai taikoma
fiksuoto jkainio ir Sutarties

vykdymo islaidy kainodara

3 Pirkimo objekto dalis — Teisinés paslaugos pagal évedijos teise
sutardiy teisés, energetikos teisés (energetikos projektai, energetikos
infrastruktura), jmoniy teisés klausimais.

Pradinés Sutarties verté yra 25 000 Eur be PVM.
PVM neéra taikomas.

Papildomy Sutarties vykdymo islaidy apimtis yra 10 proc. nuo Pradinés
Sutarties vertés.

Sioje Sutartyje Pradinés Sutarties verté yra lygi maksimaliai pirkimui
skirtai léSy sumai be PVM pirkimo dokumentuose ir Sutartyje nurodyty
Paslaugy jsigijimui. Pirkéjas perka Paslaugas pagal poreikj Tiekéjo
pasiilyme nurodytais jkainiais be PVM, nevirsijant Sutarties kainos.

Sios Sutarties galiojimo laikotarpiu teikiamos Paslaugos ir atlyginamos
Papildomos Sutarties vykdymo islaidos, kuriy bendra suma negali virsyti
Pradinés Sutarties vertés be PVM. Pradinés sutarties verté nekinta per
visg Sutarties vykdymo laikotarpj, iSskyrus, kai Sutarties verté perziarima
pagal joje nurodytas kainy perziros salygas.

5.3. Sutarties kainos / jkainiy
perskaidiavimas taikant
perziuros taisykles

Sutarties jkainiai bus perskaic¢iuojami:
5.3.1. dél PVM tarifo pasikeitimo;
5.3.3. dél kainy lygio poky¢io.

5.3.1. Sutarties kainos /
jkainiy perziara dél PVM
tarifo pasikeitimo

Jeigu  Sutarties vykdymo metu pasikeidia PVM  mokéjima
reglamentuojantys teisés aktai, darantys tiesiogine jtaka Tiekéjo teikiamy
Paslaugy Sutartyje nurodytai kainai / jkainiams, Sutarties kaina / jkainiai
perskaic¢iuojami nekeiciant Paslaugy kainos / jkainio be PVM.

Perskaiciuota (-i) Sutarties kaina/ jkainiai jforminama (-i) Susitarimu ir turi
biti taikoma (-i) nuo naujo PVM jvedimo datos (nepriklausomai nuo to,
kada pasirasytas Susitarimas).

5.3.2. Sutarties kainos /
jkainiy perziura dél kity
mokeséiy, lemiandiy
Paslaugy kainos / jkainiy
pokytj, pasikeitimo

Netaikoma

5.3.3. Sutarties kainos /
jkainiy perzitra dél kainy
lygio pokycio

5.3.3.1. Bet kuri Sutarties Salis Sutarties galiojimo metu turi teise
inicijuoti Sutarties jkainiy perzitrg (keitimg) ne anksciau kaip po 12
(dvylikos) ménesiy nuo Sutarties jsigaliojimo dienos (jeigu perziura jau
buvo atlikta — ne anksciau kaip po 12 (dvylikos) ménesiy nuo Susitarimo
dél paskutinio perskai¢iavimo pagal §j Specialiyjy salygy punkta
jsigaliojimo dienos). Susitarimas jsigalioja jo pasiraSymo diena.

Sutarties jkainiai perziarimi, jeigu Ukio subjektams suteikty paslaugy
(MG91 Teisiné veikla) kainos indekso pokytis (k), apskaiciuotas kaip
nustatyta 5.3.3.6 punkte, virsija 5 (penkis) procentus. Sutarties jkainiy
perzilra atliekama ne dazniau nei kartg 12 (dvylika) ménesiy laikotarpiu.
Sutarties jkainiy perziGra yra atliekama skaic¢iuojant paskutiniy 12
(dvylikos) ménesiy laikotarpj nuo perskaiciavima inicijuojancios Salies
pasikreipimo dienos.




5.3.3.2. Sutarties jkainiai perziarimi tik tai Sutarties daliai, kuri néra
iSpirkta, t. y. Paslaugoms, kurios néra priimtos ir apmokétos ir
Paslaugoms, uz kuriy suteikima Paslaugy ataskaita yra pateikta. Vélesné
Sutarties jkainiy perzitra negali apimti laikotarpio, uz kurj jau buvo atlikta
perziara.

5.3.3.3. Jeigu Paslaugy teikimas véluoja dél Tiekéjo kaltés, uzdelsty
suteikti Paslaugy jkainiai néra perskaiciuojami dél kainy lygio kilimo (gali
bati mazinami, tac¢iau negali bati didinami).

5.3.3.4. Atlikdamos Sutarties jkainiy per¥iira Salys vadovaujasi
Valstybés duomeny agenturos viesai Oficialiosios statistikos portale
paskelbtais Rodikliy duomeny bazés duomenimis arba kity oficialiy
galtiniy duomenimis. 1% kitos Salies nereikalaujama pateikti oficialaus
Valstybés duomeny agentiros ar kitos institucijos iSduoto dokumento ar
patvirtinimo.

5.3.3.5. Salys privalo Susitarime nurodyti vartojimo prekiy ir paslaugy
indekso reikSme laikotarpio pradzioje ir jo nustatymo datg, indekso
reikSme laikotarpio pabaigoje ir jo nustatymo datg, kainy pokytj (k),
perskaiciuota Sutarties jkainij.

5.3.3.6. Nauji Sutarties jkainiai apskaiciuojami pagal zemiau pateiktg
formule:

a;=a+ (Fko X a), kur a — jkainis (Eur be PVM) (jei perZiGra jau buvo
atlikta, tai po paskutinio perskaiciavimo)

a; — perskaiciuotas (pakeistas) jkainis (Eur be PVM)

k — pagal kainy indeksg apskaiciuotas jkainio indekso pokytis vartotojy
(padidéjimas arba sumazéjimas) (%). ,k* reiksmé skaidiuojama pagal
formule:

k = naviausias 100 _ 100, (proc.) kur
Indpradiia

INDnaujausias — kreipimosi dél jkainiy perzidiros igsiuntimo kitai Saliai dieng
paskelbtas naujausias Ukio subjektams suteikty paslaugy (M691 Teisiné
veikla) kainy indeksas.

INdpraazia — laikotarpio pradzios datos (ménesio) Ukio subjektams suteikty
paslaugy (M691 Teisiné veikla) kainy indeksas. Pirmojo perskaitiavimo
atveju laikotarpio pradzia (ménuo) yra Sutarties jsigaliojimo dienos
ménuo. Antrojo ir vélesniy perskaiiavimy atveju laikotarpio pradzia
(ménuo) yra paskutinio perskaic¢iavimo metu naudotos paskelbto Ukio
subjektams suteikty paslaugy (M691 Teisine veikla) kainy indekso
reikSmés ménuo.

5.3.3.7. Skaic¢iavimams indeksy reiké§més imamos keturiy skaitmeny po
kablelio tikslumu. Apskaiciuotas pokytis (k) tolimesniems skaidiavimams
naudojamas suapvalinus iki vieno skaitmens po kablelio, o apskaiciuotas
jkainis ,a1" suapvalinamas iki dviejy skaitmeny po kablelio.

5.3.3.8. Salis, siekianti Sutarties jkainiy perzitros, privalo rastu kreiptis j
kita éa[j ir prasyme pateikti visg reikalingg informacijg: Sutarties
pavadinimg, numerj, datg, neperduoty ir neapmokeéty Paslaugy sarasa su
kiekiais, indekso reikSmes su nuorodomis j vieSus Saltinius Valstybés
duomeny agenturos Oficialiosios statistikos portale arba kitus oficialius
Saltiniy duomenis, kita svarbi informacija. Prasyme Salis neturi teisés




nurodyti kito indekso ar prasyti perskaic¢iavimo pagal kitg indeksa nei
nurodytas Sioje procediroje.

5.3.3.9. Susitarimas turi bati sudarytas per 30 (trisdeSimt) dieny nuo
Salies pateikto tinkamo prasymo perskaiciuoti Sutarties jkainius gavimo
dienos.

5.3.3.10. Susitarimu Salys neturi teisés keisti procediroje nurodytos
tvarkos ar kity Sutarties nuostaty, iSskyrus, jei keitimas atliekamas pagal
VP| nuostatas.

5.3.4. Sutarties kainos / Netaikoma
jkainiy perzitra dél kainy

lygio pokycio pagal Paslaugy

grupiy kainy pokycius

5.4. Sutarties kainos / jkainiy | Netaikoma

apskaidiavimas taikant kiekio
(apimties) keitimo taisykles

5.5. Atsiskaitymo su Tiekéju
terminas ir tvarka

Pirkéjas atsiskaito su Tiekéju ne véliau kaip per 30 (trisdedimt)
kalendoriniy dieny nuo Saskaitos gavimo dienos.

Saskaitg Tiekéjas iSraso ne véliau kaip per 2 (dvi) darbo dienas nuo
Paslaugy ataskaitos (teikiama Sutarties 4.5 punkte nustatyta tvarka)
suderinimo su Pirkéju. Saskaitoje turi buti nurodytas suteikty Paslaugy
kiekis valandomis, valandinis jkainis, bendra kaina, projekto pavadinimas
ir (ar) kiti suteiktas Paslaugas identifikuojantys duomenys. Pridétinéms
iSlaidoms atlyginti privalo buti pateikiama atskira sgskaita.

Atsiskaitymai pagal Sutartj vykdomi pavedimu | Tiekéjo Sutartyje
nurodytg saskaita.

Apmokéjimo salygos: po pilnai ir tinkamai jvykdyto uZzsakymo Pirkéjui
patvirtinus Tiekéjo pateikta Paslaugy ataskaitg ir Tiekéjui pateikus
Saskaitg mokama uz konkrety kiekj / apimtj pagal nustatytus jkainius.

5.6. Avansas

Netaikoma

B.7. Avanso uztikrinimas

Netaikoma

6. PASLA

UGU KOKYBE IR GARANTINIAI |]SIPAREIGOJIMAI

6.1. Garantinis terminas

Netaikoma

6.2. Terminas Paslaugy
trukumams pasalinti

Jeigu Pirkéjas per protinga laikotarpj nuo Paslaugos rezultato gavimo
nustato, kad pateikta teisiné konsultacija, dokumentas ar kita teisiné
Paslauga neatitinka Uzsakyme nurodytos uzduoties ar teisés akty
reikalavimy (pvz., yra aiskiy teisiniy, loginio rislumo ar faktiniy
netikslumy), Tiekéjas jsipareigoja istaisyti nustatytus trikumus ne véliau
kaip per 2 (dvi) darbo dienas nuo Pirkéjo rastisko pranesimo gavimo
dienos, nebent éaliq susitarimu nustatomas kitas terminas, atsizvelgiant
j trdkumo pobud;j ir poveikj terminams.

6.3. Kokybiniy kriterijy
jgyvendinimo ir tikrinimo
tvarka

Netaikoma

7. SUTARTIES VYK

DYMUI PASITELKIAMI SUBTIEKEJAI IR (AR) SPECIALISTAI

7.1. Sutarties vykdymui
pasitelkiami subtiekéjai ir (ar)
specialistai

Sutarties vykdymui pasitelkiami subtiekéjai ir (ar) specialistai yra nurodyti
Sutarties priede Nr. 3 ,Sutarties vykdymui pasitelkiami subtiekéjai ir (ar)
specialistai“




8. PRIEVOLIY PAGAL SUTART] [VYKDYMO UZTIKRINIMAS

8.1. Prievoliy pagal Sutartj
jvykdymo uztikrinimas

Prievoliy pagal Sutartj jvykdymas uztikrinamas netesybomis
(delspinigiais, bauda).

8.2 Sutarties jvykdymo Netaikoma
uztikrinimo galiojimo

terminas

8.3. Sutarties jvykdymo Netaikoma

uztikrinimo pateikimas

9. SALIY ATSAKOMYBE

9.1. Pirkéjui taikomos
netesybos uz mokéjimy pagal
Sutartj vélavima

Jei Pirkéjas, gaves tinkamai pateikta ir uzpildyta Saskaita, uzdelsia
atsiskaityti uz tinkamai Tiekéjo suteiktas kokybiskas Paslaugas per
Sutartyje nurodyta terming, Tiekéjas nuo kitos nei nustatytas terminas
dienos skailiuoja Pirkéjui 0,02 (dvi Simtosios) procento dydZio
delspinigius nuo neapmokétos sumos be PVM uz kiekvieng vélavimo
diena.

9.2. Tiekéjui taikomos
netesybos

9.2.1. Jeigu Tiekéjas véluoja suteikti Paslaugas arba nevykdo kity
sutartiniy jsipareigojimy, Pirkéjas nuo kitos nei nustatytas terminas
dienos Tiekéjui skaiciuoja 0,02 (dvi Simtosios) procento dydZio
delspinigius uz kiekvieng uzdelsta dieng nuo laiku nesuteikty Paslaugy ar
kity sutartiniy jsipareigojimy nevykdymo kainos be PVM.

9.2.2. Tiekéjui per Pirkéjo nustatytg terming nepasalinus nustatyty
Paslaugy kokybeés trukumy, Tiekéjas Pirkéjui pareikalavus, moka Pirkéjui
0,02 (dvi Simtosios) procento dydzio delspinigius nuo Paslaugy kainos be
PVM uz kiekvieng uzdelstg dieng bei atlygina Pirkéjo dél to patirtus
nuostolius tiek, kiek jy nepadengia delspinigiai. Pirkéjui pareiskus
jskaitomi j nuostoliy atlyginima.

9.2.3. Tiekéjui per Pirkéjo nustatytg terming nepasalinus nustatyty
Paslaugy kokybés trikumuy, Pirkéjas turi teise savo pasirinkimu pasalinti
trakumus 1) savo jégomis arba 2) pasitelkdamas treliuosius asmenis, o
Tiekéjas tokiu atveju apmoka Pirkéjo patirtas trikumy Salinimo iSlaidas
bei, Pirkéjui pareikalavus, sumoka Pirkéjui 20 (dvidesimt) procenty
Paslaugy, kurioms nustatyti trikumai, vertés dydzio bauda.

9.2.4. Tiekéjas, nepagrjstai nutraukes Sutartj, moka Pirkéjui 5 (penkiy)
procenty dydZio bauda, skai¢iuojamg nuo Pradinés Sutarties vertés be
PVM, ir atlygina nuostolius, susijusius su Sutarties nutraukimu ir kito
tiekéjo samdymu pagal Sutartj nesuteiktoms ar nepilnai suteiktoms
Paslaugoms suteikti. Pirkéjui pareiskus reikalavimg atlyginti patirtus
nuostolius, baudos suma jskaitoma j nuostoliy atlyginima.

9.2.5. Tiekéjas privalo sumokéti Pirkéjui netesybas per 5 (penkias)
kalendorines dienas nuo Pirkéjo pareikalavimo, jeigu netesyby suma néra
iSskaitoma is Tiekéjui mokétinos sumos.

9.3. Tiekéjui taikoma bauda
nutraukus Sutartj dél esminio
Sutarties pazeidimo ar
nepagrjstai nutraukus
Sutarties vykdyma ne
Sutartyje nustatyta tvarka

9.3.1. Nutraukus Sutartj dél esminio Sutarties pazeidimo, nustatyto
Sutarties Specialiosiose sglygose, mokama 5 procenty dydZzio bauda nuo
Pradinés Sutarties vertés be PVM, nurodytos Specialiyjy salygy 5.2
punkte ir atlyginami Pirkéjo dél to patirti nuostoliai, susije su Sutarties
nutraukimu ir kito tiekéjo samdymu pagal Sutartj nesuteiktoms ar
nepilnai suteiktoms Paslaugoms suteikti. Pirkéjui pareisSkus reikalavima




atlyginti patirtus nuostolius, baudos suma

atlyginima.

jskaitoma nuostoliy

i

9.4. Tiekéjui taikoma bauda
dél esamy subtiekéjy ar
specialisty pakeitimo / naujy
subtiekéjy pasitelkimo
nesilaikant Bendrosiose
salygose nurodytos
subtiekéjy ir (ar) specialisty
keitimo tvarkos

500 (penki Simtai) Eur uz kiekvieng pazeidimo atvejj.

9.5. Tiekéjui taikomos baudos
dél aplinkosauginiy ir (arba)
socialiniy kriterijy
nesilaikymo

Netaikoma

9.6. Tiekéjui taikoma bauda
dél konfidencialumo
reikalavimy nesilaikymo

3000 (trys tikstandiai) Eur uz kiekvieng pazeidimo atvejj ir atlygina dél to
Pirkéjo patirtus ar atsiradusius tiesioginius nuostolius, kiek jy nepadengia
bauda.

9.7. Tiekéjui taikomos
netesybos dél pirkimo
dokumentuose nustatyty
kokybiniy kriterijy
nepasiekimo Sutarties
vykdymo metu

Netaikoma

9.8. Tiekéjui taikomos
netesybos dél Sutarties
jvykdymo uztikrinimo
nepratesimo

Netaikoma

9.9. Tiekéjui taikoma bauda
dél Pirkéjo simboliy,
pavadinimo ir Zenklo
reklamoje ar rinkodaroje
naudojimo reikalavimy
nesilaikymo bei draudimo
naudotis Pirkéjo sukurtais
intelektiniais veiklos
rezultatais nesilaikymo

Uz kiekvieng tokj pazeidimg Tiekéjui taikoma 10 000 Eur bauda, o jei
rezultatas buvo atskleistas viedai — 20 000 Eur bauda, neapribojant
Pirkéjo teisés reikalauti didesnés zalos atlyginimo.

10. ESMINES SUTARTIES SALYGOS

10.1. Esminés Sutarties
salygos

éalys susitaria, kad:

10.1.1 interesy konflikto nebuvimo susitarimo laikymasis yra esminé
Sutarties salyga.

10.1.2. Paslaugy teikimo terminy laikymasis yra esminé Sutarties salyga.
10.1.3. Pirkéjo pavadinimo, prekiy Zenkly ir (ar) intelektinés veiklos
rezultaty naudojimo be iSankstinio rasytinio Pirkéjo sutikimo draudimo
laikymasis yra esminé Sutarties salyga.

10.1.4. konfidencialios informacijos apsaugos pareigos laikymasis.

1. SUTARTIES GALIOJIMAS IR KEITIMAS

11.1. Sutarties sudarymas ir
jsigaliojimas

Si Sutartis laikoma sudaryta ir jsigalioja nuo Sutarties pasiraSymo dienos
(antrosios Salies pasirasymo dieng).




Sutartis galioja iki visisko prievoliy jvykdymo (kol bus iSnaudota Pradinés
Sutarties verté, bet jos terminas negali bati ilgesnis kaip 37 (trisdedimt
septyni) ménesiai, jskaitant apmokéjimo uz Paslaugas laikotarpj.

11.2. Sutarties galiojimo
termino pratesimas

Netaikoma

12. SUTARTIES NUTRAUKIMAS

12.1. Sutarties nutraukimo
pagrindai

12.1.1. Sutartis gali bati nutraukiama rasytiniu éaliq susitarimu arba
vienasaliskai, Bendrosiose salygose nustatyta tvarka r Siais
Specialiosiose sglygose nurodytais atvejais ir nustatyta tvarka.

12.1.2. Pirkéjas, vadovaudamasis Lietuvos Respublikos civilinio kodekso
(toliau — CK) 6.721 straipsniu, turi teise bet kada vienasaliskai nutraukti
Sutartj, rastu jspédamas Tiekéja pries 30 (trisdesimt) kalendoriniy dienuy.
Siuo atveju Pirkéjas privalo sumokéti Tiekéjui kainos dalj, proporcinga
tinkamai suteiktoms Paslaugoms, ir atlyginti kitas protingas islaidas,
kurias Tiekéjas, norédamas jvykdyti Sutartj, patyré iki pranesimo apie
Sutarties nutraukima gavimo i$ Pirkéjo momento.

12.1.3. Tiekéjas, vadovaudamasis CK 6.721 straipsniu, turi teise nutraukti
Sutartj vienasaliskai tik dél svarbiy priezasciy (Pirkéjas nuolat reikalauja
Paslaugy, kurios neatitinka Sutarties apimties ar atsisako
bendradarbiauti taip, kad Tiekéjas objektyviai negali suteikti Paslaugy
kokybiskai ar laiku; Pirkéjas reikalauja veiksmy, kurie gali priestarauti
profesinés etikos reikalavimams), rastu jspédamas kitg Sutarties éalj
pries 30 (trisdedimt) kalendoriniy dieny. Tokiu atveju Tiekéjas privalo
visigkai atlyginti Pirkéjo patirtus nuostolius.

12.2. Esminiai Sutarties
pazeidimai

12.2.1. jeigu Tiekéjas nesilaiko Uzsakyme nustatyty Paslaugy teikimo
terminy 2 (du) kartus i$ eilés arba véluoja suteikti Paslaugas daugiau nei
10 (dedimt) dieny nuo Uzsakyme nustatyto Paslaugy suteikimo termino;
12.2.2. Tiekéjas pazeidzia Sios Sutarties nuostatas, reglamentuojancias
interesy konflikto nebuvima ir konfidencialios informacijos valdyma;
12.2.3. Tiekéjas pazeidzia Bendryjy salygy nuostatas dél Sutarties
vykdymui pasitelkiamy naujy subtiekéjy ir (ar) specialisty / esamy
subtiekéjy ir (ar) specialisty keitimo;

12.2.4. jeigu Tiekéjas nevykdo Uzsakymo, susijusio su institucijos
nustatytu privalomu terminu, ir dél to kyla grésmé praleisti terming, arba
jis faktiskai praleidZziamas, tai laikoma esminiu Sutarties pazeidimu
nepriklausomai nuo vélavimo trukmeés;

12.2.7. Tiekéjas antra kartg per bet kurj 12 (dvylikos) ménesiy laikotarpj
pazeidzia kilmés reikalavimus, nustatytus Sutarties 14.2.1. punkte. Tokiu
atveju Pirkéjas vienasaliskai nutraukia Sutartj be iSankstinio jspéjimo ar
papildomo termino.

12.2.10. Sutarties vykdymas su nuolatiniais trukumais. Nuolatiniais
trikumais laikomas sisteminis Sutarties vykdymas neatitinkant
profesiniy, kokybiniy ar organizaciniy reikalavimy, kuris pazeidzia Pirkéjo
teisétus lukescius dél Paslaugy kokybés ar paslaugy teikimo tvarkos.
Nuolatiniais trikumais, suteikiandiais Pirkéjui teise vienasaligkai nutraukti
Sutartj, laikoma, jeigu per bet kurj 12 (dvylikos) ménesiy laikotarpj
pasireiskia bent 5 (penki) i$ zemiau nurodyty atvejy: 1) nekokybisky




paslaugy teikimas (pvz.,, dokumentuose nuolat kartojasi teisés akty
netikslumai, formos klaidos, priestaringi argumentai, net jei kiekvieng
karta Tiekéjas trikumus iStaiso); 2) trikumy nepasalinimas per
nustatytus terminus (pvz., Tiekéjas nuolat véluoja, taiso pavirsutiniskai,
dél to kencia Pirkéjo veiklos testinumas ar terminai); 3) nepagrjstas
terminy praleidimas (pvz., nuolatiniai vélavimai, kai Tiekéjas neteikia
Paslaugy laiku, nurodytu Uzsakymuose, arba véluoja pateikti rezultatg be
objektyviy  priezas¢iy); 4) neuztikrinamas  bendradarbiavimas,
komunikacijos kokybé (pvz., neatsako j uzklausas, nepatvirtina UZzsakymy
laiku, paslaugos teikiamos be derinimo ar kontaktiniy asmeny). Auksciau
nurodyti atvejai fiksuojami Pirkéjo rasSytiniais (jskaitant el. pastu)
jspéjimais ar pastabomis, pateiktais Tiekéjui. Nustadius, kad minéti
trikumai pasireiskia ne maziau kaip 5 kartus per 12 ménesiy, tai laikoma
esminiu Sutarties pazeidimu, kurio pagrindu Pirkéjas vienasaliskai
nutraukia Sutartj be papildomo jspé&jimo.

12.2.11. Pazeidimas kilmés reikalavimy, nustatyty Sioje Sutartyje ir
Viedyjy pirkimy jstatymo 91 straipsnyje, laikomas esminiu Sutarties
pazeidimu, jei Tiekéjas Siuos reikalavimus paZeidzia du kartus per visg
galima Sutarties laikotarpj (37 mén.). Pazeidimu laikomas tiek tikroveés
neatitinkan¢ios informacijos apie Paslaugy ar specialisty kilme
pateikimas Pirkimo metu, tiek faktinis Paslaugy vykdymas pasitelkiant
subjektus ar specialistus, jsteigtus ar veikiancius valstybése, kurios
nepriklauso Europos Sajungai, Europos ekonominei erdvei ar Pasaulio
prekybos organizacijos (GPA) susitarimo Salims, kai tai neatitinka VP] 91
straipsnio reikalavimy ar taikytiny isimdiy;

12.2.13. yra kitos aplinkybés, numatytos Lietuvos Respublikos civilinio
kodekso 6.217 straipsnyje.

13. APLINKOS APSAUGOS IR SOCIALINIAI KRITERIAI

13.1. Su perkamomis Netaikoma
paslaugomis susije aplinkos

apsaugos kriterijai

13.2. Su perkamomis Netaikoma

Paslaugomis susije socialiniai
kriterijai

14. BENDRUJY SALYGUY PAKEITIMAI IR PAPILDYMAI

14.1.

Bendrosiose saglygose nurodytos alternatyvios nuostatos (su prierasu ,jei
taikoma" ir pan.) taikomos tik tokiu atveju, jeigu jos konkreciai aprasomos
Specialiosiose salygose arba prieduose.

14.1.1. Bendrosios salygos papildomos 13.6, 13.7 punktais, kurie
iSdéstomi taip:

,13.6. Salys susitaria neatskleisti konfidencialios informacijos jokiai
tre¢iajai %aliai be igankstinio radtitko ja pateikusios Salies sutikimo,
iSskyrus informacijos naudojima tarp Pirkéjo, jo akcininko ir Grupés
jmoniy, taip pat nenaudoti konfidencialios informacijos asmeniniams ar
treciyjy Saliy poreikiams, iSskyrus atvejus, kai tokia informacija turi bati
pateikiama Lietuvos Respublikos teisés akty nustatytais atvejais.




13.7. Salys taip pat susitaria, kad Pirkéjas be i$ankstinio rasti¢ko Tiekéjo
sutikimo turés teise atskleisti Sutarties pagrindu iS Tiekéjo gauta
Paslaugy rezultatg savo nuoziira.”

14.1.2. Bendryjy salygy 25.2 punktas pakeic¢iamas ir iSdéstomas taip:
,25.2. Jeigu Salys neisprend¥ia ginéo deryby badu per 30 (trisdedimt)
kalendoriniy dieny, tuomet toks gincas, nesutarimas ar reikalavimas,
kylantis i$ Sios Sutarties arba susijes su ja ar jos paZeidimu, nutraukimu
arba negaliojimu, yra galutinai sprendzZiamas Lietuvos Respublikos
teismuose Lietuvos Respublikos jstatymuose nustatyta tvarka.”

14.1.3. Bendryjy salygy 6.2.2 - 6.2.9, 6.3.2 - 6.3.11, 7.2.3-7.2.4 punktai
yra netaikomi.

14.2. Kitos Sutarties
nuostatos

14.2.1Tiekéjas pareiskia ir garantuoja, kad laikysis VieSyjy pirkimy
jstatymo 91 straipsnio reikalavimy dél paslaugy, jy dalies ir paslaugas
teikiandiy subjekty kilmés.

14.2.2. Si Sutartis yra sudaryta lietuviy ir angly kalbomis. Esant
neatitikimams tarp Sutarties teksty, pirmenybe turi Sutarties tekstas
lietuviy kalba.

15. SUTARTIES PRIEDAI

15.1. Priedas Nr. 1

Techniné specifikacija

15.2. Priedas Nr. 2

Tiekéjo pasiulymas

15.3. Priedas Nr. 3

Sutarties vykdymui pasitelkiami subtiekéjy ir (ar) specialisty sarasas

16. SALIY ATSTOVU PARASAI

PIRKEJAS

TIEKEJAS

(parasas)

(parasas)




PASLAUGUY PIRKIMO-PARDAVIMO SUTARTIES BENDROSIOS SALYGOS
1. PAGRINDINES SAVOKOS IR SUTARTIES AISKINIMAS
1.1. Savokos

1.1.1. Sioje Sutartyje did¥igja raide ra8omos savokos turi ias nurodytas reikémes:

1.1.1.1. Bendrosios salygos — Sutarties dalis, kuri vadinasi ,Paslaugy pirkimo—pardavimo sutarties
Bendrosios sglygos®;

1.1.1.2. Pirkéjas —asmuo, kuris Specialiosiose salygose yra jvardytas kaip Pirkéjas, jsigyjantis Specialiosiose
salygose ir Sutarties prieduose nurodytas Paslaugas;

1.1.1.3. Pradinés sutarties verté — Specialiosiose sglygose nurodyta verté be pridétinés vertés mokescio
(toliau — PVM);

1.1.1.4. Paslaugos — Specialiosiose salygose ir Sutarties prieduose nurodytos paslaugos. Sutartyje vartojama
sgvoka ,Paslaugos” apima visas su Paslaugy teikimu susijusias veiklas, jskaitant, bet neapsiribojant Paslaugy
teikima, jy rezultaty perdavima, trikumy Salinima, prekiy tiekima bei su Paslaugomis susijusiy dokumenty
pateikima (instrukcijos, sertifikatai ir pan.), jei tai numatyta Sutartyje ar butina, siekiant sukurti ir perduoti
Paslaugy rezultatg Pirkéjui;

1.1.1.5. Paslaugy perdavimo—priémimo aktas — dokumentas, kuriuo Tiekéjas perduoda, o Pirkéjas priima
Paslaugas ir (ar) Paslaugy rezultata ir kuriuo Salys patvirtina, kad suteiktos Paslaugos atitinka nustatytus
reikalavimus. Jeigu Sutartyje yra numatytas Paslaugy teikimas etapais ar periodais, Paslaugy perdavimo-—
priémimo aktas gali buti sudaromas dél kiekvieno etapo ar periodo atskirai;

1.1.1.6. Paslaugy trukumai — Paslaugy perdavimo—priémimo metu, bet kuriuo kitu Sutarties galiojimo metu
ar Paslaugy garantinio termino galiojimo metu Pirkéjo ar (ir) treciyjy asmeny nustatyti Paslaugy teikimo ar
rezultato kokybés neatitikimai Sutarties ar (ir) jstatymy bei kity teisés akty reikalavimams, paslépti defektai,
veiklos sutrikimai ar pan., dél kuriy Paslaugy rezultato nebuty galima naudoti tam tikslui, kuriam Pirkéjas jas
(Paslaugas) ketino naudoti arba dél kuriy Paslaugy naudingumas sumazéty taip, kad Pirkéjas, apie tuos
trikumus zinodamas, arba apskritai nebity ty Paslaugy pirkes, arba nebity uz Paslaugas mokéjes tokio
dydzio kainos;

1.1.1.7. Saskaita — Tiekéjo iSraSoma ir Pirkéjui apmokéjimui pateikiama sagskaita faktira, PVM saskaita
faktira ar kitas mokéjimo dokumentas uz Tiekéjo tinkamai suteiktas bei Pirkéjo priimtas Paslaugas. Jeigu
Sutartyje yra numatytas Paslaugy teikimas etapais ar periodais, Sgskaita gali buti pateikiama dél kiekvieno
etapo ar periodo atskirai;

1.1.1.8. Specialiosios sglygos — Sutarties dalis, kuri vadinasi ,Paslaugy pirkimo-pardavimo sutarties
Specialiosios sglygos” ir kurioje yra nurodytos pirkimo objekto jsigijimg aptariancios salygos (tokios kaip
Pradinés sutarties verté, Paslaugy teikimo terminai ir pan.) bei kiti konkretls duomenys (tokie kaip Salys,
Paslaugos ir pan.), iSvardyti priedai, taip pat nurodyti Bendryjy salygy pakeitimai ir papildymai (jeigu tokie
padaryti);

1.1.1.9. Susitarimas — tai dokumentas, kurj Salys sudaro keisdamos Sutarties salygas VP] leidZiama
apimtimi;

1.1.1.10. Sutarties kaina — pagal Sutartj Tiekéjui mokétina suma, jskaitant visus privalomus mokescius ir
islaidas;

1.1.1.11. Sutarties salygos — Bendrosios salygos ir Specialiosios salygos kartu;

1.1.1.12. Sutartis — Paslaugy pirkimo—pardavimo sutartis, kurig sudaro Sutarties sglygos, Specialiosiose



salygose isvardyti priedai ir Susitarimai;

1.1.1.13. Salis — Pirkéjas arba Tiekejas, kiekvienas atskirai, priklausomai nuo konteksto;

1.1.1.14. Salys — Pirkéjas ir Tiekéjas kartu;

1.1.1.15. Tiekéjas—asmuo, kuris Specialiosiose sglygose yra jvardytas kaip Tiekéjas, teikiantis Specialiosiose
salygose nurodytas Paslaugas;

1.1.1.16. Uzsakymas — Pirkéjo Tiekéjui rastu (tekstiniu pranesimu, elektroniniu pastu, per Pirkéjo nurodyta
informacine sistema ar kt.) teikiamas uzsakymas dél Paslaugy teikimo. UZsakymas siun¢iamas Specialiosiose
salygose nurodytais bidais ir kontaktais ir laikomas tinkamai iSsiystas ir gautas Specialiosiose salygose
nustatyta tvarka;

1.1.1.17. VP] - Lietuvos Respublikos viesyjy pirkimy jstatymas.

1.1.1.18. Kity Sutartyje didzigja raide ra8omy sgvoky reikSmés yra nurodytos Sutarties tekste.

1.1.2. Sutartyje neapibréztos sgvokos suprantamos ir aiSkinamos taip, kaip jas apibrézia VP] ir kiti jstatymai
bei teisés aktai, galiojantys Sutarties sudarymo ir vykdymo metu.

1.1.3. Kitos Sutartyje vartojamos sgvokos ir terminai turi bendrine reikSme arba artimiausig Sutarties

pobldziui specialigjg reiksme, jei Sutartyje néra nustatyta ir paaiskinta kitokia jy reikSmé.
1.2. Sutarties aiskinimas

1.2.1. Sutartis yra sudaryta ir turi bati aiskinama pagal Lietuvos Respublikos teisés aktus.

1.2.2. Jei Bendrosios salygos ir (ar) Specialiosios salygos priestarauja VP) ir kity teisés akty reikalavimams,
taikomos VP] ir kity teisés akty nuostatos.

1.2.3. Diena Sutartyje reiskia kalendorine diena.

1.2.4. Darbo diena Sutartyje reisSkia bet kurig dieng, iSskyrus Sestadienj, sekmadienj ir Svendiy dienas
Lietuvoje, nurodytas Lietuvos Respublikos darbo kodekse.

1.2.5. Terminai pagal Sutartj yra skaifiuojami metais, ménesiais, savaitémis, darbo dienomis, kalendorinémis
dienomis, valandomis ir minutémis.

1.2.6. Kvalifikacija, rémimasis kity tkio subjekty pajégumais, Paslaugy apimtis, perzidra suprantami taip, kaip
nustatyta VP) bei jj jgyvendinandiuose teisés aktuose.

1.2.7. Jeigu Paslaugy perdavimo—priemimo akto, kaip atskiro dokumento, reikalauti neprivaloma, Salys
susitaria, ir tai aiSkiai nurodo Specialiosiose sglygose, Paslaugy perdavimo—priémimo aktu laikoma Saskaita.
Tais atvejais, kai iSraSoma Saskaita ir Paslaugy perdavimo-priémimo aktas nepasiraSomas, Sutarties
nuostatos dél Paslaugy perdavimo—priémimo akto iSrasymo taikomos ir Sgskaitos israsymui.

1.2.8. Informuoti, pranesti, jspéti arba atsakyti reiskia pateikti informacija, pranesima, jspé&jima arba atsakyma
Bendrosiose ir (ar) Specialiosiose salygose nustatyta tvarka.

1.2.9. Patvirtinti reiSkia pateikti patvirtinimg rastu arba pasirasyti dokumentg be isSlygy ar su islygomis,
iSskyrus atvejus, kai asmuo, pasiraSydamas dokumenta, nurodo, jog atsisako jj patvirtinti.

1.2.10. Jeigu Sutartyje nenurodyta kitaip, zodziai, vartojami vienaskaitos forma, taip pat reiskia ir daugiskaitg
ir atvirksciai, vienos giminés zodziai apima ir kitos giminés atitinkamus zodZius, Zodis asmuo reiskia tiek
fizinius, tiek ir juridinius asmenis.

1.2.11. Jeigu Sutartyje nurodyta reikSmé skailiais ir Zodziais skiriasi, vadovaujamasi ZodZiais nurodyta
reiksme.

1.2.12. Jei pateikiamos nuorodos j teisés aktus, turi buti taikomos aktualios teisés akty redakcijos, jeigu

nenurodyta kitaip.



1.3. Dokumenty virsenybé

1.3.1. Sutartj sudarantys dokumentai turi buti suprantami kaip papildantys vienas kita. Bet kokio Sutarties
dokumenty salygy neatitikimo ar neaiSkumo atveju, toks neatitikimas ar neaiSkumas pasalinamas
dokumentus aiskinant tokia eilés tvarka:

1.3.1.1. Techniné specifikacija;

1.3.1.2. Specialiosios salygos;

1.3.1.3. Bendrosios salygos;

1.3.1.4. Pirkimo dokumentai (iSskyrus technine specifikacija);

1.3.1.5. Pasiulymas;

1.3.1.6. Kiti Specialiosiose salygose i$vardinti priedai.

1.3.2. Tuo atveju, kai éaliq Susitarimu yra kei¢iamos Sutarties salygos, naujai sutartos Sutarties sglygos turi
virSenybe prie$ pakeistgsias.

1.3.3. Jeigu Salys sudaro Susitarima dél Sutarties salygy arba priedo papildymo nauja salyga, neatitikimo ar
neaiSkumo atveju tokia sglyga turi virSenybe atitinkamai kity Sutarties sglygy arba kity to priedo salygy
atzvilgiu.

1.3.4. Jeigu Salys susitaria dél naujo priedo, Salys turi sutarti dél naujojo priedo jtraukimo j priedy sarasa
vietos ir jo reikSmés aiSkinant Sutartj. Jeigu naujas priedas yra jterpiamas | priedy sarasa, jam turi bati
suteikiamas eilés numeris su virdutiniu indeksu, atsizvelgiant j priedy eiliSkuma ir svarbg (pavyzdZiui, priedas
Nr. 41),

2. SUTARTIES DALYKAS

2.1. Tiekéjas jsipareigoja Sutartyje nustatytomis sglygomis ir tvarka suteikti Pirkéjui Paslaugas, atitinkancias
Sutartyje nustatytus reikalavimus, o Pirkéjas jsipareigoja priimti Sutarties sglygas atitinkandias ir tinkamai
suteiktas Paslaugas bei sumokeéti Tiekéjui Sutartyje nurodyta kaing Sutartyje nustatytomis salygomis ir
tvarka.

2.2. Salys, vykdydamos Sutartj, jsipareigoja laikytis visy Sutarties vykdymui taikytiny jstatymy bei kity teisés
akty reikalavimuy. Salis turi teise reikalauti, kad kita Salis jvykdyty visus jstatymy bei kity teisés akty
reikalavimus, taikomus Sutarties vykdymui. Né viena i$ Sutarties sglygy nereigkia ir negali bGti aiskinama kaip
Pirkéjo atsisakymas jstatymuose bei kituose teisés aktuose numatyty ir Sutartimi neaptarty Pirkéjo kity teisiy
ir garantijy, susijusiy su netinkamu Paslaugy teikimu ar jy kokybe, arba kaip Tiekéjo atsisakymas jstatymuose
bei kituose teisés aktuose numatyty ir Sutartimi neaptarty Tiekéjo kity teisiy ir garantijy dél atlyginimo uz
suteiktas Paslaugas gavimo.

2.3. Tiekéjas privalo uztikrinti, kad Paslaugos atitikty techninés specifikacijos reikalavimus ir Tiekéjo
pasiilymo salygas, bty kokybiskos, teikiamos tinkamai ir laiku, laikantis Sutarties salygy taip, kad tai
labiausiai atitikty Pirkéjo interesus, pagal geriausius visuotinai pripazjstamus profesinius, techninius
standartus ir praktikg, panaudodamas visus reikiamus jgudzius ir zinias.

3. TIEKEJAS IR KITI SUTARTIES VYKDYMUI PASITELKIAMI ASMENYS
3.1. Kvalifikacija ir kiti Tiekéjo pasiulymu prisiimti jsipareigojimai

3.1.1. Tiekéjas atsako uz tai, kad visg Sutarties vykdymo laikotarpj Tiekéjas baty kompetentingas, patikimas



ir pajégus (jskaitant Ukio subjekty, kuriy pajégumais remiasi Tiekéjas, pajégumus) jvykdyti Sutarties
reikalavimus:

3.1.1.1. turéty teise verstis ta veikla, kuri yra reikalinga Sutardiai jvykdyti. Pirkéjui pareikalavus, Tiekéjas turi
pateikti dokumentus, jrodancius, kad Sutartj vykdo tik tokia teise turintys asmenys;

3.1.1.2. atitikty tiekéjy kvalifikacijai pirkimo dokumentuose nustatytus reikalavimus bei neturéty pirkimo
dokumentuose nustatyty pasalinimo pagrindy;

3.1.1.3. laikytysi Tiekéjo pasiulyme nurodyty jsipareigojimy, jskaitant, bet neapsiribojant — atitikty pirkimo
dokumentuose nustatytus kokybiniy, aplinkosaugos ir (arba) socialiniy kriterijy (toliau — kokybiniai kriterijai)
reikSmes ir parametrus. Siame papunktyje nurodyty jsipareigojimy laikymosi tikrinimo tvarka nustatoma
Specialiosiose salygose;

3.1.1.4. uztikrinty nustatyty kokybés vadybos sistemos ir (arba) aplinkos apsaugos vadybos sistemos
standarty taikyma, jeigu to reikalaujama pirkimo dokumentuose, ir turéty tg patvirtinancius dokumentus;
3.1.1.5. atitikty nacionalinio saugumo interesus bei nebuty registruotas (nuolat gyvenantis ar turintis
pilietybe) nepatikimomis laikomose valstybése ar teritorijose, jei tokie reikalavimai buvo numatyti pirkimo
dokumentuose.

3.1.2. Tuo atveju, kai Tiekéjas yra jungtinés veiklos sutarties pagrindu veikianti tiekéjy grupé, jos nariai Pirkéjui
uz Sutarties vykdyma atsako solidariai. Jeigu Tiekéjas remiasi Gkio subjekty pajégumais, siekdamas atitikti
finansinio ir ekonominio pajégumo reikalavimus, Tiekéjas su tokiais Ukio subjektais uz Sutarties vykdyma
atsako solidariai (jeigu to buvo reikalaujama pirkimo dokumentuose).

3.1.3. Tiekéjas taip pat atsako uz tai, kad Tiekéjas, Sutartj tiesiogiai vykdantys subtiekéjai ir specialistai atitikty
jiems jstatymy bei kity teisés akty ir (arba) pirkimo dokumentuose nustatytus profesinés kvalifikacijos ir kitus

reikalavimus bei turéty teise verstis ta veikla, kuriai jie pasitelkiami.
3.2. Subtiekéjy bei specialisty pasitelkimas ir keitimas

3.2.1. Tiekéjas jsipareigoja uztikrinti, kad Sutartj vykdys pirkime pasitlyti ir kvalifikacijos bei kitus pirkimo
dokumentuose nustatytus reikalavimus atitinkantys subtiekéjai ir (ar) specialistai. éiq asmeny veiksmai
vykdant Sutartj Tiekéjui sukelia tokias pacias pasekmes ir atsakomybe, kaip jo paties veiksmai. Tiekéjas atsako
uz savo subtiekéjy ir specialisty veiksmus ar neveikima.

3.2.2. Sutarties vykdymui pasitelkiami subtiekéjai ir (ar) specialistai (jeigu tokie pasitelkiami) nurodomi
Specialiosiose sglygose.

3.2.3. Tiekéjas gali keisti ir (ar) pasitelkti Sutartyje nurodytus subtiekéjus ir (ar) specialistus Siame Sutarties
poskyryje nustatytais atvejais ir tvarka.

3.2.4. Naujas subtiekéjas ar specialistas gali pradéti vykdyti jiems Tiekéjo pavestus jsipareigojimus pagal
Sutartj ne anksciau, nei bus pasirasytas Susitarimas.

3.2.5. Jei Tiekéjas pasitelkia naujg subtiekéjg arba pakeicia esama subtiekéjg ir (ar) specialistg, negaves Pirkéjo
rastiSko sutikimo, arba sutartinius jsipareigojimus pagal Sutartj vykdo subtiekéjai ir (ar) specialistai,
neatitinkantys pirkimo dokumentuose nustatyty kvalifikacijos reikalavimy, kokybés vadybos sistemos ir (arba)
aplinkos apsaugos vadybos sistemos standarty reikalavimy, reikalavimy dél pasalinimo pagrindy nebuvimo,
atitikties nacionalinio saugumo interesams bei reikalavimams nebiti registruotu (nuolat gyvenanciu ar
turiniu pilietybe) nepatikimomis laikomose valstybése ar teritorijose (jei taikoma) ir Tiekéjo pasialyme
nurodyty salygy pirkimo dokumentuose nustatytiems kokybiniams kriterijams pagrijsti (jei taikoma), Tiekéjui
taikoma Specialiosiose sglygose nustatyto dydzio bauda.

3.2.6. Tiekéjas turi teise Sutarties vykdymui pasitelkti naujus, Specialiosiose salygose nenurodytus



subtiekéjus, kuriy pajégumais Tiekéjas nesireme pirkimo dokumentuose numatytiems kvalifikacijos
reikalavimams pagrijsti.

3.2.7. Sudarius Sutartj, tadiau ne véliau negu Sutartis pradedama vykdyti, Tiekéjas jsipareigoja Pirkéjui
pranesti tuo metu Zinomy subtiekéjy, kuriy pajégumais Tiekéjas nesireémé pirkimo dokumentuose
numatytiems kvalifikacijos reikalavimams pagrjsti, pavadinimus, juridinio asmens koda, kontaktinius
duomenis, jy atstovus.

3.2.8. Tiekéjas, bet kuriuo Sutarties vykdymo metu, subtiekéjus, kuriy pajégumais Tiekéjas nesirémé pirkimo
dokumentuose numatytiems kvalifikacijos reikalavimams pagrijsti, gali keisti savo nuoZilra.

3.2.9. Tiekéjas, bet kuriuo Sutarties vykdymo metu, ne véliau nei pries 5 (penkias) darbo dienas iki numatomo
naujo subtiekéjo, kurio pajegumais Tiekéjas nesireme pirkimo dokumentuose numatytiems kvalifikacijos
reikalavimams pagrijsti, pasitelkimo ir (arba) keitimo apie tai privalo informuoti Pirkéja. Pirkéjas (jeigu buvo
taikoma pirkimo dokumentuose) turi patikrinti, ar néra subtiekéjo pasalinimo pagrindy ir subtiekéjo atitiktj
nacionalinio saugumo interesams ir reikalavimams nebti registruotu (nuolat gyvenanciu ar turindiu pilietybe)
nepatikimomis laikomose valstybése ar teritorijose. Jeigu subtiekéjo padétis neatitinka bent vieno i$ nurodyty
reikalavimy, Pirkéjas reikalauja pakeisti §j subtiekéjg reikalavimus atitinkanciu subtiekéju. Pirkéjas per 5
(penkias) darbo dienas rastu informuoja Tiekéja apie sutikima pasitelkti ir (ar) keisti naujg subtiekéja, kurio
pajégumais Tiekéjas nesiremé pirkimo dokumentuose numatytiems kvalifikacijos reikalavimams pagrjsti.
Pirkejui sutikus, éalys pasiraso Susitarima, kuris laikomas neatsiejama Sutarties dalimi.

3.2.10. Subtiekéjai, kuriy pajégumais Tiekéjas remesi, kad atitikty pirkimo dokumentuose nustatytus
kvalifikacijos reikalavimus, gali bati keic¢iami tik Siais atvejais:

3.2.10.1. kai subtiekéjui iSkelta bankroto byla, pradétas bankroto procesas ne teismo tvarka, jis tampa
nemokus arba yra nemokumo tikimybeé, sustabdo ukine veikla ar kai jstatymuose ir kituose teisés aktuose
nustatyta tvarka susidaro analogiska situacija;

3.2.10.2. kai subtiekéjas dél objektyviy priezasciy (pavyzdziui, subtiekéjui atsisakius dalyvauti Sutarties
vykdyme, nutrukus teisiniams santykiams su Tiekéju ir pan.) nebegali vykdyti visy ar dalies Sutartyje
numatyty jsipareigojimuy;

3.2.10.3. Tiekéjas ar subtiekéjas privalo pakeisti subtiekéja, jei paaiskéja, kad jis neatitinka jam pirkimo
dokumentuose keliamy reikalavimy.

3.2.11. Tiekéjo (ar subtiekéjy) specialistai, vykdantys Sutartj, gali bati kei¢iami Siais atvejais:

3.2.11.1. Tiekéjo iniciatyva dél objektyviy priezasdiy (pavyzdZziui, atostogy, ligos, nutrikus darbo santykiams
ir pan.), pateikus duomenis apie numatoma naujai skirti specialistg bei jo kvalifikacijg ir atitiktj kitiems pirkimo
dokumentuose keliamiems reikalavimams patvirtinanc¢ius dokumentus;

3.2.11.2. Pirkéjo iniciatyva, jei Pirkéjas turi pagrjsty jtarimy, kad Tiekéjo Sutarties vykdymui paskirtas
specialistas nekompetentingas vykdyti nustatytas pareigas;

3.2.11.3. Tiekéjas ar subtiekéjas privalo pakeisti specialista, jei paaiskéja, kad jis neatitinka jam pirkimo
dokumentuose keliamy reikalavimy.

3.2.12. Naujas specialistas ir (ar) subtiekéjas, Tiekéjo prasymo pakeisti specialistg ir (ar) subtiekéjg pateikimo
metu turi atitikti pirkimo dokumentuose specialistui ir (ar) subtiekéjui keliamus reikalavimus.

3.2.13. Tiekéjas privalo ne véliau nei pries 5 (penkias) darbo dienas iki numatomo subtiekéjo, kurio pajégumais
Tiekéjas rémesi, kad atitikty pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus, ir (ar) specialisto
keitimo pateikti Pirkéjui siuos dokumentus:

3.2.13.1. argumentuotg rasytinj prasyma pakeisti subtiekéja ir (ar) specialista, paaiskinant keitimo aplinkybe.
Pirkéjas pasilieka teise paprasyti jrodymy, pagrindzianciy keitimo aplinkybe;

3.2.13.2. naujo subtiekéjo ir (ar) specialisto kvalifikacija, atitiktj reikalaujamiems kokybés vadybos sistemos ir



(arba) aplinkos apsaugos vadybos sistemos standartams (jei taikoma), pasalinimo pagrindy nebuvima ir
atitiktj nacionalinio saugumo interesams bei reikalavimams nebiti registruotu (nuolat gyvenandiu ar turinciu
pilietybe) nepatikimomis laikomose valstybése ar teritorijose (jei taikoma) jrodancius dokumentus pagal
Sutarties reikalavimus.

3.2.14. Pirkéjas, gaves Tiekéjo praSyma su kitais Sutartyje nurodytais dokumentais, per 5 (penkias) darbo
dienas jvertina keitimo galimybe ir rastu informuoja Tiekéja apie sutikima pakeisti subtiekéja, kurio pajégumais
Tiekéjas rémesi, kad atitikty pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus, ir (ar) specialista.

Pirkéjui sutikus, Salys pasirado Susitarima, kuris laikomas neatsiejama Sutarties dalimi.
3.3. Jungtinés veiklos partneriy keitimas

3.3.1. Tiekéjas, vykdantis Sutart] kaip tiekéjy grupé, veikianti jungtinés veiklos sutarties pagrindu, turi teise
atsisakyti jungtinés veiklos partnerio (toliau — Partneris), jei dél objektyviy ir pagrjsty aplinkybiy Partneris
nebegali vykdyti Sutarties, jskaitant, bet neapsiribojant atvejais, kai Partneris neatitinka VP] ar kity teisés akty
nuostaty, kelia grésme nacionaliniam saugumui, Partneriui pritaikytos tarptautinés sankcijos kaip jos
suprantamos Lietuvos Respublikos tarptautiniy sankcijy jstatyme (toliau — Sankcijy jstatymas), Partnerio
sunki finansiné buklé, lemianti Sutarties nevykdyma ir (ar) atsisakyma ja vykdyti ar atsirado kitos nenumatytos
objektyvios priezastys, lemiancios Partnerio pasitraukima i$ jungtinés veiklos sutarties.

3.3.2. Tiekéjas, vykdantis Sutartj kaip tiekéjy grupé, veikianti jungtinés veiklos sutarties pagrindu, turi teise
pakeisti Partnerj, jei dél reorganizavimo, restruktlrizavimo ar bankroto procedtiry, pradinio Partnerio teises ir
pareigas visiskai arba i$ dalies perima kitas Partneris. Toks Partnerio pakeitimas negali lemti kity esminiy
Sutarties pakeitimy ir taip negali bati siekiama iSvengti VP ir kity teisés akty taikymo.

3.3.3. Tiekéjas privalo ne véliau nei pries 10 (deSimt) darbo dieny iki numatomo Partnerio keitimo arba
atsisakymo pateikti Pirkéjui Siuos dokumentus:

3.3.3.1. argumentuoty radytinj prasyma pakeisti Tiekéjo sudétj ir jrodymus, pagrindZiandius bent vieng
Partnerio atsisakymo ar keitimo aplinkybe, nurodyta Sutartyje;

3.3.3.2. naujos jungtinés veiklos sutarties ar esamos jungtinés veiklos sutarties pakeitimo projekta, kuriame,
jeigu Partneris pasitraukia, turi bati nurodyta, kad pasitraukianciojo Partnerio jsipareigojimus visa apimtimi
perima pasiliekantysis Partneris ir (ar) naujai pasitelktas Partneris;

3.3.3.3. pasiliekanciojo Partnerio ar naujai pasitelkiamo Partnerio kvalifikacijg patvirtinanc¢ius dokumentus ir,
jeigu taikytina, kokybés vadybos ir (arba) aplinkos apsaugos vadybos sistemos standarty reikalavimus
jrodancius dokumentus. Visais atvejais pasiliekanciojo Partnerio ar naujai pasitelkto Partnerio kvalifikacija turi
biti ne Zzemesné nei pasitraukianciojo Partnerio (atitinkanti pirkimo dokumentuose nustatytus kvalifikacijos
reikalavimus, kuriuos atitiko pasitraukiantysis Partneris, ir atitinkanti pasitraukianciojo Partnerio pasitilyme
nurodytg specialisty kvalifikacija ir kitas salygas pirkimo dokumentuose nustatytiems kokybiniams kriterijams
pagrjsti (jei taikoma). Jei pasitelkiamas naujas Partneris, taip pat, vadovaujantis pirkimo dokumentuose
nurodytais reikalavimais, pateikiami dokumentai, pagrindziantys pasitelkiamo Partnerio pasalinimo pagrindy
nebuvima ir atitiktj nacionalinio saugumo interesams bei reikalavimams nebdti registruotu (nuolat gyvenanciu
ar turindiu pilietybe) nepatikimomis laikomose valstybése ar teritorijose (jei taikoma).

3.3.4. Pirkéjas, gaves Tiekéjo prasyma su kitais Sutartyje nurodytais dokumentais, per 10 (desimt) darbo dieny
jvertina keitimo galimybes ir rastu informuoja Tiekéjg apie sutikima arba apie nesutikimg atsisakyti ar pakeisti
Partnerj. Pirkéjui sutikus, Salys pasirao Susitarimg, kuris laikomas neatsiejama Sutarties dalimi. Pries
Susitarimo pasirasyma, Pirkéjui pateikiama naujos jungtinés veiklos sutarties ar esamos jungtinés veiklos

sutarties pakeitimo kopija arba nuorasas.



3.4. Susitarimai dél tiesioginio atsiskaitymo su subtiekéjais

3.4.1. Subtiekéjams pageidaujant, Pirkéjas su jais atsiskaitys tiesiogiai. Pirkéjas numato tiesioginio
atsiskaitymo galimybe su Sutartyje nurodytais subtiekéjais tokiomis salygomis ir tvarka:

3.4.1.1. sudarius Sutartj, Tiekéjas ne véliau negu Sutartis pradedama vykdyti, jsipareigoja Pirkéjui rastu
pateikti tuo metu zinomy subtiekéjy pavadinimus, atstovus ir jy kontaktinius duomenis. Pirkéjas taip pat
reikalauja, kad Tiekéjas informuoty apie minétos informacijos pasikeitimus visu Sutarties vykdymo metu;
3.4.1.2. Pirkéjas ne véliau kaip per 3 (tris) darbo dienas nuo Bendruyjy salygy 3.4.1.1 punkte nurodytos
informacijos gavimo dienos rastu informuoja subtiekéjus apie tiesioginio atsiskaitymo galimybe;

3.4.1.3. subtiekéjas, norédamas pasinaudoti tokia galimybe, rastu pateikia praSyma Pirkéjui. Kai subtiekéjas
iSreiSkia norg pasinaudoti tiesioginio atsiskaitymo galimybe, sudaroma trisalé sutartis tarp Pirkéjo, Tiekéjo ir
Sio subtiekéjo, kurioje aprasoma tiesioginio atsiskaitymo su subtiekéju tvarka, atsizvelgiant j Sutartyje ir
subtiekimo sutartyje nustatytus reikalavimus;

3.4.1.4. tiesioginio atsiskaitymo su subtiekéjais galimybé nekei¢ia Tiekéjo atsakomybés dél Sutarties
jvykdymo.

4. SALIY BENDRADARBIAVIMAS
4.1. Saliy bendradarbiavimo pareiga

4.1.1. Vykdydamos Sutartj, Salys privalo maksimaliai bendradarbiauti ir operatyviai keistis informacija, taip
pat pateikti viena kitai rasytinius pranesimus nedelsiant apie tai, kad atsirado ar egzistuoja bet koks jvykis,
salyga ar aplinkybé, kuri gali paveikti Sutarties vykdyma ar sglygoti jos pazeidima.

4.1.2. Salys jsipareigoja uztikrinti, kad viena kitai teiks dokumentus ir (ar) kita informacija, kurie yra batini Saliy
tinkamam jsipareigojimy jvykdymui pagal Sutart;.

4.1.3. Jeigu Salis susiduria su Sutarties vykdymo klittimi, ji turi nedelsdama, bet ne véliau kaip per 5 (penkias)
darbo dienas, jspeti kitg Salj apie tokias kliGtis ir imtis visy nuo jos priklausandiy protingy priemoniy toms

kliatims pasalinti.
4.2. Kontaktiniai asmenys

4.2.1. Kiekviena i$ Saliy Sutarties sudarymo metu privalo paskirti kontaktinj asmenj, atsakinga u? Sutarties
vykdyma (pavyzdziui, Paslaugy rezultato priémima, Uzsakymy teikimg ir gavimg ir kt), ir nurodyti jy
kontaktinius duomenis Specialiosiose salygose.

4.2.2. Tuo atveju, kai Salis nori ataukti paskirtajj kontaktinj asmenj ir paskirti kitg asmenj arba nori paskirti
kita asmenj laikinai vykdyti kontaktinio asmens funkcijas kontaktinio asmens laikino negaléjimo vykdyti savo
funkcijas laikotarpiu, Salis privalo i$ anksto apie tai informuoti kitg éalj ir pateikti kitai Saliai tokio asmens
kontaktinius duomenis: varda, pavarde, el. pastg ir telefono numer;j.

4.2.3. Tuo atveju, kai paaiskéja, kad Salies kontaktinis asmuo laikinai negali vykdyti savo pareigy (dél ligos,
traumos ar kity nenumatyty priezasciy), Salis privalo nedelsdama, bet ne véliau nei kita darbo diena, paskirti
kitg kontaktinj asmenj laikinai vykdyti kontaktinio asmens funkcijas ir pranesti apie tai kitai Saliai. Keidiant
kontaktiniy asmeny funkcijas atliekancius asmenis Susitarimas, vadovaujantis Bendryjy salygy 20.5 punktu,
nesudaromas.



5. SUTARTIES VYKDYMO METU PATEIKIAMI DOKUMENTAI

5.1. Jeigu Tiekéjas turi parengti ir (ar) pateikti Pirkéjui Paslaugy rezultato naudojimo instrukcijas, jos turi buti
aiskios ir detalios, kad Pirkéjas, vadovaudamasis jomis, galéty tinkamai naudotis Paslaugy rezultatu.

5.2. Tuo atveju, kai pagal Sutartj turi buti vykdomi mokymai ir (arba) atliekami bandymai, Tiekéjas privalo
perduoti Pirkéjui naudojimo instrukcijas pries tokius mokymus ir (arba) bandymus, o po mokymy ir (arba)
bandymy patikslinti ir papildyti naudojimo instrukcijas, atsizvelgdamas j mokymuy ir (arba) bandymy eigg ir
rezultatus.

5.3. Jei Paslaugy rezultato naudojimui butiniems dokumentams reikalingas vertimas, su tuo susijusios
iSlaidos tenka Tiekéjui. Jei Tiekéjas Paslaugy rezultato naudojimui batinus dokumentus verdia savarankiskai,

jis atsako uz Siy dokumenty vertimo tiksluma.
6. PASLAUGU TEIKIMO PABAIGA IR PASLAUGY REZULTATO PRIEMIMAS
6.1. Paslaugy teikimo pabaiga

6.1.1. Paslaugy teikimas laikomas uzbaigtu, kai yra jvykdytos visos Sios sglygos:

6.1.1.1. Tiekéjas suteike visas Paslaugas pagal Sutarties ir jstatymy bei kity teisés akty reikalavimus;
6.1.1.2. Tiekéjas perdaveé Pirkéjui visa reikalinga dokumentacija, jskaitant naudojimo instrukcijas, sertifikatus
ir garantijas (jei to reikalaujama);

6.1.1.3. Tiekéjas apmoké Pirkéjo personala, kaip naudotis Paslaugy rezultatu (jeigu to reikalaujama);
6.1.1.4. buvo pasirasytas Paslaugy perdavimo—priémimo aktas ar Paslaugy perdavimo—priémimo aktai, jei
numatytas Paslaugy teikimas etapais ar periodais, ar kitas Sutartyje numatytas dokumentas, nuo kurio
pasirasymo laikoma, kad Paslaugos buvo priimtos;

6.1.1.5. Tiekéjas jvykdé kitas salygas, numatytas jstatymuose bei kituose teisés aktuose, Sutartyje ir
pasillyme, kurios turi bati jvykdytos tam, kad bty laikoma, jog Paslaugy teikimas yra uzbaigtas, ir pateiké

Pirkéjui tai jrodancius dokumentus.

6.2. Paslauguy, kurios yra vienkartinio pobudzio, teikiamos periodiskai arba pagal Pirkéjo Uzsakyma
perdavimas—priémimas

6.2.1. Tiekéjas privalo suteikti Paslaugas ir perduoti Paslaugy rezultatg (jei taikoma) Pirkéjui, o Pirkéjas
privalo kokybiskai suteiktas ir Sutarties bei jstatymy ir kity teisés akty reikalavimus atitinkancias Paslaugas
priimti. Paslaugos turi buti suteiktos Specialiosiose sglygose nurodytu badu ir terminais.

6.2.2. Paslaugy rezultatas perduodamas Salims pasiragant Paslaugy perdavimo—priémimo aktg, kuris
pasiraSomas 2 (dviem) vienoda teisine galig turindiais egzemplioriais (iSskyrus atvejus, kai Paslaugy
perdavimo—priémimo aktas pasiraSomas saugiu elektroniniu parasu), po vieng kiekvienai Saliai. Jeigu
Paslaugy perdavimo—priémimo akto, kaip atskiro dokumento, nereikalaujama, éalys susitaria, ir tai aiskiai
nurodo Specialiosiose salygose, jog Paslaugy perdavimo—priémimo aktu laikoma Saskaita.

6.2.3. Tiekéjui suteikus Paslaugas, Pirkéjas atlieka jy patikrinima ir privalo:

6.2.3.1. nevéliau kaip per 5 (penkias) darbo dienas nuo faktinio Paslaugy suteikimo ir Paslaugy perdavimo-—
priémimo akto pateikimo priimti Paslaugy rezultata, pasiraSydamas Paslaugy perdavimo—priémimo aktg; arba

6.2.3.2. priimti Paslaugy rezultatg su islygomis, pasirasydamas Paslaugy perdavimo—priémimo aktg ir



Paslaugy patikrinimo metu sudaryta defekty akta, kuriame Pirkéjas privalo nurodyti per Paslaugy priemima
pastebétus Paslaugy ar pateikiamy Tiekéjo dokumenty trikumus ir ty trikumy pasalinimo tvarka (toliau —
Defekty aktas); arba

6.2.3.3. atsisakyti priimti Paslaugy rezultatg ir jteikti (arba iSsiysti) Defekty akta Tiekéjui dél netinkamy
Paslaugy ar jy dalies.

6.2.4. Paslaugy perdavimo—priémimo akte turi buti nurodoma data, kada Tiekéjas suteiké Paslaugas ir pateiké
visus reikiamus dokumentus.

6.2.5. Jeigu nustatoma Paslaugy trikumy, kurie nereiskia neatitikimo Sutartyje nustatytiems reikalavimames,
ir jy pasalinimas netrukdo Pirkéjui naudotis Paslaugy rezultatu pagal paskirtj, Pirkéjas gali priimti Paslaugas
su islygomis, sudaryti Defekty akta ir nustatyti protingus terminus Tiekéjui pasalinti Paslaugy tridkumus.
Tiekéjas privalo pasalinti Paslaugy trikumus per Pirkéjo nurodytus protingus terminus, vadovaudamasis
Bendryjy salygy 7.3 poskyriu ,Paslaugy trikumy Salinimas”. Jeigu Tiekéjas praleidzia Paslaugy trukumy
pasalinimo terminus, taikomos Bendrujy salygy 7.4 poskyrio ,Pirkéjo teisés, Tiekéjui nepasalinus Paslaugy
trikumy® nuostatos.

6.2.6. Jeigu Pirkeéjas per 5 (penkias) darbo dienas nuo Paslaugy perdavimo—priémimo akto gavimo nepateikia
(neissiuncia) Tiekéjui Defekty akto, laikoma, kad Pirkéjas Paslaugas priémé ir joms pretenzijy neturi.

6.2.7. Su Paslaugomis susijusiy prekiy praradimo ar sugadinimo ar atsitiktinio Zuvimo rizika Pirkéjui i§ Tiekéjo
pereina nuo faktinio tokiy Paslaugy priemimo momento.

6.2.8. Pirkéjas turi teise naudotis Paslaugy rezultatu (jei taikoma) tik po Paslaugy perdavimo—priémimo akto
pasirasymo.

6.2.9. Jeigu Tiekéjas Paslaugas suteiké anksc¢iau negu per Specialiosiose sglygose nustatytg Paslaugy teikimo
terming, tadiau Paslaugos turi trikumy ir Tiekéjas Siy trakumy neistaiso iki Specialiosiose sglygose nurodyto
Paslaugy suteikimo termino pabaigos, Tiekéjui iki tinkamy Paslaugy suteikimo dienos taikomos Specialiosiose
salygose nurodyto dydzio netesybos.

6.3. Paslaugy, kurios teikiamos etapais, perdavimas—priémimas

6.3.1. Tiekéjas privalo teikti Paslaugas ir perduoti Paslaugy rezultata Pirkéjui etapais, o Pirkéjas privalo
konkreciame etape kokybiskai suteiktas ir Sutarties bei jstatymy ir kity teisés akty reikalavimus atitinkancias
Paslaugas priimti. Paslaugos teikiamos etapais laikantis Specialiosiose sglygose nurodyty etapy eiliSkumo ir
terminuy.

6.3.2. Konkrediame etape suteikty Paslaugy rezultatas perduodamas Salims pasirasant Paslaugy
perdavimo—priémimo aktg, kuris pasiraSomas 2 (dviem) vienoda teisine galig turinliais egzemplioriais
(i8skyrus atvejus, kai Paslaugy perdavimo—priémimo aktas pasiraSomas saugiu elektroniniu parasu), po vieng
kiekvienai Saliai. Jeigu Paslaugy perdavimo—priemimo akto, kaip atskiro dokumento, nereikalaujama, Salys
susitaria, ir tai aiskiai nurodo Specialiosiose salygose, jog Paslaugy perdavimo—priémimo aktu laikoma
Saskaita.

6.3.3. Pirkéjas pasiraso kiekvieng Paslaugy perdavimo—priémimo aktg su sglyga, kad buvo priimti visi
ankstesni etapai, jeigu Specialiosiose sglygose néra nurodyta kitaip.

6.3.4. Suteikus visuose etapuose numatytas Paslaugas, t. y. baigus teikti Paslaugas, pasiraSomas galutinis
suteikty Paslaugy perdavimo—priémimo aktas.

6.3.5. Tiekéjui suteikus Paslaugas konkreCiame etape, Pirkéjas atlieka Paslaugy rezultato patikrinimg ir
privalo:

6.3.5.1. ne véliau kaip per 5 (penkias) darbo dienas nuo faktinio Paslaugy etapo suteikimo ir Paslaugy



perdavimo—priémimo akto pateikimo priimti Paslaugy etapo rezultata, pasiraSydamas Paslaugy perdavimo—
priémimo akta; arba

6.3.5.2. priimti Paslaugy etapo rezultatg su iSlygomis, pasiraSydamas Paslaugy perdavimo—priémimo akta
ir Paslaugy etapo patikrinimo metu sudaryta Defekty akta, kuriame Pirkéjas privalo nurodyti per Paslaugy
etapo priéemima pastebétus Paslaugy etapo ar pateikiamy Tiekéjo dokumenty trukumus ir ty trukumy
pasalinimo tvarka (toliau — Defekty aktas); arba

6.3.5.3. atsisakyti priimti Paslaugy etapo rezultata ir jteikti (arba iSsiysti) Defekty akta Tiekéjui dél netinkamai
suteikty Sio etapo Paslaugy.

6.3.6. Paslaugy perdavimo—priémimo akte turi buti nurodoma data, kada Tiekéjas suteiké Paslaugas
konkrec¢iame etape ir pateiké visus reikiamus dokumentus (jei taikoma).

6.3.7. Jeigu nustatoma Paslaugy trikumy, kurie nereiskia neatitikimo Sutartyje nustatytiems reikalavimames,
Pirkéjas gali priimti Paslaugy etapo rezultatg su iSlygomis, sudaryti Defekty akta ir nustatyti protingus
terminus Tiekéjui pasalinti Paslaugy trukumus. Tiekéjas privalo pasalinti Paslaugy trikumus per Pirkéjo
nurodytus protingus terminus, vadovaudamasis Bendryjy salygy 7.3 poskyriu ,,Paslaugy trakumy $alinimas®”.
Jeigu Tiekéjas praleidZia Paslaugy trikumy pasalinimo terminus, taikomos Bendryjy salygy 7.4 poskyrio
~Pirkéjo teisés, Tiekéjui nepasalinus Paslaugy trikumy" nuostatos.

6.3.8. Jeigu Pirkéjas per 5 (penkias) darbo dienas nuo Paslaugy perdavimo—priémimo akto gavimo nepateikia
(neidsiuncia) Tiekéjui Defekty akto, laikoma, kad Pirkéjas Paslaugas konkrediame etape priémé ir joms
pretenzijy neturi.

6.3.9. Pirkéjas turi teise naudotis Paslaugy, teikiamy etapais, rezultatu tik po galutinio Paslaugy perdavimo—
priémimo akto pasiradymo, jeigu kitaip nenumatyta Specialiosiose sglygose.

6.3.10. Bet kurio vélesnio Paslaugy etapo atlikimo terminas, susijes su ankstesniojo Paslaugy etapo
suteikimu, néra automatiskai pratesiamas, kai Pirkéjas nepasiraso ankstesniojo etapo Paslaugy perdavimo—
priemimo akto dél Tiekéjo kaltés.

6.3.11.Jeigu Tiekéjas Paslaugas suteiké ankséiau negu per Specialiosiose sglygose nustatytg Paslaugy
teikimo etapo terming, tadiau Paslaugos turi trikumy ir Tiekéjas Siy trukumy neistaiso iki Specialiosiose
salygose nurodyto Paslaugy etapo termino pabaigos, Tiekéjui iki tinkamy Paslaugy suteikimo dienos

taikomos Specialiosiose sglygose nurodyto dydzio netesybos.
7. TIEKEJO GARANTINIAI |SIPAREIGOJIMAI
7.1.Garantiniai terminai (jei taikoma)

7.1.1. Paslaugy rezultatui taikomas teisés aktuose nustatytas ir (ar) Tiekéjo taikomas garantinis terminas,
kuris nurodytas Tiekéjo pasiulyme, techninéje specifikacijoje ar Specialiosiose sglygose. Garantinis terminas
pradedamas skaiciuoti nuo Paslaugy perdavimo—priémimo akto pasirasymo dienos.

7.1.2. Garantiniai terminai sustabdomi tiek laiko, kiek Pirkéjas negali tinkamai naudotis Paslaugy rezultatu
dél nustatyty trakumuy, uz kuriuos atsako Tiekéjas. Jeigu Pirkéjas dél Paslaugy trikumy negali naudoti tik
apibréztos Paslaugy rezultato dalies, garantiniai terminai sustabdomi tik tokios dalies atzvilgiu.

7.1.3. Tiekéjas neatsako uz Paslaugy trikumus, kurie atsirado dél netinkamo Paslaugy rezultato naudojimo
ar priezidros arba Pirkéjo, jo personalo arba treciyjy asmeny kaltés, su salyga, kad néra Tiekéjo kaltés dél

tokiy Paslaugy trakumy, Paslaugy rezultato netinkamo naudojimo ar prieziGros.



7.2. Pretenzijos dél Paslaugy trikumy

7.2.1. Pirkéjas, per garantinius terminus (jei taikoma) arba bet kuriuo Sutarties galiojimo metu nustates
Paslaugy trikumuy, turi nedelsdamas, bet ne véliau nei per 30 (trisdesimt) dieny ir ne véliau nei iki garantinio
termino pabaigos, pareiksti rasytine pretenzija Tiekéjui ir nustatyti protingus terminus, jeigu jy néra nustatyta
Specialiosiose salygose, Paslaugy trikumams pasalinti.

7.2.2. Tiekéjas privalo neatlygintinai pasSalinti visus Paslaugy trakumus, uz kuriuos atsako Tiekéjas, per
Pirkéjo pretenzijoje nustatytus protingus terminus, jeigu konkretls terminai néra nustatyti Specialiosiose
salygose, kurie skaiciuojami nuo pretenzijos gavimo dienos.

7.2.3. Jei Tiekéjas nepripaZjsta Paslaugy trukumy, kiekviena is éaliq gali kreiptis del nepriklausomos
ekspertizés atlikimo. Jei Tiekéjas ilgiau nei 10 (deSimt) dieny nuo Pirkéjo kreipimosi neatsako arba nepasitelkia
nepriklausomo su Pirkéju suderinto (Pirkéjas negali nepagrjstai neduoti pritarimo Tiekéjui pasitelkti silloma
ekspertg) eksperto gincui spresti ar (ir) jei gin¢as uztruko ilgiau nei 30 (trisdesimt) dieny nuo Pirkéjo pirmojo
kreipimosi, tai Pirkéjas turi teise savarankiskai kreiptis dél ekspertizés atlikimo. Tokiu atveju ekspertizés
iSlaidas padengia:

7.2.3.1. jei Paslaugy rezultatas atitinka Sutartyje ir jstatymuose bei kituose teisés aktuose nurodytus
reikalavimus — Pirkéjas;

7.2.3.2. jei Paslaugy rezultatas neatitinka Sutartyje ir jstatymuose bei kituose teisés aktuose nurodyty
reikalavimy — Tiekéjas.

7.2.4. Ekspertizés igvados Salims yra privalomos.

7.2.5. Pirkéjas nepraranda teisés pareiksti pretenzija dél Paslaugy trikumy, o Tiekéjas turi pareiga
neatlygintinai pasalinti visus Paslaugy trakumus, nepriklausomai nuo to, ar tie trikumai galéjo biti nustatyti

Paslaugy perdavimo—priémimo akto pasiraSymo metu.
7.3. Paslaugy trikumy salinimas

7.3.1. Tiekéjas privalo nemokamai pasalinti Paslaugy rezultato trikumus. Jeigu nustatomi su Paslaugomis
susijusiy prekiy trikumai, Tiekéjas privalo pasalinti jy trikumus, sutaisydamas prekes ar jy dalj arba
pakeisdamas preke nauja preke ar jos dalimi.

7.3.2. Pirkéjas privalo suteikti prieiga Tiekéjui atlikti Paslaugy trikumy pasalinima, kad Tiekéjas galéty atlikti
tai per nustatytus terminus. Jei su Paslaugy teikimu susijusiy prekiy trakumai $alinami prekiy naudojimo
vietoje, Pirkéjas ir Tiekéjas privalo susitarti dél prekiy trikumy Salinimo laiko.

7.3.3. Sutaisytoje su Paslaugy teikimu susijusiy prekiy dalyje pakartotinai nustacius prekiy trakumy, Tiekéjas
privalo pakeisti prekes naujomis kokybiskomis prekémis, nebent Pirkéjas rastu sutikty prekes dar kartg taisyti.
7.3.4. Pasalinus Paslaugy rezultato trukumus, garantinis terminas Paslaugy rezultatui (ar su Paslaugomis
susijusioms sutaisytoms ar naujoms prekéms ar jy daliai) vél pradedamas skaiciuoti nuo tinkamai suteikty
Paslaugy (ar su Paslaugomis susijusiy prekiy) perdavimo Pirkéjui dienos.

7.3.5. Jeigu Paslaugy dalies rezultato trukumy Salinimas gali turéti jtakos kitoms Paslaugy dalims, Pirkéjas
gali pareikalauti Tiekéjo pakartotinai atlikti bandymus, atliktus pagal Sutartj (jei tokie buvo numatyti). Pirkéjas
privalo rastu pateikti Tiekéjui tokj reikalavimg per 30 (trisdesimt) dieny po trikumy pasalinimo. Tokie
bandymai atliekami pagal anksciau atlikty bandymy salygas, iSskyrus tai, kad jie visais atvejais turi bati
atliekami Tiekéjo rizika ir sgskaita.

7.3.6. Tiekéjas, pasalines visus Paslaugy trikumus, privalo apie tai informuoti Pirkéja.

7.3.7. Pirkéjas per 5 (penkias) darbo dienas po Tiekéjo pranesimo apie Paslaugy trikumy pasalinima gavimo



privalo patikrinti trukumus, nurodytus Defekty akte arba Pirkéjo pretenzijoje, ir rastu patvirtinti, kurie Paslaugy

trukumai buvo pasalinti tinkamai.

7.4. Pirkéjo teisés, Tiekéjui nepasalinus Paslaugy trikumy

7.4.1. Jeigu Tiekéjas atsisako pasalinti arba nepasalina Paslaugy trikumy per Pirkéjo nustatytus protingus
terminus, Pirkéjas turi teise:

7.4.1.1. pasalinti Paslaugy trikumus pats arba pasamdydamas treciuosius asmenis, i$ anksto apie tai
informuodamas Tiekéja, ir pareikalauti Tiekéjo atlyginti Paslaugy ekspertizés bei Paslaugy trikumy salinimo
iSlaidas ir padengti patirtus nuostolius; arba

7.4.1.2. reikalauti sumazinti Tiekéjui mokéting suma ir grazinti dél Sios sumos sumazinimo susidariusig
permoka per 30 (trisdesimt) dieny nuo Tiekéjui nustatyto termino pasalinti Paslaugy trikumus pabaigos, jeigu
tai nepriestarauja VP] jtvirtintiems principams; arba

7.4.1.3.atsisakyti Paslaugy ir nemokéti uz tokias Paslaugas ar reikalauti grazinti uz Paslaugas sumokétg sumg
bei nutraukti Sutartj.

7.4.2. Tiekéjui pagal Sutartj mokétina suma sumazinama tiek, kiek sumazéja Paslaugy verté Pirkéjui dél
netinkamo Paslaugy dalies rezultato ar su Paslaugy teikimu susijusiy prekiy trGkumy, jeigu tokio Paslaugy
dalies rezultato ir (ar) prekiy verté gali bati iSskaitoma i bendros Paslaugy vertés. | Paslaugy vertés
sumazéjima, be kita ko, jskaitiuojamos Pirkéjo i$laidos Paslaugy dalies ir (ar) prekiy trikumy jvertinimui ir
galinimui (jeigu tokiy Paslaugy dalies ir (ar) prekiy kaina buvo nurodyta pirkimo metu).

7.4.3. Tiekéjas privalo patenkinti Pirkéjo pagal Bendruyjy salygy 7.4.4 papunktj pareiksta piniginj reikalavima
per 30 (trisdeSimt) dieny arba per ilgesnj Pirkéjo reikalavime nurodytg protingg termina.

7.4.4. Uz vélavima pasalinti Paslaugy trikumus Pirkéjas privalo reikalauti Tiekéjo sumokéti Specialiosiose
salygose nustatyto dydZio netesybas.

8. PASLAUGUY SUTEIKIMO TERMINAI

8.1. Paslaugy terminai ir teikimo grafikas

8.1.1. Tiekéjas privalo suteikti Paslaugas laikydamasis terminy, nurodyty Specialiosiose salygose.

8.1.2. Jei taikytina, Pirkéjas privalo ne véliau kaip per 14 (keturiolika) darbo dieny nuo Sutarties jsigaliojimo
arba per kitg pirkimo dokumentuose nurodytg terming parengti ir pateikti Tiekéjui suderinimui Paslaugy
teikimo grafika (toliau — Grafikas).

8.1.3. Jei aktualu, Grafike turi biti paZzyméta, kurios Paslaugos gali bati teikiamos lygiagrediai, o kurios gali

bati teikiamos tik numatytu eiliSkumu.

8.2. Netesybos uz Paslaugy teikimo vélavima

8.2.1. Jeigu Tiekéjas praleidzia Paslaugy teikimo terminus, nustatytus Specialiosiose salygose, Tiekéjui iki
Paslaugy suteikimo dienos taikomos Specialiosiose salygose nurodyto dydzio netesybos.

8.2.2. Tiekéjui praleidus Paslaugy ar jy etapo suteikimo terming, netesybos skaiciuojamos nuo Paslaugy ar
jy etapo suteikimo termino pabaigos (nejskaitytinai) iki Paslaugy ar jy etapo suteikimo datos (jskaitytinai),
nustatytos pagal Paslaugy perdavimo—priémimo aktus.

8.2.3. Jei Tiekéjui pagal Sig Sutart] yra priskaiciuotos netesybos, Pirkéjo uz Paslaugas mokétina suma



mazinama priskaiciuoty netesyby suma. Taip pat Pirkéjas turi teise priskaiCiuotas netesybas vienasaliskai
iSskaiCiuoti is bet kokiy Tiekéjui atliekamy mokéjimy teisés akty nustatyta tvarka, pranesant Tiekéjui rastu
apie tokiy netesyby jskaityma.

9. PRIEVOLIY PAGAL SUTART] [VYKDYMO UZTIKRINIMO BUDAI

éaliq prievoliy pagal Sutartj jvykdymas yra uztikrinamas Specialiyju salygy 8 skyriuje nurodytais prievoliy
pagal Sutartj jvykdymo uztikrinimo bidais, Bendryjy salygy 10 skyriuje nustatyta sutartiniy jsipareigojimy
jvykdymo uztikrinimo tvarka, Bendryjy salygy 12.1.3 punkte nurodytu avanso uztikrinimu (jeigu
Specialiosiose salygose yra nurodytas avanso dydis ir yra reikalaujama avanso uZztikrinimo), Specialiyjy

salygy 9 skyriuje nurodytomis netesybomis.
10. SUTARTIES [VYKDYMO UZTIKRINIMAS (JEI TAIKOMA)

10.1. Sio skyriaus nuostatos taikomos tuomet, jei Specialiosiose sglygose numatyta, kad tinkamam Sutarties
jvykdymui uztikrinti Tiekéjas turi pateikti pirmo pareikalavimo banko garantija arba draudimo bendrovés
laidavimo draudimo rastg arba kitg Specialiosiose salygose nurodytg sutartiniy jsipareigojimy jvykdymo
uztikrinima.

Pastaba. Kai Specialiosiose salygose nurodoma, kad Pirkéjas reikalauja pateikti kredito unijos iSduota
Sutarties jvykdymo uztikrinima, Sio skyriaus nuostatos taikomos pagal poreikj ir Pirkéjas gali nusimatyti
papildomus reikalavimus Specialiosiose sglygose tokio Sutarties jvykdymo uztikrinimo pateikimui,
atitinkandius jstatymuy bei kity teisés akty nuostatas.

10.2. Tiekéjas privalo pateikti Pirkéjui Specialiosiose sglygose nurodytos rusies ir dydzio Sutarties jvykdymo
uztikrinimg — pirmo pareikalavimo banko garantijg arba draudimo bendrovés laidavimo draudimo rastg (kartu
su draudimo bendrovés laidavimo draudimo rastu turi biti pateiktas ir pasiradytas draudimo liudijimas
(polisas) bei dokumentas, jrodantis, kad draudimo jmoka uz iSduotg laidavimo draudimo rastg yra sumokéta),
atitinkantj Bendryjy salygy 10 skyriuje nurodytas salygas, per Specialiosiose salygose nustatytg terming
(toliau — Sutarties jvykdymo uztikrinimas).

10.3. Jei Tiekéjas nepateikia Pirkéjui Sutartyje nustatytos vertés Sutarties jvykdymo uztikrinimo per Sutartyje
nustatyta terming, laikoma, kad Tiekéjas atsisaké sudaryti Sutartj ir Pirkéjas turi teise VP] nustatyta tvarka
pasitlyti sudaryti Sutartj kitam tiekéjui.

10.4. Prie$ pateikdamas Sutarties jvykdymo uztikrinimg, Tiekéjas gali prasyti Pirkéjo patvirtinti, kad Pirkéjas
sutinka priimti Tiekéjo siiloma Sutarties jvykdymo uztikrinima. Tokiu atveju, Pirkéjas privalo atsakyti Tiekéjui
ne véliau kaip per 3 (tris) darbo dienas nuo Tiekéjo prasymo gavimo dienos.

10.5. Sutarties jvykdymo uztikrinime bankas (draudimo bendrové) privalo neatSaukiamai ir besalygiskai
jsipareigoti ne véliau kaip per 15 (penkiolika) dieny nuo Pirkéjo rastisko pranesimo apie Tiekéjo Sutartyje
nustatyty prievoliy pazeidimg, dalinj ar visiskg jy nevykdymg arba netinkamg vykdyma gavimo dienos
sumokéti Pirkéjui Sutarties jvykdymo uztikrinime nurodyta suma, pinigus pervedant j Pirkéjo saskaita.

10.6. Sutarties jvykdymo uztikrinime negali bGti nurodyta, kad bankas (draudimo bendrové) atsako tik uz
tiesioginiy nuostoliy atlyginima. Bankas (draudimo bendrové) neturi teisés reikalauti, kad Pirkéjas pagrjsty
savo reikalavima. Pirkéjas pranesime bankui (draudimo bendrovei) nurodo, kad Sutarties jvykdymo
uztikrinimo suma jam priklauso dél to, kad Tiekéjas i$ dalies ar visiSkai nejvykdé Sutarties ir (arba) ji buvo

nutraukta dél Tiekéjo kaltés. Pirkéjas nejsipareigoja jrodyti realiai patirty nuostoliy ir Tiekéjas, pasiraSydamas



Sutart] ir pateikdamas Sutarties jvykdymo uztikrinima, patvirtina, kad Sutarties jvykdymo uZztikrinimo suma
laikytina minimaliais nejrodinéjamais Pirkéjo nuostoliais.

10.7. Sutarties jvykdymo uztikrinimas turi jsigalioti ne véliau negu jo pateikimo Pirkéjui diena.

10.8. Sutarties jvykdymo uztikrinimo suma turi biti nurodoma ir iSmokama eurais.

10.9. Sutarties jvykdymo uztikrinimas turi bati surasytas lietuviy arba kita kalba (esant Pirkéjo prasymui, turi
buti pateiktas vertimas j lietuviy kalba).

10.10. Sutarties jvykdymo uZztikrinime nurodytas jo galiojimo terminas turi biti ne trumpesnis nei nurodytas
Specialiosiose sglygose.

10.11. Jeigu Sutarties trukmé yra ilgesné nei 1 (vieneri) metai, Tiekéjas turi teise pateikti 1 (vienerius) metus
galiojantj Sutarties jvykdymo uztikrinima, taciau privalo pratesti Sutarties jvykdymo uztikrinimo termina arba
pateikti naujg Sutarties jvykdymo uztikrinima ne véliau kaip pries 10 (deSimt) darbo dieny iki Sutarties
jvykdymo uztikrinimo galiojimo termino pabaigos.

10.12. Jeigu Sutartyje nustatytomis sglygomis Paslaugy suteikimo terminas yra pratesiamas arba nukeliamas
dél Sutarties sustabdymo, arba suteikti Paslaugas arba taisyti Paslaugy trUkumus yra véluojama, Tiekéjas
privalo uztikrinti Sutarties jvykdymo uztikrinimo galiojimg visg Sutarties galiojimo laikotarpj ir ne véliau kaip
iki Sutarties jvykdymo uztikrinimo galiojimo termino pabaigos privalo Pirkéjui pateikti naujg arba pratestg
Sutarties jvykdymo uztikrinima.

10.13. Tiekéjui laiku nepratesus Sutarties jvykdymo uztikrinimo galiojimo termino arba nepateikus naujo
Sutarties jvykdymo uztikrinimo, Pirkéjas turi teise reikalauti Specialiosiose sglygose nustatyto dydzio
netesyby uz kiekvieng pradelstg diena.

10.14. Pirkéjas nepriima Sutarties jvykdymo uztikrinimo ir (ar) laiko jj negaliojandiu, ir (ar) kreipiasi j Tiekéja
dél naujo Sutarties jvykdymo uztikrinimo pateikimo Pirkéjui, o Tiekéjas privalo Sutarties jvykdymo uztikrinima
pateikti per trumpiausiai jmanoma terming, jei Sutarties jvykdymo uztikrinimas neatitinka Sutartyje keliamy
reikalavimy arba Pirkéjas turi informacijos, susijusios su Sutarties jvykdymo uztikrinimg iSdavusio banko
(draudimo bendrovés) veiklos sustabdymu arba galimu veiklos sustabdymu (jskaitant nemokuma, likvidavima
ar teisinés apsaugos taikymo proceduras).

10.15. Jei Tiekéjas pazeidzia Sutartimi nustatytus jsipareigojimus, dalinai ar visiskai jsipareigojimy nevykdo
(ar juos vykdo ne pagal Sutarties salygas), Pirkéjas gali pasinaudoti Sutarties jvykdymo uztikrinimu. Tiekéjas,
siekdamas toliau vykdyti Sutarties jsipareigojimus, privalo per 10 (desimt) darbo dieny nuo pranesimo apie
Sutarties jvykdymo uztikrinimo sumokéjimg Pirkéjui pranedimo gavimo dienos pateikti Pirkéjui nauja
Specialiosiose salygose nurodyto dydzio Sutarties jvykdymo uztikrinima.

10.16. Pirkéjas gali pasinaudoti Sutarties jvykdymo uztikrinimu, esant bet kuriai iS5 Zemiau nurodyty
aplinkybiy:

10.16.1. Tiekéjas nejvykdé, nevykdo arba netinkamai vykdo savo jsipareigojimus pagal Sutartj;

10.16.2. Tiekéjas per protingai nustatytg laikotarpj nejvykdo Pirkéjo nurodymo istaisyti Paslaugy trikumus;
10.16.3. jei dél bet kokiy Tiekéjo veiksmy (veikimo ar neveikimo) Pirkéjas patyré nuostolius (jskaitant, bet
neapribojant, papildomas islaidas, negautas pajamas ar kitus tiesioginius ir netiesioginius nuostolius,
delspinigius ir (arba) baudas (jei delspinigiai ir (arba) baudos yra numatyti Specialiosiose sutarties sglygose);
10.16.4. Tiekéjas be pateisinamos priezasties (ne Sutartyje nustatytais atvejais) vienasaliskai nutraukia
Sutart;.

11. SUTARTIES KAINA IR JOS PERSKAICIAVIMAS

11.1. Sutarties kaina, kurig Pirkéjas privalo sumokéti Tiekéjui uz faktiskai suteiktas Paslaugas pagal Sutarties



salygas, jskaitant visus Susitarimus, yra apskaiCiuojama, taikant kainos apskaiciavimo buda ar budus,
nurodytus Specialiosiose sglygose.

11.2. Pradinés sutarties verté yra nurodyta Specialiosiose salygose.

11.3. Laikoma, kad j Sutarties kaing yra jtrauktos visos Tiekéjo islaidos, susijusios su visy Paslaugy teikimu,
taip pat su tinkamu $ioje Sutartyje numatyty kity Tiekéjo jsipareigojimy jvykdymu, jskaitant draudimus, muitus
ir kitokias i$laidas, Tiekéjo patirtas vykdant Sutartyje numatytus jsipareigojimus.

11.4. Sutarties kainos perziura atliekama Specialiosiose salygose nustatyta tvarka.

12. ATSISKAITYMO TVARKA

12.1. Isankstinis mokéjimas (avansas) (jei taikoma)

12.1.1. Bendryjy salygy 12.1 poskyrio sglygos taikomos tuo atveju, jei Specialiosiose sglygose yra nurodyta,
kad Tiekéjui mokamas iSankstinis mokéjimas (avansas) (toliau — Avansas).

12.1.2. Pirkéjas sumoka Tiekéjui ne didesnj kaip Specialiosiose salygose nurodyto dydzio Avansa.

12.1.3. Jei Specialiosiose salygose to reikalaujama, Tiekéjas, norédamas gauti Avansa, kreipdamasis dél
Avanso iSmokéjimo, ne véliau kaip per 10 (desimt) darbo dieny nuo Sutarties jsigaliojimo dienos kartu su
iSankstinio mokéjimo saskaita Pirkéjui turi pateikti Avanso uZztikrinima — banko garantija arba draudimo
bendrovés laidavimo draudimo rastg arba kitg sutartiniy jsipareigojimy jvykdymo uztikrinima ne maZesnei
kaip Specialiosiose salygose pradomo Avanso dydZio sumai (toliau — Avanso uztikrinimas).

Pastaba. Kai Specialiosiose salygose nurodoma, kad Pirkéjas reikalauja pateikti kredito unijos iSduotg Avanso
uztikrinima, $io poskyrio nuostatos taikomos pagal poreikj ir Pirkéjas gali nusimatyti papildomus reikalavimus
Specialiosiose saglygose tokio Avanso uZztikrinimo pateikimui, atitinkancius jstatymy bei kity teisés akty
nuostatas.

12.1.4. Prie$ pateikdamas Avanso uztikrinima, Tiekéjas gali pradyti Pirkéjo patvirtinti, kad Pirkéjas sutinka
priimti Tiekéjo sitlomg Avanso uztikrinima. Tokiu atveju, Pirkéjas privalo atsakyti Tiekéjui ne véliau kaip per 3
(tris) darbo dienas nuo Tiekéjo pradymo gavimo dienos.

12.1.5. Avanso uztikrinimu bankas (draudimo bendrové) privalo neatSaukiamai ir besalygiskai jsipareigoti ne
véliau kaip per 15 (penkiolika) dieny nuo Pirkéjo rastisko pranesimo apie Sutarties nejvykdyma ar Sutarties
nutraukima dél Tiekéjo kaltés, sumokéti Pirkéjui suma, nevirsijancig iSmokéto Avanso sumos ir uztikrinimo
sumos, pinigus pervedant j Pirkéjo saskaita.

12.1.6. Bankas (draudimo bendroveé) neturi teisés reikalauti, kad Pirkéjas pagrjsty savo reikalavima. Pirkéjas
pranedime bankui (draudimo bendrovei) nurodys, kad Avanso uztikrinimo suma jam priklauso dél to, kad
Tiekéjas i$ dalies ar visiSkai nejvykdé Sutarties salygy ir (arba) ji buvo nutraukta dél Tiekéjo kaltés ir Tiekéjas
negrazino avanso.

12.1.7. Avanso uztikrinimo suma turi bati nurodoma ir iSmokama eurais.

12.1.8. Avanso uztikrinimas turi bati surasytas lietuviy arba kita kalba (esant Pirkéjo prasymui, turi bati
pateiktas vertimas j lietuviy kalba).

12.1.9. Avanso uztikrinimas, neatitinkantis Siame Sutarties poskyryje nustatyty reikalavimy, nebus priimamas.
12.1.10. Jei Sutarties vykdymo metu Avanso uztikrinimg iSdaves bankas (draudimo bendroveé) negali jvykdyti
savo jsipareigojimy, Pirkéjas gali rastu pareikalauti Tiekéjo per 10 (desimt) darbo dieny pateikti naujg Avanso

uztikrinima, tokiomis paciomis salygomis kaip ir ankstesnysis.



12.1.11. Pirkéjas sumoka Tiekéjui Avansa per Specialiosiose salygose numatyta terming nuo iSankstinio
mokéjimo saskaitos ir Avanso uztikrinimo (jei taikoma) gavimo dienos. Sumokéto Avanso suma iSskaitoma is
mokétinos sumos.

12.1.12. Nutraukus Sutartj, Tiekéjas privalo grazinti Pirkéjui gauta Avansa per 5 (penkias) darbo dienas (jeigu
dalis Paslaugy yra suteikta, Pirkéjas jas yra priémes ir Paslaugy rezultatu gali naudotis pagal paskirtj —
grazinama ta Avanso dalis, kuri virija Pirkéjo priimty Paslaugy kaing). Jei Tiekéjas negrazina gauto Avanso,
Pirkéjas pasinaudoja Avanso uztikrinimu (jei taikoma). Tais atvejais, jei nebuvo taikytas Bendryjy salygy
12.1.3 punktas, Tiekéjas turi sumokéti Specialiosiose salygose nurodyto dydzio netesybas, skai¢iuojamas nuo

grazintinos Avanso sumos uz laikotarpj nuo Avanso iSmokéjimo iki jo grazinimo.
12.2. Mokéjimy tvarka

12.2.1. Tiekéjas iSraso Saskaitg tik Salims pasirasius Paslaugy perdavimo—priémimo akta, jeigu kitaip
nenumatyta Specialiosiose salygose:

12.2.1.1. elektronine saskaitg fakturg, atitinkancig Europos elektroniniy saskaity faktary standarta, kurio
nuoroda paskelbta 2017 m. spalio 16 d. Komisijos jgyvendinimo sprendime (ES) 2017/1870 dél nuorodos j
Europos elektroniniy saskaity faktiry standartg ir sintaksiy saraso paskelbimo pagal Europos Parlamento ir
Tarybos direktyvg 2014/55/ES (toliau — Europos elektroniniy sgskaity faktlry standartas), Tiekéjas gali
pateikti pasirinktomis priemonémis;

12.2.1.2. Europos elektroniniy sgskaity faktiry standarto neatitinkancia elektronine saskaitg faktirg Tiekéjas
gali teikti tik naudodamasis Saskaity administravimo bendrosios informacinés sistemos(toliau — SABIS
priemonémis.

12.2.2. Pirkéjas elektronines saskaitas fakturas priima ir apdoroja naudodamasis informacinés sistemos
SABIS priemonémis, iSskyrus jeigu mobilizacijos, karo ar nepaprastosios padéties atveju yra informacinés
sistemos SABIS pazeidimy, dél kuriy negalimas Pirkéjo ir Tiekéjo bendravimas ir keitimasis informacija
naudojantis SABIS.

12.2.3. I8ankstinio mokéjimo sagskaitas (jeigu Specialiosiose sglygose yra numatytas Avanso mokéjimas)
Tiekéjas privalo pateikti Siame Sutarties poskyryje nustatyta tvarka.

12.2.4. Pirkéjas atlieka mokéjimus uz Paslaugas Specialiosiose sglygose nustatytais terminais.

12.2.5. Uz mokéjimy pagal Sutartj vélavimus Pirkéjui taikomos netesybos Specialiosiose salygose
nustatyta tvarka.

12.2.6. Jei Paslaugos teikiamos etapais ar periodais auks$éiau nurodyta atsiskaitymo tvarka galioja
kiekvienam Paslaugy teikimo etapui ar periodui, jei Specialiosiose sglygose nenustatyta kitaip.

12.2.7. Jeigu Salys sudaro trigalj susitarimg su subtiekéju dél tiesioginio atsiskaitymo, Pirkéjas privalo
pervesti subtiekéjui mokéting sumg j subtiekéjo banko sagskaitg, nurodyty trisaliame susitarime, o likutj
pervesti j Tiekéjo banko saskaitg po to, kai pagal Sutarties ir triSalio susitarimo reikalavimus sudaromas

suteikty Paslaugy perdavimo—priémimo aktas ir Tiekéjas pateikia Sgskaitg uz Paslaugas Pirkéjui.
12.3. Kiti atsiskaitymo klausimai

12.3.1. Pirkéjas privalo pervesti mokéjimus Tiekéjui j Tiekéjo banko saskaita, nurodytg Specialiosiose
salygose.

12.3.2. Pirkéjas turi teise sumas, gautinas iS5 Tiekéjo, iSskaityti iS mokéjimy Tiekéjui pagal Sutartj
(vienasaliskai daryti jskaitymus). Dél Sios priezasties Tiekéjas neturi teisés perleisti arba jkeisti reikalavimo



teisiy | gautinas pagal Sutartj sumas tretiesiems asmenims arba kitaip jomis disponuoti be Pirkéjo sutikimo.
12.3.3.  Visi mokéjimai pagal Sutartj atliekami eurais.
12.3.4. Uz pavéluotus mokéjimus pagal Sutartj mokancioji Salis privalo sumokéti kitai Saliai Specialiosiose

salygose nurodyto dydzio netesybas.
13. KONFIDENCIALI INFORMACIA

13.1. Salys jsipareigoja laikytis konfidencialumo ir be kitos Salies radytinio sutikimo neatskleisti tos Salies
informacijos, nurodytos kaip konfidencialios, jokiems Salies darbuotojams, su Salimi susijusiems ar kitiems
tretiesiems asmenims, kuriems néra butina Sig informacija naudoti jy darbo tikslais, iSskyrus Zemiau nurodytus
atvejus.

13.2. Salis turi teise atskleisti kitos Salies konfidencialig informacija $iais atvejais:

13.2.1. konfidencialios informacijos atskleidimas yra butinas tinkamam Salies teisiy ar pareigy pagal Sutartj
jgyvendinimui — tadiau tokiu atveju informacija galima atskleisti tik ta apimtimi, kiek tai yra reikalinga sutartiniy
teisiy ar pareigy jgyvendinimui, ir tik tokiems tretiesiems asmenims, kuriems bdutina, su salyga, kad
konfidencialig informacijg gaunantys tretieji asmenys prisiima tokius pacius konfidencialumo jsipareigojimus,
kokie yra nustatyti $ioje Sutartyje. Jeigu tretieji asmenys atskleidZia konfidencialia informacija, Salis atsako u?
jy veiksmus kaip uz savo;

13.2.2. konfidencialig informacija yra butina atskleisti pagal jstatymy bei kity teisés akty reikalavimus,
jskaitant atvejus, kai to reikalauja vie$ojo administravimo subjektai, taip, kaip jie apibrézti Lietuvos
Respublikos vieSojo administravimo jstatyme.

13.3. Prieg atskleisdama konfidencialia informacija, Salis privalo informuoti kitg Salj (tiek, kiek tai
nedraudziama pagal jstatymus bei kitus teisés aktus) apie butinybe arba gautg vieSojo administravimo
subjekto reikalavima atskleisti konfidencialig informacijg ir imtis protingy priemoniy, siekdama uztikrinti
atskleistos informacijos konfidencialuma.

13.4. Salis atsako:

13.4.1. u? bet kokj neteiséta, jskaitant atsitiktinj, kitos Salies konfidencialios informacijos ar bet kurios jos
dalies atskleidima ar perdavima arba konfidencialios informacijos neteisétg naudojima;

13.4.2. uz tai, kad nesiémé visy protingy veiksmy, kad i§saugoty ir apsaugoty kitos Salies konfidencialig
informacija ar bet kurig jos dalj, uzkirsty kelig tolesniam jos neteisétam atskleidimui, perdavimui ar naudojimui.
13.5. Salis, nepagrjstai atskleidusi kitos Salies konfidencialia informacijg, privalo sumokéti kitai Saliai

Specialiosiose sglygose nurodyto dydzio bauda.
14. ASMENS DUOMENU APSAUGA

14.1. Salys jsipareigoja uztikrinti asmens duomeny sauguma bei asmens duomeny tvarkyma vykdyti teisétai,
vadovaujantis 2016 m. balandzio 27 d. priimto Europos Parlamento ir Tarybos reglamento (ES) 2016/679
dél fiziniy asmeny apsaugos tvarkant asmens duomenis ir dél laisvo tokiy duomeny judéjimo ir kuriuo
panaikinama Direktyva 95/46/EB (Bendrasis duomeny apsaugos reglamentas) ir kity teisés akty,
reglamentuojanciy asmens duomeny tvarkyma, nuostatomis.

14.2. Salys patvirtina, kad jeigu siekiant uztikrinti tinkamg Sutarties vykdyma bus tvarkomi asmens
duomenys, Salys jsipareigoja sudaryti atskirg susitarimg dél duomeny tvarkymo, kuriuo nustato duomeny
tvarkymo dalykg ir trukme, duomeny tvarkymo pobudij ir tikslg, asmens duomeny rasis ir duomeny subjekty
kategorijas bei duomeny valdytojo prievoles ir teises.



15. INTELEKTINE NUOSAVYBE

15.1. Visi rezultatai ir su jais susijusios teisés, jgytos vykdant Sutartj, jskaitant intelektinés nuosavybeés teises,
iSskyrus asmenines neturtines teises j intelektinés veiklos rezultatus, yra Pirkéjo nuosavybé, pereinanti
Pirkéjui nuo Paslaugy perdavimo—priémimo akto pasirasymo be jokiy apribojimy, kurig Pirkéjas gali naudoti,
publikuoti, perleisti ar perduoti be atskiro Tiekéjo sutikimo tretiesiems asmenims, jei Specialiosiose salygose
nenumatyta kitaip ar intelektinés nuosavybés teisés negali buti perduodamos nuosavybés teise dél Paslaugy
pobudzio ar (ir) iSimtiniy teisiy, patenty ir kt.

15.2. Tiekéjas sipareigoja atlyginti nuostolius Pirkéjui dél bet kokiy reikalavimy, kylanciy dél intelektinés
nuosavybés teisiy, jskaitant, bet neapsiribojant, dél patento, prekiy Zenklo, pramoninio dizaino savininko
(naudotojo) teisés (registruojamos arba ne), teisés, kylancios i§ paraisky bet kurioms minétoms teiséms
jregistruoti, autoriaus teisés, duomeny baziy gamintojy (sui generis) teisés, firmy, jmoniy, organizacijy, verslo
pavadinimy ar vardy savininky ir kitos panasios teisés ar jsipareigojimai, nepriklausomai nuo to, ar jie
registruoti Lietuvos Respublikoje, ar kitose Salyse, ar neregistruotini, iSskyrus atvejus, kai toks pazeidimas
atsiranda dél Pirkéjo kaltés.

15.3. Tiekéjas neturi teisés be iSankstinio radytinio Pirkéjo sutikimo naudoti Pirkéjo simboliy, pavadinimo ir
zenklo reklamoje, rinkodaroje, taip pat naudotis Pirkéjo sukurtais intelektiniais veiklos rezultatais. PaZeidus

reikalavima, Tiekéjui taikoma Specialiosiose sglygose nurodyta bauda.
16. PAREISKIMAI IR GARANTIIOS

16.1. Kiekviena i§ Saliy pareikia ir garantuoja kitai Saliai, kad:

16.1.1. yra teisétai priimti ir galioja visi butini sprendimai, gauti leidimai bei sutikimai, taip pat teisétai atlikti ir
galioja kiti teisiniai veiksmai, reikalingi Sutarties sudarymui, galiojimui ir vykdymui;

16.1.2. sudarydama Sutartj, Salis nevirsija savo kompetencijos ir nepazeidzia jai taikomy jstatymy bei kity
teisés akty, teismo ar arbitrazo teismo sprendimy, administraciniy akty, sutaréiy ar kity prievoliy pagal
taikomg privatine teise, vie$ajg teise, Europos Sajungos teise arba tarptautine teise;

16.1.3. Salies atstovas turi visus reikiamus jgaliojimus sudaryti ir jvykdyti Sutart;. Salies atstovas,
sudarydamas ir pasiraydamas Sutartj, nepazeid¥ia Salies jstaty, nuostaty ir kity vidaus dokumenty, Salies
valdymo ir kity organy ir (ar) kreditoriy teisiy ir teiséty interesy, sudarydamas Sutartj jis Salies ir Salies organy
nariy, kreditoriy atzvilgiu veikia saZiningai ir protingai;

16.1.4. Salis jvertino visas aplinkybes, turindias esminés reikSmés Sutarties sudarymui ir jos vykdymui. Né
viena i$ Sutartyje nurodyty salygy ir aplinkybiy neturi neigiamos jtakos Salies valiai sudaryti Sutartj tokiomis
salygomis, kurios nurodytos Sutartyje, ir vykdyti i$ Sutarties kylancius jsipareigojimus;

16.1.5. Sutartis sudaroma vadovaujantis sgziningumo, protingumo, teisingumo ir §aliq lygiateisiskumo
principais, nenaudojant apgaulés ar spaudimo. éalys atskleidé viena kitai visg joms zinoma informacija,
turindig esminés reikdmés Sutarties sudarymui ir jos vykdymui;

16.1.6. visi Salies pareiskimai ir garantijos yra iSsamus ir nepalieka nutyléty jokiy aplinkybiy, kurios daryty
diuos pareiskimus ar garantijas neteisingais.

16.2. Tiekéjas papildomai pareiskia ir garantuoja Pirkéjui, kad Tiekéjas, subtiekéjai, jungtinés veiklos partneriai
ir specialistai turi galiojancius ir teisétus visus jstatymuose bei kituose teisés aktuose numatytus leidimus,
licencijas, atestatus, teisés pripazinimo dokumentus, reikalingus vykdant Sutart;.

16.3. Tiekéjas pareiskia, kad suteikty Paslaugy rezultato disponavimo, valdymo ir naudojimosi teisés néra



apribotos ir jokie tretieji asmenys neturi pretenzijy j Sutartimi perduodama Paslaugy rezultata.
16.4. Tiekéjas jsipareigoja vykdant Sutartj laikytis aplinkos apsaugos, socialinés ir darbo teisés jpareigojimy,
nustatyty Europos Sajungos ir nacionalingje teiséje, kolektyvinése sutartyse ir VP| 5 priede nurodytose

tarptautinése konvencijose.
17. BENDRIEJI ATSAKOMYBES KLAUSIMAI

17.1. Netesyby sumokéjimas u? vélavima ar pareigy pagal Sutartj paZeidima neatleidzia Salies nuo Sutartyje
numatyty jos pareigy vykdymo.

17.2. Netesyby sumokéjimas ir (ar) Sutarties jvykdymo uZtikrinimo gavimas nepanaikina Salies teisés
reikalauti, kad kita Salis kompensuoty jos patirtus nuostolius. éioje Sutartyje nustatytos netesybos yra
laikomos minimaliais, nejrodinétinais éaliq nuostoliais. Kiekviena i$ éaliq turi teise gauti i$ kitos Salies
nuostoliy, atsiradusiy deél kitos Salies netinkamo jsipareigojimy pagal Sutartj vykdymo ar nevykdymo,
nevirsijant Pradinés sutarties vertés, jei teisés aktai nenumato, kad privalo biti kompensuota didesné suma.
Siame punkte numatytas atsakomybés ribojimas netaikomas, jei Zala atsirado dél konfidencialumo
jsipareigojimy, asmens duomeny apsaugg reglamentuojanciy teisés akty ar intelektinés nuosavybés teisiy
pazeidimo.

17.3. Tuo atveju, jei paaiskéja, kad kuris nors i$ Sioje Sutartyje pateikty pareiskimy ar garantijy buvo i$ esmés
neteisingas, melagingas ar klaidinantis, Salis paZeidéja nukentéjusiai Saliai privalo atlyginti visus nuostolius,
kuriuos nukentéjusioji Salis patyre dél tokio neteisingo, melagingo ar klaidinancio pareigkimo ar garantijos.
17.4. éioje Sutartyje numatytos teisiy gynybos priemonés neapriboja éaliq teisés pasinaudoti kitomis
teisétomis teisiy gynybos priemonémis.

17.5. Atsakomybés apribojimai pagal Sutartj netaikomi, kai zala padaroma tycia arba dél didelio neatsargumo,
padaroma neturtiné Zala, suzalojama sveikata ar atimama gyvybé, taip pat kai padaroma zala (nuostoliai)
tretiesiems asmenims, jskaitant atvejus, jeigu vienos Salies padaryta Zalg tretiesiems asmenims atlygina kita
Salis.

17.6. Pasibaigus Sutarties galiojimui, éalys neatleidziamos nuo atsakomybés uz Sutarties pazeidima.
Pasibaigus Sutarties galiojimui, Salys nepraranda teisés reikalauti atlyginti del Sutarties nevykdymo patirtus

nuostolius bei sumokéti netesybas.
18. NENUGALIMA JEGA (FORCE MAJEURE)

18.1. Atsakomybé pagal Sutartj netaikoma, taip pat Salys gali bati visiskai ar i$ dalies atleistos nuo civilinés
atsakomybés Siais pagrindais:

18.1.1. dél nenugalimos jégos (force majeure) — taikomos Lietuvos Respublikos civilinio kodekso 6.212
straipsnio ir Lietuvos Respublikos Vyriausybés 1996 m. liepos 15 d. nutarimu Nr. 840 ,Dél Atleidimo nuo
atsakomybés esant nenugalimos jégos (force majeure) aplinkybéms taisykliy patvirtinimo” patvirtinty
taisykliy nuostatos;

18.1.2. dél Europos Sajungos valstybiy veiksmy — kai prievole pagal Sutartj jvykdyti nejmanoma dél
privalomy ir nenumatyty Europos Sajungos valstybés institucijy veiksmy (akty), kuriy éalys neturejo teisés
gincyti ir Sie veiksmai negaléjo bati is anksto numatyti.

18.2. Salis, praganti jg atleisti nuo atsakomybeés, privalo pranesti kitai Saliai apie nenugalimos jégos
aplinkybes nedelsiant, bet ne véliau kaip per 5 (penkias) dienas nuo tokiy aplinkybiy atsiradimo ar

paaiskéjimo, pateikdama jrodymus, kad ji émeési visy pagrjsty atsargumo priemoniy ir déjo visas pastangas,



kad sumazinty islaidas ar neigiamas pasekmes, taip pat pranesti galima jsipareigojimy jvykdymo termina.
Salis taip pat turi pateikti kitai Saliai atitinkama pranesima, kai iSnyksta jsipareigojimy nevykdymo pagrindas.
18.3. Pagrindas atleisti éalj nuo atsakomybés atsiranda nuo nenugalimos jégos aplinkybiy atsiradimo
momento arba, jeigu laiku nebuvo pateiktas pranesimas, nuo pranesimo pateikimo momento. Jeigu Salis laiku
neiésiunia prane&imo arba neinformuoja, ji privalo kompensuoti kitai Saliai Zala, kurig &i patyré dél laiku
nepateikto pranesimo arba dél to, kad nebuvo jokio pranesimo.

18.4. Jeigu nenugalimos jégos (force majeure) aplinkybés tesiasi ilgiau negu 1 (viena) ménesj nuo pranesimo
apie jas gavimo dienos, bet kuri Salis gali nutraukti Sutartj apie tai pranesusi kitai Saliai prie$ 5 (penkias) darbo
dienas. Nenugalima jéga nelaikoma tai, kad Salis neturi reikiamy finansiniy istekliy arba skolininko
kontrahentai pazeidzia savo prievoles, arba skolininkas paZzeidZia savo prievoles kontrahentams.

19. SUTARTIES NUOSTATUY NEGALIOJIMAS

19.1. Jeigu kuri nors Sutarties nuostata yra arba tampa dalinai ar pilnai negaliojanti, Salys privalo kuo skubiau
sudaryti Susitarimag, ir juo pakeisti negaliojancig nuostatg kita nuostata, kuri, kiek tai yra jmanoma, turéty tokj
patj ekonominj ir teisinj efekty, kokio buvo siekta susitariant dél negaliojancios Sutarties nuostatos. Tokia
negaliojanti nuostata nedaro negaliojanciomis kity Sutarties nuostaty, jeigu tai nepazeidzia jstatymy bei kity
teisés akty ir galima daryti prielaidg, kad Sutartis buty buvusi teisétai sudaryta ir nejtraukus nuostatos, kuri
yra negaliojanti.

19.2. Jeigu Specialiosiose salygose numatytas Bendryjy salygy nuostatos pakeitimas yra arba tampa dalinai
ar pilnai negaliojantis, negali buti taikoma tos Bendryjy salygy nuostatos redakcija, buvusi iki pakeitimo. Tokiu
atveju Salys privalo veikti pagal Bendryjy salygy 19.1 punkta.

20. SUTARTIES PAKEITIMAI

20.1. Sutarties sglygos Sutarties galiojimo laikotarpiu negali buti kei¢iamos, iSskyrus tokias Sutarties sglygas,
kuriy keitimas numatytas Sutartyje ir (ar) galimas vadovaujantis VP|] nuostatomis.

20.2. Sutarties pakeitimai jforminami Salims sudarant Susitarima.

20.3. Salis, inicijuojanti Susitarimg, privalo pateikti kitai Saliai pranesimg deél Sutarties pakeitimo bei
pagrindima dél to, jog yra faktinis ir teisinis pagrindas sudaryti Susitarima. Kita Salis per 5 (penkias) darbo
dienas (arba per kita Saliy radtu sutartg termina) privalo i$analizuoti ir jvertinti gautq informacija, pateikti savo
pastabas ir pasitlymus, pagrjstus Sutarties ir imperatyviomis jstatymy bei kity teisés akty nuostatomis.
20.4. Susitarimas jsigalioja nuo jo sudarymo, jei Susitarime nenurodyta kitaip. Susitarimg Pirkéjas privalo
paviesinti VP| 33 ir 86 straipsniuose nustatyta tvarka.

20.5. Specialiosiose salygose nurodyty duomeny apie kontaktinius asmenis bei rekvizity pasikeitimas
nelaikomas Sutarties pakeitimu (iSskyrus Tiekéjo, jungtinés veiklos partnerio, subtiekéjo ar specialisto
pakeitima kitu asmeniu) ir Salis turi pakeisti tuos duomenis viena$aligkai, informuodama apie tai kit Salj. Bet
kuriuo atveju Sutarties pakeitimu negali biti i$ esmés keic¢iama Sutartis.

21. SUTARTIES SUSTABDYMAS

21.1. Nesant Tiekeéjo kaltés ir esant aplinkybéms, kuriy Sutarties Salis negaléjo numatyti Sutarties sudarymo

metu, dél kuriy Sutarties Salis negali vykdyti savo sutartiniy jsipareigojimy ir (arba) esant kitoms



nenumatytoms aplinkybéms, Sutarties éalys turi teise inicijuoti Paslaugy (jy dalies) teikimo sustabdyma iki
atitinkamy aplinkybiy pasibaigimo.

21.2. Paslaugy (jy dalies) teikimas gali bti stabdomas esant bent vienai i$ iy aplinkybiy:

21.2.1. esant Bendryjy salygy 18 skyriuje numatytoms nenugalimos jégos aplinkybéms, sutartiniy
jsipareigojimy vykdymo terminai stabdomi nuo klitties atsiradimo momento arba, jeigu apie jg néra laiku
pranesta, nuo pranesimo momento ir atnaujinami, kai minétos aplinkybés nebetrukdo vykdyti Sutarties;
21.2.2. Tiekéjas Sutartyje nurodyta tvarka negali teikti Paslaugy (pavyzdziui, Pirkéjas dél objektyviy priezasciy
negali sudaryti techniniy galimybiy Paslaugy teikimui), o Tiekéjas dél to negali vykdyti Sutarties;

21.2.3. dél nenumatyty prekiy, paslaugy ir (ar) darbuy, susijusiy su perkamu objektu, kuriy poreikis paaiskéjo
tik vykdant Sutartj, jsigijimo;

21.2.4. ne dél Pirkéjo kaltés véluoja kitos Pirkéjo pirkimo sutarties, turindios tiesioginés jtakos $iai Sutardiai,
vykdymas;

21.2.5. esant jrodymais pagrjstoms kliatims ar trukdymams, sukeltiems Tiekéjui kity treciyjy asmeny ne dél
Tiekéjo ne laiku ar netinkamai pagal Sutarties sglygas ir tvarka jvykdyty sutartiniy jsipareigojimuy;

21.2.6. pasikeitus galiojan¢iam teisés aktui ar jsigaliojus naujam teisés aktui, kuris turi jtakos Sios Sutarties
vykdymui;

21.2.7. sutartiniy jsipareigojimy stabdymo buitinybé atsirado dél sustabdyto, perskirstyto, negauto ir panasiai
Pirkejo Paslaugy pirkimui skirto finansavimo arba finansavimo trukumo;

21.2.8. dél teisminiy (arbitraziniy) ginéy su Pirkéju ar trediaisiais asmenimis, kuriy dalykas yra tiesiogiai susijes
su Sutarties vykdymu.

21.3. Jei Paslaugy (jy dalies) teikimo sustabdymas atliekamas dél Bendryjy salygy 21.2 papunktyje nurodyty
aplinkybiy ir tesiasi ne ilgiau kaip 3 (tris) ménesius, toks stabdymas laikomas Sutarties keitimu joje
numatytomis sglygomis ir jforminamas Sutarties 21.6 papunktyje nustatyta tvarka.

21.4. Jei Paslaugy (jy dalies) teikimo stabdymas vykdomas dél kity aplinkybiy, nenurodyty Bendryjy salygy
21.2 papunktyje ar (ir) Bendryjy salygy 21.2 papunktyje nurodytos aplinkybés tesiasi ilgiau nei 3 (tris)
ménesius ir (ar) nesilaikant Siame skyriuje nustatytos tvarkos, tai laikoma Sutarties keitimu, kuris turi bati
atliekamas, vadovaujantis VP] nuostatomis ir jforminamas Sutarties 21.6 papunktyje nustatyta tvarka.

21.5. Sutartiniy jsipareigojimy vykdymas gali bati stabdomas tik Sutarties galiojimo laikotarpiu tokia tvarka:
21.5.1. atsiradus aplinkybéms, dél kuriy Tiekéjas negali vykdyti sutartiniy jsipareigojimy, Tiekéjas apie tai
nedelsdamas privalo informuoti Pirkéja. Tiekéjo radytiniame prasyme turi bati nurodyta stabdymo aplinkybé
(Bendryjy salygy 21.2 papunktis) ir aplinkybés atsiradima bei galimg terming pagrindZiantys argumentai,
objektyvis faktai ir jrodymai. Pirkéjas, jvertines prasyma, ne véliau kaip per 3 (tris) darbo dienas rastu
informuoja Tiekéjg apie priimta sprendimg dél sutartiniy jsipareigojimy vykdymo stabdymo. Tiekéjui
nepateikus konkreliy argumenty, fakty, pagrjsty jrodymais, Pirkéjas turi teise rastu atsisakyti patvirtinti
sustabdyma;

21.5.2. Pirkéjui rastu informavus Tiekéjg ir pateikus jam argumentuotg paaiskinima, dél kokiy aplinkybiy ir
kuriam terminui yra butina sustabdyti sutartiniy jsipareigojimy vykdymo terming, Tieké&jas ne véliau kaip per
3 (tris) darbo dienas rastu informuoja Pirkéjg ir patvirtina, kad sutinka su sustabdymu. Tiekéjas turi teise
priestarauti sutartiniy jsipareigojimy vykdymo sustabdymui tik tuo atveju, jei Tiekéjas savo sgskaita ir jégomis
gali pasalinti atsiradusias aplinkybes, dél kuriy kilo bitinybé stabdyti sutartiniy jsipareigojimy vykdyma;
21.5.3. Tiekéjas, gaves Pirkéjo rastiska pranesima apie stabdyma, privalo nedelsiant, bet ne véliau kaip per 3
(tris) darbo dienas po patvirtinimo iSsiuntimo Pirkéjui dienos, sustabdyti sutartiniy jsipareigojimy ar jy dalies
vykdyma. Jei sutartiniy jsipareigojimy ar jy dalies vykdymas sustabdytas, éalys negali vykdyti jokiy jiems
pagal Sutartj ar Sutarties dalj priskirty jsipareigojimuy.



21.6. éalys sutartiniy jsipareigojimy vykdymo stabdyma jformina rasytiniu susitarimu, nurodant priezastis ir
sustabdymo terming, bei pridedant dokumentus, patvirtinancius sustabdymo pagrinda, ir patvirtina éaliq
joalioty atstovy paragais. Tokie susitarimai yra neatskiriama Sutarties dalis.

21.7. Sutartiniy jsipareigojimy vykdymas sustabdomas ne ilgesniam kaip konkrecios, pagrjstos aplinkybés
egzistavimo laikotarpiui.

21.8. Salys susitaria, kad sutartiniy jsipareigojimy vykdymo sustabdymo terminas j Sutarties vykdymo terming
néra jskaiciuojamas, jo metu sutartiniai jsipareigojimai nevykdomi ir uz $j perioda Pirkéjas Tiekéjui nemoka
jokiy mokéjimy, baudy ar prastovy.

21.9. Jeigu Sutartyje numatyty prievoliy jvykdymo terminai buvo sustabdyti Sutartyje nustatytais pagrindais,
jie atnaujinami pasibaigus sustabdyma lémusioms aplinkybéms arba éaliq susitarime nurodytam terminui,
priklausomai nuo to, kuris jvyksta anksciau. Tuo atveju, jeigu Sutartyje numatyty prievoliy jvykdymo terminai
atnaujinami ankscéiau negu pasibaigia éaliq susitarime nurodytas sustabdymo terminas, éalys Sutartyje
numatyty prievoliy jvykdymo terminy atnaujinimo datg jformina rastu.

21.10. Atnaujinus Sutarties vykdyma, nejvykdyty prievoliy (jy dalies) jvykdymo terminai ir Sutarties galiojimas
nukeliami tokiam terminui, kiek buvo like laiko jy jvykdymui (Sutarties galiojimui) jy sustabdymo metu.
21.11. Jei sutartiniy jsipareigojimy vykdymas buvo sustabdytas ilgesniam nei 3 (trijy) ménesiy laikotarpiui,
pragjus Siam terminui, viena Salis gali radytiniu pranesimu kitos Salies pareikalauti atnaujinti Sutarties
vykdyma. Saliai be pagrjsty aplinkybiy neatnaujinus Sutarties vykdymo per 10 (degimt) dieny nuo atitinkamo
kreipimosi, kita Salis gali nutraukti Sutartj, apie tai jspejusi kitg Salj prie$ 10 (deimt) dieny.

22. SUTARTIES NUTRAUKIMAS

Sutartis gali buti nutraukiama VP] 90 straipsnyje ir Sutartyje numatytais atvejais, jskaitant galimybe nutraukti
Sutartj éaliq susitarimu.

22.1. Pretenzijos dél Sutarties pazeidimy

22.1.1. Jeigu Salis paZeidzia Sutartj arba jstatymus bei kitus teisés aktus, kita Salis turi teise pareikéti jai
radytine pretenzijg, nurodyti, kokig Sutarties ar jstatymy bei kity teisés akty nuostatg ir kokiu badu kita Salis
pazeidé bei nustatyti protinga terming istaisyti pazeidima.

22.1.2. Pretenzijg gavusi Salis privalo nedelsdama, bet ne véliau nei per 5 (penkias) darbo dienas, atsakyti j
pretenzijg ir nurodyti, kokiy priemoniy imsis siekdama istaisyti pazeidima per pretenzijoje nustatytg terming
arba motyvuotai pasiulyti kitg pagrjsta termina. Tiekéjo teisé sillyti kitg terming nelaikoma Pirkéjo pareiga ta
terming priimti. Pretenzija gavusios Salies pasitlytasis terminas pakeidia termina, nurodyta pretenzijoje, tik

jeigu kita Salis jj patvirtina.
22.2. Sutarties nutraukimas Pirkéjo iniciatyva

22.2.1. Pirkéjas vienasaliskai nutraukia Sutartj, jspéjes Tiekéjg rastu pries ne trumpesnj nei 5 (penkiy) dieny
terming, jeigu Tiekéjas padaro esminj Sutarties pazeidima, nurodytg Specialiosiose salygose ar Sutarties
pazeidima, kuris atitinka esminio Sutarties pazeidimo pozymius, nurodytus Lietuvos Respublikos civiliniame
kodekse, ir, gaves Pirkéjo pretenzija, per pretenzijoje nurodytg terming neistaiso pazeidimo.

22.2.2. Pirkéjas turi teise vienasaliskai nutraukti Sutartj ar jos dalj rastu jspéjes Tiekéjg pries ne trumpesnj nei

10 (deSimties) dieny terming, jeigu:



22.2.2.1. Tiekéjui yra iskelta bankroto byla, pradétas bankroto procesas ne teismo tvarka, jis tampa nemokus
arba yra nemokumo tikimybé, sustabdo ukine veikla ar susidaro jstatymuose ir kituose teisés aktuose
nustatyta tvarka analogiska situacija;

22.2.2.2. Tiekéjo padétis pasikeicia ir jis atitinka pirkimo dokumentuose nustatyta pasalinimo pagrinda;
22.2.2.3. pasikeitia teisés aktai, susije su Sutarties objektu, Sutarties vykdymu, ar su Pirkéjo vykdoma veikla,
kuriai buvo sudaryta Sutartis, ir dél tokiy pakeitimy Pirkéjas nusprendZia nutraukti Sutartj;

22.2.2.4. Pirkéjas nusprendzia nebevykdyti veiklos, kurios vykdymui Sutartimi jsigyjamos Paslaugos ir
Sutarties poreikis iSnyksta;

22.2.2.5. Pirkéjo valdymo organas priima sprendima, dél kurio Sutarties poreikis iSnyksta;

22.2.2.6. pasikeicia (pablogéja) Pirkéjo finansiné padétis ar Pirkéjas negauna arba netenka finansavimo ir dél
ios priezasties nusprendzia nutraukti Sutartj;

22.2.2.7. keiciasi Pirkéjo organizaciné struktdra — juridinis statusas, pobudis ar valdymo struktdra ir tai gali
turéti jtakos tinkamam Sutarties jvykdymui arba Sutarties poreikiui;

22.2.2.8. nebelieka perkamy Paslaugy poreikio;

22.2.2.9. Pirkéjas i§ pirkimy priezitrg atliekandiy institucijy gauna nurodyma ar rekomendacijg nutraukti
Sutartj;

22.2.2.10. Tiekéjas véluoja pateikti Sutarties jvykdymo uZztikrinimo pratesima ilgiau kaip 10 (dedimt) darbo
dieny nuo paskutinio Sutarties jvykdymo uztikrinimo galiojimo termino pabaigos arba atsisako jj pateikti;
22.2.2.11. Tiekéjas atsisako pasalinti arba nepagalina Paslaugy trikumy per Pirkéjo nustatytus protingus
terminus;

22.2.2.12. Tiekéjas pazeidzia Sutartj arba jstatymus bei kitus teisés aktus ir per Pirkéjo radytinéje pretenzijoje
nurodytg terming neidtaiso pazeidimo;

22.2.2.13. Lietuvos Respublikos Vyriausybé Nacionaliniam saugumui uztikrinti svarbiy objekty apsaugos
jstatymo nustatyta tvarka priima sprendima, patvirtinantj, kad Sutartis neatitinka nacionalinio saugumo
interesy (taikoma, jeigu Pirkéjas veikia srityse, kurios laikomos nacionaliniam saugumui uztikrinti strategiskai
svarbiy ukio sektoriy dalimi, ar yra laikomas esminiu subjektu);

22.2.2.14. paaiskéja VP| 37 straipsnio 8 dalyje ir (ar) 47 straipsnio 8 dalyje nurodytos aplinkybés.

22.2.3. Sutartis laikoma niekine ir negaliojandia, jei nustatoma, kad Sutarties vykdymas priestarauja Lietuvos
Respublikoje jgyvendinamoms privalomoms tarptautinéms sankcijoms, kaip tai apibrézta Sankcijy jstatyme ir
kituose tarptautiniuose, Europos Sajungos ir Lietuvos Respublikos teisés aktuose (bent vienai i$ taikomy
sankcijy). Sutarties negaliojimo momentas nustatomas vadovaujantis minétu jstatymu.

22.2.4. Pirkéjas nedelsiant, bet ne véliau kaip per 5 (penkias) dienas, vienasaliSkai nutraukia Sutartj arba
sustabdo jos vykdymga privalomy tarptautiniy sankcijy, kaip tai apibrézta Sankcijy jstatyme ir kituose
tarptautiniuose, Europos Sajungos ir Lietuvos Respublikos teisés aktuose, jgyvendinimo laikotarpiui, apie tai
ispéjes Tiekéja rastu, jei Sutartis jsigaliojo iki $iy tarptautiniy sankcijy Lietuvos Respublikoje jgyvendinimo
nustatymo. Draudziama prisiimti naujas prievoles pagal Sutartj, kuriy vykdymas priestarauty Lietuvos
Respublikoje jgyvendinamoms tarptautinéms sankcijoms.

22.2.5. Jei Sutartis nutraukiama Tiekéjui iS esmés pazeidus Sutartj ar Tiekéjui nepagrjstai nutraukus Sutarties
vykdyma ne Sutartyje nustatyta tvarka, ir jeigu Specialiosiose sglygose néra numatyta, kad tinkamas Sutarties
jvykdymas yra uztikrinamas Sutarties jvykdymo uztikrinimu, Tiekéjas jsipareigoja sumokéti Pirkéjui
Specialiosiose salygose nurodyto dydZio baudg ir atlyginti nuostolius, susijusius su Sutarties nutraukimu.
Jeigu Specialiosiose salygose yra numatyta, kad tinkamas Sutarties jvykdymas yra uztikrinamas Sutarties
jvykdymo uztikrinimu, Tiekéjas jsipareigoja Pirkéjui sumokeéti likusig dalj Specialiosiose salygose nurodyto

dydZio baudos ir atlyginti nuostolius, susijusius su Sutarties nutraukimu, kiek jy nepadengia Sutarties



jvykdymo uztikrinimas. Pirkéjui pareiSkus reikalavima atlyginti patirtus nuostolius, baudos suma jskaitoma j
nuostoliy atlyginima.

22.2.6. Pirkéjas turi teise vienasalikai nutraukti Sutartj ir kitais Specialiosiose salygose (jei taikoma) ir
jstatymuose bei kituose teisés aktuose jtvirtintais atvejais.

22.2.7. Sutartis laikoma nutraukta kitg dieng po to, kai pasibaigia jspéjimo apie Sutarties nutraukima terminas.
22.2.8. Tais atvejais, kai Tiekéjas pasalina pazeidima ar iSnyksta aplinkybés, dél kuriy buvo inicijuota Sutarties
nutraukimo procedura, Sutartis negali buti nutraukiama ir jspéjimas apie Sutarties nutraukima netenka galios,
jei Tiekéjas pateikia informacijg apie pazeidimo pasalinimg ar iSnykusias aplinkybes, dél kuriy buvo inicijuota
Sutarties nutraukimo procedura.

22.3. Sutarties nutraukimas Tiekéjo iniciatyva

22.3.1. Tiekéjas turi teise vienaSaliskai nutraukti Sutartj, jspéjes Pirkéjg rastu prieS ne trumpesnj nei 30
(trisdedimties) dieny termina, jeigu Pirkéjas paZeidzia atsiskaitymo su Tiekéju terminus (iSskyrus atvejus, kai
Pirkéjas naudojasi savo teise sulaikyti mokéjimus), ir Pirkéjo skola Tiekéjui virsija 20 (dvide$imt) proc. Pradinés
sutarties vertés ir Pirkéjas, gaves Tiekéjo pretenzijg, per 30 (trisde$imt) dieny nesumoka Tiekéjui mokétiny
sumuy.

22.3.2. Tiekéjas turi teise vienaSaliskai nutraukti Sutartj, jspéjes Pirkéjg rastu prieS ne trumpesnj nei 10
(degimties) dieny terming, jeigu:

22.3.2.1. Pirkéjui yra iSkelta bankroto byla, pradétas procesas dél bankroto ne teismo tvarka, jis tampa
nemokus arba yra nemokumo tikimybé, Pirkéjas sustabdo veiklg, arba jstatymuose ir kituose teisés aktuose
numatyta tvarka susidaro analogiska situacija;

22.3.2.2. Pirkéjas pazeidzia Sutartj arba jstatymus bei kitus teisés aktus ir per Tiekéjo radytinéje pretenzijoje
nurodytg terming neistaiso pazeidimo, iSskyrus Bendryjy salygy 22.3.1 punkte nustatytg atvejj.

22.3.3. Jeigu Bendryjy salygy 22.3.1 punkte nurodytos aplinkybés yra susijusios tik su atskira dalimi arba
atskiru Susitarimu, Tiekéjas turi teise nutraukti Sutartj tik tos dalies atzvilgiu arba nutraukti tik tokj Susitarima.
22.3.4. Tiekéjas turi teise vienaSaliskai nutraukti Sutartj ir kitais jstatymuose bei kituose teisés aktuose
jtvirtintais atvejais.

22.3.5. Jei Sutartis nutraukiama Pirkéjui i$ esmés pazeidus Sutartj ar Pirkéjui nepagrjstai nutraukus Sutarties
vykdyma ne Sutartyje nustatyta tvarka, Pirkéjas jsipareigoja sumoketi Tiekéjui Specialiosiose sglygose
nurodyto dydZio baudg ir atlyginti nuostolius, susijusius su Sutarties nutraukimu.

22.3.6. Sutartis laikoma nutraukta kitg dieng po to, kai pasibaigia jspé&jimo apie Sutarties nutraukima terminas.
22.3.7. Tais atvejais, kai per jspé&jimo apie Sutarties nutraukima terming Pirkéjas pasalina pazeidima arba
iSnyksta aplinkybés, dél kuriy buvo inicijuota Sutarties nutraukimo procedira, Sutartis negali bati nutraukiama
ir jspéjimas apie Sutarties nutraukima netenka galios, jei Pirkéjas informuoja Tiekéjg apie pasalintg pazeidima
arba isSnykusias aplinkybes, dél kuriy buvo inicijuota Sutarties nutraukimo procedura.

22.4. éaliq teisés ir pareigos Sutarties nutraukimo atveju

22.4.1. Sutarties nutraukimas neturi jtakos gin¢y nagringjimo tvarka nustatanciy Sutarties salygy ir kity
Sutarties salygy, kurios pagal savo esme lieka galioti ir po Sutarties nutraukimo, galiojimui.

22.4.2. Nutraukus Sutartj, Salys privalo:

22.4.2.1. jsitikinti, jog iki Sutarties nutraukimo dienos suteiktos Paslaugos ir kiti atlikti veiksmai atitinka

Sutarties reikalavimus ir Salys dél to viena kitai nebereiké pretenzijy;



22.4.2.2. atsiskaityti uz iki Sutarties nutraukimo suteiktas Paslaugas, atitinkancias Sutarties reikalavimus;
22.4.2.3. per 10 (deSimt) dieny nuo pranesimo apie Sutarties nutraukima gavimo dienos ar Susitarimo dél
Sutarties nutraukimo sudarymo dienos perduoti viena kitai visus dokumentus, kuriuos buvo butina perduoti

pagal Sutarties nuostatas.
23. PREKIY MODELIO AR GAMINTOJO KEITIMAS

23.1. Tais atvejais, kai kartu su Paslaugomis yra perkamos prekés, Tiekeéjas turi teise keisti prekiy modelj ir
(ar) gamintoja, jei yra visos toliau nurodytos salygos:

23.1.1. jei Tiekéjo pasitlyme nurodytos prekés nebegaminamos ar i esmés sutriko jy tiekimas ir gautas
gamintojo patvirtinimas ir (ar) prekés, jy gamintojas kelia grésme nacionaliniam saugumui ir (ar) prekiy
tiekimas priestarauja Lietuvos Respublikoje jgyvendinamoms privalomoms tarptautinéms sankcijoms, kaip tai
apibrézta Sankcijy jstatyme ir (ar) prekés, jy sudedamosios dalys ar (ir) gamintojas neatitinka VP] 45 straipsnio
2! dalies nuostaty;

23.1.2. jei kei¢iamos prekés visiskai atitinka visus pirkimo dokumenty reikalavimus, yra ne prastesnés, o
lygiavertés ar geresnés kokybés nei Tiekéjo pasitlyme nurodytos prekés ir Tiekéjas pateikia tai patvirtinancius
dokumentus. Jeigu pirkimo procediry metu Tiekéjas buvo pateikes prekiy pavyzdzius, pristatomos prekés turi
bati ne prastesnés kokybés nei pateikti pavyzdziai;

23.1.3. jei Tiekéjas ne véliau kaip pries 10 (desimt) dieny iki numatomo prekiy keitimo pateiké Pirkéjui rasytinj
prasyma su keitimg pagrindzianciais dokumentais bei gavo Pirkéjo radytinj sutikimg. Pirkéjas turi teise
nesutikti su prekes keitimu ir turi teise nutraukti Sutartj, jei Tiekéjas nepateiké jrodymy ar jy pateikimas
nepagrindZia kei¢iamos prekés atitikimo pirkimo dokumentams ir lygiavertiSkumo ar geresnés kokybés nei
Sutartyje nurodytos prekés;

23.1.4. éalys sudaré rasytinj Susitarima prie Sutarties dél prekiy keitimo.

23.2. Siame Bendryjy salygy skyriuje nurodytu atveju prekés turi bati pristatytos u? ne didesne nei pasitlyme
nurodyta kaina.

24. BENDRAVIMO TVARKA IR KALBA

24.1. Sutartis sudaroma lietuviy kalba. Jeigu Sutartis ar kuris nors jg sudarantis dokumentas sudaromas kita
kalba arba iSver¢iamas j kitg kalba, visais atvejais autentisku laikomas tik lietuviy kalba parengtas Sutarties
tekstas (jei yra neatitikimy, pirmenybé teikiama lietuviy kalba parengtam tekstui).

24.2. Jeigu Salis prane$a kitai Saliai apie savo naujus kontaktinius duomenis, tai po to, kai kita Salis gauna
tokj pranesima, ji visus remiantis Sutartimi siun¢iamus pranesimus ir informacijg turi siysti pagal naujuosius
kontaktinius duomenis. Jei Salis nepranesa apie kontaktiniy duomeny pasikeitima arba kol kita Salis negauna
tokio pranesimo, pranesimo issiuntimas pagal paskutinius Saliai Yinomus kontaktinius duomenis laikomas
tinkamu.

24.3. Jeigu pranesimas yra jteikiamas asmeniskai arba siundiamas pastu ar per kurjerj, jis turi buti jteikiamas
pasirasytinai ir laikomas gautu gavimo patvirtinime nurodytg diena.

24.4. Jeigu praneSimas siunc¢iamas el. pastu, laikoma, kad Salis ji gavo kitg darbo diena.

24.5. Jeigu pranesimas siunciamas keliais skirtingais budais, laikoma, kad gavéjas jj gavo tada, kai jis gavo

pirmesnijjj pranesima.



25. PRETENZIJOS IR GINCY SPRENDIMAS

25.1. Bet kokie gincai, nesutarimai ar reikalavimai, kylantys i$ Sutarties arba susije su Sutartimi, jos pazeidimu,
nutraukimu ar galiojimu, visy pirma privalo buti sprendziami derybomis tarp §aliq vadovy arba jy jgalioty
asmenuy.

25.2. Jeigu Salys neisprendZia gin¢o deryby budu, tuomet toks gincas, nesutarimas ar reikalavimas, kylantis
iS Sios Sutarties arba susijes su ja ar jos pazeidimu, nutraukimu arba negaliojimu, yra galutinai sprendziamas
Lietuvos Respublikos teismuose Lietuvos Respublikos jstatymuose nustatyta tvarka.

25.3. Kile gin&ai nesudaro pagrindo Salims atsisakyti vykdyti savo prievoles pagal Sutart;.



EPSOG

TEISINIY PASLAUGU PIRKIMO
TECHNINE SPECIFIKACIJA

1. SAVOKOS IR SUTRUMPINIMAI

1.1. Pirkimas — teisiniy Paslaugy pirkimas.
1.1.1. Pirkéjas - UAB ,EPSO-G*, LITGRID AB, AB ,,Amber Grid“, BALTPOOL UAB (toliau kartu — Pirkéjai).

1.2. Grupés jmoné (-s) arba Grupé — UAB ,EPSO-G" ir (ar) jos tiesiogiai ir netiesiogiai valdomi juridiniai
asmenys.

1.3. Tiekéjas — Ukio subjektas — fizinis asmuo, privatusis ar viesasis juridinis asmuo, kita organizacija ir jy
strukturinis padalinys arba tokiy asmeny grupé, jskaitant laikinas Ukio subjekty asociacijas, kurie rinkoje siulo

teikti paslaugas, su kuriuo Pirkéjas sudaro Sutart;.

1.4. Techniné specifikacija — $is dokumentas.

1.5 Paslaugos - teisinés paslaugos, aprasytos Sioje Techninéje specifikacijoje.

1.6. Sutartis — Paslaugy teikimo sutartis, sudaroma tarp Pirkéjo ir Tiekéjo dél Pirkimo objekto.

1.7. Papildomos Sutarties vykdymo islaidos — Paslaugy teikimo metu Tiekéjo specialisty patirtos

pagrjstos ir su Pirkéju i$ anksto suderintos neiSvengiamos tarptautiniy kelioniy j Paslaugy teikimo vietg ir
apgyvendinimo Paslaugy teikimo vietoje islaidos, notary, antstoliy, vieSojo administravimo subjekty ar
valstybés mokesdiai, rinkliavos, atlygiai, valstybés registry naudojimo mokesciai, rinkliavos, dokumenty
vertimo, tvirtinimo, tvirtinimo Zyma ,Apostille” ar kitokio dokumenty legalizavimo bido islaidos, Pirkéjo

uzsakytos informacijos paieskos mokesdiai, kitos batinos ir su Paslaugy teikimu tiesiogiai susijusios i$laidos.

1.8. Interesy konfliktas — situacija, kai Tiekéjo, Ukio subjekto ar Subteikéjo (jo advokaty, advokaty
padéjéjy, kity darbuotojy, dalyviy (partneriy), kity asmeny, uzsiimandiy teisine praktika toje pacioje darbo
vietoje ar kitoje darbo vietoje, naudojant tg patj prekés Zenklg) esamy klienty - treciyjy Saliy ir UAB ,,EPSO-
G" ir (ar) bet kurios i$ Grupés jmonés interesai Pirkimo procedury ir (ar) Sutarties galiojimo metu yra arba gali
bati priesingi, taip pat kai Paslaugy teikimas Pirkéjui ar Grupés jmonei gali kelti rizikg dél konfidencialumo,
lojalumo, veikimo iSimtinai Pirkéjo ar bet kurios Grupés jmonés interesais pareigy pazeidimo, nepagrjsto
pranasumo jgijimo. Esant Interesy konflikto situacijai ar potencialiai Interesy konflikto situacijai, Pirkéjas turi
teise rastu leisti Tiekéjui teikti konkredias Paslaugas Grupés jmonei, jei, jo vertinimu (suderinus su
UAB ,EPSO-G"), Interesy konfliktas nekelia rizikos jo ir Grupés interesams.

2. PIRKIMO OBJEKTAS

2.1. Perkamos teisinés paslaugos (teisés konsultacijos (patarimai teisés klausimais), teisine reikSme

turin¢iy dokumenty rengimas, atstovavimas teisés klausimais) Zodziu ir rastu angly kalba.

Pirkimo objektas skaidomas j 5 dalis:

1 Pirkimo objekto dalis — teisinés paslaugos pagal Austrijos teise sutarciy teisés, energetikos teisés
(energetikos projektai, energetikos infrastrukttra ir kita susijusi veikla), jmoniy teisés klausimais:

Sioje pirkimo objekto dalyje perkamos Paslaugos bendrosios sutarciy teisés klausimais, energetikos
infrastruktlros projekty vystymo teisiniy aspekty, energetikos veiklos ir susijusios veiklos vykdymo,
energetikos veiklos finansavimo schemy, jgyvendinamy energetikos projekty teisinio reguliavimo
klausimais, jvairiy institucijy parengty veiklg energetikos sektoriuje reglamentuojanciy teisés akty ir jy



projekty rengimu bei derinimu, energijos vartojimo efektyvumo didinimo, teisiniy santykiy su kitais
energetikos subjektais ir (ar) susijusiy rinky dalyviais klausimais, jmoniy struktiros pokyciy ir (ar)
reorganizavimo, jmoniy ir (ar) akcijy jsigijimo ir (ar) pardavimo, jmoniy susijungimo, prijungimo, dalijimo,
naujy jmoniy steigimo, teisiniy patikrinimy, mokesdciy, intelektinés nuosavybés teisés, informaciniy
technologijy teisés, jskaitant dirbtinio intelekto reguliavimo klausimais, kibernetinés ir duomeny saugos,
asmens duomeny apsaugos ir atitikties BDAR reikalavimams klausimais, konkurencijos teisés bei
valstybés pagalbos reglamentavimo ir taikymo ir kitais Pirkéjo veiklos sriciy klausimais.

2 Pirkimo objekto dalis — teisinés paslaugos pagal Belgijos teise sutarciy teisés, energetikos teisés
(energetikos projektai, energetikos infrastruktura ir kita susijusi veikla), jmoniy teisés klausimais:

Sioje pirkimo objekto dalyje perkamos Paslaugos bendrosios sutarciy teisés klausimais, energetikos inf-
rastrukturos projekty vystymo teisiniy aspekty, energetikos veiklos ir susijusios veiklos vykdymo, energe-
tikos veiklos finansavimo schemy, jgyvendinamy energetikos projekty teisinio reguliavimo klausimais, j-
vairiy institucijy parengty veikla energetikos sektoriuje reglamentuojandiy teisés akty ir jy projekty ren-
gimu bei derinimu, energijos vartojimo efektyvumo didinimo, teisiniy santykiy su kitais energetikos sub-
jektais klausimais, jmoniy struktiros poky¢iy ir (ar) reorganizavimo, jmoniy ir (ar) akcijy jsigijimo ir (ar) par-
davimo, jmoniy susijungimo, prijungimo, dalijimo, naujy jmoniy steigimo, teisiniy patikrinimy, mokesdiy,
intelektinés nuosavybés teisés, informaciniy technologijy teisés, jskaitant dirbtinio intelekto reguliavimo,
klausimais, kibernetinés ir duomeny saugos, asmens duomeny apsaugos ir atitikties BDAR reikalavimams
klausimais, konkurencijos teisés bei valstybés pagalbos reglamentavimo ir taikymo ir dél kitais Pirkéjo
veiklos sriciy klausimais.

3 Pirkimo objekto dalis — teisinés paslaugos pagal Svedijos teise sutardiy teisés, energetikos teises
(energetikos projektai, energetikos infrastruktura ir kita susijusi veikla), jmoniy teisés klausimais:

Sioje pirkimo objekto dalyje perkamos Paslaugos bendrosios sutarciy teisés klausimais, energetikos inf-
rastrukturos projekty vystymo teisiniy aspekty, energetikos veiklos ir susijusios veiklos vykdymo, energe-
tikos veiklos finansavimo schemy, jgyvendinamy energetikos projekty teisinio reguliavimo klausimais, j-
vairiy institucijy parengty veikla energetikos sektoriuje reglamentuojandiy teisés akty ir jy projekty ren-
gimu bei derinimu, energijos vartojimo efektyvumo didinimo, teisiniy santykiy su kitais energetikos sub-
jektais klausimais, jmoniy struktiros pokyciy ir (ar) reorganizavimo, jmoniy ir (ar) akcijy jsigijimo ir (ar) par-
davimo, jmoniy susijungimo, prijungimo, dalijimo, naujy jmoniy steigimo, teisiniy patikrinimy, mokesdiy,
intelektinés nuosavybés teisés, informaciniy technologijy teisés, jskaitant dirbtinio intelekto reguliavimo,
klausimais, kibernetinés ir duomeny saugos, asmens duomeny apsaugos ir atitikties BDAR reikalavimams
klausimais, konkurencijos teisés bei valstybés pagalbos reglamentavimo ir taikymo ir dél kitais Pirkéjo
veiklos sriciy klausimais.

4 Pirkimo objekto dalis - teisinés paslaugos pagal Vokietijos teise sutarciy teisés, energetikos teisés
(energetikos projektai, energetikos infrastruktura ir kita susijusi veikla), jmoniy teisés klausimais:

Sioje pirkimo objekto dalyje perkamos Paslaugos bendrosios sutarciy teisés klausimais, energetikos inf-
rastrukturos projekty vystymo teisiniy aspekty, energetikos veiklos ir susijusios veiklos vykdymo, energe-
tikos veiklos finansavimo schemuy, jgyvendinamy energetikos projekty teisinio reguliavimo klausimais, j-
vairiy institucijy parengty veiklg energetikos sektoriuje reglamentuojanciy teisés akty ir jy projekty ren-
gimu bei derinimu, energijos vartojimo efektyvumo didinimo, teisiniy santykiy su kitais energetikos sub-
jektais klausimais, jmoniy struktiros pokydiy ir (ar) reorganizavimo, jmoniy ir (ar) akcijy jsigijimo ir (ar) par-
davimo, jmoniy susijungimo, prijungimo, dalijimo, naujy jmoniy steigimo, teisiniy patikrinimy, mokesdiy,
intelektinés nuosavybés teises, informaciniy technologijy teisés, jskaitant dirbtinio intelekto reguliavimo,
klausimais, kibernetinés ir duomeny saugos, asmens duomeny apsaugos ir atitikties BDAR reikalavimams
klausimais, konkurencijos teisés bei valstybés pagalbos reglamentavimo ir taikymo ir dél kitais Pirkéjo
veiklos sriciy klausimais.

5 Pirkimo objekto dalis - teisinés paslaugos pagal Liuksemburgo teise sutarciy teisés, energetikos teisés
(energetikos projektai, energetikos infrastruktura ir kita susijusi veikla), jmoniy teisés klausimais:

Sioje pirkimo objekto dalyje perkamos Paslaugos bendrosios sutarciy teisés klausimais, energetikos inf-
rastrukturos projekty vystymo teisiniy aspekty, energetikos veiklos ir susijusios veiklos vykdymo, energe-



tikos veiklos finansavimo schemy, jgyvendinamy energetikos projekty teisinio reguliavimo klausimais, |-
vairiy institucijy parengty veikla energetikos sektoriuje reglamentuojandiy teisés akty ir jy projekty ren-
gimu bei derinimu, energijos vartojimo efektyvumo didinimo, teisiniy santykiy su kitais energetikos sub-
jektais klausimais, jmoniy struktiros pokyciy ir (ar) reorganizavimo, jmoniy ir (ar) akcijy jsigijimo ir (ar) par-
davimo, jmoniy susijungimo, prijungimo, dalijimo, naujy jmoniy steigimo, teisiniy patikrinimy, mokesciy,
intelektinés nuosavybés teisés, informaciniy technologijy teisés, jskaitant dirbtinio intelekto reguliavimo,
klausimais, kibernetinés ir duomeny saugos, asmens duomeny apsaugos ir atitikties BDAR reikalavimams
klausimais, konkurencijos teisés bei valstybés pagalbos reglamentavimo ir taikymo ir dél kitais Pirkéjo
veiklos sriciy klausimais.

2.2.Tiekéjo su Paslaugy teikimu susijusios patirtos papildomos Sutarties vykdymo islaidos galés buti
kompensuojamos, tik jei jos iS anksto buvo suderintos su Pirkéju, pagal patirtas faktines islaidas
pagrindzianc¢ius dokumentus, ne didesnémis, nei rinkg atitinkanciomis kainomis. Bet kokiu atveju tokiy
atlygintiny Sutarties vykdymo iSlaidy bendra suma per visg Sutarties vykdymo laikotarpj negalés bati didesné
kaip 10 (deSimt) procenty nuo Sutarties kainos (pagal atitinkama pirkimo objekto dalj). Visais atvejais
Tiekéjas, patirdamas Sutarties vykdymo iSlaidas, turi vadovautis ekonomiskumo principu (pvz. jsigyti
ekonominés klasés kelionés transporto bilietus bei naudotis ekonominés klasés viesbuciy paslaugomis). |
Sutarties vykdymo iSlaidas negali buti jtrauktas Tiekéjo pelnas, netiesioginés veiklos sgnaudos ar mokesdiai,
kurie néra tiesiogiai susije su suteiktomis Paslaugomis.

3. PIRKIMO OBJEKTO APIMTYS

3.1. Paslaugos bus jsigyjamos pagal Pirkéjy faktinj poreikj pagal valandinj jkainj, kuris bus nurodytas

PasiGlymo formoje, nevirSijant Sutartyje nustatytos maksimalios sutarties kainos be PVM. Pirkéjai

nejsipareigoja uzsakyti jokios minimalios Paslaugy apimties nei vienoje i$ pirkimo objekto daliy.

3.2. Teikéjas gali pateikti pasitilyma vienai arba visoms Pirkimo objekto dalims. Pasiulymai bus vertinami
kiekvienai Pirkimo objekto daliai atskirai. Tiekéjas turi pateikti Pasitlyma pilna atitinkamo pirkimo objekto
dalies apimtimi, dél kurios teikia Pasitlyma.

3.3. Su kiekvienu Pirkéju bus pasirasoma atskira Sutartis kiekvienai Pirkimo objekto daliai ir planuojamai

maksimaliai sumai.

3.4. Paslaugy kiekis (apimtis) vienetais nenurodomas, o idreiskiamas maksimalia planuojama Paslaugy
jsigijimui ir Papildomy Sutarties vykdymo islaidy atlyginimui skirti léSy suma. Kiekvienoje Pirkimo objekto
dalyje kiekvienai Grupés jmonei nurodyta maksimali suma (Eur be PVM) jau apima 10 procenty suma nuo
kiekvienos Grupés jmonés suplanuotos maksimalios sumos, kuri bus skirta papildomoms Sutarties vykdymo
islaidoms, pateikiama zemiau:

Grupés jmone 1 Pirkimo 2 Pirkimo objekto| 3 Pirkimo 4 Pirkimo 5 Pirkimo
objekto dalis dalis (Belgijos | objekto dalis | objekto dalis | objekto dalis
(Austrijos teisé) teisé) (Svedijos (Vokietijos |(Liuksemburgo
teisé) teisé) teisé)
AB ,Amber Grid" 25 000 Eur be 15000 Eur be |25 000 Eur be|15 000 Eur be| 10 000 Eur be
PVM PVM PVM PVM PVM
BALTPOOL UAB 0 0 0 45 000 Eur be 0
PVM
UAB ,EPSO-G* 0 0 7 000 Eur be | 5000 Eur be | 8 000 Eur be
PVM PVM PVM
LITGRID AB 0 10 000 Eur be |20 000 Eur be|20 000 Eur be 0
PVM PVM PVM
Viso: 25 000 Eur be 25 000 Eur be (52 000 Eur be (85 000 Eur be| 18 000 Eur be
PVM PVM PVM PVM PVM




4. REIKALAVIMAI PIRKIMO OBJEKTUI:

4.1. Esamos situacijos aprasymas:

UAB ,EPSO-G" pagrindiné veikla yra skaidrus ir efektyvus kontroliuojamy bendroviy, vykdanciy elektros ir
dujy perdavimo sistemos operatoriy, biokuro birzos operatoriaus, energetikos infrastruktiros rangos,
valdymas, realizuojant valstybés nuosavybeés ir reguliavimo funkcijy atskyrimo principa. UAB ,,EPSO-G*
formuoja tvarig ir ilgalaike jmoniy Grupés strategijg, uztikrina darnig visos Grupés veikly plétra bei integracija,
uztikrina Grupés jmonéms pavesty bei jy vykdomy ypatingos valstybinés svarbos ar valstybei svarbiy
ekonominiy projekty tinkama bei efektyvy jgyvendinima. Pagrindiniai uzdaviniai — akcininko teisiy ir pareigy
jgyvendinimas, jmoniy Grupeés veiklos strategijos, veiklos gairiy ir pan. formavimas ir nustatymas, regioninis
ir tarptautinis bendradarbiavimas integruojant energetikos infrastruktura ir rinkas, Grupés jmoniy veiklos, jy
plétros ir vystymo koordinavimas bei kontrolé, Grupés finansy ir izdo valdymas, paslaugy teikimas Grupei ir
jos atstovavimas.

AB ,Amber Grid“ yra Lietuvos gamtiniy dujy perdavimo sistemos operatorius, atsakingas uz gamtiniy dujy
perdavima (transportavima auksto slégio vamzdynais) sistemos naudotojams, gamtiniy dujy infrastrukttiros
eksploatavima, priezilrg ir plétojima. Jmoné savo kompetencijos ribose uztikrina dujy sistemos stabilumg ir
patikimuma Lietuvos Respublikos teritorijoje ir sudaro objektyvias ir nediskriminuojancias naudojimosi dujy
tinklais salygas bei salygas konkurencingai dujy rinkai vystytis, saugiai bei efektyviai eksploatuoti dujy
perdavimo sistema, uztikrinti patikima dujy perdavima (transportavima auksto slégio vamzdynais) gamtiniy
dujy perdavimo sistemos naudotojams, ilgalaikj sistemos pajéguma patenkinti pagrjstus gamtiniy dujy
transportavimo poreikius, valdyti dujy perdavimo sistemos turtg ir jo priklausinius, taip pat uztikrinti dujy
perdavimo sistemos plétrg ir sujungimg su kitomis sistemomis bei racionaly jmonés turto ir kity istekliy
panaudojima. AB ,Amber Grid“ taip pat surenka, administruoja ir suskystinty gamtiniy dujy terminalo
operatoriui ar bendrovei bei paskirtajam tiekéjui iSmoka gamtiniy dujy tiekimo saugumo papildoma dedamaja
prie gamtiniy dujy perdavimo kainos, skirtg finansuoti SGD terminalo, jo infrastrukttros ir jungties jrengimo

sgnaudas, visas pastovigsias sagnaudas ir SGD terminalo butinojo kiekio tiekimo pagrjstas sanaudas.

LITGRID AB - elektros energijos perdavimo sistemos operatorius, kuris uztikrina patikima ir saugy elektros
energijos perdavima, prizitri auk$tos jtampos elektros perdavimo tinklg, valdo elektros srautus ir palaiko
stabily Salies energetikos sistemos darba. Jmonés veikla — elektros perdavimas — yra tarpiné grandis tarp
elektros gamybos ir skirstymo vartotojams. Bendrové jau jgyvendino strateginius elektros energetikos
projektus — elektros jungtj j Lenkijg ,LitPol Link” ir povandenine elektros jungtj j évedijq +NordBalt”. LITGRID
AB taip pat sékmingai jvykdé sinchronizacijos su kontinentinés Europos tinklais (KET) projekta, kuris i$ esmés

pakeité Baltijos Saliy regiono situacijg — Baltijos $alys tapo visavertémis Europos elektros sistemos dalyvémis.

BALTPOOL UAB, yra Lietuvos energijos istekliy birZos operatorius, turintis teise organizuoti centralizuotg
prekyba biokuro produktais (biokuru, kuro durpémis), Silumos energijos aukcionus bei vykdyti Lietuvos
Respublikos nacionalinés biomasés kuro atitikties tvarumo i$ Siltnamio efekta sukeliandiy dujy sumazéjimo
schemos administravimo funkcijas. BALTPOOL UAB taip pat vykdo Lietuvos Degaly i$ atsinaujinanciy istekliy
apskaitos vienety sistemos valdytojo, elektroninés didmeninés prekybos zaliavine mediena ir misko kirtimo
liekanomis organizatoriaus funkcijas. Paminétina, kad BALTPOOL, UAB operuojama energijos istekliy birza
Siai dienai jau sudaro galimybes biokurg jsigyti ne tik Lietuvos, bet taip pat ir Latvijos, Estijos ir Lenkijos

teritorijose. Minéta Grupés jmoneé turi tikslg plésti geografine energijos istekliy birzos veiklos teritorija.

Grupés jmonés dalyvavo ir dalyvauja ypatingos valstybinés svarbos projektuose (pvz., fizinio barjero Lietuvos
Respublikos teritorijoje prie Europos Sajungos iSorés sienos su Baltarusijos Respublika jrengimas; teritorijy,



reikalingy prijungti atsinaujinancius energijos iSteklius naudojancias elektrines, planuojamas plétoti Lietuvos
Respublikos teritorinés jlros ir (ar) Lietuvos Respublikos isskirtinés ekonominés zonos Baltijos juroje dalyje
(dalyse), prie elektros perdavimo tinkly, parengimo inZinerinés infrastruktiros plétrai projektas; elektros
energetikos sistemos sujungimo su kontinentinés Europos elektros tinklais darbui sinchroniniu rezimu
projektas; taigi, Grupés jmonéms reikalingos itin aukstos kvalifikacijos specialisty teikiamos Paslaugos

energetikos ir jos infrastruktiros projektuose kylandiais teisés klausimais.
4.2. Paslaugy sritys ir pobudis

4.2.1. teisinés konsultacijos Zodziu ir (ar) rastu pagal Austrijos, Belgijos, évedijos Vokietijos, Liuksemburgo
teise sutardiy teisés, energetikos teisés (energetikos projektai, energetikos infrastruktdra ir kita susijusi
veikla), jmoniy teisés klausimais (pagal atskirg Pirkimo objekto aprasyma);

4.2.2. rasytiniy teisiniy nuomoniy (iSvady), memorandumy, apzvalgy, pastaby bei komentary ir pan.

rengimas;

4.2.3. esant Pirkéjo pavedimui — bet kokios kitos teisinio pobtdzio paslaugos ir pagalba, kuriy gali prireikti
Pirkéjui, atsizvelgiant j Pirkimo apimtj.

4.2.4. Tiekéjas turés teikti Paslaugas, vadovaudamasis Europos Sajungos ir kity valstybiy (pagal atskiro
Pirkimo objekto aprasyma) teisés aktais, teismy ir kity gincy sprendimo institucijy praktika, teisés doktrina ir
kitais teisés Saltiniais, specializuota literatira bei, jeigu reikalinga, uzsienio Saliy geraja praktika ir patirtimi,

laikantis pripazinty profesinés etikos normy.
4.3. Paslaugy uzsakymo tvarka

4.3.1. Pirkéjas, uzsakydamas Paslaugas dél konkreciy Paslaugy, pateikia rastiska (el. pastu) uzsakyma
Tiekéjui, patikslindamas (detalizuodamas) konkreciy Paslaugy apimtis.

4.3.2. Pirkéjas pateiktame konkrec¢iame Paslaugy uzsakyme nurodo: uzsakomas Paslaugas, pageidaujamus
jy suteikimo terminus, suteikty Paslaugy rezultato forma, t. y kokiu formatu (popieriniu, elektroniniu ir (ar)
zodziu) turi bati teikiamos Paslaugos bei nurodo kitg Paslaugy teikimui ir taikomai procedirai svarbig

informacija.

4.3.3. Tiekéjas, gaves Pirkéjo pateiktg uzsakyma, per Pirkéjo nurodytg terming, patvirtina Paslaugy salygy,
nurodyty konkreiame uzsakyme, priimtinumg ir savo gebéjima tinkamai bei kokybiskai jvykdyti uzsakyma

jame nurodytomis sglygomis ir terminais.

4.4. Kalbos, kuriomis teikiamos Paslaugos

4.4.1. Tiekéjas Sioje Techninéje specifikacijoje nurodytas Paslaugas turés teikti angly kalba.
4.5. Paslaugy teikimo vieta

4.5.1. Paslaugos bus teikiamos Tiekéjo veiklos vykdymo vietoje nuotoliniu bldu. Esant poreikiui, Teikéjo
specialistai paslaugas turés teikti uzsienio valstybése (pvz., atstovaujant Pirkéjy interesus derybose su
uzsienio kontrahentais ir (ar) uzsienyje jsiklrusiose institucijose).

4.5.2. Visi su Paslaugy teikimu susije dokumentai ir (ar) gauta informacija yra perduodami elektroninémis
priemonémis.

5. TIEKEJO |SIPAREIGOJIMAI

b.1.1. Tiekéjas jsipareigoja Paslaugas teikti laiku ir kokybiskai, pagal poreikj komunikuoti su Pirkéju, jspéti

apie bet kokias rizikas, susijusias su Paslaugy teikimu.



5.1.2. Teikdamas Paslaugas, Tiekéjas jsipareigoja vadovautis teisés akty, taikomy perkamoms Paslaugoms,
reikalavimais bei jsipareigoja panaudoti visus reikalingus sugebé&jimus ir rupestingai bei stropiai vykdyti visus
savo jsipareigojimus, laikydamasis pripazinty profesinés etikos normu.

5.1.3. Tiekéjas, Pirkimo procediry metu ir vykdydamas bisimg Pirkimo sutartj, privalés uztikrinti, kad jis
neturés Interesy konflikto del perkamy Paslaugy, kaip jis apibudintas Techninés specifikacijos 1.8. punkte.

5.1.4. atsiradus Interesy konfliktui, apie kurj Tiekéjas nezinojo ir negaléjo Zinoti Pirkimo procediry metu ir
(ar) pasirasius Sutartj, ir (ar) gavus uzsakyma dél Paslaugy teikimo, Tiekéjas privalo apie tai rastu informuoti
Pirkéja (ir UAB ,,EPSO-G", kai ji néra Pirkéjas pagal Sutartj) ne véliau kaip per 5 (penkias) dienas nuo Interesy
konflikto iSsiaiskinimo dienos.

5.1.5. Tiekéjas, teikdamas Paslaugas, jsipareigoja dirbti efektyviai. Tiekéjas yra perkamy Paslaugy teikimo
srities profesionalas ir patyres ekspertas, todél j laiko sanaudas, uz kurias bus iSrasoma saskaita, neturi bati
jtraukiamos Tiekéjo personalo mokymuisi ar kvalifikacijos kélimui teikiant Paslaugas sugaistas laikas. Tiekéjas
taip pat supranta, kad Pirkéjas papildomai nemokés uz pagalbinio personalo darbg bei Tiekéjas patvirtina,
kad iy asmeny darbas yra jskaiciuotas j Tiekéjo pateiktus valandinius jkainius.

5.1.6. Tiekéjas supranta, kad tuo atveju, jeigu Grupés jmoné (-és) praso Tiekéjg (jo atstovus) dalyvauti
susitikime, derybose, telefono konferencijoje ar panasiai, Tiekéjas privalo deleguoti vieng ar kelis Tiekéjo
atstovus, $j klausimga i$ anksto suderines su (ar) Grupés jmone (-émis), kurios (-iy) naudai ir interesais
teikiamos Paslaugos.

5.1.7. Tiekéjas patvirtina, kad Tiekéjo personalo kaita neturés neigiamos jtakos Paslaugy teikimo kainai ir
(ar) jy kokybei.

5.1.8. Tiekéjo teikiamy Paslaugy jkainis negali apimti laiko, skirto teismy praktikos, teisés akty ar jy
iSaigkinimy paieskai bei analizei. Pirkéjas kreipiasi | Tiekéjg kaip | teisés specialista, kuris privalo turéti
reikiamas zinias ir kompetencijg teikti konsultacijas bei rengti dokumentus nedelsiant, be papildomo

pasiruosimo ar teisiniy Saltiniy paieskos, kuri bty jskaiiuojama j darbo laikg ir apmokestinama.

5.1.9. Pirkéjas tikisi, kad teikdamas Paslaugas Tiekéjas visuomet uztikrins maziausiai $iy profesinés etikos
ir Paslaugy kokybés standarty laikymasi:

5.1.9.1. Tiekéjas, atlikes reikiamas analizes, argumentuotai pasiulys konkrety, praktiskai pritaikoma

problemos sprendimg bei, esant poreikiui, aidkiai jj pristatys zodziu;

5.1.9.2. Tiekéjo specialistai visada bus pasiekiami Pirkéjo jprastinémis darbo valandomis (nuo 8:00
val. iki 17:00 val.) Tiekéjo veiklos vykdymo vietos laiku, o esant iSankstiniam susitarimui — ir kitu laiku,
bei aktyviai ir aiskiai komunikuos su Pirkéju.

6. PIRKEJO |SIPAREIGOJIMAI

6.1.1. Pirkéjas jsipareigoja bendradarbiauti su Tiekéju ir pateikti Tiekéjui turima informacija, kuri reikalinga
tinkamam Paslaugy suteikimui.



EPSO-(

Annex 1

(2025-PS-032) TENDER FOR THE PROCUREMENT OF FOREIGN LEGAL SERVICES

PART 3 OF THE PROCUREMENT

INFORMATION ABOUT THE SUPPLIER

Name of the Supplier / If a group of Suppliers is
involved, list all the names of the participants

Magnusson Law Advokatbyra AB

Responsible partner of the group of Suppliers (to be
completed if the Tender is submitted by a group of
Suppliers)

Address of the Supplier / In the case of a group of
Suppliers, the addresses of all participants

Visiting address: Strandvagen 1, 114 51
Stockholm, Sweden.

Postal address: PO Box: 7413, 103 91 Stockholm,
Sweden.

Supplier’s legal entity code(s) (in the case of a natural
person submitting a Tender, business certificate
number, etc.) / If the Tender is submitted by a group of
Suppliers, codes of all of the members of the group of
Suppliers shall be indicated

Reg. no. 556716-0824

Supplier's VAT payer's code(s) / If the Tender is
submitted by a group of Suppliers, indicate the codes
of all of the members of the group of Suppliers

SE556716082401

Account number, bank name and bank code of the
responsible partner of the Supplier/Group of Suppliers

Name, surname, position, telephone number and email
of the person authorised by the responsible partner of
the Supplier/Group of Suppliers to sign the Tender

Name, surname and position of the authorised
signatory of the Supplier/Group of Suppliers'
responsible partner in the event of the award

Name, surname, position, telephone number, email of
the person designated as responsible for the
performance of the Contract in the event of the award
of the contract to the Supplier/Group of Suppliers'
responsible partner

1. ACCEPTING THE PROCUREMENT CONDITIONS

1.1. In submitting our Tender, we confirm that we accept the procurement procedures and the terms and
conditions of the future Contract, as set out in the Law on Public Procurement and the Conditions of the

Contract.
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1.2. We confirm that we have carefully read all the requirements of the Conditions of Procurement as well
as the Technical Specification, that our Tender fully complies with them and that we undertake to comply
with them in the performance of the Contract. We also undertake to comply with the requirements of other
legal acts in force in the Republic of Lithuania and applicable to the Procurement object and the Contract.
1.3. | ensure that the Supplier/members of the group of Suppliers | represent and the Sub-suppliers and
Economic operators whose capacities are relied upon will be familiar with the Suppliers’ Code of Conduct?
of EPSO-G group of companies approved by the EPSO-G Board on 25 November 2022 and the Anti-
Corruption Policy? of EPSO-G group of companies approved by the EPSO-G Board on 29 June 2023, and that
they will comply with the requirements of these documents in the performance of the Contract.

1.5. We certify that the services or works offered by us will not pose a threat to national security in the

circumstances referred to in Article 13(4) Clause 1 of the Law on the Protection of Objects of Importance to

Ensuring National Security, and:

1.5.1. the functioning of the communication and information infrastructure managed by the Contracting

Authority, which is essential to the operation of the Contracting Authority, will not be disrupted;

1.5.2. the operation of the Contracting Authority as an undertaking of importance to ensuring national
security will not be disrupted;

1.5.3. no attempt will be made to obtain information which constitutes a state or official secret or other non-

public information (confidential to the Contracting Authority);

1.6. | certify that none of the following conditions are present at the time of submission of the Tender:

1.6.1. The Supplier, its Sub-supplier, members of the group of Suppliers, Economic operators whose

capacities are relied upon, the manufacturer of the goods offered by the Supplier or persons controlling them

are legal persons registered in the countries or territories referred to in the list referred to in Article 92(15) of

the Law on Public Procurement?;

1.6.2. The Supplier, its Sub-supplier, the members of the group of Suppliers, Economic operators whose

capacities are relied upon, the manufacturer of the goods offered by the Supplier, or the persons controlling

them are natural persons residing in the countries or territories referred to in the list referred to in Article

92(15) of the Law on Public Procurement or having the nationality of such countries;

1.6.3. the services are supplied from the countries or territories referred to in the list provided for in Article

92(15) of the Law on Public Procurement;

1.6.4. The Government of the Republic of Lithuania, in accordance with the criteria set out in the Law on the

Protection of Objects of Importance to Ensuring National Security, has adopted a decision confirming that the

entities referred to in Clauses 1.6.1 and 1.6.2 of the Procurement conditions, or the transaction to be

concluded with them, do not meet the national security interests;

1.7. I confirm that the Supplier, the Sub-suppliers | have used or will use in the future, the Economic operators

whose capacities | have relied on and/or will rely on, the producers of the goods or the legal and/or natural

persons controlling them are not subject to sanctions (restrictive measures) imposed by the Security Council

of the United Nations, the European Union, any other international organisation of which the Republic of

Lithuania is a member or to which it participates or by the United States.

1.8. In the event of a change in the declared circumstances, | undertake to inform the Contracting Authority

immediately.

1.9. The Supplier shall be liable for the accuracy of the information provided in accordance with the law.

2. PRICE OF THE TENDER

2.1. The Proposal price shall be indicated in euros.
2.2. The Proposal price shall be indicated by completing the provided table:

! Published on the Epso-G group of companies website at: https://www.epsog.lt/uploads/documents/files/Politikos/2022-11-
25%20Tiekeju%20etikos%20kodeksas.pdf; https://www.epsog.lt/en/public-procurement/supplier-code-of-conduct

2 Published on the Epso-G group of companies website at:
https://www.epsog.lt/uploads/documents/files/Politikos/Antikorupcines%20veiklos%20politika.pdf; https://www.epsog.lt/en/about-
us/operating-policies/anti-corruption-policy

3 Russian Federation; Republic of Belarus; Crimea annexed by the Russian Federation; Transnistrian territory not under the control of
the Government of the Republic of Moldova; territories of Abkhazia and South Ossetia not under the control of the Government of the
Republic of Sakhartvel.
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https://www.epsog.lt/uploads/documents/files/Politikos/2022-11-25%20Tiekeju%20etikos%20kodeksas.pdf
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3rd part of the Procurement object (The maximum hourly rate for legal services acceptable to the Contracting
Authority is EUR 360 excluding VAT. If the Supplier indicates a rate higher than EUR 360 excluding VAT in the Proposal,
such a proposal will be rejected as non-compliant with the requirements of the Procurement Conditions.)

Maximum Hourly Rate VAT Hourly Rate
Procurement Unit of Quantity D-uring (blended Applied to (blended
No. . Measurement the Service rate), EUR the Hourly rate), EUR
Object . . . . .
Provision excluding Rate ** including
Period* VAT** VAT ®
1. | Legal services Hour Services will be 270 EUR 0 270 EUR
under provided as
Swedish law needed, without
in the areas of exceeding the
contract law, total maximum
energy law planned amount
(energy for 3rd Part of
projects, the procurement
energy object as
infrastructure), specified in
and corporate Clause 3.4 of the
law. Technical
Specification

*Rates must be provided with no more than two decimal places.
**If a 0% or reduced VAT rate applies, please indicate on what basis the VAT rate applies:
Not applicable according to Article 56.1 of the Council Directive 2006/112/EC of 28 November 2006 on the

common system of value added tax.

3. VALIDITY OF TENDERS

3.1. Thetender shall be valid for 3 months from the expiry of the deadline for submission of Tender.

4. CONFIDENTIAL INFORMATION

4.1. The Supplier's entire Tender may not be considered as confidential information®, but the Supplier may
indicate that certain information in its Tender is confidential by marking the relevant documents or

4 The maximum quantity of the subject-matter of the Procurement is specified. The Contracting Authority does not undertake to purchase
the entire specified quantity.
5 The Proposal price in EUR including VAT must cover all expenses, all taxes, and charges payable under the applicable laws of the
Republic of Lithuania.
If the Supplier is not a VAT payer or the services are exempt from VAT under the Law on Value Added Tax of the Republic of Lithuania,
the “VAT” column should indicate “0”, and the amount in the “Proposal price in EUR including VAT” column should be the same as in
the “Proposal price in EUR excluding VAT” column. If the Supplier is not a VAT payer, or the services are not subject to VAT, or a reduced
VAT rate applies, the Supplier must indicate the justification for the VAT exemption or the application of the reduced VAT rate.

The maximum quantity of the subject-matter of the Procurement is specified. The Contracting Authority does not undertake to purchase
the entire specified quantity.
8 1n accordance with Article 20(2) of the Law on PP, information cannot be considered confidential:
1) if it would violate the provisions of the laws laying down the requirements for disclosure of information or the right to receive
information and the legal acts implementing those laws;
2) if this would infringe the requirements laid down in Articles 3 33, 58 and 86(9) of the Law on PP concerning the publication of the
conclusion of the procurement contract, the information of candidates and tenderers, the publication of the successful tenderer's tender,
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information as "CONFIDENTIAL". In any case, any confidential information in the Tender will have to be
identified by the potential successful tenderer, at the request of the Contracting Authority, by completing
Annex 6 to the SPC, "Confidential Information", and providing documentation to justify the confidentiality of
this information. Failure to provide the requested information or justification for confidentiality will mean that
all information contained in the Tender” will be deemed to be non-confidential, except for information that
cannot be disclosed in accordance with the Law on the Legal Protection of Personal Data.

The Contracting Authority may not disclose to third parties information received from Suppliers which they
have declared to be confidential, unless the information in the Tender cannot be confidential as specified in
Clause 4.2 of this Form of the Tender, or unless the Supplier has been asked to justify the confidentiality of
the information in the Tender and has failed to do so within the time limit set by the Contracting Authority.
4.2. We are aware that the information contained in the Tender, as set out in Table 1, cannot be confidential
and, in the event of the award of the contract, must be made public in accordance with the provisions of the
legislation governing public procurement and the case law of the Public Procurement Office® (hereinafter -
the PPO) and of the courts.

Table No. 1

No Information accompanying the Tender Basis for publication

Publication in accordance with Article 20(2) of the
Law on PP, except for information that cannot be
disclosed under the Law on Legal Protection of
Personal Data.

Filled in Tender form and Annex 1 to the
1. | Tender Form: Tender price and proposed
rates for services

Publication in accordance with Article 20(2) of the
Information on economic operators, sub- | Law on PP, except for information that cannot be
suppliers and quasi sub-suppliers disclosed under the Law on Legal Protection of
Personal Data.

The disclosure is made in accordance with Article
20(2) of the Law on Public Procurement, the case
law of the Public Procurement Office and the courts
that the supplier's data on the presence/absence of
exclusion grounds, the qualification data on which
3. | Supplier's ESPD the supplier relies in order to win the public
procurement may not be considered as confidential
information, with the exception of the documents
supporting the qualification, which, if disclosed,
would prejudice the supplier's obligations under the
contracts entered into with the third parties, or

the award of the procurement contract, the contract as a whole, the preliminary contract, and any amendments to these contracts,
including the information on the price of the goods, services or works quoted in the tender, except for their constituent elements;

3) the absence of grounds for exclusion of suppliers, the conformity with the qualification requirements, the quality management system
and the environmental management system standards, except for information the disclosure of which would prejudice the supplier's
obligations under agreements concluded with third parties, where such information is necessary for the protection of the legitimate
interests of the supplier;

4) information on the economic operators whose capacities are relied on by the supplier and sub-suppliers, where this information is
necessary for the protection of the legitimate interests of the supplier.

7 Tender — the set of documents and data submitted in writing by the Supplier in accordance with the Conditions and time limits laid
down by the Contracting Authority, by which it proposes to supply goods, services or works.

8For more information on confidentiality in public procurement, see the methodology developed by the PPO:
http://vpt.lrv.lt/uploads/vpt/documents/files/mp/konfidenciali_informacija.pdf
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which may not be disclosed in accordance with the
Law on the Legal Protection of Personal Data.

Publication in accordance with Article 20(2) of the
Law on Public Procurement, the case law of the
Public Procurement Office and the courts, with the
exception of the components of the fees.

4. | Fees for services

In signing this Tender, | certify the authenticity of all documents submitted with the Tender.

(Position, name, surname and signature of the supplier or his/her authorised person)?®

% If the document for the Procurement is signed by a person authorised by the Supplier's manager, it must be accompanied by a written
mandate or other document conferring the right to sign.

Transaktion 09222115557554217743

Signerat JB




SPECIAL TERMS AND CONDITIONS OF THE SERVICES PURCHASE AND SALE CONTRACT

Name of the Contract

Part 3 of the Object of the Procurement — Legal services under Swedish law
in matters of contract law, energy law (energy projects, energy infrastructure,
and other related activities), and corporate law

Date of the Contract Number of the | 3628905/SVED
Contract
1. PARTIES TO THE CONTRACT
1.1. Buyer 1.1.1. Name AB ,,Amber Grid*
1.1.2. Legal entity code 303090867
1.1.3. Address Laisves Ave. 10, LT-04215 Vilnius
1.1.4. VAT payer’s code LT100007844014
1.1.5. Current account LT71 7044 0600 0790 5969
1.1.6. Bank, bank code AB ,SEB bankas*, 70440
1.1.7. Telephone +3705 236 0855
1.1.8. E-mail Info@ambergrid.lt
1.1.9. Representative of the party
1.1.10. Basis for representation
1.2. Supplier 1.2.1. Name Magnusson Law Advokatbyrd AB

1.2.2. Legal entity code

Reg. no. 556716-0824

1.2.3. Address

Visiting address: Strandvagen 1, 114
51
Stockholm, Sweden.
Postal address: PO Box: 7413, 103
91 Stockholm,
Sweden.

1.2.4. VAT payer’s code

SE556716082401

1.2.5. Current account

Account number: 50 352 199
BIC/IBAN: HANDSESS / SE04 6000
0000 0000 5035 2199

1.2.6. Bank, bank code

Svenska Handelsbanken AB
(sort code
6111)

1.2.7. Telephone

+4676 8227501

1.2.8. E-mail

1.2.9. Representative of the party

1.2.10. Basis for representation




2. RESPONSIBLE PERSONS

2.1. The Buyer's contact
persons responsible for the
performance of the Contract,
the acceptance of the Services,
the acceptance of the Invoices
via the “SABIS” information
system

2.2. Supplier’s contact persons
responsible for the
performance of the Contract

3.

SUBJECT MATTER OF THE CONTRACT

3.1. Subject of the Contract

The Supplier undertakes to provide the Buyer with legal services (legal
advice (legal counselling), drafting of documents of legal significance,
representation in legal matters), both oral and written, in the English
language, on the terms and conditions set out in the Contract
(hereinafter - the Services).

A detailed description of the Services and other requirements for the
Services to be provided are set out in Annex No. 1 “Technical
Specification” (hereinafter - Technical Specification) and Annex No. 2
“Tender” to the Contract.

3.2. Purchase name and
number

“(2025-PS-032) Uzsienio teisiniy paslaugy pirkimas”, CVP IS ID:
3628905

3.3. Information on a project
funded by the European Union
or another project

Not applicable

4. TIME LIMITS FOR THE P

ROVISION OF SERVICES AND HANDOVER AND ACCEPTANCE
PROCEDURES

4.1. The term for the provision
of the Services, where the
Services are of a one-off
nature, periodically or on the
basis of a Buyer's Order

The Supplier undertakes to provide the Services within the terms and
conditions set out in the specific Order.

4.2. Extension of the time limit
for the provision of services /
part of a service / phase /
period

The Supplier shall be entitled to an extension of the time limit for the
provision of the Services, but only in the event of the occurrence of
demonstrable obstacles or impediments beyond the Supplier's control
and for which the Supplier is not liable, caused by and attributable to
third parties, or of other circumstances which the Supplier could not
have foreseen in advance. The circumstances justifying the need to
extend the time limit for the provision of the Services shall in no way be
attributable to the Supplier. In any such case, the Supplier shall notify
the Buyer in writing without delay, but at the latest within 2 (two)
working days, providing evidence of the existence of the circumstances
in question. The Buyer shall be the judge of these circumstances. With
the consent of the Buyer, the time limit for the provision of the Services
may be extended only for the duration of the above-mentioned
circumstances, but for a maximum period of 10 (ten) working days.




4.3. Ordering procedure

Orders shall be placed by e-mail or orally at the address indicated by
the Supplier and shall be deemed to have been received immediately
upon placing the Order.

4.4. Regarding the minimum
value or volume of an Order

Not applicable

4.5. Documents to be
submitted

The Supplier shall, before invoicing for the Services, provide and agree
with the Buyer a detailed report on the Services provided and the time
spent on such Services. In the Service report, the Supplier shall detail
all parts of the Services provided, the specific professionals who
provided the Services, the time spent on each individual part of the
Service and the pricing of each individual part of the Service.

If the Services are provided for more than one month, the Service report
shall be provided to the Buyer in respect of the Services provided during
each calendar month by the 5th (fifth) day of the following month,
unless the Buyer and the Supplier otherwise agree. A Party shall give
prior written notice of a change in the reporting arrangements for the
Services. Upon written consent of the other Party to the Contract, the
reporting arrangements shall be deemed to have changed. To avoid any
doubt, the Parties agree that once the conditions set out in this clause
have been fulfilled by the Parties, no separate agreement to amend the
Contract shall be concluded.

If the Services are provided for less than one month, the Service report
shall be submitted to the Buyer within 5 (five) calendar days after the
Services have been provided and the result thereof has been delivered
to the Buyer.

If the Buyer does not return the Services report within 3 (three) calendar
days of receipt of the Services report and/or does not make a written
complaint regarding the scope, price, quality, etc. of the Services
provided in the Services report, it shall be deemed that the Buyer has
accepted the scope of the Services provided. However, this does not
preclude the Buyer from disputing the quality of the Services and
demanding the rectification of defects later.

The Services Transfer and Acceptance Act is not required as a separate
document.

5. CON

TRACT PRICE AND PAYMENT PROCEDURE

5.1. Method of calculating the
price applicable to the
Contract

Fixed-rate pricing and Contract performance reimbursement pricing.




5.2. Initial Contract Value and
Contract price for fixed-rate
and Contract performance cost

pricing

3rd part of the Procurement object - legal services under Swedish law
in the areas of contract law, energy law (energy projects, energy
infrastructure), corporate law.

The Initial Contract Value is 25 000 EUR excluding VAT.
VAT not applicable.

The scope of the additional costs for the execution of the Contract is
10% of the Initial Contract Value.

In this Contract, the Initial Contract Value shall be equal to the
maximum amount of funds available for the procurement excluding
VAT, for the purchase of the Services referred to in the Procurement
documents and the Contract. The Buyer shall purchase the Services on
an as-needed basis at the rates set out in Annex 1 Tender form,
excluding VAT, up to the Contract price.

During the term of this Contract, the Services shall be provided and the
Additional costs of performance of the Contract shall be reimbursed up
to a total amount not exceeding the Initial Contract Value excluding
VAT. The Initial Contract Value shall remain unchanged throughout the
term of the Contract, except when the Contract value is revised in
accordance with the price revision clauses contained therein.

5.3. Recalculation of the
Contract price/rates by
applying the revision rules

Contract rates will be recalculated:
5.3.1. due to changes in the VAT rate.
5.3.3. due to changes in the price level.

5.3.1. Revision of the Contract
price/rates due to a change in
the VAT rate

If, during the performance of the Contract, there is a change in the
legislation governing the payment of VAT which directly affects the
price/rates for the Services provided by the Supplier in the Contract, the
price/rates for the Contract shall be recalculated without changing the
price/rates for the Services excluding VAT.

The recalculated Contract price/rates shall be formalised in the
Contract and shall apply from the date of introduction of the new VAT
(irrespective of when the Contract is signed).

5.3.2. Review of the Contract
price/rates due to changes in
other charges that affect the
price/rates of the Services

Not applicable

5.3.3. Revision of Contract
price/rates due to change in
price level

5.3.3.1. During the term of the Contract, either Party to the Contract
shall have the right to initiate a review/amendment of the Contract rates
not earlier than 12 (twelve) months after the date of entry into force of
the Contract (in case the review has already been carried out, not earlier
than 12 (twelve) months after the date of entry into force of the
Agreement on the last recalculation pursuant to this clause of the




Special Conditions). The Contract shall enter into force on the date of
its signature.

The Contract rates shall be revised if the change in the price index (k)
for the services provided to the Economic operators (M691 Legal
Activities), calculated as set out in Clause 5.3.3.6, exceeds 5 (five)
percent. The review of Contract rates shall be carried out no more
frequently than once every 12 (twelve) months. The review of the
Contract rates shall be carried out based on the last 12 (twelve) months
from the date of the request by the Party initiating the review.

5.3.3.2. The Contract rates shall be revised only for the part of the
Contract that has not been redeemed, i.e. for Services that have not
been accepted and paid for and for Services for which a Service report
has been submitted. A subsequent review of the Contract rates cannot
cover the period for which the review has already been carried out.
5.3.3.3. In the event of delays in the provision of the Services caused by
the Supplier, the rates for the delayed Services shall not be subject to
any price level increase (they may be reduced but not increased).
5.3.3.4. In reviewing the Contract rates, the Parties shall be guided by
the data from the Indicators Database published by the State Data
Agency on the Official Statistics Portal or other official sources. The
other Party shall not be required to provide an official document or
certification issued by the State Data Agency or other authority.
5.3.3.5. The Parties shall specify in the Agreement the value of the
index of consumer goods and services at the beginning of the period
and the date of its determination, the value of the index at the end of
the period and the date of its determination, the price change (k), and
the recalculated Contract rate.

5.3.3.6. The new Contract rates shall be calculated in accordance with
the formula set out below:

a;=a+ X xa , Where a - the rate (EUR excluding VAT) (if the review
100

has already been carried out, after the last recalculation)
a;—recalculated (changed) rate (EUR excluding VAT)

k - the change in the consumer price index (increase or decrease)
calculated from the price index (%). The value of “k” is calculated using
the formula:

dnaujausias
Kk = Mnavjausias o 100 _ 100, (%) where
Indpradzia

iNdnaujausias — the latest price index for services provided to Economic
operators (M691 Legal activities) is published on the date of sending
the request for review of rates to the other Party.

Indpragsia — price index for services provided to Economic operators
(M691 Legal activities) as at the start of the period (month). In the case
of the first recalculation, the beginning of the period (month) shall be
the month of the date of entry into force of the Contract. In the case of
the second and subsequent recalculations, the start of the period
(month) shall be the month of the published value of the price index for
services provided to Economic operators (M691 Legal activities) used
at the time of the last recalculation.




6.2. Deadline for remedying
deficiencies in the Services

If the Buyer determines within a reasonable period of time after receipt
of the result of the Service that the legal advice, document or other legal
Service provided does not comply with the terms of reference or the
requirements of the legislation (e.g., there are clear inaccuracies in law,
logical consistency or fact), the Supplier undertakes to correct the
identified defects within no later than 2 (two) working days from the
date of receipt of the Buyer's written notification, unless the Parties
agree to set a different deadline, taking into account the nature of the
defect and the impact on the deadlines.

6.3. Procedures for
implementing and verifying
the quality criteria

Not applicable

7. THE USE OF SUB-SUPPLIERS AND/OR SPECIALISTS FOR THE PERFORMANCE OF THE

CONTRACT

7.1. Sub-suppliers and/or
specialists used for the
performance of the Contract

The sub-suppliers and/or specialists to be used for the performance of
the Contract are listed in Annex 3 of the Contract, “Sub-suppliers
and/or specialists to be used for the performance of the Contract”

8. ENSURING FULFILMENT OF CONTRACTUAL OBLIGATIONS

8.1. Ensuring fulfilment of
contractual obligations

Performance of obligations under the Contract is secured by liquidated
damages (default interest, penalty).

8.2 Contract performance Not applicable
security validity period
8.3. Providing the Contract Not applicable

performance security

9. LIABILITY OF THE PARTIES

9.1. Penalty for late payment
under the Contract shall apply
to the Buyer

If the Buyer, having received a duly submitted and completed Invoice,
delays payment for the quality Services duly rendered by the Supplier
within the period specified in the Contract, the Supplier shall charge the
Buyer a default interest of 0.02 (two hundredths) per cent on the unpaid
amount, exclusive of VAT, for each day of delay from the day next
following the period specified.

9.2. Penalties applicable to the
Supplier

9.2.1. If the Supplier is late in providing the Services or fails to fulfil
other contractual obligations, the Buyer shall charge the Supplier a
default interest of 0.02 (two hundredths) per cent of the price of the
Services or of the price of the other contractual obligations, exclusive of
VAT, from the day after the due date for the Services or the other
contractual obligations for each day of delay.

9.2.2. If the Supplier fails to remedy any defects in the quality of the
Services within the time limit set by the Buyer, the Supplier shall pay to
the Buyer, at the Buyer's request, default interest at the rate of 0.02
(two one-hundredths) per cent on the price of the Services, exclusive of
VAT, for each day of delay, and shall indemnify the Buyer against any
losses incurred by the latter in respect of such defects to the extent that
such losses are not covered by default interest. In the event of a claim
for damages by the Buyer, default interest and/or penalty shall be set
off against the damages.




9.2.3. If the Supplier fails to remedy the deficiencies in the quality of the
Services within the time limit set by the Buyer, the Buyer shall have the
right, at its option, to remedy the deficiencies 1) by its own efforts or 2)
by third parties, in which case the Supplier shall pay the Buyer's costs
of remedying the deficiencies and shall pay the Buyer a fine of 20
(twenty) per cent of the value of the Services found to be defective upon
the Buyer's demand.

9.2.4. If the Supplier terminates the Contract unreasonably, it shall pay
to the Buyer a penalty of 5 (five) per cent of the Initial Contract Value
exclusive of VAT and shall indemnify the Buyer against damages
arising from the termination of the Contract and from the hiring of a
replacement Supplier to provide the Services not or not fully provided
under the Contract. If the Buyer claims damages, the amount of the
penalty shall be set off against the damages.

9.2.5. The Supplier shall pay the liquidated damages to the Buyer
within 5 (five) calendar days of the Buyer's demand, unless the amount
of the liquidated damages is not deducted from the amount due to the
Supplier.

9.3. The Supplier shall be
liable to a penalty in the event
of termination of the Contract
for a material breach of the
Contract or for unjustified
termination of the Contract
other than in accordance with
the procedure laid down in the
Contract

9.3.1. In the event of termination of the Contract for a material breach
of the Contract as set out in the Special Conditions of the Contract, a
penalty of 5 per cent of the Initial Contract Value excluding VAT as set
out in Clause 5.2 of the Special Conditions of the Contract shall be
payable, together with the Buyer's damages for any loss incurred by the
Buyer as a consequence of the termination of the Contract and for the
hiring of a different supplier to provide the services not or incompletely
provided under the Contract. If the Buyer claims damages, the amount
of the penalty shall be set off against the damages.

9.4. The Supplier is subject to
a penalty for replacing
existing sub-suppliers or
specialists / using new sub-
suppliers without complying
with the procedure for
replacing sub-suppliers and/or
specialists set out in the
General Conditions

EUR 500 (five hundred) for each infringement.

9.5. Fines imposed on the
Supplier for non-compliance
with environmental and/or
social criteria

Not applicable

9.6. Penalty imposed on a
Supplier for non-compliance
with confidentiality
requirements

EUR 3,000 (three thousand) for each instance of infringement and shall
compensate the Buyer for any direct losses suffered or incurred as a
result thereof, to the extent that they are not covered by the fine.

9.7. Fine imposed on the
Supplier for failure to meet
the Qualitative criteria set out
in the procurement documents

Not applicable




during the performance of the
Contract

9.8. Penalty for non-renewal
of the Contract performance
security applicable to the
Supplier

Not applicable

9.9. The Supplier is liable to a
fine for non-compliance with
the requirements on the use of
the Buyer's symbols, name
and mark in advertising or
marketing and the prohibition
on the use of the Buyer's
intellectual work product

For each such infringement, the Supplier shall be liable to a fine of EUR
10,000 and, if the result has been disclosed to the public, a fine of EUR
20,000, without prejudice to the Buyer's right to claim greater damages.

10.

ESSENTIAL TERMS OF THE CONTRACT

10.1. General Conditions of
the Contract

The Parties agree, that:

10.1.1 Compliance with the conflict of interest agreement is an
essential condition of the Contract.

10.1.2. Compliance with service deadlines is an essential condition of
the Contract.

10.1.3. Compliance with the prohibition on the use of the Buyer's name,
trademarks and/or intellectual property without the Buyer's prior
written consent is an essential term of the Contract.

10.1.4. Compliance with the duty to protect confidential information.

11. VALI

DITY AND AMENDMENT OF THE CONTRACT

11.1. Conclusion and entry
into force of the Contract

This Contract shall be deemed to have been concluded and shall enter
into force on the date of signature of the Contract (the date of signature
of the other Party).

The Contract shall remain in force until the obligations have been
fulfilled in full (until the value of the Initial Contract has been
exhausted), but shall not exceed 37 (thirty-seven) months, including
the payment period for the Services.

11.2. Extension of the validity
of the Contract

Not applicable

12. TERMINATION OF THE CONTRACT

12.1. Grounds for termination
of the Contract

12.1.1. The Contract may be terminated by written agreement between
the Parties or unilaterally, in accordance with the procedures set out in
the General Conditions and in the cases and in the manner set out in
these Special Conditions.

12.1.2. The Buyer, in accordance with Article 6.721 of the Civil Code of
the Republic of Lithuania (hereinafter - the CC), shall have the right to
terminate the Contract unilaterally at any time by giving the Supplier 30
(thirty) calendar days' written notice. In this case, the Buyer shall pay to
the Supplier a proportion of the price proportionate to the Services duly
provided and shall reimburse the Supplier for any other reasonable
costs incurred by the Supplier to perform the Contract up to the time of
receipt of the termination notice from the Buyer.

12.1.3. The Supplier, in accordance with Article 6.721 of the CC, shall
have the right to terminate the Contract unilaterally only for important




reasons (the Buyer repeatedly requests Services that do not comply
with the scope of the Contract or refuses to cooperate in such a way that
the Supplier objectively cannot provide the Services in a qualitatively
timely manner; the Buyer requests actions that may contravene the
requirements of professional ethics), by giving the other Party to the
Contract a 30 (thirty) calendar days written notice of termination. In such
a case, the Supplier shall be liable to fully indemnify the Buyer for any
loss suffered.

12.2. Material breaches of the
Contract

12.2.1. if the Supplier fails to meet the deadlines for the provision of the
Services set outin the Order on 2 (two) consecutive occasions, or is more
than 10 (ten) days late in providing the Services after the deadline set
out in the Order for the provision of the Services;

12.2.2. The Supplier is in breach of the provisions of this Contract
relating to the absence of conflict of interest and the management of
confidential information;

12.2.3. The Supplier is in breach of the provisions of the General
Conditions regarding the use of new sub-suppliers and/or specialists for
the performance of the Contract/ replacement of existing sub-suppliers
and/or specialists;

12.2.4. if the Supplier fails to comply with an Order in relation to a
mandatory deadline set by the authority and the deadline is threatened
or missed, this shall be considered to be a material breach of the
Contract, irrespective of the duration of the delay;

12.2.7. The Supplier breaches the origin requirements set out in Clause
14.2.1 of the Contract for the second time in any 12 (twelve) month
period. In this case, the Buyer shall unilaterally terminate the Contract
without prior notice or additional time.

12.2.10. Contract performance with persistent deficiencies. Persistent
deficiencies shall be defined as a systematic failure to perform the
Contract in accordance with professional, qualitative or organisational
requirements, which violates the Buyer's legitimate expectations as to
the quality of the Services or the way they are to be provided. Persistent
defects entitling the Buyer to unilaterally terminate the Contract shall
be deemed to exist if at least 5 (five) of the following occur in any 12
(twelve) month period: 1) the provision of low-quality services (e.qg.
repeated inaccuracies in legislation, format errors, contradictory
arguments in documents, even if the Supplier corrects the defects each
time); 2) the failure to remedy the defects within the deadlines (e.g. the
Supplier is constantly late, makes superficial corrections, which affects
the Buyer's continuity of operations or deadlines); 3) the unreasonable
missing of deadlines (e.g., (e.g. persistent delays, where the Supplier
fails to deliver the Services on time as specified in the Orders or delays
in delivering the deliverables without objective reasons); 4) failure to
ensure cooperation, quality of communication (e.g. failure to respond to
queries, failure to acknowledge Orders on time, provision of services
without coordination or contact persons). The above cases shall be




recorded by written (including via email) warnings or comments from
the Buyer to the Supplier. If the above-mentioned deficiencies are found
to occur at least 5 times within a 12-month period, this shall be
considered a material breach of the Contract, on the basis of which the
Buyer shall unilaterally terminate the Contract without further notice.
12.2.11. A breach of the origin requirements set out in this Contract and
in Article 91 of the Law on Public Procurement shall be considered a
material breach of the Contract if the Supplier breaches the origin
requirements twice during the whole possible Contract period (37
months). An infringement shall be deemed to include both the provision
of untrue information about the origin of the Services or the origin of the
professionals during the Procurement and the actual performance of the
Services by entities or professionals established or operating in
countries outside the European Union, the European Economic Area or
the parties to the Agreement of the World Trade Organisation (WTO),
where this does not comply with the requirements of Article 91 of the
Law on Public Procurement or with the exceptions applicable;

12.2.13. there are other circumstances provided for in Article 6.217 of
the Civil Code of the Republic of Lithuania.

13. ENVIRONMENTAL AND SOCIAL CRITERIA

13.1. Environmental criteria Not applicable
related to the services to be

purchased

13.2. Social criteria relating to | Not applicable

the Services to be purchased

14. AMENDMEN

TS AND ADDITIONS TO THE GENERAL CONDITIONS

14.1.

Alternative provisions in the General Conditions (marked “if applicable”,
etc.) are only applicable if they are specifically described in the Specific
Conditions or Annexes.

14.1.1. The General Conditions shall be supplemented by Clauses 13.6
and 13.7, which shall read as follows:

“13.6. The Parties agree not to disclose confidential information to any
third party without the prior written consent of the Party providing such
information, except for the use of the information between the Buyer, its
shareholder and the companies of the Group, and not to use the
confidential information for the personal needs of the Buyer, its
shareholder and the companies of the Group or of any third party, except
for the purposes of the law of the Republic of Lithuania, unless such
information is required to be disclosed by such law.

13.7. The Parties further agree that the Buyer shall have the right to
disclose the result of the Services received from the Supplier under the
Contract at the Buyer's sole discretion without the Supplier's prior
written consent.”

14.1.2. Clause 25.2 of the General Conditions is replaced by the

following:




“25.2. If the Parties fail to resolve the dispute by negotiation within 30
(thirty) calendar days, then any such dispute, controversy or claim
arising out of or in connection with this Contract or the breach,
termination or invalidity thereof shall be finally settled by the courts of
the Republic of Lithuania in accordance with the procedure provided for
by the laws of the Republic of Lithuania.

14.1.3. Clauses 6.2.2-6.2.9, 6.3.2-6.3.11 and 7.2.3-7.2.4 of the General
Conditions shall not apply.

14.2. Other terms of the
Contract

14.2.1. The Supplier represents and warrants that it will comply with
the requirements of Article 91 of the Law on Public Procurement
regarding the origin of the services, the part of the services and the
entities providing the services.

14.2.2. This Contract is drawn up in the Lithuanian and English
language. In the event of any inconsistencies between the texts of the
Contract, the Lithuanian text of the Contract shall prevail.

15. ANNEXES TO THE CONTRACT

15.1. Annex No. 1

Technical specification

15.2. Annex No. 2

Supplier's tender form.

15.3. Annex No. 3

List of sub-suppliers and/or specialists to be used for the performance
of the Contract

16. SIGNATURES OF THE PARTIES’ REPRESENTATIVES

BUYER

SUPPLIER

(signature)

(signature)




GENERAL TERMS AND CONDITIONS OF THE SERVICES PURCHASE AND SALE CONTRACT

1. BASIC CONCEPTS AND INTERPRETATION OF THE CONTRACT

1.1. Concepts

1.1.1. The capitalised concepts used in this Contract shall have the following meanings:

1.1.1.1. General terms and conditions shall mean part of the Contract entitled “General Terms and
Conditions of the Services Purchase and Sale Contract®;

1.1.1.2. Buyer shall mean the person identified in the Special Terms and Conditions as the Buyer who
purchases the Services specified in the Special Terms and Conditions and the Annexes to the Contract;
1.1.1.3. Value of the initial Contract shall mean the value exclusive of value added tax (VAT), specified in
the Special Terms and Conditions;

1.1.1.4. Services shall mean the services specified in the Special Terms and Conditions and in the Annexes
to the Contract. As used in the Contract, the term “Services” shall include all activities related to the provision
of the Services, including but not limited to the provision of the Services, the transfer of the results thereof,
the rectification of defects, the supply of goods, and the provision of documents related to the Services
(instructions, certificates, etc.), if provided for in the Contract or if necessary for the creation and transfer of
the result of the Services to the Buyer;

1.1.1.5. Deed of Transfer and Acceptance of the Services shall mean a document by which the Supplier
transfers and the Buyer accepts the Services and/or the result of the Services, and by which the Parties
confirm that the Services provided comply with the specified requirements. Where the Contract provides for
the provision of the Services in stages or periods, a Deed of Transfer and Acceptance of the Services may be
executed in respect of each stage or period separately;

1.1.1.6. Defects in the Services - any inconsistencies in the quality of the provision of the Services or in the
result of the failure to comply with the requirements of the Contract and/or the laws and regulations, hidden
defects, malfunctions, etc., identified by the Buyer and/or third parties at the time of the handover of the
Services or the warranty period for the Services specified in the Contract (if applicable), which render the
result of the Services unusable for the purpose for which the Buyer intended to use them (the Services) or
which impair the utility of the Services to such an extent that the Buyer would not have purchased the
Services or would not have paid the price for the Services if it had been aware of such defects;

1.1.1.7. Invoice shall mean an invoice, VAT invoice or other payment document issued by the Supplier and
submitted to the Buyer for payment for the Services duly provided by the Supplier and accepted by the Buyer.
Where the Contract provides for the provision of the Services in stages or periods, the Invoice may be
submitted in respect of each stage or period separately;

1.1.1.8. Special Terms and Conditions shall mean the part of the Contract entitled “Special Terms and
Conditions of the Services Purchase and Sale Contract”, which sets out the terms and conditions governing
the acquisition of the subject-matter of the Contract (such as the Value of the Initial Contract, the time limits
for the provision of the Services, etc.), and other specific data (such as the Parties, the Services, etc.), the
Annexes listed, and the amendments and additions to the General Terms and Conditions, if any, specified,;
1.1.1.9. Agreement shall mean a document which the Parties enter into by amending the terms and
conditions of the Contract to the extent permitted by the Law on Public Procurement (LPP);

1.1.1.10. Price of the Contract — the amount payable to the Supplier under the Contract, including all

mandatory taxes and costs;



1.1.1.11. Terms and Conditions of the Contract shall mean the General Terms and Conditions and the
Special Terms and Conditions together;

1.1.1.12. Contract shall mean the contract for the sale of services consisting of the Terms and Conditions of
the Contract, the Annexes listed in the Special Terms and Conditions, and Agreements;

1.1.1.13. Parties shall mean the Buyer or the Supplier, each separately, depending on the context;

1.1.1.14. Parties shall mean the Buyer or the Supplier together;

1.1.1.15. Supplier shall mean the person identified in the Special Terms and Conditions as the Supplier
providing the Services specified in the Special Terms and Conditions;

1.1.1.16. Order shall mean an order for the provision of Services placed by the Buyer with the Supplier in
writing (by text message, e-mail, through an information system specified by the Buyer or otherwise). The
order shall be sent by the methods and using the contacts specified in the Special Terms and Conditions, and
it shall be deemed to have been duly sent and received in accordance with the Special Terms and Conditions;
1.1.1.17. LPP shall mean the Republic of Lithuania Law on Public Procurement.

1.1.1.18. The meanings of other capitalised concepts used in the Contract are specified in the text of the
Contract.

1.1.2. The concepts not defined in the Contract shall be understood and interpreted as defined in the Law
on Public Procurement and other laws and legal acts in force at the time of entry into and performance of the
Contract.

1.1.3. Other concepts and terms used in the Contract shall have the generic meaning or the specific meaning
closest to the nature of the Contract, unless a different meaning thereof is defined and explained in the

Contract.

1.2. Interpretation of the Contract

1.2.1. The Contract is made and shall be construed in accordance with the laws of the Republic of Lithuania.
1.2.2. In the event that the General Terms and Conditions and/or the Special Terms and Conditions are in
conflict with the requirements of the Law on Public Procurement and other legal acts, the provisions of the
Law on Public Procurement and other legal acts shall apply.

1.2.3. Day in the Contract shall mean a calendar day.

1.2.4. “Working Day" in the Contract shall mean any day other than Saturday, Sunday and public holidays in
Lithuania as specified in the Labour Code of the Republic of Lithuania.

1.2.5. Time limits under the Contract shall be calculated in years, months, weeks, working days, calendar
days, hours and minutes.

1.2.6. Qualification, reliance on the capacities of other entities, scope of the Services, review shall be
understood as set out in the Law on Public Procurement and its implementing legislation.

1.2.7. If the Deed of Transfer and Acceptance of the Services is not required as a separate document, the
Parties agree, and this shall be expressly stated in the Special Terms and Conditions, that the Deed of
Transfer and Acceptance of the Services shall be deemed to be the Invoice. In cases where an Invoice is
issued and the Deed of Transfer and Acceptance of the Services is not signed, the provisions of the Contract
concerning the issue of the Deed of Transfer and Acceptance of the Services shall also apply to the issue of
an Invoice.

1.2.8. “Inform, notify, warn or reply* shall mean to provide information, notice, warning or reply in accordance
with the procedures set out in the General Terms and Conditions and/or in the Special Terms and Conditions.
1.2.9. Approve shall mean to provide written confirmation or to sign a document without reservations or with
reservations, unless the person signing the document indicates that he/she refuses to approve it.



1.2.10. Unless otherwise specified in the Contract, words used in the singular form shall also include the
plural and vice versa, words of the same gender shall include the corresponding words of the other gender,
and the word “person” shall include both natural and legal persons.
1.2.11. Where the meaning of the numerical and verbal terms in the Contract is different, the meaning of the
verbal terms shall prevail.
1.2.12. Where reference is made to legislation, the current version of the legislation shall apply unless
otherwise stated.

1.3. Supremacy of documents

1.3.1 The documents constituting the Contract shall be understood as complementary to each other. In the
event of any inconsistency or ambiguity in the terms of the Procurement documents, such inconsistency or
ambiguity shall be resolved by interpreting the documents in the following order:

1.3.1.1 Technical Specification;

1.3.1.2. Special Terms and Conditions;

1.3.1.3. General Terms and Conditions;

1.3.1.4. Procurement documents (excluding the Technical Specification);

1.3.1.5. Tender;

1.3.1.6. Other annexes listed in the Special Terms and Conditions.

1.3.2. In the event that the terms and conditions of the Contract are amended by agreement of the Parties,
the newly agreed terms and conditions of the Contract shall prevail over the amended terms and conditions.
1.3.3. Where the Parties agree to add a new term to the Terms and Conditions of the Contract or to an Annex,
in the event of any inconsistency or ambiguity such term shall prevail over the other terms of the Contract or
the other terms of the Annex, as applicable.

1.3.4. If the Parties agree on a new Annex, the Parties shall agree on the place of inclusion of the new Annex
in the list of Annexes and its significance for the interpretation of the Contract. If a new Annex is added to
the list of Annexes, it shall be given a sequential number with a superscript, taking into account the

sequencing and importance of the Annexes (for example, Annex 41).

2. SUBJECT MATTER OF THE CONTRACT

2.1. The Supplier shall undertake to provide the Services to the Buyer in accordance with the terms and
conditions set out in the Contract and the Buyer shall undertake to accept the Services in accordance with
the terms and conditions of the Contract and duly provided and to pay the Supplier the price specified in the
Contract in accordance with the terms and conditions set out in the Contract.

2.2. In performing the Contract, the Parties shall undertake to comply with all applicable laws and
regulations. A Party shall have the right to require the other Party to comply with all laws and regulations
applicable to the performance of the Contract. Nothing in the Contract shall imply or be construed as a waiver
by the Buyer of the Buyer’s other rights and warranties under laws and regulations not covered by the
Contract in relation to the inadequate provision or quality of the Services, or as a waiver by the Supplier of
the Buyer’s other rights and warranties under laws and regulations not covered by the Contract in respect of
the Supplier’s obtaining remuneration for the provision of the Services.

2.3. The Supplier shall ensure that the Services comply with the requirements of the Technical Specification



and the terms and conditions of the Supplier’s tended, are of high quality, are provided in a proper and timely
manner, in accordance with the terms and conditions of the Contract in a manner that is in the best interest
of the Buyer, in accordance with the best generally accepted professional and technical standards and

practices, using all required skills and knowledge.

3. SUPPLIER AND OTHER PERSONS USED FOR THE PERFORMANCE OF THE CONTRACT

3.1. Qualification and other obligations assumed by the Supplier‘s tender

3.1.1. The Supplier shall be responsible for ensuring that, throughout the period of performance of the
Contract, the Supplier is competent, reliable and capable (including the capacities of the entities on whose
capacities the Supplier relies) of fulfilling the requirements of the Contract:

3.1.1.1. have the right to carry out the activities necessary for the performance of the Contract. The Supplier
shall, at the request of the Buyer, provide documentation proving that only persons who are so entitled are
performing the Contract;

3.1.1.2. meet the requirements for the qualification of Suppliers set out in the Procurement documents and
not be subject to the grounds for exclusion set out in the Procurement documents;

3.1.1.3. comply with the obligations set out in the Supplier’s tender, including but not limited to, meeting
the values and parameters of the criteria set out in the Supplier's tender which led to its tender being selected
as the most economically advantageous (hereinafter - the Qualitative criteria) set out in the procurement
documents. The procedure for verifying compliance with the commitments referred to in this sub-clause shall
be set out in the Special Terms and Conditions;

3.1.1.4. ensure the application of the established standards of the quality management system and/or the
environmental management system, where required by the Procurement documents, and have
documentation to prove it;

3.1.1.5. meet the interests of national security and not be registered (resident or national) in countries or
territories considered to be unreliable, where such requirements have been laid down in the Procurement
documents.

3.1.2. In the event that the Supplier is a group of suppliers acting in a joint venture agreement, the members
of the group shall be jointly and severally liable to the Buyer for the performance of the Contract. Where the
Supplier relies on the capacity of entities to meet the financial and economic capacity requirements, the
Supplier shall be jointly and severally liable for the performance of the Contract with such entities (if required
so in the Procurement documents).

3.1.3. The Supplier shall also be responsible for ensuring that the Supplier, the subcontractors and specialists
directly performing the Contract meet the professional qualification and other requirements laid down in the
laws and other legal acts and/or the Procurement documents, and have the right to engage in the activities

for which they are used.

3.2. Use of subcontractors and specialists, and their replacement

3.2.1. The Supplier shall undertake to ensure that the Contract will be performed by subcontractors and/or
specialists who have been proposed for the Contract and who meet the qualifications and other requirements
set out in the Procurement documents. The actions of such persons in the performance of the Contract shall

have the same consequences and liability for the Supplier as his own actions. The Supplier shall be liable for



the acts or omissions of his subcontractors and specialists.

3.2.2. The subcontractors and/or specialists (if any) to be used for the performance of the Contract shall be
specified in the Special Terms and Conditions.

3.2.3. The Supplier may replace and/or use the subcontractors and/or specialists in the cases and in the
manner specified in this subsection of the Contract.

3.2.4. A new subcontractor or specialist may not commence the performance of the Supplier's obligations
under the Contract until the Agreement is signed.

3.2.5. If the Supplier uses a new subcontractor or replaces an existing subcontractor and/or specialist without
obtaining the Buyer's written consent, or if the contractual obligations under the Contract are performed by
subcontractors and/or specialists who do not comply with the requirements of the qualification requirements
set out in the Procurement documents, the requirements of the quality management system and/or the
standards of the environmental management system, the absence of grounds for exclusion, compliance with
the requirements relating to national security interests and the requirements not to be registered (resident or
citizen) in countries or territories considered unreliable (if applicable) and the conditions set out in the
Supplier's tender in support of the Qualitative criteria set out in the Procurement documents (if applicable),
the Supplier shall be liable to a fine of the amount set out in the Special Terms and Conditions.

3.2.6. The Supplier shall have the right to use for the performance of the Contract new subcontractors not
specified in the Special Terms and Conditions, whose capacities the Supplier has not relied on in order to
justify the qualification requirements set out in the Procurement documents.

3.2.7. Upon entry into the Contract, but no later than the commencement of performance of the Contract, the
Supplier shall undertake to notify the Buyer of the names, legal entity number, contact details and
representatives of the subcontractors known at the time whose capacities the Supplier has not relied on to
justify the qualification requirements set out in the Procurement documents.

3.2.8. The Supplier may, at his discretion, at any time during the performance of the Contract, replace the
subcontractors whose capacities the Supplier has not relied on in support of the qualification requirements
set out in the Procurement documents.

3.2.9. The Supplier must inform the Buyer at any time during the performance of the Contract at least 5 (five)
working days before the envisaged use and/or replacement of a new subcontractor, whose capacities the
Supplier has not relied on to justify the qualification requirements set out in the Procurement documents. The
Buyer (if applicable in the Procurement documents) must verify the absence of grounds for the exclusion of
the subcontractor and the subcontractor's compliance with the national security interests and the
requirements not to be registered (resident or citizen) in countries or territories considered unreliable. If the
subcontractor’s situation does not meet at least one of these requirements, the Buyer shall require that the
subcontractor be replaced by an eligible subcontractor. The Buyer shall inform the Supplier in writing within
five (5) working days of his agreement to use and/or replace a new subcontractor whose capacities the
Supplier has not relied on in support of the qualification requirements set out in the Procurement documents.
If the Buyer agrees, the Parties shall sign the Agreement, which shall form an integral part of the Contract.
3.2.10. Subcontractors whose capacities have been relied upon by the Supplier to meet the qualification
requirements set out in the Procurement documents may be replaced only in the following cases:

3.2.10.1. where the subcontractor has been declared bankrupt, has been the subject of an out-of-court
insolvency procedure, has become insolvent or is likely to become insolvent, has suspended his business
activities, or is in a similar situation as determined by the laws and regulations;

3.2.10.2. when the subcontractor is no longer able to perform all or part of its obligations under the Contract

for objective reasons (e.g. refusal to participate in the performance of the Contract by the subcontractor,



termination of legal relations with the Supplier, etc.);

3.2.10.3. the Supplier or the subcontractor must replace the subcontractor if it appears that the subcontractor
does not comply with the requirements laid down in the Procurement documents.

3.2.11. The Supplier's (or subcontractors’) specialists in the performance of the Contract may be replaced in
the following cases:

3.2.11.1. at the Supplier's initiative for objective reasons (e.g. leave, illness, termination of employment, etc.),
upon submission of data on the intended new appointment of the specialist and documents confirming his/her
qualifications and compliance with the other requirements set out in the procurement documents;

3.2.11.2. at the Buyer's initiative, if the Buyer has reasonable grounds to suspect that the specialist appointed
by the Supplier for the performance of the Contract is incompetent to perform the duties specified;

3.2.11.3. the Supplier or a subcontractor must replace the specialist if it appears that the specialist does not
meet the requirements laid down in the Procurement documents.

3.2.12. The new specialist and/or sub-subcontractor shall, at the time of the Supplier's request for
replacement of the specialist and/or sub-subcontractor, meet the requirements for the specialist and/or sub-
subcontractor set out in the Procurement documents and with the values of the Quality Criteria set out in the
Supplier's tender.

3.2.13. The Supplier shall submit the following documents to the Buyer no later than 5 (five) working days
before the intended replacement of the subcontractor whose capacities the Supplier has relied on to meet
the qualification requirements set out in the Procurement documents and/or of the specialist:

3.2.13.1. a reasoned written request for replacement of subcontractor and/or specialist, explaining the
circumstances of the replacement. The Buyer shall reserve the right to request evidence to substantiate the
replacement;

3.2.13.2. documents demonstrating the qualifications of the new subcontractor and/or specialist, compliance
Qualitative criteria (if applicable), with the required standards of the quality management system and/or
environmental management system (if applicable), absence of grounds for exclusion and compliance with
the national security interests and the requirements not to be registered (resident or citizen) in countries or
territories considered unreliable (if applicable) in accordance with the requirements of the Contract.

3.2.14. The Buyer shall, upon receipt of the Supplier‘s request together with other documents referred to in
the Contract, assess the possibility of replacement within 5 (five) working days and inform the Supplier in
writing of its agreement to replace the subcontractor whose capacities the Supplier relied on to meet the
qualification requirements set out in the Procurement documents, and/or the specialist. Upon the agreement

of the Buyer, the Parties shall sign an Agreement, which shall form an integral part of the Contract.

3.3. Replacing joint venture partners

3.3.1. The Supplier performing the Contract as a group of Suppliers acting on the basis of a joint venture
agreement shall have the right to waive the joint venture partner (hereinafter - the Partner) if, due to objective
and reasonable circumstances, the Partner is no longer able to perform the Contract, including, but not limited
to, cases where the Partner does not comply with the provisions of the Law on Public Procurement or other
legal acts, or poses a threat to national security, the Partner is subject to international sanctions as defined
in the Republic of Lithuania Law on International Sanctions (hereinafter - the Law on Sanctions), the Partner
is in a serious financial situation leading to non-performance and/or refusal to perform the Contract, or other
unforeseen objective reasons have arisen leading to the Partner's withdrawal from the joint venture

agreement.



3.3.2. A Supplier performing the Contract as a group of Suppliers acting on the basis of a joint venture
agreement shall have the right to replace the Partner if, as a result of reorganisation, restructuring or
bankruptcy proceedings, the rights and obligations of the original Partner are taken over, in whole or in part,
by another Partner. Such replacement of the Partner shall not lead to other substantial amendment to the
Contract and shall not be intended to avoid the application of the Law on Public Procurement and other
legislation.

3.3.3. The Supplier shall provide the Buyer with the following documents at least 10 (ten) working days
before the intended replacement or waiver of the Partner:

3.3.3.1. a reasoned written request for the replacement in the composition of the Supplier and evidence
supporting at least one circumstance of the Partner‘s waiver or replacement as specified in the Contract;
3.3.3.2. a draft amendment to the new joint venture agreement or to the existing joint venture agreement,
which, in the event of the withdrawal of a Partner, shall specify that the obligations of the withdrawing
Partner shall be assumed in full by the remaining Partner and/or the newly used Partner;

3.3.3.3.3. documents certifying the qualifications of the withdrawing Partner or the newly used Partner and,
if applicable, documents demonstrating the requirements of the quality management and/or environmental
management system standards. In all cases, the qualifications of the retaining Partner or the newly used
Partner shall be at least as good as those of the withdrawing Partner (in line with the qualification
requirements set out in the Procurement documents which the withdrawing Partner has met and in line with
the qualifications of the professionals specified in the withdrawing Partner's proposal and other conditions
to justify the Quality criteria set out in the Procurement documents (if applicable). If a new Partner is used,
documentation shall also be provided, in accordance with the requirements set out in the Procurement
documents, to justify the absence of grounds for exclusion of the used Partner and his compliance with
national security interests and the requirements not to be registered (resident or citizen) in countries or
territories considered unreliable (if applicable).

3.3.4. The Buyer shall, upon receipt of the Supplier‘s request together with the other documents referred to
in the Contract, assess the possibility of replacement within ten (10) working days and shall inform the
Supplier in writing of its agreement or disagreement to refuse to replace or to replace the Partner. If the Buyer
agrees, the Parties shall sign the Agreement, which shall be considered an integral part of the Contract. Prior
to the signing of the Agreement, a copy or transcript of the new joint venture agreement or amendment to

the existing joint venture agreement shall be provided to the Buyer.

3.4. Direct payment agreements with subcontractors

3.4.1. At the request of the Subcontractors, the Buyer shall pay them directly. The Buyer shall provide for the
possibility of direct payment to the subcontractors referred to in the Contract under the following conditions
and procedures:

3.4.1.1.1. upon entry into the Contract, the Supplier shall undertake to provide the Buyer in writing, no later
than the commencement of performance of the Contract, with the names, representatives and contact details
of the subcontractors then known to him. The Buyer shall also require the Supplier to keep the Buyer
informed of any changes to the above information throughout the performance of the Contract;

3.4.1.2. the Buyer shall inform the subcontractors in writing of the possibility of direct payment no later than
three (3) working days from the date of receipt of the information referred to in clause 3.4.1.1 of the General
Terms and Conditions;

3.4.1.3. the subcontractor shall submit a written request to the Buyer in order to make use of this possibility.



Where a subcontractor expresses his wish to make use of the option of direct settlement, a tripartite
agreement shall be concluded between the Buyer, the Supplier and the subcontractor, describing the
procedure for direct settlement with the subcontractor, taking into account the requirements laid down in the
Contract and the subcontracting agreement;

3.4.1.4. the possibility of direct settlement with subcontractors shall not alter the Supplier's liability for
performance of the Contract.

4. COOPERATION BETWEEN THE PARTIES

4.1. Duty of Cooperation of the Parties

4.1.1. In the performance of the Contract, the Parties shall cooperate to the fullest extent possible in the
prompt exchange of information and shall notify each other in writing promptly of the occurrence or existence
of any event, condition or circumstance which may affect the performance of the Contract or lead to a breach
of it.
4.1.2. The Parties shall undertake to ensure that they provide each other with documents and/or other
information necessary for the proper performance of the Parties’ obligations under the Contract.
4.1.3. If a Party encounters an impediment to the performance of the Contract, it shall immediately, but no
later than within 5 (five) working days, notify the other Party of such impediments and take all reasonable
measures within its power to remove such impediments.

4.2. Contact persons

4.2.1. Each of the Parties shall, at the time of entry into the Contract, designate a contact person responsible
for the performance of the Contract (for example, acceptance of the result of the Services, placement and
receipt of Orders, etc.), and shall set out the contact details of each of these persons in the Special Terms and
Conditions.

4.2.2. In the event that a Party wishes to withdraw the nominated contact person and appoint another person
or wishes to appoint another person to temporarily perform the functions of the contact person during the
period of the contact person‘s temporary inability to perform his/her functions, the Party must inform the
other Party in advance and provide the other Party with the contact details of the contact person, such as
forename, surname, e-mail address and telephone number.

4.2.3. In the event that it becomes apparent that the contact person of the Party is temporarily unable to carry
out his/her duties (due to illness, injury or other unforeseen reasons), the Party mustimmediately, but no later
than the next working day, appoint another contact person to temporarily carry out the functions of the
contact person, and notify the other Party thereof. In the event of a change of contact persons, no Agreement
shall be concluded in accordance with Clause 20.5 of the General Terms and Conditions.

5. DOCUMENTS TO BE SUBMITTED DURING THE PERFORMANCE OF THE CONTRACT

5.1. If the Supplier is required to prepare and/or provide the Buyer with instructions for the use of the result
of the Services, the instructions shall be clear and detailed to enable the Buyer to make proper use of the
result of the Services in accordance with the instructions.

5.2.In the event that training and/or testing is to be carried out under the Contract, the Supplier shall provide
the Buyer with the instructions for use prior to such training and/or testing, and shall revise and supplement



the instructions for use after the training and/or testing, taking into account the progress and results of such
training and/or testing.

5.3. If the documents necessary for the use of the result of the Services require translation, the costs thereof
shall be borne by the Supplier. If the Supplier translates the documents necessary for the use of the result of

the Services himself, then he shall be responsible for the accuracy of the translation of such documents.

6. END OF THE SERVICE PROVISION AND ACCEPTANCE OF THE RESULT OF THE SERVICES

6.1. End of the Service provision

6.1.1 The provision of the Services shall be deemed to be completed when all of the following conditions
have been met:

6.1.1.1.1. the Supplier has provided all Services in accordance with the requirements of the Contract and the
laws and legal acts;

6.1.1.2. the Supplier has delivered to the Buyer all necessary documentation, including instructions for use,
certificates and warranties (where required);

6.1.1.3. the Supplier has trained the Buyer's personnel in the use of the Services (if required);

6.1.1.4. a Deed of Transfer and Acceptance of the Services or Deeds of Transfer and Acceptance of the
Services has/have been signed, if the Services are to be provided in stages or in periods, or any other
document as provided for in the Contract, upon which the Services shall be deemed to be received;

6.1.1.5. the Supplier has complied with the other conditions provided for in the laws and legal acts, the
Contract and the Tender which must be fulfilled in order for the provision of the Services to be deemed to

have been completed, and has provided the Buyer with documents evidencing this.

6.2. Transfer and acceptance of the Services which are of a one-off nature, are provided periodically

or on the basis of a Buyer’s Order

6.2.1. The Supplier shall provide the Services and transfer the result of the Services (if applicable) to the
Buyer and the Buyer shall accept the Services provided in good quality and in accordance with the Contract
and the requirements of laws and legal acts. The Services shall be provided in the manner and within the
time specified in the Special Terms and Conditions.

6.2.2. The result of the Services shall be transferred to the Parties by signing a Deed of Transfer and
Acceptance of Services, which shall be signed in two (2) copies of equal legal force (unless a Deed of Transfer
and Acceptance of Services is signed by a secure electronic signature), one copy for each Party. If a Deed of
Transfer and Acceptance of the Services is not required as a separate document, the Parties agree, and shall
expressly state in the Special Terms and Conditions, that a Deed of Transfer and Acceptance of the Services
shall be the Invoice.

6.2.3. After the Supplier has provided the Services, the Buyer shall inspect the Services and shall:

6.2.3.1. accept the result of the Services by signing a Deed of Transfer and Acceptance of Services no later
than 5 (five) working days after the actual provision of the Services and the submission of a Deed of Transfer
and Acceptance of Services; or

6.2.3.2. accept the result of the Services subject to reservations by signing a Deed of Transfer and Acceptance
of Services and a Deed of Defects drawn up during the inspection of the Services, in which the Buyer must

indicate any defects in the Services or in the Supplier's documents observed during the acceptance of the



Services and the procedure for rectifying such defects (hereinafter — a Deed of Defects); or

6.2.3.3. refuse to accept the result of the Services and to deliver (or send) a Deed of Defects to the Supplier
on the grounds that the Services or any part of them are defective.

6.2.4. A Deed of Transfer and Acceptance of the Services shall state the date on which the Supplier has
provided the Services and has provided all the required documentation.

6.2.5. If defects in the Services are found which do not constitute non-conformity with the requirements set
out in the Contract and their rectification does not prevent the Buyer from using the result of the Services for
their intended purpose, the Buyer may accept the Services subject to reservations, draw up a Deed of Defects,
and set reasonable time limits for the Supplier to rectify the defects in the Services. The Supplier shall rectify
the defects in the Services within the reasonable time specified by the Buyer in accordance with Section 7.3
“Rectifying Defects in the Services” of the General Terms and Conditions. If the Supplier misses the deadlines
for rectifying the defects in the Services, the provisions of Section 7.4 of the General Terms and Conditions
“Buyer’s Rights in the Event of Failure of the Supplier to Rectify the Defects in the Services” shall apply.
6.2.6. If the Buyer does not submit (send) a Deed of Defects to the Supplier within 5 (five) working days from
the receipt of a Deed of Transfer and Acceptance of the Services, the Buyer shall be deemed to have accepted
the Services and shall have no claim against the Buyer.

6.2.7. The risk of loss of or damage to or accidental destruction of the goods relating to the Services shall
pass from the Supplier to the Buyer from the time of actual acceptance of such Services.

6.2.8. The Buyer shall be entitled to use the result of the Services (if applicable) only after the signing of a
Deed of Transfer and Acceptance of the Services.

6.2.9. If the Supplier has provided the Services earlier than the time limit for the provision of the Services set
out in the Special Terms and Conditions, but the Services are defective and the Supplier fails to rectify such
defects by the expiry of the time limit for the provision of the Services as set out in the Special Terms and
Conditions, the Supplier shall be liable to liquidated damages in the amount set out in the Special Terms and

Conditions up to the date on which the Services have been provided in conformity.

6.3. Transfer and acceptance of the Services provided in stages

6.3.1. The Supplier shall provide the Services and transfer the result of the Services to the Buyer in stages,
and the Buyer shall be obliged to accept the Services provided in a particular stage in a qualitative manner
and in compliance with the Contract and with the requirements of laws and other legal acts. The Services
shall be provided in stages, in accordance with the sequence and timing of the stages specified in the Special
Terms and Conditions.

6.3.2. The result of the Services provided in a particular stage shall be transferred to the Parties by signing a
Deed of Transfer and Acceptance of Services, which shall be signed in two (2) copies (except in cases when
a Deed of Transfer and Acceptance of Services is signed by a secure electronic signature), one for each Party,
having equal legal force and effect. If a Deed of Transfer and Acceptance of the Services is not required as a
separate document, the Parties agree, and shall expressly state in the Special Terms and Conditions, that a
Deed of Transfer and Acceptance of the Services shall be the Invoice.

6.3.3. The Buyer shall sign each Deed of Transfer and Acceptance of Services on the condition that all
previous stages have been accepted, unless otherwise specified in the Special Terms and Conditions.

6.3.4. When the Services have been provided in all stages, i.e. when the Services have been completed, a

final Deed of Transfer and Acceptance of the Services provided shall be signed.



6.3.5. After the Supplier has provided the Services in a particular stage, the Buyer shall inspect the result of
the Services and shall:

6.3.5.1. accept the result of the Services stage by signing a Deed of Transfer and Acceptance of Services no
later than 5 (five) working days after the actual provision of the Services stage and the submission of a Deed
of Transfer and Acceptance of Services; or

6.3.5.2. accept the result of the Service stage subject to reservations by signing a Deed of Transfer and
Acceptance of Services and a Deed of Defects drawn up during the Service stage inspection, in which the
Buyer must specify any defects in the Service stage or in the Supplier's documentation observed during the
Service stage acceptance and the procedure for rectifying those defects (hereinafter — a Deed of Defects); or
6.3.5.3. refuse to accept the result of the Services stage and to deliver (or send) a Deed of Defects to the
Supplier because of the inadequate performance of the Services for that stage.

6.3.6. A Deed of Transfer and Acceptance of the Services shall state the date on which the Supplier has
provided the Services for the particular stage and has provided all the required documentation (if applicable).
6.3.7. If defects in the Services are found which do not constitute non-conformity with the requirements set
out in the Contract, the Buyer may accept the result of the Services stage subject to reservations, draw up a
Deed of Defects, and set reasonable time limits for the Supplier to rectify the defects in the Services. The
Supplier shall rectify the defects in the Services within the reasonable time specified by the Buyer in
accordance with Section 7.3 “Rectifying Defects in the Services” of the General Terms and Conditions. If the
Supplier misses the deadlines for rectifying the defects in the Services, the provisions of Section 7.4 of the
General Terms and Conditions “Buyer’s Rights in the Event of Failure of the Supplier to Rectify the Defects
in the Services” shall apply.

6.3.8. If the Buyer does not submit (send) a Deed of Defects to the Supplier within 5 (five) working days after
receipt of a Deed of Transfer and Acceptance of the Services, the Buyer shall be deemed to have accepted
the Services at the particular stage and shall have no claim against them.

6.3.9. The Buyer shall have the right to use the result of the Services provided in stages only after the final
signing of the final Deed of Transfer and Acceptance of the Services, unless otherwise provided for in the
Special Terms and Conditions.

6.3.10. The time limit for the performance of any subsequent stage of the Services in relation to the provision
of the previous stage of the Services shall not be automatically extended by the Buyer’s failure to sign a Deed
of Transfer and Acceptance for the previous stage of the Services due to the Supplier’s fault.

6.3.11. If the Supplier has provided the Services earlier than the deadline for the Services stage set out in the
Special Terms and Conditions, but the Services are defective and the Supplier fails to rectify the defects by
the deadline for the Services stage set out in the Special Terms and Conditions, the Supplier shall be liable
to liquidated damages in the amount set out in the Special Terms and Conditions up to the date on which it

has delivered the Services in conformity.
7. SUPPLIER'S WARRANTY OBLIGATIONS
7.1.Warranty terms (if applicable)
7.1.1. The result of the Services shall be subject to the statutory and/or Supplier” warranty period as specified
inthe Supplier’'s Tender, the Technical Specification or the Special Terms and Conditions. The warranty period

shall commence from the date of signing of a Deed of Transfer and Acceptance of the Services.

7.1.2. The warranty periods shall be suspended for as long as the Buyer is unable to make proper use of the



result of the Services due to defects identified and for which the Supplier is responsible. If the Buyer is unable

to use only a specified part of the result of the Services due to a defect in the Services, the warranty periods

shall be suspended only in respect of that part.

7.1.3. The Supplier shall not be liable for defects in the Services which are caused by improper use or

maintenance of the Services or by the Buyer, his personnel or third parties, provided that there is no fault of

the Supplier in connection with any such defects in the Services, improper use or maintenance of the Services.
7.2. Claims regarding defects in the Services

7.2.1. the Buyer, if he discovers defects in the Services during the Warranty Periods (if applicable) specified
in the Contract, shall immediately, but in any event not later than thirty (30) days and not later than the end
of the Warranty Period, make a written complaint to the Supplier and shall set reasonable time limits, if not
set out in the Special Terms and Conditions, for rectifying the defects in the Services.

7.2.2. The Supplier shall rectify, free of charge, all defects in the Services for which the Supplier is responsible
within reasonable time limits, unless specific time limits are set out in the Special Terms and Conditions, as
set out in the Buyer's complaint, which shall be calculated as from the date of receipt of the claim.

7.2.3. If the Supplier does not accept that the Services are defective, either Party may request an independent
expert examination. If the Supplier fails to respond for more than ten (10) days after the Buyer's request or
fails to use an independent expert agreed with the Buyer (the Buyer shall not unreasonably withhold his
consent to the Supplier's use of the proposed expert) to resolve the dispute, and/or if the dispute has lasted
for more than thirty (30) days after the Buyer's first request, then the Buyer shall have the right to request
the expert examination independently. In such case, the costs of the expert examination shall be borne by:
7.2.3.1. the Buyer, if the result of the Services complies with the requirements set out in the Contract and the
laws and legal acts;

7.2.3.2. by the Supplier, if the result of the Services does not comply with the requirements set out in the
Contract and the laws and legal acts.

7.2.4. The conclusions of the Expertise shall be binding on the Parties.

7.2.5. The Buyer shall not lose the right to claim for defects in the Services, and the Supplier shall be obliged
to rectify any defects in the Services free of charge, irrespective of whether such defects could have been

identified at the time of signing a Deed of Transfer and Acceptance of the Services.

7.3. Rectifying defects in the Services

7.3.1. The Supplier shall rectify any defects in the result of the Services free of charge. If defects are found in
the goods relating to the Services, the Supplier must rectify the defects by repairing the goods or part of the
goods or by replacing the goods with new goods or part thereof.

7.3.2. The Buyer must give the Supplier access to carry out the rectification of the defects in the Services to
enable the Supplier to do so within the set time limits. If defects in the Goods relating to the provision of the
Services are rectified at the point of use, the Buyer and the Supplier must agree on a time for the rectification
of the defects.

7.3.3. In the event of a recurrence of defects in the repaired part of the goods relating to the provision of the
Services, the Supplier must replace the goods with new goods of good quality, unless the Buyer agrees in
writing to the further repair.

7.3.4. After the defects in the Services have been rectified, the warranty period for the Services (or the

repaired or new goods or part of the goods relating to the Services) shall restart from the date on which the



Services (or the goods relating to the Services) have been duly provided and transferred to the Buyer.

7.3.5. If the rectification of a defect in the result of a part of the Services may affect other parts of the Services,
the Buyer may require the Supplier to carry once again the tests carried out under the Contract (if any). The
Buyer must give the Supplier written notice of such a request within 30 (thirty) days after the defects have
been rectified. Such tests shall be carried out in accordance with the conditions of the tests previously carried
out, except that they shall in all cases be carried out at the Supplier's risk and expense.

7.3.6. The Supplier must inform the Buyer when he has rectified any defects in the Services.

7.3.7. The Buyer shall, within 5 (five) working days of receipt of the Supplier's notice of the rectification of
the defects in the Services, inspect the defects referred to in a Deed of Defects or in the Buyer's claim and
confirm in writing which defects in the Services have been properly rectified.

7.4. Buyer's rights in the event of Supplier‘s failure to remedy defects in the Services

7.4.1.If the Supplier refuses or fails to remedy any defects in the Services within a reasonable time specified
by the Buyer, the Buyer shall be entitled to:

7.4.1.1.1. to remedy the defects in the Services himself or by hiring third parties, by giving prior notice to the
Supplier, and to require the Supplier to pay the costs of the expert examination of the Services and the
rectifying of the defects in the Services and to pay for the damages incurred; or

7.4.1.2. require a reduction in the amount payable to the Supplier and repay any overpayment resulting from
such reduction within 30 (thirty) days of the expiry of the period allowed to the Supplier to rectify the defects
in the Services, provided that this is not contrary to the principles laid down in the Law on Public Procurement;
or

7.4.1.3. refuse the Services and not pay for such Services or demand reimbursement of the amount paid for
the Services and terminate the Contract.

7.4.2. The amount payable to the Supplier under the Contract shall be reduced to the extent that the value
of the Services to the Buyer is reduced as a result of the inadequate performance of any part of the Services
or the defective nature of the goods in connection with the provision of the Services, provided that the value
of such performance of any part of the Services and/or the value of the goods may be deducted from the total
value of the Services. The reduction in the value of the Services shall include, but not be limited to, the Buyer's
costs of assessing and rectifying any defects in the part of the Services and/or the Goods (if the price of such
part of the Services and/or goods was quoted at the time of purchase).

7.4.3. The Supplier shall be obliged to satisfy the Buyer's monetary claim under sub-clause 7.4.4 of the
General Terms and Conditions within thirty (30) days or such longer reasonable period as the Buyer may
specify in its claim.

7.4.4. The Buyer shall be obliged to claim liquidated damages from the Supplier for the delay in rectifying
the defects in the Services in the amount set out in the Special Terms and Conditions.

8. TIME LIMITS FOR PROVIDING SERVICES

8.1. Service deadlines and provision schedule
8.1.1. The Supplier shall provide the Services in accordance with the time limits set out in the Special Terms
and Conditions.
8.1.2. If applicable, the Buyer shall prepare and submit to the Supplier for approval a schedule for the
provision of the Services (hereinafter - the Schedule) not later than 14 (fourteen) working days after the entry



into force of the Contract or within such other period as may be specified in the Procurement documents.
8.1.3. Where relevant, the Schedule shall indicate which Services may be provided in parallel and which may

be provided only in the prescribed sequence.

8.2. Liquidated damages for delay in providing the Services

8.2.1. If the Supplier misses the deadlines for the provision of the Services set out in the Special Terms and
Conditions, the Supplier shall be liable to liquidated damages up to the date of the provision of the Services
at the rate specified in the Special Terms and Conditions.

8.2.2. If the Supplier misses a deadline for the provision of the Services or a stage thereof, liquidated damages
shall be calculated from the expiry of the deadline for the provision of the Services or a stage thereof (not
inclusive) to the date of the provision of the Services or a stage thereof (inclusive), as determined in
accordance with a Deed of Transfer and Acceptance of the Services.

8.2.3. If liqguidated damages have been assessed against the Supplier under this Contract, the amount
payable by the Buyer for the Services shall be reduced by the amount of the liquidated damages. The Buyer
shall also be entitled to unilaterally deduct the liquidated damages from any payments made to the Supplier
in accordance with the procedure laid down by law by notifying the Supplier in writing of the deduction of

such liquidated damages.

9. METHODS OF SECURING PERFORMANCE OF OBLIGATIONS UNDER THE CONTRACT

The performance of the obligations of the Parties under the Contract shall be secured by the methods of
securing the performance of the obligations under the Contract set out in Section 8 of the General Terms and
Conditions, by the procedure for securing the performance of contractual obligations set out in Section 10 of
the General Terms and Conditions, by the advance security referred to in Clause 12.1.3 of the General Terms
and Conditions (where the amount of the advance is specified in the General Terms and Conditions and
advance security is required), and by the liquidated damages referred to in Section 9 of the General Terms

and Conditions.

10. CONTRACT PERFORMANCE SECURITY (IF APPLICABLE)

10.1. The provisions of this Section shall apply where the Special Terms and Conditions require the Supplier
to provide a first-demand bank guarantee or a surety bond from an insurance company, or any other security
for the performance of his contractual obligations as specified in the Special Terms and Conditions, to ensure
proper performance of the Contract.

Note. Where the Special Terms and Conditions specify that the Buyer requires the provision of a Contract
performance security issued by a credit union, the provisions of this Section shall apply as appropriate and
the Buyer may impose additional requirements in the Special Terms and Conditions for the provision of such
contract performance security consistent with the provisions of laws and other legal acts.

10.2. The Supplier must provide the Buyer with a Contract performance security of the type and amount
specified in the Special Terms and Conditions, either a first-demand bank guarantee or a surety bond from
an insurance company (the insurance company’s surety bond must be accompanied by a signed insurance

certificate (policy) and a document proving that the premium for the surety bond has been paid), which



complies with the conditions set out in Section 10 of the General Terms and Conditions, within the time limit
specified in the Special Terms and Conditions (hereinafter - the Performance Security).

10.3. If the Supplier fails to provide the Buyer with a Contract performance security of the value set out in
the Contract within the time limit set out in the Contract, it shall be deemed that the Supplier has refused to
enter into the Contract, and the Buyer shall have the right to offer to enter into the Contract to another
Supplier in accordance with the procedure set out in the Law on Public Procurement.

10.4. Prior to the provision of the performance security, the Supplier may request the Buyer to confirm that
the Buyer agrees to accept the performance security proposed by the Supplier. In such a case, the Buyer shall
respond to the Supplier no later than 3 (three) working days after receipt of the Supplier's request.

10.5. The bank (insurance company) must irrevocably and unconditionally undertake in the performance
security to pay the amount specified in the performance security to the Buyer by transferring the money to
the Buyer's account no later than within 15 (fifteen) days from the date of receipt of the Buyer's written notice
of the Supplier's breach of, or partial or total failure to perform, or improper performance of, the obligations
set out in the Contract.

10.6. The performance security cannot state that the bank/insurance company is liable only for direct
damages. The bank/insurance company shall not be entitled to require the Buyer to substantiate its claim.
The Buyer shall state in a notice to the bank/insurance company that the amount of the performance security
is due to him as a result of the Supplier's partial or total non-performance of the Contract and/or termination
of the Contract due to the Supplier's fault. The Buyer shall not be obliged to prove any actual loss and the
Supplier, by signing the Contract and providing the performance security, confirms that the amount of the
performance security shall be deemed to be the Buyer's minimum unprovable loss.

10.7. The performance security shall take effect no later than the date on which it is provided to the Buyer.
10.8. The amount of the performance security shall be denominated and payable in euro.

10.9. The performance security shall be drawn up in Lithuanian or in another language (if requested by the
Buyer; a translation into Lithuanian must be provided).

10.10. The period of validity of the performance security shall be at least as long as the period of validity
specified in the Special Terms and Conditions.

10.11. If the duration of the Contract is longer than one (1) year, the Supplier shall have the right to provide
the performance security valid for one (1) year, but must extend the term of the performance security or
provide a new performance security at least ten (10) working days prior to the expiry of the term of the
performance security.

10.12. If, under the terms of the Contract, the time limit for the provision of the Services is extended or
postponed due to suspension of the Contract, or if there is a delay in the provision of the Services or in
rectifying defects in the Services, the Supplier shall maintain the validity of the performance security for the
duration of the Contract, and shall provide the Buyer with a new or an extension of the performance security
at the latest by the expiry date of the validity period of the performance security.

10.13. If the Supplier fails to extend the term of validity of the performance security or to provide a new
performance security in due time, the Buyer shall be entitled to claim liquidated damages in the amount
specified in the Special Terms and Conditions for each day of delay.

10.14. The Buyer shall not accept the performance security and/or shall consider it invalid and/or shall
request the Supplier to submit a new performance security to the Buyer, and the Supplier shall be obliged to
submit the performance security within the shortest possible time if the performance security does not
comply with the requirements set out in the Contract or if the Buyer has any information relating to the

suspension of the activities of the bank/insurance company that has issued the performance security or to the



potential suspension of its activities (including insolvency, liquidation or procedures for applying legal
protection).

10.15. If the Supplier is in breach of his obligations under the Contract, or fails to perform his obligations in
whole or in part (or not in accordance with the terms of the Contract), the Buyer may use the performance
security. In order to continue to perform his obligations under the Contract, the Supplier shall, within ten (10)
working days of the date of receipt of the notice of the payment of the performance security to the Buyer,
provide the Buyer with a new performance security in the amount specified in the Special Terms and
Conditions.

10.16. The Buyer may use the performance security in any of the following circumstances:

10.16.1. the Supplier has failed to perform, is failing to perform or is not performing properly his obligations
under the Contract;

10.16.2. the Supplier fails to comply with the Buyer's instruction to rectify the defects in the Services within
a reasonable period of time;

10.16.3. if the Buyer has suffered any loss (including, without limitation, additional costs, loss of revenue or
other direct or indirect loss, interest and/or penalties (if interest and/or penalties are provided for in the
Special Terms and Conditions) as a result of any act (or omission) of the Supplier;

10.16.4. the Supplier shall unilaterally terminate the Contract without justifiable cause (other than in the

cases specified in the Contract).

11. CONTRACT PRICE AND ITS RECALCULATION

11.1. The Contract Price that the Buyer has to pay to the Supplier for the Services actually provided in
accordance with the terms of the Contract, including any Agreements, shall be calculated by applying the
method or methods of calculating the price set out in the Special Terms and Conditions.
11.2. The value of the Initial Contract shall be as specified in the Special Terms and Conditions.
11.3. The Contract Price shall be deemed to include all costs incurred by the Supplier in connection with the
provision of all Services, as well as the proper performance of the Supplier's other obligations under this
Contract, including prohibitions, duties and other costs incurred by the Supplier in the performance of his
obligations under the Contract.
11.4. A review of the Contract Price shall be carried out in accordance with the procedure set out in the
Special Terms and Conditions.

12. PAYMENT PROCEDURE

12.1. Advance payment (advance) (if applicable)

12.1.1. The terms and conditions of sub-section 12.1 of the General Terms and Conditions shall apply in the
event that the Special Terms and Conditions specify that an advance payment (hereinafter — the Advance)
shall be made to the Supplier.

12.1.2. The Buyer shall pay to the Supplier an Advance not exceeding the amount specified in the Special
Terms and Conditions.

12.1.3. If required by the Special Terms and Conditions, the Supplier, in order to receive the Advance, shall,
when applying for the payment of the Advance, not later than within 10 (ten) working days from the date of
the entry into force of the Contract, together with the Advance Invoice, submit to the Buyer a security for the

Advance in the form of a bank guarantee or a surety bond of an insurance company or other security for the



fulfilment of the contractual obligations in an amount of at least the amount of the Advance required by the
Special Terms and Conditions (hereinafter - the Security for the Advance).
Note. Where the Special Terms and Conditions specify that the Buyer requires the provision of a security for
the Advance issued by a credit union, the provisions of this sub-section shall apply as appropriate and the
Buyer may impose additional requirements in the Special Terms and Conditions for the provision of such
security for the Advance, consistent with the provisions of laws and legal acts.
12.1.4. Prior to the submission of an Advance security, the Supplier may request the Buyer to confirm that
the Buyer agrees to accept the Advance security offered by the Supplier. In such a case, the Buyer shall
respond to the Supplier no later than 3 (three) working days after receipt of the Supplier’s request.
12.1.5. The bank (insurance company) shall irrevocably and unconditionally undertake to pay to the Buyer,
within 15 (fifteen) days of the Buyer’s written notice of default or termination of the Contract due to the
Supplier’s fault, an amount not exceeding the amount of the Advance paid and the amount of the security,
by transferring the money to the Buyer’'s account, by means of an Advance security.
12.1.6. The Bank (insurance company) shall not be entitled to require the Buyer to substantiate his claim. The
Buyer shall state in a notice to the bank/insurance company that he is entitled to the amount of the Advance
security due to the Supplier’s failure to perform the terms of the Contract in whole or in part and/or the
termination of the Contract due to the Supplier’s fault, and the Supplier’s failure to repay the Advance.
12.1.7. The amount of the Advance security shall be denominated and paid in euro.
12.1.8. The Advance security shall be in Lithuanian or another language (if requested by the Buyer, a
translation into Lithuanian must be provided).
12.1.9. Any Advance security which does not comply with the requirements set out in this sub-section of the
Contract will not be accepted.
12.1.10. If, during the performance of the Contract, the bank/insurance company that issued the Advance
security is unable to meet its obligations, the Buyer may request the Supplier in writing to provide a new
Advance security within ten (10) working days, under the same terms and conditions as the previous one.
12.1.11. The Buyer shall pay the Advance to the Supplier within the time limit set out in the Special Terms
and Conditions from the date of receipt of the invoice and the Advance security (if applicable). The amount
of the Advance paid shall be deducted from the amount payable.
12.1.12. In the event of termination of the Contract, the Supplier shall reimburse the Buyer for the Advance
received within 5 (five) working days (if part of the Services has been provided, accepted by the Buyer and
the result of the Services is available for the intended use, the part of the Advance that exceeds the price of
the Services accepted by the Buyer shall be repaid). If the Supplier fails to repay the Advance received, the
Buyer shall use the Advance security (if applicable). In cases where Clause 12.1.3 of the General Terms and
Conditions has not been applied, the Supplier shall be liable to pay liquidated damages at the rate specified
in the Special Terms and Conditions, calculated on the amount of the Advance to be repaid, for the period
from the time the Advance is paid out to the time of its repayment.

12.2. Procedure of payments

12.2.1. The Supplier shall issue the Invoice only after the Parties have signed a Deed of Transfer and
Acceptance of the Services, unless otherwise provided for in the Special Terms and Conditions:

12.2.1.1. an electronic invoice compliant with the European Standard for Electronic Invoicing, the reference
of which was published on 16 October 2017. The Supplier may submit the invoice by means of his choice;
12.2.1.2. an electronic invoice that does not comply with the European Standard for Electronic Invoicing may
only be submitted by the Supplier using the tools of the Single Account Management Information System



(hereinafter — the SAMIS).

12.2.2. The Buyer shall accept and process electronic invoices using the SAMIS tools, except in the event of
mobilisation, war or emergency, where there is a breach of the SAMIS which prevents the Buyer and the
Supplier from communicating and exchanging information using SAMIS.

12.2.3. The Supplier shall submit the prepayment invoices (if the Special Terms and Conditions provide for
the payment of an Advance) in accordance with the procedures set out in this sub-section of the Contract.
12.2.4. The Buyer shall make payments for the Services in accordance with the terms set out in the Special
Terms and Conditions.

12.2.5. The Buyer shall be subject to liquidated damages for late payment under the Contract in accordance
with the procedure set out in the Special Terms and Conditions.

12.2.6. Where the Services are provided in stages or periods, the payment procedure set out above shall
apply for each stage or period of the provision of the Services, unless otherwise provided for in the Special
Terms and Conditions.

12.2.7. If the Parties enter into a tripartite agreement with a subcontractor for direct payment, the Buyer shall
transfer the amount payable to the subcontractor to the subcontractor's bank account as specified in the
tripartite agreement, and shall transfer the balance to the Supplier's bank account after a Deed of Transfer
and Acceptance of the Services provided has been executed in accordance with the requirements of the
Contract and of the tripartite agreement, and the Supplier has submitted an invoice to the Buyer for the
Services.

12.3. Other settlement issues

12.3.1. The Buyer shall transfer payments to the Supplier to the Supplier's bank account specified in the
Special Terms and Conditions.

12.3.2. The Buyer shall be entitled to deduct amounts due from the Supplier from payments to the Supplier
under the Contract (unilateral set-off). For this reason, the Supplier shall not be entitled to assign, pledge or
otherwise dispose of any claim to amounts receivable under the Contract to third parties without the consent
of the Buyer.

12.3.3. All payments under the Contract shall be made in euro.

12.3.4. For late payments under the Contract, the paying Party shall be liable to pay to the other Party

liquidated damages in the amount specified in the Special Terms and Conditions.

13. CONFIDENTIAL INFORMATION

13.1. The Parties shall undertake to maintain confidentiality and not to disclose that Party‘s information
identified as confidential to any of the Party's employees, affiliates or other third parties who do not have a
need to use the information for their work purposes without the other Party‘s written consent, except as
provided below.

13.2. A Party shall have the right to disclose the other Party‘s Confidential Information in the following cases:
13.2.1. the disclosure of the confidential information is necessary for the proper exercise of the Party's rights
or obligations under the Contract. But in such case, the information may only be disclosed to the extent
necessary for the exercise of the Party's contractual rights or obligations, and only to such third parties as are
necessary, provided that third parties receiving the confidential information assume the same obligations of
confidentiality as set out in this Contract. If third parties disclose Confidential Information, the Party shall be

liable for their actions as for its own;



13.2.2. confidential information is necessary to disclose in accordance with the requirements of laws and
legal acts, including where required by public administration entities as defined in the Republic of Lithuania
Law on Public Administration.

13.3. Before disclosing Confidential Information, a Party shall inform the other Party (to the extent not
prohibited by law or legal act) of the necessity for, or the receipt of a request by a public administration entity
to disclose Confidential Information and shall take reasonable steps to ensure the confidentiality of the
disclosed information.

13.4. A Party shall be liable:

13.4.1. for any unauthorised disclosure or transmission, including inadvertent disclosure or transmission, of
the other Party‘s Confidential Information or any part thereof, or for any unauthorised use of Confidential
Information;

13.4.2. for failing to take all reasonable steps to preserve and protect the other Party‘'s Confidential
Information or any part of it, and to prevent further unauthorised disclosure, transmission or use.

13.5. A Party that unreasonably discloses the other Party‘s Confidential Information shall be liable to pay to
the other Party a penalty in the amount specified in the Special Terms and Conditions.

14. PERSONAL DATA PROTECTION

14.1. The Parties shall undertake to ensure the security of personal data and to carry out the processing of
personal data in a lawful manner, in accordance with the provisions of Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(GDPR) and other legal acts regulating personal data processing.

14.2. The Parties hereby confirm that if personal data will be processed in order to ensure the proper
performance of the Contract, the Parties shall undertake to enter into a separate data processing agreement
which sets out the subject matter and duration of the processing, the nature and purpose of the processing,

the types of personal data and categories of data subjects and the obligations and rights of the controller.

15. INTELLECTUAL PROPERTY

15.1. All results and related rights acquired in the performance of the Contract, including intellectual property
rights, other than personal non-property rights in the results of intellectual activities, shall be the property of
the Buyer and shall pass to the Buyer as from the signature of a Deed of Transfer and Acceptance of the
Services, without any limitation, and may be used, published, assigned or transferred by the Buyer without
the separate consent of the Supplier to third parties, unless otherwise provided for in the Special Terms and
Conditions, or the ownership of intellectual property cannot be transferred due to the nature of the Services
and/or exclusive rights, patents, etc.

15.2. The Supplier shall undertake to indemnify the Buyer against any claims arising out of intellectual
property rights, including but not limited to patent, trademark, industrial design right of ownership/user
(whether registered or not), right arising out of applications for registration of any of the said rights, copyright,
rights of database producers (sui generis), rights of owners of firms, companies, organisations, business
names or business names and other similar rights or obligations, whether registered in the Republic of
Lithuania or in other countries or not, unless such infringement is due to the fault of the Buyer.



15.3. The Supplier shall not have the right to use the Buyer's symbols, name and mark in advertising,
marketing, or to use the Buyer's intellectual works without the Buyer's prior written consent. In the event of

a breach, the Supplier shall be subject to the fine as specified in the Special Terms and Conditions.

16. REPRESENTATIONS AND WARRANTIES

16.1. Each Party represents and warrants to the other Party that:
16.1.1. all necessary decisions, authorisations and consents have been validly made and are in force, and all
other legal acts necessary for the entry into, validity and performance of the Contract have been validly
performed and are in force;
16.1.2. in entering into the Contract, the Party does not exceed its competence and is not in breach of any
laws and legal acts applicable to it, court or arbitral judgments, administrative acts, contracts or other
obligations under applicable private law, public law, European Union law or international law;
16.1.3. the Party's representative has all necessary powers to enter into and perform the Contract. In entering
into and signing the Contract, the representative of the Party shall not violate the articles of association,
regulations and other internal documents of the Party, the rights and legitimate interests of the Party's
governing and other bodies and/or creditors, and shall act in good faith and reasonably towards the Party
and the members of the Party's bodies and creditors;
16.1.4. the Party has taken into account all circumstances material to the entry into and performance of the
Contract. None of the conditions and circumstances referred to in the Contract shall adversely affect the will
of the Party to enter into the Contract on the terms and conditions set out in the Contract and to perform its
obligations under the Contract;
16.1.5. the Contract shall be entered into in accordance with the principles of good faith, reasonableness,
fairness and equality of arms between the Parties, and shall not be subject to fraud or pressure. The Parties
have disclosed to each other all information of which they are aware that is material to the formation and
performance of the Contract;
16.1.6. all representations and warranties of the Parties are complete and do not omit any matter which
would render such representations or warranties untrue.
16.2. The Supplier further represents and warrants to the Buyer that the Supplier, its subcontractors, joint
venture partners and specialists have all valid and lawful permits, licenses, certificates, and legal documents
required for the performance of the Contract, as provided for in laws and other legal acts.
16.3. The Supplier hereby declares that the rights of disposal, possession and use of the result of the Services
provided are not restricted and that no third party has any claim on the result of the Services transferred
under the Contract.
16.4. The Supplier shall undertake to comply in the performance of the Contract with the environmental,
social and labour law obligations laid down in European Union and national law, collective agreements and
international conventions referred to in Annex 5 to the Law on Public Procurement.

17. GENERAL ISSUES OF LIABILITY

17.1. The payment of liquidated damages for delay or breach of obligations under the Contract shall not
exempt a Party from the performance of its obligations under the Contract.

17.2. The payment of liquidated damages and/or the receipt of a Contract performance security shall not
exclude the right of a Party to claim compensation from the other Party for any loss suffered by it. The
liquidated damages provided for in this Contract shall be deemed to be the minimum unprovable loss of the
Parties. Each Party shall be entitled to recover from the other Party damages resulting from the other Party's



improper performance or non-performance of its obligations under the Contract, up to the value of the Initial
Contract, unless a higher amount is required by law. The limitation of liability provided for in this Clause shall
not apply if the damage is caused by a breach of obligations of confidentiality, of legislation on the protection
of personal data or of intellectual property rights.
17.3. In the event that any of the representations or warranties contained in this Contract are found to be
materially untrue, false or misleading, the offending Party shall be liable to indemnify the injured Party
against any loss suffered by the injured Party as a result of the untrue, false or misleading representation or
warranty.
17.4. The remedies provided for in this Contract are without prejudice to the right of the Parties to pursue
other lawful remedies.
17.5. The limitations of liability hereunder shall not apply to wilful or grossly negligent damage, non-
pecuniary damage, injury to health or loss of life, or damage/loss to third parties, including where the damage
caused by one Party to third parties is indemnified by the other Party.
17.6. The Parties shall not be exempted from liability for breach of the Contract upon expiry of the Contract.
Upon expiry of the Contract, the Parties shall not lose the right to claim damages for losses and liquidated
damages for breach of the Contract.
17.7. If the Contract is terminated due to a material breach of the Contract in accordance with sub-clause
22.2.1 of the General Conditions and/or the Supplier performs an essential condition of the Contract, as
specified in Section 10 of the Special Conditions, with serious or persistent deficiencies, the Supplier shall be
included in the list of unreliable suppliers in accordance with the procedure set out in Article 91 of the Public
Procurement Law. The cases in which the performance of an essential term of the Contract shall be deemed
to be seriously or persistently defective are set out in Section 10 of the Special Conditions. The performance
of an essential term of the Contract with serious or persistent deficiencies may also be recognised in other
cases not specified in the Special Conditions, after assessment of the specific circumstances of the non-
performance of the essential term of the Contract.

18. FORCE MAJEURE

18.1. Liability under the Contract shall not apply and the Parties can be exempted from civil liability in whole
or in part on the following grounds:

18.1.1. due to force majeure - the provisions of Article 6.212 of the Civil Code of the Republic of Lithuania
and the Rules approved by the Government of the Republic of Lithuania by Resolution No 840 of 15 July
1996 “On Approval of the Rules for Exemption from Liability in the Event of Force Majeure” shall apply;
18.1.2. due to the actions of the States of the European Union - when it is impossible to fulfil the obligation
under the Contract due to mandatory and unforeseeable actions (acts) of the State authorities of the
European Union, which the Parties had no right to contest and which could not have been foreseen in
advance.

18.2. The Party requesting to be exempted of its liability must notify the other Party of the force majeure
circumstances immediately, but no later than 5 (five) days after the occurrence or discovery of such
circumstances, providing evidence that it has taken all reasonable precautions and made every effort to
minimise the costs or adverse consequences, and of the possible time limit for the fulfilment of its obligations.
A Party shall also give the other Party appropriate notice when the grounds for default cease to exist.

18.3. The grounds for exempting a Party from liability shall arise from the moment of the occurrence of the
force majeure event or, in the case of failure to give timely notice, from the moment of the giving of notice. If

a Party fails to give timely notice or to inform, it shall be liable to compensate the other Party for any damage



suffered by the other Party as a result of the failure to give timely notice or the absence of any notice.

18.4. If the force majeure event continues for more than one (1) month from the date of notice, either Party
may terminate the Contract by giving five (5) working days‘ notice to the other Party. Force majeure shall not
be deemed to mean that a Party does not have the necessary financial resources, or that the debtor's
counterparties are in breach of their obligations, or that the debtor is in breach of its obligations to its
counterparties. The fact that a Party does not have the necessary financial resources, or the debtor's
counterparties are in breach of their obligations, or the debtor is in breach of its obligations to its

counterparties, shall not be deemed to constitute force majeure.

19. INVALIDITY OF THE CONTRACT PROVISIONS

19.1. If any provision of the Contract is or becomes partially or wholly invalid, the Parties shall enter into the
Agreement as soon as practicable to replace the invalid provision with another provision which, so far as
practicable, would have the same economic and legal effect as that sought in agreeing on the invalid
provision of the Contract. Such an invalid provision shall not invalidate other provisions of the Contract,
provided that itis not contrary to law or legal act, and it may be presumed that the Contract would have been
entered into lawfully without the invalid provision.

19.2. If an amendment to a provision of the General Terms and Conditions provided for in the Special Terms
and Conditions is or becomes invalid, in whole or in part, the version of that provision of the General Terms
and Conditions, which existed before the amendment, shall not apply. In such a case, the Parties shall act in

accordance with Clause 19.1 of the General Terms and Conditions.

20. AMENDMENTS TO THE CONTRACT

20.1. The terms and conditions of the Contract may not be amended during the term of the Contract, except
for such terms and conditions of the Contract the amendment of which is provided for in the Contract and/or
is possible in accordance with the provisions of the Law on Public Procurement.

20.2. Amendments to the Contract shall be executed by means of an Agreement entered by and between
the Parties.

20.3. The Party initiating the Agreement shall be obliged to provide the other Party with a notice of
amendment of the Contract and a justification of the factual and legal basis for the entry into the Agreement.
The other Party shall, within 5 (five) working days (or such other period as may be agreed in writing by the
Parties), analyse and evaluate the information received and submit its comments and proposals based on the
provisions of the Contract and the mandatory provisions of laws and legal acts.

20.4. The Agreement shall enter into force upon its conclusion, unless otherwise specified in the Agreement.
The Agreement shall be made public by the Buyer in accordance with the procedure laid down in Articles 33
and 86 of the Law on Public Procurement.

20.5. A change in the contact details and particulars referred to in the Special Terms and Conditions shall not
be deemed to be an amendment to the Contract (except for the replacement of the Supplier, joint venture
partner, subcontractor or specialist by another person) and the Party shall be obliged to change those details
unilaterally by informing the other Party thereof. In any event, an amendment to the Contract shall not
constitute a material change to the Contract.



21. SUSPENSION OF THE CONTRACT

21.1. In the absence of fault on the part of the Supplier and in the event of circumstances which could not
have been foreseen by the Contracting Party at the time of the entry into the Contract, which make it
impossible for the Contracting Party to fulfil its contractual obligations and/or in the event of any other
unforeseeable circumstances, the Contracting Parties shall have the right to initiate a suspension of the
provision of the Services (or any part of the Services) until such time as the circumstances in question have
ceased to exist.

21.2. The provision of the Services (part thereof) may be suspended in any of the following circumstances:
21.2.1. in the event of force majeure as provided for in Section 18 of the General Terms and Conditions, the
time Llimits for the performance of the Contractual Obligations shall be suspended as from the moment of the
occurrence of the impediment, or, in the absence of timely notification, as from the moment of the notice, and
shall be resumed as soon as the said circumstances no longer impede the performance of the Contract;
21.2.2. the Supplier is unable to provide the Services in accordance with the procedures set out in the
Contract (e.g. the Buyer is unable for objective reasons to make the Services technically possible) and the
Supplier is therefore unable to perform the Contract;

21.2.3. the acquisition of unforeseen goods, services and/or works related to the object to be procured, the
need for which has only become apparent during the performance of the Contract;

21.2.4. the performance of another Buyer‘s purchase contract directly affecting this Contract is delayed
through no fault of the Buyer;

21.2.5. in the event of demonstrable obstacles or hindrances caused to the Supplier by third parties other
than the Supplier's untimely or inadequate performance of its contractual obligations in accordance with the
terms and conditions of the Contract;

21.2.6. in the event of a change in applicable law or the entry into force of a new law which affects the
performance of this Contract;

21.2.7. the necessity to suspend the contractual obligations is due to the suspension, reallocation, non-
receipt or similar lack of funding for the procurement of the Services by the Buyer;

21.2.8. as a result of legal (arbitration) disputes with the Buyer or third parties, the subject matter of which
is directly related to the performance of the Contract.

21.3 If the suspension of the provision of the Services (part thereof) is due to the circumstances referred to in
sub-clause 21.2 of the General Terms and Conditions and lasts not more than 3 (three) months, such
suspension shall be deemed to be an amendment of the Contractin accordance with the terms and conditions
set out therein and shall be formalised in accordance with the procedure set out in sub-clause 21.6 of the
Contract.

21.4. If the suspension of the provision of the Services (part thereof) is due to circumstances other than those
referred to in sub-clause 21.2 of the General Terms and Conditions and/or the circumstances referred to in
sub-clause 21.2 of the General Terms and Conditions continue for a period exceeding 3 (three) months and/or
not in accordance with the procedures set out in this Section, it shall be deemed to be a Contract amendment
to be carried out in accordance with the provisions of the Law on Public Procurement and shall be executed
in the manner provided for in sub-clause 21.6 of the Contract.

21.5. The performance of the contractual obligations may be suspended only during the term of the Contract
in accordance with the following procedure:

21.5.1. in the event of the occurrence of circumstances which prevent the Supplier from fulfilling its

contractual obligations, the Supplier shall immediately inform the Buyer thereof. The Supplier's written



request shall specify the circumstance of suspension (sub-clause 21.2 of the General Terms and Conditions)
and the arguments, objective facts and evidence supporting the occurrence of the circumstance and the
possible time limit. The Buyer shall, after assessing the request, inform the Supplier in writing of its decision
to suspend the performance of the contractual obligations within three (3) working days at the latest. If the
Supplier fails to provide specific arguments, facts and evidence, the Buyer shall have the right to refuse in
writing to confirm the suspension;

21.5.2. if the Buyer informs the Supplier in writing and provides the Supplier with a reasoned explanation of
the circumstances and the period for which suspension of the contractual obligations is necessary, the
Supplier shall, within a maximum of three (3) working days, inform the Buyer in writing of the reasons for the
suspension and confirm that it accepts the suspension. The Supplier shall have the right to object to the
suspension of the performance of the contractual obligations only if the Supplier is able to remedy, at its own
expense and by its own efforts, the circumstances giving rise to the need to suspend the performance of the
contractual obligations;

21.5.3. the Supplier shall, upon receipt of the Buyer‘s written notice of suspension, suspend the performance
of the contractual obligations or any part thereof immediately, but at the latest within three (3) working days
of the date of the confirmation sent to the Buyer. If the performance of the contractual obligations or any part
thereof is suspended, the Parties shall not be entitled to perform any of their obligations under the Contract
or any part thereof.

21.6. The suspension of the performance of the contractual obligations shall be formalised by written
agreement between the Parties, specifying the reasons for the suspension and the period of the suspension,
and shall be accompanied by the documents evidencing the grounds for the suspension and shall be
authenticated by the signatures of the authorised representatives of the Parties. Such agreements shall form
an integral part of the Contract.

21.7. The performance of the contractual obligations shall be suspended for a period not exceeding the
existence of a specific, reasonable circumstance.

21.8. The Parties agree that the period of suspension of performance of the contractual obligations shall not
be counted as part of the term of the Contract, during which time the contractual obligations shall not be
performed and for which period the Buyer shall not pay any payments, penalties or demurrage to the
Supplier.

21.9. If the time limits for the performance of the obligations under the Contract have been suspended on the
grounds set out in the Contract, they shall be resumed at the expiry of the circumstances giving rise to the
suspension or the period specified in the agreement between the Parties, whichever is the earlier. In the event
that the time limits for the performance of the contractual obligations are resumed before the expiry of the
period of suspension specified in the agreement between the Parties, the Parties shall formalise the date of
resumption of the time limits for the performance of the contractual obligations in writing.

21.10. Upon resumption of performance of the Contract, the time limits for the performance of the
outstanding obligations (part thereof) and the validity of the Contract shall be postponed for the period of
time remaining for their performance (the validity of the Contract) at the time of their suspension.

21.11. If the performance of the contractual obligations has been suspended for a period of more than three
(3) months, after the expiration of this period one Party may, by written notice to the other Party, request the
resumption of performance of the Contract. If a Party fails to resume without good reason the performance
of the Contract within ten (10) days of the relevant request, the other Party may terminate the Contract by
giving ten (10) days’ notice to the other Party.



22. TERMINATION OF THE CONTRACT

The Contract may be terminated in the cases provided for in Article 90 of the Law on Public Procurement and
in the Contract, including the possibility to terminate the Contract by agreement of the Parties.
22.1. Claims for breach of the Contract

22.1.1. If a Party breaches the Contract or the laws and legal acts, the other Party shall have the right to
make a written complaint to the other Party, specifying the provision of the Contract or the laws and legal
acts breached and the manner in which it was breached, and to set a reasonable time limit for the other Party
to rectify the breach.

22.1.2. The Party receiving the claim shall promptly, but not later than within five (5) working days, respond
to the claim and indicate what measures it will take to rectify the breach within the time limit specified in the
claim or reasonably propose another reasonable time limit. The Supplier's right to propose another time limit
shall not be deemed to be an obligation on the part of the Buyer to accept that time limit. The time limit
proposed by the Party receiving the claim shall replace the time limit specified in the claim only if the other
Party confirms it.

22.2. Termination of the Contract at the Buyer's initiative

22.2.1. The Buyer shall unilaterally terminate the Contract by giving the Supplier a written notice of at least
5 (five) days if the Supplier commits a material breach of the Contract, as specified in the Special Terms and
Conditions, or a breach of the Contract that meets the characteristics of a material breach of the Contract as
specified in the Civil Code of the Republic of Lithuania, and, having received the Buyer‘s complaint, does not
rectify the breach within the time limit specified in the complaint.

22.2.2. The Buyer shall have the right to unilaterally terminate the Contract or any part thereof by giving the
Supplier not less than ten (10) days' notice in writing if:

22.2.2.1. the Supplier is declared bankrupt, is subject to an out-of-court insolvency procedure, becomes
insolvent or has a likelihood of insolvency, suspends its business activities or is in a situation analogous to
that provided for by laws and legal acts;

22.2.2.2. the Supplier's situation has changed and the Supplier fulfils the grounds for exclusion set out in the
Procurement documents;

22.2.2.3. there is a change in legislation relating to the subject matter of the Contract, to the performance of
the Contract, or to the activities of the Buyer for which the Contract has been entered into, and the Buyer
decides to terminate the Contract as a result of such changes;

22.2.2.4. the Buyer decides to cease to carry out the activities for which the Services are purchased under the
Contract and the need for the Contract ceases to exist;

22.2.2.5. a decision is taken by the governing body of the Buyer which results in the need for the Contract
ceasing to exist;

22.2.2.6. the Buyer's financial situation changes/deteriorates or the Buyer does not receive or loses funding
and decides to terminate the Contract for that reason;

22.2.2.7.thereis a change in the Buyer's organisational structure, such as legal status, nature or management
structure, which may have an impact on the proper performance of the Contract or the need for the Contract;
22.2.2.8. there is no longer a need for the Services to be purchased;

22.2.2.9. the Buyer receives a direction or recommendation from the procurement supervisory authorities to
terminate the Contract;



22.2.2.10. the Supplier delays or refuses to provide an extension of the performance security for more than
ten (10) working days after the expiry of the last validity period of the performance security;

22.2.2.11. the Supplier refuses or fails to rectify defects in the Services within a reasonable time specified by
the Buyer;

22.2.2.12. the Supplier is in breach of the Contract or of laws and legal acts, and fails to rectify the breach
within the period specified in the Buyer‘s written complaint;

22.2.2.13. The Government of the Republic of Lithuania, in accordance with the procedure established by the
Law on the Protection of Objects of Importance to Ensuring National Security, adopts a decision confirming
that the Contract is not in the interests of national security (applicable if the Buyer operates in areas
considered to be part of sectors of economic activity strategically important for national security or is
considered to be an essential subject);

22.2.2.14. the circumstances referred to in Article 37(8) and/or Article 47(8) of the Law on Public
Procurement become apparent.

22.2.3. The Contract shall be deemed null and void if it is established that the performance of the Contract
is in conflict with binding international sanctions implemented in the Republic of Lithuania, as defined in the
Law on Sanctions and other international, European Union and Republic of Lithuania legislation (at least one
of the applicable sanctions). The moment of invalidity of the Contract shall be determined in accordance with
the said Law.

22.2.4. the Buyer shall unilaterally terminate the Contract or suspend its performance immediately, but not
later than within 5 (five) days, for the period of implementation of the mandatory international sanctions as
defined in the Law on Sanctions and other international, European Union and Republic of Lithuania legislation
by giving written notice to the Supplier if the Contract has entered into force prior to the imposition of such
international sanctions in the Republic of Lithuania. The Supplier shall not be permitted to enter into new
obligations under the Contract, the performance of which would be inconsistent with the implementation of
international sanctions in the Republic of Lithuania.

22.2.5. If the Contract is terminated by the Supplier for material breach of the Contract or by the Supplier’s
unjustified termination of the Contract outside the procedure set out in the Contract, and if the Special Terms
and Conditions do not provide for the proper performance of the Contract to be secured by a performance
bond, the Supplier shall be liable to pay to the Buyer a penalty of the amount specified in the Special Terms
and Conditions and to compensate for the damages related to the termination. If the Special Terms and
Conditions provide that the proper performance of the Contract is secured by a performance security, the
Supplier shall undertake to pay to the Buyer the remainder of the amount of the penalty specified in the
Special Terms and Conditions and to indemnify the Buyer against damages in connection with termination of
the Contract to the extent that they are not covered by the performance security. In the event that the Buyer
claims damages, the amount of the penalty shall be set off against the damages.

22.2.6. The Buyer shall have the right to unilaterally terminate the Contract in other cases provided for in the
Special Terms and Conditions (if applicable) and in laws and legal acts.

22.2.7. The Contract shall be deemed to be terminated on the day following the expiry of the notice period.
22.2.8. In cases where the Supplier rectifies the breach or the circumstances giving rise to the termination of
the Contract cease to exist, the Contract cannot be terminated and the notice of termination of the Contract
shall lapse, if the Supplier provides information on the rectification of the infringement or on the
circumstances, having led to the initiation of the Contract termination procedure, that have disappeared.



22.3. Termination of the Contract at the Suppliers initiative

22.3.1. The Supplier shall have the right to unilaterally terminate the Contract by giving the Buyer not less
than 30 (thirty) days’ written notice if the Buyer is in breach of the terms of payment with the Supplier (except
where the Buyer has exercised his right to withhold payments) and the Buyer's debt to the Supplier exceeds
20 (twenty) per cent of the Buyer's total value of the Contract. The Buyer shall pay the amounts due to the
Supplier within 30 (thirty) days after receipt of the Supplier‘s claim.

22.3.2. The Supplier shall be entitled to unilaterally terminate the Contract by giving the Buyer at least ten
(10) days' written notice if:

22.3.2.1. the Buyer is subject to bankruptcy proceedings, out-of-court insolvency proceedings, insolvency or
the likelihood of insolvency, suspension of the Buyer's activities, or a similar situation arising in accordance
with the procedure provided for by laws and other legal acts;

22.3.2.2. the Buyer is in breach of the Contract or of laws and legal acts, and fails to rectify the breach within
the time limit specified in the Supplier's written complaint, except in the case set out in Clause 22.3.1 of the
General Terms and Conditions.

22.3.3. If the circumstances referred to in Clause 22.3.1 of the General Terms and Conditions relate only to
a separate part or a separate Agreement, the Supplier shall have the right to terminate the Contract only in
respect of that part, or to terminate only such Agreement.

22.3.4. The Supplier shall have the right to unilaterally terminate the Contract in other cases provided for in
laws and legal acts.

22.3.5. If the Contract is terminated as a result of a material breach of the Contract by Buyer or by the Buyer's
unreasonable termination of the Contract outside the procedure set out in the Contract, the Buyer shall be
liable to pay to the Supplier a penalty in the amount specified in the Special Terms and Conditions and to
indemnify the Supplier against damages relating to the termination.

22.3.6. The Contract shall be deemed to have been terminated on the day following the expiry of the notice
period.

22.3.7. Where the Buyer rectifies the breach within the period of notice of termination or the circumstances
giving rise to the termination cease to exist, the Contract shall not be terminated and the notice of termination
shall cease to exist if the Buyer informs the Supplier of the rectification or the cessation of the circumstances

giving rise to the termination.

22.4. Rights and obligations of the Parties in the event of termination of the Contract

22.4.1. Termination of the Contract shall not affect the validity of the terms and conditions of the Contract
setting out the dispute resolution procedure and any other terms and conditions of the Contract which, by
their nature, survive the termination of the Contract.

22.4.2. Upon termination of the Contract, the Parties shall:

22.4.2.1. make sure that the Services and other acts performed prior to the date of termination of the Contract
comply with the requirements of the Contract and that the Parties shall have no further claims against each
other in respect thereof;

22.4.2.2. pay for the Services provided prior to the termination of the Contract in accordance with the

Contract;



22.4.2.3. within ten (10) days of the date of receipt of the notice of termination of the Contract or of the date
of the Agreement on termination of the Contract, to hand over to each other all documents which were

required to be handed over in accordance with the provisions of the Contract.

23. CHANGING THE PRODUCT MODEL OR MANUFACTURER

23.1. In cases where goods are purchased together with the Services, the Supplier shall have the right to
change the model and/or manufacturer of the goods provided that all the following conditions are met:
23.1.1. if the goods specified in the Supplier’s tender are no longer manufactured or their supply has been
substantially disrupted and the manufacturer’'s approval has been obtained, and/or the goods, their
manufacturer pose a threat to national security, and/or the supply of the goods is contrary to binding
international sanctions implemented in the Republic of Lithuania as defined in the Law on Sanctions, and/or
the goods, their components and/or the manufacturer do not comply with the provisions of Article 45(21) of
the Law on Public Procurement;

23.1.2. if the goods to be replaced are in full compliance with the requirements of the Procurement
documents and are of equivalent or better quality than the goods specified in the Supplier’s tender, and the
Supplier shall provide documents confirming this. If the Supplier has provided samples during the
procurement procedures, the goods to be delivered shall be of a quality not inferior to the samples provided;
23.1.3. provided that the Supplier has submitted a written request to the Buyer, together with supporting
documentation, at least ten (10) days prior to the intended replacement of the Goods, and has received the
Buyer’s written consent. The Buyer shall have the right to object to the replacement of the Goods and shall
have the right to terminate the Contract if the Supplier has failed to provide evidence, or the provision of such
evidence does not substantiate that the Goods to be replaced are in conformity with the Procurement
documents and are of equivalent or better quality than the Goods specified in the Contract;

23.1.4. the Parties have entered into a written Agreement to the Contract for the replacement of the Goods.
23.2.In the case referred to in this section of the General Terms and Conditions, the Goods shall be delivered
at a price not higher than the price stated in the tender.

24. COMMUNICATION PROCEDURE AND LANGUAGE

24.1. The Contract is drawn up in Lithuanian language. If the Contract or any of its constituent documents is
drawn up in another language or translated into another language, only the text of the Contract in Lithuanian
language shall be considered authentic in all cases (in the event of any inconsistencies, the text in Lithuanian
language shall prevail).

24.2. If a Party notifies the other Party of its new contact details, it shall, upon receipt of such notice by the
other Party, send all notices and information under the Contract in accordance with the new contact details.
If a Party does not notify a change in contact details or until the other Party receives such notice, the sending
of the notice shall be deemed to be appropriate in accordance with the last contact details known to the
Party.

24.3. If the notice is served personally or sent by post or courier, it shall be served by signature and shall be
deemed to have been received on the date specified in the acknowledgement of receipt.

24.4. If the notice is sent by e-mail, it shall be deemed to have been received by the Party on the next working

day.



24.5. If a notice is sent by several different methods, the recipient shall be deemed to have received it when
he or she received the preceding notice.

25. CLAIMS AND DISPUTE RESOLUTION

25.1. Any disputes, disagreements or claims arising from or related to the Contract, its breach, termination or
validity must first be resolved through negotiations between the heads of the Parties or persons authorised
by them.

25.2. If the Parties fail to resolve a dispute by negotiation, then any such dispute, disagreement or claim
arising out of or relating to this Contract or the breach, termination or invalidity thereof shall be finally settled
by the courts of the Republic of Lithuania in accordance with the procedure provided for by the law of the
Republic of Lithuania.

25.3. Disputes arising shall not constitute grounds for the Parties to refuse to perform their obligations under
the Contract.



EPSO-G

PROCUREMENT OF LEGAL SERVICES
TECHNICAL SPECIFICATION

1. DEFINITIONS AND ABBREVIATIONS

1.1. Procurement - Procurement of legal services.

1.1.1. Buyer - UAB “EPSO-G”, LITGRID AB, AB “Amber Grid”, BALTPOOL UAB (hereinafter jointly - the
Buyers).

1.2. Group company(ies) or Group - UAB “EPSO-G” and/or its directly and indirectly controlled legal
entities.
1.3. Supplier - an economic operator - a natural person, a private or public legal person, another

organisation and their structural subdivision, or a group of such persons, including temporary associations of
economic operators, offering to provide services on the market, with which the Buyer concludes the Contract.

1.4. Technical Specification - this document.
1.5. Services - the legal services described in this Technical Specification.
1.6. Contract - the Contract for the provision of Services concluded between the Buyer and the Supplier

in relation to the Procurement object.

1.7. Additional Contract performance costs - reasonable and unavoidable international travel and
accommodation costs incurred by the Supplier's specialists in the course of the performance of the Services,
as agreed in advance with the Buyer, and notary, bailiff, public administration or state fees, fees, charges,
royalties, fees for the use of public registers, costs of translation, certification, Apostille or any other form of
legalisation of documents, fees for searching for information requested by the Customer, other necessary

and directly related costs for the provision of the Services.

1.8. Conflict of interest - a situation where the Supplier, the Economic operator or the Sub-provider (its
lawyers, legal assistants, other employees, participants (partners), other persons engaged in the practice of
law in the same place of work or in another place of work, using the same brand name) existing clients - third
parties and UAB “EPSO-G” and/or any of the companies in the Group have or may have conflicting interests
during the Procurement procedures and/or during the term of the Contract, as well as where the provision of
the Services to the Customer or to the company in the Group may give rise to a risk of a breach of
confidentiality, breach of loyalty, breach of the duty to act solely in the interests of the Customer or of the
company in the Group, or the acquisition of an unjustified advantage. In the event of a Conflict of interest or
potential Conflict of interest, the Buyer shall have the right to authorise the Supplier in writing to provide
specific Services to the Group company if, in its opinion (in agreement with UAB “EPSO-G"), the Conflict of

Interest does not pose a risk to its interests and the interests of the Group.

2. PROCUREMENT OBIJECT

2.1 Legal services (legal consultations (legal advice), drafting of legally binding documents, legal

representation) are procured in English, both orally and in writing.

The Procurement object shall not be divided into 5 parts:

1st part of the Procurement object - legal services under Austrian law in the areas of contract law,
energy law (energy projects, energy infrastructure and other related activities) and corporate law:



This part of the procurement object covers services on general contract law issues, legal aspects of energy
infrastructure project development, legal aspects of energy activities and related activities, financing
schemes for energy activities, legal regulation of energy projects, drafting and coordination of legal acts
and drafts of legal acts of various institutions regulating the activities in the energy sector, improvement
of energy efficiency, and legal relations with other energy entities and/or participants in related markets,
changes and/or reorganisation of corporate structure, acquisition and/or sale of companies and/or shares,
mergers, mergers, acquisitions, demergers, division of companies, establishment of new companies, legal
due diligence, taxation, intellectual property law, information technology law, including regulation of
artificial intelligence, issues of cyber and data security, protection of personal data and compliance with
the GDPR, competition law and state aid regulation and application and other issues in other areas of the
Buyer's activities.

2nd part of the Procurement object - legal services under Belgian law in the areas of contract law,
energy law (energy projects, energy infrastructure), corporate law:

This part of the procurement object covers services on general contract law issues, legal aspects of energy
infrastructure project development, legal aspects of energy activities and related activities, financing
schemes for energy activities, legal regulation of energy projects, drafting and coordination of legal acts
and drafts of legal acts of various institutions regulating the activities in the energy sector, improvement
of energy efficiency, and legal relations with other energy entities, changes and/or reorganisation of cor-
porate structure, acquisition and/or sale of companies and/or shares, mergers, mergers, acquisitions, divi-
sions, establishment of new companies, due diligence, taxation, intellectual property law, information
technology law, including regulation of artificial intelligence, issues of cyber and data security, protection
of personal data and compliance with the GDPR, competition law and state aid regulation and application,
and in relation to other areas of the Buyer's activities.

3rd part of the Procurement object - legal services under Swedish law in the areas of contract law,
energy law (energy projects, energy infrastructure), corporate law:

This part of the procurement object covers services on general contract law issues, legal aspects of energy
infrastructure project development, legal aspects of energy activities and related activities, financing
schemes for energy activities, legal regulation of energy projects, drafting and coordination of legal acts
and drafts of legal acts of various institutions regulating the activities in the energy sector, improvement
of energy efficiency, and legal relations with other energy entities, changes and/or reorganisation of cor-
porate structure, acquisition and/or sale of companies and/or shares, mergers, mergers, acquisitions, divi-
sions, establishment of new companies, due diligence, taxation, intellectual property law, information
technology law, including regulation of artificial intelligence, issues of cyber and data security, protection
of personal data and compliance with the GDPR, competition law and state aid regulation and application,
and in relation to other areas of the Buyer's activities.

4th part of the Procurement object - legal services under German law in the areas of contract law,
energy law (energy projects, energy infrastructure), corporate law:

This part of the procurement object covers services on general contract law issues, legal aspects of energy
infrastructure project development, legal aspects of energy activities and related activities, financing
schemes for energy activities, legal regulation of energy projects, drafting and coordination of legal acts
and drafts of legal acts of various institutions regulating the activities in the energy sector, improvement
of energy efficiency, and legal relations with other energy entities, changes and/or reorganisation of cor-
porate structure, acquisition and/or sale of companies and/or shares, mergers, mergers, acquisitions, divi-
sions, establishment of new companies, due diligence, taxation, intellectual property law, information
technology law, including regulation of artificial intelligence, issues of cyber and data security, protection
of personal data and compliance with the GDPR, competition law and state aid regulation and application,
and in relation to other areas of the Buyer's activities.

5th part of the Procurement object - legal services under Luxembourg law in the areas of contract
law, energy law (energy projects, energy infrastructure), corporate law:

This part of the procurement object covers services on general contract law issues, legal aspects of energy
infrastructure project development, legal aspects of energy activities and related activities, financing
schemes for energy activities, legal regulation of energy projects, drafting and coordination of legal acts



and drafts of legal acts of various institutions regulating the activities in the energy sector, improvement
of energy efficiency, and legal relations with other energy entities, changes and/or reorganisation of cor-
porate structure, acquisition and/or sale of companies and/or shares, mergers, mergers, acquisitions, divi-
sions, establishment of new companies, due diligence, taxation, intellectual property law, information
technology law, including regulation of artificial intelligence, issues of cyber and data security, protection
of personal data and compliance with the GDPR, competition law and state aid regulation and application,
and in relation to other areas of the Buyer's activities.

2.2. Additional costs incurred by the Supplier in connection with the provision of the Services in connec-
tion with the performance of the Contract may only be reimbursed if they have been agreed in advance
with the Buyer, on the basis of documentation supporting the actual costs incurred, at prices no higher
than market-conforming prices. In any event, the total amount of such reimbursable Contract performance
costs shall not exceed 10 (ten) per cent of the Contract price (for the relevant part of the Procurement
object) over the entire Contract period. In all cases, the Supplier shall be guided by the principle of cost-
effectiveness when incurring the costs of performing the Contract (e.g. purchase of economy-class travel
tickets and use of economy-class hotels). The Supplier's profit, indirect operating costs or taxes that are
not directly related to be provided Services may not be included in the cost of performing the Contract.

3. SCOPE OF THE PROCUREMENT OBJECT

3.1. Services will be procured on the basis of the Buyers' actual requirements at an hourly rate to be set out
in Annex No. 1 Tender form, up to the maximum Contract price, excluding VAT, set out in the Contract. Buyers

shall not be obliged to order any minimum volume of Services for any part of the Procurement object.

3.2. Supplier may submit a tender for one or all parts of the Procurement object. Tenders will be evaluated
separately for each part of the Procurement object. Supplier must submit a Tender for the full extent of the

relevant part of the Procurement object for which it is submitting a Tender.

3.3. A separate Contract will be signed with each Buyer for each part of the Procurement object and for the

estimated maximum amount.

3.4. The quantity (volume) of the Services shall not be specified in units but shall be expressed in terms of
the maximum amount of funds planned to be available for the purchase of the Services and for the
reimbursement of the Additional costs of the Contract. The maximum amount indicated for each Group
company in each part of the Procurement object (in EUR, excluding VAT) already includes an amount of 10
per cent of the maximum amount planned for each Group company, which will be allocated to the additional

costs for the execution of the Contract, as set out below:

Group company 1st part of |2nd part of the|3rd part of the|4th part of the 5th part of the
the Procurement | Procurement | Procurement | Procurement object
Procurement object object object (Luxembourg law)
object (Belgian law) |(Swedish law) | (German law)
(Austrian
law)
AB “Amber Grid” EUR 25000 | EUR 15000 | EUR25000 | EUR 15000 [EUR 10 000 excluding
excluding |excluding VAT |excluding VAT |excluding VAT VAT
VAT
BALTPOOL UAB 0 0 0 EUR 45,000 0
excluding VAT
UAB “EPSO-G” 0 0 EUR 7 000 EUR 5000 | EUR 8 000 excluding
excluding VAT |excluding VAT VAT
LITGRID AB 0 EUR 10000 | EUR 20000 | EUR 20000 0
excluding VAT |excluding VAT |excluding VAT




Intotal: | EUR 25000 | EUR25000 | EUR52 000 | EUR 85000 |[EUR 18 000 excluding
excluding |excluding VAT |excluding VAT |excluding VAT VAT
VAT

4. REQUIREMENTS FOR THE PROCUREMENT OBJECT:

4.1. Description of the current situation:

The main activity of UAB “EPSO-G” is the transparent and efficient management of the controlled companies
involved in the operation of electricity and gas transmission system operators, the biofuel exchange operator,
and energy infrastructure contracts, implementing the principle of separation of state ownership and
regulatory functions. UAB “EPSO-G” develops a sustainable and long-term strategy for the Group, ensures
the harmonious development and integration of the Group's activities, and ensures the proper and efficient
implementation of the economic projects of special national importance or of national importance that are
entrusted to the Group's companies. The main tasks include the exercise of shareholder rights and duties,
the formulation and definition of the Group's strategy, guidelines, etc., regional and international cooperation
in the integration of energy infrastructure and markets, coordination and control of the Group's activities and
the development of the Group's companies, the management of the Group's finances and treasury, and the

provision of services to the Group and its representation.

AB “Amber Grid” is the operator of the Lithuanian natural gas transmission system, responsible for the
transmission of natural gas (transported through high-pressure pipelines) to system users, and for the
operation, maintenance and development of natural gas infrastructure. The Company, within the limits of its
competence, shall ensure the stability and reliability of the gas system in the territory of the Republic of
Lithuania and shall create objective and non-discriminatory conditions for the use of the gas networks and
the conditions for the development of a competitive gas market and for the safe and efficient operation of the
gas transmission system, ensure reliable gas transmission (transport via high-pressure pipelines) to the users
of the gas transmission system, ensure the long-term capacity of the system to meet the reasonable needs
of natural gas transport, manage the assets of the gas transmission system and its dependencies, as well as
ensure the development and interconnection of the gas transmission system with other systems and the
rational use of the company's assets and other resources. AB “Amber Grid” shall also collect, administer and
pay to the LNG terminal operator or company and the designated supplier a natural gas security of supply
surcharge to the natural gas transmission price to finance the costs of installation of the LNG terminal, its
infrastructure and the interconnector, all fixed costs and the reasonable costs of supplying the necessary

volume of the LNG terminal.

LITGRID AB - the electricity transmission system operator, which ensures reliable and safe transmission of
electricity, maintains the high-voltage electricity transmission network, manages electricity flows and
supports the stable operation of the country's energy system. The company's business - electricity
transmission - is the intermediate link between electricity generation and distribution to consumers. The
company has already implemented strategic electricity projects such as the “LitPol Link” electricity link to
Poland and the “NordBalt” submarine electricity link to Sweden. LITGRID AB has also successfully completed
the synchronisation project with the Continental European Networks (CEN), which has fundamentally
changed the situation in the Baltic region - the Baltic States have become full participants in the European

electricity system.

BALTPOOL UAB is the operator of the Lithuanian energy resources exchange, which is entitled to organise

centralised trading in biofuel products (biofuel, fuel peat), heat energy auctions and to perform the functions



of the administration of the Lithuanian National Scheme for Compliance with the Sustainability Scheme for
the Reduction of Greenhouse Gas Emissions. BALTPOOL UAB also performs the functions of the manager
of the Lithuanian System of Accounting Units for Fuels from Renewable Resources, the organiser of the
electronic wholesale trade in raw timber and logging residues. It should be noted that the energy resources
exchange operated by BALTPOOL, UAB, nowadays provides opportunities to purchase biofuels not only in
Lithuania but also in Latvia, Estonia and Poland. The Group company has the objective of expanding the

geographic area of operation of the energy exchange.

Group companies have been involved and are involved in projects of particular national importance (e.g.,
installation of a physical barrier on the territory of the Republic of Lithuania at the European Union's external
border with the Republic of Belarus; a project for the preparation of engineering infrastructure for the
development of the territories necessary for the connection of power plants using renewable energy sources
planned to be developed in the part(s) of the territorial sea of the Republic of Lithuania and/or the exclusive
economic zone of the Republic of Lithuania in the Baltic Sea to the electricity transmission grid; a project to
interconnect the electricity system with the continental European electricity grid for synchronous operation;
Group companies therefore require highly qualified specialists to provide services on legal issues arising in
energy and infrastructure projects.

4.2. Scope and nature of services

4.2.1. Oral and/or written legal advice under Austrian, Belgian, Swedish German, Luxembourg law on
contract law, energy law (energy projects, energy infrastructure and other related activities), corporate law
(according to a separate description of the Procurement object);

4.2.2. drafting written legal opinions (conclusions), memoranda, reviews, notes and comments, etc;

4.2.3. on the Buyer's instructions, any other services and assistance of a legal nature that the Buyer may
require in relation to the scope of the Procurement.

4.2.4. The Supplier will be required to provide the Services in accordance with the legislation of the
European Union and of other countries (as described in the individual Procurement object), the case law of
the courts and other dispute resolution bodies, legal doctrine and other sources of law, specialised literature
and, where appropriate, the best practices and experience of foreign countries, and in accordance with
recognised standards of professional ethics.

4.3. Procedure for ordering services

4.3.1. The Buyer, when ordering Services for specific Services, shall submit a written (via email) order to
the Supplier specifying (detailing) the scope of the specific Services.

4.3.2. The Buyer shall specify in the specific order for Services: the Services to be ordered, the desired time
frame for the provision of the Services, the form of the output of the Services to be provided, i.e. the format
(paper, electronic and/or oral) in which the Services are to be provided, and any other information relevant to

the provision of the Services and the procedure to be followed.

4.3.3. The Supplier shall, upon receipt of an order placed by the Buyer, confirm, within the time limit
specified by the Buyer, the acceptability of the terms of the Services specified in the particular order and its
ability to perform the order in a satisfactory manner and to the highest quality on the terms and within the
time limits specified therein.

4.4. Languages in which the Services are provided

4.4.1. The Supplier will be required to provide the Services specified in this Technical Specification in English.



4.5. Location of the provision of Services

4.5.1. Services will be provided remotely at the Supplier's place of business. Where necessary, the Supplier's
specialists will be required to provide services in foreign countries (e.g. representing the interests of the
Buyers in negotiations with foreign counterparties and/or foreign-based institutions).

4.5.2. All documents and/or information received in connection with the provision of the Services shall be
transmitted electronically.

5. SUPPLIER'S OBLIGATIONS

5.1.1. The Supplier undertakes to provide the Services in a timely and quality manner, to communicate with
the Buyer as required, and to warn of any risks associated with the provision of the Services.

5.1.2. In providing the Services, the Supplier undertakes to comply with the requirements of the legislation
applicable to the Services to be procured and undertakes to use its best endeavours and to exercise all due
care and diligence in the performance of all of its obligations, in accordance with recognised standards of

professional ethics.

5.1.3. The Supplier will be required to ensure, during the Procurement procedures and in the performance
of the future Procurement Contract, that it does not have a Conflict of interest in relation to the Services to

be procured, as defined in Clause 1.8 of the Technical Specification.

5.1.4. Inthe event of a Conflict of interest of which the Supplier was not and could not have been aware
during the Procurement procedures and/or after the signing of the Contract and/or after the receipt of an
order for the provision of the Services, the Supplier must inform the Buyer in writing (and UAB “EPSO-G”, if
itis not the Buyer under the Contract) at the latest within 5 (five) days from the date on which the Conflict of
interest was clarified.

5.1.5. The Supplier undertakes to work efficiently when providing the Services. The Supplier is a
professional and experienced expert in the field of the Services to be procured and, therefore, the time costs
to be invoiced shall not include the time spent by the Supplier's staff in training or refresher training for the
provision of the Services. The Supplier further understands that the Buyer will not pay any additional fees
for the work of support staff and the Supplier confirms that the work of these persons is included in the
hourly rates provided by the Supplier.

5.1.6. The Supplier understands that in the event that the Group company(ies) requests the Supplier (its
representatives) to participate in a meeting, negotiation, telephone conference or the like, the Supplier shall
be obliged to delegate one or more of the Supplier's representatives to participate in the meeting, negotiation,
telephone conference or the like, subject to the Supplier having agreed this in advance with the Group

company(ies) for whose benefit and in the interests of which Services are being provided.

5.1.7. The Supplier confirms that any change in the Supplier's personnel will not adversely affect the price

and/or quality of the Services.

5.1.8. The Supplier's rate for the Services shall not include time spent on researching and analysing case
law, legislation or interpretations thereof. The Buyer shall call on the Supplier as a legal specialist who must
have the necessary knowledge and expertise to provide advice and draft documents immediately, without

additional preparation or legal sourcing, which would be included in working time and charged.

5.1.9. The Buyer expects the Supplier to always ensure that the Supplier complies at all times with at least

the following standards of professional ethics and quality of Service in the provision of the Services:



5.1.9.1. The Supplier will propose a concrete, workable solution to the problem in a reasoned
manner, after the necessary analyses, and present it clearly in an oral presentation if necessary;

5.1.9.2. The Supplier's experts will always be available during the Buyer's normal working hours
(8:00 a.m. to 5:00 p.m.) at the time of the Supplier's place of business, or at other times by prior
agreement, and will communicate actively and clearly with the Buyer.

6. BUYER'S OBLIGATIONS.

6.1.1. The Buyer undertakes to cooperate with the Supplier and to provide the Supplier with the information
available to the Buyer for the proper provision of the Services.



EPSO-(

Annex 1

(2025-PS-032) TENDER FOR THE PROCUREMENT OF FOREIGN LEGAL SERVICES

PART 3 OF THE PROCUREMENT

INFORMATION ABOUT THE SUPPLIER

Name of the Supplier / If a group of Suppliers is
involved, list all the names of the participants

Magnusson Law Advokatbyra AB

Responsible partner of the group of Suppliers (to be
completed if the Tender is submitted by a group of
Suppliers)

Address of the Supplier / In the case of a group of
Suppliers, the addresses of all participants

Visiting address: Strandvagen 1, 114 51
Stockholm, Sweden.

Postal address: PO Box: 7413, 103 91 Stockholm,
Sweden.

Supplier’s legal entity code(s) (in the case of a natural
person submitting a Tender, business certificate
number, etc.) / If the Tender is submitted by a group of
Suppliers, codes of all of the members of the group of
Suppliers shall be indicated

Reg. no. 556716-0824

Supplier's VAT payer's code(s) / If the Tender is
submitted by a group of Suppliers, indicate the codes
of all of the members of the group of Suppliers

SE556716082401

Account number, bank name and bank code of the
responsible partner of the Supplier/Group of Suppliers

Handelsbanken: 805 250 778 (clearing number
6111)

BIC/IBAN: HANDSESS / SE44 6000 0000 0008
05250778

Name, surname, position, telephone number and email
of the person authorised by the responsible partner of
the Supplier/Group of Suppliers to sign the Tender

Name, surname and position of the authorised
signatory of the Supplier/Group of Suppliers'
responsible partner in the event of the award

Name, surname, position, telephone number, email of
the person designated as responsible for the
performance of the Contract in the event of the award
of the contract to the Supplier/Group of Suppliers'
responsible partner

1. ACCEPTING THE PROCUREMENT CONDITIONS

1.1. In submitting our Tender, we confirm that we accept the procurement procedures and the terms and
conditions of the future Contract, as set out in the Law on Public Procurement and the Conditions of the

Contract.
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1.2. We confirm that we have carefully read all the requirements of the Conditions of Procurement as well
as the Technical Specification, that our Tender fully complies with them and that we undertake to comply
with them in the performance of the Contract. We also undertake to comply with the requirements of other
legal acts in force in the Republic of Lithuania and applicable to the Procurement object and the Contract.
1.3. | ensure that the Supplier/members of the group of Suppliers | represent and the Sub-suppliers and
Economic operators whose capacities are relied upon will be familiar with the Suppliers’ Code of Conduct?
of EPSO-G group of companies approved by the EPSO-G Board on 25 November 2022 and the Anti-
Corruption Policy? of EPSO-G group of companies approved by the EPSO-G Board on 29 June 2023, and that
they will comply with the requirements of these documents in the performance of the Contract.

1.5. We certify that the services or works offered by us will not pose a threat to national security in the

circumstances referred to in Article 13(4) Clause 1 of the Law on the Protection of Objects of Importance to

Ensuring National Security, and:

1.5.1. the functioning of the communication and information infrastructure managed by the Contracting

Authority, which is essential to the operation of the Contracting Authority, will not be disrupted;

1.5.2. the operation of the Contracting Authority as an undertaking of importance to ensuring national
security will not be disrupted;

1.5.3. no attempt will be made to obtain information which constitutes a state or official secret or other non-

public information (confidential to the Contracting Authority);

1.6. | certify that none of the following conditions are present at the time of submission of the Tender:

1.6.1. The Supplier, its Sub-supplier, members of the group of Suppliers, Economic operators whose

capacities are relied upon, the manufacturer of the goods offered by the Supplier or persons controlling them

are legal persons registered in the countries or territories referred to in the list referred to in Article 92(15) of

the Law on Public Procurement?;

1.6.2. The Supplier, its Sub-supplier, the members of the group of Suppliers, Economic operators whose

capacities are relied upon, the manufacturer of the goods offered by the Supplier, or the persons controlling

them are natural persons residing in the countries or territories referred to in the list referred to in Article

92(15) of the Law on Public Procurement or having the nationality of such countries;

1.6.3. the services are supplied from the countries or territories referred to in the list provided for in Article

92(15) of the Law on Public Procurement;

1.6.4. The Government of the Republic of Lithuania, in accordance with the criteria set out in the Law on the

Protection of Objects of Importance to Ensuring National Security, has adopted a decision confirming that the

entities referred to in Clauses 1.6.1 and 1.6.2 of the Procurement conditions, or the transaction to be

concluded with them, do not meet the national security interests;

1.7. I confirm that the Supplier, the Sub-suppliers | have used or will use in the future, the Economic operators

whose capacities | have relied on and/or will rely on, the producers of the goods or the legal and/or natural

persons controlling them are not subject to sanctions (restrictive measures) imposed by the Security Council

of the United Nations, the European Union, any other international organisation of which the Republic of

Lithuania is a member or to which it participates or by the United States.

1.8. In the event of a change in the declared circumstances, | undertake to inform the Contracting Authority

immediately.

1.9. The Supplier shall be liable for the accuracy of the information provided in accordance with the law.

2. PRICE OF THE TENDER

2.1. The Proposal price shall be indicated in euros.
2.2. The Proposal price shall be indicated by completing the provided table:

! Published on the Epso-G group of companies website at: https://www.epsog.lt/uploads/documents/files/Politikos/2022-11-
25%20Tiekeju%20etikos%20kodeksas.pdf; https://www.epsog.lt/en/public-procurement/supplier-code-of-conduct

2 Published on the Epso-G group of companies website at:
https://www.epsog.lt/uploads/documents/files/Politikos/Antikorupcines%20veiklos%20politika.pdf; https://www.epsog.lt/en/about-
us/operating-policies/anti-corruption-policy

3 Russian Federation; Republic of Belarus; Crimea annexed by the Russian Federation; Transnistrian territory not under the control of
the Government of the Republic of Moldova; territories of Abkhazia and South Ossetia not under the control of the Government of the
Republic of Sakhartvel.
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https://www.epsog.lt/uploads/documents/files/Politikos/2022-11-25%20Tiekeju%20etikos%20kodeksas.pdf
https://www.epsog.lt/uploads/documents/files/Politikos/2022-11-25%20Tiekeju%20etikos%20kodeksas.pdf
https://www.epsog.lt/en/public-procurement/supplier-code-of-conduct
https://www.epsog.lt/uploads/documents/files/Politikos/Antikorupcines%20veiklos%20politika.pdf
https://www.epsog.lt/en/about-us/operating-policies/anti-corruption-policy
https://www.epsog.lt/en/about-us/operating-policies/anti-corruption-policy

3rd part of the Procurement object (The maximum hourly rate for legal services acceptable to the Contracting
Authority is EUR 360 excluding VAT. If the Supplier indicates a rate higher than EUR 360 excluding VAT in the Proposal,
such a proposal will be rejected as non-compliant with the requirements of the Procurement Conditions.)

Maximum Hourly Rate VAT Hourly Rate
Procurement Unit of Quantity D-uring (blended Applied to (blended
No. . Measurement the Service rate), EUR the Hourly rate), EUR
Object . . . . .
Provision excluding Rate ** including
Period* VAT** VAT ®
1. | Legal services Hour Services will be 270 EUR 0 270 EUR
under provided as
Swedish law needed, without
in the areas of exceeding the
contract law, total maximum
energy law planned amount
(energy for 3rd Part of
projects, the procurement
energy object as
infrastructure), specified in
and corporate Clause 3.4 of the
law. Technical
Specification

*Rates must be provided with no more than two decimal places.
**If a 0% or reduced VAT rate applies, please indicate on what basis the VAT rate applies:
Not applicable according to Article 56.1 of the Council Directive 2006/112/EC of 28 November 2006 on the

common system of value added tax.

3. VALIDITY OF TENDERS

3.1. Thetender shall be valid for 3 months from the expiry of the deadline for submission of Tender.

4. CONFIDENTIAL INFORMATION

4.1. The Supplier's entire Tender may not be considered as confidential information®, but the Supplier may
indicate that certain information in its Tender is confidential by marking the relevant documents or

4 The maximum quantity of the subject-matter of the Procurement is specified. The Contracting Authority does not undertake to purchase
the entire specified quantity.
5 The Proposal price in EUR including VAT must cover all expenses, all taxes, and charges payable under the applicable laws of the
Republic of Lithuania.
If the Supplier is not a VAT payer or the services are exempt from VAT under the Law on Value Added Tax of the Republic of Lithuania,
the “VAT” column should indicate “0”, and the amount in the “Proposal price in EUR including VAT” column should be the same as in
the “Proposal price in EUR excluding VAT” column. If the Supplier is not a VAT payer, or the services are not subject to VAT, or a reduced
VAT rate applies, the Supplier must indicate the justification for the VAT exemption or the application of the reduced VAT rate.

The maximum quantity of the subject-matter of the Procurement is specified. The Contracting Authority does not undertake to purchase
the entire specified quantity.
8 1n accordance with Article 20(2) of the Law on PP, information cannot be considered confidential:
1) if it would violate the provisions of the laws laying down the requirements for disclosure of information or the right to receive
information and the legal acts implementing those laws;
2) if this would infringe the requirements laid down in Articles 3 33, 58 and 86(9) of the Law on PP concerning the publication of the
conclusion of the procurement contract, the information of candidates and tenderers, the publication of the successful tenderer's tender,
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information as "CONFIDENTIAL". In any case, any confidential information in the Tender will have to be
identified by the potential successful tenderer, at the request of the Contracting Authority, by completing
Annex 6 to the SPC, "Confidential Information", and providing documentation to justify the confidentiality of
this information. Failure to provide the requested information or justification for confidentiality will mean that
all information contained in the Tender” will be deemed to be non-confidential, except for information that
cannot be disclosed in accordance with the Law on the Legal Protection of Personal Data.

The Contracting Authority may not disclose to third parties information received from Suppliers which they
have declared to be confidential, unless the information in the Tender cannot be confidential as specified in
Clause 4.2 of this Form of the Tender, or unless the Supplier has been asked to justify the confidentiality of
the information in the Tender and has failed to do so within the time limit set by the Contracting Authority.
4.2. We are aware that the information contained in the Tender, as set out in Table 1, cannot be confidential
and, in the event of the award of the contract, must be made public in accordance with the provisions of the
legislation governing public procurement and the case law of the Public Procurement Office® (hereinafter -
the PPO) and of the courts.

Table No. 1

No Information accompanying the Tender Basis for publication

Publication in accordance with Article 20(2) of the
Law on PP, except for information that cannot be
disclosed under the Law on Legal Protection of
Personal Data.

Filled in Tender form and Annex 1 to the
1. | Tender Form: Tender price and proposed
rates for services

Publication in accordance with Article 20(2) of the
Information on economic operators, sub- | Law on PP, except for information that cannot be
suppliers and quasi sub-suppliers disclosed under the Law on Legal Protection of
Personal Data.

The disclosure is made in accordance with Article
20(2) of the Law on Public Procurement, the case
law of the Public Procurement Office and the courts
that the supplier's data on the presence/absence of
exclusion grounds, the qualification data on which
3. | Supplier's ESPD the supplier relies in order to win the public
procurement may not be considered as confidential
information, with the exception of the documents
supporting the qualification, which, if disclosed,
would prejudice the supplier's obligations under the
contracts entered into with the third parties, or

the award of the procurement contract, the contract as a whole, the preliminary contract, and any amendments to these contracts,
including the information on the price of the goods, services or works quoted in the tender, except for their constituent elements;

3) the absence of grounds for exclusion of suppliers, the conformity with the qualification requirements, the quality management system
and the environmental management system standards, except for information the disclosure of which would prejudice the supplier's
obligations under agreements concluded with third parties, where such information is necessary for the protection of the legitimate
interests of the supplier;

4) information on the economic operators whose capacities are relied on by the supplier and sub-suppliers, where this information is
necessary for the protection of the legitimate interests of the supplier.

7 Tender — the set of documents and data submitted in writing by the Supplier in accordance with the Conditions and time limits laid
down by the Contracting Authority, by which it proposes to supply goods, services or works.

8For more information on confidentiality in public procurement, see the methodology developed by the PPO:
http://vpt.lrv.lt/uploads/vpt/documents/files/mp/konfidenciali_informacija.pdf

Transaktion 09222115557554217743
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http://vpt.lrv.lt/uploads/vpt/documents/files/mp/konfidenciali_informacija.pdf

which may not be disclosed in accordance with the
Law on the Legal Protection of Personal Data.

Publication in accordance with Article 20(2) of the
Law on Public Procurement, the case law of the
Public Procurement Office and the courts, with the
exception of the components of the fees.

4. | Fees for services

In signing this Tender, | certify the authenticity of all documents submitted with the Tender.

(Position, name, surname and signature of the supplier or his/her authorised person)?®

% If the document for the Procurement is signed by a person authorised by the Supplier's manager, it must be accompanied by a written
mandate or other document conferring the right to sign.

Transaktion 09222115557554217743

Signerat JB
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-08-06 09:59:00.627791 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Marcus Wallin (MW) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-11-04 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-08-06 09:59:00.627791 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.bergquist@magnussonlaw.com) to Jonas Bergquist (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-08-06 09:59:06.525664 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Bergquist (JB) was delivered.

      


    

  



  

  

    		2025-08-06 10:23:14.51528 UTC ±10 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jonas Bergquist (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-08-06 10:23:41.199191 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “7208210414”
.  

      


    

  



  

  

    		2025-08-06 10:23:41.199191 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		5		0.406		0.354



 

      


    

  



  

  

    		2025-08-06 10:23:47.056016 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jonas Bergquist (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "1 Annex. Tender form" med transaktionsnummer 9222115557553650156.







Data returned from 
  the BankID network
:
  
Name: JONAS BERGQUIST
  
ID number: 
  197208210414

  
IP: 95.193.155.94



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-08-06 10:23:47.056016 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-08-06 10:23:47.385283 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-08-06 09:42:52.012501 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Marcus Wallin (MW) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-11-04 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-08-06 09:42:52.012501 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.bergquist@magnussonlaw.com) to Jonas Bergquist (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-08-06 09:42:56.50211 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Bergquist (JB) was delivered.

      


    

  



  

  

    		2025-08-06 09:43:22.014656 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jonas Bergquist (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-08-06 09:43:42.291682 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “7208210414”
.  

      


    

  



  

  

    		2025-08-06 09:43:42.291682 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		2		0.387		0.559



 

      


    

  



  

  

    		2025-08-06 09:43:55.06144 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jonas Bergquist (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "5 Annex. Information on the entities whose capacities are relied upon" med transaktionsnummer 9222115557553648300.







Data returned from 
  the BankID network
:
  
Name: JONAS BERGQUIST
  
ID number: 
  197208210414

  
IP: 213.50.242.66



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-08-06 09:43:55.06144 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-08-06 09:43:55.309557 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-08-06 09:59:00.627791 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Marcus Wallin (MW) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-11-04 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-08-06 09:59:00.627791 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.bergquist@magnussonlaw.com) to Jonas Bergquist (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-08-06 09:59:06.525664 UTC ±4 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Bergquist (JB) was delivered.

      


    

  



  

  

    		2025-08-06 10:23:14.51528 UTC ±10 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jonas Bergquist (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-08-06 10:23:41.199191 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “7208210414”
.  

      


    

  



  

  

    		2025-08-06 10:23:41.199191 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		5		0.406		0.354



 

      


    

  



  

  

    		2025-08-06 10:23:47.056016 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      95.193.155.94

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jonas Bergquist (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "1 Annex. Tender form" med transaktionsnummer 9222115557553650156.







Data returned from 
  the BankID network
:
  
Name: JONAS BERGQUIST
  
ID number: 
  197208210414

  
IP: 95.193.155.94



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-08-06 10:23:47.056016 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-08-06 10:23:47.385283 UTC ±11 ms

    		2025-08-06 09:45:22.61033 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-08-06 09:42:52.012501 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Marcus Wallin (MW) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-11-04 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-08-06 09:42:52.012501 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.bergquist@magnussonlaw.com) to Jonas Bergquist (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-08-06 09:42:56.50211 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Bergquist (JB) was delivered.

      


    

  



  

  

    		2025-08-06 09:43:22.014656 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jonas Bergquist (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-08-06 09:43:42.291682 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “7208210414”
.  

      


    

  



  

  

    		2025-08-06 09:43:42.291682 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jonas Bergquist (JB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		2		0.387		0.559



 

      


    

  



  

  

    		2025-08-06 09:43:55.06144 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      213.50.242.66

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/138.0.7204.156 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jonas Bergquist (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "5 Annex. Information on the entities whose capacities are relied upon" med transaktionsnummer 9222115557553648300.







Data returned from 
  the BankID network
:
  
Name: JONAS BERGQUIST
  
ID number: 
  197208210414

  
IP: 213.50.242.66



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-08-06 09:43:55.06144 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-08-06 09:43:55.309557 UTC ±16 ms

    		2025-08-06 08:45:21.105117 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time
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5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.08 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.971%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-06-25 18:10:49.404575 UTC and 2025-08-06 09:45:22.61033 UTC:







  		Time collected

  		Clock offset







  

    		2025-06-25 18:10:49.404575

    		-0.4 ms

  





  

    		2025-06-25 19:10:52.960908

    		-0.2 ms

  





  

    		2025-06-25 20:10:56.616049

    		1.3 ms

  





  

    		2025-06-25 21:10:58.86448

    		-0.4 ms

  





  

    		2025-06-25 22:11:00.708762

    		-0.3 ms

  





  

    		2025-06-25 23:11:02.274381

    		-0.8 ms

  





  

    		2025-06-26 00:11:04.206646

    		-1.7 ms

  





  

    		2025-06-26 01:11:06.510864

    		-0.1 ms

  





  

    		2025-06-26 02:11:08.21882

    		0.6 ms

  





  

    		2025-06-26 03:11:09.936989

    		-0.5 ms

  





  

    		2025-06-26 04:11:11.758607

    		0.3 ms

  





  

    		2025-06-26 05:11:13.708053

    		-0.2 ms

  





  

    		2025-06-26 06:11:15.971095

    		0.6 ms

  





  

    		2025-06-26 07:11:18.89546

    		0.1 ms

  





  

    		2025-06-26 08:11:20.822362

    		0.7 ms

  





  

    		2025-06-26 09:11:22.901727

    		-0.7 ms

  





  

    		2025-06-26 10:11:25.656979

    		0.8 ms

  





  

    		2025-06-26 11:11:27.686791

    		-0.2 ms

  





  

    		2025-06-26 12:11:29.50496

    		3.5 ms

  





  

    		2025-06-26 13:11:31.092303

    		-0.9 ms

  





  

    		2025-06-26 14:11:33.087642

    		-0.3 ms

  





  

    		2025-06-26 15:11:34.917434

    		-0.1 ms

  





  

    		2025-06-26 16:11:37.692478

    		-0.2 ms

  





  

    		2025-06-26 17:11:40.987105

    		0.3 ms

  





  

    		2025-06-26 18:11:42.933929

    		0.2 ms

  





  

    		2025-06-26 19:11:45.086507

    		-1.5 ms

  





  

    		2025-06-26 20:11:47.172976

    		-1.7 ms

  





  

    		2025-06-26 21:11:48.899008

    		-0.2 ms

  





  

    		2025-06-26 22:11:50.636893

    		-0.5 ms

  





  

    		2025-06-26 23:11:52.291528

    		-0.3 ms

  





  

    		2025-06-27 00:11:53.84408

    		-0.7 ms

  





  

    		2025-06-27 01:11:55.633162

    		-1.9 ms

  





  

    		2025-06-27 02:11:57.271727

    		-2.2 ms

  





  

    		2025-06-27 03:11:59.605147

    		-0.5 ms

  





  

    		2025-06-27 04:12:01.612271

    		-0.4 ms

  





  

    		2025-06-27 05:12:03.705689

    		-0.1 ms

  





  

    		2025-06-27 06:12:06.017953

    		0.6 ms

  





  

    		2025-06-27 07:12:08.909708

    		0.7 ms

  





  

    		2025-06-27 08:12:10.423335

    		-0.1 ms

  





  

    		2025-06-27 09:12:12.191473

    		2.8 ms

  





  

    		2025-06-27 10:12:14.843305

    		0.0 ms

  





  

    		2025-06-27 11:12:16.392186

    		0.8 ms

  





  

    		2025-06-27 12:12:18.380523

    		1.5 ms

  





  

    		2025-06-27 13:12:21.08615

    		-0.3 ms

  





  

    		2025-06-27 14:12:24.154977

    		0.1 ms

  





  

    		2025-06-27 15:12:25.76303

    		0.6 ms

  





  

    		2025-06-27 16:12:28.304227

    		1.2 ms

  





  

    		2025-06-27 17:12:31.579673

    		0.6 ms

  





  

    		2025-06-27 18:12:33.253691

    		0.2 ms

  





  

    		2025-06-27 19:12:35.252695

    		0.1 ms

  





  

    		2025-06-27 20:12:36.769582

    		0.1 ms

  





  

    		2025-06-27 21:12:38.765736

    		9.7 ms

  





  

    		2025-06-27 22:12:41.082812

    		1.7 ms

  





  

    		2025-06-27 23:12:43.266558

    		1.3 ms

  





  

    		2025-06-28 00:12:45.35662

    		1.5 ms

  





  

    		2025-06-28 01:12:47.089722

    		-0.2 ms

  





  

    		2025-06-28 02:12:48.67794

    		-1.0 ms

  





  

    		2025-06-28 03:12:50.317429

    		-0.8 ms

  





  

    		2025-06-28 04:12:51.751287

    		-1.3 ms

  





  

    		2025-06-28 05:12:53.541818

    		-0.7 ms

  





  

    		2025-06-28 06:12:56.320987

    		0.8 ms

  





  

    		2025-06-28 07:12:58.380107

    		1.8 ms

  





  

    		2025-06-28 08:13:01.292412

    		0.9 ms

  





  

    		2025-06-28 09:13:02.967815

    		1.4 ms

  





  

    		2025-06-28 10:13:04.538725

    		0.9 ms

  





  

    		2025-06-28 11:13:06.020467

    		0.4 ms

  





  

    		2025-06-28 12:13:07.616722

    		-0.1 ms

  





  

    		2025-06-28 13:13:10.659929

    		-1.2 ms

  





  

    		2025-06-28 14:13:13.303238

    		1.4 ms

  





  

    		2025-06-28 15:13:14.849782

    		0.6 ms

  





  

    		2025-06-28 16:13:17.221083

    		0.2 ms

  





  

    		2025-06-28 17:13:19.36053

    		-1.6 ms

  





  

    		2025-06-28 18:13:22.333298

    		-0.2 ms

  





  

    		2025-06-28 19:13:25.436303

    		0.1 ms

  





  

    		2025-06-28 20:13:28.137851

    		-0.4 ms

  





  

    		2025-06-28 21:13:30.231647

    		0.6 ms

  





  

    		2025-06-28 22:13:31.715503

    		0.0 ms

  





  

    		2025-06-28 23:13:33.109087

    		-1.8 ms

  





  

    		2025-06-29 00:13:34.980614

    		0.0 ms

  





  

    		2025-06-29 01:13:36.488498

    		0.0 ms

  





  

    		2025-06-29 02:13:38.361577

    		0.0 ms

  





  

    		2025-06-29 03:13:39.85401

    		0.8 ms

  





  

    		2025-06-29 04:13:41.815389

    		-0.9 ms

  





  

    		2025-06-29 05:13:43.416717

    		-1.1 ms

  





  

    		2025-06-29 06:13:46.129212

    		1.8 ms

  





  

    		2025-06-29 07:13:47.815543

    		0.4 ms

  





  

    		2025-06-29 08:13:49.348308

    		1.0 ms

  





  

    		2025-06-29 09:13:50.922782

    		1.0 ms

  





  

    		2025-06-29 10:13:53.029295

    		0.5 ms

  





  

    		2025-06-29 11:13:55.064411

    		0.6 ms

  





  

    		2025-06-29 12:13:56.875343

    		1.7 ms

  





  

    		2025-06-29 13:13:58.302886

    		0.0 ms

  





  

    		2025-06-29 14:14:00.391229

    		0.8 ms

  





  

    		2025-06-29 15:14:02.841357

    		1.9 ms

  





  

    		2025-06-29 16:14:04.882342

    		-0.8 ms

  





  

    		2025-06-29 17:14:07.185172

    		0.6 ms

  





  

    		2025-06-29 18:14:09.35736

    		-1.1 ms

  





  

    		2025-06-29 19:14:13.41564

    		0.1 ms

  





  

    		2025-06-29 20:14:15.222228

    		-0.5 ms

  





  

    		2025-06-29 21:14:17.88576

    		-0.9 ms

  





  

    		2025-06-29 22:14:19.748578

    		-2.4 ms

  





  

    		2025-06-29 23:14:21.202641

    		-3.8 ms

  





  

    		2025-06-30 00:14:22.812132

    		-0.5 ms

  





  

    		2025-06-30 01:14:25.210075

    		-0.2 ms

  





  

    		2025-06-30 02:14:26.930545

    		-0.6 ms

  





  

    		2025-06-30 03:14:29.088628

    		-0.4 ms

  





  

    		2025-06-30 04:14:30.550636

    		-0.1 ms

  





  

    		2025-06-30 05:14:32.956743

    		-1.0 ms

  





  

    		2025-06-30 06:14:36.038391

    		0.2 ms

  





  

    		2025-06-30 07:14:37.475159

    		1.5 ms

  





  

    		2025-06-30 08:14:39.217929

    		0.7 ms

  





  

    		2025-06-30 09:14:40.814754

    		0.7 ms

  





  

    		2025-06-30 10:14:43.213171

    		0.0 ms

  





  

    		2025-06-30 11:14:45.175753

    		1.2 ms

  





  

    		2025-06-30 12:14:46.828504

    		-0.2 ms

  





  

    		2025-06-30 13:14:49.166108

    		1.2 ms

  





  

    		2025-06-30 14:14:50.675931

    		-0.3 ms

  





  

    		2025-06-30 15:14:52.455706

    		0.7 ms

  





  

    		2025-06-30 16:14:55.064397

    		0.0 ms

  





  

    		2025-06-30 17:14:56.851727

    		1.3 ms

  





  

    		2025-06-30 18:14:59.085732

    		-0.2 ms

  





  

    		2025-06-30 19:15:00.700653

    		-3.3 ms

  





  

    		2025-06-30 20:15:03.265991

    		-0.6 ms

  





  

    		2025-06-30 21:15:04.977382

    		-0.4 ms

  





  

    		2025-06-30 22:15:06.676511

    		-0.6 ms

  





  

    		2025-06-30 23:15:08.402143

    		-0.9 ms

  





  

    		2025-07-01 00:15:10.165654

    		-0.3 ms

  





  

    		2025-07-01 01:15:11.624477

    		-0.4 ms

  





  

    		2025-07-01 02:15:14.598471

    		-0.7 ms

  





  

    		2025-07-01 03:15:16.210407

    		-0.3 ms

  





  

    		2025-07-01 04:15:17.677942

    		-0.4 ms

  





  

    		2025-07-01 05:15:19.67922

    		-0.6 ms

  





  

    		2025-07-01 06:15:21.248143

    		0.1 ms

  





  

    		2025-07-01 07:15:23.749247

    		0.7 ms

  





  

    		2025-07-01 08:15:26.10437

    		-1.4 ms

  





  

    		2025-07-01 09:15:27.987056

    		0.8 ms

  





  

    		2025-07-01 10:15:29.945645

    		-0.3 ms

  





  

    		2025-07-01 11:15:31.48622

    		0.7 ms

  





  

    		2025-07-01 12:15:32.993985

    		0.9 ms

  





  

    		2025-07-01 13:15:34.66217

    		-1.3 ms

  





  

    		2025-07-01 14:15:36.303795

    		0.4 ms

  





  

    		2025-07-01 15:15:38.986635

    		-2.6 ms

  





  

    		2025-07-01 16:15:40.525418

    		-0.2 ms

  





  

    		2025-07-01 17:15:42.470837

    		-0.1 ms

  





  

    		2025-07-01 18:15:44.955946

    		-0.6 ms

  





  

    		2025-07-01 19:15:48.039247

    		0.0 ms

  





  

    		2025-07-01 20:15:51.259408

    		0.7 ms

  





  

    		2025-07-01 21:15:53.621304

    		-0.7 ms

  





  

    		2025-07-01 22:15:55.176459

    		-1.2 ms

  





  

    		2025-07-01 23:15:56.835651

    		-0.4 ms

  





  

    		2025-07-02 00:15:58.480825

    		-0.6 ms

  





  

    		2025-07-02 01:15:59.916349

    		-2.8 ms

  





  

    		2025-07-02 02:16:03.163606

    		-0.8 ms

  





  

    		2025-07-02 03:16:05.944755

    		0.1 ms

  





  

    		2025-07-02 04:16:07.653008

    		0.1 ms

  





  

    		2025-07-02 05:16:10.452494

    		0.1 ms

  





  

    		2025-07-02 06:16:12.842965

    		0.9 ms

  





  

    		2025-07-02 07:16:14.756012

    		1.6 ms

  





  

    		2025-07-02 08:16:16.400919

    		0.1 ms

  





  

    		2025-07-02 09:16:17.835025

    		-0.6 ms

  





  

    		2025-07-02 10:16:19.598229

    		0.1 ms

  





  

    		2025-07-02 11:16:21.190078

    		-1.0 ms

  





  

    		2025-07-02 12:16:22.578146

    		0.6 ms

  





  

    		2025-07-02 13:16:24.423406

    		0.5 ms

  





  

    		2025-07-02 14:16:26.147539

    		-0.7 ms

  





  

    		2025-07-02 15:16:28.248911

    		0.3 ms

  





  

    		2025-07-02 16:16:31.327326

    		0.9 ms

  





  

    		2025-07-02 17:16:34.023804

    		-0.1 ms

  





  

    		2025-07-02 18:16:36.843727

    		1.3 ms

  





  

    		2025-07-02 19:16:38.685318

    		0.2 ms

  





  

    		2025-07-02 20:16:42.321672

    		0.7 ms

  





  

    		2025-07-02 21:16:45.780337

    		0.2 ms

  





  

    		2025-07-02 22:16:47.790971

    		-0.5 ms

  





  

    		2025-07-02 23:16:49.805113

    		-0.8 ms

  





  

    		2025-07-03 00:16:51.293637

    		0.3 ms

  





  

    		2025-07-03 01:16:52.855404

    		-0.1 ms

  





  

    		2025-07-03 02:16:54.489552

    		1.6 ms

  





  

    		2025-07-03 03:16:56.177164

    		1.7 ms

  





  

    		2025-07-03 04:16:59.494789

    		-1.3 ms

  





  

    		2025-07-03 05:17:01.595485

    		1.3 ms

  





  

    		2025-07-03 06:17:04.241728

    		-0.9 ms

  





  

    		2025-07-03 07:17:07.54648

    		-0.4 ms

  





  

    		2025-07-03 08:17:09.902872

    		-0.4 ms

  





  

    		2025-07-03 09:17:11.834382

    		0.9 ms

  





  

    		2025-07-03 10:17:13.711256

    		-0.5 ms

  





  

    		2025-07-03 11:17:15.364703

    		1.1 ms

  





  

    		2025-07-03 12:17:16.987677

    		0.6 ms

  





  

    		2025-07-03 13:17:18.485131

    		0.3 ms

  





  

    		2025-07-03 14:17:20.605533

    		2.6 ms

  





  

    		2025-07-03 15:17:22.72441

    		-3.3 ms

  





  

    		2025-07-03 16:17:25.041692

    		1.3 ms

  





  

    		2025-07-03 17:17:27.236806

    		0.2 ms

  





  

    		2025-07-03 18:17:30.937838

    		-0.9 ms

  





  

    		2025-07-03 19:17:32.713936

    		-0.6 ms

  





  

    		2025-07-03 20:17:34.670012

    		-0.6 ms

  





  

    		2025-07-03 21:17:36.528757

    		0.3 ms

  





  

    		2025-07-03 22:17:39.744166

    		-1.9 ms

  





  

    		2025-07-03 23:17:41.527372

    		-1.8 ms

  





  

    		2025-07-04 00:17:43.218852

    		-2.8 ms

  





  

    		2025-07-04 01:17:44.640737

    		-1.8 ms

  





  

    		2025-07-04 02:17:46.262402

    		0.1 ms

  





  

    		2025-07-04 03:17:48.027572

    		0.4 ms

  





  

    		2025-07-04 04:17:50.814465

    		0.6 ms

  





  

    		2025-07-04 05:17:53.783662

    		0.3 ms

  





  

    		2025-07-04 06:17:56.479686

    		0.6 ms

  





  

    		2025-07-04 07:17:59.291574

    		0.4 ms

  





  

    		2025-07-04 08:18:01.059006

    		1.0 ms

  





  

    		2025-07-04 09:18:02.901651

    		1.0 ms

  





  

    		2025-07-04 10:18:04.822292

    		0.0 ms

  





  

    		2025-07-04 11:18:06.727602

    		1.8 ms

  





  

    		2025-07-04 12:18:08.378285

    		0.3 ms

  





  

    		2025-07-04 13:18:11.64389

    		0.3 ms

  





  

    		2025-07-04 14:18:13.948521

    		0.2 ms

  





  

    		2025-07-04 15:18:17.249065

    		0.2 ms

  





  

    		2025-07-04 16:18:19.16203

    		-0.3 ms

  





  

    		2025-07-04 17:18:21.167708

    		0.4 ms

  





  

    		2025-07-04 18:18:23.124124

    		-2.5 ms

  





  

    		2025-07-04 19:18:25.617388

    		-1.8 ms

  





  

    		2025-07-04 20:18:29.219623

    		0.3 ms

  





  

    		2025-07-04 21:18:31.811556

    		-2.0 ms

  





  

    		2025-07-04 22:18:33.380893

    		-2.6 ms

  





  

    		2025-07-04 23:18:36.238029

    		-0.8 ms

  





  

    		2025-07-05 00:18:38.186789

    		-0.8 ms

  





  

    		2025-07-05 01:18:39.877704

    		-1.1 ms

  





  

    		2025-07-05 02:18:41.409255

    		-0.9 ms

  





  

    		2025-07-05 03:18:43.495995

    		0.1 ms

  





  

    		2025-07-05 04:18:47.286686

    		-0.4 ms

  





  

    		2025-07-05 05:18:49.618597

    		-0.4 ms

  





  

    		2025-07-05 06:18:52.714048

    		-1.2 ms

  





  

    		2025-07-05 07:18:54.804263

    		0.0 ms

  





  

    		2025-07-05 08:18:56.786

    		0.6 ms

  





  

    		2025-07-05 09:18:59.433446

    		0.1 ms

  





  

    		2025-07-05 10:19:01.880457

    		0.0 ms

  





  

    		2025-07-05 11:19:04.16547

    		0.3 ms

  





  

    		2025-07-05 12:19:06.074645

    		-2.6 ms

  





  

    		2025-07-05 13:19:07.517509

    		0.9 ms

  





  

    		2025-07-05 14:19:10.983212

    		2.9 ms

  





  

    		2025-07-05 15:19:13.640793

    		-0.4 ms

  





  

    		2025-07-05 16:19:16.871915

    		-0.8 ms

  





  

    		2025-07-05 17:19:20.575323

    		2.2 ms

  





  

    		2025-07-05 18:19:23.20253

    		0.6 ms

  





  

    		2025-07-05 19:19:25.721718

    		1.2 ms

  





  

    		2025-07-05 20:19:27.89412

    		0.8 ms

  





  

    		2025-07-05 21:19:29.652447

    		-0.7 ms

  





  

    		2025-07-05 22:19:31.426169

    		0.2 ms

  





  

    		2025-07-05 23:19:34.66781

    		-0.5 ms

  





  

    		2025-07-06 00:19:36.29048

    		-2.1 ms

  





  

    		2025-07-06 01:19:37.768625

    		-2.7 ms

  





  

    		2025-07-06 02:19:39.559592

    		0.7 ms

  





  

    		2025-07-06 03:19:41.084189

    		0.8 ms

  





  

    		2025-07-06 04:19:42.980882

    		-0.4 ms

  





  

    		2025-07-06 05:19:44.3964

    		0.3 ms

  





  

    		2025-07-06 06:19:47.023683

    		0.9 ms

  





  

    		2025-07-06 07:19:50.106427

    		0.0 ms

  





  

    		2025-07-06 08:19:52.17417

    		-0.8 ms

  





  

    		2025-07-06 09:19:54.001793

    		-1.2 ms

  





  

    		2025-07-06 10:19:56.109374

    		0.7 ms

  





  

    		2025-07-06 11:19:58.588917

    		-0.6 ms

  





  

    		2025-07-06 12:20:00.42686

    		-0.1 ms

  





  

    		2025-07-06 13:20:03.04821

    		-0.8 ms

  





  

    		2025-07-06 14:20:05.660954

    		0.7 ms

  





  

    		2025-07-06 15:20:08.225309

    		0.3 ms

  





  

    		2025-07-06 16:20:10.746142

    		0.5 ms

  





  

    		2025-07-06 17:20:14.757821

    		-0.2 ms

  





  

    		2025-07-06 18:20:17.459257

    		0.5 ms

  





  

    		2025-07-06 19:20:20.152806

    		1.1 ms

  





  

    		2025-07-06 20:20:23.047403

    		-2.9 ms

  





  

    		2025-07-06 21:20:25.707574

    		-2.9 ms

  





  

    		2025-07-06 22:20:27.51756

    		0.5 ms

  





  

    		2025-07-06 23:20:29.318839

    		-2.7 ms

  





  

    		2025-07-07 00:20:31.311181

    		-2.8 ms

  





  

    		2025-07-07 01:20:33.059946

    		-2.0 ms

  





  

    		2025-07-07 02:20:34.559236

    		-1.1 ms

  





  

    		2025-07-07 03:20:37.912774

    		-0.6 ms

  





  

    		2025-07-07 04:20:39.437192

    		0.8 ms

  





  

    		2025-07-07 05:20:41.014788

    		1.2 ms

  





  

    		2025-07-07 06:20:42.576562

    		1.0 ms

  





  

    		2025-07-07 07:20:44.197157

    		1.5 ms

  





  

    		2025-07-07 08:20:46.282759

    		-0.6 ms

  





  

    		2025-07-07 09:20:48.158689

    		-10.6 ms

  





  

    		2025-07-07 10:20:50.262333

    		0.0 ms

  





  

    		2025-07-07 11:20:52.021812

    		0.4 ms

  





  

    		2025-07-07 12:20:54.530225

    		0.0 ms

  





  

    		2025-07-07 13:20:56.293461

    		0.2 ms

  





  

    		2025-07-07 14:20:58.385761

    		-0.5 ms

  





  

    		2025-07-07 15:21:00.155713

    		-0.1 ms

  





  

    		2025-07-07 16:21:02.092013

    		-2.1 ms

  





  

    		2025-07-07 17:21:03.703217

    		0.6 ms

  





  

    		2025-07-07 18:21:05.562473

    		1.0 ms

  





  

    		2025-07-07 19:21:08.706315

    		0.2 ms

  





  

    		2025-07-07 20:21:11.867336

    		-0.2 ms

  





  

    		2025-07-07 21:21:14.346205

    		-0.1 ms

  





  

    		2025-07-07 22:21:16.529575

    		-0.2 ms

  





  

    		2025-07-07 23:21:18.034617

    		-2.2 ms

  





  

    		2025-07-08 00:21:19.683231

    		-0.4 ms

  





  

    		2025-07-08 01:21:21.572175

    		-2.5 ms

  





  

    		2025-07-08 02:21:23.334208

    		-3.6 ms

  





  

    		2025-07-08 03:21:25.029826

    		-3.8 ms

  





  

    		2025-07-08 04:21:27.136923

    		-0.5 ms

  





  

    		2025-07-08 05:21:29.644985

    		-1.7 ms

  





  

    		2025-07-08 06:21:33.029756

    		0.6 ms

  





  

    		2025-07-08 07:21:34.578461

    		-0.3 ms

  





  

    		2025-07-08 08:21:36.605885

    		1.0 ms

  





  

    		2025-07-08 09:21:38.063577

    		1.7 ms

  





  

    		2025-07-08 10:21:39.639484

    		0.2 ms

  





  

    		2025-07-08 11:21:41.990285

    		1.2 ms

  





  

    		2025-07-08 12:21:43.923905

    		0.2 ms

  





  

    		2025-07-08 13:21:47.028991

    		-0.6 ms

  





  

    		2025-07-08 14:21:48.598862

    		0.6 ms

  





  

    		2025-07-08 15:21:50.308725

    		1.5 ms

  





  

    		2025-07-08 16:21:52.030004

    		-0.1 ms

  





  

    		2025-07-08 17:21:54.427432

    		0.8 ms

  





  

    		2025-07-08 18:21:56.009029

    		2.1 ms

  





  

    		2025-07-08 19:21:57.786649

    		0.1 ms

  





  

    		2025-07-08 20:22:00.727365

    		-2.0 ms

  





  

    		2025-07-08 21:22:03.2765

    		-2.6 ms

  





  

    		2025-07-08 22:22:05.307713

    		-0.6 ms

  





  

    		2025-07-08 23:22:07.458553

    		-1.5 ms

  





  

    		2025-07-09 00:22:09.173334

    		-3.0 ms

  





  

    		2025-07-09 01:22:10.785941

    		-3.7 ms

  





  

    		2025-07-09 02:22:12.484986

    		-2.2 ms

  





  

    		2025-07-09 03:22:14.181598

    		-0.6 ms

  





  

    		2025-07-09 04:22:15.936782

    		-1.0 ms

  





  

    		2025-07-09 05:22:17.567551

    		-0.2 ms

  





  

    		2025-07-09 06:22:19.406617

    		0.1 ms

  





  

    		2025-07-09 07:22:20.989941

    		0.4 ms

  





  

    		2025-07-09 08:22:22.922897

    		0.9 ms

  





  

    		2025-07-09 09:22:25.286233

    		1.8 ms

  





  

    		2025-07-09 10:22:26.934504

    		1.0 ms

  





  

    		2025-07-09 11:22:29.073282

    		0.4 ms

  





  

    		2025-07-09 12:22:30.616091

    		-1.0 ms

  





  

    		2025-07-09 13:22:32.545647

    		0.4 ms

  





  

    		2025-07-09 14:22:34.677962

    		-1.2 ms

  





  

    		2025-07-09 15:22:36.236425

    		-2.6 ms

  





  

    		2025-07-09 16:22:38.335658

    		-2.4 ms

  





  

    		2025-07-09 17:22:40.289542

    		-0.6 ms

  





  

    		2025-07-09 18:22:42.110041

    		0.0 ms

  





  

    		2025-07-09 19:22:45.069916

    		1.8 ms

  





  

    		2025-07-09 20:22:47.870232

    		1.8 ms

  





  

    		2025-07-09 21:22:50.251917

    		-0.7 ms

  





  

    		2025-07-09 22:22:52.101515

    		-2.4 ms

  





  

    		2025-07-09 23:22:53.923279

    		-3.3 ms

  





  

    		2025-07-10 00:22:55.877179

    		-0.7 ms

  





  

    		2025-07-10 01:22:57.728625

    		-0.7 ms

  





  

    		2025-07-10 02:22:59.372256

    		0.1 ms

  





  

    		2025-07-10 03:23:01.250083

    		0.3 ms

  





  

    		2025-07-10 04:23:02.840984

    		0.1 ms

  





  

    		2025-07-10 05:23:04.908599

    		-0.3 ms

  





  

    		2025-07-10 06:23:06.941994

    		0.8 ms

  





  

    		2025-07-10 07:23:09.236892

    		1.3 ms

  





  

    		2025-07-10 08:23:11.810771

    		0.8 ms

  





  

    		2025-07-10 09:23:13.305279

    		1.8 ms

  





  

    		2025-07-10 10:23:15.974475

    		0.6 ms

  





  

    		2025-07-10 11:23:18.495823

    		-0.6 ms

  





  

    		2025-07-10 12:23:20.309051

    		-1.0 ms

  





  

    		2025-07-10 13:23:22.391384

    		-1.0 ms

  





  

    		2025-07-10 14:23:25.111377

    		-1.6 ms

  





  

    		2025-07-10 15:23:27.635329

    		-1.5 ms

  





  

    		2025-07-10 16:23:29.906904

    		0.1 ms

  





  

    		2025-07-10 17:23:32.460643

    		-0.3 ms

  





  

    		2025-07-10 18:23:35.355282

    		-0.1 ms

  





  

    		2025-07-10 19:23:37.133848

    		-0.7 ms

  





  

    		2025-07-10 20:23:38.704141

    		0.8 ms

  





  

    		2025-07-10 21:23:40.841894

    		0.1 ms

  





  

    		2025-07-10 22:23:42.671188

    		0.0 ms

  





  

    		2025-07-10 23:23:44.595348

    		-2.6 ms

  





  

    		2025-07-11 00:23:46.122913

    		-4.2 ms

  





  

    		2025-07-11 01:23:48.018938

    		-3.5 ms

  





  

    		2025-07-11 02:23:49.661186

    		-0.7 ms

  





  

    		2025-07-11 03:23:51.166874

    		-0.9 ms

  





  

    		2025-07-11 04:23:53.009141

    		-2.3 ms

  





  

    		2025-07-11 05:23:54.888043

    		0.2 ms

  





  

    		2025-07-11 06:23:56.748703

    		0.9 ms

  





  

    		2025-07-11 07:23:58.627074

    		-1.7 ms

  





  

    		2025-07-11 08:24:00.249938

    		1.7 ms

  





  

    		2025-07-11 09:24:01.809492

    		0.2 ms

  





  

    		2025-07-11 10:24:03.144713

    		0.1 ms

  





  

    		2025-07-11 11:24:04.924032

    		0.3 ms

  





  

    		2025-07-11 12:24:07.162601

    		-0.8 ms

  





  

    		2025-07-11 13:24:08.74807

    		-1.8 ms

  





  

    		2025-07-11 14:24:10.49377

    		0.9 ms

  





  

    		2025-07-11 15:24:12.244015

    		0.8 ms

  





  

    		2025-07-11 16:24:14.669215

    		0.6 ms

  





  

    		2025-07-11 17:24:16.602024

    		2.0 ms

  





  

    		2025-07-11 18:24:18.452763

    		-0.8 ms

  





  

    		2025-07-11 19:24:21.63048

    		-0.1 ms

  





  

    		2025-07-11 20:24:24.14696

    		0.5 ms

  





  

    		2025-07-11 21:24:25.920956

    		-1.6 ms

  





  

    		2025-07-11 22:24:27.465011

    		-2.6 ms

  





  

    		2025-07-11 23:24:30.617376

    		0.1 ms

  





  

    		2025-07-12 00:24:32.343946

    		-0.3 ms

  





  

    		2025-07-12 01:24:34.329143

    		-0.9 ms

  





  

    		2025-07-12 02:24:36.049264

    		-1.2 ms

  





  

    		2025-07-12 03:24:37.914748

    		-1.2 ms

  





  

    		2025-07-12 04:24:39.837666

    		-0.7 ms

  





  

    		2025-07-12 05:24:42.094214

    		-0.2 ms

  





  

    		2025-07-12 06:24:46.010375

    		0.4 ms

  





  

    		2025-07-12 07:24:48.513441

    		2.1 ms

  





  

    		2025-07-12 08:24:50.13891

    		0.5 ms

  





  

    		2025-07-12 09:24:51.904857

    		0.1 ms

  





  

    		2025-07-12 10:24:54.033499

    		1.3 ms

  





  

    		2025-07-12 11:24:55.883343

    		0.2 ms

  





  

    		2025-07-12 12:24:58.190022

    		-0.1 ms

  





  

    		2025-07-12 13:24:59.96938

    		-0.1 ms

  





  

    		2025-07-12 14:25:02.096255

    		0.3 ms

  





  

    		2025-07-12 15:25:04.079951

    		0.2 ms

  





  

    		2025-07-12 16:25:05.986356

    		0.0 ms

  





  

    		2025-07-12 17:25:10.23803

    		-0.1 ms

  





  

    		2025-07-12 18:25:12.29341

    		-0.7 ms

  





  

    		2025-07-12 19:25:14.878063

    		-1.6 ms

  





  

    		2025-07-12 20:25:17.852726

    		-2.4 ms

  





  

    		2025-07-12 21:25:19.591938

    		-2.6 ms

  





  

    		2025-07-12 22:25:21.794166

    		-0.6 ms

  





  

    		2025-07-12 23:25:23.531224

    		0.9 ms

  





  

    		2025-07-13 00:25:25.080035

    		-0.4 ms

  





  

    		2025-07-13 01:25:26.638739

    		0.1 ms

  





  

    		2025-07-13 02:25:29.591044

    		-1.0 ms

  





  

    		2025-07-13 03:25:31.21908

    		-0.4 ms

  





  

    		2025-07-13 04:25:32.896782

    		0.6 ms

  





  

    		2025-07-13 05:25:35.015745

    		0.3 ms

  





  

    		2025-07-13 06:25:37.10908

    		0.3 ms

  





  

    		2025-07-13 07:25:39.444976

    		2.4 ms

  





  

    		2025-07-13 08:25:41.34728

    		8.5 ms

  





  

    		2025-07-13 09:25:43.465133

    		0.7 ms

  





  

    		2025-07-13 10:25:45.360849

    		1.3 ms

  





  

    		2025-07-13 11:25:47.107219

    		-2.6 ms

  





  

    		2025-07-13 12:25:48.969191

    		-0.3 ms

  





  

    		2025-07-13 13:25:51.542537

    		-0.7 ms

  





  

    		2025-07-13 14:25:53.7452

    		1.3 ms

  





  

    		2025-07-13 15:25:56.138258

    		1.0 ms

  





  

    		2025-07-13 16:25:58.334836

    		-0.9 ms

  





  

    		2025-07-13 17:26:00.018474

    		-0.2 ms

  





  

    		2025-07-13 18:26:03.980341

    		0.3 ms

  





  

    		2025-07-13 19:26:06.626616

    		-1.5 ms

  





  

    		2025-07-13 20:26:08.585852

    		-2.1 ms

  





  

    		2025-07-13 21:26:10.608948

    		-3.4 ms

  





  

    		2025-07-13 22:26:13.257228

    		-4.3 ms

  





  

    		2025-07-13 23:26:15.45353

    		-3.2 ms

  





  

    		2025-07-14 00:26:17.166349

    		-4.5 ms

  





  

    		2025-07-14 01:26:18.721806

    		-4.1 ms

  





  

    		2025-07-14 02:26:21.220723

    		2.3 ms

  





  

    		2025-07-14 03:26:23.826418

    		1.7 ms

  





  

    		2025-07-14 04:26:25.29914

    		1.6 ms

  





  

    		2025-07-14 05:26:27.102004

    		3.6 ms

  





  

    		2025-07-14 06:26:29.036468

    		-0.6 ms

  





  

    		2025-07-14 07:26:31.177683

    		0.3 ms

  





  

    		2025-07-14 08:26:32.612585

    		0.6 ms

  





  

    		2025-07-14 09:26:34.322179

    		-0.1 ms

  





  

    		2025-07-14 10:26:36.291222

    		-0.4 ms

  





  

    		2025-07-14 11:26:37.880821

    		1.2 ms

  





  

    		2025-07-14 12:26:39.439455

    		0.8 ms

  





  

    		2025-07-14 13:26:41.102975

    		-1.7 ms

  





  

    		2025-07-14 14:26:43.110149

    		1.0 ms

  





  

    		2025-07-14 15:26:44.856448

    		2.1 ms

  





  

    		2025-07-14 16:26:46.950134

    		-0.3 ms

  





  

    		2025-07-14 17:26:49.987857

    		0.7 ms

  





  

    		2025-07-14 18:26:53.012727

    		-0.5 ms

  





  

    		2025-07-14 19:26:55.228775

    		0.8 ms

  





  

    		2025-07-14 20:26:57.614747

    		-0.7 ms

  





  

    		2025-07-14 21:26:59.616439

    		-0.3 ms

  





  

    		2025-07-14 22:27:01.404551

    		-1.5 ms

  





  

    		2025-07-14 23:27:03.369969

    		-1.3 ms

  





  

    		2025-07-15 00:27:05.255796

    		0.6 ms

  





  

    		2025-07-15 01:27:07.322634

    		-2.1 ms

  





  

    		2025-07-15 02:27:08.823877

    		0.5 ms

  





  

    		2025-07-15 03:27:10.716766

    		-0.9 ms

  





  

    		2025-07-15 04:27:12.865124

    		0.1 ms

  





  

    		2025-07-15 05:27:14.268816

    		-0.4 ms

  





  

    		2025-07-15 06:27:16.095773

    		0.1 ms

  





  

    		2025-07-15 07:27:17.510015

    		1.0 ms

  





  

    		2025-07-15 08:27:19.140909

    		0.0 ms

  





  

    		2025-07-15 09:27:20.611657

    		0.4 ms

  





  

    		2025-07-15 10:27:22.222724

    		-0.6 ms

  





  

    		2025-07-15 11:27:23.968263

    		0.5 ms

  





  

    		2025-07-15 12:27:25.355836

    		0.6 ms

  





  

    		2025-07-15 13:27:27.159216

    		1.4 ms

  





  

    		2025-07-15 14:27:29.006608

    		1.8 ms

  





  

    		2025-07-15 15:27:31.113684

    		1.3 ms

  





  

    		2025-07-15 16:27:33.112783

    		0.2 ms

  





  

    		2025-07-15 17:27:35.149849

    		0.1 ms

  





  

    		2025-07-15 18:27:37.658281

    		-0.3 ms

  





  

    		2025-07-15 19:27:41.769682

    		-0.1 ms

  





  

    		2025-07-15 20:27:43.795967

    		-0.4 ms

  





  

    		2025-07-15 21:27:47.832662

    		-0.1 ms

  





  

    		2025-07-15 22:27:49.657114

    		-0.4 ms

  





  

    		2025-07-15 23:27:51.577844

    		1.0 ms

  





  

    		2025-07-16 00:27:53.144265

    		1.5 ms

  





  

    		2025-07-16 01:27:54.695668

    		3.0 ms

  





  

    		2025-07-16 02:27:56.323959

    		-0.5 ms

  





  

    		2025-07-16 03:27:57.77508

    		0.3 ms

  





  

    		2025-07-16 04:27:59.571331

    		0.4 ms

  





  

    		2025-07-16 05:28:01.51343

    		1.4 ms

  





  

    		2025-07-16 06:28:04.826268

    		0.8 ms

  





  

    		2025-07-16 07:28:06.424404

    		1.5 ms

  





  

    		2025-07-16 08:28:08.086954

    		1.3 ms

  





  

    		2025-07-16 09:28:09.797479

    		-2.5 ms

  





  

    		2025-07-16 10:28:11.6695

    		0.5 ms

  





  

    		2025-07-16 11:28:13.548504

    		-0.3 ms

  





  

    		2025-07-16 12:28:14.967472

    		-0.1 ms

  





  

    		2025-07-16 13:28:16.696851

    		-0.3 ms

  





  

    		2025-07-16 14:28:19.394086

    		0.2 ms

  





  

    		2025-07-16 15:28:20.859498

    		1.0 ms

  





  

    		2025-07-16 16:28:24.421753

    		-1.4 ms

  





  

    		2025-07-16 17:28:27.401575

    		0.0 ms

  





  

    		2025-07-16 18:28:28.863826

    		0.1 ms

  





  

    		2025-07-16 19:28:31.785626

    		-1.4 ms

  





  

    		2025-07-16 20:28:34.452219

    		-0.8 ms

  





  

    		2025-07-16 21:28:36.405285

    		-1.1 ms

  





  

    		2025-07-16 22:28:38.154394

    		-0.5 ms

  





  

    		2025-07-16 23:28:39.778024

    		0.1 ms

  





  

    		2025-07-17 00:28:41.526837

    		0.4 ms

  





  

    		2025-07-17 01:28:43.203997

    		0.7 ms

  





  

    		2025-07-17 02:28:44.731824

    		0.1 ms

  





  

    		2025-07-17 03:28:46.603855

    		-0.5 ms

  





  

    		2025-07-17 04:28:48.332484

    		1.7 ms

  





  

    		2025-07-17 05:28:50.042938

    		1.0 ms

  





  

    		2025-07-17 06:28:53.018043

    		1.4 ms

  





  

    		2025-07-17 07:28:54.707648

    		0.9 ms

  





  

    		2025-07-17 08:28:56.599761

    		6.0 ms

  





  

    		2025-07-17 09:28:58.314903

    		1.6 ms

  





  

    		2025-07-17 10:29:00.269425

    		0.0 ms

  





  

    		2025-07-17 11:29:02.265738

    		6.2 ms

  





  

    		2025-07-17 12:29:03.907265

    		4.4 ms

  





  

    		2025-07-17 13:29:05.53694

    		-0.3 ms

  





  

    		2025-07-17 14:29:07.363254

    		1.2 ms

  





  

    		2025-07-17 15:29:09.715983

    		0.0 ms

  





  

    		2025-07-17 16:29:11.571246

    		-2.8 ms

  





  

    		2025-07-17 17:29:15.497581

    		0.1 ms

  





  

    		2025-07-17 18:29:18.761758

    		0.4 ms

  





  

    		2025-07-17 19:29:21.693647

    		-1.0 ms

  





  

    		2025-07-17 20:29:23.575504

    		-1.5 ms

  





  

    		2025-07-17 21:29:25.643943

    		-1.0 ms

  





  

    		2025-07-17 22:29:27.536363

    		-1.8 ms

  





  

    		2025-07-17 23:29:29.362738

    		-1.4 ms

  





  

    		2025-07-18 00:29:31.012418

    		-1.6 ms

  





  

    		2025-07-18 01:29:32.664769

    		-2.1 ms

  





  

    		2025-07-18 02:29:34.170697

    		-2.3 ms

  





  

    		2025-07-18 03:29:35.99259

    		-0.8 ms

  





  

    		2025-07-18 04:29:37.589719

    		2.1 ms

  





  

    		2025-07-18 05:29:39.443089

    		-0.4 ms

  





  

    		2025-07-18 06:29:41.249081

    		0.1 ms

  





  

    		2025-07-18 07:29:43.928706

    		1.2 ms

  





  

    		2025-07-18 08:29:45.824799

    		0.7 ms

  





  

    		2025-07-18 09:29:47.605152

    		0.8 ms

  





  

    		2025-07-18 10:29:50.267673

    		1.6 ms

  





  

    		2025-07-18 11:29:52.090321

    		1.1 ms

  





  

    		2025-07-18 12:29:53.8699

    		-0.2 ms

  





  

    		2025-07-18 13:29:55.530924

    		-0.1 ms

  





  

    		2025-07-18 14:29:57.690945

    		0.1 ms

  





  

    		2025-07-18 15:29:59.36753

    		-0.1 ms

  





  

    		2025-07-18 16:30:01.284562

    		-0.4 ms

  





  

    		2025-07-18 17:30:03.929938

    		0.2 ms

  





  

    		2025-07-18 18:30:06.199216

    		0.1 ms

  





  

    		2025-07-18 19:30:07.946254

    		1.2 ms

  





  

    		2025-07-18 20:30:09.995026

    		0.0 ms

  





  

    		2025-07-18 21:30:11.679841

    		-0.6 ms

  





  

    		2025-07-18 22:30:13.340674

    		-1.2 ms

  





  

    		2025-07-18 23:30:17.051774

    		0.6 ms

  





  

    		2025-07-19 00:30:19.531658

    		-2.9 ms

  





  

    		2025-07-19 01:30:21.485211

    		-0.4 ms

  





  

    		2025-07-19 02:30:23.222116

    		-1.4 ms

  





  

    		2025-07-19 03:30:25.172896

    		-0.6 ms

  





  

    		2025-07-19 04:30:27.146728

    		-3.1 ms

  





  

    		2025-07-19 05:30:29.186681

    		0.5 ms

  





  

    		2025-07-19 06:30:31.502468

    		2.9 ms

  





  

    		2025-07-19 07:30:33.126412

    		1.8 ms

  





  

    		2025-07-19 08:30:34.833409

    		-1.5 ms

  





  

    		2025-07-19 09:30:36.257819

    		0.7 ms

  





  

    		2025-07-19 10:30:38.721817

    		1.1 ms

  





  

    		2025-07-19 11:30:41.625113

    		1.4 ms

  





  

    		2025-07-19 12:30:43.521757

    		0.6 ms

  





  

    		2025-07-19 13:30:45.31341

    		-0.3 ms

  





  

    		2025-07-19 14:30:48.101595

    		-0.3 ms

  





  

    		2025-07-19 15:30:51.657722

    		0.8 ms

  





  

    		2025-07-19 16:30:54.723146

    		0.2 ms

  





  

    		2025-07-19 17:30:57.456759

    		0.4 ms

  





  

    		2025-07-19 18:31:00.540941

    		0.0 ms

  





  

    		2025-07-19 19:31:01.974655

    		0.6 ms

  





  

    		2025-07-19 20:31:05.632886

    		-0.6 ms

  





  

    		2025-07-19 21:31:07.223063

    		-0.8 ms

  





  

    		2025-07-19 22:31:09.108008

    		-0.2 ms

  





  

    		2025-07-19 23:31:10.689022

    		-0.5 ms

  





  

    		2025-07-20 00:31:12.181639

    		0.5 ms

  





  

    		2025-07-20 01:31:14.19476

    		0.5 ms

  





  

    		2025-07-20 02:31:15.653103

    		1.0 ms

  





  

    		2025-07-20 03:31:17.308074

    		0.6 ms

  





  

    		2025-07-20 04:31:20.003675

    		0.6 ms

  





  

    		2025-07-20 05:31:22.972311

    		-0.7 ms

  





  

    		2025-07-20 06:31:25.112995

    		0.1 ms

  





  

    		2025-07-20 07:31:26.896454

    		0.3 ms

  





  

    		2025-07-20 08:31:29.062921

    		0.2 ms

  





  

    		2025-07-20 09:31:31.136623

    		-0.6 ms

  





  

    		2025-07-20 10:31:33.872757

    		0.8 ms

  





  

    		2025-07-20 11:31:35.694876

    		0.7 ms

  





  

    		2025-07-20 12:31:38.978848

    		0.3 ms

  





  

    		2025-07-20 13:31:42.008883

    		0.2 ms

  





  

    		2025-07-20 14:31:43.780879

    		1.4 ms

  





  

    		2025-07-20 15:31:45.470924

    		0.7 ms

  





  

    		2025-07-20 16:31:47.387186

    		-1.0 ms

  





  

    		2025-07-20 17:31:50.649678

    		0.1 ms

  





  

    		2025-07-20 18:31:54.243476

    		1.3 ms

  





  

    		2025-07-20 19:31:55.753844

    		-0.1 ms

  





  

    		2025-07-20 20:31:58.431603

    		0.6 ms

  





  

    		2025-07-20 21:32:01.133842

    		-0.1 ms

  





  

    		2025-07-20 22:32:03.208864

    		-1.9 ms

  





  

    		2025-07-20 23:32:05.002846

    		-1.7 ms

  





  

    		2025-07-21 00:32:06.80985

    		-2.5 ms

  





  

    		2025-07-21 01:32:08.462932

    		0.1 ms

  





  

    		2025-07-21 02:32:10.569931

    		0.4 ms

  





  

    		2025-07-21 03:32:14.144856

    		-0.7 ms

  





  

    		2025-07-21 04:32:15.840171

    		0.6 ms

  





  

    		2025-07-21 05:32:17.787739

    		1.0 ms

  





  

    		2025-07-21 06:32:19.377357

    		-0.5 ms

  





  

    		2025-07-21 07:32:21.280938

    		0.1 ms

  





  

    		2025-07-21 08:32:23.083164

    		1.4 ms

  





  

    		2025-07-21 09:32:24.76564

    		0.9 ms

  





  

    		2025-07-21 10:32:26.277211

    		1.9 ms

  





  

    		2025-07-21 11:32:27.840719

    		0.7 ms

  





  

    		2025-07-21 12:32:29.794903

    		0.8 ms

  





  

    		2025-07-21 13:32:31.505385

    		0.3 ms

  





  

    		2025-07-21 14:32:33.306682

    		0.7 ms

  





  

    		2025-07-21 15:32:35.103095

    		-1.0 ms

  





  

    		2025-07-21 16:32:36.730775

    		0.3 ms

  





  

    		2025-07-21 17:32:39.059089

    		-0.7 ms

  





  

    		2025-07-21 18:32:40.833778

    		-1.0 ms

  





  

    		2025-07-21 19:32:42.893221

    		-0.2 ms

  





  

    		2025-07-21 20:32:44.439254

    		0.5 ms

  





  

    		2025-07-21 21:32:46.623143

    		-0.1 ms

  





  

    		2025-07-21 22:32:48.668261

    		0.3 ms

  





  

    		2025-07-21 23:32:50.598772

    		0.6 ms

  





  

    		2025-07-22 00:32:52.361645

    		1.1 ms

  





  

    		2025-07-22 01:32:53.940256

    		-0.5 ms

  





  

    		2025-07-22 02:32:55.830699

    		-0.6 ms

  





  

    		2025-07-22 03:32:58.098874

    		-0.7 ms

  





  

    		2025-07-22 04:32:59.787436

    		0.6 ms

  





  

    		2025-07-22 05:33:01.830946

    		0.9 ms

  





  

    		2025-07-22 06:33:04.859558

    		0.2 ms

  





  

    		2025-07-22 07:33:06.797581

    		0.4 ms

  





  

    		2025-07-22 08:33:08.651284

    		2.0 ms

  





  

    		2025-07-22 09:33:10.438564

    		0.6 ms

  





  

    		2025-07-22 10:33:12.350645

    		1.6 ms

  





  

    		2025-07-22 11:33:14.514427

    		0.8 ms

  





  

    		2025-07-22 12:33:16.695936

    		0.3 ms

  





  

    		2025-07-22 13:33:18.728265

    		0.0 ms

  





  

    		2025-07-22 14:33:20.759163

    		0.9 ms

  





  

    		2025-07-22 15:33:22.53567

    		-0.5 ms

  





  

    		2025-07-22 16:33:24.037824

    		0.5 ms

  





  

    		2025-07-22 17:33:26.882825

    		-0.2 ms

  





  

    		2025-07-22 18:33:30.049759

    		0.1 ms

  





  

    		2025-07-22 19:33:31.915364

    		0.7 ms

  





  

    		2025-07-22 20:33:34.418114

    		1.6 ms

  





  

    		2025-07-22 21:33:36.42084

    		1.1 ms

  





  

    		2025-07-22 22:33:38.695384

    		0.0 ms

  





  

    		2025-07-22 23:33:40.502824

    		2.5 ms

  





  

    		2025-07-23 00:33:42.233347

    		0.8 ms

  





  

    		2025-07-23 01:33:44.022087

    		-0.3 ms

  





  

    		2025-07-23 02:33:45.820348

    		0.5 ms

  





  

    		2025-07-23 03:33:47.287371

    		-0.4 ms

  





  

    		2025-07-23 04:33:48.957504

    		-1.0 ms

  





  

    		2025-07-23 05:33:51.712197

    		-0.5 ms

  





  

    		2025-07-23 06:33:54.806996

    		-1.9 ms

  





  

    		2025-07-23 07:33:56.740336

    		-0.3 ms

  





  

    		2025-07-23 08:33:58.235495

    		0.0 ms

  





  

    		2025-07-23 09:34:01.149059

    		1.5 ms

  





  

    		2025-07-23 10:34:02.880993

    		0.1 ms

  





  

    		2025-07-23 11:34:04.365022

    		1.7 ms

  





  

    		2025-07-23 12:34:06.678714

    		0.2 ms

  





  

    		2025-07-23 13:34:08.301824

    		0.0 ms

  





  

    		2025-07-23 14:34:10.023234

    		-2.1 ms

  





  

    		2025-07-23 15:34:13.06716

    		-0.3 ms

  





  

    		2025-07-23 16:34:14.930924

    		0.4 ms

  





  

    		2025-07-23 17:34:16.682014

    		0.7 ms

  





  

    		2025-07-23 18:34:19.196409

    		0.9 ms

  





  

    		2025-07-23 19:34:21.472694

    		0.3 ms

  





  

    		2025-07-23 20:34:23.963159

    		1.3 ms

  





  

    		2025-07-23 21:34:25.625623

    		0.5 ms

  





  

    		2025-07-23 22:34:27.716284

    		-1.8 ms

  





  

    		2025-07-23 23:34:29.391981

    		-2.6 ms

  





  

    		2025-07-24 00:34:31.401624

    		-3.0 ms

  





  

    		2025-07-24 01:34:33.294819

    		-3.0 ms

  





  

    		2025-07-24 02:34:34.736191

    		-1.9 ms

  





  

    		2025-07-24 03:34:36.610241

    		-0.5 ms

  





  

    		2025-07-24 04:34:38.718966

    		1.7 ms

  





  

    		2025-07-24 05:34:40.545308

    		2.3 ms

  





  

    		2025-07-24 06:34:44.163278

    		-1.9 ms

  





  

    		2025-07-24 07:34:46.492077

    		-0.5 ms

  





  

    		2025-07-24 08:34:48.20487

    		1.1 ms

  





  

    		2025-07-24 09:34:49.9499

    		-0.8 ms

  





  

    		2025-07-24 10:34:51.673814

    		0.2 ms

  





  

    		2025-07-24 11:34:53.225631

    		0.1 ms

  





  

    		2025-07-24 12:34:54.822505

    		0.3 ms

  





  

    		2025-07-24 13:34:56.824892

    		1.6 ms

  





  

    		2025-07-24 14:34:58.880644

    		1.4 ms

  





  

    		2025-07-24 15:35:00.495529

    		-0.1 ms

  





  

    		2025-07-24 16:35:03.149086

    		0.0 ms

  





  

    		2025-07-24 17:35:07.33065

    		-1.5 ms

  





  

    		2025-07-24 18:35:09.68823

    		1.2 ms

  





  

    		2025-07-24 19:35:11.457005

    		1.1 ms

  





  

    		2025-07-24 20:35:13.007833

    		-0.8 ms

  





  

    		2025-07-24 21:35:15.666623

    		0.2 ms

  





  

    		2025-07-24 22:35:17.36835

    		0.8 ms

  





  

    		2025-07-24 23:35:19.862593

    		0.3 ms

  





  

    		2025-07-25 00:35:22.064096

    		0.6 ms

  





  

    		2025-07-25 01:35:23.653189

    		-0.6 ms

  





  

    		2025-07-25 02:35:25.368378

    		0.5 ms

  





  

    		2025-07-25 03:35:27.692002

    		0.1 ms

  





  

    		2025-07-25 04:35:29.990866

    		-0.1 ms

  





  

    		2025-07-25 05:35:32.084614

    		3.3 ms

  





  

    		2025-07-25 06:35:33.866652

    		-0.6 ms

  





  

    		2025-07-25 07:35:36.251468

    		-0.3 ms

  





  

    		2025-07-25 08:35:37.699157

    		0.1 ms

  





  

    		2025-07-25 09:35:39.127074

    		0.7 ms

  





  

    		2025-07-25 10:35:40.6443

    		0.1 ms

  





  

    		2025-07-25 11:35:43.240969

    		0.5 ms

  





  

    		2025-07-25 12:35:45.025267

    		0.8 ms

  





  

    		2025-07-25 13:35:47.140296

    		1.3 ms

  





  

    		2025-07-25 14:35:48.874123

    		0.1 ms

  





  

    		2025-07-25 15:35:50.432239

    		0.6 ms

  





  

    		2025-07-25 16:35:52.064228

    		1.5 ms

  





  

    		2025-07-25 17:35:54.350634

    		-1.9 ms

  





  

    		2025-07-25 18:35:58.143904

    		-0.6 ms

  





  

    		2025-07-25 19:36:00.47988

    		-1.1 ms

  





  

    		2025-07-25 20:36:02.72932

    		-2.7 ms

  





  

    		2025-07-25 21:36:04.36629

    		0.0 ms

  





  

    		2025-07-25 22:36:06.269802

    		-0.4 ms

  





  

    		2025-07-25 23:36:08.076574

    		-0.8 ms

  





  

    		2025-07-26 00:36:09.684466

    		-1.5 ms

  





  

    		2025-07-26 01:36:11.060556

    		-0.3 ms

  





  

    		2025-07-26 02:36:12.570245

    		-0.6 ms

  





  

    		2025-07-26 03:36:14.689873

    		-0.5 ms

  





  

    		2025-07-26 04:36:16.399569

    		0.7 ms

  





  

    		2025-07-26 05:36:18.43295

    		0.3 ms

  





  

    		2025-07-26 06:36:21.022606

    		0.9 ms

  





  

    		2025-07-26 07:36:22.689923

    		0.1 ms

  





  

    		2025-07-26 08:36:24.507662

    		0.2 ms

  





  

    		2025-07-26 09:36:26.238639

    		0.3 ms

  





  

    		2025-07-26 10:36:27.9804

    		0.7 ms

  





  

    		2025-07-26 11:36:30.120976

    		0.1 ms

  





  

    		2025-07-26 12:36:31.984924

    		-0.2 ms

  





  

    		2025-07-26 13:36:35.928715

    		-0.6 ms

  





  

    		2025-07-26 14:36:37.943394

    		2.0 ms

  





  

    		2025-07-26 15:36:39.608183

    		-0.1 ms

  





  

    		2025-07-26 16:36:41.42358

    		0.8 ms

  





  

    		2025-07-26 17:36:43.709166

    		-1.0 ms

  





  

    		2025-07-26 18:36:46.501394

    		-0.7 ms

  





  

    		2025-07-26 19:36:49.116567

    		-2.6 ms

  





  

    		2025-07-26 20:36:51.477866

    		-2.6 ms

  





  

    		2025-07-26 21:36:54.665047

    		-1.1 ms

  





  

    		2025-07-26 22:36:56.363105

    		-0.6 ms

  





  

    		2025-07-26 23:36:57.808351

    		-1.2 ms

  





  

    		2025-07-27 00:36:59.529047

    		-1.8 ms

  





  

    		2025-07-27 01:37:00.950405

    		-2.5 ms

  





  

    		2025-07-27 02:37:03.636831

    		-0.8 ms

  





  

    		2025-07-27 03:37:05.282049

    		0.4 ms

  





  

    		2025-07-27 04:37:08.771723

    		0.4 ms

  





  

    		2025-07-27 05:37:10.585843

    		-1.1 ms

  





  

    		2025-07-27 06:37:12.707433

    		1.2 ms

  





  

    		2025-07-27 07:37:14.844622

    		-0.5 ms

  





  

    		2025-07-27 08:37:17.822667

    		-0.4 ms

  





  

    		2025-07-27 09:37:20.288883

    		1.8 ms

  





  

    		2025-07-27 10:37:22.043239

    		1.5 ms

  





  

    		2025-07-27 11:37:23.733571

    		1.1 ms

  





  

    		2025-07-27 12:37:25.351731

    		0.8 ms

  





  

    		2025-07-27 13:37:27.131014

    		0.9 ms

  





  

    		2025-07-27 14:37:29.472427

    		0.1 ms

  





  

    		2025-07-27 15:37:31.210149

    		2.1 ms

  





  

    		2025-07-27 16:37:33.092517

    		0.9 ms

  





  

    		2025-07-27 17:37:35.112981

    		-0.1 ms

  





  

    		2025-07-27 18:37:36.992346

    		-0.6 ms

  





  

    		2025-07-27 19:37:39.294244

    		0.5 ms

  





  

    		2025-07-27 20:37:42.178229

    		1.7 ms

  





  

    		2025-07-27 21:37:44.177598

    		-0.7 ms

  





  

    		2025-07-27 22:37:45.645809

    		0.2 ms

  





  

    		2025-07-27 23:37:47.368482

    		0.1 ms

  





  

    		2025-07-28 00:37:49.100639

    		-0.6 ms

  





  

    		2025-07-28 01:37:50.703931

    		1.3 ms

  





  

    		2025-07-28 02:37:52.480907

    		0.5 ms

  





  

    		2025-07-28 03:37:54.406963

    		1.4 ms

  





  

    		2025-07-28 04:37:57.320675

    		1.2 ms

  





  

    		2025-07-28 05:38:01.056697

    		1.2 ms

  





  

    		2025-07-28 06:38:02.68171

    		0.0 ms

  





  

    		2025-07-28 07:38:04.769588

    		0.4 ms

  





  

    		2025-07-28 08:38:06.195597

    		1.7 ms

  





  

    		2025-07-28 09:38:07.719696

    		2.5 ms

  





  

    		2025-07-28 10:38:09.310309

    		0.1 ms

  





  

    		2025-07-28 11:38:11.685278

    		-1.3 ms

  





  

    		2025-07-28 12:38:13.390838

    		1.3 ms

  





  

    		2025-07-28 13:38:14.919695

    		0.0 ms

  





  

    		2025-07-28 14:38:16.630716

    		0.8 ms

  





  

    		2025-07-28 15:38:18.619837

    		1.1 ms

  





  

    		2025-07-28 16:38:20.184115

    		1.1 ms

  





  

    		2025-07-28 17:38:22.274527

    		0.1 ms

  





  

    		2025-07-28 18:38:23.848541

    		-0.3 ms

  





  

    		2025-07-28 19:38:25.765906

    		0.0 ms

  





  

    		2025-07-28 20:38:28.841117

    		-0.8 ms

  





  

    		2025-07-28 21:38:31.414248

    		-0.7 ms

  





  

    		2025-07-28 22:38:33.468993

    		-1.0 ms

  





  

    		2025-07-28 23:38:35.152957

    		-1.2 ms

  





  

    		2025-07-29 00:38:36.674317

    		-0.2 ms

  





  

    		2025-07-29 01:38:38.344917

    		-0.1 ms

  





  

    		2025-07-29 02:38:40.713876

    		-0.8 ms

  





  

    		2025-07-29 03:38:43.145038

    		2.3 ms

  





  

    		2025-07-29 04:38:45.374227

    		3.3 ms

  





  

    		2025-07-29 05:38:47.184941

    		0.4 ms

  





  

    		2025-07-29 06:38:49.285252

    		-0.4 ms

  





  

    		2025-07-29 07:38:51.002853

    		0.7 ms

  





  

    		2025-07-29 08:38:52.619866

    		0.7 ms

  





  

    		2025-07-29 09:38:54.165197

    		-0.3 ms

  





  

    		2025-07-29 10:38:56.146729

    		0.7 ms

  





  

    		2025-07-29 11:38:57.850454

    		1.7 ms

  





  

    		2025-07-29 12:38:59.414001

    		0.2 ms

  





  

    		2025-07-29 13:39:01.019751

    		1.5 ms

  





  

    		2025-07-29 14:39:02.757684

    		0.8 ms

  





  

    		2025-07-29 15:39:05.481423

    		0.0 ms

  





  

    		2025-07-29 16:39:07.602467

    		1.3 ms

  





  

    		2025-07-29 17:39:10.208542

    		-2.0 ms

  





  

    		2025-07-29 18:39:12.523643

    		-0.5 ms

  





  

    		2025-07-29 19:39:15.118159

    		-1.0 ms

  





  

    		2025-07-29 20:39:16.728406

    		-0.3 ms

  





  

    		2025-07-29 21:39:18.547408

    		-0.3 ms

  





  

    		2025-07-29 22:39:20.039625

    		-0.2 ms

  





  

    		2025-07-29 23:39:21.855745

    		-0.2 ms

  





  

    		2025-07-30 00:39:23.537798

    		0.4 ms

  





  

    		2025-07-30 01:39:25.360401

    		-2.5 ms

  





  

    		2025-07-30 02:39:27.233506

    		-2.4 ms

  





  

    		2025-07-30 03:39:28.882033

    		-0.7 ms

  





  

    		2025-07-30 04:39:30.444826

    		0.3 ms

  





  

    		2025-07-30 05:39:32.286482

    		0.9 ms

  





  

    		2025-07-30 06:39:34.251332

    		-0.4 ms

  





  

    		2025-07-30 07:39:35.812802

    		0.0 ms

  





  

    		2025-07-30 08:39:37.56236

    		0.5 ms

  





  

    		2025-07-30 09:39:39.68761

    		2.1 ms

  





  

    		2025-07-30 10:39:41.143188

    		1.8 ms

  





  

    		2025-07-30 11:39:42.776695

    		-2.5 ms

  





  

    		2025-07-30 12:39:45.702078

    		1.4 ms

  





  

    		2025-07-30 13:39:47.217667

    		0.9 ms

  





  

    		2025-07-30 14:39:49.22078

    		0.7 ms

  





  

    		2025-07-30 15:39:50.801831

    		-0.4 ms

  





  

    		2025-07-30 16:39:53.5596

    		1.0 ms

  





  

    		2025-07-30 17:39:55.156321

    		0.6 ms

  





  

    		2025-07-30 18:39:57.126573

    		0.2 ms

  





  

    		2025-07-30 19:39:59.763941

    		0.4 ms

  





  

    		2025-07-30 20:40:01.925285

    		1.0 ms

  





  

    		2025-07-30 21:40:03.857103

    		-1.5 ms

  





  

    		2025-07-30 22:40:05.789802

    		-2.2 ms

  





  

    		2025-07-30 23:40:07.683213

    		-1.7 ms

  





  

    		2025-07-31 00:40:09.456377

    		-0.7 ms

  





  

    		2025-07-31 01:40:12.019244

    		-1.0 ms

  





  

    		2025-07-31 02:40:13.788684

    		-0.5 ms

  





  

    		2025-07-31 03:40:15.527969

    		-1.3 ms

  





  

    		2025-07-31 04:40:17.009873

    		0.6 ms

  





  

    		2025-07-31 05:40:18.865841

    		0.4 ms

  





  

    		2025-07-31 06:40:20.869741

    		-1.5 ms

  





  

    		2025-07-31 07:40:22.274481

    		0.0 ms

  





  

    		2025-07-31 08:40:23.757437

    		1.0 ms

  





  

    		2025-07-31 09:40:25.416895

    		0.4 ms

  





  

    		2025-07-31 10:40:27.450998

    		0.1 ms

  





  

    		2025-07-31 11:40:28.916595

    		-0.1 ms

  





  

    		2025-07-31 12:40:31.792943

    		0.2 ms

  





  

    		2025-07-31 13:40:33.544395

    		1.1 ms

  





  

    		2025-07-31 14:40:34.926651

    		3.8 ms

  





  

    		2025-07-31 15:40:36.676131

    		-0.7 ms

  





  

    		2025-07-31 16:40:39.380543

    		-0.2 ms

  





  

    		2025-07-31 17:40:41.876566

    		1.0 ms

  





  

    		2025-07-31 18:40:45.896812

    		-0.5 ms

  





  

    		2025-07-31 19:40:47.747105

    		0.0 ms

  





  

    		2025-07-31 20:40:49.264312

    		-0.7 ms

  





  

    		2025-07-31 21:40:51.014379

    		-0.4 ms

  





  

    		2025-07-31 22:40:52.624465

    		-0.1 ms

  





  

    		2025-07-31 23:40:54.486606

    		-0.9 ms

  





  

    		2025-08-01 00:40:55.987098

    		-1.1 ms

  





  

    		2025-08-01 01:40:57.812019

    		-0.2 ms

  





  

    		2025-08-01 02:40:59.520066

    		-1.1 ms

  





  

    		2025-08-01 03:41:03.895109

    		0.1 ms

  





  

    		2025-08-01 04:41:05.461907

    		0.4 ms

  





  

    		2025-08-01 05:41:07.97913

    		-0.9 ms

  





  

    		2025-08-01 06:41:11.384504

    		-1.2 ms

  





  

    		2025-08-01 07:41:13.818366

    		-1.5 ms

  





  

    		2025-08-01 08:41:15.986833

    		1.2 ms

  





  

    		2025-08-01 09:41:17.482252

    		0.6 ms

  





  

    		2025-08-01 10:41:19.873956

    		-0.4 ms

  





  

    		2025-08-01 11:41:21.944238

    		-0.4 ms

  





  

    		2025-08-01 12:41:23.552858

    		0.2 ms

  





  

    		2025-08-01 13:41:25.225256

    		0.4 ms

  





  

    		2025-08-01 14:41:27.272161

    		-0.8 ms

  





  

    		2025-08-01 15:41:29.096283

    		-1.3 ms

  





  

    		2025-08-01 16:41:31.119591

    		0.3 ms

  





  

    		2025-08-01 17:41:32.515377

    		0.7 ms

  





  

    		2025-08-01 18:41:34.094876

    		-0.4 ms

  





  

    		2025-08-01 19:41:35.605257

    		1.0 ms

  





  

    		2025-08-01 20:41:37.424421

    		-0.5 ms

  





  

    		2025-08-01 21:41:38.92718

    		-0.9 ms

  





  

    		2025-08-01 22:41:40.50488

    		-1.5 ms

  





  

    		2025-08-01 23:41:44.027609

    		-0.5 ms

  





  

    		2025-08-02 00:41:45.888251

    		-2.3 ms

  





  

    		2025-08-02 01:41:47.722809

    		-2.3 ms

  





  

    		2025-08-02 02:41:49.511571

    		0.4 ms

  





  

    		2025-08-02 03:41:53.805769

    		0.2 ms

  





  

    		2025-08-02 04:41:55.452851

    		0.1 ms

  





  

    		2025-08-02 05:41:57.290946

    		0.2 ms

  





  

    		2025-08-02 06:41:59.028219

    		-0.6 ms

  





  

    		2025-08-02 07:42:00.839943

    		-1.4 ms

  





  

    		2025-08-02 08:42:03.032633

    		0.0 ms

  





  

    		2025-08-02 09:42:04.838867

    		0.6 ms

  





  

    		2025-08-02 10:42:06.553478

    		1.8 ms

  





  

    		2025-08-02 11:42:08.530316

    		1.0 ms

  





  

    		2025-08-02 12:42:10.457033

    		1.2 ms

  





  

    		2025-08-02 13:42:12.444738

    		-0.4 ms

  





  

    		2025-08-02 14:42:14.192675

    		1.1 ms

  





  

    		2025-08-02 15:42:16.150514

    		-0.6 ms

  





  

    		2025-08-02 16:42:19.273565

    		-0.1 ms

  





  

    		2025-08-02 17:42:20.914562

    		-0.4 ms

  





  

    		2025-08-02 18:42:22.771587

    		-0.5 ms

  





  

    		2025-08-02 19:42:24.805211

    		-0.1 ms

  





  

    		2025-08-02 20:42:27.04313

    		0.3 ms

  





  

    		2025-08-02 21:42:29.011213

    		0.4 ms

  





  

    		2025-08-02 22:42:31.114042

    		2.6 ms

  





  

    		2025-08-02 23:42:32.730352

    		2.8 ms

  





  

    		2025-08-03 00:42:34.197518

    		3.1 ms

  





  

    		2025-08-03 01:42:37.31198

    		0.3 ms

  





  

    		2025-08-03 02:42:38.970983

    		0.2 ms

  





  

    		2025-08-03 03:42:41.738644

    		-0.3 ms

  





  

    		2025-08-03 04:42:45.101165

    		0.4 ms

  





  

    		2025-08-03 05:42:47.346103

    		-0.2 ms

  





  

    		2025-08-03 06:42:49.179907

    		0.4 ms

  





  

    		2025-08-03 07:42:50.999147

    		-0.4 ms

  





  

    		2025-08-03 08:42:53.19437

    		-0.8 ms

  





  

    		2025-08-03 09:42:55.119246

    		0.0 ms

  





  

    		2025-08-03 10:42:56.79282

    		-4.9 ms

  





  

    		2025-08-03 11:42:58.838143

    		-0.2 ms

  





  

    		2025-08-03 12:43:01.04616

    		3.1 ms

  





  

    		2025-08-03 13:43:03.356816

    		-0.1 ms

  





  

    		2025-08-03 14:43:06.152889

    		1.9 ms

  





  

    		2025-08-03 15:43:07.669591

    		0.8 ms

  





  

    		2025-08-03 16:43:10.033158

    		0.0 ms

  





  

    		2025-08-03 17:43:11.804764

    		-2.4 ms

  





  

    		2025-08-03 18:43:13.500861

    		-0.6 ms

  





  

    		2025-08-03 19:43:16.680022

    		-0.1 ms

  





  

    		2025-08-03 20:43:19.198581

    		-0.3 ms

  





  

    		2025-08-03 21:43:22.614803

    		0.1 ms

  





  

    		2025-08-03 22:43:24.310388

    		-0.5 ms

  





  

    		2025-08-03 23:43:26.79265

    		1.8 ms

  





  

    		2025-08-04 00:43:28.680766

    		1.4 ms

  





  

    		2025-08-04 01:43:31.685885

    		-0.6 ms

  





  

    		2025-08-04 02:43:33.532944

    		0.0 ms

  





  

    		2025-08-04 03:43:36.25587

    		-1.4 ms

  





  

    		2025-08-04 04:43:37.668905

    		-0.2 ms

  





  

    		2025-08-04 05:43:39.184209

    		0.8 ms

  





  

    		2025-08-04 06:43:40.766938

    		-0.3 ms

  





  

    		2025-08-04 07:43:42.846324

    		1.4 ms

  





  

    		2025-08-04 08:43:44.417387

    		-0.4 ms

  





  

    		2025-08-04 09:43:46.195048

    		-2.3 ms

  





  

    		2025-08-04 10:43:48.09784

    		-2.2 ms

  





  

    		2025-08-04 11:43:50.275578

    		-0.3 ms

  





  

    		2025-08-04 12:43:52.553133

    		-3.1 ms

  





  

    		2025-08-04 13:43:54.254614

    		0.7 ms

  





  

    		2025-08-04 14:43:55.790619

    		0.2 ms

  





  

    		2025-08-04 15:43:57.547383

    		-0.1 ms

  





  

    		2025-08-04 16:43:59.185417

    		-0.3 ms

  





  

    		2025-08-04 17:44:01.518989

    		0.3 ms

  





  

    		2025-08-04 18:44:03.148756

    		-1.3 ms

  





  

    		2025-08-04 19:44:05.650595

    		0.7 ms

  





  

    		2025-08-04 20:44:07.727419

    		0.0 ms

  





  

    		2025-08-04 21:44:09.483893

    		0.0 ms

  





  

    		2025-08-04 22:44:11.143657

    		-0.3 ms

  





  

    		2025-08-04 23:44:12.555197

    		-0.2 ms

  





  

    		2025-08-05 00:44:14.146307

    		0.6 ms

  





  

    		2025-08-05 01:44:15.827384

    		0.4 ms

  





  

    		2025-08-05 02:44:18.57355

    		0.8 ms

  





  

    		2025-08-05 03:44:20.505902

    		-0.4 ms

  





  

    		2025-08-05 04:44:22.253388

    		1.2 ms

  





  

    		2025-08-05 05:44:25.476679

    		0.2 ms

  





  

    		2025-08-05 06:44:27.869619

    		-0.6 ms

  





  

    		2025-08-05 07:44:29.691879

    		4.1 ms

  





  

    		2025-08-05 08:44:31.928338

    		1.3 ms

  





  

    		2025-08-05 09:44:33.467127

    		0.8 ms

  





  

    		2025-08-05 10:44:35.573019

    		0.0 ms

  





  

    		2025-08-05 11:44:37.277415

    		0.9 ms

  





  

    		2025-08-05 12:44:39.523903

    		-0.8 ms

  





  

    		2025-08-05 13:44:41.815146

    		1.0 ms

  





  

    		2025-08-05 14:44:44.277787

    		2.4 ms

  





  

    		2025-08-05 15:44:46.144235

    		-0.5 ms

  





  

    		2025-08-05 16:44:48.085303

    		-0.3 ms

  





  

    		2025-08-05 17:44:50.122429

    		0.0 ms

  





  

    		2025-08-05 18:44:51.499852

    		-0.9 ms

  





  

    		2025-08-05 19:44:54.896485

    		0.5 ms

  





  

    		2025-08-05 20:44:56.965323

    		-0.7 ms

  





  

    		2025-08-05 21:44:58.84096

    		-0.5 ms

  





  

    		2025-08-05 22:45:00.483078

    		-0.3 ms

  





  

    		2025-08-05 23:45:02.250585

    		0.1 ms

  





  

    		2025-08-06 00:45:05.059808

    		-0.7 ms

  





  

    		2025-08-06 01:45:06.663167

    		0.4 ms

  





  

    		2025-08-06 02:45:08.425993

    		-0.4 ms

  





  

    		2025-08-06 03:45:10.96052

    		-1.7 ms

  





  

    		2025-08-06 04:45:12.741798

    		-0.9 ms

  





  

    		2025-08-06 05:45:14.219918

    		0.4 ms

  





  

    		2025-08-06 06:45:16.428972

    		1.0 ms

  





  

    		2025-08-06 07:45:19.418939

    		0.2 ms

  





  

    		2025-08-06 08:45:21.105117

    		0.4 ms

  





  

    		2025-08-06 09:45:22.61033

    		0.6 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.08 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.970%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-06-25 17:10:47.623812 UTC and 2025-08-06 08:45:21.105117 UTC:







  		Time collected

  		Clock offset







  

    		2025-06-25 17:10:47.623812

    		-0.8 ms

  





  

    		2025-06-25 18:10:49.404575

    		-0.4 ms

  





  

    		2025-06-25 19:10:52.960908

    		-0.2 ms

  





  

    		2025-06-25 20:10:56.616049

    		1.3 ms

  





  

    		2025-06-25 21:10:58.86448

    		-0.4 ms

  





  

    		2025-06-25 22:11:00.708762

    		-0.3 ms

  





  

    		2025-06-25 23:11:02.274381

    		-0.8 ms

  





  

    		2025-06-26 00:11:04.206646

    		-1.7 ms

  





  

    		2025-06-26 01:11:06.510864

    		-0.1 ms

  





  

    		2025-06-26 02:11:08.21882

    		0.6 ms

  





  

    		2025-06-26 03:11:09.936989

    		-0.5 ms

  





  

    		2025-06-26 04:11:11.758607

    		0.3 ms

  





  

    		2025-06-26 05:11:13.708053

    		-0.2 ms

  





  

    		2025-06-26 06:11:15.971095

    		0.6 ms

  





  

    		2025-06-26 07:11:18.89546

    		0.1 ms

  





  

    		2025-06-26 08:11:20.822362

    		0.7 ms

  





  

    		2025-06-26 09:11:22.901727

    		-0.7 ms

  





  

    		2025-06-26 10:11:25.656979

    		0.8 ms

  





  

    		2025-06-26 11:11:27.686791

    		-0.2 ms

  





  

    		2025-06-26 12:11:29.50496

    		3.5 ms

  





  

    		2025-06-26 13:11:31.092303

    		-0.9 ms

  





  

    		2025-06-26 14:11:33.087642

    		-0.3 ms

  





  

    		2025-06-26 15:11:34.917434

    		-0.1 ms

  





  

    		2025-06-26 16:11:37.692478

    		-0.2 ms

  





  

    		2025-06-26 17:11:40.987105

    		0.3 ms

  





  

    		2025-06-26 18:11:42.933929

    		0.2 ms

  





  

    		2025-06-26 19:11:45.086507

    		-1.5 ms

  





  

    		2025-06-26 20:11:47.172976

    		-1.7 ms

  





  

    		2025-06-26 21:11:48.899008

    		-0.2 ms

  





  

    		2025-06-26 22:11:50.636893

    		-0.5 ms

  





  

    		2025-06-26 23:11:52.291528

    		-0.3 ms

  





  

    		2025-06-27 00:11:53.84408

    		-0.7 ms

  





  

    		2025-06-27 01:11:55.633162

    		-1.9 ms

  





  

    		2025-06-27 02:11:57.271727

    		-2.2 ms

  





  

    		2025-06-27 03:11:59.605147

    		-0.5 ms

  





  

    		2025-06-27 04:12:01.612271

    		-0.4 ms

  





  

    		2025-06-27 05:12:03.705689

    		-0.1 ms

  





  

    		2025-06-27 06:12:06.017953

    		0.6 ms

  





  

    		2025-06-27 07:12:08.909708

    		0.7 ms

  





  

    		2025-06-27 08:12:10.423335

    		-0.1 ms

  





  

    		2025-06-27 09:12:12.191473

    		2.8 ms

  





  

    		2025-06-27 10:12:14.843305

    		0.0 ms

  





  

    		2025-06-27 11:12:16.392186

    		0.8 ms

  





  

    		2025-06-27 12:12:18.380523

    		1.5 ms

  





  

    		2025-06-27 13:12:21.08615

    		-0.3 ms

  





  

    		2025-06-27 14:12:24.154977

    		0.1 ms

  





  

    		2025-06-27 15:12:25.76303

    		0.6 ms

  





  

    		2025-06-27 16:12:28.304227

    		1.2 ms

  





  

    		2025-06-27 17:12:31.579673

    		0.6 ms

  





  

    		2025-06-27 18:12:33.253691

    		0.2 ms

  





  

    		2025-06-27 19:12:35.252695

    		0.1 ms

  





  

    		2025-06-27 20:12:36.769582

    		0.1 ms

  





  

    		2025-06-27 21:12:38.765736

    		9.7 ms

  





  

    		2025-06-27 22:12:41.082812

    		1.7 ms

  





  

    		2025-06-27 23:12:43.266558

    		1.3 ms

  





  

    		2025-06-28 00:12:45.35662

    		1.5 ms

  





  

    		2025-06-28 01:12:47.089722

    		-0.2 ms

  





  

    		2025-06-28 02:12:48.67794

    		-1.0 ms

  





  

    		2025-06-28 03:12:50.317429

    		-0.8 ms

  





  

    		2025-06-28 04:12:51.751287

    		-1.3 ms

  





  

    		2025-06-28 05:12:53.541818

    		-0.7 ms

  





  

    		2025-06-28 06:12:56.320987

    		0.8 ms

  





  

    		2025-06-28 07:12:58.380107

    		1.8 ms

  





  

    		2025-06-28 08:13:01.292412

    		0.9 ms

  





  

    		2025-06-28 09:13:02.967815

    		1.4 ms

  





  

    		2025-06-28 10:13:04.538725

    		0.9 ms

  





  

    		2025-06-28 11:13:06.020467

    		0.4 ms

  





  

    		2025-06-28 12:13:07.616722

    		-0.1 ms

  





  

    		2025-06-28 13:13:10.659929

    		-1.2 ms

  





  

    		2025-06-28 14:13:13.303238

    		1.4 ms

  





  

    		2025-06-28 15:13:14.849782

    		0.6 ms

  





  

    		2025-06-28 16:13:17.221083

    		0.2 ms

  





  

    		2025-06-28 17:13:19.36053

    		-1.6 ms

  





  

    		2025-06-28 18:13:22.333298

    		-0.2 ms

  





  

    		2025-06-28 19:13:25.436303

    		0.1 ms

  





  

    		2025-06-28 20:13:28.137851

    		-0.4 ms

  





  

    		2025-06-28 21:13:30.231647

    		0.6 ms

  





  

    		2025-06-28 22:13:31.715503

    		0.0 ms

  





  

    		2025-06-28 23:13:33.109087

    		-1.8 ms

  





  

    		2025-06-29 00:13:34.980614

    		0.0 ms

  





  

    		2025-06-29 01:13:36.488498

    		0.0 ms

  





  

    		2025-06-29 02:13:38.361577

    		0.0 ms

  





  

    		2025-06-29 03:13:39.85401

    		0.8 ms

  





  

    		2025-06-29 04:13:41.815389

    		-0.9 ms

  





  

    		2025-06-29 05:13:43.416717

    		-1.1 ms

  





  

    		2025-06-29 06:13:46.129212

    		1.8 ms

  





  

    		2025-06-29 07:13:47.815543

    		0.4 ms

  





  

    		2025-06-29 08:13:49.348308

    		1.0 ms

  





  

    		2025-06-29 09:13:50.922782

    		1.0 ms

  





  

    		2025-06-29 10:13:53.029295

    		0.5 ms

  





  

    		2025-06-29 11:13:55.064411

    		0.6 ms

  





  

    		2025-06-29 12:13:56.875343

    		1.7 ms

  





  

    		2025-06-29 13:13:58.302886

    		0.0 ms

  





  

    		2025-06-29 14:14:00.391229

    		0.8 ms

  





  

    		2025-06-29 15:14:02.841357

    		1.9 ms

  





  

    		2025-06-29 16:14:04.882342

    		-0.8 ms

  





  

    		2025-06-29 17:14:07.185172

    		0.6 ms

  





  

    		2025-06-29 18:14:09.35736

    		-1.1 ms

  





  

    		2025-06-29 19:14:13.41564

    		0.1 ms

  





  

    		2025-06-29 20:14:15.222228

    		-0.5 ms

  





  

    		2025-06-29 21:14:17.88576

    		-0.9 ms

  





  

    		2025-06-29 22:14:19.748578

    		-2.4 ms

  





  

    		2025-06-29 23:14:21.202641

    		-3.8 ms

  





  

    		2025-06-30 00:14:22.812132

    		-0.5 ms

  





  

    		2025-06-30 01:14:25.210075

    		-0.2 ms

  





  

    		2025-06-30 02:14:26.930545

    		-0.6 ms

  





  

    		2025-06-30 03:14:29.088628

    		-0.4 ms

  





  

    		2025-06-30 04:14:30.550636

    		-0.1 ms

  





  

    		2025-06-30 05:14:32.956743

    		-1.0 ms

  





  

    		2025-06-30 06:14:36.038391

    		0.2 ms

  





  

    		2025-06-30 07:14:37.475159

    		1.5 ms

  





  

    		2025-06-30 08:14:39.217929

    		0.7 ms

  





  

    		2025-06-30 09:14:40.814754

    		0.7 ms

  





  

    		2025-06-30 10:14:43.213171

    		0.0 ms

  





  

    		2025-06-30 11:14:45.175753

    		1.2 ms

  





  

    		2025-06-30 12:14:46.828504

    		-0.2 ms

  





  

    		2025-06-30 13:14:49.166108

    		1.2 ms

  





  

    		2025-06-30 14:14:50.675931

    		-0.3 ms

  





  

    		2025-06-30 15:14:52.455706

    		0.7 ms

  





  

    		2025-06-30 16:14:55.064397

    		0.0 ms

  





  

    		2025-06-30 17:14:56.851727

    		1.3 ms

  





  

    		2025-06-30 18:14:59.085732

    		-0.2 ms

  





  

    		2025-06-30 19:15:00.700653

    		-3.3 ms

  





  

    		2025-06-30 20:15:03.265991

    		-0.6 ms

  





  

    		2025-06-30 21:15:04.977382

    		-0.4 ms

  





  

    		2025-06-30 22:15:06.676511

    		-0.6 ms

  





  

    		2025-06-30 23:15:08.402143

    		-0.9 ms

  





  

    		2025-07-01 00:15:10.165654

    		-0.3 ms

  





  

    		2025-07-01 01:15:11.624477

    		-0.4 ms

  





  

    		2025-07-01 02:15:14.598471

    		-0.7 ms

  





  

    		2025-07-01 03:15:16.210407

    		-0.3 ms

  





  

    		2025-07-01 04:15:17.677942

    		-0.4 ms

  





  

    		2025-07-01 05:15:19.67922

    		-0.6 ms

  





  

    		2025-07-01 06:15:21.248143

    		0.1 ms

  





  

    		2025-07-01 07:15:23.749247

    		0.7 ms

  





  

    		2025-07-01 08:15:26.10437

    		-1.4 ms

  





  

    		2025-07-01 09:15:27.987056

    		0.8 ms

  





  

    		2025-07-01 10:15:29.945645

    		-0.3 ms

  





  

    		2025-07-01 11:15:31.48622

    		0.7 ms

  





  

    		2025-07-01 12:15:32.993985

    		0.9 ms

  





  

    		2025-07-01 13:15:34.66217

    		-1.3 ms

  





  

    		2025-07-01 14:15:36.303795

    		0.4 ms

  





  

    		2025-07-01 15:15:38.986635

    		-2.6 ms

  





  

    		2025-07-01 16:15:40.525418

    		-0.2 ms

  





  

    		2025-07-01 17:15:42.470837

    		-0.1 ms

  





  

    		2025-07-01 18:15:44.955946

    		-0.6 ms

  





  

    		2025-07-01 19:15:48.039247

    		0.0 ms

  





  

    		2025-07-01 20:15:51.259408

    		0.7 ms

  





  

    		2025-07-01 21:15:53.621304

    		-0.7 ms

  





  

    		2025-07-01 22:15:55.176459

    		-1.2 ms

  





  

    		2025-07-01 23:15:56.835651

    		-0.4 ms

  





  

    		2025-07-02 00:15:58.480825

    		-0.6 ms

  





  

    		2025-07-02 01:15:59.916349

    		-2.8 ms

  





  

    		2025-07-02 02:16:03.163606

    		-0.8 ms

  





  

    		2025-07-02 03:16:05.944755

    		0.1 ms

  





  

    		2025-07-02 04:16:07.653008

    		0.1 ms

  





  

    		2025-07-02 05:16:10.452494

    		0.1 ms

  





  

    		2025-07-02 06:16:12.842965

    		0.9 ms

  





  

    		2025-07-02 07:16:14.756012

    		1.6 ms

  





  

    		2025-07-02 08:16:16.400919

    		0.1 ms

  





  

    		2025-07-02 09:16:17.835025

    		-0.6 ms

  





  

    		2025-07-02 10:16:19.598229

    		0.1 ms

  





  

    		2025-07-02 11:16:21.190078

    		-1.0 ms

  





  

    		2025-07-02 12:16:22.578146

    		0.6 ms

  





  

    		2025-07-02 13:16:24.423406

    		0.5 ms

  





  

    		2025-07-02 14:16:26.147539

    		-0.7 ms

  





  

    		2025-07-02 15:16:28.248911

    		0.3 ms

  





  

    		2025-07-02 16:16:31.327326

    		0.9 ms

  





  

    		2025-07-02 17:16:34.023804

    		-0.1 ms

  





  

    		2025-07-02 18:16:36.843727

    		1.3 ms

  





  

    		2025-07-02 19:16:38.685318

    		0.2 ms

  





  

    		2025-07-02 20:16:42.321672

    		0.7 ms

  





  

    		2025-07-02 21:16:45.780337

    		0.2 ms

  





  

    		2025-07-02 22:16:47.790971

    		-0.5 ms

  





  

    		2025-07-02 23:16:49.805113

    		-0.8 ms

  





  

    		2025-07-03 00:16:51.293637

    		0.3 ms

  





  

    		2025-07-03 01:16:52.855404

    		-0.1 ms

  





  

    		2025-07-03 02:16:54.489552

    		1.6 ms

  





  

    		2025-07-03 03:16:56.177164

    		1.7 ms

  





  

    		2025-07-03 04:16:59.494789

    		-1.3 ms

  





  

    		2025-07-03 05:17:01.595485

    		1.3 ms

  





  

    		2025-07-03 06:17:04.241728

    		-0.9 ms

  





  

    		2025-07-03 07:17:07.54648

    		-0.4 ms

  





  

    		2025-07-03 08:17:09.902872

    		-0.4 ms

  





  

    		2025-07-03 09:17:11.834382

    		0.9 ms

  





  

    		2025-07-03 10:17:13.711256

    		-0.5 ms

  





  

    		2025-07-03 11:17:15.364703

    		1.1 ms

  





  

    		2025-07-03 12:17:16.987677

    		0.6 ms

  





  

    		2025-07-03 13:17:18.485131

    		0.3 ms

  





  

    		2025-07-03 14:17:20.605533

    		2.6 ms

  





  

    		2025-07-03 15:17:22.72441

    		-3.3 ms

  





  

    		2025-07-03 16:17:25.041692

    		1.3 ms

  





  

    		2025-07-03 17:17:27.236806

    		0.2 ms

  





  

    		2025-07-03 18:17:30.937838

    		-0.9 ms

  





  

    		2025-07-03 19:17:32.713936

    		-0.6 ms

  





  

    		2025-07-03 20:17:34.670012

    		-0.6 ms

  





  

    		2025-07-03 21:17:36.528757

    		0.3 ms

  





  

    		2025-07-03 22:17:39.744166

    		-1.9 ms

  





  

    		2025-07-03 23:17:41.527372

    		-1.8 ms

  





  

    		2025-07-04 00:17:43.218852

    		-2.8 ms

  





  

    		2025-07-04 01:17:44.640737

    		-1.8 ms

  





  

    		2025-07-04 02:17:46.262402

    		0.1 ms

  





  

    		2025-07-04 03:17:48.027572

    		0.4 ms

  





  

    		2025-07-04 04:17:50.814465

    		0.6 ms

  





  

    		2025-07-04 05:17:53.783662

    		0.3 ms

  





  

    		2025-07-04 06:17:56.479686

    		0.6 ms

  





  

    		2025-07-04 07:17:59.291574

    		0.4 ms

  





  

    		2025-07-04 08:18:01.059006

    		1.0 ms

  





  

    		2025-07-04 09:18:02.901651

    		1.0 ms

  





  

    		2025-07-04 10:18:04.822292

    		0.0 ms

  





  

    		2025-07-04 11:18:06.727602

    		1.8 ms

  





  

    		2025-07-04 12:18:08.378285

    		0.3 ms

  





  

    		2025-07-04 13:18:11.64389

    		0.3 ms

  





  

    		2025-07-04 14:18:13.948521

    		0.2 ms

  





  

    		2025-07-04 15:18:17.249065

    		0.2 ms

  





  

    		2025-07-04 16:18:19.16203

    		-0.3 ms

  





  

    		2025-07-04 17:18:21.167708

    		0.4 ms

  





  

    		2025-07-04 18:18:23.124124

    		-2.5 ms

  





  

    		2025-07-04 19:18:25.617388

    		-1.8 ms

  





  

    		2025-07-04 20:18:29.219623

    		0.3 ms

  





  

    		2025-07-04 21:18:31.811556

    		-2.0 ms

  





  

    		2025-07-04 22:18:33.380893

    		-2.6 ms

  





  

    		2025-07-04 23:18:36.238029

    		-0.8 ms

  





  

    		2025-07-05 00:18:38.186789

    		-0.8 ms

  





  

    		2025-07-05 01:18:39.877704

    		-1.1 ms

  





  

    		2025-07-05 02:18:41.409255

    		-0.9 ms

  





  

    		2025-07-05 03:18:43.495995

    		0.1 ms

  





  

    		2025-07-05 04:18:47.286686

    		-0.4 ms

  





  

    		2025-07-05 05:18:49.618597

    		-0.4 ms

  





  

    		2025-07-05 06:18:52.714048

    		-1.2 ms

  





  

    		2025-07-05 07:18:54.804263

    		0.0 ms

  





  

    		2025-07-05 08:18:56.786

    		0.6 ms

  





  

    		2025-07-05 09:18:59.433446

    		0.1 ms

  





  

    		2025-07-05 10:19:01.880457

    		0.0 ms

  





  

    		2025-07-05 11:19:04.16547

    		0.3 ms

  





  

    		2025-07-05 12:19:06.074645

    		-2.6 ms

  





  

    		2025-07-05 13:19:07.517509

    		0.9 ms

  





  

    		2025-07-05 14:19:10.983212

    		2.9 ms

  





  

    		2025-07-05 15:19:13.640793

    		-0.4 ms

  





  

    		2025-07-05 16:19:16.871915

    		-0.8 ms

  





  

    		2025-07-05 17:19:20.575323

    		2.2 ms

  





  

    		2025-07-05 18:19:23.20253

    		0.6 ms

  





  

    		2025-07-05 19:19:25.721718

    		1.2 ms

  





  

    		2025-07-05 20:19:27.89412

    		0.8 ms

  





  

    		2025-07-05 21:19:29.652447

    		-0.7 ms

  





  

    		2025-07-05 22:19:31.426169

    		0.2 ms

  





  

    		2025-07-05 23:19:34.66781

    		-0.5 ms

  





  

    		2025-07-06 00:19:36.29048

    		-2.1 ms

  





  

    		2025-07-06 01:19:37.768625

    		-2.7 ms

  





  

    		2025-07-06 02:19:39.559592

    		0.7 ms

  





  

    		2025-07-06 03:19:41.084189

    		0.8 ms

  





  

    		2025-07-06 04:19:42.980882

    		-0.4 ms

  





  

    		2025-07-06 05:19:44.3964

    		0.3 ms

  





  

    		2025-07-06 06:19:47.023683

    		0.9 ms

  





  

    		2025-07-06 07:19:50.106427

    		0.0 ms

  





  

    		2025-07-06 08:19:52.17417

    		-0.8 ms

  





  

    		2025-07-06 09:19:54.001793

    		-1.2 ms

  





  

    		2025-07-06 10:19:56.109374

    		0.7 ms

  





  

    		2025-07-06 11:19:58.588917

    		-0.6 ms

  





  

    		2025-07-06 12:20:00.42686

    		-0.1 ms

  





  

    		2025-07-06 13:20:03.04821

    		-0.8 ms

  





  

    		2025-07-06 14:20:05.660954

    		0.7 ms

  





  

    		2025-07-06 15:20:08.225309

    		0.3 ms

  





  

    		2025-07-06 16:20:10.746142

    		0.5 ms

  





  

    		2025-07-06 17:20:14.757821

    		-0.2 ms

  





  

    		2025-07-06 18:20:17.459257

    		0.5 ms

  





  

    		2025-07-06 19:20:20.152806

    		1.1 ms

  





  

    		2025-07-06 20:20:23.047403

    		-2.9 ms

  





  

    		2025-07-06 21:20:25.707574

    		-2.9 ms

  





  

    		2025-07-06 22:20:27.51756

    		0.5 ms

  





  

    		2025-07-06 23:20:29.318839

    		-2.7 ms

  





  

    		2025-07-07 00:20:31.311181

    		-2.8 ms

  





  

    		2025-07-07 01:20:33.059946

    		-2.0 ms

  





  

    		2025-07-07 02:20:34.559236

    		-1.1 ms

  





  

    		2025-07-07 03:20:37.912774

    		-0.6 ms

  





  

    		2025-07-07 04:20:39.437192

    		0.8 ms

  





  

    		2025-07-07 05:20:41.014788

    		1.2 ms

  





  

    		2025-07-07 06:20:42.576562

    		1.0 ms

  





  

    		2025-07-07 07:20:44.197157

    		1.5 ms

  





  

    		2025-07-07 08:20:46.282759

    		-0.6 ms

  





  

    		2025-07-07 09:20:48.158689

    		-10.6 ms

  





  

    		2025-07-07 10:20:50.262333

    		0.0 ms

  





  

    		2025-07-07 11:20:52.021812

    		0.4 ms

  





  

    		2025-07-07 12:20:54.530225

    		0.0 ms

  





  

    		2025-07-07 13:20:56.293461

    		0.2 ms

  





  

    		2025-07-07 14:20:58.385761

    		-0.5 ms

  





  

    		2025-07-07 15:21:00.155713

    		-0.1 ms

  





  

    		2025-07-07 16:21:02.092013

    		-2.1 ms

  





  

    		2025-07-07 17:21:03.703217

    		0.6 ms

  





  

    		2025-07-07 18:21:05.562473

    		1.0 ms

  





  

    		2025-07-07 19:21:08.706315

    		0.2 ms

  





  

    		2025-07-07 20:21:11.867336

    		-0.2 ms

  





  

    		2025-07-07 21:21:14.346205

    		-0.1 ms

  





  

    		2025-07-07 22:21:16.529575

    		-0.2 ms

  





  

    		2025-07-07 23:21:18.034617

    		-2.2 ms

  





  

    		2025-07-08 00:21:19.683231

    		-0.4 ms

  





  

    		2025-07-08 01:21:21.572175

    		-2.5 ms

  





  

    		2025-07-08 02:21:23.334208

    		-3.6 ms

  





  

    		2025-07-08 03:21:25.029826

    		-3.8 ms

  





  

    		2025-07-08 04:21:27.136923

    		-0.5 ms

  





  

    		2025-07-08 05:21:29.644985

    		-1.7 ms

  





  

    		2025-07-08 06:21:33.029756

    		0.6 ms

  





  

    		2025-07-08 07:21:34.578461

    		-0.3 ms

  





  

    		2025-07-08 08:21:36.605885

    		1.0 ms

  





  

    		2025-07-08 09:21:38.063577

    		1.7 ms

  





  

    		2025-07-08 10:21:39.639484

    		0.2 ms

  





  

    		2025-07-08 11:21:41.990285

    		1.2 ms

  





  

    		2025-07-08 12:21:43.923905

    		0.2 ms

  





  

    		2025-07-08 13:21:47.028991

    		-0.6 ms

  





  

    		2025-07-08 14:21:48.598862

    		0.6 ms

  





  

    		2025-07-08 15:21:50.308725

    		1.5 ms

  





  

    		2025-07-08 16:21:52.030004

    		-0.1 ms

  





  

    		2025-07-08 17:21:54.427432

    		0.8 ms

  





  

    		2025-07-08 18:21:56.009029

    		2.1 ms

  





  

    		2025-07-08 19:21:57.786649

    		0.1 ms

  





  

    		2025-07-08 20:22:00.727365

    		-2.0 ms

  





  

    		2025-07-08 21:22:03.2765

    		-2.6 ms

  





  

    		2025-07-08 22:22:05.307713

    		-0.6 ms

  





  

    		2025-07-08 23:22:07.458553

    		-1.5 ms

  





  

    		2025-07-09 00:22:09.173334

    		-3.0 ms

  





  

    		2025-07-09 01:22:10.785941

    		-3.7 ms

  





  

    		2025-07-09 02:22:12.484986

    		-2.2 ms

  





  

    		2025-07-09 03:22:14.181598

    		-0.6 ms

  





  

    		2025-07-09 04:22:15.936782

    		-1.0 ms

  





  

    		2025-07-09 05:22:17.567551

    		-0.2 ms

  





  

    		2025-07-09 06:22:19.406617

    		0.1 ms

  





  

    		2025-07-09 07:22:20.989941

    		0.4 ms

  





  

    		2025-07-09 08:22:22.922897

    		0.9 ms

  





  

    		2025-07-09 09:22:25.286233

    		1.8 ms

  





  

    		2025-07-09 10:22:26.934504

    		1.0 ms

  





  

    		2025-07-09 11:22:29.073282

    		0.4 ms

  





  

    		2025-07-09 12:22:30.616091

    		-1.0 ms

  





  

    		2025-07-09 13:22:32.545647

    		0.4 ms

  





  

    		2025-07-09 14:22:34.677962

    		-1.2 ms

  





  

    		2025-07-09 15:22:36.236425

    		-2.6 ms

  





  

    		2025-07-09 16:22:38.335658

    		-2.4 ms

  





  

    		2025-07-09 17:22:40.289542

    		-0.6 ms

  





  

    		2025-07-09 18:22:42.110041

    		0.0 ms

  





  

    		2025-07-09 19:22:45.069916

    		1.8 ms

  





  

    		2025-07-09 20:22:47.870232

    		1.8 ms

  





  

    		2025-07-09 21:22:50.251917

    		-0.7 ms

  





  

    		2025-07-09 22:22:52.101515

    		-2.4 ms

  





  

    		2025-07-09 23:22:53.923279

    		-3.3 ms

  





  

    		2025-07-10 00:22:55.877179

    		-0.7 ms

  





  

    		2025-07-10 01:22:57.728625

    		-0.7 ms

  





  

    		2025-07-10 02:22:59.372256

    		0.1 ms

  





  

    		2025-07-10 03:23:01.250083

    		0.3 ms

  





  

    		2025-07-10 04:23:02.840984

    		0.1 ms

  





  

    		2025-07-10 05:23:04.908599

    		-0.3 ms

  





  

    		2025-07-10 06:23:06.941994

    		0.8 ms

  





  

    		2025-07-10 07:23:09.236892

    		1.3 ms

  





  

    		2025-07-10 08:23:11.810771

    		0.8 ms

  





  

    		2025-07-10 09:23:13.305279

    		1.8 ms

  





  

    		2025-07-10 10:23:15.974475

    		0.6 ms

  





  

    		2025-07-10 11:23:18.495823

    		-0.6 ms

  





  

    		2025-07-10 12:23:20.309051

    		-1.0 ms

  





  

    		2025-07-10 13:23:22.391384

    		-1.0 ms

  





  

    		2025-07-10 14:23:25.111377

    		-1.6 ms

  





  

    		2025-07-10 15:23:27.635329

    		-1.5 ms

  





  

    		2025-07-10 16:23:29.906904

    		0.1 ms

  





  

    		2025-07-10 17:23:32.460643

    		-0.3 ms

  





  

    		2025-07-10 18:23:35.355282

    		-0.1 ms

  





  

    		2025-07-10 19:23:37.133848

    		-0.7 ms

  





  

    		2025-07-10 20:23:38.704141

    		0.8 ms

  





  

    		2025-07-10 21:23:40.841894

    		0.1 ms

  





  

    		2025-07-10 22:23:42.671188

    		0.0 ms

  





  

    		2025-07-10 23:23:44.595348

    		-2.6 ms

  





  

    		2025-07-11 00:23:46.122913

    		-4.2 ms

  





  

    		2025-07-11 01:23:48.018938

    		-3.5 ms

  





  

    		2025-07-11 02:23:49.661186

    		-0.7 ms

  





  

    		2025-07-11 03:23:51.166874

    		-0.9 ms

  





  

    		2025-07-11 04:23:53.009141

    		-2.3 ms

  





  

    		2025-07-11 05:23:54.888043

    		0.2 ms

  





  

    		2025-07-11 06:23:56.748703

    		0.9 ms

  





  

    		2025-07-11 07:23:58.627074

    		-1.7 ms

  





  

    		2025-07-11 08:24:00.249938

    		1.7 ms

  





  

    		2025-07-11 09:24:01.809492

    		0.2 ms

  





  

    		2025-07-11 10:24:03.144713

    		0.1 ms

  





  

    		2025-07-11 11:24:04.924032

    		0.3 ms

  





  

    		2025-07-11 12:24:07.162601

    		-0.8 ms

  





  

    		2025-07-11 13:24:08.74807

    		-1.8 ms

  





  

    		2025-07-11 14:24:10.49377

    		0.9 ms

  





  

    		2025-07-11 15:24:12.244015

    		0.8 ms

  





  

    		2025-07-11 16:24:14.669215

    		0.6 ms

  





  

    		2025-07-11 17:24:16.602024

    		2.0 ms

  





  

    		2025-07-11 18:24:18.452763

    		-0.8 ms

  





  

    		2025-07-11 19:24:21.63048

    		-0.1 ms

  





  

    		2025-07-11 20:24:24.14696

    		0.5 ms

  





  

    		2025-07-11 21:24:25.920956

    		-1.6 ms

  





  

    		2025-07-11 22:24:27.465011

    		-2.6 ms

  





  

    		2025-07-11 23:24:30.617376

    		0.1 ms

  





  

    		2025-07-12 00:24:32.343946

    		-0.3 ms

  





  

    		2025-07-12 01:24:34.329143

    		-0.9 ms

  





  

    		2025-07-12 02:24:36.049264

    		-1.2 ms

  





  

    		2025-07-12 03:24:37.914748

    		-1.2 ms

  





  

    		2025-07-12 04:24:39.837666

    		-0.7 ms

  





  

    		2025-07-12 05:24:42.094214

    		-0.2 ms

  





  

    		2025-07-12 06:24:46.010375

    		0.4 ms

  





  

    		2025-07-12 07:24:48.513441

    		2.1 ms

  





  

    		2025-07-12 08:24:50.13891

    		0.5 ms

  





  

    		2025-07-12 09:24:51.904857

    		0.1 ms

  





  

    		2025-07-12 10:24:54.033499

    		1.3 ms

  





  

    		2025-07-12 11:24:55.883343

    		0.2 ms

  





  

    		2025-07-12 12:24:58.190022

    		-0.1 ms

  





  

    		2025-07-12 13:24:59.96938

    		-0.1 ms

  





  

    		2025-07-12 14:25:02.096255

    		0.3 ms

  





  

    		2025-07-12 15:25:04.079951

    		0.2 ms

  





  

    		2025-07-12 16:25:05.986356

    		0.0 ms

  





  

    		2025-07-12 17:25:10.23803

    		-0.1 ms

  





  

    		2025-07-12 18:25:12.29341

    		-0.7 ms

  





  

    		2025-07-12 19:25:14.878063

    		-1.6 ms

  





  

    		2025-07-12 20:25:17.852726

    		-2.4 ms

  





  

    		2025-07-12 21:25:19.591938

    		-2.6 ms

  





  

    		2025-07-12 22:25:21.794166

    		-0.6 ms

  





  

    		2025-07-12 23:25:23.531224

    		0.9 ms

  





  

    		2025-07-13 00:25:25.080035

    		-0.4 ms

  





  

    		2025-07-13 01:25:26.638739

    		0.1 ms

  





  

    		2025-07-13 02:25:29.591044

    		-1.0 ms

  





  

    		2025-07-13 03:25:31.21908

    		-0.4 ms

  





  

    		2025-07-13 04:25:32.896782

    		0.6 ms

  





  

    		2025-07-13 05:25:35.015745

    		0.3 ms

  





  

    		2025-07-13 06:25:37.10908

    		0.3 ms

  





  

    		2025-07-13 07:25:39.444976

    		2.4 ms

  





  

    		2025-07-13 08:25:41.34728

    		8.5 ms

  





  

    		2025-07-13 09:25:43.465133

    		0.7 ms

  





  

    		2025-07-13 10:25:45.360849

    		1.3 ms

  





  

    		2025-07-13 11:25:47.107219

    		-2.6 ms

  





  

    		2025-07-13 12:25:48.969191

    		-0.3 ms

  





  

    		2025-07-13 13:25:51.542537

    		-0.7 ms

  





  

    		2025-07-13 14:25:53.7452

    		1.3 ms

  





  

    		2025-07-13 15:25:56.138258

    		1.0 ms

  





  

    		2025-07-13 16:25:58.334836

    		-0.9 ms

  





  

    		2025-07-13 17:26:00.018474

    		-0.2 ms

  





  

    		2025-07-13 18:26:03.980341

    		0.3 ms

  





  

    		2025-07-13 19:26:06.626616

    		-1.5 ms

  





  

    		2025-07-13 20:26:08.585852

    		-2.1 ms

  





  

    		2025-07-13 21:26:10.608948

    		-3.4 ms

  





  

    		2025-07-13 22:26:13.257228

    		-4.3 ms

  





  

    		2025-07-13 23:26:15.45353

    		-3.2 ms

  





  

    		2025-07-14 00:26:17.166349

    		-4.5 ms

  





  

    		2025-07-14 01:26:18.721806

    		-4.1 ms

  





  

    		2025-07-14 02:26:21.220723

    		2.3 ms

  





  

    		2025-07-14 03:26:23.826418

    		1.7 ms

  





  

    		2025-07-14 04:26:25.29914

    		1.6 ms

  





  

    		2025-07-14 05:26:27.102004

    		3.6 ms

  





  

    		2025-07-14 06:26:29.036468

    		-0.6 ms

  





  

    		2025-07-14 07:26:31.177683

    		0.3 ms

  





  

    		2025-07-14 08:26:32.612585

    		0.6 ms

  





  

    		2025-07-14 09:26:34.322179

    		-0.1 ms

  





  

    		2025-07-14 10:26:36.291222

    		-0.4 ms

  





  

    		2025-07-14 11:26:37.880821

    		1.2 ms

  





  

    		2025-07-14 12:26:39.439455

    		0.8 ms

  





  

    		2025-07-14 13:26:41.102975

    		-1.7 ms

  





  

    		2025-07-14 14:26:43.110149

    		1.0 ms

  





  

    		2025-07-14 15:26:44.856448

    		2.1 ms

  





  

    		2025-07-14 16:26:46.950134

    		-0.3 ms

  





  

    		2025-07-14 17:26:49.987857

    		0.7 ms

  





  

    		2025-07-14 18:26:53.012727

    		-0.5 ms

  





  

    		2025-07-14 19:26:55.228775

    		0.8 ms

  





  

    		2025-07-14 20:26:57.614747

    		-0.7 ms

  





  

    		2025-07-14 21:26:59.616439

    		-0.3 ms

  





  

    		2025-07-14 22:27:01.404551

    		-1.5 ms

  





  

    		2025-07-14 23:27:03.369969

    		-1.3 ms

  





  

    		2025-07-15 00:27:05.255796

    		0.6 ms

  





  

    		2025-07-15 01:27:07.322634

    		-2.1 ms

  





  

    		2025-07-15 02:27:08.823877

    		0.5 ms

  





  

    		2025-07-15 03:27:10.716766

    		-0.9 ms

  





  

    		2025-07-15 04:27:12.865124

    		0.1 ms

  





  

    		2025-07-15 05:27:14.268816

    		-0.4 ms

  





  

    		2025-07-15 06:27:16.095773

    		0.1 ms

  





  

    		2025-07-15 07:27:17.510015

    		1.0 ms

  





  

    		2025-07-15 08:27:19.140909

    		0.0 ms

  





  

    		2025-07-15 09:27:20.611657

    		0.4 ms

  





  

    		2025-07-15 10:27:22.222724

    		-0.6 ms

  





  

    		2025-07-15 11:27:23.968263

    		0.5 ms

  





  

    		2025-07-15 12:27:25.355836

    		0.6 ms

  





  

    		2025-07-15 13:27:27.159216

    		1.4 ms

  





  

    		2025-07-15 14:27:29.006608

    		1.8 ms

  





  

    		2025-07-15 15:27:31.113684

    		1.3 ms

  





  

    		2025-07-15 16:27:33.112783

    		0.2 ms

  





  

    		2025-07-15 17:27:35.149849

    		0.1 ms

  





  

    		2025-07-15 18:27:37.658281

    		-0.3 ms

  





  

    		2025-07-15 19:27:41.769682

    		-0.1 ms

  





  

    		2025-07-15 20:27:43.795967

    		-0.4 ms

  





  

    		2025-07-15 21:27:47.832662

    		-0.1 ms

  





  

    		2025-07-15 22:27:49.657114

    		-0.4 ms

  





  

    		2025-07-15 23:27:51.577844

    		1.0 ms

  





  

    		2025-07-16 00:27:53.144265

    		1.5 ms

  





  

    		2025-07-16 01:27:54.695668

    		3.0 ms

  





  

    		2025-07-16 02:27:56.323959

    		-0.5 ms

  





  

    		2025-07-16 03:27:57.77508

    		0.3 ms

  





  

    		2025-07-16 04:27:59.571331

    		0.4 ms

  





  

    		2025-07-16 05:28:01.51343

    		1.4 ms

  





  

    		2025-07-16 06:28:04.826268

    		0.8 ms

  





  

    		2025-07-16 07:28:06.424404

    		1.5 ms

  





  

    		2025-07-16 08:28:08.086954

    		1.3 ms

  





  

    		2025-07-16 09:28:09.797479

    		-2.5 ms

  





  

    		2025-07-16 10:28:11.6695

    		0.5 ms

  





  

    		2025-07-16 11:28:13.548504

    		-0.3 ms

  





  

    		2025-07-16 12:28:14.967472

    		-0.1 ms

  





  

    		2025-07-16 13:28:16.696851

    		-0.3 ms

  





  

    		2025-07-16 14:28:19.394086

    		0.2 ms

  





  

    		2025-07-16 15:28:20.859498

    		1.0 ms

  





  

    		2025-07-16 16:28:24.421753

    		-1.4 ms

  





  

    		2025-07-16 17:28:27.401575

    		0.0 ms

  





  

    		2025-07-16 18:28:28.863826

    		0.1 ms

  





  

    		2025-07-16 19:28:31.785626

    		-1.4 ms

  





  

    		2025-07-16 20:28:34.452219

    		-0.8 ms

  





  

    		2025-07-16 21:28:36.405285

    		-1.1 ms

  





  

    		2025-07-16 22:28:38.154394

    		-0.5 ms

  





  

    		2025-07-16 23:28:39.778024

    		0.1 ms

  





  

    		2025-07-17 00:28:41.526837

    		0.4 ms

  





  

    		2025-07-17 01:28:43.203997

    		0.7 ms

  





  

    		2025-07-17 02:28:44.731824

    		0.1 ms

  





  

    		2025-07-17 03:28:46.603855

    		-0.5 ms

  





  

    		2025-07-17 04:28:48.332484

    		1.7 ms

  





  

    		2025-07-17 05:28:50.042938

    		1.0 ms

  





  

    		2025-07-17 06:28:53.018043

    		1.4 ms

  





  

    		2025-07-17 07:28:54.707648

    		0.9 ms

  





  

    		2025-07-17 08:28:56.599761

    		6.0 ms

  





  

    		2025-07-17 09:28:58.314903

    		1.6 ms

  





  

    		2025-07-17 10:29:00.269425

    		0.0 ms

  





  

    		2025-07-17 11:29:02.265738

    		6.2 ms

  





  

    		2025-07-17 12:29:03.907265

    		4.4 ms

  





  

    		2025-07-17 13:29:05.53694

    		-0.3 ms

  





  

    		2025-07-17 14:29:07.363254

    		1.2 ms

  





  

    		2025-07-17 15:29:09.715983

    		0.0 ms

  





  

    		2025-07-17 16:29:11.571246

    		-2.8 ms

  





  

    		2025-07-17 17:29:15.497581

    		0.1 ms

  





  

    		2025-07-17 18:29:18.761758

    		0.4 ms

  





  

    		2025-07-17 19:29:21.693647

    		-1.0 ms

  





  

    		2025-07-17 20:29:23.575504

    		-1.5 ms

  





  

    		2025-07-17 21:29:25.643943

    		-1.0 ms

  





  

    		2025-07-17 22:29:27.536363

    		-1.8 ms

  





  

    		2025-07-17 23:29:29.362738

    		-1.4 ms

  





  

    		2025-07-18 00:29:31.012418

    		-1.6 ms

  





  

    		2025-07-18 01:29:32.664769

    		-2.1 ms

  





  

    		2025-07-18 02:29:34.170697

    		-2.3 ms

  





  

    		2025-07-18 03:29:35.99259

    		-0.8 ms

  





  

    		2025-07-18 04:29:37.589719

    		2.1 ms

  





  

    		2025-07-18 05:29:39.443089

    		-0.4 ms

  





  

    		2025-07-18 06:29:41.249081

    		0.1 ms

  





  

    		2025-07-18 07:29:43.928706

    		1.2 ms

  





  

    		2025-07-18 08:29:45.824799

    		0.7 ms

  





  

    		2025-07-18 09:29:47.605152

    		0.8 ms

  





  

    		2025-07-18 10:29:50.267673

    		1.6 ms

  





  

    		2025-07-18 11:29:52.090321

    		1.1 ms

  





  

    		2025-07-18 12:29:53.8699

    		-0.2 ms

  





  

    		2025-07-18 13:29:55.530924

    		-0.1 ms

  





  

    		2025-07-18 14:29:57.690945

    		0.1 ms

  





  

    		2025-07-18 15:29:59.36753

    		-0.1 ms

  





  

    		2025-07-18 16:30:01.284562

    		-0.4 ms

  





  

    		2025-07-18 17:30:03.929938

    		0.2 ms

  





  

    		2025-07-18 18:30:06.199216

    		0.1 ms

  





  

    		2025-07-18 19:30:07.946254

    		1.2 ms

  





  

    		2025-07-18 20:30:09.995026

    		0.0 ms

  





  

    		2025-07-18 21:30:11.679841

    		-0.6 ms

  





  

    		2025-07-18 22:30:13.340674

    		-1.2 ms

  





  

    		2025-07-18 23:30:17.051774

    		0.6 ms

  





  

    		2025-07-19 00:30:19.531658

    		-2.9 ms

  





  

    		2025-07-19 01:30:21.485211

    		-0.4 ms

  





  

    		2025-07-19 02:30:23.222116

    		-1.4 ms

  





  

    		2025-07-19 03:30:25.172896

    		-0.6 ms

  





  

    		2025-07-19 04:30:27.146728

    		-3.1 ms

  





  

    		2025-07-19 05:30:29.186681

    		0.5 ms

  





  

    		2025-07-19 06:30:31.502468

    		2.9 ms

  





  

    		2025-07-19 07:30:33.126412

    		1.8 ms

  





  

    		2025-07-19 08:30:34.833409

    		-1.5 ms

  





  

    		2025-07-19 09:30:36.257819

    		0.7 ms

  





  

    		2025-07-19 10:30:38.721817

    		1.1 ms

  





  

    		2025-07-19 11:30:41.625113

    		1.4 ms

  





  

    		2025-07-19 12:30:43.521757

    		0.6 ms

  





  

    		2025-07-19 13:30:45.31341

    		-0.3 ms

  





  

    		2025-07-19 14:30:48.101595

    		-0.3 ms

  





  

    		2025-07-19 15:30:51.657722

    		0.8 ms

  





  

    		2025-07-19 16:30:54.723146

    		0.2 ms

  





  

    		2025-07-19 17:30:57.456759

    		0.4 ms

  





  

    		2025-07-19 18:31:00.540941

    		0.0 ms

  





  

    		2025-07-19 19:31:01.974655

    		0.6 ms

  





  

    		2025-07-19 20:31:05.632886

    		-0.6 ms

  





  

    		2025-07-19 21:31:07.223063

    		-0.8 ms

  





  

    		2025-07-19 22:31:09.108008

    		-0.2 ms

  





  

    		2025-07-19 23:31:10.689022

    		-0.5 ms

  





  

    		2025-07-20 00:31:12.181639

    		0.5 ms

  





  

    		2025-07-20 01:31:14.19476

    		0.5 ms

  





  

    		2025-07-20 02:31:15.653103

    		1.0 ms

  





  

    		2025-07-20 03:31:17.308074

    		0.6 ms

  





  

    		2025-07-20 04:31:20.003675

    		0.6 ms

  





  

    		2025-07-20 05:31:22.972311

    		-0.7 ms

  





  

    		2025-07-20 06:31:25.112995

    		0.1 ms

  





  

    		2025-07-20 07:31:26.896454

    		0.3 ms

  





  

    		2025-07-20 08:31:29.062921

    		0.2 ms

  





  

    		2025-07-20 09:31:31.136623

    		-0.6 ms

  





  

    		2025-07-20 10:31:33.872757

    		0.8 ms

  





  

    		2025-07-20 11:31:35.694876

    		0.7 ms

  





  

    		2025-07-20 12:31:38.978848

    		0.3 ms

  





  

    		2025-07-20 13:31:42.008883

    		0.2 ms

  





  

    		2025-07-20 14:31:43.780879

    		1.4 ms

  





  

    		2025-07-20 15:31:45.470924

    		0.7 ms

  





  

    		2025-07-20 16:31:47.387186

    		-1.0 ms

  





  

    		2025-07-20 17:31:50.649678

    		0.1 ms

  





  

    		2025-07-20 18:31:54.243476

    		1.3 ms

  





  

    		2025-07-20 19:31:55.753844

    		-0.1 ms

  





  

    		2025-07-20 20:31:58.431603

    		0.6 ms

  





  

    		2025-07-20 21:32:01.133842

    		-0.1 ms

  





  

    		2025-07-20 22:32:03.208864

    		-1.9 ms

  





  

    		2025-07-20 23:32:05.002846

    		-1.7 ms

  





  

    		2025-07-21 00:32:06.80985

    		-2.5 ms

  





  

    		2025-07-21 01:32:08.462932

    		0.1 ms

  





  

    		2025-07-21 02:32:10.569931

    		0.4 ms

  





  

    		2025-07-21 03:32:14.144856

    		-0.7 ms

  





  

    		2025-07-21 04:32:15.840171

    		0.6 ms

  





  

    		2025-07-21 05:32:17.787739

    		1.0 ms

  





  

    		2025-07-21 06:32:19.377357

    		-0.5 ms

  





  

    		2025-07-21 07:32:21.280938

    		0.1 ms

  





  

    		2025-07-21 08:32:23.083164

    		1.4 ms

  





  

    		2025-07-21 09:32:24.76564

    		0.9 ms

  





  

    		2025-07-21 10:32:26.277211

    		1.9 ms

  





  

    		2025-07-21 11:32:27.840719

    		0.7 ms

  





  

    		2025-07-21 12:32:29.794903

    		0.8 ms

  





  

    		2025-07-21 13:32:31.505385

    		0.3 ms

  





  

    		2025-07-21 14:32:33.306682

    		0.7 ms

  





  

    		2025-07-21 15:32:35.103095

    		-1.0 ms

  





  

    		2025-07-21 16:32:36.730775

    		0.3 ms

  





  

    		2025-07-21 17:32:39.059089

    		-0.7 ms

  





  

    		2025-07-21 18:32:40.833778

    		-1.0 ms

  





  

    		2025-07-21 19:32:42.893221

    		-0.2 ms

  





  

    		2025-07-21 20:32:44.439254

    		0.5 ms

  





  

    		2025-07-21 21:32:46.623143

    		-0.1 ms

  





  

    		2025-07-21 22:32:48.668261

    		0.3 ms

  





  

    		2025-07-21 23:32:50.598772

    		0.6 ms

  





  

    		2025-07-22 00:32:52.361645

    		1.1 ms

  





  

    		2025-07-22 01:32:53.940256

    		-0.5 ms

  





  

    		2025-07-22 02:32:55.830699

    		-0.6 ms

  





  

    		2025-07-22 03:32:58.098874

    		-0.7 ms

  





  

    		2025-07-22 04:32:59.787436

    		0.6 ms

  





  

    		2025-07-22 05:33:01.830946

    		0.9 ms

  





  

    		2025-07-22 06:33:04.859558

    		0.2 ms

  





  

    		2025-07-22 07:33:06.797581

    		0.4 ms

  





  

    		2025-07-22 08:33:08.651284

    		2.0 ms

  





  

    		2025-07-22 09:33:10.438564

    		0.6 ms

  





  

    		2025-07-22 10:33:12.350645

    		1.6 ms

  





  

    		2025-07-22 11:33:14.514427

    		0.8 ms

  





  

    		2025-07-22 12:33:16.695936

    		0.3 ms

  





  

    		2025-07-22 13:33:18.728265

    		0.0 ms

  





  

    		2025-07-22 14:33:20.759163

    		0.9 ms

  





  

    		2025-07-22 15:33:22.53567

    		-0.5 ms

  





  

    		2025-07-22 16:33:24.037824

    		0.5 ms

  





  

    		2025-07-22 17:33:26.882825

    		-0.2 ms

  





  

    		2025-07-22 18:33:30.049759

    		0.1 ms

  





  

    		2025-07-22 19:33:31.915364

    		0.7 ms

  





  

    		2025-07-22 20:33:34.418114

    		1.6 ms

  





  

    		2025-07-22 21:33:36.42084

    		1.1 ms

  





  

    		2025-07-22 22:33:38.695384

    		0.0 ms

  





  

    		2025-07-22 23:33:40.502824

    		2.5 ms

  





  

    		2025-07-23 00:33:42.233347

    		0.8 ms

  





  

    		2025-07-23 01:33:44.022087

    		-0.3 ms

  





  

    		2025-07-23 02:33:45.820348

    		0.5 ms

  





  

    		2025-07-23 03:33:47.287371

    		-0.4 ms

  





  

    		2025-07-23 04:33:48.957504

    		-1.0 ms

  





  

    		2025-07-23 05:33:51.712197

    		-0.5 ms

  





  

    		2025-07-23 06:33:54.806996

    		-1.9 ms

  





  

    		2025-07-23 07:33:56.740336

    		-0.3 ms

  





  

    		2025-07-23 08:33:58.235495

    		0.0 ms

  





  

    		2025-07-23 09:34:01.149059

    		1.5 ms

  





  

    		2025-07-23 10:34:02.880993

    		0.1 ms

  





  

    		2025-07-23 11:34:04.365022

    		1.7 ms

  





  

    		2025-07-23 12:34:06.678714

    		0.2 ms

  





  

    		2025-07-23 13:34:08.301824

    		0.0 ms

  





  

    		2025-07-23 14:34:10.023234

    		-2.1 ms

  





  

    		2025-07-23 15:34:13.06716

    		-0.3 ms

  





  

    		2025-07-23 16:34:14.930924

    		0.4 ms

  





  

    		2025-07-23 17:34:16.682014

    		0.7 ms

  





  

    		2025-07-23 18:34:19.196409

    		0.9 ms

  





  

    		2025-07-23 19:34:21.472694

    		0.3 ms

  





  

    		2025-07-23 20:34:23.963159

    		1.3 ms

  





  

    		2025-07-23 21:34:25.625623

    		0.5 ms

  





  

    		2025-07-23 22:34:27.716284

    		-1.8 ms

  





  

    		2025-07-23 23:34:29.391981

    		-2.6 ms

  





  

    		2025-07-24 00:34:31.401624

    		-3.0 ms

  





  

    		2025-07-24 01:34:33.294819

    		-3.0 ms

  





  

    		2025-07-24 02:34:34.736191

    		-1.9 ms

  





  

    		2025-07-24 03:34:36.610241

    		-0.5 ms

  





  

    		2025-07-24 04:34:38.718966

    		1.7 ms

  





  

    		2025-07-24 05:34:40.545308

    		2.3 ms

  





  

    		2025-07-24 06:34:44.163278

    		-1.9 ms

  





  

    		2025-07-24 07:34:46.492077

    		-0.5 ms

  





  

    		2025-07-24 08:34:48.20487

    		1.1 ms

  





  

    		2025-07-24 09:34:49.9499

    		-0.8 ms

  





  

    		2025-07-24 10:34:51.673814

    		0.2 ms

  





  

    		2025-07-24 11:34:53.225631

    		0.1 ms

  





  

    		2025-07-24 12:34:54.822505

    		0.3 ms

  





  

    		2025-07-24 13:34:56.824892

    		1.6 ms

  





  

    		2025-07-24 14:34:58.880644

    		1.4 ms

  





  

    		2025-07-24 15:35:00.495529

    		-0.1 ms

  





  

    		2025-07-24 16:35:03.149086

    		0.0 ms

  





  

    		2025-07-24 17:35:07.33065

    		-1.5 ms

  





  

    		2025-07-24 18:35:09.68823

    		1.2 ms

  





  

    		2025-07-24 19:35:11.457005

    		1.1 ms

  





  

    		2025-07-24 20:35:13.007833

    		-0.8 ms

  





  

    		2025-07-24 21:35:15.666623

    		0.2 ms

  





  

    		2025-07-24 22:35:17.36835

    		0.8 ms

  





  

    		2025-07-24 23:35:19.862593

    		0.3 ms

  





  

    		2025-07-25 00:35:22.064096

    		0.6 ms

  





  

    		2025-07-25 01:35:23.653189

    		-0.6 ms

  





  

    		2025-07-25 02:35:25.368378

    		0.5 ms

  





  

    		2025-07-25 03:35:27.692002

    		0.1 ms

  





  

    		2025-07-25 04:35:29.990866

    		-0.1 ms

  





  

    		2025-07-25 05:35:32.084614

    		3.3 ms

  





  

    		2025-07-25 06:35:33.866652

    		-0.6 ms

  





  

    		2025-07-25 07:35:36.251468

    		-0.3 ms

  





  

    		2025-07-25 08:35:37.699157

    		0.1 ms

  





  

    		2025-07-25 09:35:39.127074

    		0.7 ms

  





  

    		2025-07-25 10:35:40.6443

    		0.1 ms

  





  

    		2025-07-25 11:35:43.240969

    		0.5 ms

  





  

    		2025-07-25 12:35:45.025267

    		0.8 ms

  





  

    		2025-07-25 13:35:47.140296

    		1.3 ms

  





  

    		2025-07-25 14:35:48.874123

    		0.1 ms

  





  

    		2025-07-25 15:35:50.432239

    		0.6 ms

  





  

    		2025-07-25 16:35:52.064228

    		1.5 ms

  





  

    		2025-07-25 17:35:54.350634

    		-1.9 ms

  





  

    		2025-07-25 18:35:58.143904

    		-0.6 ms

  





  

    		2025-07-25 19:36:00.47988

    		-1.1 ms

  





  

    		2025-07-25 20:36:02.72932

    		-2.7 ms

  





  

    		2025-07-25 21:36:04.36629

    		0.0 ms

  





  

    		2025-07-25 22:36:06.269802

    		-0.4 ms

  





  

    		2025-07-25 23:36:08.076574

    		-0.8 ms

  





  

    		2025-07-26 00:36:09.684466

    		-1.5 ms

  





  

    		2025-07-26 01:36:11.060556

    		-0.3 ms

  





  

    		2025-07-26 02:36:12.570245

    		-0.6 ms

  





  

    		2025-07-26 03:36:14.689873

    		-0.5 ms

  





  

    		2025-07-26 04:36:16.399569

    		0.7 ms

  





  

    		2025-07-26 05:36:18.43295

    		0.3 ms

  





  

    		2025-07-26 06:36:21.022606

    		0.9 ms

  





  

    		2025-07-26 07:36:22.689923

    		0.1 ms

  





  

    		2025-07-26 08:36:24.507662

    		0.2 ms

  





  

    		2025-07-26 09:36:26.238639

    		0.3 ms

  





  

    		2025-07-26 10:36:27.9804

    		0.7 ms

  





  

    		2025-07-26 11:36:30.120976

    		0.1 ms

  





  

    		2025-07-26 12:36:31.984924

    		-0.2 ms

  





  

    		2025-07-26 13:36:35.928715

    		-0.6 ms

  





  

    		2025-07-26 14:36:37.943394

    		2.0 ms

  





  

    		2025-07-26 15:36:39.608183

    		-0.1 ms

  





  

    		2025-07-26 16:36:41.42358

    		0.8 ms

  





  

    		2025-07-26 17:36:43.709166

    		-1.0 ms

  





  

    		2025-07-26 18:36:46.501394

    		-0.7 ms

  





  

    		2025-07-26 19:36:49.116567

    		-2.6 ms

  





  

    		2025-07-26 20:36:51.477866

    		-2.6 ms

  





  

    		2025-07-26 21:36:54.665047

    		-1.1 ms

  





  

    		2025-07-26 22:36:56.363105

    		-0.6 ms

  





  

    		2025-07-26 23:36:57.808351

    		-1.2 ms

  





  

    		2025-07-27 00:36:59.529047

    		-1.8 ms

  





  

    		2025-07-27 01:37:00.950405

    		-2.5 ms

  





  

    		2025-07-27 02:37:03.636831

    		-0.8 ms

  





  

    		2025-07-27 03:37:05.282049

    		0.4 ms

  





  

    		2025-07-27 04:37:08.771723

    		0.4 ms

  





  

    		2025-07-27 05:37:10.585843

    		-1.1 ms

  





  

    		2025-07-27 06:37:12.707433

    		1.2 ms

  





  

    		2025-07-27 07:37:14.844622

    		-0.5 ms

  





  

    		2025-07-27 08:37:17.822667

    		-0.4 ms

  





  

    		2025-07-27 09:37:20.288883

    		1.8 ms

  





  

    		2025-07-27 10:37:22.043239

    		1.5 ms

  





  

    		2025-07-27 11:37:23.733571

    		1.1 ms

  





  

    		2025-07-27 12:37:25.351731

    		0.8 ms

  





  

    		2025-07-27 13:37:27.131014

    		0.9 ms

  





  

    		2025-07-27 14:37:29.472427

    		0.1 ms

  





  

    		2025-07-27 15:37:31.210149

    		2.1 ms

  





  

    		2025-07-27 16:37:33.092517

    		0.9 ms

  





  

    		2025-07-27 17:37:35.112981

    		-0.1 ms

  





  

    		2025-07-27 18:37:36.992346

    		-0.6 ms

  





  

    		2025-07-27 19:37:39.294244

    		0.5 ms

  





  

    		2025-07-27 20:37:42.178229

    		1.7 ms

  





  

    		2025-07-27 21:37:44.177598

    		-0.7 ms

  





  

    		2025-07-27 22:37:45.645809

    		0.2 ms

  





  

    		2025-07-27 23:37:47.368482

    		0.1 ms

  





  

    		2025-07-28 00:37:49.100639

    		-0.6 ms

  





  

    		2025-07-28 01:37:50.703931

    		1.3 ms

  





  

    		2025-07-28 02:37:52.480907

    		0.5 ms

  





  

    		2025-07-28 03:37:54.406963

    		1.4 ms

  





  

    		2025-07-28 04:37:57.320675

    		1.2 ms

  





  

    		2025-07-28 05:38:01.056697

    		1.2 ms

  





  

    		2025-07-28 06:38:02.68171

    		0.0 ms

  





  

    		2025-07-28 07:38:04.769588

    		0.4 ms

  





  

    		2025-07-28 08:38:06.195597

    		1.7 ms

  





  

    		2025-07-28 09:38:07.719696

    		2.5 ms

  





  

    		2025-07-28 10:38:09.310309

    		0.1 ms

  





  

    		2025-07-28 11:38:11.685278

    		-1.3 ms

  





  

    		2025-07-28 12:38:13.390838

    		1.3 ms

  





  

    		2025-07-28 13:38:14.919695

    		0.0 ms

  





  

    		2025-07-28 14:38:16.630716

    		0.8 ms

  





  

    		2025-07-28 15:38:18.619837

    		1.1 ms

  





  

    		2025-07-28 16:38:20.184115

    		1.1 ms

  





  

    		2025-07-28 17:38:22.274527

    		0.1 ms

  





  

    		2025-07-28 18:38:23.848541

    		-0.3 ms

  





  

    		2025-07-28 19:38:25.765906

    		0.0 ms

  





  

    		2025-07-28 20:38:28.841117

    		-0.8 ms

  





  

    		2025-07-28 21:38:31.414248

    		-0.7 ms

  





  

    		2025-07-28 22:38:33.468993

    		-1.0 ms

  





  

    		2025-07-28 23:38:35.152957

    		-1.2 ms

  





  

    		2025-07-29 00:38:36.674317

    		-0.2 ms

  





  

    		2025-07-29 01:38:38.344917

    		-0.1 ms

  





  

    		2025-07-29 02:38:40.713876

    		-0.8 ms

  





  

    		2025-07-29 03:38:43.145038

    		2.3 ms

  





  

    		2025-07-29 04:38:45.374227

    		3.3 ms

  





  

    		2025-07-29 05:38:47.184941

    		0.4 ms

  





  

    		2025-07-29 06:38:49.285252

    		-0.4 ms

  





  

    		2025-07-29 07:38:51.002853

    		0.7 ms

  





  

    		2025-07-29 08:38:52.619866

    		0.7 ms

  





  

    		2025-07-29 09:38:54.165197

    		-0.3 ms

  





  

    		2025-07-29 10:38:56.146729

    		0.7 ms

  





  

    		2025-07-29 11:38:57.850454

    		1.7 ms

  





  

    		2025-07-29 12:38:59.414001

    		0.2 ms

  





  

    		2025-07-29 13:39:01.019751

    		1.5 ms

  





  

    		2025-07-29 14:39:02.757684

    		0.8 ms

  





  

    		2025-07-29 15:39:05.481423

    		0.0 ms

  





  

    		2025-07-29 16:39:07.602467

    		1.3 ms

  





  

    		2025-07-29 17:39:10.208542

    		-2.0 ms

  





  

    		2025-07-29 18:39:12.523643

    		-0.5 ms

  





  

    		2025-07-29 19:39:15.118159

    		-1.0 ms

  





  

    		2025-07-29 20:39:16.728406

    		-0.3 ms

  





  

    		2025-07-29 21:39:18.547408

    		-0.3 ms

  





  

    		2025-07-29 22:39:20.039625

    		-0.2 ms

  





  

    		2025-07-29 23:39:21.855745

    		-0.2 ms

  





  

    		2025-07-30 00:39:23.537798

    		0.4 ms

  





  

    		2025-07-30 01:39:25.360401

    		-2.5 ms

  





  

    		2025-07-30 02:39:27.233506

    		-2.4 ms

  





  

    		2025-07-30 03:39:28.882033

    		-0.7 ms

  





  

    		2025-07-30 04:39:30.444826

    		0.3 ms

  





  

    		2025-07-30 05:39:32.286482

    		0.9 ms

  





  

    		2025-07-30 06:39:34.251332

    		-0.4 ms

  





  

    		2025-07-30 07:39:35.812802

    		0.0 ms

  





  

    		2025-07-30 08:39:37.56236

    		0.5 ms

  





  

    		2025-07-30 09:39:39.68761

    		2.1 ms

  





  

    		2025-07-30 10:39:41.143188

    		1.8 ms

  





  

    		2025-07-30 11:39:42.776695

    		-2.5 ms

  





  

    		2025-07-30 12:39:45.702078

    		1.4 ms

  





  

    		2025-07-30 13:39:47.217667

    		0.9 ms

  





  

    		2025-07-30 14:39:49.22078

    		0.7 ms

  





  

    		2025-07-30 15:39:50.801831

    		-0.4 ms

  





  

    		2025-07-30 16:39:53.5596

    		1.0 ms

  





  

    		2025-07-30 17:39:55.156321

    		0.6 ms

  





  

    		2025-07-30 18:39:57.126573

    		0.2 ms

  





  

    		2025-07-30 19:39:59.763941

    		0.4 ms

  





  

    		2025-07-30 20:40:01.925285

    		1.0 ms

  





  

    		2025-07-30 21:40:03.857103

    		-1.5 ms

  





  

    		2025-07-30 22:40:05.789802

    		-2.2 ms

  





  

    		2025-07-30 23:40:07.683213

    		-1.7 ms

  





  

    		2025-07-31 00:40:09.456377

    		-0.7 ms

  





  

    		2025-07-31 01:40:12.019244

    		-1.0 ms

  





  

    		2025-07-31 02:40:13.788684

    		-0.5 ms

  





  

    		2025-07-31 03:40:15.527969

    		-1.3 ms

  





  

    		2025-07-31 04:40:17.009873

    		0.6 ms

  





  

    		2025-07-31 05:40:18.865841

    		0.4 ms

  





  

    		2025-07-31 06:40:20.869741

    		-1.5 ms

  





  

    		2025-07-31 07:40:22.274481

    		0.0 ms

  





  

    		2025-07-31 08:40:23.757437

    		1.0 ms

  





  

    		2025-07-31 09:40:25.416895

    		0.4 ms

  





  

    		2025-07-31 10:40:27.450998

    		0.1 ms

  





  

    		2025-07-31 11:40:28.916595

    		-0.1 ms

  





  

    		2025-07-31 12:40:31.792943

    		0.2 ms

  





  

    		2025-07-31 13:40:33.544395

    		1.1 ms

  





  

    		2025-07-31 14:40:34.926651

    		3.8 ms

  





  

    		2025-07-31 15:40:36.676131

    		-0.7 ms

  





  

    		2025-07-31 16:40:39.380543

    		-0.2 ms

  





  

    		2025-07-31 17:40:41.876566

    		1.0 ms

  





  

    		2025-07-31 18:40:45.896812

    		-0.5 ms

  





  

    		2025-07-31 19:40:47.747105

    		0.0 ms

  





  

    		2025-07-31 20:40:49.264312

    		-0.7 ms

  





  

    		2025-07-31 21:40:51.014379

    		-0.4 ms

  





  

    		2025-07-31 22:40:52.624465

    		-0.1 ms

  





  

    		2025-07-31 23:40:54.486606

    		-0.9 ms

  





  

    		2025-08-01 00:40:55.987098

    		-1.1 ms

  





  

    		2025-08-01 01:40:57.812019

    		-0.2 ms

  





  

    		2025-08-01 02:40:59.520066

    		-1.1 ms

  





  

    		2025-08-01 03:41:03.895109

    		0.1 ms

  





  

    		2025-08-01 04:41:05.461907

    		0.4 ms

  





  

    		2025-08-01 05:41:07.97913

    		-0.9 ms

  





  

    		2025-08-01 06:41:11.384504

    		-1.2 ms

  





  

    		2025-08-01 07:41:13.818366

    		-1.5 ms

  





  

    		2025-08-01 08:41:15.986833

    		1.2 ms

  





  

    		2025-08-01 09:41:17.482252

    		0.6 ms

  





  

    		2025-08-01 10:41:19.873956

    		-0.4 ms

  





  

    		2025-08-01 11:41:21.944238

    		-0.4 ms

  





  

    		2025-08-01 12:41:23.552858

    		0.2 ms

  





  

    		2025-08-01 13:41:25.225256

    		0.4 ms

  





  

    		2025-08-01 14:41:27.272161

    		-0.8 ms

  





  

    		2025-08-01 15:41:29.096283

    		-1.3 ms

  





  

    		2025-08-01 16:41:31.119591

    		0.3 ms

  





  

    		2025-08-01 17:41:32.515377

    		0.7 ms

  





  

    		2025-08-01 18:41:34.094876

    		-0.4 ms

  





  

    		2025-08-01 19:41:35.605257

    		1.0 ms

  





  

    		2025-08-01 20:41:37.424421

    		-0.5 ms

  





  

    		2025-08-01 21:41:38.92718

    		-0.9 ms

  





  

    		2025-08-01 22:41:40.50488

    		-1.5 ms

  





  

    		2025-08-01 23:41:44.027609

    		-0.5 ms

  





  

    		2025-08-02 00:41:45.888251

    		-2.3 ms

  





  

    		2025-08-02 01:41:47.722809

    		-2.3 ms

  





  

    		2025-08-02 02:41:49.511571

    		0.4 ms

  





  

    		2025-08-02 03:41:53.805769

    		0.2 ms

  





  

    		2025-08-02 04:41:55.452851

    		0.1 ms

  





  

    		2025-08-02 05:41:57.290946

    		0.2 ms

  





  

    		2025-08-02 06:41:59.028219

    		-0.6 ms

  





  

    		2025-08-02 07:42:00.839943

    		-1.4 ms

  





  

    		2025-08-02 08:42:03.032633

    		0.0 ms

  





  

    		2025-08-02 09:42:04.838867

    		0.6 ms

  





  

    		2025-08-02 10:42:06.553478

    		1.8 ms

  





  

    		2025-08-02 11:42:08.530316

    		1.0 ms

  





  

    		2025-08-02 12:42:10.457033

    		1.2 ms

  





  

    		2025-08-02 13:42:12.444738

    		-0.4 ms

  





  

    		2025-08-02 14:42:14.192675

    		1.1 ms

  





  

    		2025-08-02 15:42:16.150514

    		-0.6 ms

  





  

    		2025-08-02 16:42:19.273565

    		-0.1 ms

  





  

    		2025-08-02 17:42:20.914562

    		-0.4 ms

  





  

    		2025-08-02 18:42:22.771587

    		-0.5 ms

  





  

    		2025-08-02 19:42:24.805211

    		-0.1 ms

  





  

    		2025-08-02 20:42:27.04313

    		0.3 ms

  





  

    		2025-08-02 21:42:29.011213

    		0.4 ms

  





  

    		2025-08-02 22:42:31.114042

    		2.6 ms

  





  

    		2025-08-02 23:42:32.730352

    		2.8 ms

  





  

    		2025-08-03 00:42:34.197518

    		3.1 ms

  





  

    		2025-08-03 01:42:37.31198

    		0.3 ms

  





  

    		2025-08-03 02:42:38.970983

    		0.2 ms

  





  

    		2025-08-03 03:42:41.738644

    		-0.3 ms

  





  

    		2025-08-03 04:42:45.101165

    		0.4 ms

  





  

    		2025-08-03 05:42:47.346103

    		-0.2 ms

  





  

    		2025-08-03 06:42:49.179907

    		0.4 ms

  





  

    		2025-08-03 07:42:50.999147

    		-0.4 ms

  





  

    		2025-08-03 08:42:53.19437

    		-0.8 ms

  





  

    		2025-08-03 09:42:55.119246

    		0.0 ms

  





  

    		2025-08-03 10:42:56.79282

    		-4.9 ms

  





  

    		2025-08-03 11:42:58.838143

    		-0.2 ms

  





  

    		2025-08-03 12:43:01.04616

    		3.1 ms

  





  

    		2025-08-03 13:43:03.356816

    		-0.1 ms

  





  

    		2025-08-03 14:43:06.152889

    		1.9 ms

  





  

    		2025-08-03 15:43:07.669591

    		0.8 ms

  





  

    		2025-08-03 16:43:10.033158

    		0.0 ms

  





  

    		2025-08-03 17:43:11.804764

    		-2.4 ms

  





  

    		2025-08-03 18:43:13.500861

    		-0.6 ms

  





  

    		2025-08-03 19:43:16.680022

    		-0.1 ms

  





  

    		2025-08-03 20:43:19.198581

    		-0.3 ms

  





  

    		2025-08-03 21:43:22.614803

    		0.1 ms

  





  

    		2025-08-03 22:43:24.310388

    		-0.5 ms

  





  

    		2025-08-03 23:43:26.79265

    		1.8 ms

  





  

    		2025-08-04 00:43:28.680766

    		1.4 ms

  





  

    		2025-08-04 01:43:31.685885

    		-0.6 ms

  





  

    		2025-08-04 02:43:33.532944

    		0.0 ms

  





  

    		2025-08-04 03:43:36.25587

    		-1.4 ms

  





  

    		2025-08-04 04:43:37.668905

    		-0.2 ms

  





  

    		2025-08-04 05:43:39.184209

    		0.8 ms

  





  

    		2025-08-04 06:43:40.766938

    		-0.3 ms

  





  

    		2025-08-04 07:43:42.846324

    		1.4 ms

  





  

    		2025-08-04 08:43:44.417387

    		-0.4 ms

  





  

    		2025-08-04 09:43:46.195048

    		-2.3 ms

  





  

    		2025-08-04 10:43:48.09784

    		-2.2 ms

  





  

    		2025-08-04 11:43:50.275578

    		-0.3 ms

  





  

    		2025-08-04 12:43:52.553133

    		-3.1 ms

  





  

    		2025-08-04 13:43:54.254614

    		0.7 ms

  





  

    		2025-08-04 14:43:55.790619

    		0.2 ms

  





  

    		2025-08-04 15:43:57.547383

    		-0.1 ms

  





  

    		2025-08-04 16:43:59.185417

    		-0.3 ms

  





  

    		2025-08-04 17:44:01.518989

    		0.3 ms

  





  

    		2025-08-04 18:44:03.148756

    		-1.3 ms

  





  

    		2025-08-04 19:44:05.650595

    		0.7 ms

  





  

    		2025-08-04 20:44:07.727419

    		0.0 ms

  





  

    		2025-08-04 21:44:09.483893

    		0.0 ms

  





  

    		2025-08-04 22:44:11.143657

    		-0.3 ms

  





  

    		2025-08-04 23:44:12.555197

    		-0.2 ms

  





  

    		2025-08-05 00:44:14.146307

    		0.6 ms

  





  

    		2025-08-05 01:44:15.827384

    		0.4 ms

  





  

    		2025-08-05 02:44:18.57355

    		0.8 ms

  





  

    		2025-08-05 03:44:20.505902

    		-0.4 ms

  





  

    		2025-08-05 04:44:22.253388

    		1.2 ms

  





  

    		2025-08-05 05:44:25.476679

    		0.2 ms

  





  

    		2025-08-05 06:44:27.869619

    		-0.6 ms

  





  

    		2025-08-05 07:44:29.691879

    		4.1 ms

  





  

    		2025-08-05 08:44:31.928338

    		1.3 ms

  





  

    		2025-08-05 09:44:33.467127

    		0.8 ms

  





  

    		2025-08-05 10:44:35.573019

    		0.0 ms

  





  

    		2025-08-05 11:44:37.277415

    		0.9 ms

  





  

    		2025-08-05 12:44:39.523903

    		-0.8 ms

  





  

    		2025-08-05 13:44:41.815146

    		1.0 ms

  





  

    		2025-08-05 14:44:44.277787

    		2.4 ms

  





  

    		2025-08-05 15:44:46.144235

    		-0.5 ms

  





  

    		2025-08-05 16:44:48.085303

    		-0.3 ms

  





  

    		2025-08-05 17:44:50.122429

    		0.0 ms

  





  

    		2025-08-05 18:44:51.499852

    		-0.9 ms

  





  

    		2025-08-05 19:44:54.896485

    		0.5 ms

  





  

    		2025-08-05 20:44:56.965323

    		-0.7 ms

  





  

    		2025-08-05 21:44:58.84096

    		-0.5 ms

  





  

    		2025-08-05 22:45:00.483078

    		-0.3 ms

  





  

    		2025-08-05 23:45:02.250585

    		0.1 ms

  





  

    		2025-08-06 00:45:05.059808

    		-0.7 ms

  





  

    		2025-08-06 01:45:06.663167

    		0.4 ms

  





  

    		2025-08-06 02:45:08.425993

    		-0.4 ms

  





  

    		2025-08-06 03:45:10.96052

    		-1.7 ms

  





  

    		2025-08-06 04:45:12.741798

    		-0.9 ms

  





  

    		2025-08-06 05:45:14.219918

    		0.4 ms

  





  

    		2025-08-06 06:45:16.428972

    		1.0 ms

  





  

    		2025-08-06 07:45:19.418939

    		0.2 ms

  





  

    		2025-08-06 08:45:21.105117

    		0.4 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.08 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.971%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-06-25 18:10:49.404575 UTC and 2025-08-06 09:45:22.61033 UTC:







  		Time collected

  		Clock offset







  

    		2025-06-25 18:10:49.404575

    		-0.4 ms

  





  

    		2025-06-25 19:10:52.960908

    		-0.2 ms

  





  

    		2025-06-25 20:10:56.616049

    		1.3 ms

  





  

    		2025-06-25 21:10:58.86448

    		-0.4 ms

  





  

    		2025-06-25 22:11:00.708762

    		-0.3 ms

  





  

    		2025-06-25 23:11:02.274381

    		-0.8 ms

  





  

    		2025-06-26 00:11:04.206646

    		-1.7 ms

  





  

    		2025-06-26 01:11:06.510864

    		-0.1 ms

  





  

    		2025-06-26 02:11:08.21882

    		0.6 ms

  





  

    		2025-06-26 03:11:09.936989

    		-0.5 ms

  





  

    		2025-06-26 04:11:11.758607

    		0.3 ms

  





  

    		2025-06-26 05:11:13.708053

    		-0.2 ms

  





  

    		2025-06-26 06:11:15.971095

    		0.6 ms

  





  

    		2025-06-26 07:11:18.89546

    		0.1 ms

  





  

    		2025-06-26 08:11:20.822362

    		0.7 ms

  





  

    		2025-06-26 09:11:22.901727

    		-0.7 ms

  





  

    		2025-06-26 10:11:25.656979

    		0.8 ms

  





  

    		2025-06-26 11:11:27.686791

    		-0.2 ms

  





  

    		2025-06-26 12:11:29.50496

    		3.5 ms

  





  

    		2025-06-26 13:11:31.092303

    		-0.9 ms

  





  

    		2025-06-26 14:11:33.087642

    		-0.3 ms

  





  

    		2025-06-26 15:11:34.917434

    		-0.1 ms

  





  

    		2025-06-26 16:11:37.692478

    		-0.2 ms

  





  

    		2025-06-26 17:11:40.987105

    		0.3 ms

  





  

    		2025-06-26 18:11:42.933929

    		0.2 ms

  





  

    		2025-06-26 19:11:45.086507

    		-1.5 ms

  





  

    		2025-06-26 20:11:47.172976

    		-1.7 ms

  





  

    		2025-06-26 21:11:48.899008

    		-0.2 ms

  





  

    		2025-06-26 22:11:50.636893

    		-0.5 ms

  





  

    		2025-06-26 23:11:52.291528

    		-0.3 ms

  





  

    		2025-06-27 00:11:53.84408

    		-0.7 ms

  





  

    		2025-06-27 01:11:55.633162

    		-1.9 ms

  





  

    		2025-06-27 02:11:57.271727

    		-2.2 ms

  





  

    		2025-06-27 03:11:59.605147

    		-0.5 ms

  





  

    		2025-06-27 04:12:01.612271

    		-0.4 ms

  





  

    		2025-06-27 05:12:03.705689

    		-0.1 ms

  





  

    		2025-06-27 06:12:06.017953

    		0.6 ms

  





  

    		2025-06-27 07:12:08.909708

    		0.7 ms

  





  

    		2025-06-27 08:12:10.423335

    		-0.1 ms

  





  

    		2025-06-27 09:12:12.191473

    		2.8 ms

  





  

    		2025-06-27 10:12:14.843305

    		0.0 ms

  





  

    		2025-06-27 11:12:16.392186

    		0.8 ms

  





  

    		2025-06-27 12:12:18.380523

    		1.5 ms

  





  

    		2025-06-27 13:12:21.08615

    		-0.3 ms

  





  

    		2025-06-27 14:12:24.154977

    		0.1 ms

  





  

    		2025-06-27 15:12:25.76303

    		0.6 ms

  





  

    		2025-06-27 16:12:28.304227

    		1.2 ms

  





  

    		2025-06-27 17:12:31.579673

    		0.6 ms

  





  

    		2025-06-27 18:12:33.253691

    		0.2 ms

  





  

    		2025-06-27 19:12:35.252695

    		0.1 ms

  





  

    		2025-06-27 20:12:36.769582

    		0.1 ms

  





  

    		2025-06-27 21:12:38.765736

    		9.7 ms

  





  

    		2025-06-27 22:12:41.082812

    		1.7 ms

  





  

    		2025-06-27 23:12:43.266558

    		1.3 ms

  





  

    		2025-06-28 00:12:45.35662

    		1.5 ms

  





  

    		2025-06-28 01:12:47.089722

    		-0.2 ms

  





  

    		2025-06-28 02:12:48.67794

    		-1.0 ms

  





  

    		2025-06-28 03:12:50.317429

    		-0.8 ms

  





  

    		2025-06-28 04:12:51.751287

    		-1.3 ms

  





  

    		2025-06-28 05:12:53.541818

    		-0.7 ms

  





  

    		2025-06-28 06:12:56.320987

    		0.8 ms

  





  

    		2025-06-28 07:12:58.380107

    		1.8 ms

  





  

    		2025-06-28 08:13:01.292412

    		0.9 ms

  





  

    		2025-06-28 09:13:02.967815

    		1.4 ms

  





  

    		2025-06-28 10:13:04.538725

    		0.9 ms

  





  

    		2025-06-28 11:13:06.020467

    		0.4 ms

  





  

    		2025-06-28 12:13:07.616722

    		-0.1 ms

  





  

    		2025-06-28 13:13:10.659929

    		-1.2 ms

  





  

    		2025-06-28 14:13:13.303238

    		1.4 ms

  





  

    		2025-06-28 15:13:14.849782

    		0.6 ms

  





  

    		2025-06-28 16:13:17.221083

    		0.2 ms

  





  

    		2025-06-28 17:13:19.36053

    		-1.6 ms

  





  

    		2025-06-28 18:13:22.333298

    		-0.2 ms

  





  

    		2025-06-28 19:13:25.436303

    		0.1 ms

  





  

    		2025-06-28 20:13:28.137851

    		-0.4 ms

  





  

    		2025-06-28 21:13:30.231647

    		0.6 ms

  





  

    		2025-06-28 22:13:31.715503

    		0.0 ms

  





  

    		2025-06-28 23:13:33.109087

    		-1.8 ms

  





  

    		2025-06-29 00:13:34.980614

    		0.0 ms

  





  

    		2025-06-29 01:13:36.488498

    		0.0 ms

  





  

    		2025-06-29 02:13:38.361577

    		0.0 ms

  





  

    		2025-06-29 03:13:39.85401

    		0.8 ms

  





  

    		2025-06-29 04:13:41.815389

    		-0.9 ms

  





  

    		2025-06-29 05:13:43.416717

    		-1.1 ms

  





  

    		2025-06-29 06:13:46.129212

    		1.8 ms

  





  

    		2025-06-29 07:13:47.815543

    		0.4 ms

  





  

    		2025-06-29 08:13:49.348308

    		1.0 ms

  





  

    		2025-06-29 09:13:50.922782

    		1.0 ms

  





  

    		2025-06-29 10:13:53.029295

    		0.5 ms

  





  

    		2025-06-29 11:13:55.064411

    		0.6 ms

  





  

    		2025-06-29 12:13:56.875343

    		1.7 ms

  





  

    		2025-06-29 13:13:58.302886

    		0.0 ms

  





  

    		2025-06-29 14:14:00.391229

    		0.8 ms

  





  

    		2025-06-29 15:14:02.841357

    		1.9 ms

  





  

    		2025-06-29 16:14:04.882342

    		-0.8 ms

  





  

    		2025-06-29 17:14:07.185172

    		0.6 ms

  





  

    		2025-06-29 18:14:09.35736

    		-1.1 ms

  





  

    		2025-06-29 19:14:13.41564

    		0.1 ms

  





  

    		2025-06-29 20:14:15.222228

    		-0.5 ms

  





  

    		2025-06-29 21:14:17.88576

    		-0.9 ms

  





  

    		2025-06-29 22:14:19.748578

    		-2.4 ms

  





  

    		2025-06-29 23:14:21.202641

    		-3.8 ms

  





  

    		2025-06-30 00:14:22.812132

    		-0.5 ms

  





  

    		2025-06-30 01:14:25.210075

    		-0.2 ms

  





  

    		2025-06-30 02:14:26.930545

    		-0.6 ms

  





  

    		2025-06-30 03:14:29.088628

    		-0.4 ms

  





  

    		2025-06-30 04:14:30.550636

    		-0.1 ms

  





  

    		2025-06-30 05:14:32.956743

    		-1.0 ms

  





  

    		2025-06-30 06:14:36.038391

    		0.2 ms

  





  

    		2025-06-30 07:14:37.475159

    		1.5 ms

  





  

    		2025-06-30 08:14:39.217929

    		0.7 ms

  





  

    		2025-06-30 09:14:40.814754

    		0.7 ms

  





  

    		2025-06-30 10:14:43.213171

    		0.0 ms

  





  

    		2025-06-30 11:14:45.175753

    		1.2 ms

  





  

    		2025-06-30 12:14:46.828504

    		-0.2 ms

  





  

    		2025-06-30 13:14:49.166108

    		1.2 ms

  





  

    		2025-06-30 14:14:50.675931

    		-0.3 ms

  





  

    		2025-06-30 15:14:52.455706

    		0.7 ms

  





  

    		2025-06-30 16:14:55.064397

    		0.0 ms

  





  

    		2025-06-30 17:14:56.851727

    		1.3 ms

  





  

    		2025-06-30 18:14:59.085732

    		-0.2 ms

  





  

    		2025-06-30 19:15:00.700653

    		-3.3 ms

  





  

    		2025-06-30 20:15:03.265991

    		-0.6 ms

  





  

    		2025-06-30 21:15:04.977382

    		-0.4 ms

  





  

    		2025-06-30 22:15:06.676511

    		-0.6 ms

  





  

    		2025-06-30 23:15:08.402143

    		-0.9 ms

  





  

    		2025-07-01 00:15:10.165654

    		-0.3 ms

  





  

    		2025-07-01 01:15:11.624477

    		-0.4 ms

  





  

    		2025-07-01 02:15:14.598471

    		-0.7 ms

  





  

    		2025-07-01 03:15:16.210407

    		-0.3 ms

  





  

    		2025-07-01 04:15:17.677942

    		-0.4 ms

  





  

    		2025-07-01 05:15:19.67922

    		-0.6 ms

  





  

    		2025-07-01 06:15:21.248143

    		0.1 ms

  





  

    		2025-07-01 07:15:23.749247

    		0.7 ms

  





  

    		2025-07-01 08:15:26.10437

    		-1.4 ms

  





  

    		2025-07-01 09:15:27.987056

    		0.8 ms

  





  

    		2025-07-01 10:15:29.945645

    		-0.3 ms

  





  

    		2025-07-01 11:15:31.48622

    		0.7 ms

  





  

    		2025-07-01 12:15:32.993985

    		0.9 ms

  





  

    		2025-07-01 13:15:34.66217

    		-1.3 ms

  





  

    		2025-07-01 14:15:36.303795

    		0.4 ms

  





  

    		2025-07-01 15:15:38.986635

    		-2.6 ms

  





  

    		2025-07-01 16:15:40.525418

    		-0.2 ms

  





  

    		2025-07-01 17:15:42.470837

    		-0.1 ms

  





  

    		2025-07-01 18:15:44.955946

    		-0.6 ms

  





  

    		2025-07-01 19:15:48.039247

    		0.0 ms

  





  

    		2025-07-01 20:15:51.259408

    		0.7 ms

  





  

    		2025-07-01 21:15:53.621304

    		-0.7 ms

  





  

    		2025-07-01 22:15:55.176459

    		-1.2 ms

  





  

    		2025-07-01 23:15:56.835651

    		-0.4 ms

  





  

    		2025-07-02 00:15:58.480825

    		-0.6 ms

  





  

    		2025-07-02 01:15:59.916349

    		-2.8 ms

  





  

    		2025-07-02 02:16:03.163606

    		-0.8 ms

  





  

    		2025-07-02 03:16:05.944755

    		0.1 ms

  





  

    		2025-07-02 04:16:07.653008

    		0.1 ms

  





  

    		2025-07-02 05:16:10.452494

    		0.1 ms

  





  

    		2025-07-02 06:16:12.842965

    		0.9 ms

  





  

    		2025-07-02 07:16:14.756012

    		1.6 ms

  





  

    		2025-07-02 08:16:16.400919

    		0.1 ms

  





  

    		2025-07-02 09:16:17.835025

    		-0.6 ms

  





  

    		2025-07-02 10:16:19.598229

    		0.1 ms

  





  

    		2025-07-02 11:16:21.190078

    		-1.0 ms

  





  

    		2025-07-02 12:16:22.578146

    		0.6 ms

  





  

    		2025-07-02 13:16:24.423406

    		0.5 ms

  





  

    		2025-07-02 14:16:26.147539

    		-0.7 ms

  





  

    		2025-07-02 15:16:28.248911

    		0.3 ms

  





  

    		2025-07-02 16:16:31.327326

    		0.9 ms

  





  

    		2025-07-02 17:16:34.023804

    		-0.1 ms

  





  

    		2025-07-02 18:16:36.843727

    		1.3 ms

  





  

    		2025-07-02 19:16:38.685318

    		0.2 ms

  





  

    		2025-07-02 20:16:42.321672

    		0.7 ms

  





  

    		2025-07-02 21:16:45.780337

    		0.2 ms

  





  

    		2025-07-02 22:16:47.790971

    		-0.5 ms

  





  

    		2025-07-02 23:16:49.805113

    		-0.8 ms

  





  

    		2025-07-03 00:16:51.293637

    		0.3 ms

  





  

    		2025-07-03 01:16:52.855404

    		-0.1 ms

  





  

    		2025-07-03 02:16:54.489552

    		1.6 ms

  





  

    		2025-07-03 03:16:56.177164

    		1.7 ms

  





  

    		2025-07-03 04:16:59.494789

    		-1.3 ms

  





  

    		2025-07-03 05:17:01.595485

    		1.3 ms

  





  

    		2025-07-03 06:17:04.241728

    		-0.9 ms

  





  

    		2025-07-03 07:17:07.54648

    		-0.4 ms

  





  

    		2025-07-03 08:17:09.902872

    		-0.4 ms

  





  

    		2025-07-03 09:17:11.834382

    		0.9 ms

  





  

    		2025-07-03 10:17:13.711256

    		-0.5 ms

  





  

    		2025-07-03 11:17:15.364703

    		1.1 ms

  





  

    		2025-07-03 12:17:16.987677

    		0.6 ms

  





  

    		2025-07-03 13:17:18.485131

    		0.3 ms

  





  

    		2025-07-03 14:17:20.605533

    		2.6 ms

  





  

    		2025-07-03 15:17:22.72441

    		-3.3 ms

  





  

    		2025-07-03 16:17:25.041692

    		1.3 ms

  





  

    		2025-07-03 17:17:27.236806

    		0.2 ms

  





  

    		2025-07-03 18:17:30.937838

    		-0.9 ms

  





  

    		2025-07-03 19:17:32.713936

    		-0.6 ms

  





  

    		2025-07-03 20:17:34.670012

    		-0.6 ms

  





  

    		2025-07-03 21:17:36.528757

    		0.3 ms

  





  

    		2025-07-03 22:17:39.744166

    		-1.9 ms

  





  

    		2025-07-03 23:17:41.527372

    		-1.8 ms

  





  

    		2025-07-04 00:17:43.218852

    		-2.8 ms

  





  

    		2025-07-04 01:17:44.640737

    		-1.8 ms

  





  

    		2025-07-04 02:17:46.262402

    		0.1 ms

  





  

    		2025-07-04 03:17:48.027572

    		0.4 ms

  





  

    		2025-07-04 04:17:50.814465

    		0.6 ms

  





  

    		2025-07-04 05:17:53.783662

    		0.3 ms

  





  

    		2025-07-04 06:17:56.479686

    		0.6 ms

  





  

    		2025-07-04 07:17:59.291574

    		0.4 ms

  





  

    		2025-07-04 08:18:01.059006

    		1.0 ms

  





  

    		2025-07-04 09:18:02.901651

    		1.0 ms

  





  

    		2025-07-04 10:18:04.822292

    		0.0 ms

  





  

    		2025-07-04 11:18:06.727602

    		1.8 ms

  





  

    		2025-07-04 12:18:08.378285

    		0.3 ms

  





  

    		2025-07-04 13:18:11.64389

    		0.3 ms

  





  

    		2025-07-04 14:18:13.948521

    		0.2 ms

  





  

    		2025-07-04 15:18:17.249065

    		0.2 ms

  





  

    		2025-07-04 16:18:19.16203

    		-0.3 ms

  





  

    		2025-07-04 17:18:21.167708

    		0.4 ms

  





  

    		2025-07-04 18:18:23.124124

    		-2.5 ms

  





  

    		2025-07-04 19:18:25.617388

    		-1.8 ms

  





  

    		2025-07-04 20:18:29.219623

    		0.3 ms

  





  

    		2025-07-04 21:18:31.811556

    		-2.0 ms

  





  

    		2025-07-04 22:18:33.380893

    		-2.6 ms

  





  

    		2025-07-04 23:18:36.238029

    		-0.8 ms

  





  

    		2025-07-05 00:18:38.186789

    		-0.8 ms

  





  

    		2025-07-05 01:18:39.877704

    		-1.1 ms

  





  

    		2025-07-05 02:18:41.409255

    		-0.9 ms

  





  

    		2025-07-05 03:18:43.495995

    		0.1 ms

  





  

    		2025-07-05 04:18:47.286686

    		-0.4 ms

  





  

    		2025-07-05 05:18:49.618597

    		-0.4 ms

  





  

    		2025-07-05 06:18:52.714048

    		-1.2 ms

  





  

    		2025-07-05 07:18:54.804263

    		0.0 ms

  





  

    		2025-07-05 08:18:56.786

    		0.6 ms

  





  

    		2025-07-05 09:18:59.433446

    		0.1 ms

  





  

    		2025-07-05 10:19:01.880457

    		0.0 ms

  





  

    		2025-07-05 11:19:04.16547

    		0.3 ms

  





  

    		2025-07-05 12:19:06.074645

    		-2.6 ms

  





  

    		2025-07-05 13:19:07.517509

    		0.9 ms

  





  

    		2025-07-05 14:19:10.983212

    		2.9 ms

  





  

    		2025-07-05 15:19:13.640793

    		-0.4 ms

  





  

    		2025-07-05 16:19:16.871915

    		-0.8 ms

  





  

    		2025-07-05 17:19:20.575323

    		2.2 ms

  





  

    		2025-07-05 18:19:23.20253

    		0.6 ms

  





  

    		2025-07-05 19:19:25.721718

    		1.2 ms

  





  

    		2025-07-05 20:19:27.89412

    		0.8 ms

  





  

    		2025-07-05 21:19:29.652447

    		-0.7 ms

  





  

    		2025-07-05 22:19:31.426169

    		0.2 ms

  





  

    		2025-07-05 23:19:34.66781

    		-0.5 ms

  





  

    		2025-07-06 00:19:36.29048

    		-2.1 ms

  





  

    		2025-07-06 01:19:37.768625

    		-2.7 ms

  





  

    		2025-07-06 02:19:39.559592

    		0.7 ms

  





  

    		2025-07-06 03:19:41.084189

    		0.8 ms

  





  

    		2025-07-06 04:19:42.980882

    		-0.4 ms

  





  

    		2025-07-06 05:19:44.3964

    		0.3 ms

  





  

    		2025-07-06 06:19:47.023683

    		0.9 ms

  





  

    		2025-07-06 07:19:50.106427

    		0.0 ms

  





  

    		2025-07-06 08:19:52.17417

    		-0.8 ms

  





  

    		2025-07-06 09:19:54.001793

    		-1.2 ms

  





  

    		2025-07-06 10:19:56.109374

    		0.7 ms

  





  

    		2025-07-06 11:19:58.588917

    		-0.6 ms

  





  

    		2025-07-06 12:20:00.42686

    		-0.1 ms

  





  

    		2025-07-06 13:20:03.04821

    		-0.8 ms

  





  

    		2025-07-06 14:20:05.660954

    		0.7 ms

  





  

    		2025-07-06 15:20:08.225309

    		0.3 ms

  





  

    		2025-07-06 16:20:10.746142

    		0.5 ms

  





  

    		2025-07-06 17:20:14.757821

    		-0.2 ms

  





  

    		2025-07-06 18:20:17.459257

    		0.5 ms

  





  

    		2025-07-06 19:20:20.152806

    		1.1 ms

  





  

    		2025-07-06 20:20:23.047403

    		-2.9 ms

  





  

    		2025-07-06 21:20:25.707574

    		-2.9 ms

  





  

    		2025-07-06 22:20:27.51756

    		0.5 ms

  





  

    		2025-07-06 23:20:29.318839

    		-2.7 ms

  





  

    		2025-07-07 00:20:31.311181

    		-2.8 ms

  





  

    		2025-07-07 01:20:33.059946

    		-2.0 ms

  





  

    		2025-07-07 02:20:34.559236

    		-1.1 ms

  





  

    		2025-07-07 03:20:37.912774

    		-0.6 ms

  





  

    		2025-07-07 04:20:39.437192

    		0.8 ms

  





  

    		2025-07-07 05:20:41.014788

    		1.2 ms

  





  

    		2025-07-07 06:20:42.576562

    		1.0 ms

  





  

    		2025-07-07 07:20:44.197157

    		1.5 ms

  





  

    		2025-07-07 08:20:46.282759

    		-0.6 ms

  





  

    		2025-07-07 09:20:48.158689

    		-10.6 ms

  





  

    		2025-07-07 10:20:50.262333

    		0.0 ms

  





  

    		2025-07-07 11:20:52.021812

    		0.4 ms

  





  

    		2025-07-07 12:20:54.530225

    		0.0 ms

  





  

    		2025-07-07 13:20:56.293461

    		0.2 ms

  





  

    		2025-07-07 14:20:58.385761

    		-0.5 ms

  





  

    		2025-07-07 15:21:00.155713

    		-0.1 ms

  





  

    		2025-07-07 16:21:02.092013

    		-2.1 ms

  





  

    		2025-07-07 17:21:03.703217

    		0.6 ms

  





  

    		2025-07-07 18:21:05.562473

    		1.0 ms

  





  

    		2025-07-07 19:21:08.706315

    		0.2 ms

  





  

    		2025-07-07 20:21:11.867336

    		-0.2 ms

  





  

    		2025-07-07 21:21:14.346205

    		-0.1 ms

  





  

    		2025-07-07 22:21:16.529575

    		-0.2 ms

  





  

    		2025-07-07 23:21:18.034617

    		-2.2 ms

  





  

    		2025-07-08 00:21:19.683231

    		-0.4 ms

  





  

    		2025-07-08 01:21:21.572175

    		-2.5 ms

  





  

    		2025-07-08 02:21:23.334208

    		-3.6 ms

  





  

    		2025-07-08 03:21:25.029826

    		-3.8 ms

  





  

    		2025-07-08 04:21:27.136923

    		-0.5 ms

  





  

    		2025-07-08 05:21:29.644985

    		-1.7 ms

  





  

    		2025-07-08 06:21:33.029756

    		0.6 ms

  





  

    		2025-07-08 07:21:34.578461

    		-0.3 ms

  





  

    		2025-07-08 08:21:36.605885

    		1.0 ms

  





  

    		2025-07-08 09:21:38.063577

    		1.7 ms

  





  

    		2025-07-08 10:21:39.639484

    		0.2 ms

  





  

    		2025-07-08 11:21:41.990285

    		1.2 ms

  





  

    		2025-07-08 12:21:43.923905

    		0.2 ms

  





  

    		2025-07-08 13:21:47.028991

    		-0.6 ms

  





  

    		2025-07-08 14:21:48.598862

    		0.6 ms

  





  

    		2025-07-08 15:21:50.308725

    		1.5 ms

  





  

    		2025-07-08 16:21:52.030004

    		-0.1 ms

  





  

    		2025-07-08 17:21:54.427432

    		0.8 ms

  





  

    		2025-07-08 18:21:56.009029

    		2.1 ms

  





  

    		2025-07-08 19:21:57.786649

    		0.1 ms

  





  

    		2025-07-08 20:22:00.727365

    		-2.0 ms

  





  

    		2025-07-08 21:22:03.2765

    		-2.6 ms

  





  

    		2025-07-08 22:22:05.307713

    		-0.6 ms

  





  

    		2025-07-08 23:22:07.458553

    		-1.5 ms

  





  

    		2025-07-09 00:22:09.173334

    		-3.0 ms

  





  

    		2025-07-09 01:22:10.785941

    		-3.7 ms

  





  

    		2025-07-09 02:22:12.484986

    		-2.2 ms

  





  

    		2025-07-09 03:22:14.181598

    		-0.6 ms

  





  

    		2025-07-09 04:22:15.936782

    		-1.0 ms

  





  

    		2025-07-09 05:22:17.567551

    		-0.2 ms

  





  

    		2025-07-09 06:22:19.406617

    		0.1 ms

  





  

    		2025-07-09 07:22:20.989941

    		0.4 ms

  





  

    		2025-07-09 08:22:22.922897

    		0.9 ms

  





  

    		2025-07-09 09:22:25.286233

    		1.8 ms

  





  

    		2025-07-09 10:22:26.934504

    		1.0 ms

  





  

    		2025-07-09 11:22:29.073282

    		0.4 ms

  





  

    		2025-07-09 12:22:30.616091

    		-1.0 ms

  





  

    		2025-07-09 13:22:32.545647

    		0.4 ms

  





  

    		2025-07-09 14:22:34.677962

    		-1.2 ms

  





  

    		2025-07-09 15:22:36.236425

    		-2.6 ms

  





  

    		2025-07-09 16:22:38.335658

    		-2.4 ms

  





  

    		2025-07-09 17:22:40.289542

    		-0.6 ms

  





  

    		2025-07-09 18:22:42.110041

    		0.0 ms

  





  

    		2025-07-09 19:22:45.069916

    		1.8 ms

  





  

    		2025-07-09 20:22:47.870232

    		1.8 ms

  





  

    		2025-07-09 21:22:50.251917

    		-0.7 ms

  





  

    		2025-07-09 22:22:52.101515

    		-2.4 ms

  





  

    		2025-07-09 23:22:53.923279

    		-3.3 ms

  





  

    		2025-07-10 00:22:55.877179

    		-0.7 ms

  





  

    		2025-07-10 01:22:57.728625

    		-0.7 ms

  





  

    		2025-07-10 02:22:59.372256

    		0.1 ms

  





  

    		2025-07-10 03:23:01.250083

    		0.3 ms

  





  

    		2025-07-10 04:23:02.840984

    		0.1 ms

  





  

    		2025-07-10 05:23:04.908599

    		-0.3 ms

  





  

    		2025-07-10 06:23:06.941994

    		0.8 ms

  





  

    		2025-07-10 07:23:09.236892

    		1.3 ms

  





  

    		2025-07-10 08:23:11.810771

    		0.8 ms

  





  

    		2025-07-10 09:23:13.305279

    		1.8 ms

  





  

    		2025-07-10 10:23:15.974475

    		0.6 ms

  





  

    		2025-07-10 11:23:18.495823

    		-0.6 ms

  





  

    		2025-07-10 12:23:20.309051

    		-1.0 ms

  





  

    		2025-07-10 13:23:22.391384

    		-1.0 ms

  





  

    		2025-07-10 14:23:25.111377

    		-1.6 ms

  





  

    		2025-07-10 15:23:27.635329

    		-1.5 ms

  





  

    		2025-07-10 16:23:29.906904

    		0.1 ms

  





  

    		2025-07-10 17:23:32.460643

    		-0.3 ms

  





  

    		2025-07-10 18:23:35.355282

    		-0.1 ms

  





  

    		2025-07-10 19:23:37.133848

    		-0.7 ms

  





  

    		2025-07-10 20:23:38.704141

    		0.8 ms

  





  

    		2025-07-10 21:23:40.841894

    		0.1 ms

  





  

    		2025-07-10 22:23:42.671188

    		0.0 ms

  





  

    		2025-07-10 23:23:44.595348

    		-2.6 ms

  





  

    		2025-07-11 00:23:46.122913

    		-4.2 ms

  





  

    		2025-07-11 01:23:48.018938

    		-3.5 ms

  





  

    		2025-07-11 02:23:49.661186

    		-0.7 ms

  





  

    		2025-07-11 03:23:51.166874

    		-0.9 ms

  





  

    		2025-07-11 04:23:53.009141

    		-2.3 ms

  





  

    		2025-07-11 05:23:54.888043

    		0.2 ms

  





  

    		2025-07-11 06:23:56.748703

    		0.9 ms

  





  

    		2025-07-11 07:23:58.627074

    		-1.7 ms

  





  

    		2025-07-11 08:24:00.249938

    		1.7 ms

  





  

    		2025-07-11 09:24:01.809492

    		0.2 ms

  





  

    		2025-07-11 10:24:03.144713

    		0.1 ms

  





  

    		2025-07-11 11:24:04.924032

    		0.3 ms

  





  

    		2025-07-11 12:24:07.162601

    		-0.8 ms

  





  

    		2025-07-11 13:24:08.74807

    		-1.8 ms

  





  

    		2025-07-11 14:24:10.49377

    		0.9 ms

  





  

    		2025-07-11 15:24:12.244015

    		0.8 ms

  





  

    		2025-07-11 16:24:14.669215

    		0.6 ms

  





  

    		2025-07-11 17:24:16.602024

    		2.0 ms

  





  

    		2025-07-11 18:24:18.452763

    		-0.8 ms

  





  

    		2025-07-11 19:24:21.63048

    		-0.1 ms

  





  

    		2025-07-11 20:24:24.14696

    		0.5 ms

  





  

    		2025-07-11 21:24:25.920956

    		-1.6 ms

  





  

    		2025-07-11 22:24:27.465011

    		-2.6 ms

  





  

    		2025-07-11 23:24:30.617376

    		0.1 ms

  





  

    		2025-07-12 00:24:32.343946

    		-0.3 ms

  





  

    		2025-07-12 01:24:34.329143

    		-0.9 ms

  





  

    		2025-07-12 02:24:36.049264

    		-1.2 ms

  





  

    		2025-07-12 03:24:37.914748

    		-1.2 ms

  





  

    		2025-07-12 04:24:39.837666

    		-0.7 ms

  





  

    		2025-07-12 05:24:42.094214

    		-0.2 ms

  





  

    		2025-07-12 06:24:46.010375

    		0.4 ms

  





  

    		2025-07-12 07:24:48.513441

    		2.1 ms

  





  

    		2025-07-12 08:24:50.13891

    		0.5 ms

  





  

    		2025-07-12 09:24:51.904857

    		0.1 ms

  





  

    		2025-07-12 10:24:54.033499

    		1.3 ms

  





  

    		2025-07-12 11:24:55.883343

    		0.2 ms

  





  

    		2025-07-12 12:24:58.190022

    		-0.1 ms

  





  

    		2025-07-12 13:24:59.96938

    		-0.1 ms

  





  

    		2025-07-12 14:25:02.096255

    		0.3 ms

  





  

    		2025-07-12 15:25:04.079951

    		0.2 ms

  





  

    		2025-07-12 16:25:05.986356

    		0.0 ms

  





  

    		2025-07-12 17:25:10.23803

    		-0.1 ms

  





  

    		2025-07-12 18:25:12.29341

    		-0.7 ms

  





  

    		2025-07-12 19:25:14.878063

    		-1.6 ms

  





  

    		2025-07-12 20:25:17.852726

    		-2.4 ms

  





  

    		2025-07-12 21:25:19.591938

    		-2.6 ms

  





  

    		2025-07-12 22:25:21.794166

    		-0.6 ms

  





  

    		2025-07-12 23:25:23.531224

    		0.9 ms

  





  

    		2025-07-13 00:25:25.080035

    		-0.4 ms

  





  

    		2025-07-13 01:25:26.638739

    		0.1 ms

  





  

    		2025-07-13 02:25:29.591044

    		-1.0 ms

  





  

    		2025-07-13 03:25:31.21908

    		-0.4 ms

  





  

    		2025-07-13 04:25:32.896782

    		0.6 ms

  





  

    		2025-07-13 05:25:35.015745

    		0.3 ms

  





  

    		2025-07-13 06:25:37.10908

    		0.3 ms

  





  

    		2025-07-13 07:25:39.444976

    		2.4 ms

  





  

    		2025-07-13 08:25:41.34728

    		8.5 ms

  





  

    		2025-07-13 09:25:43.465133

    		0.7 ms

  





  

    		2025-07-13 10:25:45.360849

    		1.3 ms

  





  

    		2025-07-13 11:25:47.107219

    		-2.6 ms

  





  

    		2025-07-13 12:25:48.969191

    		-0.3 ms

  





  

    		2025-07-13 13:25:51.542537

    		-0.7 ms

  





  

    		2025-07-13 14:25:53.7452

    		1.3 ms

  





  

    		2025-07-13 15:25:56.138258

    		1.0 ms

  





  

    		2025-07-13 16:25:58.334836

    		-0.9 ms

  





  

    		2025-07-13 17:26:00.018474

    		-0.2 ms

  





  

    		2025-07-13 18:26:03.980341

    		0.3 ms

  





  

    		2025-07-13 19:26:06.626616

    		-1.5 ms

  





  

    		2025-07-13 20:26:08.585852

    		-2.1 ms

  





  

    		2025-07-13 21:26:10.608948

    		-3.4 ms

  





  

    		2025-07-13 22:26:13.257228

    		-4.3 ms

  





  

    		2025-07-13 23:26:15.45353

    		-3.2 ms

  





  

    		2025-07-14 00:26:17.166349

    		-4.5 ms

  





  

    		2025-07-14 01:26:18.721806

    		-4.1 ms

  





  

    		2025-07-14 02:26:21.220723

    		2.3 ms

  





  

    		2025-07-14 03:26:23.826418

    		1.7 ms

  





  

    		2025-07-14 04:26:25.29914

    		1.6 ms

  





  

    		2025-07-14 05:26:27.102004

    		3.6 ms

  





  

    		2025-07-14 06:26:29.036468

    		-0.6 ms

  





  

    		2025-07-14 07:26:31.177683

    		0.3 ms

  





  

    		2025-07-14 08:26:32.612585

    		0.6 ms

  





  

    		2025-07-14 09:26:34.322179

    		-0.1 ms

  





  

    		2025-07-14 10:26:36.291222

    		-0.4 ms

  





  

    		2025-07-14 11:26:37.880821

    		1.2 ms

  





  

    		2025-07-14 12:26:39.439455

    		0.8 ms

  





  

    		2025-07-14 13:26:41.102975

    		-1.7 ms

  





  

    		2025-07-14 14:26:43.110149

    		1.0 ms

  





  

    		2025-07-14 15:26:44.856448

    		2.1 ms

  





  

    		2025-07-14 16:26:46.950134

    		-0.3 ms

  





  

    		2025-07-14 17:26:49.987857

    		0.7 ms

  





  

    		2025-07-14 18:26:53.012727

    		-0.5 ms

  





  

    		2025-07-14 19:26:55.228775

    		0.8 ms

  





  

    		2025-07-14 20:26:57.614747

    		-0.7 ms

  





  

    		2025-07-14 21:26:59.616439

    		-0.3 ms

  





  

    		2025-07-14 22:27:01.404551

    		-1.5 ms

  





  

    		2025-07-14 23:27:03.369969

    		-1.3 ms

  





  

    		2025-07-15 00:27:05.255796

    		0.6 ms

  





  

    		2025-07-15 01:27:07.322634

    		-2.1 ms

  





  

    		2025-07-15 02:27:08.823877

    		0.5 ms

  





  

    		2025-07-15 03:27:10.716766

    		-0.9 ms

  





  

    		2025-07-15 04:27:12.865124

    		0.1 ms

  





  

    		2025-07-15 05:27:14.268816

    		-0.4 ms

  





  

    		2025-07-15 06:27:16.095773

    		0.1 ms

  





  

    		2025-07-15 07:27:17.510015

    		1.0 ms

  





  

    		2025-07-15 08:27:19.140909

    		0.0 ms

  





  

    		2025-07-15 09:27:20.611657

    		0.4 ms

  





  

    		2025-07-15 10:27:22.222724

    		-0.6 ms

  





  

    		2025-07-15 11:27:23.968263

    		0.5 ms

  





  

    		2025-07-15 12:27:25.355836

    		0.6 ms

  





  

    		2025-07-15 13:27:27.159216

    		1.4 ms

  





  

    		2025-07-15 14:27:29.006608

    		1.8 ms

  





  

    		2025-07-15 15:27:31.113684

    		1.3 ms

  





  

    		2025-07-15 16:27:33.112783

    		0.2 ms

  





  

    		2025-07-15 17:27:35.149849

    		0.1 ms

  





  

    		2025-07-15 18:27:37.658281

    		-0.3 ms

  





  

    		2025-07-15 19:27:41.769682

    		-0.1 ms

  





  

    		2025-07-15 20:27:43.795967

    		-0.4 ms

  





  

    		2025-07-15 21:27:47.832662

    		-0.1 ms

  





  

    		2025-07-15 22:27:49.657114

    		-0.4 ms

  





  

    		2025-07-15 23:27:51.577844

    		1.0 ms

  





  

    		2025-07-16 00:27:53.144265

    		1.5 ms

  





  

    		2025-07-16 01:27:54.695668

    		3.0 ms

  





  

    		2025-07-16 02:27:56.323959

    		-0.5 ms

  





  

    		2025-07-16 03:27:57.77508

    		0.3 ms

  





  

    		2025-07-16 04:27:59.571331

    		0.4 ms

  





  

    		2025-07-16 05:28:01.51343

    		1.4 ms

  





  

    		2025-07-16 06:28:04.826268

    		0.8 ms

  





  

    		2025-07-16 07:28:06.424404

    		1.5 ms

  





  

    		2025-07-16 08:28:08.086954

    		1.3 ms

  





  

    		2025-07-16 09:28:09.797479

    		-2.5 ms

  





  

    		2025-07-16 10:28:11.6695

    		0.5 ms

  





  

    		2025-07-16 11:28:13.548504

    		-0.3 ms

  





  

    		2025-07-16 12:28:14.967472

    		-0.1 ms

  





  

    		2025-07-16 13:28:16.696851

    		-0.3 ms

  





  

    		2025-07-16 14:28:19.394086

    		0.2 ms

  





  

    		2025-07-16 15:28:20.859498

    		1.0 ms

  





  

    		2025-07-16 16:28:24.421753

    		-1.4 ms

  





  

    		2025-07-16 17:28:27.401575

    		0.0 ms

  





  

    		2025-07-16 18:28:28.863826

    		0.1 ms

  





  

    		2025-07-16 19:28:31.785626

    		-1.4 ms

  





  

    		2025-07-16 20:28:34.452219

    		-0.8 ms

  





  

    		2025-07-16 21:28:36.405285

    		-1.1 ms

  





  

    		2025-07-16 22:28:38.154394

    		-0.5 ms

  





  

    		2025-07-16 23:28:39.778024

    		0.1 ms

  





  

    		2025-07-17 00:28:41.526837

    		0.4 ms

  





  

    		2025-07-17 01:28:43.203997

    		0.7 ms

  





  

    		2025-07-17 02:28:44.731824

    		0.1 ms

  





  

    		2025-07-17 03:28:46.603855

    		-0.5 ms

  





  

    		2025-07-17 04:28:48.332484

    		1.7 ms

  





  

    		2025-07-17 05:28:50.042938

    		1.0 ms

  





  

    		2025-07-17 06:28:53.018043

    		1.4 ms

  





  

    		2025-07-17 07:28:54.707648

    		0.9 ms

  





  

    		2025-07-17 08:28:56.599761

    		6.0 ms

  





  

    		2025-07-17 09:28:58.314903

    		1.6 ms

  





  

    		2025-07-17 10:29:00.269425

    		0.0 ms

  





  

    		2025-07-17 11:29:02.265738

    		6.2 ms

  





  

    		2025-07-17 12:29:03.907265

    		4.4 ms

  





  

    		2025-07-17 13:29:05.53694

    		-0.3 ms

  





  

    		2025-07-17 14:29:07.363254

    		1.2 ms

  





  

    		2025-07-17 15:29:09.715983

    		0.0 ms

  





  

    		2025-07-17 16:29:11.571246

    		-2.8 ms

  





  

    		2025-07-17 17:29:15.497581

    		0.1 ms

  





  

    		2025-07-17 18:29:18.761758

    		0.4 ms

  





  

    		2025-07-17 19:29:21.693647

    		-1.0 ms

  





  

    		2025-07-17 20:29:23.575504

    		-1.5 ms

  





  

    		2025-07-17 21:29:25.643943

    		-1.0 ms

  





  

    		2025-07-17 22:29:27.536363

    		-1.8 ms

  





  

    		2025-07-17 23:29:29.362738

    		-1.4 ms

  





  

    		2025-07-18 00:29:31.012418

    		-1.6 ms

  





  

    		2025-07-18 01:29:32.664769

    		-2.1 ms

  





  

    		2025-07-18 02:29:34.170697

    		-2.3 ms

  





  

    		2025-07-18 03:29:35.99259

    		-0.8 ms

  





  

    		2025-07-18 04:29:37.589719

    		2.1 ms

  





  

    		2025-07-18 05:29:39.443089

    		-0.4 ms

  





  

    		2025-07-18 06:29:41.249081

    		0.1 ms

  





  

    		2025-07-18 07:29:43.928706

    		1.2 ms

  





  

    		2025-07-18 08:29:45.824799

    		0.7 ms

  





  

    		2025-07-18 09:29:47.605152

    		0.8 ms

  





  

    		2025-07-18 10:29:50.267673

    		1.6 ms

  





  

    		2025-07-18 11:29:52.090321

    		1.1 ms

  





  

    		2025-07-18 12:29:53.8699

    		-0.2 ms

  





  

    		2025-07-18 13:29:55.530924

    		-0.1 ms

  





  

    		2025-07-18 14:29:57.690945

    		0.1 ms

  





  

    		2025-07-18 15:29:59.36753

    		-0.1 ms

  





  

    		2025-07-18 16:30:01.284562

    		-0.4 ms

  





  

    		2025-07-18 17:30:03.929938

    		0.2 ms

  





  

    		2025-07-18 18:30:06.199216

    		0.1 ms

  





  

    		2025-07-18 19:30:07.946254

    		1.2 ms

  





  

    		2025-07-18 20:30:09.995026

    		0.0 ms

  





  

    		2025-07-18 21:30:11.679841

    		-0.6 ms

  





  

    		2025-07-18 22:30:13.340674

    		-1.2 ms

  





  

    		2025-07-18 23:30:17.051774

    		0.6 ms

  





  

    		2025-07-19 00:30:19.531658

    		-2.9 ms

  





  

    		2025-07-19 01:30:21.485211

    		-0.4 ms

  





  

    		2025-07-19 02:30:23.222116

    		-1.4 ms

  





  

    		2025-07-19 03:30:25.172896

    		-0.6 ms

  





  

    		2025-07-19 04:30:27.146728

    		-3.1 ms

  





  

    		2025-07-19 05:30:29.186681

    		0.5 ms

  





  

    		2025-07-19 06:30:31.502468

    		2.9 ms

  





  

    		2025-07-19 07:30:33.126412

    		1.8 ms

  





  

    		2025-07-19 08:30:34.833409

    		-1.5 ms

  





  

    		2025-07-19 09:30:36.257819

    		0.7 ms

  





  

    		2025-07-19 10:30:38.721817

    		1.1 ms

  





  

    		2025-07-19 11:30:41.625113

    		1.4 ms

  





  

    		2025-07-19 12:30:43.521757

    		0.6 ms

  





  

    		2025-07-19 13:30:45.31341

    		-0.3 ms

  





  

    		2025-07-19 14:30:48.101595

    		-0.3 ms

  





  

    		2025-07-19 15:30:51.657722

    		0.8 ms

  





  

    		2025-07-19 16:30:54.723146

    		0.2 ms

  





  

    		2025-07-19 17:30:57.456759

    		0.4 ms

  





  

    		2025-07-19 18:31:00.540941

    		0.0 ms

  





  

    		2025-07-19 19:31:01.974655

    		0.6 ms

  





  

    		2025-07-19 20:31:05.632886

    		-0.6 ms

  





  

    		2025-07-19 21:31:07.223063

    		-0.8 ms

  





  

    		2025-07-19 22:31:09.108008

    		-0.2 ms

  





  

    		2025-07-19 23:31:10.689022

    		-0.5 ms

  





  

    		2025-07-20 00:31:12.181639

    		0.5 ms

  





  

    		2025-07-20 01:31:14.19476

    		0.5 ms

  





  

    		2025-07-20 02:31:15.653103

    		1.0 ms

  





  

    		2025-07-20 03:31:17.308074

    		0.6 ms

  





  

    		2025-07-20 04:31:20.003675

    		0.6 ms

  





  

    		2025-07-20 05:31:22.972311

    		-0.7 ms

  





  

    		2025-07-20 06:31:25.112995

    		0.1 ms

  





  

    		2025-07-20 07:31:26.896454

    		0.3 ms

  





  

    		2025-07-20 08:31:29.062921

    		0.2 ms

  





  

    		2025-07-20 09:31:31.136623

    		-0.6 ms

  





  

    		2025-07-20 10:31:33.872757

    		0.8 ms

  





  

    		2025-07-20 11:31:35.694876

    		0.7 ms

  





  

    		2025-07-20 12:31:38.978848

    		0.3 ms

  





  

    		2025-07-20 13:31:42.008883

    		0.2 ms

  





  

    		2025-07-20 14:31:43.780879

    		1.4 ms

  





  

    		2025-07-20 15:31:45.470924

    		0.7 ms

  





  

    		2025-07-20 16:31:47.387186

    		-1.0 ms

  





  

    		2025-07-20 17:31:50.649678

    		0.1 ms

  





  

    		2025-07-20 18:31:54.243476

    		1.3 ms

  





  

    		2025-07-20 19:31:55.753844

    		-0.1 ms

  





  

    		2025-07-20 20:31:58.431603

    		0.6 ms

  





  

    		2025-07-20 21:32:01.133842

    		-0.1 ms

  





  

    		2025-07-20 22:32:03.208864

    		-1.9 ms

  





  

    		2025-07-20 23:32:05.002846

    		-1.7 ms

  





  

    		2025-07-21 00:32:06.80985

    		-2.5 ms

  





  

    		2025-07-21 01:32:08.462932

    		0.1 ms

  





  

    		2025-07-21 02:32:10.569931

    		0.4 ms

  





  

    		2025-07-21 03:32:14.144856

    		-0.7 ms

  





  

    		2025-07-21 04:32:15.840171

    		0.6 ms

  





  

    		2025-07-21 05:32:17.787739

    		1.0 ms

  





  

    		2025-07-21 06:32:19.377357

    		-0.5 ms

  





  

    		2025-07-21 07:32:21.280938

    		0.1 ms

  





  

    		2025-07-21 08:32:23.083164

    		1.4 ms

  





  

    		2025-07-21 09:32:24.76564

    		0.9 ms

  





  

    		2025-07-21 10:32:26.277211

    		1.9 ms

  





  

    		2025-07-21 11:32:27.840719

    		0.7 ms

  





  

    		2025-07-21 12:32:29.794903

    		0.8 ms

  





  

    		2025-07-21 13:32:31.505385

    		0.3 ms

  





  

    		2025-07-21 14:32:33.306682

    		0.7 ms

  





  

    		2025-07-21 15:32:35.103095

    		-1.0 ms

  





  

    		2025-07-21 16:32:36.730775

    		0.3 ms

  





  

    		2025-07-21 17:32:39.059089

    		-0.7 ms

  





  

    		2025-07-21 18:32:40.833778

    		-1.0 ms

  





  

    		2025-07-21 19:32:42.893221

    		-0.2 ms

  





  

    		2025-07-21 20:32:44.439254

    		0.5 ms

  





  

    		2025-07-21 21:32:46.623143

    		-0.1 ms

  





  

    		2025-07-21 22:32:48.668261

    		0.3 ms

  





  

    		2025-07-21 23:32:50.598772

    		0.6 ms

  





  

    		2025-07-22 00:32:52.361645

    		1.1 ms

  





  

    		2025-07-22 01:32:53.940256

    		-0.5 ms

  





  

    		2025-07-22 02:32:55.830699

    		-0.6 ms

  





  

    		2025-07-22 03:32:58.098874

    		-0.7 ms

  





  

    		2025-07-22 04:32:59.787436

    		0.6 ms

  





  

    		2025-07-22 05:33:01.830946

    		0.9 ms

  





  

    		2025-07-22 06:33:04.859558

    		0.2 ms

  





  

    		2025-07-22 07:33:06.797581

    		0.4 ms

  





  

    		2025-07-22 08:33:08.651284

    		2.0 ms

  





  

    		2025-07-22 09:33:10.438564

    		0.6 ms

  





  

    		2025-07-22 10:33:12.350645

    		1.6 ms

  





  

    		2025-07-22 11:33:14.514427

    		0.8 ms

  





  

    		2025-07-22 12:33:16.695936

    		0.3 ms

  





  

    		2025-07-22 13:33:18.728265

    		0.0 ms

  





  

    		2025-07-22 14:33:20.759163

    		0.9 ms

  





  

    		2025-07-22 15:33:22.53567

    		-0.5 ms

  





  

    		2025-07-22 16:33:24.037824

    		0.5 ms

  





  

    		2025-07-22 17:33:26.882825

    		-0.2 ms

  





  

    		2025-07-22 18:33:30.049759

    		0.1 ms

  





  

    		2025-07-22 19:33:31.915364

    		0.7 ms

  





  

    		2025-07-22 20:33:34.418114

    		1.6 ms

  





  

    		2025-07-22 21:33:36.42084

    		1.1 ms

  





  

    		2025-07-22 22:33:38.695384

    		0.0 ms

  





  

    		2025-07-22 23:33:40.502824

    		2.5 ms

  





  

    		2025-07-23 00:33:42.233347

    		0.8 ms

  





  

    		2025-07-23 01:33:44.022087

    		-0.3 ms

  





  

    		2025-07-23 02:33:45.820348

    		0.5 ms

  





  

    		2025-07-23 03:33:47.287371

    		-0.4 ms

  





  

    		2025-07-23 04:33:48.957504

    		-1.0 ms

  





  

    		2025-07-23 05:33:51.712197

    		-0.5 ms

  





  

    		2025-07-23 06:33:54.806996

    		-1.9 ms

  





  

    		2025-07-23 07:33:56.740336

    		-0.3 ms

  





  

    		2025-07-23 08:33:58.235495

    		0.0 ms

  





  

    		2025-07-23 09:34:01.149059

    		1.5 ms

  





  

    		2025-07-23 10:34:02.880993

    		0.1 ms

  





  

    		2025-07-23 11:34:04.365022

    		1.7 ms

  





  

    		2025-07-23 12:34:06.678714

    		0.2 ms

  





  

    		2025-07-23 13:34:08.301824

    		0.0 ms

  





  

    		2025-07-23 14:34:10.023234

    		-2.1 ms

  





  

    		2025-07-23 15:34:13.06716

    		-0.3 ms

  





  

    		2025-07-23 16:34:14.930924

    		0.4 ms

  





  

    		2025-07-23 17:34:16.682014

    		0.7 ms

  





  

    		2025-07-23 18:34:19.196409

    		0.9 ms

  





  

    		2025-07-23 19:34:21.472694

    		0.3 ms

  





  

    		2025-07-23 20:34:23.963159

    		1.3 ms

  





  

    		2025-07-23 21:34:25.625623

    		0.5 ms

  





  

    		2025-07-23 22:34:27.716284

    		-1.8 ms

  





  

    		2025-07-23 23:34:29.391981

    		-2.6 ms

  





  

    		2025-07-24 00:34:31.401624

    		-3.0 ms

  





  

    		2025-07-24 01:34:33.294819

    		-3.0 ms

  





  

    		2025-07-24 02:34:34.736191

    		-1.9 ms

  





  

    		2025-07-24 03:34:36.610241

    		-0.5 ms

  





  

    		2025-07-24 04:34:38.718966

    		1.7 ms

  





  

    		2025-07-24 05:34:40.545308

    		2.3 ms

  





  

    		2025-07-24 06:34:44.163278

    		-1.9 ms

  





  

    		2025-07-24 07:34:46.492077

    		-0.5 ms

  





  

    		2025-07-24 08:34:48.20487

    		1.1 ms

  





  

    		2025-07-24 09:34:49.9499

    		-0.8 ms

  





  

    		2025-07-24 10:34:51.673814

    		0.2 ms

  





  

    		2025-07-24 11:34:53.225631

    		0.1 ms

  





  

    		2025-07-24 12:34:54.822505

    		0.3 ms

  





  

    		2025-07-24 13:34:56.824892

    		1.6 ms

  





  

    		2025-07-24 14:34:58.880644

    		1.4 ms

  





  

    		2025-07-24 15:35:00.495529

    		-0.1 ms

  





  

    		2025-07-24 16:35:03.149086

    		0.0 ms

  





  

    		2025-07-24 17:35:07.33065

    		-1.5 ms

  





  

    		2025-07-24 18:35:09.68823

    		1.2 ms

  





  

    		2025-07-24 19:35:11.457005

    		1.1 ms

  





  

    		2025-07-24 20:35:13.007833

    		-0.8 ms

  





  

    		2025-07-24 21:35:15.666623

    		0.2 ms

  





  

    		2025-07-24 22:35:17.36835

    		0.8 ms

  





  

    		2025-07-24 23:35:19.862593

    		0.3 ms

  





  

    		2025-07-25 00:35:22.064096

    		0.6 ms

  





  

    		2025-07-25 01:35:23.653189

    		-0.6 ms

  





  

    		2025-07-25 02:35:25.368378

    		0.5 ms

  





  

    		2025-07-25 03:35:27.692002

    		0.1 ms

  





  

    		2025-07-25 04:35:29.990866

    		-0.1 ms

  





  

    		2025-07-25 05:35:32.084614

    		3.3 ms

  





  

    		2025-07-25 06:35:33.866652

    		-0.6 ms

  





  

    		2025-07-25 07:35:36.251468

    		-0.3 ms

  





  

    		2025-07-25 08:35:37.699157

    		0.1 ms

  





  

    		2025-07-25 09:35:39.127074

    		0.7 ms

  





  

    		2025-07-25 10:35:40.6443

    		0.1 ms

  





  

    		2025-07-25 11:35:43.240969

    		0.5 ms

  





  

    		2025-07-25 12:35:45.025267

    		0.8 ms

  





  

    		2025-07-25 13:35:47.140296

    		1.3 ms

  





  

    		2025-07-25 14:35:48.874123

    		0.1 ms

  





  

    		2025-07-25 15:35:50.432239

    		0.6 ms

  





  

    		2025-07-25 16:35:52.064228

    		1.5 ms

  





  

    		2025-07-25 17:35:54.350634

    		-1.9 ms

  





  

    		2025-07-25 18:35:58.143904

    		-0.6 ms

  





  

    		2025-07-25 19:36:00.47988

    		-1.1 ms

  





  

    		2025-07-25 20:36:02.72932

    		-2.7 ms

  





  

    		2025-07-25 21:36:04.36629

    		0.0 ms

  





  

    		2025-07-25 22:36:06.269802

    		-0.4 ms

  





  

    		2025-07-25 23:36:08.076574

    		-0.8 ms

  





  

    		2025-07-26 00:36:09.684466

    		-1.5 ms

  





  

    		2025-07-26 01:36:11.060556

    		-0.3 ms

  





  

    		2025-07-26 02:36:12.570245

    		-0.6 ms

  





  

    		2025-07-26 03:36:14.689873

    		-0.5 ms

  





  

    		2025-07-26 04:36:16.399569

    		0.7 ms

  





  

    		2025-07-26 05:36:18.43295

    		0.3 ms

  





  

    		2025-07-26 06:36:21.022606

    		0.9 ms

  





  

    		2025-07-26 07:36:22.689923

    		0.1 ms

  





  

    		2025-07-26 08:36:24.507662

    		0.2 ms

  





  

    		2025-07-26 09:36:26.238639

    		0.3 ms

  





  

    		2025-07-26 10:36:27.9804

    		0.7 ms

  





  

    		2025-07-26 11:36:30.120976

    		0.1 ms

  





  

    		2025-07-26 12:36:31.984924

    		-0.2 ms

  





  

    		2025-07-26 13:36:35.928715

    		-0.6 ms

  





  

    		2025-07-26 14:36:37.943394

    		2.0 ms

  





  

    		2025-07-26 15:36:39.608183

    		-0.1 ms

  





  

    		2025-07-26 16:36:41.42358

    		0.8 ms

  





  

    		2025-07-26 17:36:43.709166

    		-1.0 ms

  





  

    		2025-07-26 18:36:46.501394

    		-0.7 ms

  





  

    		2025-07-26 19:36:49.116567

    		-2.6 ms

  





  

    		2025-07-26 20:36:51.477866

    		-2.6 ms

  





  

    		2025-07-26 21:36:54.665047

    		-1.1 ms

  





  

    		2025-07-26 22:36:56.363105

    		-0.6 ms

  





  

    		2025-07-26 23:36:57.808351

    		-1.2 ms

  





  

    		2025-07-27 00:36:59.529047

    		-1.8 ms

  





  

    		2025-07-27 01:37:00.950405

    		-2.5 ms

  





  

    		2025-07-27 02:37:03.636831

    		-0.8 ms

  





  

    		2025-07-27 03:37:05.282049

    		0.4 ms

  





  

    		2025-07-27 04:37:08.771723

    		0.4 ms

  





  

    		2025-07-27 05:37:10.585843

    		-1.1 ms

  





  

    		2025-07-27 06:37:12.707433

    		1.2 ms

  





  

    		2025-07-27 07:37:14.844622

    		-0.5 ms

  





  

    		2025-07-27 08:37:17.822667

    		-0.4 ms

  





  

    		2025-07-27 09:37:20.288883

    		1.8 ms

  





  

    		2025-07-27 10:37:22.043239

    		1.5 ms

  





  

    		2025-07-27 11:37:23.733571

    		1.1 ms

  





  

    		2025-07-27 12:37:25.351731

    		0.8 ms

  





  

    		2025-07-27 13:37:27.131014

    		0.9 ms

  





  

    		2025-07-27 14:37:29.472427

    		0.1 ms

  





  

    		2025-07-27 15:37:31.210149

    		2.1 ms

  





  

    		2025-07-27 16:37:33.092517

    		0.9 ms

  





  

    		2025-07-27 17:37:35.112981

    		-0.1 ms

  





  

    		2025-07-27 18:37:36.992346

    		-0.6 ms

  





  

    		2025-07-27 19:37:39.294244

    		0.5 ms

  





  

    		2025-07-27 20:37:42.178229

    		1.7 ms

  





  

    		2025-07-27 21:37:44.177598

    		-0.7 ms

  





  

    		2025-07-27 22:37:45.645809

    		0.2 ms

  





  

    		2025-07-27 23:37:47.368482

    		0.1 ms

  





  

    		2025-07-28 00:37:49.100639

    		-0.6 ms

  





  

    		2025-07-28 01:37:50.703931

    		1.3 ms

  





  

    		2025-07-28 02:37:52.480907

    		0.5 ms

  





  

    		2025-07-28 03:37:54.406963

    		1.4 ms

  





  

    		2025-07-28 04:37:57.320675

    		1.2 ms

  





  

    		2025-07-28 05:38:01.056697

    		1.2 ms

  





  

    		2025-07-28 06:38:02.68171

    		0.0 ms

  





  

    		2025-07-28 07:38:04.769588

    		0.4 ms

  





  

    		2025-07-28 08:38:06.195597

    		1.7 ms

  





  

    		2025-07-28 09:38:07.719696

    		2.5 ms

  





  

    		2025-07-28 10:38:09.310309

    		0.1 ms

  





  

    		2025-07-28 11:38:11.685278

    		-1.3 ms

  





  

    		2025-07-28 12:38:13.390838

    		1.3 ms

  





  

    		2025-07-28 13:38:14.919695

    		0.0 ms

  





  

    		2025-07-28 14:38:16.630716

    		0.8 ms

  





  

    		2025-07-28 15:38:18.619837

    		1.1 ms

  





  

    		2025-07-28 16:38:20.184115

    		1.1 ms

  





  

    		2025-07-28 17:38:22.274527

    		0.1 ms

  





  

    		2025-07-28 18:38:23.848541

    		-0.3 ms

  





  

    		2025-07-28 19:38:25.765906

    		0.0 ms

  





  

    		2025-07-28 20:38:28.841117

    		-0.8 ms

  





  

    		2025-07-28 21:38:31.414248

    		-0.7 ms

  





  

    		2025-07-28 22:38:33.468993

    		-1.0 ms

  





  

    		2025-07-28 23:38:35.152957

    		-1.2 ms

  





  

    		2025-07-29 00:38:36.674317

    		-0.2 ms

  





  

    		2025-07-29 01:38:38.344917

    		-0.1 ms

  





  

    		2025-07-29 02:38:40.713876

    		-0.8 ms

  





  

    		2025-07-29 03:38:43.145038

    		2.3 ms

  





  

    		2025-07-29 04:38:45.374227

    		3.3 ms

  





  

    		2025-07-29 05:38:47.184941

    		0.4 ms

  





  

    		2025-07-29 06:38:49.285252

    		-0.4 ms

  





  

    		2025-07-29 07:38:51.002853

    		0.7 ms

  





  

    		2025-07-29 08:38:52.619866

    		0.7 ms

  





  

    		2025-07-29 09:38:54.165197

    		-0.3 ms

  





  

    		2025-07-29 10:38:56.146729

    		0.7 ms

  





  

    		2025-07-29 11:38:57.850454

    		1.7 ms

  





  

    		2025-07-29 12:38:59.414001

    		0.2 ms

  





  

    		2025-07-29 13:39:01.019751

    		1.5 ms

  





  

    		2025-07-29 14:39:02.757684

    		0.8 ms

  





  

    		2025-07-29 15:39:05.481423

    		0.0 ms

  





  

    		2025-07-29 16:39:07.602467

    		1.3 ms

  





  

    		2025-07-29 17:39:10.208542

    		-2.0 ms

  





  

    		2025-07-29 18:39:12.523643

    		-0.5 ms

  





  

    		2025-07-29 19:39:15.118159

    		-1.0 ms

  





  

    		2025-07-29 20:39:16.728406

    		-0.3 ms

  





  

    		2025-07-29 21:39:18.547408

    		-0.3 ms

  





  

    		2025-07-29 22:39:20.039625

    		-0.2 ms

  





  

    		2025-07-29 23:39:21.855745

    		-0.2 ms

  





  

    		2025-07-30 00:39:23.537798

    		0.4 ms

  





  

    		2025-07-30 01:39:25.360401

    		-2.5 ms

  





  

    		2025-07-30 02:39:27.233506

    		-2.4 ms

  





  

    		2025-07-30 03:39:28.882033

    		-0.7 ms

  





  

    		2025-07-30 04:39:30.444826

    		0.3 ms

  





  

    		2025-07-30 05:39:32.286482

    		0.9 ms

  





  

    		2025-07-30 06:39:34.251332

    		-0.4 ms

  





  

    		2025-07-30 07:39:35.812802

    		0.0 ms

  





  

    		2025-07-30 08:39:37.56236

    		0.5 ms

  





  

    		2025-07-30 09:39:39.68761

    		2.1 ms

  





  

    		2025-07-30 10:39:41.143188

    		1.8 ms

  





  

    		2025-07-30 11:39:42.776695

    		-2.5 ms

  





  

    		2025-07-30 12:39:45.702078

    		1.4 ms

  





  

    		2025-07-30 13:39:47.217667

    		0.9 ms

  





  

    		2025-07-30 14:39:49.22078

    		0.7 ms

  





  

    		2025-07-30 15:39:50.801831

    		-0.4 ms

  





  

    		2025-07-30 16:39:53.5596

    		1.0 ms

  





  

    		2025-07-30 17:39:55.156321

    		0.6 ms

  





  

    		2025-07-30 18:39:57.126573

    		0.2 ms

  





  

    		2025-07-30 19:39:59.763941

    		0.4 ms

  





  

    		2025-07-30 20:40:01.925285

    		1.0 ms

  





  

    		2025-07-30 21:40:03.857103

    		-1.5 ms

  





  

    		2025-07-30 22:40:05.789802

    		-2.2 ms

  





  

    		2025-07-30 23:40:07.683213

    		-1.7 ms

  





  

    		2025-07-31 00:40:09.456377

    		-0.7 ms

  





  

    		2025-07-31 01:40:12.019244

    		-1.0 ms

  





  

    		2025-07-31 02:40:13.788684

    		-0.5 ms

  





  

    		2025-07-31 03:40:15.527969

    		-1.3 ms

  





  

    		2025-07-31 04:40:17.009873

    		0.6 ms

  





  

    		2025-07-31 05:40:18.865841

    		0.4 ms

  





  

    		2025-07-31 06:40:20.869741

    		-1.5 ms

  





  

    		2025-07-31 07:40:22.274481

    		0.0 ms

  





  

    		2025-07-31 08:40:23.757437

    		1.0 ms

  





  

    		2025-07-31 09:40:25.416895

    		0.4 ms

  





  

    		2025-07-31 10:40:27.450998

    		0.1 ms

  





  

    		2025-07-31 11:40:28.916595

    		-0.1 ms

  





  

    		2025-07-31 12:40:31.792943

    		0.2 ms

  





  

    		2025-07-31 13:40:33.544395

    		1.1 ms

  





  

    		2025-07-31 14:40:34.926651

    		3.8 ms

  





  

    		2025-07-31 15:40:36.676131

    		-0.7 ms

  





  

    		2025-07-31 16:40:39.380543

    		-0.2 ms

  





  

    		2025-07-31 17:40:41.876566

    		1.0 ms

  





  

    		2025-07-31 18:40:45.896812

    		-0.5 ms

  





  

    		2025-07-31 19:40:47.747105

    		0.0 ms

  





  

    		2025-07-31 20:40:49.264312

    		-0.7 ms

  





  

    		2025-07-31 21:40:51.014379

    		-0.4 ms

  





  

    		2025-07-31 22:40:52.624465

    		-0.1 ms

  





  

    		2025-07-31 23:40:54.486606

    		-0.9 ms

  





  

    		2025-08-01 00:40:55.987098

    		-1.1 ms

  





  

    		2025-08-01 01:40:57.812019

    		-0.2 ms

  





  

    		2025-08-01 02:40:59.520066

    		-1.1 ms

  





  

    		2025-08-01 03:41:03.895109

    		0.1 ms

  





  

    		2025-08-01 04:41:05.461907

    		0.4 ms

  





  

    		2025-08-01 05:41:07.97913

    		-0.9 ms

  





  

    		2025-08-01 06:41:11.384504

    		-1.2 ms

  





  

    		2025-08-01 07:41:13.818366

    		-1.5 ms

  





  

    		2025-08-01 08:41:15.986833

    		1.2 ms

  





  

    		2025-08-01 09:41:17.482252

    		0.6 ms

  





  

    		2025-08-01 10:41:19.873956

    		-0.4 ms

  





  

    		2025-08-01 11:41:21.944238

    		-0.4 ms

  





  

    		2025-08-01 12:41:23.552858

    		0.2 ms

  





  

    		2025-08-01 13:41:25.225256

    		0.4 ms

  





  

    		2025-08-01 14:41:27.272161

    		-0.8 ms

  





  

    		2025-08-01 15:41:29.096283

    		-1.3 ms

  





  

    		2025-08-01 16:41:31.119591

    		0.3 ms

  





  

    		2025-08-01 17:41:32.515377

    		0.7 ms

  





  

    		2025-08-01 18:41:34.094876

    		-0.4 ms

  





  

    		2025-08-01 19:41:35.605257

    		1.0 ms

  





  

    		2025-08-01 20:41:37.424421

    		-0.5 ms

  





  

    		2025-08-01 21:41:38.92718

    		-0.9 ms

  





  

    		2025-08-01 22:41:40.50488

    		-1.5 ms

  





  

    		2025-08-01 23:41:44.027609

    		-0.5 ms

  





  

    		2025-08-02 00:41:45.888251

    		-2.3 ms

  





  

    		2025-08-02 01:41:47.722809

    		-2.3 ms

  





  

    		2025-08-02 02:41:49.511571

    		0.4 ms

  





  

    		2025-08-02 03:41:53.805769

    		0.2 ms

  





  

    		2025-08-02 04:41:55.452851

    		0.1 ms

  





  

    		2025-08-02 05:41:57.290946

    		0.2 ms

  





  

    		2025-08-02 06:41:59.028219

    		-0.6 ms

  





  

    		2025-08-02 07:42:00.839943

    		-1.4 ms

  





  

    		2025-08-02 08:42:03.032633

    		0.0 ms

  





  

    		2025-08-02 09:42:04.838867

    		0.6 ms

  





  

    		2025-08-02 10:42:06.553478

    		1.8 ms

  





  

    		2025-08-02 11:42:08.530316

    		1.0 ms

  





  

    		2025-08-02 12:42:10.457033

    		1.2 ms

  





  

    		2025-08-02 13:42:12.444738

    		-0.4 ms

  





  

    		2025-08-02 14:42:14.192675

    		1.1 ms

  





  

    		2025-08-02 15:42:16.150514

    		-0.6 ms

  





  

    		2025-08-02 16:42:19.273565

    		-0.1 ms

  





  

    		2025-08-02 17:42:20.914562

    		-0.4 ms

  





  

    		2025-08-02 18:42:22.771587

    		-0.5 ms

  





  

    		2025-08-02 19:42:24.805211

    		-0.1 ms

  





  

    		2025-08-02 20:42:27.04313

    		0.3 ms

  





  

    		2025-08-02 21:42:29.011213

    		0.4 ms

  





  

    		2025-08-02 22:42:31.114042

    		2.6 ms

  





  

    		2025-08-02 23:42:32.730352

    		2.8 ms

  





  

    		2025-08-03 00:42:34.197518

    		3.1 ms

  





  

    		2025-08-03 01:42:37.31198

    		0.3 ms

  





  

    		2025-08-03 02:42:38.970983

    		0.2 ms

  





  

    		2025-08-03 03:42:41.738644

    		-0.3 ms

  





  

    		2025-08-03 04:42:45.101165

    		0.4 ms

  





  

    		2025-08-03 05:42:47.346103

    		-0.2 ms

  





  

    		2025-08-03 06:42:49.179907

    		0.4 ms

  





  

    		2025-08-03 07:42:50.999147

    		-0.4 ms

  





  

    		2025-08-03 08:42:53.19437

    		-0.8 ms

  





  

    		2025-08-03 09:42:55.119246

    		0.0 ms

  





  

    		2025-08-03 10:42:56.79282

    		-4.9 ms

  





  

    		2025-08-03 11:42:58.838143

    		-0.2 ms

  





  

    		2025-08-03 12:43:01.04616

    		3.1 ms

  





  

    		2025-08-03 13:43:03.356816

    		-0.1 ms

  





  

    		2025-08-03 14:43:06.152889

    		1.9 ms

  





  

    		2025-08-03 15:43:07.669591

    		0.8 ms

  





  

    		2025-08-03 16:43:10.033158

    		0.0 ms

  





  

    		2025-08-03 17:43:11.804764

    		-2.4 ms

  





  

    		2025-08-03 18:43:13.500861

    		-0.6 ms

  





  

    		2025-08-03 19:43:16.680022

    		-0.1 ms

  





  

    		2025-08-03 20:43:19.198581

    		-0.3 ms

  





  

    		2025-08-03 21:43:22.614803

    		0.1 ms

  





  

    		2025-08-03 22:43:24.310388

    		-0.5 ms

  





  

    		2025-08-03 23:43:26.79265

    		1.8 ms

  





  

    		2025-08-04 00:43:28.680766

    		1.4 ms

  





  

    		2025-08-04 01:43:31.685885

    		-0.6 ms

  





  

    		2025-08-04 02:43:33.532944

    		0.0 ms

  





  

    		2025-08-04 03:43:36.25587

    		-1.4 ms

  





  

    		2025-08-04 04:43:37.668905

    		-0.2 ms

  





  

    		2025-08-04 05:43:39.184209

    		0.8 ms

  





  

    		2025-08-04 06:43:40.766938

    		-0.3 ms

  





  

    		2025-08-04 07:43:42.846324

    		1.4 ms

  





  

    		2025-08-04 08:43:44.417387

    		-0.4 ms

  





  

    		2025-08-04 09:43:46.195048

    		-2.3 ms

  





  

    		2025-08-04 10:43:48.09784

    		-2.2 ms

  





  

    		2025-08-04 11:43:50.275578

    		-0.3 ms

  





  

    		2025-08-04 12:43:52.553133

    		-3.1 ms

  





  

    		2025-08-04 13:43:54.254614

    		0.7 ms

  





  

    		2025-08-04 14:43:55.790619

    		0.2 ms

  





  

    		2025-08-04 15:43:57.547383

    		-0.1 ms

  





  

    		2025-08-04 16:43:59.185417

    		-0.3 ms

  





  

    		2025-08-04 17:44:01.518989

    		0.3 ms

  





  

    		2025-08-04 18:44:03.148756

    		-1.3 ms

  





  

    		2025-08-04 19:44:05.650595

    		0.7 ms

  





  

    		2025-08-04 20:44:07.727419

    		0.0 ms

  





  

    		2025-08-04 21:44:09.483893

    		0.0 ms

  





  

    		2025-08-04 22:44:11.143657

    		-0.3 ms

  





  

    		2025-08-04 23:44:12.555197

    		-0.2 ms

  





  

    		2025-08-05 00:44:14.146307

    		0.6 ms

  





  

    		2025-08-05 01:44:15.827384

    		0.4 ms

  





  

    		2025-08-05 02:44:18.57355

    		0.8 ms

  





  

    		2025-08-05 03:44:20.505902

    		-0.4 ms

  





  

    		2025-08-05 04:44:22.253388

    		1.2 ms

  





  

    		2025-08-05 05:44:25.476679

    		0.2 ms

  





  

    		2025-08-05 06:44:27.869619

    		-0.6 ms

  





  

    		2025-08-05 07:44:29.691879

    		4.1 ms

  





  

    		2025-08-05 08:44:31.928338

    		1.3 ms

  





  

    		2025-08-05 09:44:33.467127

    		0.8 ms

  





  

    		2025-08-05 10:44:35.573019

    		0.0 ms

  





  

    		2025-08-05 11:44:37.277415

    		0.9 ms

  





  

    		2025-08-05 12:44:39.523903

    		-0.8 ms

  





  

    		2025-08-05 13:44:41.815146

    		1.0 ms

  





  

    		2025-08-05 14:44:44.277787

    		2.4 ms

  





  

    		2025-08-05 15:44:46.144235

    		-0.5 ms

  





  

    		2025-08-05 16:44:48.085303

    		-0.3 ms

  





  

    		2025-08-05 17:44:50.122429

    		0.0 ms

  





  

    		2025-08-05 18:44:51.499852

    		-0.9 ms

  





  

    		2025-08-05 19:44:54.896485

    		0.5 ms

  





  

    		2025-08-05 20:44:56.965323

    		-0.7 ms

  





  

    		2025-08-05 21:44:58.84096

    		-0.5 ms

  





  

    		2025-08-05 22:45:00.483078

    		-0.3 ms

  





  

    		2025-08-05 23:45:02.250585

    		0.1 ms

  





  

    		2025-08-06 00:45:05.059808

    		-0.7 ms

  





  

    		2025-08-06 01:45:06.663167

    		0.4 ms

  





  

    		2025-08-06 02:45:08.425993

    		-0.4 ms

  





  

    		2025-08-06 03:45:10.96052

    		-1.7 ms

  





  

    		2025-08-06 04:45:12.741798

    		-0.9 ms

  





  

    		2025-08-06 05:45:14.219918

    		0.4 ms

  





  

    		2025-08-06 06:45:16.428972

    		1.0 ms

  





  

    		2025-08-06 07:45:19.418939

    		0.2 ms

  





  

    		2025-08-06 08:45:21.105117

    		0.4 ms

  





  

    		2025-08-06 09:45:22.61033

    		0.6 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.08 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.970%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-06-25 17:10:47.623812 UTC and 2025-08-06 08:45:21.105117 UTC:







  		Time collected

  		Clock offset







  

    		2025-06-25 17:10:47.623812

    		-0.8 ms

  





  

    		2025-06-25 18:10:49.404575

    		-0.4 ms

  





  

    		2025-06-25 19:10:52.960908

    		-0.2 ms

  





  

    		2025-06-25 20:10:56.616049

    		1.3 ms

  





  

    		2025-06-25 21:10:58.86448

    		-0.4 ms

  





  

    		2025-06-25 22:11:00.708762

    		-0.3 ms

  





  

    		2025-06-25 23:11:02.274381

    		-0.8 ms

  





  

    		2025-06-26 00:11:04.206646

    		-1.7 ms

  





  

    		2025-06-26 01:11:06.510864

    		-0.1 ms

  





  

    		2025-06-26 02:11:08.21882

    		0.6 ms

  





  

    		2025-06-26 03:11:09.936989

    		-0.5 ms

  





  

    		2025-06-26 04:11:11.758607

    		0.3 ms

  





  

    		2025-06-26 05:11:13.708053

    		-0.2 ms

  





  

    		2025-06-26 06:11:15.971095

    		0.6 ms

  





  

    		2025-06-26 07:11:18.89546

    		0.1 ms

  





  

    		2025-06-26 08:11:20.822362

    		0.7 ms

  





  

    		2025-06-26 09:11:22.901727

    		-0.7 ms

  





  

    		2025-06-26 10:11:25.656979

    		0.8 ms

  





  

    		2025-06-26 11:11:27.686791

    		-0.2 ms

  





  

    		2025-06-26 12:11:29.50496

    		3.5 ms

  





  

    		2025-06-26 13:11:31.092303

    		-0.9 ms

  





  

    		2025-06-26 14:11:33.087642

    		-0.3 ms

  





  

    		2025-06-26 15:11:34.917434

    		-0.1 ms

  





  

    		2025-06-26 16:11:37.692478

    		-0.2 ms

  





  

    		2025-06-26 17:11:40.987105

    		0.3 ms

  





  

    		2025-06-26 18:11:42.933929

    		0.2 ms

  





  

    		2025-06-26 19:11:45.086507

    		-1.5 ms

  





  

    		2025-06-26 20:11:47.172976

    		-1.7 ms

  





  

    		2025-06-26 21:11:48.899008

    		-0.2 ms

  





  

    		2025-06-26 22:11:50.636893

    		-0.5 ms

  





  

    		2025-06-26 23:11:52.291528

    		-0.3 ms

  





  

    		2025-06-27 00:11:53.84408

    		-0.7 ms

  





  

    		2025-06-27 01:11:55.633162

    		-1.9 ms

  





  

    		2025-06-27 02:11:57.271727

    		-2.2 ms

  





  

    		2025-06-27 03:11:59.605147

    		-0.5 ms

  





  

    		2025-06-27 04:12:01.612271

    		-0.4 ms

  





  

    		2025-06-27 05:12:03.705689

    		-0.1 ms

  





  

    		2025-06-27 06:12:06.017953

    		0.6 ms

  





  

    		2025-06-27 07:12:08.909708

    		0.7 ms

  





  

    		2025-06-27 08:12:10.423335

    		-0.1 ms

  





  

    		2025-06-27 09:12:12.191473

    		2.8 ms

  





  

    		2025-06-27 10:12:14.843305

    		0.0 ms

  





  

    		2025-06-27 11:12:16.392186

    		0.8 ms

  





  

    		2025-06-27 12:12:18.380523

    		1.5 ms

  





  

    		2025-06-27 13:12:21.08615

    		-0.3 ms

  





  

    		2025-06-27 14:12:24.154977

    		0.1 ms

  





  

    		2025-06-27 15:12:25.76303

    		0.6 ms

  





  

    		2025-06-27 16:12:28.304227

    		1.2 ms

  





  

    		2025-06-27 17:12:31.579673

    		0.6 ms

  





  

    		2025-06-27 18:12:33.253691

    		0.2 ms

  





  

    		2025-06-27 19:12:35.252695

    		0.1 ms

  





  

    		2025-06-27 20:12:36.769582

    		0.1 ms

  





  

    		2025-06-27 21:12:38.765736

    		9.7 ms

  





  

    		2025-06-27 22:12:41.082812

    		1.7 ms

  





  

    		2025-06-27 23:12:43.266558

    		1.3 ms

  





  

    		2025-06-28 00:12:45.35662

    		1.5 ms

  





  

    		2025-06-28 01:12:47.089722

    		-0.2 ms

  





  

    		2025-06-28 02:12:48.67794

    		-1.0 ms

  





  

    		2025-06-28 03:12:50.317429

    		-0.8 ms

  





  

    		2025-06-28 04:12:51.751287

    		-1.3 ms

  





  

    		2025-06-28 05:12:53.541818

    		-0.7 ms

  





  

    		2025-06-28 06:12:56.320987

    		0.8 ms

  





  

    		2025-06-28 07:12:58.380107

    		1.8 ms

  





  

    		2025-06-28 08:13:01.292412

    		0.9 ms

  





  

    		2025-06-28 09:13:02.967815

    		1.4 ms

  





  

    		2025-06-28 10:13:04.538725

    		0.9 ms

  





  

    		2025-06-28 11:13:06.020467

    		0.4 ms

  





  

    		2025-06-28 12:13:07.616722

    		-0.1 ms

  





  

    		2025-06-28 13:13:10.659929

    		-1.2 ms

  





  

    		2025-06-28 14:13:13.303238

    		1.4 ms

  





  

    		2025-06-28 15:13:14.849782

    		0.6 ms

  





  

    		2025-06-28 16:13:17.221083

    		0.2 ms

  





  

    		2025-06-28 17:13:19.36053

    		-1.6 ms

  





  

    		2025-06-28 18:13:22.333298

    		-0.2 ms

  





  

    		2025-06-28 19:13:25.436303

    		0.1 ms

  





  

    		2025-06-28 20:13:28.137851

    		-0.4 ms

  





  

    		2025-06-28 21:13:30.231647

    		0.6 ms

  





  

    		2025-06-28 22:13:31.715503

    		0.0 ms

  





  

    		2025-06-28 23:13:33.109087

    		-1.8 ms

  





  

    		2025-06-29 00:13:34.980614

    		0.0 ms

  





  

    		2025-06-29 01:13:36.488498

    		0.0 ms

  





  

    		2025-06-29 02:13:38.361577

    		0.0 ms

  





  

    		2025-06-29 03:13:39.85401

    		0.8 ms

  





  

    		2025-06-29 04:13:41.815389

    		-0.9 ms

  





  

    		2025-06-29 05:13:43.416717

    		-1.1 ms

  





  

    		2025-06-29 06:13:46.129212

    		1.8 ms

  





  

    		2025-06-29 07:13:47.815543

    		0.4 ms

  





  

    		2025-06-29 08:13:49.348308

    		1.0 ms

  





  

    		2025-06-29 09:13:50.922782

    		1.0 ms

  





  

    		2025-06-29 10:13:53.029295

    		0.5 ms

  





  

    		2025-06-29 11:13:55.064411

    		0.6 ms

  





  

    		2025-06-29 12:13:56.875343

    		1.7 ms

  





  

    		2025-06-29 13:13:58.302886

    		0.0 ms

  





  

    		2025-06-29 14:14:00.391229

    		0.8 ms

  





  

    		2025-06-29 15:14:02.841357

    		1.9 ms

  





  

    		2025-06-29 16:14:04.882342

    		-0.8 ms

  





  

    		2025-06-29 17:14:07.185172

    		0.6 ms

  





  

    		2025-06-29 18:14:09.35736

    		-1.1 ms

  





  

    		2025-06-29 19:14:13.41564

    		0.1 ms

  





  

    		2025-06-29 20:14:15.222228

    		-0.5 ms

  





  

    		2025-06-29 21:14:17.88576

    		-0.9 ms

  





  

    		2025-06-29 22:14:19.748578

    		-2.4 ms

  





  

    		2025-06-29 23:14:21.202641

    		-3.8 ms

  





  

    		2025-06-30 00:14:22.812132

    		-0.5 ms

  





  

    		2025-06-30 01:14:25.210075

    		-0.2 ms

  





  

    		2025-06-30 02:14:26.930545

    		-0.6 ms

  





  

    		2025-06-30 03:14:29.088628

    		-0.4 ms

  





  

    		2025-06-30 04:14:30.550636

    		-0.1 ms

  





  

    		2025-06-30 05:14:32.956743

    		-1.0 ms

  





  

    		2025-06-30 06:14:36.038391

    		0.2 ms

  





  

    		2025-06-30 07:14:37.475159

    		1.5 ms

  





  

    		2025-06-30 08:14:39.217929

    		0.7 ms

  





  

    		2025-06-30 09:14:40.814754

    		0.7 ms

  





  

    		2025-06-30 10:14:43.213171

    		0.0 ms

  





  

    		2025-06-30 11:14:45.175753

    		1.2 ms

  





  

    		2025-06-30 12:14:46.828504

    		-0.2 ms

  





  

    		2025-06-30 13:14:49.166108

    		1.2 ms

  





  

    		2025-06-30 14:14:50.675931

    		-0.3 ms

  





  

    		2025-06-30 15:14:52.455706

    		0.7 ms

  





  

    		2025-06-30 16:14:55.064397

    		0.0 ms

  





  

    		2025-06-30 17:14:56.851727

    		1.3 ms

  





  

    		2025-06-30 18:14:59.085732

    		-0.2 ms

  





  

    		2025-06-30 19:15:00.700653

    		-3.3 ms

  





  

    		2025-06-30 20:15:03.265991

    		-0.6 ms

  





  

    		2025-06-30 21:15:04.977382

    		-0.4 ms

  





  

    		2025-06-30 22:15:06.676511

    		-0.6 ms

  





  

    		2025-06-30 23:15:08.402143

    		-0.9 ms

  





  

    		2025-07-01 00:15:10.165654

    		-0.3 ms

  





  

    		2025-07-01 01:15:11.624477

    		-0.4 ms

  





  

    		2025-07-01 02:15:14.598471

    		-0.7 ms

  





  

    		2025-07-01 03:15:16.210407

    		-0.3 ms

  





  

    		2025-07-01 04:15:17.677942

    		-0.4 ms

  





  

    		2025-07-01 05:15:19.67922

    		-0.6 ms

  





  

    		2025-07-01 06:15:21.248143

    		0.1 ms

  





  

    		2025-07-01 07:15:23.749247

    		0.7 ms

  





  

    		2025-07-01 08:15:26.10437

    		-1.4 ms

  





  

    		2025-07-01 09:15:27.987056

    		0.8 ms

  





  

    		2025-07-01 10:15:29.945645

    		-0.3 ms

  





  

    		2025-07-01 11:15:31.48622

    		0.7 ms

  





  

    		2025-07-01 12:15:32.993985

    		0.9 ms

  





  

    		2025-07-01 13:15:34.66217

    		-1.3 ms

  





  

    		2025-07-01 14:15:36.303795

    		0.4 ms

  





  

    		2025-07-01 15:15:38.986635

    		-2.6 ms

  





  

    		2025-07-01 16:15:40.525418

    		-0.2 ms

  





  

    		2025-07-01 17:15:42.470837

    		-0.1 ms

  





  

    		2025-07-01 18:15:44.955946

    		-0.6 ms

  





  

    		2025-07-01 19:15:48.039247

    		0.0 ms

  





  

    		2025-07-01 20:15:51.259408

    		0.7 ms

  





  

    		2025-07-01 21:15:53.621304

    		-0.7 ms

  





  

    		2025-07-01 22:15:55.176459

    		-1.2 ms

  





  

    		2025-07-01 23:15:56.835651

    		-0.4 ms

  





  

    		2025-07-02 00:15:58.480825

    		-0.6 ms

  





  

    		2025-07-02 01:15:59.916349

    		-2.8 ms

  





  

    		2025-07-02 02:16:03.163606

    		-0.8 ms

  





  

    		2025-07-02 03:16:05.944755

    		0.1 ms

  





  

    		2025-07-02 04:16:07.653008

    		0.1 ms

  





  

    		2025-07-02 05:16:10.452494

    		0.1 ms

  





  

    		2025-07-02 06:16:12.842965

    		0.9 ms

  





  

    		2025-07-02 07:16:14.756012

    		1.6 ms

  





  

    		2025-07-02 08:16:16.400919

    		0.1 ms

  





  

    		2025-07-02 09:16:17.835025

    		-0.6 ms

  





  

    		2025-07-02 10:16:19.598229

    		0.1 ms

  





  

    		2025-07-02 11:16:21.190078

    		-1.0 ms

  





  

    		2025-07-02 12:16:22.578146

    		0.6 ms

  





  

    		2025-07-02 13:16:24.423406

    		0.5 ms

  





  

    		2025-07-02 14:16:26.147539

    		-0.7 ms

  





  

    		2025-07-02 15:16:28.248911

    		0.3 ms

  





  

    		2025-07-02 16:16:31.327326

    		0.9 ms

  





  

    		2025-07-02 17:16:34.023804

    		-0.1 ms

  





  

    		2025-07-02 18:16:36.843727

    		1.3 ms

  





  

    		2025-07-02 19:16:38.685318

    		0.2 ms

  





  

    		2025-07-02 20:16:42.321672

    		0.7 ms

  





  

    		2025-07-02 21:16:45.780337

    		0.2 ms

  





  

    		2025-07-02 22:16:47.790971

    		-0.5 ms

  





  

    		2025-07-02 23:16:49.805113

    		-0.8 ms

  





  

    		2025-07-03 00:16:51.293637

    		0.3 ms

  





  

    		2025-07-03 01:16:52.855404

    		-0.1 ms

  





  

    		2025-07-03 02:16:54.489552

    		1.6 ms

  





  

    		2025-07-03 03:16:56.177164

    		1.7 ms

  





  

    		2025-07-03 04:16:59.494789

    		-1.3 ms

  





  

    		2025-07-03 05:17:01.595485

    		1.3 ms

  





  

    		2025-07-03 06:17:04.241728

    		-0.9 ms

  





  

    		2025-07-03 07:17:07.54648

    		-0.4 ms

  





  

    		2025-07-03 08:17:09.902872

    		-0.4 ms

  





  

    		2025-07-03 09:17:11.834382

    		0.9 ms

  





  

    		2025-07-03 10:17:13.711256

    		-0.5 ms

  





  

    		2025-07-03 11:17:15.364703

    		1.1 ms

  





  

    		2025-07-03 12:17:16.987677

    		0.6 ms

  





  

    		2025-07-03 13:17:18.485131

    		0.3 ms

  





  

    		2025-07-03 14:17:20.605533

    		2.6 ms

  





  

    		2025-07-03 15:17:22.72441

    		-3.3 ms

  





  

    		2025-07-03 16:17:25.041692

    		1.3 ms

  





  

    		2025-07-03 17:17:27.236806

    		0.2 ms

  





  

    		2025-07-03 18:17:30.937838

    		-0.9 ms

  





  

    		2025-07-03 19:17:32.713936

    		-0.6 ms

  





  

    		2025-07-03 20:17:34.670012

    		-0.6 ms

  





  

    		2025-07-03 21:17:36.528757

    		0.3 ms

  





  

    		2025-07-03 22:17:39.744166

    		-1.9 ms

  





  

    		2025-07-03 23:17:41.527372

    		-1.8 ms

  





  

    		2025-07-04 00:17:43.218852

    		-2.8 ms

  





  

    		2025-07-04 01:17:44.640737

    		-1.8 ms

  





  

    		2025-07-04 02:17:46.262402

    		0.1 ms

  





  

    		2025-07-04 03:17:48.027572

    		0.4 ms

  





  

    		2025-07-04 04:17:50.814465

    		0.6 ms

  





  

    		2025-07-04 05:17:53.783662

    		0.3 ms

  





  

    		2025-07-04 06:17:56.479686

    		0.6 ms

  





  

    		2025-07-04 07:17:59.291574

    		0.4 ms

  





  

    		2025-07-04 08:18:01.059006

    		1.0 ms

  





  

    		2025-07-04 09:18:02.901651

    		1.0 ms

  





  

    		2025-07-04 10:18:04.822292

    		0.0 ms

  





  

    		2025-07-04 11:18:06.727602

    		1.8 ms

  





  

    		2025-07-04 12:18:08.378285

    		0.3 ms

  





  

    		2025-07-04 13:18:11.64389

    		0.3 ms

  





  

    		2025-07-04 14:18:13.948521

    		0.2 ms

  





  

    		2025-07-04 15:18:17.249065

    		0.2 ms

  





  

    		2025-07-04 16:18:19.16203

    		-0.3 ms

  





  

    		2025-07-04 17:18:21.167708

    		0.4 ms

  





  

    		2025-07-04 18:18:23.124124

    		-2.5 ms

  





  

    		2025-07-04 19:18:25.617388

    		-1.8 ms

  





  

    		2025-07-04 20:18:29.219623

    		0.3 ms

  





  

    		2025-07-04 21:18:31.811556

    		-2.0 ms

  





  

    		2025-07-04 22:18:33.380893

    		-2.6 ms

  





  

    		2025-07-04 23:18:36.238029

    		-0.8 ms

  





  

    		2025-07-05 00:18:38.186789

    		-0.8 ms

  





  

    		2025-07-05 01:18:39.877704

    		-1.1 ms

  





  

    		2025-07-05 02:18:41.409255

    		-0.9 ms

  





  

    		2025-07-05 03:18:43.495995

    		0.1 ms

  





  

    		2025-07-05 04:18:47.286686

    		-0.4 ms

  





  

    		2025-07-05 05:18:49.618597

    		-0.4 ms

  





  

    		2025-07-05 06:18:52.714048

    		-1.2 ms

  





  

    		2025-07-05 07:18:54.804263

    		0.0 ms

  





  

    		2025-07-05 08:18:56.786

    		0.6 ms

  





  

    		2025-07-05 09:18:59.433446

    		0.1 ms

  





  

    		2025-07-05 10:19:01.880457

    		0.0 ms

  





  

    		2025-07-05 11:19:04.16547

    		0.3 ms

  





  

    		2025-07-05 12:19:06.074645

    		-2.6 ms

  





  

    		2025-07-05 13:19:07.517509

    		0.9 ms

  





  

    		2025-07-05 14:19:10.983212

    		2.9 ms

  





  

    		2025-07-05 15:19:13.640793

    		-0.4 ms

  





  

    		2025-07-05 16:19:16.871915

    		-0.8 ms

  





  

    		2025-07-05 17:19:20.575323

    		2.2 ms

  





  

    		2025-07-05 18:19:23.20253

    		0.6 ms

  





  

    		2025-07-05 19:19:25.721718

    		1.2 ms

  





  

    		2025-07-05 20:19:27.89412

    		0.8 ms

  





  

    		2025-07-05 21:19:29.652447

    		-0.7 ms

  





  

    		2025-07-05 22:19:31.426169

    		0.2 ms

  





  

    		2025-07-05 23:19:34.66781

    		-0.5 ms

  





  

    		2025-07-06 00:19:36.29048

    		-2.1 ms

  





  

    		2025-07-06 01:19:37.768625

    		-2.7 ms

  





  

    		2025-07-06 02:19:39.559592

    		0.7 ms

  





  

    		2025-07-06 03:19:41.084189

    		0.8 ms

  





  

    		2025-07-06 04:19:42.980882

    		-0.4 ms

  





  

    		2025-07-06 05:19:44.3964

    		0.3 ms

  





  

    		2025-07-06 06:19:47.023683

    		0.9 ms

  





  

    		2025-07-06 07:19:50.106427

    		0.0 ms

  





  

    		2025-07-06 08:19:52.17417

    		-0.8 ms

  





  

    		2025-07-06 09:19:54.001793

    		-1.2 ms

  





  

    		2025-07-06 10:19:56.109374

    		0.7 ms

  





  

    		2025-07-06 11:19:58.588917

    		-0.6 ms

  





  

    		2025-07-06 12:20:00.42686

    		-0.1 ms

  





  

    		2025-07-06 13:20:03.04821

    		-0.8 ms

  





  

    		2025-07-06 14:20:05.660954

    		0.7 ms

  





  

    		2025-07-06 15:20:08.225309

    		0.3 ms

  





  

    		2025-07-06 16:20:10.746142

    		0.5 ms

  





  

    		2025-07-06 17:20:14.757821

    		-0.2 ms

  





  

    		2025-07-06 18:20:17.459257

    		0.5 ms

  





  

    		2025-07-06 19:20:20.152806

    		1.1 ms

  





  

    		2025-07-06 20:20:23.047403

    		-2.9 ms

  





  

    		2025-07-06 21:20:25.707574

    		-2.9 ms

  





  

    		2025-07-06 22:20:27.51756

    		0.5 ms

  





  

    		2025-07-06 23:20:29.318839

    		-2.7 ms

  





  

    		2025-07-07 00:20:31.311181

    		-2.8 ms

  





  

    		2025-07-07 01:20:33.059946

    		-2.0 ms

  





  

    		2025-07-07 02:20:34.559236

    		-1.1 ms

  





  

    		2025-07-07 03:20:37.912774

    		-0.6 ms

  





  

    		2025-07-07 04:20:39.437192

    		0.8 ms

  





  

    		2025-07-07 05:20:41.014788

    		1.2 ms

  





  

    		2025-07-07 06:20:42.576562

    		1.0 ms

  





  

    		2025-07-07 07:20:44.197157

    		1.5 ms

  





  

    		2025-07-07 08:20:46.282759

    		-0.6 ms

  





  

    		2025-07-07 09:20:48.158689

    		-10.6 ms

  





  

    		2025-07-07 10:20:50.262333

    		0.0 ms

  





  

    		2025-07-07 11:20:52.021812

    		0.4 ms

  





  

    		2025-07-07 12:20:54.530225

    		0.0 ms

  





  

    		2025-07-07 13:20:56.293461

    		0.2 ms

  





  

    		2025-07-07 14:20:58.385761

    		-0.5 ms

  





  

    		2025-07-07 15:21:00.155713

    		-0.1 ms

  





  

    		2025-07-07 16:21:02.092013

    		-2.1 ms

  





  

    		2025-07-07 17:21:03.703217

    		0.6 ms

  





  

    		2025-07-07 18:21:05.562473

    		1.0 ms

  





  

    		2025-07-07 19:21:08.706315

    		0.2 ms

  





  

    		2025-07-07 20:21:11.867336

    		-0.2 ms

  





  

    		2025-07-07 21:21:14.346205

    		-0.1 ms

  





  

    		2025-07-07 22:21:16.529575

    		-0.2 ms

  





  

    		2025-07-07 23:21:18.034617

    		-2.2 ms

  





  

    		2025-07-08 00:21:19.683231

    		-0.4 ms

  





  

    		2025-07-08 01:21:21.572175

    		-2.5 ms

  





  

    		2025-07-08 02:21:23.334208

    		-3.6 ms

  





  

    		2025-07-08 03:21:25.029826

    		-3.8 ms

  





  

    		2025-07-08 04:21:27.136923

    		-0.5 ms

  





  

    		2025-07-08 05:21:29.644985

    		-1.7 ms

  





  

    		2025-07-08 06:21:33.029756

    		0.6 ms

  





  

    		2025-07-08 07:21:34.578461

    		-0.3 ms

  





  

    		2025-07-08 08:21:36.605885

    		1.0 ms

  





  

    		2025-07-08 09:21:38.063577

    		1.7 ms

  





  

    		2025-07-08 10:21:39.639484

    		0.2 ms

  





  

    		2025-07-08 11:21:41.990285

    		1.2 ms

  





  

    		2025-07-08 12:21:43.923905

    		0.2 ms

  





  

    		2025-07-08 13:21:47.028991

    		-0.6 ms

  





  

    		2025-07-08 14:21:48.598862

    		0.6 ms

  





  

    		2025-07-08 15:21:50.308725

    		1.5 ms

  





  

    		2025-07-08 16:21:52.030004

    		-0.1 ms

  





  

    		2025-07-08 17:21:54.427432

    		0.8 ms

  





  

    		2025-07-08 18:21:56.009029

    		2.1 ms

  





  

    		2025-07-08 19:21:57.786649

    		0.1 ms

  





  

    		2025-07-08 20:22:00.727365

    		-2.0 ms

  





  

    		2025-07-08 21:22:03.2765

    		-2.6 ms

  





  

    		2025-07-08 22:22:05.307713

    		-0.6 ms

  





  

    		2025-07-08 23:22:07.458553

    		-1.5 ms

  





  

    		2025-07-09 00:22:09.173334

    		-3.0 ms

  





  

    		2025-07-09 01:22:10.785941

    		-3.7 ms

  





  

    		2025-07-09 02:22:12.484986

    		-2.2 ms

  





  

    		2025-07-09 03:22:14.181598

    		-0.6 ms

  





  

    		2025-07-09 04:22:15.936782

    		-1.0 ms

  





  

    		2025-07-09 05:22:17.567551

    		-0.2 ms

  





  

    		2025-07-09 06:22:19.406617

    		0.1 ms

  





  

    		2025-07-09 07:22:20.989941

    		0.4 ms

  





  

    		2025-07-09 08:22:22.922897

    		0.9 ms

  





  

    		2025-07-09 09:22:25.286233

    		1.8 ms

  





  

    		2025-07-09 10:22:26.934504

    		1.0 ms

  





  

    		2025-07-09 11:22:29.073282

    		0.4 ms

  





  

    		2025-07-09 12:22:30.616091

    		-1.0 ms

  





  

    		2025-07-09 13:22:32.545647

    		0.4 ms

  





  

    		2025-07-09 14:22:34.677962

    		-1.2 ms

  





  

    		2025-07-09 15:22:36.236425

    		-2.6 ms

  





  

    		2025-07-09 16:22:38.335658

    		-2.4 ms

  





  

    		2025-07-09 17:22:40.289542

    		-0.6 ms

  





  

    		2025-07-09 18:22:42.110041

    		0.0 ms

  





  

    		2025-07-09 19:22:45.069916

    		1.8 ms

  





  

    		2025-07-09 20:22:47.870232

    		1.8 ms

  





  

    		2025-07-09 21:22:50.251917

    		-0.7 ms

  





  

    		2025-07-09 22:22:52.101515

    		-2.4 ms

  





  

    		2025-07-09 23:22:53.923279

    		-3.3 ms

  





  

    		2025-07-10 00:22:55.877179

    		-0.7 ms

  





  

    		2025-07-10 01:22:57.728625

    		-0.7 ms

  





  

    		2025-07-10 02:22:59.372256

    		0.1 ms

  





  

    		2025-07-10 03:23:01.250083

    		0.3 ms

  





  

    		2025-07-10 04:23:02.840984

    		0.1 ms

  





  

    		2025-07-10 05:23:04.908599

    		-0.3 ms

  





  

    		2025-07-10 06:23:06.941994

    		0.8 ms

  





  

    		2025-07-10 07:23:09.236892

    		1.3 ms

  





  

    		2025-07-10 08:23:11.810771

    		0.8 ms

  





  

    		2025-07-10 09:23:13.305279

    		1.8 ms

  





  

    		2025-07-10 10:23:15.974475

    		0.6 ms

  





  

    		2025-07-10 11:23:18.495823

    		-0.6 ms

  





  

    		2025-07-10 12:23:20.309051

    		-1.0 ms

  





  

    		2025-07-10 13:23:22.391384

    		-1.0 ms

  





  

    		2025-07-10 14:23:25.111377

    		-1.6 ms

  





  

    		2025-07-10 15:23:27.635329

    		-1.5 ms

  





  

    		2025-07-10 16:23:29.906904

    		0.1 ms

  





  

    		2025-07-10 17:23:32.460643

    		-0.3 ms

  





  

    		2025-07-10 18:23:35.355282

    		-0.1 ms

  





  

    		2025-07-10 19:23:37.133848

    		-0.7 ms

  





  

    		2025-07-10 20:23:38.704141

    		0.8 ms

  





  

    		2025-07-10 21:23:40.841894

    		0.1 ms

  





  

    		2025-07-10 22:23:42.671188

    		0.0 ms

  





  

    		2025-07-10 23:23:44.595348

    		-2.6 ms

  





  

    		2025-07-11 00:23:46.122913

    		-4.2 ms

  





  

    		2025-07-11 01:23:48.018938

    		-3.5 ms

  





  

    		2025-07-11 02:23:49.661186

    		-0.7 ms

  





  

    		2025-07-11 03:23:51.166874

    		-0.9 ms

  





  

    		2025-07-11 04:23:53.009141

    		-2.3 ms

  





  

    		2025-07-11 05:23:54.888043

    		0.2 ms

  





  

    		2025-07-11 06:23:56.748703

    		0.9 ms

  





  

    		2025-07-11 07:23:58.627074

    		-1.7 ms

  





  

    		2025-07-11 08:24:00.249938

    		1.7 ms

  





  

    		2025-07-11 09:24:01.809492

    		0.2 ms

  





  

    		2025-07-11 10:24:03.144713

    		0.1 ms

  





  

    		2025-07-11 11:24:04.924032

    		0.3 ms

  





  

    		2025-07-11 12:24:07.162601

    		-0.8 ms

  





  

    		2025-07-11 13:24:08.74807

    		-1.8 ms

  





  

    		2025-07-11 14:24:10.49377

    		0.9 ms

  





  

    		2025-07-11 15:24:12.244015

    		0.8 ms

  





  

    		2025-07-11 16:24:14.669215

    		0.6 ms

  





  

    		2025-07-11 17:24:16.602024

    		2.0 ms

  





  

    		2025-07-11 18:24:18.452763

    		-0.8 ms

  





  

    		2025-07-11 19:24:21.63048

    		-0.1 ms

  





  

    		2025-07-11 20:24:24.14696

    		0.5 ms

  





  

    		2025-07-11 21:24:25.920956

    		-1.6 ms

  





  

    		2025-07-11 22:24:27.465011

    		-2.6 ms

  





  

    		2025-07-11 23:24:30.617376

    		0.1 ms

  





  

    		2025-07-12 00:24:32.343946

    		-0.3 ms

  





  

    		2025-07-12 01:24:34.329143

    		-0.9 ms

  





  

    		2025-07-12 02:24:36.049264

    		-1.2 ms

  





  

    		2025-07-12 03:24:37.914748

    		-1.2 ms

  





  

    		2025-07-12 04:24:39.837666

    		-0.7 ms

  





  

    		2025-07-12 05:24:42.094214

    		-0.2 ms

  





  

    		2025-07-12 06:24:46.010375

    		0.4 ms

  





  

    		2025-07-12 07:24:48.513441

    		2.1 ms

  





  

    		2025-07-12 08:24:50.13891

    		0.5 ms

  





  

    		2025-07-12 09:24:51.904857

    		0.1 ms

  





  

    		2025-07-12 10:24:54.033499

    		1.3 ms

  





  

    		2025-07-12 11:24:55.883343

    		0.2 ms

  





  

    		2025-07-12 12:24:58.190022

    		-0.1 ms

  





  

    		2025-07-12 13:24:59.96938

    		-0.1 ms

  





  

    		2025-07-12 14:25:02.096255

    		0.3 ms

  





  

    		2025-07-12 15:25:04.079951

    		0.2 ms

  





  

    		2025-07-12 16:25:05.986356

    		0.0 ms

  





  

    		2025-07-12 17:25:10.23803

    		-0.1 ms

  





  

    		2025-07-12 18:25:12.29341

    		-0.7 ms

  





  

    		2025-07-12 19:25:14.878063

    		-1.6 ms

  





  

    		2025-07-12 20:25:17.852726

    		-2.4 ms

  





  

    		2025-07-12 21:25:19.591938

    		-2.6 ms

  





  

    		2025-07-12 22:25:21.794166

    		-0.6 ms

  





  

    		2025-07-12 23:25:23.531224

    		0.9 ms

  





  

    		2025-07-13 00:25:25.080035

    		-0.4 ms

  





  

    		2025-07-13 01:25:26.638739

    		0.1 ms

  





  

    		2025-07-13 02:25:29.591044

    		-1.0 ms

  





  

    		2025-07-13 03:25:31.21908

    		-0.4 ms

  





  

    		2025-07-13 04:25:32.896782

    		0.6 ms

  





  

    		2025-07-13 05:25:35.015745

    		0.3 ms

  





  

    		2025-07-13 06:25:37.10908

    		0.3 ms

  





  

    		2025-07-13 07:25:39.444976

    		2.4 ms

  





  

    		2025-07-13 08:25:41.34728

    		8.5 ms

  





  

    		2025-07-13 09:25:43.465133

    		0.7 ms

  





  

    		2025-07-13 10:25:45.360849

    		1.3 ms

  





  

    		2025-07-13 11:25:47.107219

    		-2.6 ms

  





  

    		2025-07-13 12:25:48.969191

    		-0.3 ms

  





  

    		2025-07-13 13:25:51.542537

    		-0.7 ms

  





  

    		2025-07-13 14:25:53.7452

    		1.3 ms

  





  

    		2025-07-13 15:25:56.138258

    		1.0 ms

  





  

    		2025-07-13 16:25:58.334836

    		-0.9 ms

  





  

    		2025-07-13 17:26:00.018474

    		-0.2 ms

  





  

    		2025-07-13 18:26:03.980341

    		0.3 ms

  





  

    		2025-07-13 19:26:06.626616

    		-1.5 ms

  





  

    		2025-07-13 20:26:08.585852

    		-2.1 ms

  





  

    		2025-07-13 21:26:10.608948

    		-3.4 ms

  





  

    		2025-07-13 22:26:13.257228

    		-4.3 ms

  





  

    		2025-07-13 23:26:15.45353

    		-3.2 ms

  





  

    		2025-07-14 00:26:17.166349

    		-4.5 ms

  





  

    		2025-07-14 01:26:18.721806

    		-4.1 ms

  





  

    		2025-07-14 02:26:21.220723

    		2.3 ms

  





  

    		2025-07-14 03:26:23.826418

    		1.7 ms

  





  

    		2025-07-14 04:26:25.29914

    		1.6 ms

  





  

    		2025-07-14 05:26:27.102004

    		3.6 ms

  





  

    		2025-07-14 06:26:29.036468

    		-0.6 ms

  





  

    		2025-07-14 07:26:31.177683

    		0.3 ms

  





  

    		2025-07-14 08:26:32.612585

    		0.6 ms

  





  

    		2025-07-14 09:26:34.322179

    		-0.1 ms

  





  

    		2025-07-14 10:26:36.291222

    		-0.4 ms

  





  

    		2025-07-14 11:26:37.880821

    		1.2 ms

  





  

    		2025-07-14 12:26:39.439455

    		0.8 ms

  





  

    		2025-07-14 13:26:41.102975

    		-1.7 ms

  





  

    		2025-07-14 14:26:43.110149

    		1.0 ms

  





  

    		2025-07-14 15:26:44.856448

    		2.1 ms

  





  

    		2025-07-14 16:26:46.950134

    		-0.3 ms

  





  

    		2025-07-14 17:26:49.987857

    		0.7 ms

  





  

    		2025-07-14 18:26:53.012727

    		-0.5 ms

  





  

    		2025-07-14 19:26:55.228775

    		0.8 ms

  





  

    		2025-07-14 20:26:57.614747

    		-0.7 ms

  





  

    		2025-07-14 21:26:59.616439

    		-0.3 ms

  





  

    		2025-07-14 22:27:01.404551

    		-1.5 ms

  





  

    		2025-07-14 23:27:03.369969

    		-1.3 ms

  





  

    		2025-07-15 00:27:05.255796

    		0.6 ms

  





  

    		2025-07-15 01:27:07.322634

    		-2.1 ms

  





  

    		2025-07-15 02:27:08.823877

    		0.5 ms

  





  

    		2025-07-15 03:27:10.716766

    		-0.9 ms

  





  

    		2025-07-15 04:27:12.865124

    		0.1 ms

  





  

    		2025-07-15 05:27:14.268816

    		-0.4 ms

  





  

    		2025-07-15 06:27:16.095773

    		0.1 ms

  





  

    		2025-07-15 07:27:17.510015

    		1.0 ms

  





  

    		2025-07-15 08:27:19.140909

    		0.0 ms

  





  

    		2025-07-15 09:27:20.611657

    		0.4 ms

  





  

    		2025-07-15 10:27:22.222724

    		-0.6 ms

  





  

    		2025-07-15 11:27:23.968263

    		0.5 ms

  





  

    		2025-07-15 12:27:25.355836

    		0.6 ms

  





  

    		2025-07-15 13:27:27.159216

    		1.4 ms

  





  

    		2025-07-15 14:27:29.006608

    		1.8 ms

  





  

    		2025-07-15 15:27:31.113684

    		1.3 ms

  





  

    		2025-07-15 16:27:33.112783

    		0.2 ms

  





  

    		2025-07-15 17:27:35.149849

    		0.1 ms

  





  

    		2025-07-15 18:27:37.658281

    		-0.3 ms

  





  

    		2025-07-15 19:27:41.769682

    		-0.1 ms

  





  

    		2025-07-15 20:27:43.795967

    		-0.4 ms

  





  

    		2025-07-15 21:27:47.832662

    		-0.1 ms

  





  

    		2025-07-15 22:27:49.657114

    		-0.4 ms

  





  

    		2025-07-15 23:27:51.577844

    		1.0 ms

  





  

    		2025-07-16 00:27:53.144265

    		1.5 ms

  





  

    		2025-07-16 01:27:54.695668

    		3.0 ms

  





  

    		2025-07-16 02:27:56.323959

    		-0.5 ms

  





  

    		2025-07-16 03:27:57.77508

    		0.3 ms

  





  

    		2025-07-16 04:27:59.571331

    		0.4 ms

  





  

    		2025-07-16 05:28:01.51343

    		1.4 ms

  





  

    		2025-07-16 06:28:04.826268

    		0.8 ms

  





  

    		2025-07-16 07:28:06.424404

    		1.5 ms

  





  

    		2025-07-16 08:28:08.086954

    		1.3 ms

  





  

    		2025-07-16 09:28:09.797479

    		-2.5 ms

  





  

    		2025-07-16 10:28:11.6695

    		0.5 ms

  





  

    		2025-07-16 11:28:13.548504

    		-0.3 ms

  





  

    		2025-07-16 12:28:14.967472

    		-0.1 ms

  





  

    		2025-07-16 13:28:16.696851

    		-0.3 ms

  





  

    		2025-07-16 14:28:19.394086

    		0.2 ms

  





  

    		2025-07-16 15:28:20.859498

    		1.0 ms

  





  

    		2025-07-16 16:28:24.421753

    		-1.4 ms

  





  

    		2025-07-16 17:28:27.401575

    		0.0 ms

  





  

    		2025-07-16 18:28:28.863826

    		0.1 ms

  





  

    		2025-07-16 19:28:31.785626

    		-1.4 ms

  





  

    		2025-07-16 20:28:34.452219

    		-0.8 ms

  





  

    		2025-07-16 21:28:36.405285

    		-1.1 ms

  





  

    		2025-07-16 22:28:38.154394

    		-0.5 ms

  





  

    		2025-07-16 23:28:39.778024

    		0.1 ms

  





  

    		2025-07-17 00:28:41.526837

    		0.4 ms

  





  

    		2025-07-17 01:28:43.203997

    		0.7 ms

  





  

    		2025-07-17 02:28:44.731824

    		0.1 ms

  





  

    		2025-07-17 03:28:46.603855

    		-0.5 ms

  





  

    		2025-07-17 04:28:48.332484

    		1.7 ms

  





  

    		2025-07-17 05:28:50.042938

    		1.0 ms

  





  

    		2025-07-17 06:28:53.018043

    		1.4 ms

  





  

    		2025-07-17 07:28:54.707648

    		0.9 ms

  





  

    		2025-07-17 08:28:56.599761

    		6.0 ms

  





  

    		2025-07-17 09:28:58.314903

    		1.6 ms

  





  

    		2025-07-17 10:29:00.269425

    		0.0 ms

  





  

    		2025-07-17 11:29:02.265738

    		6.2 ms

  





  

    		2025-07-17 12:29:03.907265

    		4.4 ms

  





  

    		2025-07-17 13:29:05.53694

    		-0.3 ms

  





  

    		2025-07-17 14:29:07.363254

    		1.2 ms

  





  

    		2025-07-17 15:29:09.715983

    		0.0 ms

  





  

    		2025-07-17 16:29:11.571246

    		-2.8 ms

  





  

    		2025-07-17 17:29:15.497581

    		0.1 ms

  





  

    		2025-07-17 18:29:18.761758

    		0.4 ms

  





  

    		2025-07-17 19:29:21.693647

    		-1.0 ms

  





  

    		2025-07-17 20:29:23.575504

    		-1.5 ms

  





  

    		2025-07-17 21:29:25.643943

    		-1.0 ms

  





  

    		2025-07-17 22:29:27.536363

    		-1.8 ms

  





  

    		2025-07-17 23:29:29.362738

    		-1.4 ms

  





  

    		2025-07-18 00:29:31.012418

    		-1.6 ms

  





  

    		2025-07-18 01:29:32.664769

    		-2.1 ms

  





  

    		2025-07-18 02:29:34.170697

    		-2.3 ms

  





  

    		2025-07-18 03:29:35.99259

    		-0.8 ms

  





  

    		2025-07-18 04:29:37.589719

    		2.1 ms

  





  

    		2025-07-18 05:29:39.443089

    		-0.4 ms

  





  

    		2025-07-18 06:29:41.249081

    		0.1 ms

  





  

    		2025-07-18 07:29:43.928706

    		1.2 ms

  





  

    		2025-07-18 08:29:45.824799

    		0.7 ms

  





  

    		2025-07-18 09:29:47.605152

    		0.8 ms

  





  

    		2025-07-18 10:29:50.267673

    		1.6 ms

  





  

    		2025-07-18 11:29:52.090321

    		1.1 ms

  





  

    		2025-07-18 12:29:53.8699

    		-0.2 ms

  





  

    		2025-07-18 13:29:55.530924

    		-0.1 ms

  





  

    		2025-07-18 14:29:57.690945

    		0.1 ms

  





  

    		2025-07-18 15:29:59.36753

    		-0.1 ms

  





  

    		2025-07-18 16:30:01.284562

    		-0.4 ms

  





  

    		2025-07-18 17:30:03.929938

    		0.2 ms

  





  

    		2025-07-18 18:30:06.199216

    		0.1 ms

  





  

    		2025-07-18 19:30:07.946254

    		1.2 ms

  





  

    		2025-07-18 20:30:09.995026

    		0.0 ms

  





  

    		2025-07-18 21:30:11.679841

    		-0.6 ms

  





  

    		2025-07-18 22:30:13.340674

    		-1.2 ms

  





  

    		2025-07-18 23:30:17.051774

    		0.6 ms

  





  

    		2025-07-19 00:30:19.531658

    		-2.9 ms

  





  

    		2025-07-19 01:30:21.485211

    		-0.4 ms

  





  

    		2025-07-19 02:30:23.222116

    		-1.4 ms

  





  

    		2025-07-19 03:30:25.172896

    		-0.6 ms

  





  

    		2025-07-19 04:30:27.146728

    		-3.1 ms

  





  

    		2025-07-19 05:30:29.186681

    		0.5 ms

  





  

    		2025-07-19 06:30:31.502468

    		2.9 ms

  





  

    		2025-07-19 07:30:33.126412

    		1.8 ms

  





  

    		2025-07-19 08:30:34.833409

    		-1.5 ms

  





  

    		2025-07-19 09:30:36.257819

    		0.7 ms

  





  

    		2025-07-19 10:30:38.721817

    		1.1 ms

  





  

    		2025-07-19 11:30:41.625113

    		1.4 ms

  





  

    		2025-07-19 12:30:43.521757

    		0.6 ms

  





  

    		2025-07-19 13:30:45.31341

    		-0.3 ms

  





  

    		2025-07-19 14:30:48.101595

    		-0.3 ms

  





  

    		2025-07-19 15:30:51.657722

    		0.8 ms

  





  

    		2025-07-19 16:30:54.723146

    		0.2 ms

  





  

    		2025-07-19 17:30:57.456759

    		0.4 ms

  





  

    		2025-07-19 18:31:00.540941

    		0.0 ms

  





  

    		2025-07-19 19:31:01.974655

    		0.6 ms

  





  

    		2025-07-19 20:31:05.632886

    		-0.6 ms

  





  

    		2025-07-19 21:31:07.223063

    		-0.8 ms

  





  

    		2025-07-19 22:31:09.108008

    		-0.2 ms

  





  

    		2025-07-19 23:31:10.689022

    		-0.5 ms

  





  

    		2025-07-20 00:31:12.181639

    		0.5 ms

  





  

    		2025-07-20 01:31:14.19476

    		0.5 ms

  





  

    		2025-07-20 02:31:15.653103

    		1.0 ms

  





  

    		2025-07-20 03:31:17.308074

    		0.6 ms

  





  

    		2025-07-20 04:31:20.003675

    		0.6 ms

  





  

    		2025-07-20 05:31:22.972311

    		-0.7 ms

  





  

    		2025-07-20 06:31:25.112995

    		0.1 ms

  





  

    		2025-07-20 07:31:26.896454

    		0.3 ms

  





  

    		2025-07-20 08:31:29.062921

    		0.2 ms

  





  

    		2025-07-20 09:31:31.136623

    		-0.6 ms

  





  

    		2025-07-20 10:31:33.872757

    		0.8 ms

  





  

    		2025-07-20 11:31:35.694876

    		0.7 ms

  





  

    		2025-07-20 12:31:38.978848

    		0.3 ms

  





  

    		2025-07-20 13:31:42.008883

    		0.2 ms

  





  

    		2025-07-20 14:31:43.780879

    		1.4 ms

  





  

    		2025-07-20 15:31:45.470924

    		0.7 ms

  





  

    		2025-07-20 16:31:47.387186

    		-1.0 ms

  





  

    		2025-07-20 17:31:50.649678

    		0.1 ms

  





  

    		2025-07-20 18:31:54.243476

    		1.3 ms

  





  

    		2025-07-20 19:31:55.753844

    		-0.1 ms

  





  

    		2025-07-20 20:31:58.431603

    		0.6 ms

  





  

    		2025-07-20 21:32:01.133842

    		-0.1 ms

  





  

    		2025-07-20 22:32:03.208864

    		-1.9 ms

  





  

    		2025-07-20 23:32:05.002846

    		-1.7 ms

  





  

    		2025-07-21 00:32:06.80985

    		-2.5 ms

  





  

    		2025-07-21 01:32:08.462932

    		0.1 ms

  





  

    		2025-07-21 02:32:10.569931

    		0.4 ms

  





  

    		2025-07-21 03:32:14.144856

    		-0.7 ms

  





  

    		2025-07-21 04:32:15.840171

    		0.6 ms

  





  

    		2025-07-21 05:32:17.787739

    		1.0 ms

  





  

    		2025-07-21 06:32:19.377357

    		-0.5 ms

  





  

    		2025-07-21 07:32:21.280938

    		0.1 ms

  





  

    		2025-07-21 08:32:23.083164

    		1.4 ms

  





  

    		2025-07-21 09:32:24.76564

    		0.9 ms

  





  

    		2025-07-21 10:32:26.277211

    		1.9 ms

  





  

    		2025-07-21 11:32:27.840719

    		0.7 ms

  





  

    		2025-07-21 12:32:29.794903

    		0.8 ms

  





  

    		2025-07-21 13:32:31.505385

    		0.3 ms

  





  

    		2025-07-21 14:32:33.306682

    		0.7 ms

  





  

    		2025-07-21 15:32:35.103095

    		-1.0 ms

  





  

    		2025-07-21 16:32:36.730775

    		0.3 ms

  





  

    		2025-07-21 17:32:39.059089

    		-0.7 ms

  





  

    		2025-07-21 18:32:40.833778

    		-1.0 ms

  





  

    		2025-07-21 19:32:42.893221

    		-0.2 ms

  





  

    		2025-07-21 20:32:44.439254

    		0.5 ms

  





  

    		2025-07-21 21:32:46.623143

    		-0.1 ms

  





  

    		2025-07-21 22:32:48.668261

    		0.3 ms

  





  

    		2025-07-21 23:32:50.598772

    		0.6 ms

  





  

    		2025-07-22 00:32:52.361645

    		1.1 ms

  





  

    		2025-07-22 01:32:53.940256

    		-0.5 ms

  





  

    		2025-07-22 02:32:55.830699

    		-0.6 ms

  





  

    		2025-07-22 03:32:58.098874

    		-0.7 ms

  





  

    		2025-07-22 04:32:59.787436

    		0.6 ms

  





  

    		2025-07-22 05:33:01.830946

    		0.9 ms

  





  

    		2025-07-22 06:33:04.859558

    		0.2 ms

  





  

    		2025-07-22 07:33:06.797581

    		0.4 ms

  





  

    		2025-07-22 08:33:08.651284

    		2.0 ms

  





  

    		2025-07-22 09:33:10.438564

    		0.6 ms

  





  

    		2025-07-22 10:33:12.350645

    		1.6 ms

  





  

    		2025-07-22 11:33:14.514427

    		0.8 ms

  





  

    		2025-07-22 12:33:16.695936

    		0.3 ms

  





  

    		2025-07-22 13:33:18.728265

    		0.0 ms

  





  

    		2025-07-22 14:33:20.759163

    		0.9 ms

  





  

    		2025-07-22 15:33:22.53567

    		-0.5 ms

  





  

    		2025-07-22 16:33:24.037824

    		0.5 ms

  





  

    		2025-07-22 17:33:26.882825

    		-0.2 ms

  





  

    		2025-07-22 18:33:30.049759

    		0.1 ms

  





  

    		2025-07-22 19:33:31.915364

    		0.7 ms

  





  

    		2025-07-22 20:33:34.418114

    		1.6 ms

  





  

    		2025-07-22 21:33:36.42084

    		1.1 ms

  





  

    		2025-07-22 22:33:38.695384

    		0.0 ms

  





  

    		2025-07-22 23:33:40.502824

    		2.5 ms

  





  

    		2025-07-23 00:33:42.233347

    		0.8 ms

  





  

    		2025-07-23 01:33:44.022087

    		-0.3 ms

  





  

    		2025-07-23 02:33:45.820348

    		0.5 ms

  





  

    		2025-07-23 03:33:47.287371

    		-0.4 ms

  





  

    		2025-07-23 04:33:48.957504

    		-1.0 ms

  





  

    		2025-07-23 05:33:51.712197

    		-0.5 ms

  





  

    		2025-07-23 06:33:54.806996

    		-1.9 ms

  





  

    		2025-07-23 07:33:56.740336

    		-0.3 ms

  





  

    		2025-07-23 08:33:58.235495

    		0.0 ms

  





  

    		2025-07-23 09:34:01.149059

    		1.5 ms

  





  

    		2025-07-23 10:34:02.880993

    		0.1 ms

  





  

    		2025-07-23 11:34:04.365022

    		1.7 ms

  





  

    		2025-07-23 12:34:06.678714

    		0.2 ms

  





  

    		2025-07-23 13:34:08.301824

    		0.0 ms

  





  

    		2025-07-23 14:34:10.023234

    		-2.1 ms

  





  

    		2025-07-23 15:34:13.06716

    		-0.3 ms

  





  

    		2025-07-23 16:34:14.930924

    		0.4 ms

  





  

    		2025-07-23 17:34:16.682014

    		0.7 ms

  





  

    		2025-07-23 18:34:19.196409

    		0.9 ms

  





  

    		2025-07-23 19:34:21.472694

    		0.3 ms

  





  

    		2025-07-23 20:34:23.963159

    		1.3 ms

  





  

    		2025-07-23 21:34:25.625623

    		0.5 ms

  





  

    		2025-07-23 22:34:27.716284

    		-1.8 ms

  





  

    		2025-07-23 23:34:29.391981

    		-2.6 ms

  





  

    		2025-07-24 00:34:31.401624

    		-3.0 ms

  





  

    		2025-07-24 01:34:33.294819

    		-3.0 ms

  





  

    		2025-07-24 02:34:34.736191

    		-1.9 ms

  





  

    		2025-07-24 03:34:36.610241

    		-0.5 ms

  





  

    		2025-07-24 04:34:38.718966

    		1.7 ms

  





  

    		2025-07-24 05:34:40.545308

    		2.3 ms

  





  

    		2025-07-24 06:34:44.163278

    		-1.9 ms

  





  

    		2025-07-24 07:34:46.492077

    		-0.5 ms

  





  

    		2025-07-24 08:34:48.20487

    		1.1 ms

  





  

    		2025-07-24 09:34:49.9499

    		-0.8 ms

  





  

    		2025-07-24 10:34:51.673814

    		0.2 ms

  





  

    		2025-07-24 11:34:53.225631

    		0.1 ms

  





  

    		2025-07-24 12:34:54.822505

    		0.3 ms

  





  

    		2025-07-24 13:34:56.824892

    		1.6 ms

  





  

    		2025-07-24 14:34:58.880644

    		1.4 ms

  





  

    		2025-07-24 15:35:00.495529

    		-0.1 ms

  





  

    		2025-07-24 16:35:03.149086

    		0.0 ms

  





  

    		2025-07-24 17:35:07.33065

    		-1.5 ms

  





  

    		2025-07-24 18:35:09.68823

    		1.2 ms

  





  

    		2025-07-24 19:35:11.457005

    		1.1 ms

  





  

    		2025-07-24 20:35:13.007833

    		-0.8 ms

  





  

    		2025-07-24 21:35:15.666623

    		0.2 ms

  





  

    		2025-07-24 22:35:17.36835

    		0.8 ms

  





  

    		2025-07-24 23:35:19.862593

    		0.3 ms

  





  

    		2025-07-25 00:35:22.064096

    		0.6 ms

  





  

    		2025-07-25 01:35:23.653189

    		-0.6 ms

  





  

    		2025-07-25 02:35:25.368378

    		0.5 ms

  





  

    		2025-07-25 03:35:27.692002

    		0.1 ms

  





  

    		2025-07-25 04:35:29.990866

    		-0.1 ms

  





  

    		2025-07-25 05:35:32.084614

    		3.3 ms

  





  

    		2025-07-25 06:35:33.866652

    		-0.6 ms

  





  

    		2025-07-25 07:35:36.251468

    		-0.3 ms

  





  

    		2025-07-25 08:35:37.699157

    		0.1 ms

  





  

    		2025-07-25 09:35:39.127074

    		0.7 ms

  





  

    		2025-07-25 10:35:40.6443

    		0.1 ms

  





  

    		2025-07-25 11:35:43.240969

    		0.5 ms

  





  

    		2025-07-25 12:35:45.025267

    		0.8 ms

  





  

    		2025-07-25 13:35:47.140296

    		1.3 ms

  





  

    		2025-07-25 14:35:48.874123

    		0.1 ms

  





  

    		2025-07-25 15:35:50.432239

    		0.6 ms

  





  

    		2025-07-25 16:35:52.064228

    		1.5 ms

  





  

    		2025-07-25 17:35:54.350634

    		-1.9 ms

  





  

    		2025-07-25 18:35:58.143904

    		-0.6 ms

  





  

    		2025-07-25 19:36:00.47988

    		-1.1 ms

  





  

    		2025-07-25 20:36:02.72932

    		-2.7 ms

  





  

    		2025-07-25 21:36:04.36629

    		0.0 ms

  





  

    		2025-07-25 22:36:06.269802

    		-0.4 ms

  





  

    		2025-07-25 23:36:08.076574

    		-0.8 ms

  





  

    		2025-07-26 00:36:09.684466

    		-1.5 ms

  





  

    		2025-07-26 01:36:11.060556

    		-0.3 ms

  





  

    		2025-07-26 02:36:12.570245

    		-0.6 ms

  





  

    		2025-07-26 03:36:14.689873

    		-0.5 ms

  





  

    		2025-07-26 04:36:16.399569

    		0.7 ms

  





  

    		2025-07-26 05:36:18.43295

    		0.3 ms

  





  

    		2025-07-26 06:36:21.022606

    		0.9 ms

  





  

    		2025-07-26 07:36:22.689923

    		0.1 ms

  





  

    		2025-07-26 08:36:24.507662

    		0.2 ms

  





  

    		2025-07-26 09:36:26.238639

    		0.3 ms

  





  

    		2025-07-26 10:36:27.9804

    		0.7 ms

  





  

    		2025-07-26 11:36:30.120976

    		0.1 ms

  





  

    		2025-07-26 12:36:31.984924

    		-0.2 ms

  





  

    		2025-07-26 13:36:35.928715

    		-0.6 ms

  





  

    		2025-07-26 14:36:37.943394

    		2.0 ms

  





  

    		2025-07-26 15:36:39.608183

    		-0.1 ms

  





  

    		2025-07-26 16:36:41.42358

    		0.8 ms

  





  

    		2025-07-26 17:36:43.709166

    		-1.0 ms

  





  

    		2025-07-26 18:36:46.501394

    		-0.7 ms

  





  

    		2025-07-26 19:36:49.116567

    		-2.6 ms

  





  

    		2025-07-26 20:36:51.477866

    		-2.6 ms

  





  

    		2025-07-26 21:36:54.665047

    		-1.1 ms

  





  

    		2025-07-26 22:36:56.363105

    		-0.6 ms

  





  

    		2025-07-26 23:36:57.808351

    		-1.2 ms

  





  

    		2025-07-27 00:36:59.529047

    		-1.8 ms

  





  

    		2025-07-27 01:37:00.950405

    		-2.5 ms

  





  

    		2025-07-27 02:37:03.636831

    		-0.8 ms

  





  

    		2025-07-27 03:37:05.282049

    		0.4 ms

  





  

    		2025-07-27 04:37:08.771723

    		0.4 ms

  





  

    		2025-07-27 05:37:10.585843

    		-1.1 ms

  





  

    		2025-07-27 06:37:12.707433

    		1.2 ms

  





  

    		2025-07-27 07:37:14.844622

    		-0.5 ms

  





  

    		2025-07-27 08:37:17.822667

    		-0.4 ms

  





  

    		2025-07-27 09:37:20.288883

    		1.8 ms

  





  

    		2025-07-27 10:37:22.043239

    		1.5 ms

  





  

    		2025-07-27 11:37:23.733571

    		1.1 ms

  





  

    		2025-07-27 12:37:25.351731

    		0.8 ms

  





  

    		2025-07-27 13:37:27.131014

    		0.9 ms

  





  

    		2025-07-27 14:37:29.472427

    		0.1 ms

  





  

    		2025-07-27 15:37:31.210149

    		2.1 ms

  





  

    		2025-07-27 16:37:33.092517

    		0.9 ms

  





  

    		2025-07-27 17:37:35.112981

    		-0.1 ms

  





  

    		2025-07-27 18:37:36.992346

    		-0.6 ms

  





  

    		2025-07-27 19:37:39.294244

    		0.5 ms

  





  

    		2025-07-27 20:37:42.178229

    		1.7 ms

  





  

    		2025-07-27 21:37:44.177598

    		-0.7 ms

  





  

    		2025-07-27 22:37:45.645809

    		0.2 ms

  





  

    		2025-07-27 23:37:47.368482

    		0.1 ms

  





  

    		2025-07-28 00:37:49.100639

    		-0.6 ms

  





  

    		2025-07-28 01:37:50.703931

    		1.3 ms

  





  

    		2025-07-28 02:37:52.480907

    		0.5 ms

  





  

    		2025-07-28 03:37:54.406963

    		1.4 ms

  





  

    		2025-07-28 04:37:57.320675

    		1.2 ms

  





  

    		2025-07-28 05:38:01.056697

    		1.2 ms

  





  

    		2025-07-28 06:38:02.68171

    		0.0 ms

  





  

    		2025-07-28 07:38:04.769588

    		0.4 ms

  





  

    		2025-07-28 08:38:06.195597

    		1.7 ms

  





  

    		2025-07-28 09:38:07.719696

    		2.5 ms

  





  

    		2025-07-28 10:38:09.310309

    		0.1 ms

  





  

    		2025-07-28 11:38:11.685278

    		-1.3 ms

  





  

    		2025-07-28 12:38:13.390838

    		1.3 ms

  





  

    		2025-07-28 13:38:14.919695

    		0.0 ms

  





  

    		2025-07-28 14:38:16.630716

    		0.8 ms

  





  

    		2025-07-28 15:38:18.619837

    		1.1 ms

  





  

    		2025-07-28 16:38:20.184115

    		1.1 ms

  





  

    		2025-07-28 17:38:22.274527

    		0.1 ms

  





  

    		2025-07-28 18:38:23.848541

    		-0.3 ms

  





  

    		2025-07-28 19:38:25.765906

    		0.0 ms

  





  

    		2025-07-28 20:38:28.841117

    		-0.8 ms

  





  

    		2025-07-28 21:38:31.414248

    		-0.7 ms

  





  

    		2025-07-28 22:38:33.468993

    		-1.0 ms

  





  

    		2025-07-28 23:38:35.152957

    		-1.2 ms

  





  

    		2025-07-29 00:38:36.674317

    		-0.2 ms

  





  

    		2025-07-29 01:38:38.344917

    		-0.1 ms

  





  

    		2025-07-29 02:38:40.713876

    		-0.8 ms

  





  

    		2025-07-29 03:38:43.145038

    		2.3 ms

  





  

    		2025-07-29 04:38:45.374227

    		3.3 ms

  





  

    		2025-07-29 05:38:47.184941

    		0.4 ms

  





  

    		2025-07-29 06:38:49.285252

    		-0.4 ms

  





  

    		2025-07-29 07:38:51.002853

    		0.7 ms

  





  

    		2025-07-29 08:38:52.619866

    		0.7 ms

  





  

    		2025-07-29 09:38:54.165197

    		-0.3 ms

  





  

    		2025-07-29 10:38:56.146729

    		0.7 ms

  





  

    		2025-07-29 11:38:57.850454

    		1.7 ms

  





  

    		2025-07-29 12:38:59.414001

    		0.2 ms

  





  

    		2025-07-29 13:39:01.019751

    		1.5 ms

  





  

    		2025-07-29 14:39:02.757684

    		0.8 ms

  





  

    		2025-07-29 15:39:05.481423

    		0.0 ms

  





  

    		2025-07-29 16:39:07.602467

    		1.3 ms

  





  

    		2025-07-29 17:39:10.208542

    		-2.0 ms

  





  

    		2025-07-29 18:39:12.523643

    		-0.5 ms

  





  

    		2025-07-29 19:39:15.118159

    		-1.0 ms

  





  

    		2025-07-29 20:39:16.728406

    		-0.3 ms

  





  

    		2025-07-29 21:39:18.547408

    		-0.3 ms

  





  

    		2025-07-29 22:39:20.039625

    		-0.2 ms

  





  

    		2025-07-29 23:39:21.855745

    		-0.2 ms

  





  

    		2025-07-30 00:39:23.537798

    		0.4 ms

  





  

    		2025-07-30 01:39:25.360401

    		-2.5 ms

  





  

    		2025-07-30 02:39:27.233506

    		-2.4 ms

  





  

    		2025-07-30 03:39:28.882033

    		-0.7 ms

  





  

    		2025-07-30 04:39:30.444826

    		0.3 ms

  





  

    		2025-07-30 05:39:32.286482

    		0.9 ms

  





  

    		2025-07-30 06:39:34.251332

    		-0.4 ms

  





  

    		2025-07-30 07:39:35.812802

    		0.0 ms

  





  

    		2025-07-30 08:39:37.56236

    		0.5 ms

  





  

    		2025-07-30 09:39:39.68761

    		2.1 ms

  





  

    		2025-07-30 10:39:41.143188

    		1.8 ms

  





  

    		2025-07-30 11:39:42.776695

    		-2.5 ms

  





  

    		2025-07-30 12:39:45.702078

    		1.4 ms

  





  

    		2025-07-30 13:39:47.217667

    		0.9 ms

  





  

    		2025-07-30 14:39:49.22078

    		0.7 ms

  





  

    		2025-07-30 15:39:50.801831

    		-0.4 ms

  





  

    		2025-07-30 16:39:53.5596

    		1.0 ms

  





  

    		2025-07-30 17:39:55.156321

    		0.6 ms

  





  

    		2025-07-30 18:39:57.126573

    		0.2 ms

  





  

    		2025-07-30 19:39:59.763941

    		0.4 ms

  





  

    		2025-07-30 20:40:01.925285

    		1.0 ms

  





  

    		2025-07-30 21:40:03.857103

    		-1.5 ms

  





  

    		2025-07-30 22:40:05.789802

    		-2.2 ms

  





  

    		2025-07-30 23:40:07.683213

    		-1.7 ms

  





  

    		2025-07-31 00:40:09.456377

    		-0.7 ms

  





  

    		2025-07-31 01:40:12.019244

    		-1.0 ms

  





  

    		2025-07-31 02:40:13.788684

    		-0.5 ms

  





  

    		2025-07-31 03:40:15.527969

    		-1.3 ms

  





  

    		2025-07-31 04:40:17.009873

    		0.6 ms

  





  

    		2025-07-31 05:40:18.865841

    		0.4 ms

  





  

    		2025-07-31 06:40:20.869741

    		-1.5 ms

  





  

    		2025-07-31 07:40:22.274481

    		0.0 ms

  





  

    		2025-07-31 08:40:23.757437

    		1.0 ms

  





  

    		2025-07-31 09:40:25.416895

    		0.4 ms

  





  

    		2025-07-31 10:40:27.450998

    		0.1 ms

  





  

    		2025-07-31 11:40:28.916595

    		-0.1 ms

  





  

    		2025-07-31 12:40:31.792943

    		0.2 ms

  





  

    		2025-07-31 13:40:33.544395

    		1.1 ms

  





  

    		2025-07-31 14:40:34.926651

    		3.8 ms

  





  

    		2025-07-31 15:40:36.676131

    		-0.7 ms

  





  

    		2025-07-31 16:40:39.380543

    		-0.2 ms

  





  

    		2025-07-31 17:40:41.876566

    		1.0 ms

  





  

    		2025-07-31 18:40:45.896812

    		-0.5 ms

  





  

    		2025-07-31 19:40:47.747105

    		0.0 ms

  





  

    		2025-07-31 20:40:49.264312

    		-0.7 ms

  





  

    		2025-07-31 21:40:51.014379

    		-0.4 ms

  





  

    		2025-07-31 22:40:52.624465

    		-0.1 ms

  





  

    		2025-07-31 23:40:54.486606

    		-0.9 ms

  





  

    		2025-08-01 00:40:55.987098

    		-1.1 ms

  





  

    		2025-08-01 01:40:57.812019

    		-0.2 ms

  





  

    		2025-08-01 02:40:59.520066

    		-1.1 ms

  





  

    		2025-08-01 03:41:03.895109

    		0.1 ms

  





  

    		2025-08-01 04:41:05.461907

    		0.4 ms

  





  

    		2025-08-01 05:41:07.97913

    		-0.9 ms

  





  

    		2025-08-01 06:41:11.384504

    		-1.2 ms

  





  

    		2025-08-01 07:41:13.818366

    		-1.5 ms

  





  

    		2025-08-01 08:41:15.986833

    		1.2 ms

  





  

    		2025-08-01 09:41:17.482252

    		0.6 ms

  





  

    		2025-08-01 10:41:19.873956

    		-0.4 ms

  





  

    		2025-08-01 11:41:21.944238

    		-0.4 ms

  





  

    		2025-08-01 12:41:23.552858

    		0.2 ms

  





  

    		2025-08-01 13:41:25.225256

    		0.4 ms

  





  

    		2025-08-01 14:41:27.272161

    		-0.8 ms

  





  

    		2025-08-01 15:41:29.096283

    		-1.3 ms

  





  

    		2025-08-01 16:41:31.119591

    		0.3 ms

  





  

    		2025-08-01 17:41:32.515377

    		0.7 ms

  





  

    		2025-08-01 18:41:34.094876

    		-0.4 ms

  





  

    		2025-08-01 19:41:35.605257

    		1.0 ms

  





  

    		2025-08-01 20:41:37.424421

    		-0.5 ms

  





  

    		2025-08-01 21:41:38.92718

    		-0.9 ms

  





  

    		2025-08-01 22:41:40.50488

    		-1.5 ms

  





  

    		2025-08-01 23:41:44.027609

    		-0.5 ms

  





  

    		2025-08-02 00:41:45.888251

    		-2.3 ms

  





  

    		2025-08-02 01:41:47.722809

    		-2.3 ms

  





  

    		2025-08-02 02:41:49.511571

    		0.4 ms

  





  

    		2025-08-02 03:41:53.805769

    		0.2 ms

  





  

    		2025-08-02 04:41:55.452851

    		0.1 ms

  





  

    		2025-08-02 05:41:57.290946

    		0.2 ms

  





  

    		2025-08-02 06:41:59.028219

    		-0.6 ms

  





  

    		2025-08-02 07:42:00.839943

    		-1.4 ms

  





  

    		2025-08-02 08:42:03.032633

    		0.0 ms

  





  

    		2025-08-02 09:42:04.838867

    		0.6 ms

  





  

    		2025-08-02 10:42:06.553478

    		1.8 ms

  





  

    		2025-08-02 11:42:08.530316

    		1.0 ms

  





  

    		2025-08-02 12:42:10.457033

    		1.2 ms

  





  

    		2025-08-02 13:42:12.444738

    		-0.4 ms

  





  

    		2025-08-02 14:42:14.192675

    		1.1 ms

  





  

    		2025-08-02 15:42:16.150514

    		-0.6 ms

  





  

    		2025-08-02 16:42:19.273565

    		-0.1 ms

  





  

    		2025-08-02 17:42:20.914562

    		-0.4 ms

  





  

    		2025-08-02 18:42:22.771587

    		-0.5 ms

  





  

    		2025-08-02 19:42:24.805211

    		-0.1 ms

  





  

    		2025-08-02 20:42:27.04313

    		0.3 ms

  





  

    		2025-08-02 21:42:29.011213

    		0.4 ms

  





  

    		2025-08-02 22:42:31.114042

    		2.6 ms

  





  

    		2025-08-02 23:42:32.730352

    		2.8 ms

  





  

    		2025-08-03 00:42:34.197518

    		3.1 ms

  





  

    		2025-08-03 01:42:37.31198

    		0.3 ms

  





  

    		2025-08-03 02:42:38.970983

    		0.2 ms

  





  

    		2025-08-03 03:42:41.738644

    		-0.3 ms

  





  

    		2025-08-03 04:42:45.101165

    		0.4 ms

  





  

    		2025-08-03 05:42:47.346103

    		-0.2 ms

  





  

    		2025-08-03 06:42:49.179907

    		0.4 ms

  





  

    		2025-08-03 07:42:50.999147

    		-0.4 ms

  





  

    		2025-08-03 08:42:53.19437

    		-0.8 ms

  





  

    		2025-08-03 09:42:55.119246

    		0.0 ms

  





  

    		2025-08-03 10:42:56.79282

    		-4.9 ms

  





  

    		2025-08-03 11:42:58.838143

    		-0.2 ms

  





  

    		2025-08-03 12:43:01.04616

    		3.1 ms

  





  

    		2025-08-03 13:43:03.356816

    		-0.1 ms

  





  

    		2025-08-03 14:43:06.152889

    		1.9 ms

  





  

    		2025-08-03 15:43:07.669591

    		0.8 ms

  





  

    		2025-08-03 16:43:10.033158

    		0.0 ms

  





  

    		2025-08-03 17:43:11.804764

    		-2.4 ms

  





  

    		2025-08-03 18:43:13.500861

    		-0.6 ms

  





  

    		2025-08-03 19:43:16.680022

    		-0.1 ms

  





  

    		2025-08-03 20:43:19.198581

    		-0.3 ms

  





  

    		2025-08-03 21:43:22.614803

    		0.1 ms

  





  

    		2025-08-03 22:43:24.310388

    		-0.5 ms

  





  

    		2025-08-03 23:43:26.79265

    		1.8 ms

  





  

    		2025-08-04 00:43:28.680766

    		1.4 ms

  





  

    		2025-08-04 01:43:31.685885

    		-0.6 ms

  





  

    		2025-08-04 02:43:33.532944

    		0.0 ms

  





  

    		2025-08-04 03:43:36.25587

    		-1.4 ms

  





  

    		2025-08-04 04:43:37.668905

    		-0.2 ms

  





  

    		2025-08-04 05:43:39.184209

    		0.8 ms

  





  

    		2025-08-04 06:43:40.766938

    		-0.3 ms

  





  

    		2025-08-04 07:43:42.846324

    		1.4 ms

  





  

    		2025-08-04 08:43:44.417387

    		-0.4 ms

  





  

    		2025-08-04 09:43:46.195048

    		-2.3 ms

  





  

    		2025-08-04 10:43:48.09784

    		-2.2 ms

  





  

    		2025-08-04 11:43:50.275578

    		-0.3 ms

  





  

    		2025-08-04 12:43:52.553133

    		-3.1 ms

  





  

    		2025-08-04 13:43:54.254614

    		0.7 ms

  





  

    		2025-08-04 14:43:55.790619

    		0.2 ms

  





  

    		2025-08-04 15:43:57.547383

    		-0.1 ms

  





  

    		2025-08-04 16:43:59.185417

    		-0.3 ms

  





  

    		2025-08-04 17:44:01.518989

    		0.3 ms

  





  

    		2025-08-04 18:44:03.148756

    		-1.3 ms

  





  

    		2025-08-04 19:44:05.650595

    		0.7 ms

  





  

    		2025-08-04 20:44:07.727419

    		0.0 ms

  





  

    		2025-08-04 21:44:09.483893

    		0.0 ms

  





  

    		2025-08-04 22:44:11.143657

    		-0.3 ms

  





  

    		2025-08-04 23:44:12.555197

    		-0.2 ms

  





  

    		2025-08-05 00:44:14.146307

    		0.6 ms

  





  

    		2025-08-05 01:44:15.827384

    		0.4 ms

  





  

    		2025-08-05 02:44:18.57355

    		0.8 ms

  





  

    		2025-08-05 03:44:20.505902

    		-0.4 ms

  





  

    		2025-08-05 04:44:22.253388

    		1.2 ms

  





  

    		2025-08-05 05:44:25.476679

    		0.2 ms

  





  

    		2025-08-05 06:44:27.869619

    		-0.6 ms

  





  

    		2025-08-05 07:44:29.691879

    		4.1 ms

  





  

    		2025-08-05 08:44:31.928338

    		1.3 ms

  





  

    		2025-08-05 09:44:33.467127

    		0.8 ms

  





  

    		2025-08-05 10:44:35.573019

    		0.0 ms

  





  

    		2025-08-05 11:44:37.277415

    		0.9 ms

  





  

    		2025-08-05 12:44:39.523903

    		-0.8 ms

  





  

    		2025-08-05 13:44:41.815146

    		1.0 ms

  





  

    		2025-08-05 14:44:44.277787

    		2.4 ms

  





  

    		2025-08-05 15:44:46.144235

    		-0.5 ms

  





  

    		2025-08-05 16:44:48.085303

    		-0.3 ms

  





  

    		2025-08-05 17:44:50.122429

    		0.0 ms

  





  

    		2025-08-05 18:44:51.499852

    		-0.9 ms

  





  

    		2025-08-05 19:44:54.896485

    		0.5 ms

  





  

    		2025-08-05 20:44:56.965323

    		-0.7 ms

  





  

    		2025-08-05 21:44:58.84096

    		-0.5 ms

  





  

    		2025-08-05 22:45:00.483078

    		-0.3 ms

  





  

    		2025-08-05 23:45:02.250585

    		0.1 ms

  





  

    		2025-08-06 00:45:05.059808

    		-0.7 ms

  





  

    		2025-08-06 01:45:06.663167

    		0.4 ms

  





  

    		2025-08-06 02:45:08.425993

    		-0.4 ms

  





  

    		2025-08-06 03:45:10.96052

    		-1.7 ms

  





  

    		2025-08-06 04:45:12.741798

    		-0.9 ms

  





  

    		2025-08-06 05:45:14.219918

    		0.4 ms

  





  

    		2025-08-06 06:45:16.428972

    		1.0 ms

  





  

    		2025-08-06 07:45:19.418939

    		0.2 ms

  





  

    		2025-08-06 08:45:21.105117

    		0.4 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-08-06 10:23:15.996 UTC

    		95.193.155.94

    		Jonas Bergquist (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-08-06 10:23:40.185 UTC

    		95.193.155.94

    		Jonas Bergquist (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-07-17 17:51:04 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-08-06 09:43:24.014 UTC

    		213.50.242.66

    		Jonas Bergquist (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-08-06 09:43:41.656 UTC

    		213.50.242.66

    		Jonas Bergquist (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-07-17 17:51:04 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.
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    		IP

    		Event

  



    

    		2025-08-06 10:23:15.996 UTC

    		95.193.155.94

    		Jonas Bergquist (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-08-06 10:23:40.185 UTC

    		95.193.155.94

    		Jonas Bergquist (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-07-17 17:51:04 UTC.

  








Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.
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    		2025-08-06 09:43:24.014 UTC

    		213.50.242.66

    		Jonas Bergquist (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-08-06 09:43:41.656 UTC

    		213.50.242.66

    		Jonas Bergquist (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-07-17 17:51:04 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document
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Scrive eSign system
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		Execute the signing workflow
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		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow
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		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



