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1. Executive summary

% Litgrid

This document describes the technical offer for the tender rft 561320 of Unicorn Systems, The proposed
solubion for Litgrid requirements is based on the Damas MMS = the proven IT platform developed directly for
the European TS0s needs. For more details about the Damas MMS please refer to the chapter 11, Damas MMS

platform description.
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About Unicorn Systems

Unicorn Systems has beenestablished n 1990 and has over 30 years of experlence with delivery of Information
Systemsand [T related services. During the 1998 Unicorn Svstems delive red its first IT system in Energy sector.
Unti]l today Unicorn Svstems has become well-established [T supplier for organisations and utilities In
Eurnpean energy market.

Unicorn Svstems has vast experience in delivery of Market Managements Systems like Balancing Management
Information System [followingly as BMIS). The list of the most relevant references is listed below. Please note
that this list Is not exhaustive, and the details will be provided on Client request as it is stated in the Special
Procurement Conditions, Chapter 12, Annex 7,

®

CEPS - MMS = The most complete implementation of Damas MMS, covers the System, Transmission
and Settlement Services of Czech TSO.

EirGrid = Ramping Margin Tool - a solution based on the Damas MMS to allow a n Ireland TSO Grid
Controllers to accurately schedule the Ramping Margin reserve services, thereby enabling more
effective management of changing demand and generation profiles with increased wind integration.

SEPS Damas MMS = the system manages ey TS0 business processes and allows SEPS to fulfill
requirements of European and national legislation,

HTE - LIBRA Platform - Centralised European solution for procurement of Heplacement Reserves

RTE - MARI Flatform {ongoing) - Centralised European solution for procurement of Manual
Frequency Restoration Reserves

Fifty (Statnett and Svenska Kraftnat) = Nordic Automation Platform (ongoing) - Centralised solution
for Nordic countries for procurement of Manual Freguency Restoration Reserves, This solution should
be later replaced by MARI Platform.
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«  Fifty (Statnett and Svenska Kraftniat) - Nordic Market Management System {ongoing) — The Market
Management system bullt upon Damas MMS to facilitate functions common for Nordic market, First
modules are joint aFRR Capacity Market and mFRR Capacity Market
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+  gSett = Nordic Balance Settlement = The imbalance settlement selution built on Damas MMS product.
The solution calculates the imbalance settlement jointly for all 4 Nordic countries = Norway, Sweden,
Finland, and Denmark

1.2  Proposed Solution

In this tender we propose to deliver Balancing Management Information System upon our platform Damas
MMS, Damas MMS Is a product that is continuously developed within our company for more than 13 vears
already and has more than 15 installations across Europe mostly for T50s and HVDC operators.

The decision of delivery the BMIS upon Damas MMS has been taken due to several reasons. Key reasons are
summarized below,

4 Flexibility

The Market Management systems are subject of continuous change as the markets and regulation evolve. The
key advantage of Damas MMS is that the specific functionalities are mostly configured right in the platform,
rather than specifically developed for the customer. The configuration possibilities include definition of e.g:

*  Dala model and its validatlons

+ Data views

¢+ Waorkflows and processes

+ Calculation formulas and aggregation principles

¢ Dalaflows
This allows to quickly implement changes in given [unctionalities just by changing the metadata configuration
right in the editor of the platform. Damas MMS also supports functlonalities that are custom developed and
integrated into the system rather than configured. In general, custom implemented functionalities are usually

used for performance and availability critical modules or functionalities that cannot be handled just via the
configuration,

1.2.2 Integrations

BMIS will be integrated to large number of surrounding systems and solutions. These integrations might
change in the future, Tn terms of the technical integrations the Damas MMS support all common standard s like
ECP, Webservice, FTP ete. In terms of the data formats, we have integrated Into the Damas MMS most of the
data formats in the market However, we see the real strength of Damas MMS5 in a way how new datafiows are
implemented into the system. New dataflows are confizured in the platform and Damas MMS then generate the
XML file prescription with all the configured data, The integration to custom data Tormat is then made just by
X5D transformation between the configured generic file and specific standard (e.g, ENTS0-E Balancing Market
Document), This allows changes in integrations to be made easily and mostly by configuration of the system,

1.2.3 Security

As a company we put high emphasis of security aspect in all our deliveries. Being well-established supplier for
T50s (especially in Nordics) brings requirements to meet high security standards. We adopted Secured
Software Development Lifecyele into owr development process. For each of our products we do a securlly test
and involve Security Officer.
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We also encourage our customers, including Litgrid, to involve their security experts to make sure the security
standard of delivery is high. Also, we recommend execution of penetration tests by independent 3™ party
organisation,
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The general overview of proposed solution is described in General description of the system.

1.3 Project Approach

We welcome the requirement for agile delivery by LitGrid. The architecture of Damas MMS is well-suited for
implementation in sprints that lasts few weeks and delivery of small Increments in functionalities. We have
several years of experience with this approach mostly for our clients in Nordics - Statnett, Fifty, Oriflame - or
in Ireland - EirGrid.

Following the requirements, we are ready to deliver the system in 2 stages, through 164 (116 in Stage 1 and 48
In Stage 2] two-week long sprints. We consider the one calendar month after contract sighature, dedicated to
the preparation of the System Implementation Plan, te be a general project Start-Up phase, during which
project processes will be jointly reviewed and agreed,

131 Project Start-Up Phase

We plan to start with Start-up Stage. lts main outcome is Initial Study, in which we will agree upon the High-
level design of the solution as well as Svstem Implementation Plan with all the details mandated by the
requirements: the project objectives, priorities, scope and results of the stages, stakeholders, wark schedule,
gqualltative requirements, risks and thelr management methods, communlcation principles, responsibilitles,
acceptance criteria for intermediate and final results.

1.3.2 Delivery Stages

In both delivery stages, the Dual Track Agile approach will be used. This approach neatly merges design
activities that can be quite complex for large projects and mizht not be too suitable for short sprints, while still
Allowing for high Trequency of delivery and adaptation to changing priorities, requirements, and response to
user feedhack.

Dual Track Agile Approach

The first track — Solution Design — will continuously analyse and design user stories and add them to Product
Backlog, incl, their Test Scenarios, Only Items that are agreed as designed between the Supplier and the
Customer can be made part of Sprint backlog for particular Sprint. This ensures that the worlk is well prepared
to be delivered in quality by Scrum team(s).

The secand traclk = Implementation = will deliver the user stories that have been designed within the Solution
Design in sprints. Our goal is to have stable version after each sprint (so called Potentially Shippable Product
Increment) and release it for Customer's testing, The feedback and bugs identified during Customer's testing
will be planned for fix in upcoming versions,

Dual Track Agile Approach is great way how to ensure that system is going to be delivered according to
Customer's requirements. However, it brings increased requirements for Customer cooperabion during the
project. The more testing and evaluation of functionalities is done in early stages the easier the user acceplance
Lests phase is.

Implementation Plan
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Project timeline follows requirements: 17 production release (5tage 1 covering existing operational processes)
will go live 27 months after contract signature. 2nd major production release (Stage 2 covering new operational
processes] will go live 36 months after contract signature.
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Solution Design track will start already with the Start-up phase in order to prepare set of user stories for
implementation in first sprint.

The detailed project approach and plan are described in chapters Project plan and Implementation
approach.

1.2.3 Damas MMS license

We wlll provide to LItGrid the Damas MM S Standard non-exclusive product license. Followingly, there will be
provided the Damas MMS Product Support for the BMIS for the 24 months warranty peried. Damas MMS
Standard Product Support Is a mandatory service. Its purpose is to cover the basic costs of ownership to ensure
the long-term viahility of the product TLmainly covers the maintenance and consultancy services for the Damas
MMS standard product. The Damas MMS Basic Product Support does not allow takeover of new major releases
of Damas MMS platform without additional license fee. For more details please see the specification of the
Damas license conditions in the chapter Annex 1 - Damas License conditions

1.4  Key assumptions and topics for negotiations
Key assumptions:

+  The expected duration of the project is very short in relation to the relatively large scope. Timely
delivery is only possible at the cost of a high degree of parallelization, not only on the supplier but also
on the customer side.

* We assume that the customer will be able to bulld up three parallel analytical minl teams which will
not share the human resources (except the necessary coordination). The same approach will be
applied on the supplier side. These teams must be able to prepare the necessary inputs well in advance
(34 weeks) of the start of the given sprint, in order to have design finalized and test cases prepared for
actual start of the sprint. (as not te block actual sprint execution by lack of work or unclear
specification with open points).

¢ The timely delivery would not bhe possible without very high-level of the configurability of Damas MMS
platform which significantly reduces the implementation effort of many functions. On the other hand,
each product in the market (including Damas MMS), has alse certain limitations. More than 80 %,
requirements will be solved at least partially by the configuration of Damas platform. The budget and
malaly the strict time schedule of the project (which we accept without reservations) is achievable
only if both counterparties understand that each requirement can be solved generally by many ways
and will also understand that the preferred way is the confipuration and not hardeoding. This approach
has also significant benefits for the customer because the already implemented functionalities can be
changed or reconfigured much more easily than the hardecoded libraries,

*  We confirm that if any requirement can be solved by the configuration only at the cost of big
compromises (usability, intuitiveness, performance ctc)], we will not insist in the solution by
configuration, However, we believe that such cases would be rather rare and that the natively
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configurable user interface will be in most cases sufficient because it is proven by many existing
customers,
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AL the same Uime, we undertake (¢ introduce to the customer, at the beginning of the project, the
platform, all its important features, the configuration capahbilities and also the limitations, so that the
customer understands basic architectural principles of Damas MMS platform.

Topics for negatiations:

*  High number of internal and external systems to be integrated. Several of them do not exist yet,
The interfaces are sometimes not clear, These aspects are significantly increasing the risk of project
defay. We sugpest splitting the interfaces according to their priorities and at least partiafly replace
some of them by manual input/copy-pasting or other similar approach for seme transitional period.

*  The seope of the system itsell is relatively high. We believe that they can be prioritized and the
modules with less priority (Grid loss management? Short-term adequacy?) could be delivered in the
follow up phase of the project,

*  The individual requirements can have different priorities. We would like to indicate example of
the requiremernts which we consider as less important or even non-essential;

o ENTS0-E transparency: data flows for PDF files
o REST APl interface including VBA library

o Administration of the user roles

o Full-text search

o Inline coding

o Dragand drop

We would like to discuss very strict performance requirements, especially processing of data
flows under 1 second

* We would like to discuss possibility of involvement our team rom
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3. General description of the system

The proposed solution is built on the Damas MMS Platform - a commercial off-the-shelf solution by Unicorn
Systems designed to support the business processes of transmission system operators and market operators,

The delivered solution is composed [rom the followlng main topological part:

Damas MMS Platform was designed and developed by our architects based on our long-term experience with
development of custom information systems, particularly for the power industry and for TS0s The Flatform
employs the latest development technologies and Is well-proven in large-scale installations running in production
environments, The Platform allows for highly preductive implementations and offers exceptionally large
configuration options. All parts of the Platform are designed to make configuration of business processes as easy
as possible, and to minimize hard coding,

The Platform design was driven mainly by the following technological requirements: high flexibility, extensive
customizability, high performance, high reliability and availability, transparency and security, and standardized
interfaces with the external environment,

To meet the requirements for high Aexibllity, extensibllity, hlghperﬁ:-n:uanm Teliabllit
solution is divided into muduhsmrmspundlng to the required applications |

ty, and more, the proposed

All of them are bullt on the Damas MMS Platform and using its general functionalities as described In the following
chapters.

Together, all the modules work as a single Energy Balance and Ancillary Services Management Informational
System (hereafter the System), with unified access for internal as well as external users. Nelther its users nor
external systems need to be aware of the system modularity - they use a single integrated user interface and a
common set of APls.

Each module built on the Damas MMS platform has the same classic 3-layer architecture consisting of the
following:

=13 =
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* User Interface implemented as a single page [SPA) web application
modern welb browser, Each module provides its own set of screens and there are also several screens
provided directly by the Damas MMS Platform itself. All of them are accessible asa single integrated user
interface.

User interface uses _ of the synchronous business logic to read and modify data. In
specilic situations, especially for performance purposes, user interface reads data directly from database.
However, any modifications are always performed using the services of the synchronous business logic,

There is also a separate management user interface. This is a web-based user interface allowing privileged
users [analysts, designers) to define business rules and configure the business loagic of the System (this
configuration is commmenly referred to as metadata).

*  External APIs supporting business-to-business communication both with market participants as well as
ather TS0s' systems,

*  Business logic based on the Damas MMS platform off-the-shelf functionalities and configuration with
necessary cuslomizations according to reguirements, The key idea here is a clear separation of
synchronous and asynchronous processing. The asynchronous business logic (e.g. settlement processing
or data flows processing) has different requirements on system resources than the synchronous business
logic (e.g. processing of data from user interface) and it could cause excessive usage of system resources
leading to poor response times. To prevent such problems, the asymchronous business logic is deployed
separately. As a result, this separation allows System to perform asynchronous processing in parallel with
synchronous processing while keeping the overall 5LAs (especially response times of the user interface
and external APIs).

¢ Module data stored typically In the form of tme serles as well as module metadata, Le. configuration of
the module business logic.

Structure of the other modules is specific and described in more detalls in the following chapters,

Users of the System are market operators, market participants and special users, The System is also integrated
with several external systems.

The user interface is mostly configurable using . If
there are specific requirements that cannot be met using the confipuration approach (e complex dashboard
SCreens), custom screens can be developed.

Business logic can be mostly configured by

The data layver contains the data of the system, The data is divided into two main groups: metadata {confliguration
created by analysts] and actual business data, also called instance data.
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Unicorn Systems provides modern and complex information systems designed to meet its clients’ requirements
using well-proven information technologies. Based on requirements and understanding of the way the Energy
Balance and Ancillary Services Management Information System should work, we will desipn and build an
information system ([5) integrated into its specific ICT environment, While designing an I5, we bear in mind the
principles of best practice for each business area. Apart from standard functional features, a well-designed 15 must
ke able to meet high demands in terms of operation, support, and scalability. The added value of the system must
be balanced against its implementation and operational costs,

Energy Balance and Ancillary Services Mansgement Information System

Technical Offcr

4. Implementation approach

The project approach reflects and respects the fact that the proposed solution for the Energy Balance and Ancillary
Services Management Information System is based on product Damas MMS built by Unicorn for the needs of
European energy market, which will have to be configured and customized according to LitGrid's specific needs.
Le. this represents exemplary Product Delivery situation,
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The project approach emphasizes following principles:

> We propose to deliver the solution on Fix Time Fix Price basis, Since there is limited space for clarifications
during the procurement process, we propose to confirm the Ltotal scope in Initial Study during the project start-
up.

* Inmitial Study shall be executed at the beginning of the project during the project Start-up phase. The Initial

Study serves as the feasibility study and defines the scope of the whoele solution, covering all important aspects
(i.e. business, technical, procedural etc].

> The first phase of the project will also define the basic framework for the QA Strategy, Test Strategy, and Test
Plan, project objectives, priorities, scope and results of the stages, preliminary scope of sprints, stakeholders
register, work schedule, qualitative requirements, risks and their management methods, communication
principles, responstbilities, acceptance criterfa for Intermediate and final results resulting ln System
Implementation Plan.
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* The user Interface of all visual components will be desipned by UX design experts in line with required
standards and capabllitles of selected products.

» The iterative approach with Agile techniques will be used in delivery Stages L and 2, ensuring that the outputs
of the project are presented Lo the customer as soon as possible. Thisapproach mitipgates possible discrepancies
between requirement specifications, their design, and their implementation. Flease see the Dual Track Agile
approach described in the following chapters.

Energy Balance and Ancillary Services Mansgement Information System

Technical Offer

> System functionality, security, performance, and other non-functiona! requirements will be tested using
manual and automated tests.

> Information system is documented in detail and on-line documentation is an integral part of project outputs,
User Guide and texts in the system will be available in English and Lithuanian. Other project and system
documentation will be available in English.

» Unicorn's Maintenance Team, that will be responsible for provision of Warranty Support, will participate in
late sprints to facilitate smooth project transition into operation.

4.1 Dual track agile approach

In line with client's requirements = which correspond well to the approach Unlecorn would have suggested for this
kkind of project - the implementation part of the solution will use agile methodology principles. The Dual Track
Agile approach will be used as its main [ramework, including namely the Solution Design track and the
Implementation track These two tracks are going to run in parallel For the Implementation track, a Scrum based
approach will be used including self-organising team(s) and the products will be delivered in an iterative and
incremental manner. There is also dedicated number of hours for bug fixing as a part of each sprint.

We expect that the design will be created separately for each user story identified in the project start-up - User
Story represents the main element of system delivery (and this the Product Backlog) and is accompanied by its
Test Scenario(s). The accepted Designs and Test Scenaries will be moved to the implementation (Le. made part of
Sprint Backlog), developed and tested as soon as practicable. The Implementation Track will be delivering in
Sprints, each sprint will be time-boxed to 2 weeks' duration. The scope for each sprint will be agreed at Sprint
planning sessions and will be determined using the ordering of the Product Backlog.

We expect LitGrid to test and accept delivered functionalities after each sprint. This is the preferred way how to
Muently transfer the knowledge to LitGrid during the construction phase.
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Products delivered will include, but will not be necessarily limited to:
* Product Backlog
¢ UserStories, [neluding Definition of Done
o Test Scenarios
*  Sprint Plan
+  Sprint Backlog

The Solution Description Track will be a continuous track dedicated to the refinement of requirements and the
Product Backlog preparation and prioritisation. Ordering of Product Bacllog items reflects their priority. Main
inputs to the Solutlon Description Track include namely the Tnitial Study, the High-Level Design, and the
Regquirements Traceahility Matrix including the requirements and their basic decompaosition. These inputs are
created in the Start up project stage,

The Implementation Track will be delivered in Sprints, and these will be time-boxed to 2 weeks" duration, The
scope [or each sprint will be agreed at Sprint planning sessions and will be determined using the ordering of the
Product Backlog, by agreement of Product Owner and respective Scrum team = only designed items can be made
part of Sprint backlog.

Each User story will have a Definition of Done; this will provide a detailed description of what is to be completed,
along with the plan that will guide the build and the resultant product.

Unce the scape within each sprint has been approved, it cannot be changed unless the following exceptions apply:

The development ol & product fuser story has been blocked and the issue cannot be resolved within the time
allocated for the current Sprint.

The Implementation Team is not successful in meeting all the requirements necessary to deliver a
product/user story. The removal of this must only be approved by the Product Owner(s).

The Implementation Team has met all the requirements within the time allotted and a further product/user
story can be added into the Sprint only with the agreement of the Product Owner(s).

This implementation approach is the best way how to implement and deliver the solution based on the existing
platform (product] such as Damas MMS. The Damas MMS platform itsell allows to configure most of the features
and only some speciflc/additional features are being implemented by the Implementation team. Therefore, the
stability af the platform is ensured during the whole project. The sprint always contains the tasks for the
configuration as well as for the implementation, It is expected that the ratio between configuration and specific
implementation is 80%; to 20%.

Acceptance Testing is an integral part of every Sprint (another option is to dedicate time for acceptance testing
after the sprint = both options are accepiable to Unicorn and will be discussed and apreed during the Start-up
phase of the project). Contrary to common delivery models, dedicated integration and acceptance testing phase
covering the whole system before it goes live and including non-functional tests is not foreseen in the requested
project approach. Mitigation of this rislt by means of having non-functional tests period and potential overall
acceplance Lests round will be discussed during the project start-up phase.

A Product Backlog will be produced; this is an ordered list of everything that might be needed in the final solution
and is the single source of requirements for any changes (o be made to Lthe product. The Product Backlog will cover
all agreed requirements. Ownership of the Product Backlog rests with the Product Owner, who is then ultimately
responsible for its content, availability, and ordering. [t is important to note that the Product Backlog is a living
artefact and any changes In business requirements, market conditions, or technology may cause changes in the
Praduct Backlog. It is also important to note that the Scope of the praject is fixed.

The project scope is [ixed by the Requirements Traceability Matrix. Within the Project Start-up, a requiremeant list
15 developed collaboratively by both parties and decomposition to the initlal set of User Storles. The requirement
list is to he used as the basis for the planning of sprints (all sprints - Preliminary Sprint Plan) and determining the
effort required throughout the lifetime of the project as calculated through the awarding of Story Points to each
defined User Story.
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MNew User Stories can be delined, provided that one or more User Stories are transferred oul with an equal number
of points, New User Stories that increase the total number of project Story Polnts may be considered as Change
Requests and will be covered from the available budget for changes (budget-wise) and contingency {timewise),

The logic of the Delivery Process is depicted in the [ollowing fAgure (the numbers denote the steps from LitGrid's
Implementation Methodology):
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Observation

Each functional requirement | met by means of one or mere User Stories. During project Start-Up phase, Initial
Study activity results = among other things - in High-Level Design (1) and initial set of user stories, forming the
Product Backlop. User Stories are elaborated in the Solution Description (= Selution Design] track = User Story
definition in level necessary far the implementation (= Technical specification] is prepared (1} and Reviewed (2]
by LitGrid. Approved (3] user stories can then be moved to Implementation Track for Development (4] and testing
(5) on Unicorn side. During each sprint, a demonstration of new functionality (6] us held, followed by LitGrid's
testing (7). Based on the feedback received in from this testing, Correction (8] is performed by Unicorn in order to
achieve sprint approval [9). After the sprint, observation follows (0]
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In line with the required approach, we can define the structure of each implementation sprint as follows (assuming
2 weeks per sprint, sprints starting on Wednesday for sake of example):

Energy Balance and Ancillary Services Mansgement Information System
Technical Offcr

4.1.1 Implementation sprint overview
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«  Solution Description Track - Ongoing design: as described above, User Stories are being prepared
continuously

o Main forum for discussion of drafl designs and their approval are Analytical meetings, held
twice a weekl Test Scenarios are discussed here as well

* AL the boundary of sprint, User Stories planned for particular sprint as well as thelr test cases are agreed.
Sprint Planning meeting is held and confirms the scope of upcoming sprint - Sprint Backlog.

¢ Teams coordinate their worlk through daily Stand-Up meeting.

*  During Sprint development, the scrum team delivers the user stories from Sprint Backlog. The outputs
are tested on the supplier side (Supplier Testing), using agreed test scenario and in general as per agreed
Test Strategy.

+ Mew tested functionality is released and presented to the client via Sprint Demo mecting. To
accommodate the requirements to include LitGrid tests of 3 days into the sprint, this Sprint Demo is held
mid-sprint (in contract to Scrum defining this ceremony for the end of sprint)

* Al the end of LitGrid tests, Defect Call is organized Lo Lriage found Issues and agree on critical items that
need to be fixed within the sprint. After Bug-fixing Critical items, sprint {s closed via Sprint Closeout
session where critical fixes are demonsteated and sprint acceplance is issues [in written form, either of
protocol, approved meeting minutes, approval by email or similar).

o Atthe end of module preparation [fast sprint of given module development), approval of the
module as a whole might also follow in the same manner.

+  Apart from Sprint Closeout, the team organizes Sprint Retrospective to discuss what went well during
the sprints, what (atd how) needs (o be fixed in the tgam and the process. ldeas for further oplimlzations
are shared,

Particular organization of sprints for this project will be agreed dering Stare-up phase and can be updoted oy a results of
Sorint Retrospectives.

E.g. optimization can be found in moving sprine tests by LicGrid afrer the end of spring, chus cnsuring higher throughput
{mare development time in single sprint focused on new functionality). We have found by experience from other projects in
Nordics that 3 weeles sprine duration reprosents suitable batance between focusod dolivery, frequency of roleases and tost
gpportunity on the cfient sioe
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4.2 Activities outside sprints (Support track)

Some of the project activities are executed outside Sprint-based approach. These are typlcally activities cutside
core analysis & design=development>testing cycle: preparation of infrastructure and environments, user training,
go live preparations and similar. These activities are coordinated with Scrum teams by the Project Manager.

Special attention needs to be given Lo integration-related activities (integration tests with 37! parties and systems),
that usually are not suitable for aglle approach [as the counterparts are usually not agile).

4.3 Quality Assurance

Unicorn's methodology defines quality as the ability to be used - to fulfil the intended purpose and the needs of its
LISETS.

Unicorn systematically improves the quality of all products, implemented systems and provided services,

ideniification | _ Cuality
of phmclives - #% e warificaion

o

Cliinbry Mar g= et

This quality-oriented approach Is based on:

» Team of experienced specialists understanding LitGrid business thanks to systematic training and
certification in the energy domain.

. Emphasis on Unicorn's project management and delivery methodology.

» Systematic evolution of the Damas MMS platform.

. Close supervision and pardcipation of Unicorn's senior managers in key projects.
. Unicarn [1S09001, 150 1006, 150 20000, and 150 27001 certifications.

The efficiency of this approach is proven by Unicorn's references and solutions in the TS0 world.

4.3.1 QA Strategy

Dur quality assurance is based on targeted focus on quality challeriges in each project stage. The following table
summarises the main quality challenges typical for each project phase and shows the quality measures taken by
the project team, We do not consider the quality assurance o be just a thing for the Lesting phase. Nlimately,
the guality of the entire solution begins with good specifications and solution design.

A quality assurance plan defining specific actions, tests and their extent (e.g test types and coverage), outputs, and
responsibilities will be elaborated during the Initial Study phase according to contractual requirements.

Project phase;track , quality goal Quality challenge Quality measures
e Al phascs B Projoct managemennt '« Unicorn's Proven pm-jéct method uiﬂg].r hased
= Project delivery within agreed s Systen integration :" PRINCEZ, Rational Unificd Process and
Ccrum

parameters [Quality, Scope,
Time, and Budget) * Proactive approach

= Dpen communicabion
«  Clear responsibility split
= Senlor resources in all ley project roles
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Prupﬂphm}tmﬂc,qnﬂﬂl.ygnal.
*  Start-up
= Project setup and start

Elimination of key project risks

& Solution Description

Consistent design properly
MAPPING Tequiremants on
[amas MM product features
{menimiging the A gap)

Testable User Storiey

Quality challenge:
'+ Team ramip-up and
CTgagement
# [dentification of
priorities
= Claritiby and
consistency of

requirements

#  Peasibility of sulution
archilictire

= Sufficiency of
technol ogy
(porformance, stability,
SCCUTitY)

»  Efficient testing and
deployment

s Clarity and consistency

of design

+ Efficient usape of the
Damas platform

s Consistency of
requirements, design
and implementation

+  Requirements
traceshility

= Testability of Solution
IMCTEMETES
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o Review and confirmation of reguirernents

Quality measures

. Project kick-off

* Elaboration and acceptance of high-lovel
design concept

# High-level Testing and deployment strategy
formutation

*  Decomposition of the Solution into User

Shories
*  Product Backlog

»  Detall Design of particular User Stories jointly
pluhnrmted by Supplier Business architects
and LitGrid experts

o Design based on the Damas MM3 Platform
Features and respecting its limitations
teveraging on knowledize and experience
pained in tesring of previoushy deliversd
INCrements

& High Level Test Design and Acceptinge
Criteria defined as part of the User Story

«  Definition of Test Scenarios, preparation of
Test Data
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Project phase/track, quality goal Quality challenge: Quality measures
Ll ]ﬁ]lﬂmmmlatlun Track i l.?untt.iunuﬁalugs . S.}'!il‘.l.'ﬂl 'ulllugr.uliun process manapeed oo the
= Smooth development process | = Intepration bugs prejess g laved
= Smoath testing process e Code quality »  Automiabed unit besting as pact of the build
process
= Integrated and EZE testable o Solution stability i :
ol »  Code review and code analysis

¢ [Deployment procedures T i ;
= Maintenance of production like | g pion ceeurity »  Manual functional testing of releases

quality »  Automated rogression besting
: = Solution performance X 5
= Useracceptance testing ) *  Continuous integration
) ) + Documentation gquality )
= Integration of orher parties s Solution stability

= Automation of depleyment procedures
#  Securty hardening
s Performance wsting

Support provided to other vendors (iF
necded)

= Disaster recovery testing

=  Documentation review

=  Support and Maintenznee L sl ui:inn- tunning and = Suppart and maintenance team involved in
reparation stabilisation later development phase
= Production quality +  Knowledge ranster ¢ Setup and testing of suppot procedures
= Solution stahilisiton o SLA fine-tuning
= Support and Maintenance
readiness
s Production . Integration issues . Support provided to uscrs

*  Evolutive maintenance resalving future
requirements

4.3.2 IT System Testing

Testing is a part of the Quality Control process. When testing quality, we use Unicorn Systems' testing approach,
which meetsthe principles established by the [STQB. The testing in general proceeds from component parts of the
system Lo complex assemblies to the entire solution deployed into live operation. The Testing Strategy s a key
document for test planning and management.

WanFradan 2l Wil o ol — Wit oh ol
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Tests of Damas MMS platform based solutions cover:

all configurations made specifically for the purpose of particular project,
all specifically developed functionality,

intepgrations with surrounding systems,

solution deployed to its target infrastructure

Selected tests are automated. A specific testing automation strategy is defined in the Testing Strategy (a part of the
Start-up output).

Test scenario structure maps to the Product backlog items (User Stories) to provide transparent view on test
coverage and results,

The testing requires, among other things, assistance to be provided by the Customer or by a third party or parties
[e.g. other vendors).

4.3.2.1 Testing Process

In order to meet the testing objectives for a project, the testing process is controlled to comply with the approved
Testing Strategy. This includes:

e best plancing:
o management of the Tests;
= cvaluabionand reporting of the test progress and results; and

« intepration of deviations, iF apy, i the Plan,
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Following chapters describe particular test bypes in more detail

4.3.2.2 Unit Testing

Unit testing |8 used Lo test sections of the code (individual components) in the course of development, in order to
verify the functionality of a new or added code unit. The tests can be executed by developers at any time, but they

also run automatically with each build.

4.3.2.3 Security Testing

Asany other software project delivered by Unlcorn, we will develop the System with adherence to Secure Software
Development Lifecycle (55DLC) methodology, which imposes security-related activities, milestones, and outputs,
including OWASP-hased checks and Lesling.

4.3.24 Functional Testing

Functional testing verifies the proper functioning of the application pursuant to specifications,

A selected set of test scenarios ls automated using Selenlum or similar browser automation ool
(https:/ /selenium.dev)). These tests then run on each newly deployed version in test environments, The objective
of this automation is to provide quick application testing in order to verify basic system functionalities.
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»  Regrossion besting = Verifying that functionality of previously tested parts of BMT have remained functional after the
deployment of a new version. Tt is performed both using the automated tests and manually.

Energy Balance and Ancillary Services Mansgement Information System
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Functional Lesting includes:
= Atomic testing - Testing of spedific functionalities using predefined test scenarios.

s End-tocend testing = Testing of [ full) business processes using test scenarios,

»  Freetesting - Testing of functional requirements without predefined testscenarios,

Based on the technlcal design outputs, test scenarios are bullt both for Internal and for external users and the
scope of testing is determined for each phase. Test scenario designs also include definitions and preparation of
Lesting data. Bafore the tests are executed, both the test scenarios and the data are consulted with and approved
by business guarantors.

4.3.2.5 Integration Testing
This shall test mutual communication between the System modules and systems to which the System is
Integrated. In the Testlng Environment, [nterface prototypes can used Instead of actual Interfaces. Before the

integration testing can start, the customer must ensure that test versions of all integrated systems are available in
this environment. Integration testing includes the following phases:

* Technical integration testing - verifies that on the infrastructure level, it is possible to call through a given
interface and transfer (any) data through it Therefore, the testing involves especially interfoe settings,
awthorization and authenticatlon settings, network element settings, ete.

# Business integration testing - verifies that integrated systems cooperate properly within a given business
process, penerale oulpul data and process inpul dala correctly, and properly respond o defined
alternative scenarios.

Test scenarios and testing data for integration testing are built and maintained in the same way as those for
functional testing, Integration testing requires intense assistance from all involved parties, including correct
planning and coordination of the assistance.

4.3.2.6 Performance Testing
Objectives of performance testing include the following:
* o the [mplementation phase, continuously test the performance of the System in the couse of development.

* In the Performance test phase, test the hehaviour of the System as o whole {Le. all of it modutes | under [ood, Le.
measure response times of most frequenty used screens and services under workload, nsing the data matching
the actual production cperation as closely as possible,

Detailed strategy will be elaborated during the project

4.3.2.7 High availability and disaster recovery testing

The tests verify whether the system response to a simulated failure matches the system availability and disaster
recovery requirements, A detailed test scenario will be prepared during the project.

4.4  General methods and processes

Unicorn's approach of project management is systematic, managed, documented, and certified according to 150
9001, 14001, 20000, 27001, and others.

Unfcorn Approach itself is bullt on Industry best practices, methodologles, and standards - malnly Scrum at the
development team level and PRINCEZ /PMI PMBOK &th Ed. at the project management level, For [CT specifics, the
sources are Rational Unified Process (SW delivery) and ITIL [for maintenance and support and other services, as
well as for I'T operations). Unicorn Approeach is buill in a way to be compliant with 150 certifications.
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Standard approaches are adjusted Lo the situation and condition of each project in details, while basic principles
remain the same.

Since Unicorn Approach is used to deliver a very broad portfolio of Unicorn’s projects across technological
ecosystems and industries, incl. numerous projects delivered in cooperation with other vendors and partners, our
hest practice is to tailor it specifically to each project.

4.4.1 Security processes and standards

Information Security Management System (ISMS) of Unicorn is based on international standard 150/1EC 27 0001,
Unicorn is certified for this standard by Independent authority (TUV SUD). On top of that, Unlcorn apples the
combination of selected best practices and methodology standards for security.

Unfeorn has a broad experience from many projects which place great emphasis on security toples, including the
projects for Nordic TS0s.

We use Building Security in Maturity Model (BSIMM] lramework as the guidance for the overall security (not only
IT systems related areas). BSIMM provides also transparent benchmarling and security scoring mechanisms for
the companies. We benefit from this approach via applied mechanisms of continuous assessment and
improvements in the security areas defined by the BSIMM. As one of the disciplines under BSIMM, we apply Secure
Software Development Lifecyele (SSDLC) principles and practices.

We use Open Web Application Security Project (OWASP) standards to ensure that all relevant requirements are
always reflected when building our systems according to the Project security level agreed with our customers.

We expect to engage the Security Officer to the project, who will be in charge of supervising the Security standards
on the project.
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5. Documentation

‘ollowing table summarizes all the documentation that will be provided in related project phases and tracks. More
details can be found in related chapter of Project Plan,

HUser Guide [and texts in the system) will be available in English and Lithuanian. Other project and system
documentation will be available in English.

Phase [ Track Documentation
Project Start-up ¢ Pre-Desipn
o Initial study
0 inel. High-leval Degign of solution
o Reguirement traceabiliny matrix
Product Backlog
System Implcmentation Plan

o Inel. Prefiminary Sprint Plan, showing how User Stories are planned to be
detivered in allotted sprints

© Draft of QA and Test Stratcgy, preliminary Test Plan, definition of acceptance criteria
sk lise
Definition of customer environment({s] [the envs. are bullt during this phase]
+ Templates for documentation produced in delivery Stages 1 and 2
Solution Design - Design Documentation [Technical Specification)

track
o Solution Architecture

o Detailed Design
Business Process Analysis
0 UserStortes
Iicl. the Definition of done [acceptance coiteria for each User
story).
0  Interface definition
O MNon-Functional Requirement Analysis
Data Model
Test Scenarios
+  Updated Product Backlog

Implementation ¢ Updated Product Backlog
e User Stories | AS-BUILT state documentation |
Administration manual { Application administration and Systom administration )
Uzer Guide (for end users)
¢ Disaster recovery plan
Integration manual [description of wehservices)
Test Results
sprint, Module, Stage acceptance protocols (acceptance-transier act)
Whole  project - ¢ Master project schedule

Froject © Weekly Status Report, incl. Weelkly status call minutes
Management
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+ Steering Committee slide deck + meeting minutes
Mueeting minutes
Risklop
Changelug
| Maintenance phase ' © Weekly Status Report + Weekly status cill minutes
v Monthly Service Report

+ Meeting minutes
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6. Project plan

Based on our experience, we propose to split the dellvery of the solution into 4 main phases:
+  Project Start-up
* Project Construction
+  Continuous Customer Testing

+ Warranty Support

Tully

E mo 1 Echstion Dosign Track

L B Stage 1 Imphenurtation Tick
4 smpe 15y Godhe [Exsing oparmtoral HOCoRss)
= E——— - —— ]
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This project plan refllects and respects expected timeline of the implementation as defined in Annes T BMS Plan, It
will be finetuned during Startup phase of the project,

In order to dellver the System based on the described approach and provided time frame, the following key
assumptions have been made:

+  There will be no scope changes against the current tender knowledge during the implementation, or the
changes will fit into initially allocated change budget and time constraints (l.e. using contingency that will
he incorporated in the project schedule] — otherwlse the plan will be re-evaluated or overall scope revised.

+  Customer has sufficient warking capacity to execute acceptance tests for 3 parallel workstreams [3 scrum
teams) within 3 working days + retest fixes of Critical issues in 1 working day

*  There is not planned any dedicated migration of historical data as it 1s not requested within the tender
inputs

*  The Customer is responsible for any cooperation, services, and deliverables provided by third parties
(market participants, other suppliers participating in the project, ete).

+  The Customer is responsible for providing all necessary information in the agreed time Provided
information will be complete, consistént, sccurate, and current

*  The Customer is expected to make any required decisions concerning the project without unnecessary
delay.

*  The Customer will allocate sufficient capacity and expertise for active participation. [t is expected that the
Business and Technical Product roles will be taken on by the Customer.

*  The Customer will actively participate in all meetings during both Solution Design (Analytical calls) and
Implementation Track (i.e. Sprint Planning, Review, Dally Stand-up).

*  The Customer will actively provide feedback on the new version after Its release in the Implementation
Sprint,

+ The Custormer will accept outputs from the Solution Description Track continuously, throughout the stage.
It is expected that the acceptance will be completed for each User Story after its analysis and revision.
Only accepted User Storles can be moved from the Product Backlog to the Sprint Backlog and only
accepted User Stories will be implemented by the Supplier. All of this will be done based on the priorities
defined in the Product Backlog.
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*  The st of deliverables may he subject of revision and update upon agreement.

*  Thescope of the project {i.e. requirements) and the coverage is managed in the Requirements Traceability
Matrix (RTM). The Supplier implements the solution according to the requirements (based on the RTM).

« The Customer is responsible for consolidation and incorporation of feedbackfcomments provided by
various Customer's representatives ta Unicorn's outputs (documents, testing scenarios, ete.) during the
acceptance/review procedure,

The Customer shall provide test data examples in the same structure and conlaining a representative dala
sample,

* The Customer is responsible for the deliverables of the 3rd parties, for their cooperation/participation
during system integration tests and for creation of the integration environment,

+  Itis expected that the Project Plan will be evaluated no later than upon the acceptance of the Project Start-
up phase.

*  The same assumptions apply to the whole project; however, the list of assumptions may be updated
andfor extended during the Project Start-up phase or a later project phase,

* The Customer is responsible for reimbursement of travel expenses for business trips, Indicative costs will
he submitted for approval prior to each business trip.

Phase Relative  time Duration Noie
start
Project Start-up | T 1 month Start-up phase will be initiated b Contract signamure and
Project kick-nff meeting,
Solution Design T Whole Continuous design work in parallel with implementation,
project
Implementation Stape 1: T+1 Skugre 1: Stapes overlap — Stage 2 works canstarl seoner tianks to
mmonth 26 months  availability of 3 scrum-team
stage 4. stge 2:
T+1%9months 17 months
Production Stage 1: T+27 months There is nomigration of historical data inclhaded
Delivery [Go-Live]  [cxisting operations]
Processes |

stage 2: T+36 months | new
operational processes)

Start of  T+27maonths Until end
Maintenance of contract

We state our compliance with the split of modules /goals to Stages, as listed below This plan will be adapted bazed
o detailed analysis of LitGrid reguirements daring the project start-up.

otage 1
Modules:
= Main components of the System
s System confipuration and administration
+ Balance planning module
= Seltlement module

=  Balancing module
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¢ EIC processes

s Halancing capacity auction

s Configuration and administration of the System
s Gudrantes processes

s System go-live

Stage 2

Modules:
= aFRRbalancing energy processes
= [ntegration with MARI platform
o Apcillary service management processes
= Upgrading accounting processes in accordance with grid [ Continental Europe reguirements
= Data transmission monitoring and control Lools
= [ntegrating the balance capacity market
s Integrating with Picasso platform

» Hacklog completion

6.1 Start-up

This project phase prepares groundwork for the rest of the project. The goals of the project are set, requirements
are specified in the detail and then decomposed and mapped to the outputs; the concept of the solution and the
constraints are set up and agreed with the Customer.

6.1.1 Outputs

The main outputs of start-up phase are:

*  Project kickoff - teams on both Customer and Supplier get acquainted, communication channels are
setup, regular meetings are scheduled and started.

*  Pre-Design: Initial study - Defines the scope of the project. All functional and non-functional
requirements shall be structured, evaluated, and explained between the Customer and Supplier during
the project start-up phase. The goal is to have commaon view on the solution that is going to be delivered.
Considers all aspects of the solution [i.e. is a feasibility study) and includes High-level design of solution,

*  Requiremenl traceability matrix (RTM).

*  Prepare initial Product Backlog by identifving User Stories covering RTM. Each user story will be given
T-5Shirt estimate based on assumed complexity of the Implementation

+ System Implementation Plan = prepare Preliminary Sprint Plan, showing how User Stories are planned
to be delivered in allotted sprints,

+  Draft of Test strategy and test plan, definition of acceptance criteria,

* initial Risk log and Risk Management Strategy, with mitigration plan for known risks
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+ Agreed deployment strategy

*  Agreement on the Templates for documentation produced in delivery Stages 1 and 2
*  During start-up, design for initial 2 sprints needs (o be defined and approved

*  Draft of test strategy and test plan, definition of acceptance criteria

+  Unicorn developmenl and test environments - Unicorn will prepare internal development
environment on their premises during the start-up project phase.

*  Definition of customer environment — 5izing, configuration, and third-party software. We expect that
two main environments will be needed,

+ Customer lest environment - Acceptance — this environment will be used for deployment of already
accepted user stories and will be used for acceplance testing. [nfrastructure needs to be ready and
accessible to Unicorn by 2nd week of the project, to allow for installation for the rest of Start-up +
development part of fiest sprint

*  This envirenment presumably will become the production environment after successful acceptance tests

6.2  Construction
Construction will be based on the agile appreach describe in chapter 4.1 Dual Track Agile Approach.

6.2.1 Solution description track
G.2.1.1 Outputs
The main output of this phase is design which will contain:
* Business Process Analysis - detailed analyses of business processes.

Lser Storles - detalled specifications of all user stortes (that shall be implemented) with all parameters
[(mentioned above).

*  Non-Functional Regquirement Analysis - the detailed technical deslgn covering non-functional
requirements.

*  Project Backlog (Refinement) — continuous management of the Project Backlog containing all User Stories
with their prioritization.

+ Solution Architecture = detaited Iinfrastructure specifications and environments.

+  Data Model - a detailed data model of the System.

6.2.1.2 User Storles
Each User Story planned and designed within the Solution Design must contain at least:

¢ User's activities and the objectives of these activities
+  Activities are described step-by-step allowing its realization within a sprint
*  User story contains clear criteria for acceptance [Definition of done)

+  The User story is as far as possible independent of the other User Stories to smooth start next sprint
realization

* It contains Customer's necessary actions for the successful realization of the sprint

« It Is possible to demonstrate the result to the Customer and Customer (s able to accept the Sprint. Le it
containg Test Scenarios and test data (where applicable)
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The Development phase consists of multiple separate sprinks, each targeted to the delivery of a new application
version [lLe, Release), The delivery scope within each sprint/version targets first the elimination of any
technological risks and then the most important functional features, so that the application is available for
functional testing of its core functionality a5 soon as possible.
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6.2.2 Implementation track

6.2.2.1 Sprint planning

Sprint planning flows from priority-order Product Backlog. Priority is set by the Product Owner (LitGrid),
nevertheless it should reflect not only business prierity (value), but also related risks [due (o use case complexity,
(unjclarity, having open peints) as well as relation of the user story to integration with other systems
(in LitGird or esp. when inteprating 3™ party testing), potential impacts to performance or security of the solution.

The implemented solution will be continuously tested and integrated to ensure the high quality af its final version
and ensuring that any problem is identified as soon as possible, so an action can be taken. New version of
application will be deployed to Test environment for sprint demo in each sprint for LitGrid to be able to test the
outputs. New version for the application for Test deployment will be prepared as full set of the software package
including all configuration files and components necessary for the system installation.

6.2.2.2 Sprint (acceptance) testing

As part of each sprint, the Customer shall carry oul a sprint Lest against acceplance criteria sel out in the User
stories included in the sprint. As long as critical errors (priority 1 or 2] have net been prevented, the particular
user story shall be considered as not delivered and the delivery and acceptance form shall not be sipned. Priority
3 and 4 errors identified during the sprint testing are documented in the backlog and must be corrected until the
acceplance test after the last sprint,

Customer's System Test should not take longer than 3 working days. If the Test takes longer, the deadline of the
last sprint is prolonged for the number of working days delayed.

6.2.2.3 Sprint acceptance

Sprint acceptance tests will he considered as successful if there are no critical errors (priovity 1 and 2, ie. Al and
AZ, see below]. The remaining errors of priorities 3, 4 shall not affect the acceptance of the basic parts of the
system, In the event of such errors, they will be scheduled as future sprint(s) worlk

6.2.2.4 Integration Tesls

Integration with other system needs to be tested - for LitGrid systems this might or might not be pessible during
the course of sprint testing, With 37 party tests we assume this will not be possible and integration tests will have
ta he scheduled, prepared, and executed outside of sprints. This will be discussed and an approach will be agreed
during the project startup phase.

6.2.2.5 Mon-functional Tests

Usually after all the sprints are successfully finished, the factory acceptance tests executed covering the whale
scope of solution. Main responsibility is on Unicorn side and whole functionality is tested and stabilised for
delivery into Acceptance tests.

During this testing sprint all implemented Tser stories are tested based on their definition of done {functional
Lests], Other tests such as security or performance (see QA chapter of this Proposal) need to be executed. Since a
period of testing for the complete solution (before Stage 1 or 2 go live) is not foreseen by LitGrid, Test Strategy in
light of this will be discussed and agreed on during project start-up phase, as not to exclude any of the
indispensahle Lesting areas.
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During the whole testing (during and after sprints}, all findings will be reported within the |IRA tool provided by
Unicorn. This tickel management system will be used as main tool for reporting, tracking and evaluation.
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6.2.3 Defects management

The priority of the errors is determined by party which has submitted an error ticket [registered ticket in the
ticketing system). Error classification priorities are following:
Error priovity 1 (A1) - Incident
o The problem catses a complete production system fatlure, and § or the world cannot be continued,
Error priority 2 (A2) - Error, which cannot be bypassed
o The probilem in production system 15 caused by an internal software error or incoerect cpermtion, causing 3
significant loss of possibilitics, A bypass solution is unknown or not acceptable [for the client), but it is
possible to proceed in a limited mode,
+  Error priority 3 (B) - Error, which can be bypassed
o The problem cawscs a mimimal loss of possibilities. Impact on the system s minor [/ causcs some
incomveniences, such as manmnal work to restore the funcrioning of the system / to continue the worle
Error priority 4 () - Error, with low impact and severity (Inaccuracy)

o Imaccuracy. The problem docs not cause losses of possibiliies. Such an application is due tooan internal
software error or inproper activity whose impact on the continuation of the work can be ignored; error /
inaccuracy inthe E:rn:lurr documentation.

Defects detected durlng sprint tests or acceptance tests (Hardware, Software, Database or Configuration) must be
lixed in the Clalm management system (na time proportional to the Ume spent for acceplance testing bul no longer
than three weelks,

6.2.4 Outputs
The maln outputs of construction phase are:

+  Design documentation (Technical design) = Detail design will be delivered as a set of User Stories for

all functdoenal and nen-functional requirements. These user stories will be used as a basis for test cases for
both Supplier and Customer tests. Part of User Story definition will be the definition of done (acceptance
criteria foreach User Story). Based on these aceeplance criteria the delivery of User story can be approved,

*  Product Backlog - the list of User Stories stored within the Jira system (provided by Unicorn). Based on
refinement of items in the backiog will be prepared the scope for next sprint

* Test Cases - represents test scenarios/cases based on the Detailed Design and on Solution Description
outputs

*  Test Data - represents the data created during sprints
*  Documentation - we expect following set of documentation
Administration manual (Application administralion and System administration)
¢ User Guide (for application viewer)
+ Disaster recovery plan
*  Integration manual [description of wehservices)
*  Installation manual
+  Source codes of the specific part of the solution
¢ Installation package which includes all necessary components and configuration Mies
+  Risk list with mitigation plan
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6.3 Customer testing

6.3.1 Acceptance tests

Usually afer the factory acceptance Lests are finished, the user acceplance Lests start, From the principle of the
aglle approach, customer should get functional and tested solution which should cover the customer expectations,
The Acceptance tests period ean therefore be relatively short because there is testable version available after each
deliversd sprint.

Progress of testing is tracked and evaluated within the Jira tool, which is used also for defects management.

A period of testing for the complete solution (before Stage 1 or 2 go live] is not foreseen by LitGrid - test strategy
in light of this will be discussed and agreed on during project start-up phase, as not to exclude any of the testing
areas above,

6.4 Warranty Support - Guarantee and Maintenance Services

Warranty [Maintenance] support starts with Ge-Live. Unicorn maintenance team specialists are invalved
couple months before Go-Live in actual development and testing of the solution, as part of knowhow
transfer,

Following chapter describes Unicorn’s provisioning of Guarantee, Maintenance and Support Services. The
description Is not intended to be a detailed Maintenance Plan. Rather it should give a clear insight to our ME&S
Process,

6.4.1 Introduction

Unicorn successfully delivers dozens of projects every year in many European countries, designed both for their
national environments and to support the international cooperation. We provide efficient SLA based IT support
and operation services for energy Wwansmission, generation, and trading on lberallzed markets as well as In
technical solutions for real-time grid control. In the energy industry, our solutions are used by Regional
Coocrdination Centres (RSCs]), Transmission Syvstem Operators (TS0s), Distribution Svstem Operators (D50s],
Power Exchanges (PXs) and Market Operators (MOs], as well as by all other types of players, all around Europe.

Our Helpdesk operates 24x7 processing calls, e-mails and tickets in English.

We often cooperate with our partners and other vendors, covering the support as the main peint of contact for our
customer.

Our internal methodology [("Unicorn Approach”) s detailed, thorough, well-documented and supported by
appropriate [T tools. We apply industry-standard methodologies such as ITIL, PRINCEZ, Scrum and 1BM RUP,
combine them with our own experiences and best practices and take them inta much higher level of detail, malking
Unicorn a real "software factory”, capable of delivering dozens of projects simultaneously in an efficient manner
with minimum riskes.

Our approach has been proven in many International Eurepean projects not only In energy and utilitles, and its
quality was confirmed by [50 certifications 9001:2000, 10006, 14001, 20000, and 27001, All key support
personnel also hold ITIL certifications.

IT zervice management compliant with ITIL principles and recommendations, certified by IS0 20000, will be used
[or the System support. In the area of system malntenance & support, it comprises namely:

Separation of development and support teams.

Providing support to users of the system with guaranteed SLs (Service Levels],
Repular quality assessment of SLA performance and user satisfaction.
Effective and fast help when selving incidents and problems,

A thorough knowledge base about past praoblems and their solutions.
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*  Separating knowledge from individuals In order to decrease the personnel-related risks.
#  Fastsolution of new problems thanks to a direct link to the 2nd- and 3rd-Line Support,
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The support team of our specialists has all the knowledge and background necessary Tor the identification,
analysis, and resolution of problems. Besides non-standard tasks, it is also ready to deal with small changes and
adjustments which de not have a major impact an the solution architecture any main business processes. As part
of the support, we also create many statistics according to the client's requirements and contributing to the
constant improvement of the service quality. We also solve any and all non-standard requirements regarding the
supported solution, such as migration to a higher database version etc. Number of operational incidents is kept
low through proper resolution of incurred problems, thorough root cause analysis, effective prevention, regular
check-ups, and optimum usage of existing eguipment,

Specific project know-how is stored in our knowledge base, it is shared with our customer, and it will be
continuously maintained by and shared among the teams concerned with the delivered system.
Before the support and maintenance phase is initiated, the know-how is transferred in a managed way from the
development team to the independent maintenance team, and this process is repeated with each new version. This
approach ensures further know-how distribution and further mitigation of know-how loss risk.

All 1ssues identified by users, though reported via any communication channel, are recorded to our issue tracking
system [JTRA = jiraunicorn.com), We differentiate the following basic issue types: Incidents, Problems, Servioe
Requests and Change Requests. Until agreed otherwise, the classification of the customer isapplied. For each issue
type, a specific process is defined. The basic worlkflows for each type of issue include the following phases: |ssue
monitoring & review, [ssue identification, Issue analysis, Issue evaluation and Action implementation.

Wi fulfil the requirements described in the non-functional reguirements.

6.4.2 Maintenance and Support Services

The main responsibility of Maintenance and Support team will be Lo keep the Syslem in operational conditions
and up te date,

Unicorn will provide the following post go-live services:

¢« Unicorn Helpdesk - a service that will be used for issues escalation by LitGrid end users, [t will be
the SPOC (Singie Point Of Contact) for incident reporting to Unicorn.
#  System Maintenance and Support (2 Line Support]

= [Damas MMS Maintenance and Support (3™ Line Support)

Given services will be provided under the following scheme:
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1. The 1* Line Support (helpdesk). It receives inputs from users and provides solutions to known
problems.

2. 1M the helpdesk cannot handle given issue [solution is nol known, which means that such solution must
be analysed, designed, implemented and tested), it is handed over to the 2 Line Support - thisisa
major part of the M&S service from supplier point of view, 2% level support is usually provided by
Unicorn under 24x7x363 mode including the Hotline service (2™ level support has several goals — it
prevents the occurrence of the issues [Preventive Malntenance), resolves Incidents (Incldent
Management) and Problems (Problem Management), and bands over [ssues to the 37 Level Supportin
case the issues resolution requires the in-depth knowledge of used SW products. Closer description of
these processes isavailable below, 2 Level Support also provides SPOC far Customer and is
respoansible for overall alignment of all services provided to Customer.

3, The 37 Party Support solves incidents related to the used products (including Damas platform
incidents).

65.4.3 Support issues handling

All identified issues should bhe reported by phone, email or by creating an entry in JIRA {incident
management/issue tracking system provided by the Supplier). [T the 1ssue is not reported directly to | ERA, our MES
will record the issue by themselves,

As part of the maintenanee setup, processes surrounding Customer's incident management system [as per PVR-
18) and Supplier's incident management information system [as per PVR-20) will be clarified and mutually agreed.
The main point of focus is to eliminate potential for delays or missed reports.

We differentiate the following basic issue types: Incidents / Problems / Service Requests / Change Requests. For
each issue type, a specific process is defined. The basic workflows for each type of issue include the following
phases: Issue monltoring & review [/ Issue identification / lssue analysis / Issue evaluation / Action
implementation,

For each project, a Maintenance plan is preparced. Itis a document which defines the methodology for maintenance
activities, project organization, procedures applicable for maintenance of the System and their frequency.
Maintenance plan is a part of Maintenance and Support decumentation.
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6.4.3.1 Incident Management

The goal of the Incident Management process is to restore standard service operation as quickly as possible and
minimize the adverse impact of the incident on business operations, without necessarily identifying or resolving
the underlying cause of the incidents.

An Incident is defined as an unplanned interrupton of normal operation (deviation from expected service levels),
Incident Management is the process for dealing with all incidents, including fatlures reported by users, by technical
stafl or automatically detected and reported by monitoring tools. Least but not last, Incident Management ensures
continuous status or progress reporting In a timely manner, escalation procedure execution and If necessary,
evaluation of incident reports. Incident management will be ensured by 29 line support under responsibilicy of
Unicorn.

Energy Balance and Ancillary Services Mansgement Information System
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Any issue reported by LitGrid or external users which are not an operational incident of the System or not a bug
(malfunction) in our delivered solution is outside scope of incident management process (considered as Service
Reguest, Chanpge Reguest, ete), The goal for the Second-line support (5L5) 15 to respond with a defined SLA.
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When the correction of the bug (s prepared in a release, It Is deployed cn the test environment first. LitGrid
representatives are notified about the fixed problems and change requests via release notes. The corrections will
be retested by LitGrid. After successful tests on the test environment, the release is deployed on the production
environment and the JIRA ticket is closed. The reporters of the incldents are notified by Unicarn about the release
ofthe correction,

6.4.3.2 Problem Management

The goal of Problem Management Process [s to ldentify and to resolve the root causes of Incidents and thus reduce
the number of incidents in the future, The problem management process minimizes the number and severity of
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incidents and problems and documents the problem to become available for the support as “"Known error®, The
proactive approach ldentifies and resolves problems before Incldents occur.
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The term “problem” refers to the unknown underlying cause of one or more incidents. "Known error” is a problem
that is successiully diagnosed and for which either a work-around or a permanent resolution has been identified,
Resulting changes can be an input for Change & Release Management Problem management will be ensured by
27 |lgve| support under responsibilicy of Unicorn.

The Second Line Support identifies through Preventive maintenance any recurring issues or suspicious mends
in the solution behaviour which may lead to the ocourrence of incidents and tracks their problem management
lifecycle in the ticketing system. A Problem describes an adverse situation indicating the still unknown cause of
one or more existing or potential Incidents. There should be a linkage between the problem, related incidents, and
requests for change if any. The Second Line Support analyses on regular basis monitoring outputs and suspicious
events in the scope of Problem Tdentification. They should do a first basic analysis and guote complexity o
continue with Problem Investigation and Diagnosis. If incidents ocour rarely or have little Impact, assigning
resources to perform Root-Cause Analysis and removal can't be justified. Therefore, further investigation and
diagnosis will be performed on Time and Material basis after approval by LitGrid,

The activities in the Problem Management process are divided lnto two phases. The main objective of Problem
Control is to turn preblems into Known Problems so that Error Control can propose the relevant solutions:

« Problem Contral: phase in which the Problem is defined, recorded, classified, and analvzed. This phase is
completed by defining a Known Problem as soon as the root cause has been found.

*  Error Control: phase in which is decided if the cause of the Problem will be taken away, the cause is laken
away effectively (applying the Change and Release Management process], the solution is checked with the
User and the Problem is closed,

6.4.3.3 Preventive maintenance

Preventive malntenance means services dedicated to the prevention of potential incldents In the operation of the
delivered system and its components, in particular through consolidation of incident reporting, investigation of
possible connections between incidents, investigation of rool causes of incidents, issuance and promotion of best
practices towards appllcation end-users.

As a part of the preventive maintenance, Unicorn team also monitors components in the system and immediately
inform the Custamer aboul oceurrence of any non-standard situations or issues,

Preventive maintenance comprises also regular updates of the system, its components and underlyving
infrastructure, cleansing of the system, checking of logs and other regular activities. Deployment of patches and
versions is done according to the Patching strategy.

6.4.3.4 Knowledge Management

We do cover the knowledge management typically as part ofthe problem management to reduce cases when users
try to solve the same problem in isolation: The knowledge base is administrated in our online portal and can be
accessible for Customer Il reguested.

Knowledge management is performed according to Unicorn internal methodology (Unicorn approach). It
addresses the 5+1 fundamental areas related directly to the team knowledge which are necessary for successful
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delivery of IT services. According Lo this methodology, in order Lo deliver a high-quality service, teams have Lo
master the following disciplines: implementation process, Information and communication technology, business
issues, the customer's standards and environment, and teamwork (the ability to manage and be managed), plus

language skills.
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Unicorn specialists are trained to handle the process, the information technology, the teamwork, and the language
skills, but they need Lo gain also deep knowledge of its business and client areas, This knowledge is aclively
acquired during take over to the malntenance and then maintained. Specific know-how, which |s obtained during
takeover, is stored in the project knowledge base and is further maintained by and shared among maintenance,
development, and application management,

From the project know-how perspectlive, il is ensured thal the project-specific knowledge is nol held by a single
project member, This 15 assured through the followling principles:

*  The project know-how is well documented and kept up to date, so it can be easily found in project
documentation at any time, il needed.

+  Tasks in each team is distributed in accordance with the knowledge distribution throughout the project
team.

f When new members are added to the team, the already allocated senior resources are responsible Tor
their smooth introduction to the project in order to maximize the efficiency of worlk and to balance the
distribution of know-how

* Implementation projects are separated from maintenance projects, and the same applies to project teams

o When the maintenance of a system starts, the know-how is transferred from the implementation
team to the maintenance team. This, along with other aspects, ensures further know-how
distribution and further mitigation of know-how loss risk,

6.4.3.5 Request Management

Within the service requests, Unicorn will handle everything what is mutually agreed and accepted. Thal usually
means:

*  User Support: A request for a user support, information, consultancy or additional documentation,

*  Standard Service: predefined procedure (may be part of service catalogue), to be executed by support
Leam without any additional approval. A standard service /change is a pre-authorized action that is low
rizk, relatively comman and follows a procedure or work instruction.

>39 =



Litgrid

{SSUNICORN

% Litgrid
6.4.3.6 Change & Release Management

All changes will be registered and handled regardless of their type in the JIRA ticketing system. It provides in a
simple way a consolidated information about the nature of each change and the impact assessment of the change,
Including an Indlcation of all affected (malntenance/project] versions, components, and 3rd party systems.,
Moreaver, it provides the possibility to casily manage workflow and categorize target versions. All relevant
information is recorded and lraceable anytime. For complex changes, it provides the entire overview of the
impacted systems or components including environments. This is a proven collaboration approach, which can be
easily adjusted and tailored, based on project requirements. It supports the logical change request decision process
by means of automated workflows and via transparent assignment of physical persons into project roles, All
activities of users are tracked in the audit log with history evidence. It also supports team collaboration and
communication while sending netification about important events related to respective change. Change
management will be ensured by 201 line support under responsibility of Unicorn,
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6.4.3,7 Inventory (Configuration Management)

Configuration Management [CM) provides necessary background for Belease Management process and
product/project governance. CM verifies that a system performs as intended and isidentified and documented in
sufficient detail to support its projected life cycle. The CM process facilitates orderly manapement of system
information and system changes for such beneficial purposes as Lo revise capability, improve performance,
reliability or malntainability. Configuration items will be stored (n CMDE in order to be avallakle and accessible
during entire project lifecycle.

f.4.3.8 Reporting

Regular service meetings and reports will be carried out during the project. Regular service meetings and reports
will he provided. We will provide a regular weekly Status Assessment on current maintenance issues, change
requests, and incidents according to JIRA. The Status Assessment will be in the form of a conference call or
teleconference.
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Asall incidents and problems are tracked in [IRA, the Customer can monitor the progress of problem solving also
in "real time", This is the case also for monitaring, which continuously reports status of the svstem,

The SLA parameters are monitored throughout the entire life-cyele of the service, and their fulflment is assessed
on regular monthly basis, Customer recelves the Maintenance Service Report based on which he can assess the
guality and level of the services provided. The Service Report is one of the key outputs of the support service. For
the Customer, it serves as the prool of the quality ol the provided supportL
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Structure of the Report will be built using our standard template and reviewed ,/ adjusted to Customer
requirements before system is going live. It primarily contains the assessment of the SLA parameters and
documents in detall the activities performed within the service during previous period:
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*  Regular assessment of service execution, it provides all insights related to the service as a whaole and to
each component of the service,

«  SLA fulfliment and breaches including response and resolution times,

* A number of tickets per category, including top categories.
Major incidents and problems,

*  List of improvements.

+  Rislklist and mitgation actions.

+  Continual service improvement and the service trends review.

6.4.3.9 Backup and Restore

Backup and Restore procedure be well-documented and tested as part of the delivery and then maintained by the
maintenance team in order to allow restoration with the defined data lost. The procedure is regularly tested and
maintained.

6.4.3.10 Disaster Recovery

Msaster Recovery plan and procedure are provided and tested as part of the dellvery and will include a feasible
plan for Restoring the System for normal use in the event of a serious or critical Incident.

6.4.3.11 System monitoring
To be able to fulfil the goals of the M&S service, we use various monitoring tools such as;

-

For each project we prepare the monitoring concept It defines what metrics are monitored / measured and what
tools are used for it Such concept will be elaborated during solution delivery of the project and further detailed
during initial phases of software development, when the M&S can get familiar with first project outputs / system
previews. Know-how oblained during development and transferred rom development to M&S leam are also
Important inputs to the Monitoring concepl.

6.4.3.12 Release management
Unicorn develops and malntains the Change calendar for Its projects. The Change calendar covers upcoming 3

manths in detall and the outlook for additional 9 months, [Uis updated continually and will be alvays available o
the customer. The change calendar will reflect all the circumstances such as:
*  Release plan (upcoming releases)
¢ Maintenance plan {definition of maintenance window, planned outages..))
+  Bank holidays in involved countries
Yacations of responsible persons etc.
Other impoertant events (e.g. legislature changeas)]

Change Calendar is derived from the Maintenance plan, which defines the process of delivery of Maintenance
(periodic) releases. It is amended by other types of releases = ad-hoc [hotfixes) and regular ones [minor releases
[rom the malnlenance leam, major releases coming from the development team).

Change calendar is subject to review and approval by both parties.
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Change calendar will be provided in the form of excel spreadsheel, which illustrates the events (delivery of a
release, deployment of release to production environment...) as a timeling. Change calendar is maintained
together with other documents, such as the release plan, which contains additional information such as content
of the releases.

The Customer is directly involved in a definition of the scope of every release. The information about the future
releases is continuously shared with in customer in the release plan. This release plan also includes the
information about the upcoming versions of underlying applications and linally links them with concrete releases
of Svstem itsell. The process, defined in the Maintenance plan, will be as follows:

* Release plan contains the calendar of future releases of delivered system asz well as underlying
applications

* Release cycle starts with a planning session where the M&S team together with the customer agree on a
content of the release - Fixes, Changes or Improvements, Upgrades

¢ Development of the release takes usually 2 weeks, followed by 1 weelk of testing / bugfixing,

+  Afler, there is 1-week standstill period. During this period, release noles are prepared. Risk assessment 1s
performed, and deployment plan s elaborated. All these outputs are approved by the Customer, who may
request its changes.

Release is deployed to the production at the end of this peried, which matches with date of regular
maintenance window,

*  The whole cycle takes typically one month so it is aligned e.g. with available maintenance windows

This scheme is valid namely for (so-called) Maintenance releases, which contain fixes, small enhancements and
similar minor changes to the system. Such releases are the most common for the M&S projecl. Other Lypes of
releases are handled in the following way:

+  Patches and hotfixes, which need to be deploved outside the regular release cycle / maintenance window
are always produced upon reguest of the Customer only. Customer initiates the release based on his own
decision (e.g. bug found] or based on the information provided by the M&S team e.g as the output of
problem management. Information about the release is therefore readily available to the Customer.

+  Major releases, which deliver e.z. whole functional modules to the system or upgrade major system
compaonents, are developed by the development team and planned together with the maintenance team.
Release cycle is longer in that case (it takes usually several months), however, the logic behind is still the
same - scope is defined together with the customer, plan for his delivery and deployment is part of the
release plan and is prepared and agreed together with the Customer, so all the information imm ediately
availahle.

Ongoing communication between the M&S team and the Customer is crucial for the successful operation of the
system. We expect to have active (daily) communication with the Customer’s team by phone or through other
communications channels (issue tracking system, email, video conferences, etc.). That ensures the customer is
immediately informed about any circumstances related to provision of the maintenance services {including the
need of a new release), The status of preparation of new versions / system releases will be subject of the regular
maintenance meetings (weelly basis).

We would like to highlight, that we do not prescribe/force any mandatory releases which the Customer will be
forced Lo install. Maintenance plan rather defines regular process of deployment of new releases, which s allgned
with the release plan. Content of every release s negotiated and approved with the customer

6.4.4 New System Releases [ Version control

Used development method leverages well-known continuous integration best practices, emphasizing high quality
of delivery, reliable and effective deployment, and sustainable development,

In case of unexpected problems alter deployment of the version to the target environment, there must exist a way
how to roll-back to the previous version. Two approeaches are possible in such situation - applyving of a previously
created backup or running a prepared rollback scripts to revert all deploved changes. The preferred approach is
the usage of scripts as their application is typically easier and smoeother, requiring less coordination e Torts.
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Al project tasks are traced in JIRA.

Versioning of releases s described in the guideline which is maintained in project knowledge base,

6.4.5 Organization Structure

Project governance of Maintenance will be ensured by standard organisation structure. According to Unicorn
approach, the services are provided by the maintenance and support team, as long-term project, The whole team
is led by Project Manager (=5ervice Manager). Key persons at are also the 5W architect and business
architect/senior analyst. Next to that, there is the IT Security Manager, a person that ensures security of systems
and services at a sel of projects,

Project Manager reports on the project status to members of the Steering Committee {=Project Board]. If there is
anything that cannot be agreed on the project level, it is escalated to the Project Board. Project Manager also shares
all the relevant information with project or service team members
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Each icon represents a role. The roles have the following responsibilities,
Role Description

FProject Manager Respansthle for the overall guality, quantity, terms, and budget of the project.
He or she manages the whole project team, especially the software architect and
hisiness architect. Project Managsr reparts on the project status to the dient,
the toam, and to apper management levels

Architect A senior developer who is :;cspansihlc for the technical part of the project,
defines the architecture of the software, and leads developers, He or she
communicates with technical representatives from the client’s sids.

Senior Analyst A senior analvsl, who i responsible for the functional part of the projects,
puarantees that the seftvware satlsfics the busingss necds, and leads analysts, He
or she communicates with Business Users from the client’s side

Developers They write the code, configure the software, or solve issucs assigned (o them,
Results of their worls are reviewed by Software Architect and testers,
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Role Description

Analysts They analyse the business nesds of the client and transform them  into
functionatities of the software. Results of their work are reviewed by Business
Archntect and passed o Develapers te implement

Testars They execote test scenarios to guamntes the quality of the software. They
recordd any identified issue in the bug tracking svstem

Hesides the above arganisation structure, there is a separate team to ensure the continuity and quality of all the
services and projects provided to LitGrid=- the Core Team. The Core Team consists of Delivery Manager and Cross-
Project Architect(s) that participate in (potential other) projects or services provided to LitGrid and Cross-Project
Business Architect(s). The team closely cooperates with LitGrid Managers to achieve its purpose, Together, they
ensure the compatibility and Aexibility of chosen technologies, components, or systems among them.

Project is governed by the Project Board which is represented by Delivery Manager and Account Manager on
Unicorn's side. Delivery Manager is responsible for the overall guality of the project. Account Manager deals with
the cash Now with the elient and represents the customer’s needs and requirements internally,

6.4.6 Communication Standards
Toachieve good communication at all the levels, L is necessary to set up:

+  Teams and cooperation between all sides

* The Core Team of experts to ensure a view and continuity of all the projects as described in Section
Orzanization Structure;

* An organization and communication scheme with representatives from both sides on each level as
described in in Section Organization Structure

The following channels are used to ensure smooth communication at all the levels:

+ Meetings — to report on project status or discuss important business or technical topics.

*  Task and detect tracking tool [e.g. JIRA) - to track and manage all important activities within the
project.
Collaboration tool - to share information and documents during the whole project lifecycle [discuss
reguiremants, review analytic & design documents, etc.)

*  E=-mail = far daily communication and organization of meetings.

* Ad-hoc phone calls - Lo discuss urgent topics,

*  Document Management System (e.g. Plus4U) - for knowhow sharing.

Communication between Unicorn and LitGrid is carried out by members on the same level or is escalated to the
level above. Starting from the top, there are two top management levels that direct members of the Project Board
or serve as escalation points In most complex cases.

Speclal attention Is paid to the organization of meetings. Following meetings are organlzed, starting with the top
manage ment,

Steering Committee - Delivery Mangers and Account Manager of Unicorn Systems participate in the
Steering Committee to monitor the quality of provided services or to solve escalations,

*  Project Physical Meeting - ad-hoc physical meetings for important milestones e.g. project kick-off.
Prepared in advance, including agenda and topics to be discussed

*  Project Status Assessment - a weelly audio conference on the project level with shared contents
Prepared in advance, including agenda and topics to be discussad. Its output is project status.

* Internal Project Status Assessment - a weekly meeting of Unicorn Systems to report on the project
status to members of the Project Board,

+  Analyst meetings, technical meetings, defect meetings, etc.

6.4.7 S5LA - Service Level Agreement

The SLA parameters define the level and scope of the service and the method of meeting the defined parameters.
The SLA parameters are monitored throughout the entire time of service, and their realization is recorded and
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asgsessed The client regularly receives a Service Report, based on which he/she can assess the guality and level of
the services provided.

Unicorn differentiates three SLA levels -

The Customer is entitled to change to different service lever (Higher or lower] quarterly, without any
Implementation costs. It s necessary to lnform Unicorn systems at least one month [n advance. E.g. to change the
service level for period from April to June, it is necessary to requests this no later than on 10 March.

Based on LitGrid's RFP requirements, we understood the requested services as . However, we are

ready to tailor the service as per specific requirements of LitGrid.

6.4.7.1 S5LA specification
In line with LitGrid's non-functional reguirements, we offer and commit to the following SLAs

Service parameter Value

Base service time [(B5T) 8:00 to 20:00 cvery day, Lithuanian bime
Unicorn will provide the service desk function of service
aperation for designated employess of the Customer
{hereinafter "nsers”)

Communication langnage English

Sysbem availability in BST 9B%,

Recovery Time Ohjective (RTO) f by

Recovery Point Objective [RPO) 2 hours

Resimnse time on incidents in BST Critical: 2 waorking hours
Other: 8 working hours
Waorkaround of incidents in BST Critical: 8 working hours

Other: 20 working hours for solution without program
eonde change, 1 week otherwise

Response time on change request
Response time on consulations § training
Information sharing

1 wiek
1 week

Phone - Dedicared phone number for First livne
suppart | Helpdesl: service nvailahle during BST)
E-mail - Dedicated maill address to Unicorn
maintenance team [ FLS and SL5)
JIBA - will be used also as Fault logging system
[avaiilable 24% 7 and 365 days inayear).
Tools used: VMware, Zabbix
Infrastructure monitoring - network connection,
datzbase management [usage, threads, storage,
L, CPU usage, RAM utilization, storage [HDD)

+ TxZ4 automabed monitoring

]'I'Iunjturing

Meetings
SWupdate

Tasks not included in the service / not covered by SLA

Scheme described above
Upadates without outage anytime, updates which reguire
outage in the maintenanoe window (planned outage].

Invoiced monthly in addibon to the regular fes using
manhour rate stated in this proposal.
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Warranty support services will be provided ofl-site; the on-site support can be provided on demand and will be
charged on Tlme and Materlal Services (TMS) basls.

6.4.7.2 Incident prioritisation
*  Error priority 1 (Al) - Major Incident = CRITICAL
o The problem causes a complete production system filure, and / or the work cannoet be continued,
Error priority 2 (A2) - Error, which cannot be bypassed = CRITICAL
@ The proklem in production system 15 caused by an Internal software error or (ncorrect operation,
causing a significant loss of possibilities, A bypass solution is unknown or not acceptable (for the
client], bul it is possible Lo proceed in a limited mode,
+  Error priority 3 (B) - Error, which can be bypassed = OTHER
0 The problem causes a loss of possibilities. Impact on the system is minor / causes some
inconveniences, such a5 manual work to restore the functioning of the svstem / to continue the
worl.
*  Error priority 4 (C] - Error, with low impact and severity (Inaccuracy) = OTHER
0 Inaccuracy. The problem does not cause losses of possibilities. Such an application is due to an

internal software error or improper activity whose impact on the continuation of the work can
be ignored; error f inaccuracy in the product documentation.

0.:4.7.3 3rd party support

When the problem is caused by the third-party software or component [e.g. bugs in the operating system or
database], we fulfil our obligations by providing a workaround which lowers the severity of the problem to
Medium or Low category and by communicating with the third party. The Customer shall lead the resolution
of such issues.

*  The customer will be entitled to use the tools, reuse and adapt the source code for custom needs according
to the open-source licensed terms, which also means free of charge.

+ Customer has the possibility to engage third partles on development of the system = there is no vendor
lock-in

*  The Customer s also allowed to replace computation modules by a third-party modules or modify them
by involving its own (or third party) resources

*  Open-source approach also means that there [s no exclusivity for the solutlon, we may reuse the source
code in other projects / customers

+  The Custormer will not be forced to implement and deploy new versions of the svstem, unless he decides
£4]

6.4.0 Damas MMS product support

Aswell, within the post go-live support, the Damas MMS product is continuously developed by Unicorn based both
on evalving market rules and our customer's requirements.

From the maintenance perspective, the Damas MMS product support includes the following services:

¢ Continuous releasing of Damas MMS hot-fixes, patches and upgrades (introducing new general features,
functions and configuration capabilities] including the necessary installation procedures, tools and
documentation
o Hot-fixes and patches are released ad-hoc to fix the identified critical problems and for security
issues; the customers are recommended to install them immediately.
@ Upgrades are released according to the Damas MMS product development plan.
o Customer is obliged to install the upgrade / patch within 6 months after its release; in case of
major upgrade thal requires the adaptation of the business modules, this peried is extended Lo
24 months, If the customer falls this duty, any service levels of both platform and business
support are suspended, unless agreed otherwise.
o Installation is done by the customer unless the Damas MMS operation service is contracted.
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¢ Possibility to propose new features and Improvements for Damas. Unlcorn decides in which future Damas
MMS release such improvement shall be included. Preferential implementation is also possible, but it
requires an extra payment from the customer based on the average daily rate.

¢ Helpdesk in web-based bug and issue tracking system to report bugs and to propose improvements and
other types of issues.

*  Individual account to access the Damas platform portal (see hitp/Sdamasunicorpsystemseu) to be
informed about news and upgrades, to download the Damas documentation and new versions, to browse
the Damas knowledge base, to ask questions and propose improvements etc.

*  Pug fixing and resclution of operational problems of the platform (2nd fine support). Product suppart will
start with the problem reselution n time specified for each problem report category (working day means
Monday-Friday with the exception of Czech national holidays):

o Cat A [disables the operation) — immediately
o Cat B (limits the operation]) = within 5 working days
o Cat C{others) - not applicable, such problems are handled in the next regular platform upgrade

*  Right to request additional services (implementation of major upgrades, consultations, development of

specific components, on-site support, database optimizations and data archiving etc.)

6.5  Expected cooperation

Unicorn will need toclosely cooperate with LitGrid team members to be able to successfully design and deliver the
solution. The expected cooperalion may differ based on the phase of the project and wiil be refined during the
project start-up. In general, we can already expect a heed for fellowing coaperation:

*  Product owner - it is necessary for a client representative to coordinate the project with us, at the very
least just to ensure that we get the required assistance. Product owner shall attend regular project
meetings.

+  Attendance of senlor management representatives at Strategic forum meetings [Steering Committee and
similar].

+  Businessand technical know-how for the purpose of analytical workshops - business submitter, analysts,
sy sbem users, ete. We expect approximately involvement of LitGrid business representative and architect
at least 2 days per weele Their participation is expected in higher extent during the Initial Study. LitGrid
representatives should cooperate mainly on analysis of specific requirements.

+  Customer-side testing - new release (s deployed to Test environment during each sprint. We expect that
client verilles the oulputs of every sprint and provides the necessary feedback,

* Reviews of project oulputs = this includes analytical, architectural, management, and all other outputs,

+ API description for the integration with external systems = LitGrid has to provide the description of all
interfaces for the integration as part of design (Solution Design track, before functionality is scheduled for
development = made part of Sprint Backlog)

+ Access to testinstance of internal and external systems - LitGrid should provide /get the access to test or
mock instances of internal and external systems which should be integrated with the solution.

*  Testdata preparation - reasonable data set representing variations of realistic scenarios must be prepared
for testing purposes,

6.5.1 Calculation Formulas and Algorithms

LitGrid is responsible for the mathematical specification of all calculation formulas and algorithms used in the
System. The definition must allow translation of the rules into system designs and test scenarios,

4T <



Litgrid

45 UNICORN

% Litgrid

LitGrid will ensure {procure, contract, agree with, escalate] efficient cooperation of all 37! parties involved in the
project including the following:

Energy Balance and Ancillary Services Mansgement Information System

Technical Offcr

6h.5.2 Cooperation of 3 Parties

*  Vendors and/or service providers of IT systems integrated with the System or serving as the source of
data for it.

+ Any aother party contributing to the project (legal, accounting, facility services, ..J.

Unicorn will provide necessary support to LitGrid regarding cooperation with 3™ parties.

6.5.3 Changes in Other Systems
LitGrid will ensure [procure, contract, manage the delivery) of necessary changes in systems integrated to or
affected by the System if such change is required.
0.5.4 Infrastructure Preparation
LitGrid will ensure infrastructure assembling, configuration and availability latest till the Sprint lend of
development.
6.5.5 Working Environment
LitGrid will ensure appropriate working conditions for all activities performed in LitGrid premises namely:
+  Physical access to relevant premises,
+  LitGrid laptops if needed to access LitGrid resources,

+ sufficlent number of equipped work places (chair, desk with drawers) in the same building or in walking
distance,

¢ power supply,
* Internet connectivity allowing access to Unlcorn resources and

+ drinking water,

6.5.0 Communication and Collaboration

LitGrid will ensure that LitGrid project team will be able to communivale and collaborale remotely with Unicorn
project team using video conferencing and other agreed communication devices and remote access to Unicorn
resources [documents, data, testing systems, ..) necessary for the project.

* Expected time for cooperation

Role Project Phase Cooperation MH / Week
Project Owner Whole project Participation on Steering Committee level mectings, decision ~3
making
. Froject manager  Whole praject  Review of management nutputs ~20

Management and allocation of résources on LitGrid side,
definition of prierities, conrdination of interactions

Product (hwner=  Whole project Leading of LitGrid tunctional team and is responsible for the e L1
System and Product Backlog feeding all 3 Scrum teams

Process Owner

Business Project start-up Rewview of project outputs ~72
specialists S Participation on analytical mectings. Provision of necossary

business know-how for spedific requirements,
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Role Project Phase ~ Cooperation
We see 3 individuals with approx. 24 houwrs capacity per week
Technical Project start-up Review of project outputs ~16
specialist Constriction Participation on technical mectings. Provision of necessary
know-how for specific requirements (integrations, APL .. ).
Provision of LifGrid infrastructure
Testers Project start-up Preparation of test scenarios ~06

Construction

Client-side testing of sprint ourputs

We see 3 individuals with approx. 32 hours capacity per
week
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Based on our experience we proposed the project organization described below. This structure is derived from
the standard Unicorn organization and updated to fully support the agile way of the development. 4s the project
has specific business background, which expects higher knowledge we amend the basic roles defined by the Scrum
methodology (Scrum Master and Product Owner) especially by the business architect and software architect.

7. Project management

Unicorn is reacdy to support all the business tasks by the experienced capacities,

We expect Lo involve experts thal were introduced during the pre-gualification phase. However, we reserve the

possibility to change them before the start of the project with similarly gualified resources.
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7.1 Roles description
Role Descriplion
supervisory Board
Production  Direct the project, supervise the project mandgger. Counterpa rts o LitGrid Profect Owner
Manager, They both report to Managing director.
Acvount
Manager
Development Team
Produck The Product Owner role is nominated by the Customer. The responsible product owner leads the
Owner Custonzer's functional team and is responsible for the Product Badklog, The product owner also has the

responsibility for the finctonal architecture, The product owner will be spending most time and cffort
during the Requirements Analysis and Solution description untl the user stories are being handed over
o the constriction phase.

This role is held by LitGrid System and Process Owner

=50 =



Litgrid

S UNICORN

% Litgrid

Energy Balance and Ancillary Services Mansgement Information System

Technical Offcr

Role Description
Project The Project Manager role plans, manapes and allocates resounces, shapes priorities; coordinates
Manager interacticns with customers and vsers, and keeps the project team focused. The Project Manager also

establishes a set of practices that ensure the integrity and guality of project documents.
The Project Manager role s responsible for managing activities and team leading om the project, acting
aw a single polnt ol contact for the customer,
Counterpart to LitGrid Project Manager,
Business The Business Architect role leads and coordinates requirements analysis and user stories specification
Architect clogely with the customer product owner and customer functonal teamy, One of the main
responsibilities is to prepare high level estimates and help with the creating of Product Backlog and
prioritization process.
Partakes mainly in Solution Description stream.

Test The Test Manager role is wshked with the overall responsibility for the test planning related o each
Manager apring and also for the planning of the oversll scceptance tests, The role nvalves quality and fest
advocacy, resonrce planning and management of issues that impede the est elfore

Software The Software Architect role i responsible for the solutien architecture, which ineludes the key
Architect technical decisions that constranm the overall design and implementation forthe project.

Release The Release Managzer role is responsible for the overall contimuration of the infrastructure and
Manager environments for the product development team, The release manager cooperates with the software

architectand serum muster t fully support the agile development process.

Security The Security Officer role is responsible for independent project governance from security perspective
oflicer [project compliance with security process and standards). The security officer 5 nota member of tem
and reports to Unicorn Chiel Scourity Officer.

3x Scrum team

Serum A serum master is the facilitator for an agile development team. He is responsible Tor helping the team

Master [ reach consensus for what can be achicved during a specific period of tme, helpimg the tesm o neach
consensus during the daily scrum, kelping the team to stay foco=ed and follow the agreed-upon rules for
dailv scrums, removing obstacles that are impeding the team's progress and protecting the team from
outside distractions,
Scriem Master is pomingated from the scram leam,

Analyse The Analyst role analyses and designs user storics for defined sprint and participating on the

 developmentas metadata developer within our products under the supervision of the BA

Developer The Developer rale is responsible for developing and testing components, in accordance with the
project standards, for intcgration into larger subsystems, When special tosting components, such as
drivers or stubs, must be created to support testing, the developer is also responsible for developing
and testing the test components and corresponding subsystems,

Tester The Tester role s responsible for identifying dnd defining the required tests, performing the tests and
mionitoring of the testing progress, recording results in cach best ovele and ovaluating the overall quality
a% a result of testing activities,
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Tight cooperation and good communication are essential for the success of any project. The communication and
escalation rules will be approved during the project kick-off and continuously fine-tuned. These rules shall cover:

Energy Balance and Ancillary Services Mansgement Information System
Technical Offcr

7.1.1 Project communication and escalation path

+  Communication and Escalation rules, including regular hierarchically oriented Strategic forams
« Strategic forum definition (stakeholders, customer representatives, vendors managers)
*  Lists of the contact persons and their competencies

Following figure captures proposed communication and escalation scheme,

(RIS Ut

i — ¥
LiGrd Managemeni Hanasgnyg Direcins
i — § g
Primecl Dwrisd Pty clion Mpnaged Acrnun] Mecages
8 & — &
Pradcl Dmme  Penjeci Manage Pimjmrt MEnaygmy
GO pelalo]
s
Projmel TaEn Brogr Teas

Highest = Top management level
Mot foreseen = only for most critical Issues.
Supervisory Board

Repular meetings Lo check project progress, approve project milestones or chanpes above project level tolerance.,
Under normal circumstances, the highest governing body of the project making decisions escalated by project
managers. Comprises Project Owner on LitGrid side and Production Manager with Account Manager on Unicorn
side,

Project management level

Project management level is represented by the Project Manager with Product Owner on LitGrid side and Project
Manager on Unicorn Systems side. Main responsibilicy is to check on regular basis the project direction, risks,
future planning, agile way of working and Customer satisfaction.

Project level

This level represents the daily communication between the specialist during the Solution Design and
Implementation track works.

*  Solution Design (Solution Description)= communication (s arranged mainly between the LitGrid team
reprasented by Product Owner and Unicorn Development Team represented by Business Architect and
Software Architect.

¢ Implementation track — during the sprints Development Team on Unicorn side communicates on dally
basis logether with Product Owner and Project Team on LitGrid side.

Issues and risks that cannol be resolve on the project level are escalated Lo Project management level.
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45 Project Meetings

Following meetings will be scheduled on regular basis to ensure information sharing, management and reporting
during the project. Meetings with LitGrid participation are held onsite, using videoconferencing or as combination
of both,

| Project management meetings
Periodicity Duration Goal Supplier LitGrid Participants
Participants
Project 1/ project 4 hours  Presentationof  All team members Al team members
kick-off upcoming Phase
goals, plan and
grganisation
Meeting of team
members
Steering Monthly 2 hours Frogress Steering Steering committze
commitles reporting committee members
Phase members
5 i Other participants i

Other participants  needed
Change approval  ifneeded

Integration  Weekiy 1 hour System Integralion leam Producl owner
meeting / ' integrationand  members - '
External coordination of
St_atu.s_ sub-deliveries
assessment PT-ugrm

assessment

Rizk and issue

management

T2 Design meetings

Meeting Periodicity Duration Goal Supplier LitGrid Participants

Participants

Analytical 1-2/ 2 hours Elaboration of Business architects  Product mwner
mﬂﬂll‘lﬁﬂ week User Stories Bl.lﬂlﬂé&ﬁ EE!{pEl‘E
Technical 1-2/week 2hours Solution Software architect Technical Experts
meelings in Startup, architecture i nd ittt
e Elaboration of
otherwise - Security Architect
Technical
Stories
Technical test
archilectiure
Ad-hoc Ad-hoc 1 hour Resolution of As needed As needed
meelings specifle
problemsor
open issues
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7.2.3

3 sprints plannings ete. Per each sprint)

Periodicity

Puration

Implementation Phase meetings

Goal

Supplier

% Litgrid

Note: For Sprint-related meetings, pericdicity is listged per each scrum team {1, for 3 teams, there are 3 standups,

LitGrid

Stand-up Dally

mimites.

Last day
achlevements
Actual day plans
Dependencies and
obstacles to be

discussed
separately

Participants

All team members

Participants
M/A

Sprint
planning

1 f Sprint

1 hour

Conclusion on the
next Sprint backlog

All team members

Product owner

Sprint demo 1/ Sprint

2 hours

Presentation of the
Sprint deliverahles
{inerements)

All team members

All team members

Defect call 1/ Sprint

1 hour

Clarification of
priovity and
severity of
Identlfled Issues,
agreement on
Critical issues to be
fixed (preventing
Sprint acceptance)

Test Architect
Business Architect
Software
Architect
[Optional)

Product owner
Technical Experts
[optional)

Sprint
retrospective

1 / Sprint

1 hour

Discussion of the
cooperation during
the last Sprint

Improvement plan

All team members

All team members

Sprint

Closeout

1/ Sprint

1 hour

Demonstration of
fixes of Critical
Brrors, agreement
on sprint work
remaining,
acceplance of the
sprint

All team members

All team members

Golive
progress
meeting

Daily

during
gollve
period

1 hours

Check of Golive
procedure/checklist

“steps dure for the

day, plan for next
day, resolution of
any open points and
Issues

All team members

All team members

g 4% |

Project Reporting

Project progress will be evaluated continuously.
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= For Solution Design
= Fever Chart comparing volume of user stories designed and time elapsed
> Forimplementation track;
> Sprint Burndown Chart will be used to monitor the performance during partiouar sprints.
»  Following KPIs will be measured aftor every Sprint:
= Sprint delivery performance [Actual delivery vs, Sprint plan)

= Systematic lack of performance [scope not deliverad) would be escalated, Supplies will present proposed solution
o the Steering group,

= Cualicy trend

= SBystematic incresse of the number of issues above agreed tevel would be escalated. Supplier will present proposed
solution to the Steering group for approval

> Project Burnidown Chart will be ussd ton monitor the performancs of whole delivery project.

7.4  Risk management

Unfecorn is highly focused on proper management of risks, and we consider the management of risks to be one of
the key pre-reguisites for the success of the project. The risk management of the project shall be under the
responsibility of project manager who shall be responsible for the two key documents:

Risk management plan - defines process of risk management in terms of roles, responsibilities and work(lows
[or risk ldentification, analysls, and contingency planning. This plan is being setup during the project start-up
phase.

Risk log - the list of all project risls and for each rish there is described a set of attributes like: [D, Name, Impact,
Probability, Description and for each risk there are defined set of mitigation and contingency strategies.

As a part of project inltlation, the draft of risk lHst 1s created, It is than continuously assessed and remedial actions
are taken accordingly. Unicorn generally divides risks into following categories:

*  Project management risks
*  Business-related risks
*  Technological risks

Management of rislks is emphasized among other project management activities, Following principles and
procedures will take place to lower the project risks to a manageable level:

> Start-up phase outputs minimise the key project risks

»  Projectgovernance principles ensuring goad risk visihility and effident mitigation environment

> Information sharing and cooperation among all parties involved into the project ensure early risk identification
> Technological risks are proactively mitigated by prototyping key solution components (Proof of Concept)

> Scope revisions included in each project phase keep the expectitions clear and stable

>  Risk mitigation measures shall be decided and approved without unnecessary delays

> Risk managemént reporting on regular Basis (3s part of weekly project status report]

7.4.1 Risk classification

Project risks are classified according to thelr potential impact and probability, This classification ensures that
project team effort is focused on the right things and mitigation measures are relevant to their purpose,
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7.4.2 Risk Management Process

The following process ensures pood management and reporting capability of actual risks and mitigation measures.

Riegk Identification

1

Analysis

= (::]..

Mitigation
L
= [
Evaluation Status meporting
)
Wit aetual
Risk mitigated?
¢ VS
” N .:.. l-:'_-\.
— E— L5
.a"ff
Brchivation Rish matigated

7.4.3 Main project risks

+  Lack ol overall client testing and acceplance stage = the system will be tested in parts, but no time s
dedicated to testing the whole solution, esp. in light of integration with other systems (be it other LitGrid
ar 3 party systems) and to acceptance [potentially with operational trial). This risk will have to be
addresses early in Startup phase, as it can influence overall project approach and Test Strategy.
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¢ Too many changes and issues — While the change 15 nevitable In any [T project and even welcomed,
when it comes from users exposed to the system being built, itneeds to be accommodated toin systematic
manner in project with fixed deadlines and fixed price. For this purposed, contingency [schedule buffer)
needs (o be Incorporated to the project schedule. Unicorn accepts the required spllt into sprints - we
suggest incorporating the contingency via Preliminary Sprint Plan, allocating user stories representing
full scope of delivery as of Start-up phage to first 80% of Sprints, keeping remaining 20% of sprints initially
empty, Usage of contingency will be monitored - it [s one of the project health metrics used by the Project
Manager.

Energy Balance and Ancillary Services Mansgement Information System

Technical Offcr

*  Tight project schedule — wide scope of functionalities that needs to be developed. High level of
cooperation and pragmatic approach is expected. All functionalities will be implemented using the
simplest way fulfilling of the requirements

+  Capacity allocation - tight project schedule also means, that there will be shaort time for allocation of
proposed team. There is a risk, that some of the proposed specialists will not be able te join the project in
expected schedule. [n this case Unleorn will propose different resource with same or betler experience.

*  Usage of non-standard data formats in communication = usage of other then ENTS0-E formats will
require custom modifications Damas MMS,

*  Getting feedback from users late in the project - we encourage LitGrid to invelve potential users not
part of regular project /test team (also from side of market parties) as soon as possible in order to get
fecdback on the usability as soon as possible.

¢ Missing operational trial = we would like to sugzest adding a simulation of the real operation of the
system prior golive to verify that the system is ready for live operation
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Essential part of every Unicorn delivery Is to prepare training materials to cover all important aspect of the
delivered system, Goal of these materials is o provide necessary set of knowledge to our customer so the users on
customer side are able to correctly use new information system.

Energy Balance and Ancillary Services Mansgement Information System
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8. Training

Training materials are usually compiled from set of user guides as a result of the implementation phase. These
user puides with examples and demonstration of the systemare presented to the agreed group of users by the end
of the construction phase (before the acceptance tests and production use),

Usually, this presentation can be done on-site or remotely by the videoconference system, based esp. on the
pandemic situation,/policles and mutual agreement.

Unicorn expects to provide trainings listed in the subchapters below. List of expected users will be agreed between
custamer and supplier during the implementation phase. As a part of these discussion supplier will also provide a
summary of required skills for different type ol user (System user and System administrator].

B.1.1 Damas MMS Platform Introduction Training

In the very beginning of the praject, during the Start-up Phase, LitGrid team members will be given training
covering following:
e Damas MMS Platform overview and architecture
o Userinterface components and usage principles
o Helevantshared functionalities of the system
User authentication and management

Logging
Message monitoring

Awailable Functional components

Business modules to be used for the System
Damas Development approach

Basic Design and Development technigues

Goal of this training is Lo prepare the team to design, build, test and cperale the solution according Lo the product
based development practices. Estimated extent is 4 hours. Tralning materials are provided in a form of PowerPoint
presentation OR demo.

8.1.2 Project Organisation Training
During the Start-up Phase, the LitGrid team members will be given training covering:
* Project organisation
& Structure and who is who
= Communication matrics
= Regular meeting schedule
=  Project plan
#= Ticketing tool usage including the life cycles of used Ticket types

Summary of the training will be presented in the Delivery phase kick-off . Estimated extent is 2 hours. Training
materials are provided in a form of PowerPoint presentation.

8.1.3 Test team training
Before the LitGrid Test team members will take part In the testing the team will be glven tralning coverlng:

e Damas platform introduction (toa necessary extent given by the number of new team members and their
skills)
o Userinterface components and usage principles
= Relevant shared functionalities of the system
= User authentication and management
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=  Lopging
= Message monltoring
+ Tesling Strategy and Plan
& Supportive tools and issue reporting rules
Goal of this training is preparing for smooth testing. Estimated extent is 4 hours. Training materials are provided
in a form of PowerPoint presentation accompanying standard Damas MMS documentation.

8.1.4 User training - Admins, System Users
Before the Go=live operation the Operators will be given the System user training covering:

¢ Damas platform introduction
= User interface components and usage principles
5 Relevant shared functionalities of the system
= User authenlication and management
=  Lopging
= Message monitoring
-
= System Solution overview
+ Particular functional module Business Processes (happy day and alternative scenarios)
Input data handling
= Processing of auctions and predictions
= Distribution of results
Reports
+  Error handiing
Training focused on System dally operation and usage. Goal of this training Is preparing for smooth execution of
all business processes. Estimated extent is 1 day. Training materials are provided in a form of PowerPoint
presentation accompanying standard Damas MMS documentation, approved User Stories, User Guide.

)
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9.1  Solution overview

The proposed solution will be built on the Damas MMS platform - a commercial nﬁ-thu-ﬁhr.lfprndwct by Unicorn
Systems designed to support business processes of transmission system operators and market operators,

Damas MMS platform was desighed and developed by Unicorn’s architects based on long-term experience with
custom information systems development, particularly for the power industry and for TSOs. The platform employs
the latest development technologies and is well-proven in large-scale installations running in production
environments. The platform allows for highly productive implementations and offers exceptionally large
configuration options. All parts of the platform are designed to make confliguration of business processes as easy
as possible.

The platform design was driven mainly by the following technological requirements: high fexibility, extensive

customizability, high perl’urmamm high reliability and availability, transparency and security, and standardized
interfaces with the external environment.

9, System architecture

Logical view

Integration API

User interface
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9.3 Main architectural principles
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Base technologies and standards
The Damas Platform is built on the following technologies:
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The Damas Platform supports, among others, the following standards:

Security

Communication

Data representation

9.5 Environments

Based on requirements and our experience from previous Damas MMS implementations, we assume the following

environments will be used during development and operation of the system:

Environment
DEV-development

Purpose

Used by the development team to
configure and customize BMS,

Where deployed
Unicarn premises

TST-testing

Wsed by the test team to perform
internal system testing and
integration testing.

nicorn premises

DEMO-demonstration/  PAL-
instruction / PRE-PROD-pre-
production

Test environment will be used for
delivery of the sprint results for
customer tests and will be used
for demonstrations and learning
of system functionalities by
Litgrid users. We propose {o use
thissctup of environments, but we
could apree on the addition of
enviranments according w the
Litprid needs during the kick-off
of the project.

Litgrid premises

PRODUCTION

Environment will be used for
deployment of already accepted
user stories and will be used for

acceptance testing. This
environment will become the
production  envirenment after

successful acceptance tests,

Litgrid premises — deployed (n
two locations for HA and DR
purposes
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Unicorm premises Litgrid pramices
E " E " % " %
DEV TEST Pre—Rrod Brodoction

To minimize the risk of using an incorrect environment, the user interface of each environment uses specific
conflgurable colour scheme. An example of such scheme for 2 environments (Test and Production) from one of the
Damas MMS installations is shown in the following ligure.

0.6 Infrastructure

infrastructure is designed with respect to Litgrid non-functional requirements, requirements and typical Damas
MMS infrastructure principles described in 12,20 Infrastructure.

9.6.1 Deployment view

The infrastructure of a solution built over the Damas MMS Platform is designed to guarantee the required response
Limes, availability, performance and security of the whole selution. The design of the hardware infrastructure uses
load balancing with no single point of fallure (SPOF) and database and application clusters.

The system will be deploved in two datacentres,

Both datacentres will act as active from application point of view, so applications can run on both datacentres
simultaneously, From database point of view, primary datacentre will act as active with failover possibility. On
secondary datacentre standby database will be deployed for case that primary datacentre disaster.

It is required low |atency between all application servers and database. Required latency is 1 - 2 ms.
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The deployment structure is based on the following key principles:

Virtualization - All servers are virtualized using the VMWare hypervisor technology except database
servers. Database servers will be installed on physical servers, Based on our experience with already

successfully implemented Damas MMS projectls, we recommend usage of VMWare virtualization
technology.

Two environments - There are 2 main environments provided (Production and Pre-Prod). The
structure of all environments s the same, bul non-production environment is not as powerful and
redundant as the production one. For detalled numbers and server's configurations {number of
machines, cores, RAM and Disk capacity), please refer to the next chapter.

No single point of failure (reliability) - Each element of the target deployment consists of doubled
virtual (or physical = in the case of the production DB) servers to provide high avallability and faule
telerance (please refer also to the next chapter). The database servers are opera Led in active -passive
mode, all other elements are operated in active-active mode with load-balancing of incoming requests.
In case of a fatal data centre failure, the operation can be switched to a secondary datacentre. For
database DR see chapter and subchapters of 9.7 Data backup, restore, high availability.

Replication of data between data centres - The replication will be ensured utilizing the Oracle
DataGuard by asynchronous redo shipping, Note: The setup of the asynchrenous replication influences
the RPO.

Scalability - The whole solution Is both horizontally and vertically scalable, Le., new virtual and/or
physical servers can be added as well as existing servers’ configurations can be upgraded resulting in
almaost linear performance increase, The only exceplion is the database server, which will not be
operated In active-active mode, so this server can only be scaled vertically,
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Security — To achieve high security standard, each element is deployed to a separate VLAN so thatitis
isolated from all other elements by a firewall,

Windows Setrver 05 - The key techticlogy used to implement the Damas MMS platform ls-

Infrastructure contains following server categories:
System Modules

+  GUI portal - includes frontend for internal Litgrid users and Damas MMS administration use cases for
system administration, design with respect to "inline coding principles”,
Sync logic servers {backend) - Synchronous business logic servers serving front-end requests. Also
includes frontend for Damas MMS administration use cases for system administration, design with
respect to “inline coding principles”, Responsible for execution of synchronous tasks,

- Asynchronous business logic servers of the following types:

a2
1]
Database servers - database is the main system database storing all the dﬂtﬂ.

Supporting servers:

[u.mp server is used as a single- entry point Lo the Infrastructure for administrators, For security
purposes, iLis nol possible Lo aceess the infrastructure directly even via VPN or L!tgﬂf.f internal network.
Administrators must first log in to the jump server and then they can access the infrastructure from the
jump server,

There is only a single jump server provided in every data centre (i.e., 2 jump servers in total),

o We assume, that each jump server can manage infrastructure of both data centres, so the jump
servers are redundant when considering both data centres.
o We assume that the jump server will be configured so all relevant environments are accessible
from it
Logging - Log analysis & storage server is used to gather application logs from all the virtual servers in
the data centre using the technologies basedonthe "
This server is not redundant, because it is not a critical part of the infrastructore,

Mamitaring ~
Storage:

9.6.2 Disaster and recovery

It is general pattern, to build disaster and recovery site in geographically separvated loeation. Tt solves situations
where primary site or entire primary locatlon s in disaster. Trade-off of this solution s high latency. So, the DR
site works like hackup of entire solution,
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According to non-functional requirements, Litgrid requires 1S to be npwahie in HA architecture. In this case, we
offer to use two datacentres simultaneously, and active database server will be in pﬂmary datacentre. In secondary
datacentre standby database will be installed for disaster purposes.

Tn case, that primary site fails, switch to secondary site in is initiated, Even that activation can be scripted, switch
is manually initiated.

Hardware

Three physical servers for virtualization VMware vSphere Enterprise Plus, Two servers for production, one server
for Test :imi».wg;s_:mﬁng' services, Required configuration:

‘Twao High avallable SAN for database servers (primary and secondary site):
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Sizing note: sizing is designed according to Litgrid requirements and Unicorn experiences from other already
successfully delivered Damas MMS systems, Detailed sizing (CPU, RAM, servers count, storage...), third-
software licences will be finalized during detail design phase when system real volumetrics will be clear.

9.6.3  Virtual servers
The following tables provides information about the resources hosted on the virtual servers:
Production environment - Zx - two sites (two datacentres)

9.6.4 Licences

Licences for database servers::

Licences for Application servers:
© VMware
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Although the recommended licence for DB servers i

There was confirmed by Litgrid during the negotiations stage that all requested licenses will be provided in
advance by Litgrid without any impact to the Unicorn costs. Due to this fact the licenses costs for the infrastructure
were removed from the Annex 2 FINAL TENDER document.

9.7  Data backup, restore, high availability

9.7.1 Backup
Database backup

Database bacltups are performed using

L

We recommend using two separate backup solutions for each of the datacentres.

It is recommended to perform full database backup once per week, incremental backups daily and archive log
backup continuously. This will provide the best time to recaver (RT0Q), minimize data loss (RPO] in case a database
restore is necessary, while minimizing impact on performance and required storage space.

Database baclups will be kept on long-term storage solutions (such as tapes) for a predetermined period of time.

qwill automatically keep track of backups which are necessary and will mark others as redundant. This can
further optimize storage space usage with no negative impact on backup integrity.
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9.7.1.1 Database backups and archiving

Additional backups of this data would then be redundant and are automatically skipped iF the [atest version of this
part of the database (s already backed up. This is one of key optimizations of backup performance and its storage
requirements when the database starts growing larger over time.

9.7.1.2 Application servers

Backup the entire virtual machine. File containing wirtual disk of application server can be backed up using
standard tools.

In case of failure, last snapshot of virtual machine is restored, and the virtual machine is restarted.
Mo installation is necessary,

Depending on backup frequency, only the latest logs since the last transfer to logeing solution will be
tost,

Time to restore will depend just on the slze of the virtual disk and speed of the storage, based on our
experience the time of restoration of the snapshot ranges in minutes.

9.7.2 Database restore

Theentire database orits individual parts can be restored from backupat any point in Gime.

Backups can also be restored to other separate databases, If required. This would allow for off-site testing, for
example,

It is also recommended to keep portion of the backups locally, on storage easily accessible to the database server,
This might highly increase the restore performance and availability of the backup.

Good practice is to perform regular tests of database restore in order to keep track of time-to-recover and
certifying the solution’s functionality and stability.

9.7.3 Database disaster recovery

The primary database is "active” and as such s used by the application servers, while the stundby database is
maintained synchronized. Only one of the databases can be active at any point in time, to énsure data integrity.

The role of both databases in this configuration can be switched almost immediately. The standby database would
become active, and the former primary database would become standby,

If primary database becomes unavailable for any reason, the standby database becomes aware of this and assumes
the role of the primary database. Application servers are then automatically reconnected and start using the
former standby database. This entire operation typically takes less than a minute and causes minimal disruption.

Additionally, data changes do not need to be propagated immediately on the standby database but may instead be
delayed. This isa good practice Lo further safeguand the database against logical or human errors. Data changes
always arrive at the standby database instantly but are not immediately applied to it IFf at any point, portion of
data is lost at the primary database (atable is dropped by accident, for example), the replication process can simply
be paused and the data safely and easily recovered from the standby database, as it effectively becomes an older
copy of the primary database, The synchronization can then be resumed withoul any disruption to the system,
This is typically much more preferable to a full-scale database restore, which weuld otherwise have to be
performed.

The functionality of the standby database also extends te covering any physical data corruption issues. If a
transaction log entry is corruplted alter (Uis wrilten to disk, it would have arrived on the standby (o this stals. The
standby database then cannot apply this data change and safely discards it. This is very important as the standby
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database affectively also serves the purpose of dala corruption prevention. This is typically combined with similar
checks on other layers as well.

9274 Database high availability

The database remains highly available using optional active-passive failover and also using the same technique
and set of features described in section Database Disaster Recovery cross more datacentres. It does not require
any additional hardware support in other layers (such as SAN storage replication ). These can however be used in
combination or on top of the proposed Bauﬂuarﬂ-h:sed configuration to further increase resilience and
a'l.raila bility of the system but may not be as cost-effective. Passive node can be also optimized from licences  point
of view.

Synchronization of both primary and standby databases (s done virtually in real-time. Switching to start using the
standby database instead of the dﬁignated primary typically takes less than a minute, Forward application to
switched database (activated standby as primary) depends on infrastructure possibilities. But from application
point of view will not exceed one hour.

Switching the roles of databases can also be done in order to perform system maintenance, hardware upgrade or
any other similar planned outage on the databases,

9.8 Monitoring

To provide high availability and reliability of the software, it is important to actively prevent possible problems
using high-quality infrastructure and application software monitoring.

9.8.1 Batch [/ asynchronous servers

A very important tool for active monitoring is the management of batch servers, integrated directly into the Damas
Platform environment and available to system users with appropriate privileges. This solution provides not only
functions for the monitoring of the load of individual batch servers, but also tools for an active control of running
processes and far modifications of the batch cluster configuration.

An overview of the state of individual servers (called here by their logical title "execution units”) is displayed in
the following figure.
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The standard configuration of the menitoring solution keeps track of more than 20 indicators, the most impartant
of which are:
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server avallability

CPU and RAM usage

Free disk space, tablespaces space usage in DB
Application availability

Datahase availahbility

Response Lime of the application

Error occurrence in logs

9.9 Alignment with Non-Functional Requirements

9.9.1 Requirements for the Software and Architecture

This section describes the requirements [or the System architecture, that include technological equipment and
software which must ensure technological independence (may be based on open technologles or standards, 1.e,
the Supplier mayv offer equivalent technologies that meet the requirements] and functional according to the

principle of 24 hours a day, 7 days a week, 365 days a year.

Requirements

NFR-1 | The System must be implemented according to the | System is designed in 3 level architecture:
ar‘c?}teﬂ:ure dmtr:;ck:;l u:‘ atl Ieas::. t:!ree [ levlels aof o Datibass
2 S [ NS, T B B e e R = Application level (synchronous and
interface level), The System must be able to configure
; e asynchronous part)
and  extend each of these levels individually, &  ProntEnd spoileation
independently of the other levels. ke s o)
Scaling and usage of HA architecture at all
individual levels of application is possible,
Description of High Avallability and no
singie point of fallure see chapters:
* 96 Infrastructure
e 901 Deployment view
= 1220 Infrastructure
NFR-2 | The System could be based on COTS (commercial off- | Damas platform is a licensed product which
the-shelf], a standard configurable product The | is sold as a platform and ready-to use
software could be standard products or modules with | product  with  defined  functionality.
elements, . e. sold as standard licensed software | Extension and integration is done via usage
andfor  open  architecture  software  with & | of APT and changing metadata of business
development plan independent from individual | logic of target system. APl and metadata
customers, lifecyele, and support, allowing It to be | development [s available for any system
developed, without help from the Supplier, by adding | administrator.
F"'"Ct_m"a]it}r{ adgptm_g o e nrgm_liml:mn&l needs Also, please refer 9.1 Solution overview.
and integrating it with an integration platform or
other information systems.
NFR-3 | The system must be a Web Application. Dams MMS has web GUL For more details,
please refer chapter 9.2 Logical view,
NFR-t | The System's user interfaces must be compatible with | GUI does not need any additional software
the following browsers: excepl web browser.
* Google Chrome (from 86 to the latest released | All mentioned browsers will be supported in
version prior to the initial stage of the System | mentioned versions up to their versions
installation, Microsoft Windows 05}; existing at the start of last implementation
» Microsoft Edge; sprint before UATs. Modifying the solution
to support later versions of browsers or

=Tdx
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= Mozilla Firefox [from 82 to the latest released
version prior to the initial stage of the System
installation, Microsoflt Windows, Apple Mac 05 X
Linux-085).

other hrowsers will he subject of evolutive
malntenance.

For more details, please refer chapter 9.3
Main architectural principles

NFR-5

The System must operate on the most common
Windows or LINUX operating platforms or their
equivalents:

= MS Windows Server 2016 and a newer version;

» Oracle Enterprize Linug 7.4 and a newer version,

Application s implemented

System uses database, which
can be deployed en MS Windows as well on
Linux. For more details, please refer chapter
9.6.1 Deployment view

NFR-6

The System must operate on one of the following
database platforms or its equivalent:

= MS S0)L Server manufacturer supported version not
older than 2016;

» Oracle Database Server 12¢ and newer.

is used as a primary
database by Damas MM3.

NFR-7

The System software must be installed on the server.
No components of the System shall be installed on the
user's computer (workplace], except for an additional
generic software component may he installed on the
user's computer 1L when connecting to the System,
such a software component is offered for installation
which does not require the aquisition for Customer to
pay usage fees of additional licences or knowledge,
and If such a software component has not been
previously installed.

Software is installed only at dedicated
application and Database servers. User and
external systems interact with application
using Web-hased GUI or application APL

For more detailed information, see chapters:
= 9.7 Logical view
s 93 Main architectural principles

NFR-8

The logic of the System opemabion must be
implemented on the server, the user's computer must
fulfil anly a graphical representation task.

Supported. See answer [ur NFR-7.

NER-9

The System must have a graphical interface through
which 1t 15 possible to view and perform actions with
the System’s functional objects,

Supported. See answer for NFR-7.

NER-
10

The System must have a possibility to implement the
data layer in the form of the file system for operating
systems, databases, data storages or repositories. At
the data level, different data sets need to be integrated
into one unified data exchange process using
components al the operational logic level.

Supported. All system data is stored in
' ' database. Database
could operate on Windows or Linux typical
file systems . This
allows to migrate whole data in database
even between different operating systems.

MNFR-
11

The System operations in the database can only be
performed through the System application layer, Le.
direct execution of 5QL (Structured Query Languagze)
commands in the dalabase must be disabled,

who has aceess W system database and
appropriate permissions could execute SQL
queries,

=Td =
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MFR- The Systemn compenents and the internal and
12 external component integration must be implemented
on the basis of the following and other S0A [Service-
Oriented Architecture) principles:

» Standardized service contracts - services must be
harmonized according to the same contract-interface
design standards. The services must comply with a
communication agreement, which must be described
in ong or more service descriptions and related
documents;

* Service loose coupling - service contracts
(interfaces) must set minimum requirements for
interconnection with their users, and the services
themselves must be separated from the environment.
Services must contain relationships that minimize
dependencies and require only that they maintain an
understanding of each other;

» Service abstraction - service contracts must contain
oniy essential information. Service information must
he Timited to what is stated in the service agreement,
The internal logic of the service must be independent
of information that is not described in the service
comkract:

= Service reusability - the logic of service solutions
must be independent of business processes or
technology. The logic must be divided into services,
encouraging their reuse;

= Service autonomy - services must perform at least
the basic control of thelr operating environment

Services must control the logic that encapsulates
them;

» Service statelessness - services must minimize the
usage of resources. Services must postpone
management of thelr status Information upon need.
Services must minimize the specific information
stored for the actlon;

= Service discoverability - services must have
communication metadata assigned to them, according
Lo which these services are possible to be efficiently
located and interpreted. Services must be designed so
that they can be detected using the service search
tools available in the System,

= Service composability - services must be effective
participants of a composition, regardless of the slze or
complexity of that composition., When forming
composite services, it must be possible to create and
coordinate service sets.

Supported. Damas MMS uses Web Service
APl as main  commubication channel
bhetween internal components of the system
and as a communication channel with other
systems.

Web Service module is implemented using

All reguired principles are supported:

»  Service contracts are standardized
and documented

& Services are independent
Internal implementation is not
available for external users

& Services are reusable and
discoverable

NFR- The System must be able to support the data of several
13 different  partners {eg  company, division,
department, unit, etc.] at the same time:

All system data is stored in one single

Database. Avallabiity of this data to all
invelved parties is configured in Damas MMS
based on role permissions. Damas MMS
provides ability to assipn any number of

=Th=
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= It must he possible to share the resources of
individual organizational units and the data of
databases of individual organizations;

« [t must be possible to see both ageregated data for
different organizational units for all organizational
units and data for each orgamzational unit separately.

roles to given user. It is common that user
has more than one role (eg, Market
Operator and System Administrator). Based
on those roles, data would be available to
this party.

All necessary data would be available to
users with respective roles.

NFR
14

The Svstem must be able to automatically retrieve
data from Microsoft Active Directory Domain
Services fAzure AD according to AD structures,

Damas MMS provides the ability to
authenticate against Active Directory via
entering username and password as well as
AD 2FA.

For more details, please refer chapter

9.4 Base technologies and standards

NFR-
15

The number of data records processed in the system
must not be limited, except for those limitations that
result from the parameters of the wvirtual
infrastructure and system software used.

Amount of processed data by the system is
limited only by used Hardware and
performance of system itself.

NFR
16

The System must have means to ensure Single Data
Entry, i.e. when entering a certain data value, such as
an address, It would not be possible to enter duplicate
values for the same 15 object, etc.

Data validation is a standard functienalicy of
Damas MMS platform. Validation rules are
defined accordingly to specific requirements
and need to be nepotiated during project
phase.

NFR-
17

The System must not contain Hard Coded data which
would require the services of the Supplier in order to
be adjusted and for changed.

This data could be modified any
fme using Damas GUIL

NFR-
18

The System must be able to export all nen-graphical
collected and generated darta in the specified format
[Excel), or it must be possible for other systems to
retrieve them for the analytical Lool used.

Data View information could be exported to
excel directly from GUI by user using “Export
data” functionality. Any received or zent data
could be exported in form of ¥ml file. Dala
could be also exported to other system using
Damas MMS5 APL Mare complex data export
would require specific implementation,

NFR-
19

The hardware and software platform specification
specified by the Supplier must guarantee that when
the Customer purchases the specified hardware and
software platform from both the Supplier and third
parties in accordance with the specified specification,
the System software will meet all technical
requirements, Including efficlency requirements,

Unicorn effers in its proposal both HW and
SW specifications which are considered as
sufficient to cover all requirements in
performance and reliability of Tuture system,

NFR-
20

The internal architecture of the System must be
adapted to maintain the availability of the System for
at least 98% of the time all year round.

The system will be run 24/7, 365 day per
yvear with availability not less than 98%.

Please note that Damas MMS is capable of
dellvering avallability ewven higher than
00.9%, as proven in existing deployments
across European TS0s.

Description of High availability and no single
polnt of fallure see chapters:

® 96 Infrastructure
o 96,1 Deployment view

=Th=
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s 1220 Infrastructure

NFR-
21

In the event of an incident that causes the System
software to be restarted (e.g., power outage, etc.), the
software must run automatically without human
intervention, and the data entered Into the System and
processed  during  the Incident or the software
configuration data must not be lost, (The requirement
does not apply to data entered in the portal faccount
filling fields but not yet saved at the time of the
incident].

After unexpected restart system will be
configured that all services automatically
starl.

All finished transaction are immediately
stored inte database. System or server
reboot will have impact enly on currently
processing data which are not yet stored into
database.

Description of High availability and no single
point of fallure see chapters:

s 90 Infrastructure
= 961 Deployment view
o 1220 Infrastructure

NER-
22

Drata backup procedures must meel the requirements
for System performance,

Supported. Automalic system  backups
would be configured to run at dedicated
{agreed during project phase) time slots to
minimize impact on system's performance.
Strategy with full and Incremental baclups

NFR-
Z3

When creating a backup or archive of the System, the
transactions performed on the System must nol be
lost and data processed, ie., before the backup or
archive is created, all the transactions performed
must be completed and the entered data must be
saved.

All data of the system are stored within a
single backup
solution ~ guarantees full data
integrity when performing these operations
without system outage.

Data archiving 15 done In bulk and in a
consistent manner. Only data marked for
archival are switched to read-only mode and
this is done in bulk, i.e, all at the same time.

MR-
24

The System's technical infrastructure architecture
model, proposed by the Supplier, must be able to use
aload balancing service {loadbalancer),

Load balancer is supported at application
layer.

Description of High availability and no single
point of failure see chapters:

« 9.6 Infrastructure
* 9061 Deployment view
o 12.20 Infrastructure

NFR-
25

The System must be adapted to support proper
physical duplication of servers, equipment clustering,
and storage in at least two server repositories.

Supported. Physical duplication of system
compoenents Is possible and HA solution
which contains two HW locations is offered.

Description of High availability and ne single
point of failure see chapters:

s 96 Infrastructure
¢ 961 Deployment view
» 1220 Infrastructura

MR-
26

It must be possible to work with the System while
performing other tasks, such as actions of batch tasks,
registralions, user actions, excepl for the actions of
the System Administrator, must not block the actions

Web based GUI natively support multi-user
environment. Damas architecture is natively
designed Lo support asynchronous way of
worle for long running and resource-
dependent tasks.

=TT=
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of another user and must not affect the performance
of the System, etc.

Long running tasks work in background at
dedicated calculation servers and do not
effect on performance of other users and
tasks,

NFR- The Supplier must ensure the operation of the backup
27 System so that the System recovery meets the

following requirements:

= Recovery Time Objective (RT0) shall not exceed 6
hours;

« Recovery Point Objective [RPO) shall restore data no
older than 2 hours;

o Data required for recovery shall be stored for 90
days when the archiving solution is not in use.

The Supplier should alse provide recommendations
on how to restore the integrity of the System data with
other related systems during its downtime period.

We are in compliance with this requirement

Proposed system is configured in a way that
enables to meet required RTO (& hours) and
RPO (2 hours],

The time to recover can be
pptimized to a couple of minutes, while
ensuring zero data loss. This also simplifies
recovery of the entire system, as no
additional data recovery is needed in order
to restore the system's operation.

If the disaster recovery cannot utilise the
standby database [Le., both datacenters are
inoperational), restore from backups can be
used instead, The time to recover would then
rely completely on performance of the
baclkup solution and the size of the database.

The data restoration from backup is
execuled according to well-documented
procedure.

Data required for recovery could be stored

for pericd of 90 days. Exact retention period
would be agreed during project phase.

For more details, please refer chapters

= 9.7 Data backup, restore, high
avallabiliny

* 647 5LA-Service Level
Agreement

NFR- The System must be able to male backup copies of all
28 stored data both in the online and offline System,
meeting the speed requirements provided by the
System and without disturbing the work with the
System.

All data of the system are stored within a
single database. : :

solution. To  achieve  best  system
performance, is used defined backup and
restore strategy, which by default uses dally
incremental  backups and weekly full
haclkups, Time of backups is also confipured
ta run out of system peak hours. Time slots

=TH=
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and backup strategy will be clarified during
project implementation phase. Such backups
could be done when the system is online or
offline.

NFR-
29

The System must be able to set up automatic backup
according to the specified frequency, the specified
data storage location (logical drive, remote stations,
etc.), categories of records to be copied, records, as
well as perform backups of the entire System, The
frequency of copying will have to be agreed during the
Project implementation stage.

has all necessary configurable
sellings o automatize backup procedure
and perform easy change of configuration in
case of need [for example change backups
location at disk or networl drive)

See also answer for NFR-28.
For more details, please refer chapter

9.7 Data backup, restore, high availability

MFR-
30

The System must be able to set an automatic backup
performance schedule and frequency with the option
Lo select [(but not be Umited ta):

+ Backup storage location;

* Remote server.

Supported. supports wide set
of configuration setlings which  covers
required backup stralegy, See also answer
for NFR-29,

MFR-
31

The administrators of the System must be able to
initiate a procedure o restore System data from a
backup. Once the data has been recovered, a solution
must be in place to ensure that the integrity of the data
is maintained, ie. The System must implement
measures  which  automatically  check  that the
correctness and Integrity of the data has been
maintained during data recovery.

All data of the system are stored within a
single dalabase. Data are also always
conslstent upon write = this s ensured by

the data are then always consistent and
integrity is maintained.

MNFR-
32

The System must have a backup and recovery log. It
must be possible Lo view, save and exporl a copy of the
log to the repository and, if necessary, print the log.

which is used for backup and
restore procedure always produce step-hy-
step log which could be analysed and printecd
if necessary,

NFR-
23

The System must operate in the virtual infrastructure
provided by the Customer, When changing the
virtualization platform of the installed System, the
licensing and functionality must not change, L e. It
must be possible to move the System's virtual
infrastructure to any of the following virtualization
platforms, and it must be possible to easily re-migrate
to one of the following virtualization platforms after
moving  tn one of the following  virtualization
platforms:

» VMware:;

» Azure Hyper-V.

Based on our experience with other already
implemented Damas MM3  systems,
preferable  virtualization  platform s

For more details, please see:
# 9.6 [nfrastructure

= 961 Deployment view
= 12.20 Infrastructure

=Thx
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MNFR- The developed System must be harmoniously | Supported.  System  corresponds  all
34 integrated into the existing Information systems | necessary HA requirements. Please look at
infrastructure  and  must  meet  high  quality | chapters;

requirements, paying special attention to reliability
and availability. All essential application operation
assurance nodes must be duplicated.

& 96 Infrastructure
» 90,1 Deployment view
* 1220 Infrastructure

9.9.2 Requirements for the System’s Environments

This section describes the requirements for System's environments.

Requirements

MNFR- The System’s environments (DEMO-demonstration, | Based on our experience of other already
35 DEV-development, TaT-testing, PAL-instruction and | successfully  implemented Damas MMS
PROD-operating environments] must be separate | integrations, we  suggest to  split
from each other, the transfer of information from one | environments hosting between Unicorn and
environment to another must be documented and | Litgrid  premises.  Dev  and  internal
have parameterizable transfer mechanisms, TATITEST] we offer to host in Unicorn
premises as this will speed up development

PAL [Pre-prod) and Production
environment will be hosted at Litgrid
premises,

According to our best-practice expirience, at
first stages of development TST(TEST) may
be also used as DEMO environment. When
target infrastructure and environment will
be ready at Litgrid premises, PAL [Pre-Prod)
environment will be wused as DEMO
environment. Final configuration of
environments could be defined during
project phase and could vary depending on
actual situation. In the end all environments
could be hosted at Unicorn premises or at
Litgrid premises ifrequired.

All environments could be separated from
each other based on wsage of different
virtual nebtworks. Transfer of any data
between environments is always done on
demand and documented by release notes.

For more detail, please see chapter
9.5 Environments.

MNFR- The System must offer a possibility for the user with | GOPR principles are supported. Person info
6 the approepriate rights Lo sel the rules [or | o be depersonalized will be agreed during
depersonallzation of the System environments (based | project implementation stage,
on the General Data Erntectiun Regulation) and | gor more details, please see chapter
configure the System environment,

12.12.3 Other.
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MNFR- The System must have an automated process to | Damas MMS natively designed to migrate
37 transfer changes rom one System environment to | business configuration named “"Metadata”
another, It must be possible to move all or part of the | between environments, This process s
changes (without Hmitation); automated in form of Wizard, Metadata
» Processes: contains:
» Data; = Processes
) : = Configuration
» Configuration; »  Parameters
= Parameters, Business logic
The automated process must be configured with the Instance configuration
ahility to transfer changes only to the intended | paey oF instances could be migrated using
processes or madules. Damas MMS user interface by export and
copy-paste of necessary tabled data
between environments using Damas MMS
GULL
Full data migration could be done by cloning
of database.
NFR- The Supplier must prepare all environments | All environments will be created and
38 according to the rules, at the analysis stage, [ maintained according to agreement with
coordinated with the Customer. customer during project phase.
NFR- TST and PAL environments must be able to test | Integration with other external systems will
39 interfaces with other systems or systems of other | be established at all necessary Pre-Prod
participating partners. enviromments. Set of those environments
will be agreed with customer during project
phase.
993 Requirements for User Interface and Ergonomics (Usability)

45 UNICORN

This paragraph describes the System rteguirements, which include user interface capabilities and
ergonomics/usability. Additional functional requirements are set out in Annex No. 2 "System Configuration and
Administration” and Annex Mo, 9 "Graphical [nterfaces of the User. Common forms” of this technical specification.

The System must be implemented in accordance with | Damas MMS GUl follows proven user
; the principles of good ergonomic practice /usability, experience principles, so it is very easy to
NER- understand and navigate for external as well
40 as for (nternal users.
See chapter 12.7 FlexiGUI
The user interface must be informative, intuitive, | Supported. See answer for NFR-40.
NER- ergonomic and easy to operate. Wide-spread open
41 technologies must be used to implement the interface.
Interfaces must be implemented on the basis of Web-
hased principles.
The graphical user interface must support floating | Supported. Damas MMS user interface is
windows funclionality that allows the user to arrange | designed
NFR- multiple graphical forms on a single screen and to
42 resize the graphleal form individually and move L So it is
selected items on a Drag and Drop basls. natively supports different screen size of
web browser,
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Damas MMS provides
functionality  for
arrangement:

drag and drop
manipulation  and

&  Timeseries in views in
Administration use cases
®  Process pesitions in BPM editor

Both use cases (Timeseries view and BPM
view) are core use cases for data
visualization and manipulation in system,

See for example chapter 12.7 FlexiGUI

The System user interfaces must be érror-proof:

« The System user Interfaces must check the
correctness of the input data logic;

= The System user interfaces must help to avoid error
situations and errors during data entry (for example,
explanations of the data entry format shall be
indicated next to data entry felds);

« Error messages in the System user interfaces must
be presented in such a way and with such content that
they contribute qualitatively to the correction of the
error (for example, the error message must indicate
where the error is and how to correct it];

Damas MMS provides rich functionality for
automatically filling fields where possible,
This is e.z., applied in forms (fields existing
in database are prefilled) or fters (exisling
values are filled and available for choosing
e.g., via whisper select),

In case that data cannot be saved (for
example due to validations) the form is by
default repopulated with not-saved values,
The user can then choose to relurn Lo
original values ifneeded or manually change
data and repeal the operalion.

NFR- Invalld values are highlighted lnthe GUl and
43 * In the System user interfaces, an indication of errors | validacion errors are provided in detail,

must be provided next to the element that caused the

error (for example, the fields with incorrectly entered Validation resuits can be printed.

data must be marked); See chapler 12.7.4 Data submitting,

s [fthe System can correct the errors itself, the System

user Interfaces should provide the following

information and allow a decision to be made as to

whether to use such assistance (e.g. suggestions

should be provided for automatic completon of

fields];

= The number of actions required to carrect ervors

recorded in the System user inlerfaces must be kepl

to a minimum,

The System shall ensure the correct management of | The error messages and alerts always clearly

errors caused by incorrect user actions. If the system | describe the problem and give user sufficient

user execules an incorrect (disabled) command or | information to enable him/her continuing

enters data Incorrectly, the System must display the | the work

relevant messages to the user and then return to the | 1. walidation  error messages  are

working state. configurable by administrator, which

enables them to be further Lailored to the

E'::R' needs of Customer,

In case that data cannot be saved ([for
example due to validations) the form is by
default repopulated with not-saved values.
The wuser can then choose to return Lo
original values ifneeded or manually change
data and repeat the aperation.

=02 =
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See chapter 12.7.4 Data submitting.

MNFR-
45

The Svstem must support UTF8 and Lithwanian
alphahet characters. The graphical interface of the
System must be prepared for multilingualism - in
Lithuanian and English.

Damas MM3 support localization and has
already been |ocalized to & different
languages.

English language is used in user interface by
default. Lithuanian language will hbe
prepared during project Implementation
phase, UTFB and Lithuanian alphabet
characters are supported.

We strongly recommend the Customer being
responsible for translation system interface
texts from English Lo Lithuanian - this will
bring two very positive outcomes: 1) the
texts will be in detail reviewed by Customer
2] the Lithuanian version will be validated
by a native Lithuanian spealker with deep
knowledge of Litgrid business processes and
therefore this will result in higher quality
compared to a “common” translation by a
translator with no business knowledge.

NFR-
46

The System musl be able to changs the intended user
interface language without reinstalling or rebooting
the System.

Supported, Language of Interface [or each
individual user is defined in user settings
and could be changed without restart of the
syslem.

NFR-
47

The System must be compatible with office package
spreadsheet and text editor programmes (such as MS
Excel, M5 Word, or their equivalents), ie, it must be
possible to move tahles provided in the user interface
to spreadsheet and text editor programs.

Supported. Tahled data from user interface
could he copy-pasted Lo Excel or Word and
also could be copied back if structure of
rows\columns in  Excel table matches
structure in Damas MMS GUI table. Damas
GUI is also able to-export currently displayed
tabled data to Excel file,

For more details, please see chapter
1249 Microsoft Office integration

NFR-
48

The 3Systerm must ensure the authenticity,
irrephiceability and integrity of the dats entered and
stored, for example, so that the same information is
not entered more than once.

Edited/imported data are validated
according to data types and their validation
rules.

Valldation rules are configurable and will be
designed and configured during the system
analysis slages.

See chapter 12.7.4 Data submitting.

MNEFR-
449

The System must be able to export all non-graphical
collected and generated data in the specified format

Export to Bl systems of any of system data is
possible via Data Flow functionality. Data for
analysis could be prepared, organized and
manually downloaded by users of Damas

=03 =
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(Excel), or it must be possible for other systems to
retrieve the analytical tool used.

MMS GUI or could be send to external
systems via APL Bul as scope of such export
is not defined, it needs o be agreed during
project phase of implementation,

Nata  exchange could
database level.

be also done on

NFR-
a0

Operations in the database layer must be performed
only through the System application laver, L. e. direct
execution of commands in the database must be
prohibited, and the System, in order to perform these
operations, must be able to automatically record the
required data of the executing user and automatically
fill in the flelds of information related to the user {e.g.
company, personal data, ete.).

Execution of SQL gueries is not possible
anvhow using Damas MMS application.

Any action performed by user is audited and
writlen to logs.

MEFR-
b

All user functions must be performed using a GUI [a
graphical user interface).

Supported. Users are able to change own
information. Adminlstrators are able to
manage other users via GUI,

NFR-
a2

The System must be able to ensure the receipt and
storage of user input without losing any data of user
input,

All data from user is saved to DB in
transaction. This ensures integrity of user
data input.

In case that data cannot be saved (for
example due to valldations) the form Is by
defaull repopulated with not-saved values,
The user can then choose to return to
original values if needed or manually change
data and repeat the operation.

See chapler 12.7.4 Data submitting.

NFR-
53

The System must be able to filter, sort, search for data
in all areas of the System installation according to the
selected parameters, according to the selected
kevwaords, their fragments, keywords of individual
felds and combinations of their fragments, detailing
[eatures,

Data in system are logically organized, Data
views are accessible via menu, Searching in
menu acts as fll text search with search
word completion,

Own data are crganized by its dimensions
and by date. Searching by date is also
empowered by time filter. This approach
enables ability to effectively find reguested
data.

See Damas MMS platform  whitepaper,
chapters:

s 127 FlexiGul

» 1248 Screen structure

NFR-
54

The system must be able to shrink or expand the data
according te hierarchical groups, eg. the type.

Data views supports grouping, sorting,
filtering by criteria and many other data
manipulations.

See Damas MMS  platform  whitepaper,
chapter 12.7 FlexiGUL

MNEFR-

-]
JJd

In the System's on-screen forms, the total data must
be drilled down to their constituent values. The
specific forms and felds to which this requirement

Supported. Drill down links are available in
Damas MMS GUIL.
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applies will he identified and agreed upon by the
Supplier during the Project.

NFR-
a6

The Svstem must check that the Tormat of the
entered/imported data [ep. date, number format]
complies with the established rules and that the
classifier value selected is correcl. The Provider must
define and validate the input felds and their
verification rules at the stage of the [unctional
requirements analysis. The Systermn must check that
the format of the entered/imporied data [eg. dale,
nuwmber format) complies with the established rules
and that the correct classifier value iz selected. The
Provider must define and validate the input felds and
their verification rules at the stage of their lunctional
requirements analysis.

Edited/imported  data  are  validated
according to data types and their validation
rules.

Validation rules are configurable and will be
designed and configured during the system
analyvsis stages.

See chapter 12.7.4 Data submitting.

NFR-

a7

The Systam must check the correctness of the data
format at the level of data fields (e.g. the person's
name must not contain numbers, etc.] and at the level
of groups of data fields (e.g. the start date of the search
must be earlier than the end date of the search, etc).
Prior to saving the entered data, a thorough check of
the correctness of the data must be performed [e.g.
checlking that the data is entered in all the necessary
data fields, etc.). The data fields to be checked for
correctness will have to be coordinated during the
implementation of the Project.

The error messages and alerts always clearly
describe the problem and glve user sufficlent
information to enable him/her continuing
the work

The validation of input data is configurable
by administrator, which enables them to be
farther tailored to the needs of Customer,

See chapter 12.7.4 Data submitting.

MFR-
aB

The System must ensure that the layout of windows
and fields ensures the visibility and accessibility of all
refevant infermation on a single screen,

Gl is implemented in modern technologies.
GULis flexible and responsive.

GUl works in requested resolution in normal
window as well in full screen,

NFR-
50

The System musl ensure that any access o the
functionality of the System does not reguire more
than 4 clicks.

Supported. Data in system are logically
organized and casily availahle in few elicks,

NFR-
f0

The graphical user interface and the elements of its
control must be unified throughout the System.

All Damas MMS Ul components are designed
in same Material design and has unified
logical behaviour.

NFR-
i1

The System users must not be able to perform the
operations of creation, modification or deletion
ofracordings directly n the database, L e. with the
means not belonging to the System.

Execution of SQL queries is not possible
anyhow using Damas MMS GUI or APL
Manual data manipulation is performed via
Web GUI or APL

NFR-
62

The user interfaces must be personalized depending
ont the type of user and access rights. Functionality
that Is not necessary or not allowed for the user's
wark must not be visible, The user must be provided
with the most relevant functions, messages or tasks
sent to him.

Based on set of personal roles users will
have access to menu and screens avallable
just for that set of roles. Eg., Administrators
will see all screens, not power users will see
only subsel of screens. In case of access of
unauthorized resourse, user will be notified
by error.

=H5=
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The System must be allowed to initiate different | System / application can be opened in more
NER- functicns by  opening  different  windows | browser windows simullaneously. Windows
63 simultaneously and without interrupting the ongoing | are independent so parallel work is fully
systems operations, supported.
The functionality of the automated processes in the | Damas MMS GUI provides interface to
Syatem must be accessible to the system user through | manage and monitor automatic processes in
a graphical user interface. In other cases, when the | the system. Communication with external
NFR- data of automated processes have to be transferred to | systems is performed via Web Services.
G external systems, their submission must be realized | Process business logic could be transferred
using Weh Services. between environments as metadata.
See chapter 12.2.6 BPM (Business process
management] .
The System must be able to enlarge, reduce, change | GULis implemented in modern technologies.
the window width /level settings and zoom the image | GUIis flexible and responsive,
MFR- by enlarging or reducing itat Ieast 5 times. GUI waorlks in requested resolution in normal
65 window as well In full sereen.
Zoom of images (s possible by abilities of
web hrowser,
The user's graphical interfaces must be designed in [ GUlis implemented in modern technologies.
accordance with modern ergonomic requirements | GUIis flexible and responsive.
specified in the LST EN 150 9241-210: 2019 standard,
and must ensure convenient access to the main
MEFR- functions and operations performed by the functional
66 parts of the System,
Administrative GUI does not support in all
scape because Administrative GUI s
targeted to specific set of Admin users.
See chapter 12.4.1 Accessibility.
The System must have a functioning information help | The context-sensitive help s provided
NFR- function to provide help to users of the functional | within the application,
67 parts. For example, see chapter
12.4.9 Help and conlexl Loollips.
When creating the System user interfaces and | Administrative GUI is wizard based. For
MNFR- ; Y =
68 processes, it must be possible to work with the help of | common User GUI, please refer NFR-67.
electronic wizirds (not mandatory requirement).
The graphical [nterface must memorize the individual | Permanent common user settings are stored
MNFR- user settings for the graphical interface parameters, | in DB (e.g., user [anguage settings]. Store of
69 which must be apreed during the implementation [ some user specific interface settings (eg,
stape of the Project. filters at views) are also supparted,
9.9.4 Requirements for the System’s Performance
MNFR The System performance requirements for user | Supported,
L pesinn: For requirements we guarantee required
= Thie System performance must be at least: performance in  90% cases because
performance measurements are highly

- The opening of the detailed window [with all desired
ohiects) must not exceed 1 second;

dependent on many external dependencies;

= 6=
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- The data storage operation after the change must not
last longer than 1 second;

- The presentation of the menu list to users must take
no lenger than 1 second;

- Navigation between dilferent windows of the System
user Interface must not exceed 1 second [except when
generating a report);

- Mavigation between different data entiy fields must
not exceed 1 second [except when generating a
report);

= The Hst values must not be displayed for more than 1
second,

= Dhata search in the system, display ol the search result
- up te 5 [five) seconds;

» Data import and assignment (eg. the received TS0
data or other information] - The System must process
al least 1 MB per 1 second (all intermediate data
processing, data writdng to intermediate tables, ete
must be performed at the same time) ;

= [icnerating reports - Mo more than 1 second to
generale one simple report page and no more than 10
seconds to generats one summary report page. During
the System installaton project, all reports will have to
be divided into simple and summary and it will be

+  Web browser (rendering time
differs significantly on various
web browsers)

«  Performance of cllent
waorkstations

+ MNetwerkinfrastructure (e.g
latency between DE, web server
and client station]

*  Complexity and structure of data
table,

We expect that the response time whenever
possible is measured on server side and the
measurements are gathered for the period
of one weelk.

Required responses for information
selection (ie. not reports} will be fulfilled
for responses with up to 10000 records and
nao bigger than 1MB in total for all records.

All reports  will be  generated
asynchronously and will be available as
so0n as possible,

by processing data for at least 10 years working with
statistical data and at least one year working with

agreed which reports will be subject o this
requirement,
MNFR- Automatic (background, batch) tasks and actions | The infrastructure is designed and sized in
71 performed by other users shall not affect the work of | a way which covers the potential peaks in
the System users and shall not affect the performance | worklead.
of the System (excepl In cases when, for reasons of data | pooover +4 avoid such pealks, functional
:;t::ir:dt}r] access to the currently processed data is requirements would need to be deeply
L ; analysed to minimize potentil
performance downgrade situations during
project phase.
See chapters:
* 9.6 Infrastructure
= 961 Deployment view
o 062 Disaster and recovery
NFR- The System must operate in line with the performance | Supported,
72 requirements when 200 directly connected users System can handle 200 simultaneous users.
[open sessions) will work with it at the same time, In case of performance issues solution can
be scaled horizontally as well as vertically.
Please note that for the sake of procise
measurements, we expect that user makes
request on average every 20s.
NFR- The System must ensure the performance of the | Supported. Offered HW and SW solution
73 System specified in the requirements of this document | should be enough to cover required

performance,
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operative, ongoing data. An example scope of the
number of operations/recordings on the basis of which
performance efficiency festing is to be performed is
given in Clause 511 of this technical specification.

MNFR- The architecture model proposed by the Supplier must | Supported. See chapters:
T4 include a mechanism for the balance Toad distribution o GEInfrastructire
hetween the servers. = 9.6.1 Deployment view
«  0.6.2 Disaster and recovery
9.9.5 Reguirements for the System's Scalability

This section describes the reguirements for the System scalability, which must support the expansion of the
capacity by connecting additional equipment, and the architecture must provide the possibility for the distribution
of the balance/load between servers, and it must operate on the basis of a multi-layer architecture,

No, Requirements
NFR=- The architecture of the System and its solution | In general, the system is horizontally and
75 implementation must support the expansion of the | vertically scalable.
technical capacity by connecting additional hardware. | 5, application layer, the horizontal scaling
can be done without stepping the system
by adding additional Instances of given
component. Vertical scaling depends on
infrastructure possibilities.
On database layer, vertical scaling s
expected to be applied. Damas MMS
however supports using separated
databases for different business modules,
which enables practically unlimited
scalability in the future,
NER- The connection of additional features to the System | System is divided inte modules. Also,
76 must be possible by installing extensions created by the | system may be extended by 3" party
supplier or third parties. components. Such integrations must use
standard Damas MMS APL In case existing
set of APls weuld need to be extended, It
may be developed during project phase,
but such work is not included into ariginal
scope of a project and need to be
negotiated during implementation phase
aof the praoject.
MNFR- The System must be designed and implemented in such | Supported. Svstem  design respects
Te a way that it is flexible for maodification - after | peneral principles of Low Coupling and
implementing changes in functionality in one or more | High Cohesion on all architectural levels.
functional areas, the changes must not be a reason for | The basic  principles of  functional
redesigning the entire System. architecture are described in chapter 3
General description of the system.
MNEFR- The System must be implemented in such a way that | Regular deplovment of new versions is
7B when upgrading the System to a higher wversion | fully automated process and require just
(changing /fsupplementing the functionality of the | single click action for deployment of all
System) and/or changing the database, no additional | components of the system.
5:-rork is reguired {except th::rsle rgmmmended by Fhe Deployment package prepared by
E-;ystem: Manufacturer when switching from one version | _ onocon builds of CI-ED systems and
of the System to another). delivered to target servers where they
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would be installed. No additional actions
are needed for regular upgrades.

NFR-
74

The softwarea of the System shall not be a limiting factor
in increasing the performance efficiency of the System,
LE., to increase the performance efficiency of the System,
It is sufficient to add the necessary hardware without
changing the source code of the System software.

Supported. Vertical increase of HW
respurces does not require software re-
installation, Horizontal scaling will require
Damas MMS component to be installed to
NEW SErVErS.

NER-
820

The System musl encompass measures [o ensure that
upon introducing changes andfor upgrades to the
System and/or its individual components, there is a
possibility to maintain the changes and confligurations
made at the database level.

Supported DB palches of application are
incremental and affect only part of
data‘\business logic they should, It means
that no other data will be modified.

NFR-
a1

The System miust be implemented in such a way that
during updates related to architectural components
and for changes to the database, it is possible to migrate
all data without purchasing additional services and
leences from the Supplier/System Manufacturer.

Supported. No additional licences, besides
listed in chapter 9.6.4 Licences would be
required.

System updates would include also data
migration scripts, in case those would be
required by new system version.

NFR-
g2

When a change and/or upgrade Is introduced Into the
system, (L must be possible Lo ensure thal:

# All stored data will be transferred to the new database
structure;

= Data consistency and integrity will be maintained;
» Mo stored data will be lost;

» The functiorality implemented in the System will not
be disturbed.

When deploving new versions, the
database structure changes and data
migrations are pre-requisites of actual
Installation and are done via carefully
tested procedure with possibility to roll-
back in the case of any problems.

The installation procedure s always
prepared in a way which prevents any
disruptions to data integrity — this is
enabled by database-level constraints and
extensive post-installation validations, We
guarantee that no data b5 lost when
installing or upgrading the system.

Any application upgrades are first tested
in production-like  conditions  in
acceptance environment, which helps to
make sure that no functionality is
hindered after the upprade.

NFR-
83

Maodifications, improvements and error corrections
introduced into the system hardware and/or software
shall not affect the Integrity of previously entered data,

Supported.

The system itself verifies data integrity
and correctness of data by advanced
validation engine, which is the integral
part in inputl data processing, Even il e
screens, processes or calculation are
changed, the resulting data are still the
subject of validations, this safe-guarding
the data consistency and integrity,

Software updates does not affect on data
in Damas MM3 database.
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MFR-
gl

The System must have measures to ensure that during
the periodic updating of the System according to the
vilnerability lists issued by the System Manufacturer, it
5 not necessary fto install a new infrastructure,
technological platform.

Supported.

The job of maintenance team just to apply
security patches right after their release by

manufacturer. No additional
infrastructure installation should be
needed for this action,

Any found vulnerabilities are then

processed by the maintenance team within
standard soltware maintenance processas,
The high-priority critical vulnerabilities
are treated as incidents are applied within
agreed SLAS,

The wvulnerability mitigation strategy is
part of our Secure Software Development
Lifecycle (S5DLC) and s automatically
applied by all projects.

NFR-
85

Software must not be a limiting factor in increasing the
performance efficiency of the System, and the increase
in hardware capacity must be carried out without
interrupting the operation of the System, as far as
possible,

System is wertically and horizontally
scalable.  HA architecture allows Lo
increase performance of the system by
adding new HW resources to existing
servers or adding new servers into the
cluster without outage of the system.

On database layer, vertical scaling is
expected to be applied. Upgrade of HW of
DE cluster is possible with almost zerao
outage hecause of usage of fallover cluster.

NFR-
BG

The System balance planning process is strictly limited
in time, =0 the extensibility of the System must ensure
relial:le operation of the System in line with the change
in the periodicity terms (for example, by moving from 1
hour to 15 minutes or 1 minute of data exchange).

System is designed and calculated Lo
support 13 minutes resolution. Switch to
shorter perlods  would  require  re-
estimation of HW rescurces based on new
Inputs and vertical or horizontal scaling of
the system. Such scale will require none or
close to zero outage based an which part of
the system would need to be scaled.

9.9.6

This section describes the System securlly requirements to enable technological measures that ensure dala
security, authenticity and confidentiafity of stored or transmitted Information and its traceability, monitoring,

Requirements for the Security and Logging

In the System, the communication of the users, as well
as of the levels of the System architecture model, must
take place only through the encrypted data
transmission protocols (eg. standard S5L/TLS,
supporting not less than 2048 bytes length of key.).

Supported.
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MFR- The System must not be able to automatically fill in | Supported. Autocomplete sensitive
HE sensitive and/or confidential information fields | informatlon is not possible. It needs to be
according to the beginning of the entered text, eg | entered manually,
after entering the first three characters of the
password the System cannot automatically fll in the
remaining characters of the password.
MFR- Passwords and other sensitive and/for confidential | Passwords
Ba information cannot be stored in clear text in the and not stored in database as clear
System. If such information is stored, it must not be | text.
passible to decrypt it
MNFR- The administrator must be able to delete the selected | Mot mandatory system user data of any user
an sensitive and for confidential data in the System, | could be deleted by users with System
which iz not obligatory to collect/which is not | Administrator user role.
necessary for further successful operation of the
System [eg. personal user information).
MNER- The System must compile and store audit information | Damas MMS has wide range of auditing
491 on data wansactions (logs) for at least & months, | capabilities and keeps necessary details for
Information about data actions, users who performed | every logged event.
data actions, dates, time records must be stored. Among information which is kept in audit
During the Project implementation stage, the Supplier log helongs:
will need to coordinate what data audit information .
needs to be collected. = Date, time
s User who executed Lhe
functionality
*  Action status
« 1D
« Functionality/action executed
o  [Data provided to the functlonality
(e.g, full XML message with data
received/send via data flow)
+ Error code and details if relevant
+  Workstation TP
See chapter 12.21 Audit.
Data retention period for such information
could  be  agreed  during  project
implementation.
MER- The System must be able to store and save information | Suppoerted. Please see NFR-91.
a2 about connections to the System:
= User names;
» Login times;
o [nformation about the computer from which vou are
connecting [such as the 1P address);
» Successful and unsuccessful access staluses;
« System events [including time and date);
= Session 1D,
Detailed data fields will have to be coordinated during
the Project implementation stage.

=01 =
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MNFR- The System must offer a possihility to store the
93 history of actions/audit of all actions specified in this
requirement performed by a user logged in as an
administrator (in the role of);

= When and which administrator logged;
« Login times;

» [nformation about the computer from which it was
logged;

» What administrative actions were performed,
= What system configuration changes were made;
= Session 1D,

Detailed data flelds will have to be agreed during the
Project implementation stage.

Damas MMS  comes with awditing
component.  All  significant  application
events are aulomatically stored In audit log
with information about the date and time
when the event occurred, user who
triggered it, I1D of functionality which is
heing executed, data which is being written
and more,

The contents of audit can be viewed by user
with sulficient permissions:

Data modification history is available via
historization component of Damas MMS,

Please also see NFR-91.

MFR- The System must register and store all the information
04 about actions with users:

» What new users were created, who created;

= Ta which user, when and what rights were
granted/revoked, which administrator/user did so;

= Which users were deleted (deprived of rights];
= Which users were blocked;
« Session 10,

The detziled data fields will have to he coordinated
during the Project implementation stage.

Damas MMS supports 2o called historization
of data = entered values are never deleted,
but rather placed in the data history. It is
then possible to display value of data, which
was valid at the give point of time.

Please note, that this feature is data storage
intensive and can lead to excessively large
data stores, We recommend applving it only
on carefully selected time serfes.

See chapter 12.53 Time serles englne

Please also see NFR-91 and NFR-93

MNFR- Process auditing must be performed using a file
o5 system. Audit records can be twofold and divided into
the following types:

« fivent logs - logs for tracking ESH activities. Records
are kept of actions taken or other events that affect the
operation of the system {e.g. event “message received
from system X", various error messages]). Event logs
are stored for 90 days.

o data flow logs - where Incoming, intermediate and
outgning  messages  arg stored  {eg request
parameters, S0AP requests/responses, incoming and
outgoing fles, etc.).

System audit logs can be wla configured
adapters stored on file system in structured
format.

Logs retention peried should be agreed
during project implementation phase.

Each part of the system has Its own logs and
also logs are prouped by logical calegories
(but not only below]:

Fatal

Data Bridge

®  Process
Algorithms
All

NFR- The following data on the flow data must be recorded
1l in the log records:

« System from/to which the message is received;
s[ate and time;
= Name of the operation [action/event].

The essential attributes defined in the parts of the
process analysis must alse be recorded.

Supported. Required data attributes are
part of every log record:

*  System from/to which the message
is recejved.

*  Date and time,

= Name of the operalion
(action/event],

& Detail of event

=02 =
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MNFR- Data flow event logs are stored in directories on the | Supported.
97 server. The common and integration module events Logs are grouped by categories to speed up
are stored. investigation.
{'11”. errl?u?.? are logged in the event logs, System_errnrs Fatal and Data Bridge (Data flow) logs are
are recorded at the FATAL level, topether with the stored al separate subfolders.
stacktrace, and any errors are recorded at the ERROR
level. All errors contain stack trace,
Traffic logs must be stored on a server and cataloged | EVery s - rev:lejved from trusted
according to agreed rules. Tt is preferred that the traffic | sender will be stored into the system.
logs for each module should be kept in 2 separate
diractory. The folder name should match the module
name.
The following information must be found in the log | Please, also see answer for NFR-96.
enkries:
« Message [D;
= Enguiry code;
* Encoding;
= Messagze format;
= Headers;
« Cantent of the enguiry.
NFR- The System user must be able to easily view the | History logs and system even messages are
a8 information for specific audil records (both on screen | avallable via Damas MMS GUL
and i'? the report). During the S}rstem_in_smliatium tl'_m Rest of sudit information is. stared in test
Supplier will nc_ed to agree on what information will logs which could be presented using
have to be provided. external systems
NFR- The System must be able to protect audit records from | Audit information is accessible in read-only
L unauthorized or unintentional modification, mede  so the audit trall cannot  be
accidentally changed.
MNFR- The System administrators must be deprived of the | Audit information is accessible in read-only
100 passibility to delete or edit administrator activity logs. [ mode so no one could change audit
information, even administratoers.
NFR- Each component of the System must have a separate | Supported.
101 logging configuration. Logging levels will need Lo be
coordinated during the Project implementation stage.
See chaprer 12.21 Audit
NFR- In the System, it shall be possible for administrators to | Historizalion detail level is possible Lo
102 change the logging level without interrupting or | change via  Damas  MMS  GIT o by
otherwise affecting the uninterrupted operation of the | Administrater. Other parameters could be
System. changed wvia modification of  xml
configurations.
NFR- The systemic time of all levels of the System | This would be achieved using automatic
103 Architecture madel shall be synchronized. time synchronization of Operating System.
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MFR-
104

Access to the ESH must be implemented with 550
protocol with authentication using a client system
certificate to ensure a high level of security
[communication channel is encrypted with SSL
protocol, and authentication is provided with system
certificate {with public key) and private key (part of
S5L protocol] .

Weh service communication channel is
protected by using and usage

NER-
105

The Supplier undertalkes to provide the System with
ne hidden features that weaken the security,
including: malware, viruses, worms, time mines,
unauthorized access or features (Trojans, backdoors,
easter epggs),

Delivered system features will be well
documented which left no space for hidden
or unwanted functionality.

NFR-
106

The System must realize the possibility to
automatically transfer the log records stored by the
System to the information and event management
solution operating in  the existing Customer's
infrastructure at a configurable periodicity. The
decision will have to be coordinated during the Project
impiementation stage,

System is integrated with
. See chapter 9.8.2

System produces structured logs In fle

See chapter 12.21 Audit

Integration with other monitoring systems
could be nepotiated during the Project
implementation stage,

NFR-
107

The Supplicr must ensure the possibility for the
Customer to perform the control and inspection of the
Supplier at least once a vear In order to assess the
organizational and technical measures of the
information security applied by the Supplier.

Tnicorn is working according to the highest
standard of work and security. We are open
to provide details per Client request.

NFR-
108

The System's database must be stored in encrypted
starage and itmust be possible for the Customer to use
its own cryptographlc keys.

System database could normally run on
encrypted storage in case it is required by
customer security policies. However deeper
analysis would be required during project
phase as it & not clearly specified which
technology would be used [or such storage,
Would it be Hardware or Software based,
etc..

Customer could use its own cryptographic
leys,

NFR-
104

Information security shall be managed in accordance
with 150 27001 and [50 27002 [or thelr equivalents)
information security management standards.

=04 <

Supported. System is  compliant  with
standards
IS0 27001 and IS0 27002 |

Please see chapter 4.4 General methods and
processes,

Damas MMS s state-olf-the-art  platform
with highest focus on security. The Damas
MMS platform is designed with respect to
OWASP ASVS version 4.1 reqguirements,
which are also regularly tested,
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NFR- Web applications (System) and web services must be
110 checked by security measures without a user login:

1. identification of the technologies used [platform,
programming methods and tools);

2. Web service configuration check [change of working
directory, escalation of web service rights, disclosure
of information through error messages);

3. wvulnerability scanning (user authentlcation
mechanism check, session integrity check, input
information processing check, program code integrity
check, error message processing, system information
disclosure, service configuration errors, etc) with at
least three most popular automated web vulnerability
SCANNers;

4. manual checking of automated search results;

5. Manual vulnerability testing in accordance with all
sections of the OWASP Testing Guide w41
methodology, not Imited to OWASP Top 10
vulnerabilities.

As the OWASP Top 10 is a subset of OWASP
ASVS, the high security level of the
application s ensured,

MFR- Knowledge verification applications [System] and
111 knowledge verification services must be logged In as
users of legal systems:

L. check the service configuration (change of working
directory, escalation of service rights, disclosure of
information through error messages, etc];

2. verify that all types of users of information System
[including remote users) are unable to extend their
rights in the System, perform actions and / or obtain
data unrelated to the performance of their direct
duties;

3. breach detection [user authentication mechanism
checly, session integrity check, input information
processing check, program code integrity check, error
message processing, system information disclosure,
service configuration errors) with at least three of the
most popular automated knowledge breach scanners;

4. manual checking of automated search results;

5. OWASP Testing Guide v4,1 methodology points, not
limited to OWASP Top 10 vulnerabilities.

Only authenticated and authorized users
could access any functionallty of the system.

Extend of rights of users is available only to
system administrators,

Damas MMS is state-of-the-art platform
with highest focus on security. The Damas
MMS platform is designed with respect to
OWASF ASVS wversion 4.1 reqguirements,
which are alsa regularly tested.

Az the OWASP Top 10 iz a subser of OWASP
ASVS, the high security level of the
application s ensured,

We are preparcd to share Unicorn's SSLEC
guidelines with customer for further details,

9.9.7 Requirements for Licences

Mo, Regquirements
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MNFR- The software licences for the System to be purchased | All additional 37 party software licences are
112 must be valid on a perpetual basis and their cost must | included in the financial proposal. Refer
be calculated from the end of full installation of the | chapter 9.6.4 Licences for more detalls.
Svatemt,
MNFR- The software for System to be purchased may be | Licence for Damas MMS system is delivered
113 licenced and have a development plan and life cycle | together with the installation of Damas MMS
independent of specific individual Contracting | platform. 3™ party system components (e.g.,
Authorities. Uracle Database)] have publicly available
planned development life civcles which could
be analysed.
MNFR- The scope of information processed by the Syvstem | None of the licences limits anvhow scope of
114 shall not be limited by licences. processed data,
NFR- The Supplier must offer a licence volume that meets | Full set of required 3" party licences s
115 all functional, non-functional and other requirements | described in chapter 9.6.4 Licences,
of the Eust{:lmer_. Wiin-the colrse of the: Project Mo other licences would be required Lo cover
implementation it becomes apparent that a larger current project scope of functional and non-
valume of leences is required to Implement certain functional requirements.
requirements, the Supplier will have to provide all SR ; ;
the missing required licences at its own expense. In case of significant changes in requirements
in project stage which would reguire
purchasing of additional licences, such
licences should be purchased by customer.
MR- The price of the proposed licences and their support | All Damas MMS and 37 party licences has
116 must be clear for the functional scope specified atthe | unlimited wvalidity, except licences for
Lime of submission of the proposal. The validity of the | support.
System licences must be perpetual and indeflinite,
without taking into account whether the software
maintenance services are purchased or not.
NFR- The application and system software licence for the | All Damas MMS and 3™ party licences does
117 System shall not contain any licencing restrictions for | not contain any restrictions which limit
the integration and/or vse of such software with | integration with other systems.
other systems.
NFR- The software lleences ensuring the operation of | All 3 party licences does not contaln any
118 functional components of the System may not be | restrictions which limit system in number of
limited to the number of users. users. Damas MMS license has its own
conditions and limitalion of users.
MNEFR- The Supplier shall assign to the Customer all | All 3™ party licences will be talen over to
119 proprietary rights to all software solutions offered by | customer during the project iImplementation.
it and developed during the provision of the | Details of such take over will be negotiated
development of installation services. between appropriate  departments  of
Unicorn and Litgrid during implementation
stage of the project, The Damas MMS non-
exclusive licence will be delivered natively
with the platform.
For complete list of 37 party licences, please
refer chapter:
9.6.4 Licences
9.9.8 Requirements for Integration Interfaces
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NFR- The data exchange presented in the other sections of | Damas  MMS  Enterprise  Integration
120 this document must be Implemented [n the System (see | component has bulld-In
Integration Components and Message Transmission]. It is possible to switch
endpeints for given data flow just by
configuration (matter of minutes),
Endpoint support is based on plugins so
new types of endpoints can be easily
added.
MFR- The System musl have @ customized tool (AP | Damas MMS has well stindardized AP@and
121 Gateway/orchestrator) for data import contral, which | instruments to manage data exchange and
allows to meonitor the data import process, provide | perform monitoring of possible errors.
error messages and warnings, indicating the causes and
locations of the error. An application programming
interface [APT) must be used for data transfer,
MNFR- The System must be able to handle import control rules, | Damas MMS messaging has very wide
122 ie., the System must support the development of APl | range of data message functionalities, from
management rules, usage moniloring. simple up to very complex wvalldations
also routing can be done with
connection of data in Damas MMS
database, etc.
NFR- The System must have solutions, protocols and | Damas MMS  Enterprise  Integration
123 interfaces for data exchange with other systems. component Iyas build-in
NER- The System must have an APl-based REST or SOAPF Web | Primary integration channe] is Such
124 service architecture for integration with the | APl is used as a common standard for
information systems operated by the Customer. exchange of the information between
systems.
NFR- The System must implement integration functionallty, | Suppeorted, Please see NFR-1210.
125 which allows easy swilching of data exchange channels | - o000 oniion channel switch is possible
(ECE/ EDX, WS, IMAF, etc.). to do via Damas MMS Admin GUI.
NFR- The System must be compatible and support hybrid | Supperted. Integration with any system
126 interfaces between system integrations (On Cloud and | could be achieved using wide variety of
Cin Site], communication channels  available  in
Damas MMS. It does not matter where
partner or current system is deployed.
NFR- All parts and modules of the System must be integrated | All modules of delivered system respects
127 with each other and reflected in the related modules | general principles of Low Coupling and
without additional actions of the user (e, the changes | High Cohesion on all architectural levels,
introduced to classifiers or qther information in one However, they are designed to use
mn.dule must h-E'I reflected in other modules). The standing data which has a purpose to be
ex:,h.an_p,es Elfc]{-llbs.llqlE]'E ?r ut_her d.ata USE.d in _:1t] partsof the primary source of whole system
the System must take place in real time and inform the configuration. Change of such critical
user about the detected changes. informatlon ls audited and could be
restored from historical values any time.
Also, all critical system configuration
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changes are logged as events which could
be visible for system administrators.

reception and processing functions to be performed in
non-consistent parallel sequences.

MNFR- The interfaces developed and the ongoeing data | Damas MMS Enterprise Integration uses
128 exchanges bebween the systems must be described :
using XML schemas, while the processes — usingan UML
or an equivalent standard.
Frocesses will be described in the project
documentation
MNFR- The System shall support secure real-time access to Lthe | System provide access 1o all incoming and
129 process of Integratlon events and requests | outgolng data fow messages via Damas
(authentication, certification and other restrictions). MMS GUL. Events about data flow
sending', receiving could be configured and
received all inlerested parties based on
user roles. Events are available for users
with appropriate rights.
The System must ensure the integrity of the imported | Technical and buosiness validations and
data: alsn acceptance rules is possible to
« If errors are detected in the imported data, all the data configure for each Individual data fow.
submitted not incorrectly must be imported; _Hu]es 5*‘-‘3“"_’ be agreed during project
implementation phase.
NFR- = [f errors are detected in the imported data, no data is
130 imported,
* [f errors are detected in the imported data, the correct
and separatcly submirtted crroncous data must be
Imported and their errers identified,
Detailed data import rules will have to be agreed during
the Project implementation stage.
The System must automatically check the logical | Supported. Please sce NFR-130.
correctness of the entered and imported data according
to the established rules (e.g when entering/importing
: information, the System must check whether such
NEFR- . : i S
131 information already exists, and if ]I'E does not find it, must
inform the System user about it, etc). The rules of
logical firness will have to be coordinated and
configured by the Supplier during the Project
implementation stage.
NFR- The System must be compatible and support micro- | Supported. System supports integration
132 service technologies and their security. with micro-services.
NFR- The System must have functionality to convert message | Damas MMS Enterprise Integration uses
133 formats between different standard formats (eg. XLST ' ' '
and XFath, SOAP and REST, etc.)
MNFR- The Supplier must ensure that the System implements | Supported, Damas MMS Enterprise
134 the functionality that allows the data transmission, | Integration component architecture allows

parallel processing,
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Mot all channels do not allow parallel
processing by its nature. For example,

See chapter in Enterprise integration:
12.11.2 Key features

NFR- All the components developed or installed inthe System | All APl interfaces has a documentation and
135 must  have documented software  interfaces  for | also self-descriptive  aulo-pgenerated
integrating these components with other components. | swagger documentation.
NFR- The addition of new components of the APl or the | Supperted. In case of adding of any new
136 replacement of the existing components without | API backward compatibificy and
changing the architecture of the components must be | architectural consistency of the system is
ensured. ensured.
NFR- The system must be able to set the daylight saving time | Daylight saving time functionality is a part
137 and chatge the applicable time automatically without | of Damas MMS system.
affecting the operatdon of the System. The System
processes and data exchange must be adapted to the
smooth operation of the transition from winter time to
summer tme and vice versa.
MER- All of developed or installed components of the System | Supported. Please see answers for non-
138 shall comply with security requirements listed in clause | functional requirements section
2.6. 9.9.6 Requirements for the Security and
Logging
0.9.9 Integration Components

For detail overview of interfaces, please reference chapter 11.10 Data exchange formats and interfaces.

Standards applicable to the System data exchange:

Reguirements
DMR-1 |Market Data Exchange Standard (MADES) [IEC 62325-503]; Damas MMS system could exchange
» CIMIEC62325-451 standard and all message IM data messages according Lo
standards in it standard CIM IEC 62325-451,
DMR-Z ENTSO-E  standards avallable on  the ENTSO-E websiteDamas MMS system could excha ngti
Ik Wi mentsod ey public s/ edilibrary); data messages according  Cof
s  HCAMN standard with different versions V5RO, VRO  [required standards,
and others,
= Settlement Process (ESP);
Scheduling System [ESS);
Aclnlowledgement Document standard with different
versions V2R3, V3R1 and others;
*  Common Grid Model Alignment [CGMA];
*  ENTS0O-E General Code Lists for Data Interchange,
DMR-3  Web Service Description Language, Damas MMS webservices provide
WEDL of all web service endpaoints
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DMR-4 Open Darabase Connectlvity (ODBC), a standardized appllcation|Usage of ODBC driver is one of

programming interface (AP1] for connecting to databases options to comnect bo DR
' used by the system. Damas MMS
prevides APl to  use system
functionalities. Direct execution of
GOL scripts s not possible via

Damas MMS APL
IDME-5 fSImpIc Mail Transfer Protocol [SMTR) EMTF is one of the availabld
communication channels in Dama
MMS. s‘
DMR-& Extensible Messaging and Presence Protocol (XMPP) is an openDamas MMS communicatio
instanl messaging protocol standard channels are  implemented a

plugins.  XMPP protocol could b
dded if necessary to the list o
pported protocols. Such nee

would be analvsed during projec

implementation stage,

DMR-7  Business Process Execution Languape [BPEL] BPEL lanpuage is used by ES

Eystem. Damas MMS system coul

be easily integrated with ESB

Damas MMS has instruments L

configure data exchange based o

WSLT transformations and dat

Wiew presentation.

9.9.10 Integration with external systems
Future system would communicate with a lot of internal and external systems.

Damas MMS user's authentication would be done through Litgrid Active Directory. Communication between
Damas MMS and other systems would be done via APl using dedicated communication channels.

General overview of integrations between Damas MMS and other systems could be found below:
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Details of communication Suggested way of communication

External IS

Litgrid Active User authentication would be done via

DHMrectory Litgrid Active directory.

E5B The flow of the System incoming and
outzoing weh services |5 managed
throush ESB.

SCADA {optional] | Only outgoing communication.

EMCOS Electricity Commercial Accounting
System (EMCOS). Incoming and
oulgeing integration.

EDMA Only outgoing communication.

XBID Incoming and outgoing
commmunication,

NEMO Incoming and outgoing
communication,
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Incoming and outgoing

Ts0 communication. By TS0 Is assumed
communication with AST, SVK, PSE,
ELERING, etc

Incoming and cutgoing
ERF communication.

Incoming and outgoing

BEP communication.
Incoming and cutgoing i
ENTS0-E EDX- communication,
ECP
) Incoming and outgoing
Baltic COEA communication.

) Incoming and cutgoing
MARI/PICASSD communication.

Incoming and outgoing

Baltic ) communication.
Imbalance SC

9.9.11 Requirements for Testing
The following tests (trials) will have to be performed during the installation stage of the System:
1. Testing of individual modules and functions of the System.
2. lesting of I5 web-service and integration with other |5 or registers.
3. Functional testing of the System.
4, Regression testing of the System,

We are in compliance with this requirement — details will be agreed as part of Test Strategy preparation
during project Startup phase, along with project plan elaboration.

The following reliability tests must be performed and the reports on test results must be submitted to the
Customer.

HNo ., Test title

IPT1-1 Werlfving that the backup integration server is takingWe are In compliance with this requirement <
lover the works from the master server. this in scope of tests described in chapter 4£.3.2.7
High ovailability ond disaster recovery testing of]
| Lhis Proposal
FTI-2 ::"-i'eriﬁ.-'ing that the main server does not malfunctionWe are in compliance with this requirement
fwhen the backup server is turned off, this in scope of tests described in chapter 4£.3.2.7
| High availability and disaster recovery testing of]
this Proposal

FT1-3 Verifying that processes are successfully restored afterfWe are in compliance with this reguirement —
disabling and restoring the System application. this in scope of tests described in chapter 4.3.2.7]
High availability and disaster recovery testing of]
this Proposal
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PTL-4

rransferred. Work will continue once the ESB i
activated.

When ESB 15 disabled on both servers, data 1s no Iungem’#e are In compliance with this reguirement -

his in scope of tests described inchapter 4.3.2.7
High availability ond disaster recovery testing ol
Lhis Proposal

PTW-1

ﬁerifying whether the System processes are running|
ithouta G1L

We are in compliance with this requirement -
this in scope of tests described inchapter 4£.3.2.7
High ovaffabifity and disaster recovery testing of
this Proposal

PTW-2

Verifying that GUI reguest balancing works without
including idle servers.

We are in compliance with this requirement -
this in scope of tests described in chapter .3.2.7
High avaifabifity and disaster recovery testing of
this Proposal, as well as in chapter 4.3.2.6
Performance Testing

PTD-1

Verifying the system performance in case of DH restart

\We are in compliance with this requirement -
Lhis in scope of Ltests described in chapter 4.3.2.7
High ovoilability ond disaster recovery testing of
this Proposal

FTD-2

Verifying the System operation in case of DB failure,

'We are in compliance with this requirement -
this in scope of tests described in chapter 4.3.2.7
High availabifity and disaster recovery testing ol
this Proposal

FTR-1

Testing DB recovery from backup.

We are in compliance with this requirement =
this in scope of tests described in chapter 4.3.2.7
High avallability onda disaster recovery testing of
this Proposal

PTR-2

Testing INT server recovery from backup.

We are In compliance with this requirement -
this in scope of tests described in chapter £.3.2.7
High availability and disaster recavery testing of
Lhis Proposal

FTR-3

Testing WEB server recovery from backup.

We are In compliance with this requirement -
this in scope of tests described inchapter 4.3.2.7
igh availability ond disaster recovery testing of
this Proposal

AT-1

Processing of large numbers of received messages.

We are in compliance with this requirement -
this in scope of tests described in chapter 4.3.2.6
Performance Testing of this Proposal

AT-2

Processing of large-scale messages,

We are in compliance with this requirement -
thisin scope of tests described inchapter 4.3.2.4
Performance Testing of this Proposal

WT-3

Testing the performance of several selected processes
fwith increasing volume.

We are in compliance with this requirement -
this n scope of tests described In chapter 4.3.2.6
Performance Testing of this Proposal
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AT-4 I:".ferlrjflng the performance of the Internal SystemWe are In compliance with this reguirement
icalculations. this in scope of tests described in chaprer 4.3.2.4
Perfarmance Testing of this Proposal

IAT-5 [Verifying the performance of the selected GUI forms offWe are in compliance with this requirement —
the System. thisin scope oftests described in chapter 4.3.2.4
Ferformance Testing of this Froposal

There must be at least two types of testing carried out to verlfy the System, L e. The Internal testing and The
Acceptance Testing.

We are in compliance with the requirements outlined in the table below. For more information see
chapters 4.3 Quality Assurance, in general chapter 4. Implementation approach, as well as chapter 6. Project
plan of this Proposal.

Type Raszponsibilities

testing

Tha Supplier’'s responsibilities The Customer’'s responsibilities

Internal testing | 1. Prepares testing scenarios and the testing | 1, Approves the testing scenarios and the plan.

plan. 2. Determines a sample of testing data
Z. Configures the environment required for | according to the scenaric proposed by the
festing. Supplier,
3. Prepares the testing data, 3. Reviews and approves the tesl resulls
4, Performs testing, report.
5. Eliminates errors |denlified during
testing.
6. Prepares testing reports.
Acceptance L. Configures the environment required for | 1. Performs the System acceptance testing.
testing testing and provides other technical | 2. Records and describes errors.
conditions for carrying out the testing. 3. Accepts the tested [S parts.

2. Prepares the testing data.

3. Participates in testing.

4. Maintains an error register.

5. Eliminates errors identified during
testing.

6. Maintains a register of changes and
documents the changes,

9.9.12 Requirements for Technical Documentation

This section provides requirements for technical documentation.
Requirements

FVR-1  |According to the plan previously coordinated with thefWe are in  compllance with thig
Customer, the Supplier must submit for coordination thefrequirement. Documentation templates
following documentation in the formats and scope agreedwill be prepared during project Startup)

with the Customer: phase,
a) Pre-design proposals. Documentation produced is listed in
chapter 5 Documentation and 6. Project

by TDesign documentation {including software functional
description, software class description, software databass
deseription):

plan

= oxplanatory note;
s technical specifications;
= diagrams and drawings;

= 04 =



Litgrid

45 UNICORN

Energy Balance and Ancillary Services Mansgement Information System

Technical Offcr

* |ogical and schematic diagrams of technical architecture|
(including program code);

= System functional and interface diagrams with
management tools;

» lists of software used:

= instructions for development and installation;

= code development and implementation requircments,
Lnstructions;

= software performance descriptions.

¢} Instructions and manuals for administrators and users.

d) System development,

2] Executable documentation [including a copy of the
operational [PRD] environment server with the 05
supporting programmes, seurce code, and other refated
documents],

PVR-Z  |AL least version 2.5 of the UML standard [Unified ModelinglWe are in compliance with this
Lanpuage] must be used in the System analysis, desipgn onrequirement.
technical documents, operational process diagrams, models,)
database diagrams, software component interface diagrams
and otherentity interface diagrams prepared by the Supplier,
FVR-3  |[Before providing the results, the Supplier must agree withWe are in  compliance with  this
the Customer on the templates of all the provided documentsjrequirement. Documentation templates]
on the Project results with the essential descriptions of howwill be prepared during project Startup
and what results must be achieved. phase.

FVYR-4  [The result template must be compatible with one iteration =We are in  compliance with thig
The Customer within 5 working days (unless the partiesprequirement.
agree on another deadline) evaluates the result template and
comments or confirms its appropriateness. If there are
comments, the Supplier within 5 working days [unless the
parties agree oh a different deadline] revises the resulf
template according to the comments and provides the final
version of the result template,
FVR-5 [The Customer submits comments on the documentary
results within 5 working days, unless the Supplier agreesfWe are  in compliance  with  this
with the Customer on another term. requirement - propased project approach
suits the 5 working days imposed by
Customer on themselves.
FYR-6 Al the Project documents must be coordinated within thefWe are in compliance with thig
scope of 2 iterations. The Customer may providereguirement. Most of the documents are
clariflcations/comments to the observatons and a largerprepared as part of Solution Description
number of iterations if the comments and observations areftrack - more information en how Solution
submitted to the same or dependent parts of the documentDescription and Implementation Track ale
Lo which the comments were submilted within the scope offinked together is available in chapter 4.1
the first 2 iterations, i.e, during iterative 3, shall not contain|Dual Track agile approach of this Proposal
any entirely new comments that are not related to previous
comments o dependent changes to the document, The
results are considered accepted if a confirmation is received
froin the Customer that the results are correct or if the
Customer does not provide any response regarding the
suitability of the result within the set deadline.
FYR-7  [The Supplier according to the Project documentationfwe are in  compliance with thi
previgusly agreed with the Customer [including softwarefrequirement — compliance of suﬂ,warj
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functional description, software class description, snfmareEmduced 5 considered against approved]
database description]). ocumentation,

FVR-8  [The prepared new document has version 0.1, If commentsfWe are in  compliance  with  this
are submitted to a document, a new version of the documentrequirement - the versioning scheme
prepared after the comments, shall be established byjrequested works well with proposed
increasing the second digit of the existing version of thejproject approach.

document by one, Version 1.0 isavailable for the harmonized
document, If a new version of the approved document s
being prepared and needs to be harmonized, the second
number is changed to 1, ie, 1.1, after a harmonized new
wersion of the document.

FVR-9  |All the resulls provided by the Supplier must be compatiblaWe are in  compliance with  this
with Microsoft Office software formats (XLS (X), DOC (X)requirement = we will use standard
PPT (X), MPP). If the Supplier provides the results in anotherMicrosoft Office formats.

format that requires separate software, the Supplier is
responsible for the modification and [nstallation of th
required software in the Company, instructions, licences and
all other worlks and costs related to the software.

FVR-10 All the results and services provided by the Supplier must belUser Guide [and texts in the system] will
provided in the Lithuanian language. Specific terminologylbe awvailable in English and Lithuanian
musl be specified in brackets in English, Dther project and system documentation
will be avallable in English.

PVR-11 [The final results must be presented in an editable formatfe are in  compliance with this
(including documented diagrams]. requirement - editable document files will
be provided to the Client.

PYR-12 A full, correct source code must be provided to the Customenlo be discussed over Contract. There are
to compile readv-to-use software using standard tools mE;ulclple options  to cover  this

perform the functions specified for it. equirement, incl. Escrow provision of the
urce codes.

9.9.13 Requirements for Guarantee and Maintenance Services

This section describes the requirements for guarantee (PVR-13 - PYR-16] and malntenance services [PYR-17 -
FVR-2

Eeguiremeants

The oblect of guaraniee maintenance is the Syste e are in compliance with this requiremen
developed  and  installed in  accordance with th

requirements of this technical specification.

FVR-14 [After the Customer approves the acceptance-transfer act ofWe are in compliance with this requirement
the work performed in the first phase, the Systemis putint
operation. After perforining works of the Phase | of the
System, the Supplier must ensure the smooth aperation o
the developed software. The warranty service of the System
[of the first and second phase servicess) must be provide
by the Supplier for 24 months then the System (the flrstan
second phase) Transfer -Acceptance- Act is signed by botl
parties.The system warranty service must be provided
luring the Customer's business hours,

PVR-15 [The guarantee service includes: Ne are in compliance with this requirement
o  Elimination of System non-compliance with the- for more information see chapler 6.9
estabhlished requirements and errors at the expense of the Warranty Support = Guarantee and
Supplier; Maintenance Services of this Proposal.

= Restoration of the operability of the Existing System, for
example, [n case of malfunctions of the database or [t
Individual components;
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« Recovery of corrupted,/damaged data when the cause of]
the failure is the malfunction of the software provided by
the Supplier or improperly performed development/
supporl/ malntenance works;

s Elimination of discrepancies and errors when the System
does not work or functions incorrectly not due to improper)
implementation of the functional requirement or operating
logic, but due to other components of the solution provided
by the Supplier. Examples of such failures: The provided
System functionality improperly affects (e.g, incomplete or
incorrectly stored data) the results of [unctional
requirements,

FVR-16

The system guarantee services must be provided during the;
Customer's business hours,

We are in complianoe with this reguirement -
see chapter 6471 5L speciffcation of this

Proposal.

PVR-17

The system must operate reliably, meet information
technology security requirements, and be guickly restored
in the event of a failure. All actions of the Supplier related
to the support service must be performed In accordance
with the procedures apreed with the Customer,

W are in complignce with this reguircment -

for more  nformation  see  chapler 6.4
Warranty Support — Guarartes and

Matntenance Services of this Proposal.

FVR-18

Support services are available from 08:00 unti] 20:00. If thel
incident was registered after 20:00, the incident s
considered received at 8:00 the next day. Errors and
malfunctions [dentified by users are registered in the
Customer's service management  system. The serviog
provider manages incidents through a system provided by
the Customer.,

We are in compliance with this reguirement -
gee chapter 6471 §Ld specification of this
Proposal

FYR-19

The system provided by the customer [incident
registration system) would register the errors and)
disturbances [dentified by the TS0 users. The malntenance
service include:
Dperational System recovery, data recovery (incident
resolutlon) according to Incldent response and resolution)
times,
Provision of consultations by telephone and e-mail or othen
electronic means to the System Users with Key Rights, the
list of which will be provided by the Customer after signin
the service provision agreement. It is envisaged that the
consultations will be provided to up to 10 Key Users of the
System. Consultations are provided in accordance with the)
requirements of this technical spectfication and of the the
Svstem developed and installed in accordance with the
requirements of the commissioned  Supportive
Development Services [or the [ssues of pguaranies
development  [(System  errors, malfunctions, etc.))
Counseling services must be provided in real time, five;

«  Monitoring of technical vulnerabilities of the System
software by the System Manufacturer, notification of the
detected vulnerabilities and provision of updated versions
after the correction of vulrerahilities:

We are in compliance with this requirement

— flor more information see chapler 6.4
Warrantv Support — Guarantes and

Maintenance Services of this Proposal,

FVYR-20

Al malfunctions of the System must be recorded in the
incident rnanagement information system provided by the
Supplier,

We are in compliance with this requiremen
— for more information see chapler 6
Warranty Support - Guarantee an

Maintenance Services of this Proposal.
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PVR-21 [All the System malfunctions, i.e. incidents are classified as\We are in compliance with this requirement
follows: — for more information see chapter 6.4
s Critical error - The System does not work, is inaccessible) Warranty Support — Guarantee and
essential business logic is incorrect, data [oss, majorMaintenance Services of this Proposal.
performance disruptions. The definition of critical error is
not complete and will need to be agreed upon during thel
Froject;

o Cther errors - The Svstem (or [ts most frequently used
part/function} is unstable, e.g. error messages are shown
reguiring reconnection to the System, frequently used
operations are incorrectly performed, data is incorrectly
saved, data (part of it) is not received /transmitted to othen
systemis and other similar cases, as well as non-compliance
ol the System  with functional and  non-functional
requirements is detected. Also, other errors are conside red
to be minor errors that do not limit functionality
performance efficlency, do not damags, and do not provide
erroneous data.

The decision on what type of incident is detected, shall be
mace by the responsible persons appointed by the|
Custemer, who inform the responsible persons appointed
by Lthe Supplier.

IPYR-22 [Time limits for Incidents responses and solutions: Weare In compliance with this requirement
o Critical errar; = see chapter 6.4.7.1 SLA specification of
- The duration of the response shall not exceed 2 workingthis Proposal.
hours of the Customer from the moment of submission off
the Customer's notification;
- The duration of the solution shall not exceed 8 working
hours of the Customer from the moment of submission of
the notification of the Svstem error,

» Dther errors:

- Response time shall not exceed 8 working hours of the
Custemer [rom the moment of submission of the|
Customer's notification;

- Duration of the solution:
- No longer than 20 working hours from the receipt of thel
notification of the System error from the Customer, in case
the analysis of the error reveals that It is not necessary o
ichange the program code to correct the error;
- No later than within 1 week from the receipt of the|
notification of the System error from the Customer in case
the error analysis reveals that it is necessary to change the
rogram code to correct the error.

FYR-23 [The Suppler may agree with the Customer (in writing)We are in compliance with this requirement
upon other terms for elimination of errors acceptable to the for more information see chapter 6.4
Customer. Warranty Support — Guaranteg and
Maintenance Services of this Proposal.

PVR-24 |JAny changes to the production environment, includingWe are in compliance with this requirement
error correction, manufacturer’s global system vpgrades= for more information see chapter 6.4
and other upgrades, may only be implemented wit Warranty Support — Guarantee and
Customer's written permission. alntenance Services of this Proposal
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PVR-25

Preventive malntenance of the System must be ensured
(scheduled inspection and adjustment of the System to help
prevent or correct errors in the System before they become
delectlve].

lWe are in compllance with this reguiremen
— for more information see chapter A
Warranty Support - Guarantee an
Maintenance Services of this Proposal

FVR-26

The Maintenance services shall be provided in English or|
Lithuanian,

We are in compliance with this requiremen
= for more Information see chapter .

Warranty Support — Guaranies an
Maintenance Services of this Proposal
English is the language of choice.

FVR-27

Aflter the Customer approves the acceptance-transfer act
of the work performed In the first phase, the System 15 put
inte operation. After performing works of the Phase | of the|
System, the Supplier must ensure the smooth operation of]

Svstem [of the first and second phase services] must be
provided by the Supplier for 24 months after System [of the
first and second phase services] Transfer -Acceptance- Act)

We are in compliance with this requiremen
= for more Information see chapter .

Warranty Support — Guarantee an
Maintenance Services of this Proposal a

the developed software. The malntenance services of thepwell as chapter &. Project plan

is signed by both parties.
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10. Alignment with Functional Requirements

No. | Questions Response
FR- | The System must provide Two-Factor | Two-factor authentication is fully supported by Damas
1 Authentication [2EA). Only
authenticated wusers can  see the | The users access the system using their credentials - user
information provided in the System and | name and password, Logging into the system may be further
perform operations. secured by using a client certificate used to confirm the user's
identity.
SMS could also be used as a part of 2FA method
The requirement of using a client certificate may be set
globally or individually, The same authentication principles
FR- | The system suthorization mechanism | This  regquirement  is fully supported by Damas
2 must be implemented on the basis of a
role-based model and be managed | Damas provides several levels of rights settings. [n general, a
centrally throughout the System, user needs to authenticate first before accessing any of the
Damas functionalites.
FR- | The System must be able to manage user | This reguirement 5 Tully supported by Damas.
3 roles, inciuding users of all partner
networks, The administration of users and access rights is a part of
system configuration and is fully managed by designers. In
addition to detailed permission design, it is possible Lo group
permissions to simplify assigning the husiness objects to
roles. A set of visual functionalities is provided to design and
check permission setlings, which allows to eMciently manage
permissions and verify their functioning.

=110 =
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FR- | The System must be able to asslign, | This requirement s fully supported by Damas
4 change and remove roles for usersand to
assign, change and remove access rights | The roles can be assigned or removed from users by the
lists assigned Lo roles. users, who are granted permissions (o assigh or remaove
roles.
Hole permission set could be modified by Damas
administrator using GUL
FR- | The System must be able to manage roles | This  reguirement is  fully supported by Damas.
7] and their access rights, a preliminary list
of roles of future System users is | The roles can he managed in Damas MMS by users with
provided in the annexes (see Annex 2 of | administrator privileges. The access rights for the given role
this technical specification]). When | can be set for each individual business object [view, time
changing the riphts of the existing roles, | series, process, dats Mow ete]) The changes are immediately
these must be applied in real time to the | applied to the users, which have the relevant rofe.
users to whom the role associated with
the change is assipned. 4 detailed list of
user roles will need to be coordinated
and conflgured during the Project
implementation stage,
FR- | The System must be able to create new | New roles with a unigue set of permissions could be created
6 roles  and  ensurc  thelr  dynamic | by users with administrator rights.
management.
FR- | The System must be able to assign more | This  reguirement is fully supported by Damas.
7 than ane role to the user,
Damas MMS provides the abflity to assign any number of
roles to a given user, It is common that the user has more than
one role (e.g, Market Operator and System Administrator],
FR- | The System User must be able to view | This reguirement is fully supported by Damas
g only such information and use only such
functions as are specified In the access | Damas MMS ensures that the user can access only
rights, for example, if the System User | functionalities for which he/she has permissions (as given by
wants to view information that is not | roles the user isassigned to). The message is displayed to the
assigned to his role, the System must | user ifthe user tries to display/execute the function to which
ghow the vser that he does not have | he/she does not have access.
access to the information and otherwise
restrict the review of Informalion.
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The System must be able to spectfy an
expiration date for the selected roles,
after which the functions and access
rights associated with the rele are
automatically suspended (e,
invalidated) to the users who are holders
of that role.

The

. suspend
. suspend

* scheduled suspension of role;
. scheduled SuspCnsion af paermissinm.
will be implemented during the project after a detailed
analysis of requirements with Litgrid.

to:
role;
permissions;

requirements
and activate

and activate

The System must be able to export a list
of users with their roles and rights.

This requirement is fully supported by Damas. It is possible
to export the list into XLSX format.

The System  user groups must be
managed through Active Directory
groups, which Include user accounts.

Information about user groups sent from Active Directory
(followingly as "AD") could be mapped to Damas MMS user
groups. This requires sending such [nformation Inside the
user AD authentication teken,
Alternative methods need to be analyzed during the project
implementation phase,

12

It must he possible to connect to the
System withoul re-entering the user's
data via Single Sign-On if the user has
authenticated with the organization’s
Microsoft  Active [Directory Domain
Services/Azure AD profile.

This  reguirement is  fully  supported by Damas

FR-
13

After a user is suspended from an
organization's Microsoft Active
Directory Domain Services/Azure AD
service, the user must be suspended
from the System.

This  reguirement is fully supported by Damas
It is necessary to mention that the user tolken needs to be also
revoked by the AD provider immediately. Such functionality
depends on AD configuration and needs to be configured by

the owner of the AD service.

FR-
14

The System must provide safeguards
against unauthorized access, taking into
account the users’ affiliation with an
organization or network of partners,
which must ensure that, by default, a
particular user can only access his or her
own information,

This requirement s fully supported by Damas
Damas MMS users can be divided into internal and exvernal.
An internal user helongs to the entity that owns the Damas
system, The other (external) users are linked to external
entities and are "guests” from the system's point of view. The
system provides these entities with their own data space,
Within the framewaork of user rights, external users may be
configured to only access the values of the time series owned
by their entity, In this context, "entity” means an organization
whaose employees have access to the system. An entity has its
own data in the system, not accessible to other entities. For
example: power plants can be entities; their employees may
view only the data of production units belonging to their

employer.
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ensure that sesslons close when the
session is busy and the System is not
used for the fixed time. The duration of
the downtime will have to be agreed
during the Project,

FR- | The System adminlstrator must have a | The actlons of one or multiple users can be biocked by
15 | possihility to block all actions of one or | revoking roles and permissions from given users - this can be
more other users by providing | done in  runtime by the system administrator.
information in the user Interface. Another way to block an user in the system is Lo set I(s state
to “Tnactive”, Such functionality is available in GUIL In such a
case the user would not be able to log in into the system.
FR- | The system must be able to set the | This reguirement s flly supported by Damas
16 duration of user work sessions and

Session thmeout 15 part of standard system configuration. The
default value is 30 minutes for the ldle session. Yalue can be
changed in the configuration.
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11. High-Level System Design

11.1 System Configuration and Administration

11.1.1  Configuration of Market Participants
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11.1.2 Configuration of Processes
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11.1.3 Process D e’veln’_pmm:tt Tools

11.1.4 Ennﬁ'g_u‘ratinn of Variables
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11.1.5 ﬁnnﬂmtlun of Message Templates
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11.1.6 Data Transmission Control and Monitoring

| —
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11.1.7 Alignment with Requirements for Administration and Management Tools

Hequiremenl

= ~ The system must Thave a multi-parameter
mm&rfmﬂiﬂn

Maﬁhuhhmmm undahlm;n Pﬁm_
Mﬁh add, add new, assign classifier, and so

The components must allow, without major

. progfhmmfwg work, to establish and am}ly:
business rules, and have the functionalities
that implement them,

Thie system must he ahle ta include and define

additional descriptive felds without major
programming work.

Detsrmine and apply file retention duration

and retention requirements rules hased on
refated ¢vents and the application of
Bmypﬁmmmm -

'Emate, and Capply varlnus nh}m:t-;.

Eﬁtm.m::ﬂ&lﬁ tud i#temu! mﬂw&ﬁlﬁ it

the database level,
p—|

Define and apply lifecycle management rules
~ for existing data, files, and metadata by
AVR.7  cstablishing the use of temporary storage,

operational, extended storage, and ather
ﬂuhﬂaﬁpﬁﬁlﬁ
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| Requirement

Thfmihﬂitv M’Hﬁﬂ biwh’m* m&ﬂmlﬁnﬂ

- semantic verification rules must be realized

The system must be able to specify the

numbering of the Nmﬂt{hmtn b started and
the rules for: assiﬁmn; the next identifier

ﬁtahﬁ;hmd apply. rules for varying degrees
of depersonalization.

The system must implamntacﬁutﬁm forthe

administration, control and management of
related events in order to dsseys the cases of

proper ase.

A mechanism must be implemented to

tﬁrﬁ:ﬁuﬂt encrypted data and to determine or
t:ltmgacﬂnm'ypﬁ-m mihudm

Define  and  apply  data  transter

pdrammﬁra}mmpmﬂs te aother System
modules or other internal or external

systems,

It must be ensured that new components of

the APl are added or that existing

components are replaced without changing
the u'rﬁinfcrm*q of the components,

The system mu """"henhla‘ftu create and define
different rules or processes for different

The system must be able to set, manage,
monitor the communication rules of the

messages by ﬁﬁeﬁi‘ffinig their validity terms

and periods,

Fm‘ dara mrngc. the s mmm must be gﬁlc o
store files ragamlm: of the file format and
have the ahility to apply file cataloging.

| Response

% Litgridt
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| Requirement | Response

It must be possible to define and apply the
- functions of mathematical expression of Huz
AVR-18  difforent components when com ; -
modifying the reports or forms generated I;y-
the System.

. n  The system must be able to change the
mﬂ grnupmgxnﬂmmng rules in the mpnm.

 Itshould be user-triendly for reporting from
© existing  data, including both metadata,
system data, and file specifications.

The system  must implement  electronic

helpers  for  administration Lniﬁﬂh‘ﬂn!,:i
AVR-Z1 - isard, the basis for creating templates in a

specific case, etc.).

A convenient mechanism for de .

.. assigning and activating user roles must be
~ implemented, which is linked to aceess rights
nﬂrmd cﬁmrm validity mﬂn&n.

The different components of the system
(forms, reports, interfaces, messages, ete)
AVR-23  must be able to | gned roles and actions
~ thatcanbe per with the data available
in thgm. 4. e ereate (C), read [R], edit (U),

I ‘The system must implement 2 mechanism for
"BTEE applyin _mggur-r;gﬁmwmgemanmn&:ﬂmim;
mthhrizatiun rTules,

The system must provide for the possibility
~ to change the deseriptions of variables in
. i | I.-.‘Ithmn{nn amd Kng}liﬁh

. e Ll L e m”
administration and - control rumFumeum
operation can not be limited by number of

11.1.8  Alignment with Requirements for General Forms

122«



T S unicorn

Technical Offcr

11.1.82  Speclalized Reports

— 2
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11.1.83  Data Editing
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11.1.8.4  Process Management Toals GUI
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11.2 Balance Planning
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11.2.1 Long-term balance planning
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11.2.2 Day-ahead balance planning
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11.2.3 Intraday balance planning
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11.2.4  Grid Model Data Processes
[
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11.2.5 Alignment with Requirements for Balance Planning

=135<



Litgrid

T S UNICORN

% Litgrid

11.3 Bala ncing Capacity

i g b e | 5 et 1) 19

=136<



Litgrid

S unicorn

% Litgrid

11.3.1  Market configuration
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Clearing configuration

Auction workflow

11.3.2 Reserve requirements
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Reserve requirements

11.3.3 Bidding
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11.3.4 Clearing
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11.3.5 Results communicalion
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Bid results form

11.3.6 Secondary market
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Copacity tronsfer war]'eﬂmu
11.4 mFRR Balancing
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11.4.1 Balancing Bidding and Merit Order List
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Characteristics Value | Techmical limit
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Marit Order List

11.4.2 Balancing Demand
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An example of SA and DA Demands / Needs screen
11.4.3 Activation Orders Management
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11.44 mFRR GUI
The default Damas MMS product implementation contains the following views:

View I Ho
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11.5 aFRR Balancing

11.5.1 Balancing bidding and merit order list

11.5.2 Activation orders management

*
+
L)
*
‘ -
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11.5.3 aFRR GUI
‘The default Damas MMS product implementation contains the following views:

11.6 Settlement
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Example of settiement results monitoring screen

11.6.2 TSO-TSO Balancing energy settlement
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11.6.3 Balancing services Settlement

HER

Betlancing services settiement
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11.6.4 Imbalance Settlement
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11.6.5 Network users (NU) transmission service settlement

11.7 Financial Guarantees
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11.8 Ancillary Services
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11.9 EIC Codes

11.10 Data exchange formats and interfaces
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12. Damas MMS platform description

12.1 Solution overview
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12.2 Key components
|
12.2.1 Time series engine
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12.2.3 Calculation engine

12.2.4 MS Office integration

12.2.5 Eventsengine

12.2.6 BPM (Business process management)
With the visual workflow of the Damas Platform, you may define process schedules using inbuilt configuration
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sample screen for monitoring and control of process execulion:

12.2.7 Enterprise integration
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12.3 Architecture
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12.4 User interface

12,41 Accessibility
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12.4.2 GUI technologies

12.4.3 Deep linking

12.4.4 lconsand colors

12.4.5 Automatic refresh

12.4.6 Touch control

12.4.7 Responsive layout

12.4.8 Screen structure
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12.4.8.4.2 Dashhoard

&
L]
L]
L
L]
S

Eivem T omarwy 1 - s

12.48.4.3 Special and administration screens

12.49 Help and context tooltips
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12.4,10 Administration interface

12.5 Time series engine
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Svslern view (time series: Bid oowe

12.5.1 Flexible time dimension
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12.6 Calculation engine
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12.7 FlexiGUl

_V?_HUUV.VU_V'V?EV_
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12.7.1  Screen filter

T T r——T—

12.7.2  List of values (optional)
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12.7.3 Data grid view
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12.7.4 Data submitting
D
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12.7.5 Highlighting

|
v
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~
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12.7.6 Authorization

12.7.7 Chart view

12.7.8 Dashboards and complex screens
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12.7.9 View configurator
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12.8 Business process management (BPM)
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12.8.1 Process diagram
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12.8.2 Used icons
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12.8.3 Process instance detall

12.8.4 Context menu
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12.8.5 Multiple process control window
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12.8.6 Compact view

»221 <



Litgrid

T S UNICORN

% Litgrid

12.8.7 Process bar

12.88 Process button
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12.10 Events engine
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12.11.1 Communication channels
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12.11.2 Key features

12.11.3 Dala receplion separated [rom business processing

12.11.4 Scalability and performance

12.11.5 Input processing, validations and acknowledgement
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12.11.8 Data flow register and monitoring

»231<



T S unicorn

Technical Offcr

12.11.9 SOA concept

5 .
! ¢
j :
i l

=232«



Litgrid

T S UNICORN

% Litgrid

12.11.10 Enterprise service bus (ESB)

12.11.11 Process integration patterns
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12.11.12 Dataflow design and configuration
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12.13 Reference and master data management
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12.19.1 Typical data archiving process

12.19.2 Retrieving and reading archived data

12.20 ['_nﬂ""a_ structure
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Unicorn Systems commercial Terms and Conditions for Damas

MMS Standard Software
(Hereinafter the “Commercial Terms and Conditions”)

Annex 1 - Damas License conditions

Scope of Commercial Terms and Conditions

Pre-Contractual Obligations, Agreement Signing, Written Form

Scope of Delivery

Rights of USY
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Assignment of Software

Customer’s Duty to Cooperate

Terms of the Software Delivery

Price, Terms of Payment, Reservation of Rights
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Duty to Check and Notification of Defects

4
2.

Liability for Damage; Penalties
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Confidentiality and Data Protection

License Termination
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Product Support Services

Third Party Software

Final Provisions

Attachment 1 — List of Third-Party SW Programs

The following third-party software programs are included in different versions Damas MMS or may be
required by some versions of Damas MMS to run:
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1. Compliance with Clause 6.2.4 of the Special Procurement Conditions - 1.1.The ﬂmﬁpﬁm of the solution is
insuficiently detailed and no conclusions can be drawn regarding compliance with the safety requirements set
out in the technical specification. Missing security information -the text mentions a focus on safety but not
enough data to assess.

Unicorn Answer:

As any other software project delivered by Unicorn, we will develop future system with adherence to Secure

Software Development Lifecycle (SSDLC) methodology, which imposes security-refated activities, milestones, and

‘outputs, including OWASP ASVS-based checks and testing. Unicorn is also 1S0 27001 certified.

In addition, we strongly suggest performing independent Penetration Testing as part of construction phase of the
project.

Please note that such penetration tests are currently not part of the commercial proposal, but we are ready to

involve our independent security experts to perform them on behall of Customer.

Besides the security hardening made by infrastructure (Firewalls, private protected networks, reverse-proxies,
white-listing, etc.), Damas MMS platform corresponds to all modern security requirements to enterprise level
systems.

Risk analysis as a technigue used to identify and assess factors that may jeopardize the success of a project or
achieving a goal is a part of our approach. Risk analysls alms to Identify the weakest point of the solution, the threat
that can make the most significant impact, and at last but not least the effectiveness of the measures that are
planned or implemented.

System consists of classic 3 tier application architecture: User GUI, back office and DR layer.

Annex 2 - Negotiations documents
Clarification of Initial tender
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2, 1.1. The description of the solution Is insuffictently detailed and no conclusions can be drawn regarding
compliance with the safety requirements set out in the te:&nfeu.'ar&dﬂmﬂm Mt&'smy security information -the text
mentions a focus on safety but not enough dota to assess.

Unicorn Answer:

Application APl layer

Communication with external systems is performed via communication channels requested by client and finally
agreed during project design phase. It is always preferable to exchange data using most secure and commonly
wide communication channels used by market particlpants:

o Web-Services are commonly used to exchange data between systems in energy domaln. Damas MMS
communication with external systems Is buill using modern ASP.NET WCF framework which guarantees
compliance with latest sscurity requirements and vendor support. Such communication needs to be secured.
Security features used by Damas MMS platform:
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3. 1.2.FR-9, FR-Ta- no information is provided on the implementation of the requirements, therefore complionee
with the requirements cannot be defermined

Unicorn Answer:

The whole chapter of the Functional Requirement were added. For more details about FR, please see chapter
Alignment with Functional Requirements.

4, L3 TS Requirement NFR-102 - It is not clear from the information provided whether the change of logging
paramelers con be performed without disrupling the system operation,

Unicorn Answer;

Damas platform audit is focused at two crocial aspects: data consistency awdit and application functionality audit.
Drata audit is responsible for tracking of any data change made in the system. This ahility s called historization of
data and it allows to see all changes made over one virtual data column of data

Different data change audit log levels could be separately configured per time serie column by administeater of
system using administrative WEB GUILL

Store a history of value changes:

Values historization v

Disabled without audit
Disabled

Values historization
Full historization
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Data change audit levels could be updated without any interruption of syslem operation at any Ume.

5 2.1.clarification required: NFR-35 for environmental performance (Le., TEST / DEV environments provided
by Unicorn). PVR-18 - Supplfer System (JIRA). The decision states that part of the Integration management can be
implemented in the proposed solution using BPM and Events Engine. Only first part of question answered here

Unicorn Answer:

Based on our experience of already Implemented Damas projects, benefit of having DEV and TEST {internal FAT)
environments (nside Unicorn premises lies Ina field of already defined and well tested development procedures
used many times before for other Damas implementation,

Key benefits are:

. initial preparation of DEV and TEST (internal FAT) environments takes |ust few days. It means fast start
of implementation stage of project as there are no delays with environment preparation

integration with Unicorn internal CI-CD infrastructure which allows to speed up development and testing
of deliveries to internal environments
. environments are available only to Unicorn stafl as they are located al premises available only via
corporate network or corporate VPN secured by 2 factor authentication and individual access rules

for demo purposes, it could always be granted temporary or permanent public access to Fronl End part of
application to product owner or any other customer staff

Typical configuration of any DEV or TEST environment hosted at Unicorn premises is the following:

|CPU |RAM MDD .
| FNEr | iCoren) ycBf  (oB) %

DEV and TEST environments are used internally by Unicorn team to perform development and internal testing.
Such environments are part of development and services worktlow. Usage of such environments would not bring
any additional cost for Litgrid.

Detailed purpose of every environment and overall layout ol environments is described in answer for question 1D-
10 bielow. '
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Unicorn Answer:

Based on requirements and cur experience from previous Damas MMS implementations, we assume the following
environments will be used during development and operation of the system:

Enviranmanl Purpass VWhern daployed
DEV Lzad oy the cevalopmant eam o dawalop new | Unicom pramises,
falires of the systam

TETITEST) Lisad by the deveioprmenl and miernal best teem | Unicom presmises
to pasform intermal sysiem esting and imogration
leetm]. AT 1ha firsl Blages of 1he projact (befara
Pre-Prod anvironmenl would Be resdy sl Lilgnd
premizas) this anyinonment cow'd parform funciion
of CIEMD eryironmen| when produs ownar ooad
varty resuks of develapmant & the end of each
5

BEMOI  PAL: | Pre-Prod amsimonment il be Lsed for caivery of | Liggnd premises. Moz i
Instruetion | | thea sprint resuts for cusomar fests and wil b
FRE-PROD el o cdemonelrabons and laamng of eysiem

funchonolilies by Libgid usess  Alse  this
BTV rEnmen wodd be used for real Imegration
tegts vemn Al mequired extemal syelemE Suon
erviroament would have configuraton o close aa
paksble o Producton arsiranmant. Sier Go-L v
this anweonmant will ba usad for DEMWD and user
slorigg \BI1ER.

PRODUCTION | Ervirorment will be vsed for deployment ol | Ligid pramises - deployed 0 e
already acoapbad user shares and will ba used for | locatans for HA and DR pupases
soceplance testing belors Go Live dals This
grrerarenent  wil  becoms e arsducton
privrormer] afier sucossstul UAT phasze of tha
projecs

All environments should operate at own isolated subnets behind firewall. This approach will allow to clearly
separate system configuration and will limil fecess o dedicated environment Lo only sauthorized wsers.

Based on our experlence of already successfully implemented Damas MMS systems, we suggest lollowing schedule
of environments life circle:

DEV environment will be prepared and used exactly at the beginning of development phase start. It could
also be prepared during last weeks of design phase to be able to start development immediately.

TEST (internal FAT) environment will be prepared belore the first DEMO Lo be able Lo present resulls of
the development to product owner, Before Pre-Prod would be ready — TEST environment could perform role of
DEMO enviranment.

Pre-Prod (PAL-instruction, DEMO) envirenment is usually prepared in parallel during life cirele of the
project Usually, it takes some amount of time, as customer needs to prepare dedicated hardware first When
environment is ready, dev team performs installation and configuration of application there. All next deployments
are scheduled based on sprint timelines and internal agreements during project phase. After this moment Fre-
Prod environment would be used lor all demonstrations.

Production environment is prepared after Pre-Production environment ar in parallel with it. Usually, it is
prepared at the end of the development stage and at the beginning of UAT phase of the project. Before Go-Live,
when environment is ready and operational, Disaster Recovery (DR) test should be performed to ensure that
environment is fallure tolerant, This test is better to perform not far to Go-Live date, to be sure that configuration
Iz proper and working as expected. Such DR tests are performed by Litgrld IT speclalists with support of Unicorn
development team,

Application is built based on 3 tier architecture:
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Detailed architectural description of future system to be deployed to Litgrid premises could be found in chapters
"4.6.1 Deployment view”", "9.6.2 Disaster and recovery” and "9.6.3 Virtual servers”. They contain description of
deployment architecture and requirements to Hardware for environments which suggested to be hosted at Litgrid
premises {Pre-Prod and Production],

Chapter "9.6.4 Licences” containg list of licences required to run Damas MMS at Litgrid premises.

7 2.3 The proposal includes licenses for infrastructure companents, which in this case are redundant or nezd ta
bre clarifled due to the lnyout of the architecture of future environments, [t2ms 2-3-4 af the submitted propesal,

Unicorn Answer:

All licences were clculated based on proposed specification of HW which are suggested w be hosted at Litgrid
premisas [Production and Pre-Production environments) only. Unicorn is taking care about licencing of all internal
environments which would be hosted al Unicorn premises and would be used [or development. No additional
lcenices are requlred for such environments.

Based on Unicorn's experience with other already successfully implemented Damas MMS based projects, proposal
was prepared based on assumption that all application servers would be hosted In virtualized environment which
would be deploved at data centres with physical server infrastructure owned by Litgrid. Licence calculations were
made for software reguired to run Damas MMS application and to build HA virtual infrastructure for application
SErvers.

Any other solution architecture needs Lo be deeply analysed and agreed by both parties additionally during project
design phase. As proper licencing of environment requires precise knowledge of infrastructure which must be
licenced. This procedure requires deep analyse for finding of compromise between efficient performance and
licence cost.

Unicorn assumes that by agreement with customer, target infrastructure design may change, and this would effect
on flnal license cost. That's why all licenses were pre-caleulated for proposed infrastructure and provided
separately with explicit pricing. In caze some of licenzes would not be needed, they would be simply deducted frrom
proposal price. Same time additional licenses on top of offered amount would have to be purchased additionally
by Litgrid. Unleorn would support Litgrid and would try to provide additional llcences using corporate discounts
which Unicorn has with

For more details about initially proposed solution, please refer to chapters helow:

Deplovment view and HW specifications for Production and Pre-Production environments could be found
at “0.6.1 Deployment view”, "9.6.2 Disaster and recovery” and "9.6.3 Virtual servers” chapters of proposal
document.

Chapter "9.6.4 Licences” contains list of licences required to run Damas MMS at Litgrid premises. Number
of llcences was calculated based on proposed infrastructure requirements for Production and Pre-Production
environments.
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