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MINIMUM INFORMATION SECURITY REQUIREMENTS FOR SOFTWARE DEVELOPMENT V.1.1

I. GENERAL PROVISIONS
1. Security decisions must be based on risk assessment and made with the participation of the Client and the Supplier.
2. Security initiatives and activities must be carried out at every stage of the system’s life cycle.
3. System vulnerabilities are plausible – the software will contain errors, some of which will affect system security. The Client and the Supplier will make reasonable efforts to identify weak security points or vulnerabilities at the earliest possible stage of the system life cycle.
4. Security transparency – If the Supplier becomes aware of possible security gaps or weak points in the system, this information will be provided to the Client immediately and in full scope. 

II. SECURITY ACTIVITIES IN THE LIFE CYCLE  
5. Risk assessment. The Client, together with the Supplier, will identify and document the security risks to the system. All areas of security referred to in Article 9 shall be analysed during the risk assessment.
6. Security requirements. The Supplier, together with the Client, will elaborate on the security requirements for the system and include them in the specification of the system being developed.
7. Design. The Supplier will design the necessary measures for the implementation of security requirements.
8. Create. The Supplier undertakes to comply with the good software development security practices set out in the Open Web Application Security Project (OWASP) methodology. 
9. Security analysis and testing. The supplier shall perform system security analysis and testing in accordance with system security requirements and good software security practices: 
9.1. CWE/SANS 25 common programming errors (latest version).
9.2. OWASP TOP 10 vulnerability assessment (latest version), for each of the following areas:
9.2.1. Validation of data and coding.
9.2.2. Authentication and session management. 
9.2.3. Access control.
9.2.4. Error management.
9.2.5. Registration.
9.2.6. Interfaces with external systems.
9.2.7. Cryptography.
9.2.8. Accessibility.
9.2.9. Secure configuration.
9.2.10. Security of platforms, databases and infrastructure.
10. The Supplier will provide the Client with a confirmation - declaration that the system complies with the OWASP guidelines for secure software development, as well as the results of the verification for each area specified in Paragraph 9.

III. SECURITY ROLES  
11. The Supplier will delegate an employee with security expertise (security architect), who will review the results before submitting them to the Client and confirm compliance with security requirements.
12. Security training. All Employees of the Supplier involved in the project must be familiar with the methods of secure software development.

III. DEVELOPMENT ENVIRONMENT  
13. Configuration management. The Supplier must use a configuration management system that authenticates Supplier’s employees involved in system development and records their actions. 

IV. THIRD-PARTY COMPONENTS  
14. Transparency. The Supplier must identify all third-party components, libraries and schemes used in the system, whether commercial, free, open or closed source software.
15. Assessment. The Supplier shall take appropriate measures to ensure that third-party software used in the system complies with the system security requirements.
16. Malicious software. The Supplier undertakes to provide a system that does not contain any hidden, security-weakening features, including: malicious software, viruses, worms, time mines, unauthorized accesses or functions (Trojans, backdoors, easter eggs). 

V. SECURITY AUDIT  
17. Audit law. The Client has the right to conduct system security audit. The Supplier must provide appropriate assistance to the Client in carrying out the security audit, including providing a source code and providing access to the testing environment.
