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Dragos WorldView
Threat Intelligence

Analyst-driven ICS/OT cybersecurity threat research

Industrial asset owners and defenders are focused on keeping processes running in their ICS/OT

environments - yet they're often faced with too many alerts, without the resources or actionable guidance

to remediate them all. The techniques cyber adversaries use, the vulnerabilities they exploit, and what that

activity looks like in industrial environments are ever-changing developments that are hard to pin down,

and the number of adversaries continues to grow.

Dragos leads the industrial cybersecurity market by delivering ICS/OT threat
intelligence research with consolidated knowledge and skills gained from
hunting adversaries, deconstructing malware, analyzing vulnerabilities, and
engineering threat detections, all with a focus on industrial operations.
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KEY BENEFITS

Decrease the time
it takes to detect
adversary threats.

Improve the signal
to noise ratio in
your SOC.

Address ICS/OT
vulnerabilities with
less effort.

Avoid downtime
and reduce time to
recovery.

Know the impact of
ICS/OT cyber events
through executive
insights.



DRAGOS WORLDVIEW THREAT INTELLIGENCE

What You Get With a WorldView Subscription

+ Comprehensive reporting on the latest ICS/OT cyber risks with implications ‘
Dragos WorldView

Threat Intelligence
provides National
Grid with clearly

for your industry sector and region

+ Detailed knowledge of ICS/OT adversary intrusions and tactics, techniques,
and procedures (TTPs) mapped to MITRE ATT&CK for ICS

+ I0Cs in context of OT operations: suspicious domains, IP addresses, articulated intelligence,
malware samples, file hashes, registry keys, etc. backed by evidence

- Refactored CVSS scores that reflect the OT impact and exploitability and specific information
of ICS vulnerabilities to help us mitigate

threats. The clear
understanding Dragos
has of the environment
in which we operate,

+ Enriched mitigations and alternatives to circumvent the need
to patch across many ICS/OT advisories

+ Technical analysis of malware developed to initiate and execute

ICS/OT cyber attacks allows us to cut through
- Defensive recommendations from ICS/OT experts the hype around many
+ Threat detections, I0Cs, and vulnerability enrichments regularly codified potential industry

in the Dragos Platform vulnerabilities.

How Your WorldView Subscription Works

Dragos WorldView Threat Intelligence is an annual subscription service that delivers actionable analyst-driven
cyber research and reports on adversary threats, malware, and vulnerabilities impacting industrial sectors.
Context-rich IOCs relevant to ICS/OT are available for integration with your third-party SIEM/TIP platform or
exportable in machine-readable formats.

Operationalize WorldView in collaboration with your intelligence technical account manager (iTAM) identifying your
unique intelligence priorities and use cases.

Dragos offers additional Concierge Services to help you manage your ICS/OT cyber threat intelligence in the context of
your unique business goals and environmental factors.

Contact us for a demo of WorldView Threat Intelligence.

Visit dragos.com/threatintelligence to learn more.

4 N About Dragos, Inc.

Dragos, Inc. has a global mission to safeguard civilization from those trying to
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disrupt the industrial infrastructure we depend on every day. Dragos is privately

held and headquartered in the Washington, DC area with regional presence around

the world, including Canada, Australia, New Zealand, Europe, and the Middle East.

To learn more about our technology, services, and threat intelligence offerings,
visit dragos.com or connect with us at sales@dragos.com.

<7 info@dragos.com w @Dragosinc in @Dragos, Inc. Copyright ©®2023 Dragos, Inc. | All Rights Reserved. | Last updated June, 2023


http://www.dragos.com
mailto:sales%40dragos.com?subject=
mailto:info%40dragos.com?subject=
https://twitter.com/DragosInc
https://www.linkedin.com/company/dragos-inc./
http://www.dragos.com/threatintelligence

