Reikalavimas

Requirement

Reikalavimo tipas / Requirement category

Privaloma (mandatory) / Neprivaloma (optional)

Prioritets

Aukstas (High) / Vidutinis.
(Medium) / Mazas (Low)

Reikalavimo jgyvendinimas Sistemoje (1gyvendintas,
igyvendintas, Nebus lgvvendmlasl/
‘The implementation of a requi e System
(Implemented, wm he .mplememd, w.u not be
ted)

NFR-001 [Atsarginiy kopijy darymo i sistemos atstatymo instrukcij Backup and restore guid Dokumentavimas/ Neprivaloma (optional)
* turi bt tiek detall, kad pagal ja bity galima padaryti atsarging kopija ir  |* must be detailed enough to back and restore it
atstatyti sistema be rangovo jsikisimo with no assistance from the Vendor
* atstatymo procedra turi pateikt nstukcias klp atstatyt duomens / | Restore procedure must provide instructions to restore data and
sistema  jos normala veikim bisena toits normal and
* instrukeija, kaip sistema | jau egzistuojant atsarginiy kopijy  |* have instructions on how to integrate Solution/System into existing
darymo sprendima backup solution.
NFR-002 Bendro sistemos aprasymo dokumentas turi apimti General the (optional) (Low)
* sistemos tiksla * must explain system purpose Documentation
* aprasyti sistemos funkcijas. * must describe system functions
* pateikti aukito Iygio sistemos architektira * must present high level system architecture
NFR-003 ir projektavi veikios [The Unified Modeling Ttechnology / Neprivaloma (optional) Zemas (Low)
procesy schemy, modeliy, duomeny baziy schemy, programiniy i indes. ) has o be used by Suppler o design analyticaland ~[Documentation
schemy ir ity esybiy turi |design process flow diagrams, models, database
bati naudojama ne zemesné kaip 2.0 UML standarto (angl. Unified Modeling |schemas, software component interface diagrams and other interface
Language, http://www.omg.org/technology/uml/index.htm) ir ne emesné |interfaces. A version of the 2.0 BPMIN standard
NFR-004 Integracijy instrukcijoje turi biti Integration guide must provide: Dokumentavimas/ Neprivaloma (optional) (Low)
| el ntegravim su istema bada, protokolai i tandartai * all possible methods for integration with the system, protocols and —[Documentation
bei jos
NFR-005 Feecamines pusés turi et patevkn tokia dokumentacija: From technical point of view system must provide following, Dokumentavimas/ Neprivaloma (optional) (Low)
* bendras sistemos aprasyma documents: Documentation
* sistemos idiegimo planas ir instrukcwia * general description of the system
* sistemos administravimo ir priefiros instrukcija * system architectural solution based on UML2.0 (component diagrams,
- reikalavi i
NFR-006 Pirkima laimejes Tiekejas privalo pateikti hitektara, kad must provide SISTEMA architecture and to align it | Dokumentavimas/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
pirkejas galet a with the Buyer. Documentation
NFR-007 Sistema turi biti dokumentuota tiek & vartotoju, tiek & techninés puses. |System must be documented from user and technical point of view. | Dokumentavimas/ Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
Documentation
NFR-008 Sistemos administravimo i pri System administration and maintenance guide must contain: Dokumentavimas/ Neprivaloma (optional) Zemas (Low)
* aprasyti kiekvienos dienos operacily i prieidros procesus taip, kad juos | * daily operations and maintenance process detailed enough to doit | Documentation
baty galima atlikti be rangovo jsikisimo with no assistance from the Vendor.
* aprasyti galimas Klaidas ir incidentus be sutrikimus bei pateiktijy * description of troubleshooting, failover actions and solutions for
sprendimo instrukcijas possible incidents
* aprasyti neautomatizuotas procedaras, kaip atstatyti duomeny * description of manual procedures on how to maintain and restore
integraluma a si iki data intearity and working state of
NFR-009 Sistemos architektiros dokumentas turi: Yhz foll for the Systc iilD Neprivaloma (optional) (Low)
* bii tiek detalus, kad i jo bity galima suprasti pagrindine sistemos met it shll b detaed enough to understand the main idea of |Documentation
sprendimo idéja ir patj sprendima sys\zm solution and the solution itself - indicate and describe all
* vardinti ir apradyti visus vidinius siste irint ts and integrations with other external
itomis Sorinémis sistemomis svstems - explain arrangement ofsystem components and their
* paaiskinti issidestyma ir ju t - explain data flows - provide architecture of system
* paaiskinti duomeny srautus database - describe system integration interface (API) (both functional
* pateikti sistemos duomeny bazes architektara and for administration) - provide high level architecture of system
* pateikti sistemos integracios sasajos (AP) aprasyma (tiek funkcinj, tiek infrastructure solution (servers, network, data warehouses, etc.);
administravimo) - Based on UML 2.0
* pateikti aukito a a
(serveriai, tinklas, duomeny saugyklos ir t.t)
NFR010 [Turi bati pateikta tokia dokumentacija & vartotojy pusés: Such documentation from users point of view must be provided: Dokumentavimas/ Neprivaloma (optional) Zemas (Low) B dintas (Wil
* Mokomoji medtiaga * Training material Documentation
* Sistemos testavimo scenarijai * System testing scenarios
* Naudotojo vadovas (kiekvienai rolei) * User guide (for each role)
* Sistemos funkcijy medis bei jy aprasymas * Systems functions tree and descriptions
[NFR-o11 Visa Projekto i Sistemos dokumentacija turi biti rengiama lietuviy arba Al Project and System documentation must be prepared in lithuanian _|Dokumentavimas/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
angly kalba. or english language, Documentation
NFRO12 t i turi turéti galimybe nici a System hall be able to intiate procedure of System _|Duomeny archyvavimas/ Neprivaloma (optional) Zemas (Low)
atstatymo i rezervinés kopijos procedira. Atstalus duomenis, turi data restoration from a backup copy. Supplier shall provide the Data archive
uikinti, kad bity 8 luti grity with other systems after data
[NFR-013 Tiekéias tur uitieini atsarginio kopiavimo sstema, kad sistermos The Supplier shall ensure solution backup within following system | Duomeny archyvavimas/ Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
atstatymas tenkinty tokius reikalavimu recovery requirements: - recovery time objective (RTO) shall not Data archive
* atstatymo laikas (RTO) nevirsyty 2 valandy exceed 2 hous - recovery point objective (RPO) - 24 hours - data
NFRO14 [Turi bati galimybe daryti rezervines kopijas visiems d tem shall of Tor all stored data during_|Duomeny archyvavimas/ Neprivaloma (optional) [AukStas (High) llgyvendintas (Implemented)
cioje, ti ¢ i system's runtime and non-runtime periods and at the same time Data archive
numatytus greitaveikos reikalavimus ir netrikdant darbo su Sistema. [meeting the System's performance requirements and not interfering
work with the System.
[NFR-015 LG gali pareikalauti perduoti atsarginés kopijos duomeny kopia, bet kuriuo LG can request copy of backup data at any time during system lifecycle. Duomeny archyvavimas/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
sistemos gyvavimo metu. Data archive
NFRO16 Kas menesiné atsarginiy kopijy vykdymo ataskaita turi biti teikima sistemos_Backup report should be generated each month. The Duomeny (optional) Zemas (Low)
savininkui ir IT palaikimo padalinio vadovui (arba jo paskirtam asmeni send to system owner and to the head of infrastructure division (o |Data archive
dedicated contact person )
NFR-017 [lei atsarginiu kopilu iranga yra tame paciame duomeny centre, kaip ir If backup infrastructure is on same data center as active part of the _[Duomeny (optional) [Aukstas (High)
aktyvioji sistemos dalis, tiekejas turl saugoti atsarginiy kopijy duomeny  [system dublicate remote storage of backup data must be provided by ~[Data archive
dublikatus kitame/nutolusiame duomeny centre. vendor.
NFR-018 Sistemoje turi bt galimybé archyvuoti neaktyvius duomenis, iskeliant juos | | The System shall iving inacti gthemto [Duomeny (optional) [Aukstas (igh) llgyvendintas (implemented)
kita architektarin] duomeny bazés lygj, siekiant pagerinti Sistemos other architecturaldatabase level norder to mprove Syste's Data archive
greitaveika.
NFR-019 Sistemoje turi biti galimybé automatiniam archyvavimui atrinkti ir The System shall have possibility to select and form data lst for Duomeny archyvavimas/ Neprivaloma (optional) (Low)
suformuoti duomeny sarasa. archivation. Data archive
NFR020 Sistemoje turi bati galimyb: i duomeny [The System shal allow to automate data archivi ] Duomeny (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
bei archyvuoty duomeny saugojimo valdyma. archived data storage management. Data archive
NFR021 Sistemoje turi bati galimybé bet kuriai duomeny kategorijai pazymeti [The System shal allow to customize archiving settings for any data | Duomeny archyvavimas/ Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
individualius archyvavimo nustatymus. category. Data archive
NFR022 Sistemoje turi bati galimybé nustatyti ir keisti duomeny archyvavimo [The System shall allow to set and change data archiving period, Duomeny archyvavimas/ Neprivaloma (optional) Zemas (Low)
laikotarp, perioditkuma ir saugojimo laika. regularity and storage time. Data archive
NFR023 Sstemole tri il galimybe perdiirét suarchyvuotus duomens, [The System shall allow to view without any Duomeny (optional) [AukStas (High) Nebus jgyvendintas (Will not be implemented)
papildomos programinés jrangos. software. Data archive
[NFR-024 Sistemoje turi biti galimybé suformuoti ataskaitas i§ suarchyvuoty The System shall allow to g ports fr Duomeny (optional) [Aukstas (High) llgyvendintas (implemented)
duomeny. Data archive




galimybé Ussakovui laikinai arba visizkai atjungti tarnybas (angl. services),
kuriy naudojimas néra batinas ar reikalingas sistemy ir/arba paslaugy
veikimui uttikrinti,

possibility for the Customer to temporarily or permanently disable
services that are not mandatory or unused.

Information securtiy
requirements

NFR025 Sistemoje turi bati galimybé uztikrinti, kad nebity leidziama koreguotl, shall ensure that and/or deletion of the [Duomeny archyvavimas/ Neprivaloma (optional) [AukStas (High) llgyvendintas (Implemented)
i / ar trinti suarchyvuoty duomeny archived data should not be possible. Data archive
NFR026 Sistema turi veikti pagal greitaveikos reikalavimus, kai su ja vienu metu dirbs |The System shall be designed and meet p for Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
500 tiesiogia prisijungusiy vartotojy (atidaryty sesijy). 200 i jy vienu metu |50 directly logged i users (open sessions) simultaneously. 200 of
gali aktyviai atlikinéti veiksmus. them can actively perform actions.
NFR-027 Sistemos greitaveika turi bati ne mazesné nei: System performance should ensure that: Greitaveika/Performance Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
1. Detalaus lango (su visais norimais objektais) atidarymas turi truktine |- Full opening of detailed object window (with all requested network
igiau nei 3 sekundziy elements) takes no more than 3 seconds
2. Duomeny issaugojimo operacija po keitimo turi trukti ne lgiau nei 3 - Data saving after modifications takes no more than 3 seconds
sekundziy
NFR028 [1eit0 reikia produkty (sistemu) ir (arba) paslaugy teikimui, Tiekejas, I case required for products and/or services delivery, the Supplier, _[Informacijos saugos atitiktis/information _|Privaloma (mandatory) Privaloma (mandatory)  |lgyvendintas (Implemented)
veikdamas kaip duomen tvarkytojas ir tvarkantis Uzsakovo asmens acting as the Data Processor and processing Customer's personal data, |security compliance
duomenis, jgyvendina technines ir organizacines priemones, kad apsaugoty |shall implement technical and organizational measures to safeguard
3sakovo d | BDAR reikal E bekitako, |Customer Data in accordance to GDPR requirements, ensuring,
atitikima pritaikytosios duomeny apsaugos (data protection by design) ir [amongst other things, the compliance with the principles of data
standartizuotosios duomeny apsaugos (data protection by default) (BDAR 25 protection by design and data protection by default (Art. 25 of the
str.). Tiekejas, veikdamas kaip Uzsakovo duomeny tvarkytojas, turi bati  [GDPR). The Supplier, acting s Data Processor, shall be ready to provide|
pasiruoges pateikti aukitiau nurodyty reikalavimy evidence of of by
pagal Uzsakovo pareikalavima ir turi su Uzsakovu sudaryti duomeny (Customer request, and shall conclude the Data Processing Agreement
tvarkymo susitarima (DTS) pagal Uzsakovo pateikta tiping duomeny (DPA) with the Customer based on Customer's standard data
tvarkymo sutartj. Pagristais atvejais, kai néra galimybés sudaryti DTS pagal  [processing agreement. In justified cases when DPA based on standard
Utsakovo pateikta tiping forma, Tiekéjas tur utikrinti, kad duomeny Customer's DPA template cannot be concluded, Supplier shall ensure
tvarkytojo paslaugy teikimo salygose, be kita ko, baty jtrauktos pagal BDAR |that the service terms of the Supplier's service include, among other
28 straipsnio 3 dalj privalomos nuostatos requirements, the provisions required by Art. 28(3) of the GDPR.
NFR-029 Pries pradédamas gaminiy i (arba) paslaugy projektavimo ir kirimo darbus |Before commencing work designing and building the products and) Privaloma (mandatory) Privaloma (mandatory) | |gyvendintas (Implemented)
pagal Uzsakovo funkeinius reikalavimus, Tiekejas privalo uZtikrinti attikima —[services according to the Customer functional requirements, the security compliance
g titikts” skyriuje pateikti liems atitikti upplier shall ensure conformity with the specific requirements of
reikalavimams “Invormation security compliance” requirements group.
NFR-030 Tiek formaci titikties reikalavimai pplier shall ensure that all informati Pl Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
bty taikomi Tiekejo applied to ts part d involved in|security compliance
produkty (sistemu) i (arba) paslaugy kirime i teikime. Supplier's products and/or services development and provisioning.
NFR-031 Tiekéjas savo produktams (sistemoms) ir (arba) paslaugoms taiko grieztus | The Supplier shall apply rigid Software Development Lifecycle (SDLC) (optional) [Aukstas (High) llgyvendintas (Implemented)
a (SDLC) metodus. SDLC metodai |methods to its products and/or services. SDLC methods shall include |security compliance
apima geriausia praktika i standartinius reikalavimus saugiam programinés  [best practi f (code)
rangos (kodo) irimui ir nuolatiniam tikrinimui, zeids , including vulnerability
vertinimus i testavima nepalankiausiomis salygomis. Tiekejas turi bati assessments and stress testing. The Supplier shall be ready to provide
pasiruoses pateikti naudojamy SDLC metody dokumentaciia pagal Uzsakovo [evidence of implementation of SDLC methods by Customer requests.
NFR-032 Tiekejas savo produktams (sistemoms) i (arba) paslaugoms tiekti Uzsakovui pplier providing ices to the Customer shall (optional) [Aukstas (High) llgyvendintas (Implemented)
gyvendina organizacines r technines saugos priemones, atitinkanias d i fied in y compl
15027000 Seimos i (arba) Iygiaveréiy standarty reikalavimus., utikrinantius, 15027000 family and/or equivalent standards and requirements. to
be kita ko, atitikima pritaikytojo privatumo (privacy by desing) ir ensure, amongst other things, the compliance with the principles of
standartizuotojo privatumo (privacy by default) principams. Siy priemoniy  privacy by design and privacy by default. Such measures shall be
igyvendinimas turi biti patvirtintas reguliariy vidiniy ir arba) iSoriniy proven via regular internal and/or external audits and certifications,
patikry i sertifikavimo metu, jskaitant bet ne apsiribojant SOC 2 ir SSAE 16  [including but not limited to SOC 2 and SSAE 16 reports. The Supplier
ataskaity turéjimu. Tiekejas turi biti pasiruoses pateikti atitikima shall be ready to provide documented conformity statements about
itinant; ia pagal Uzsakovo i compliance with above mentioned requirements by Customer request.
NFR-033 Tiekejas turf uztikrinti galimybe Uzsakovui ar jo jgaliotam partneriui ne The Supplier shall make it possible for the Customer or its authorized _|Informacijos saugos atitiktis/Information _Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
reciau kaip viena karta per metus atlktitiekéjo ir jo partneriy kontrole,  [parties to perform own audit the Supplier o
patikra su tikslu jvertinti tiekejo taikomas informacijos saugos utikrinimo  [at least once per calendar year in order to evaluate the organizational
organizacines bei technines priemones, [and technical measures of protection of Customer Data and Supplier's
provided products and/or services
NFR-034 Tiekejas visiskai valdo ir kontroliuoja visa aparating ir programing iranga, | The Supplier shall fully manage and control all i Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
skaitant licencijas, programy koda, saugos (sifravimo) raktus i kt., components, including equipment, licenses, code, security (encryption) |security compliance
uitikrindamas, kad produkty (sistemy) ir (arba) paslaugy krime ir teikime  [keys and etc., ensuring that only permitted and licensed hardware and
bity naudojama tik leistina i licencijuota aparatiné ir programiné iranga.  [software equipment would be used to deliver products and/or services
to the Customer.
NFR-035 Duomenys (data at rest), jy perdavimas (data in transit) ir Ju atsargines | Customer Data at rest, data in transit and data backups are encrypted, |Informacijos saugos techninial Neprivaloma (optional) [Aukstas (High) Bus igyvendintas (Will be implemented)
kopijos (data backups) yra Sifruojami, parenkant naujausias NIST, EISA ar BS| |using newest NIST, EISA or BS| recommended encryption techniques, Information secut hnical
organizacily rekomendacijas atitinkancius Sifravimo algoritmus, Sifravimo  [tools, algorithms, encryption keys, etc. The st of encryption measures [requirements
rakty ilgius i t.t. Naudojamy Sifravimo priemoniy detalus sarasas i raktai  [and encryption keys are passed to the Customer.
yra pateikti Uzsakovui.
NFR-036 Pateikti dokumental jrodantys, kad sistemos ar/arba paslaugos neturi The documents, confirming that products and/or services do not have | nformacijos saugos techniniai Neprivaloma (optional) [AukStas (High) llgyvendintas (Implemented)
kritiniy, aukito ir/arba vidutinio lygio kibernetiniy pazeidziamumy, o high and/or medium level cyber are provided Information y
skenavimas atliktas vienu i TOP 10 vyraujantiy rinkoje profesionaliy and accepted by the Customer. Vulnerability assessment is performed |requirements
pazeidziamumy skenavimo jrankiu, jvertintu nepriklausomy Zaliy, tk. using one or more of the TOP 10 rated vulnerability assessment tools,
(Gartner, Forrester ar kt. rated by independent parties, such as Gartner, Forrester, etc.
NFR-037 Produkty (sistemu) ir (arba) paslaugy [vykiy Zurnaluose yra registruojami ir|Products and/or services are readily recording (logging) all user techninial (optional) [AukStas (High)
saugomi visy naudotojy ir d 2 atlikti | (enabled and disable or deleted) s’ activities and their content, Information y
veiksmai kartu su veiksmy turiniu (angl. user activity logging), visi naudotojy [as well as all user account and privilege/role security changes and their [requirements
[paskyry ir privilegiju/roliy keitimo veiksmai kartu su veiksmy turiniu (angl.  [content. Products andor services are passing saved logs to Customer's
security change logging). Produkty (sistemu)ir (arba) paslaugy iSsaugoti  |manages SIEM system. Product and/or service users do not have
\veiksmu/pakeitimy Zurnalai yra perduodami | Uzsakovo Zurnaliniy jrady  [possibility to alter or delete any log data. Server, network and other
kaupimo ir analizés sistema. Tiekejas utikrina, kad naudotojai ar priefitra  technical equipment logs are stored within such equipment and have
wykdantys asmenys neturi galimybiy pakeisti arba itrinti issaugoty Zurnaly [native capability to pass logged information to the Customer managed
a3y ar jy turinio. Tarnybiniy stotiy, programinés jrangos, tinklo jrangos ir [logging and analytics system.
kity sistemos jrenginiy Zurnaliniai jraZai yra kaupiami Siose jrenginiuose ir
yra galimybé Zurnalinius jrasus perduoti | Uisakovo Zurnaliniy jra3y kaupimo
i analizes sistema.
NFR038 Produkty (sistemy) ir (arba) paslaugy vartotojy paskyros ir joms priskiriamos |Products’ and/or services’ user d are techniniai Neprivaloma (optional) [AukStas (High) Bus gyvendintas (Will be implemented)
privilegijos ir (arba) rolés yra pilnai valdomos per Azure Active Directory  |managed via Azure Active Directory (AAD) and/or via p Information y
(AAD) ir (arba) su AAD suderinama Identity and Access Management (IAM)  [Identity and Access Management (IAM) system. Products’ and/or  |requirements
sistema. Sistemy ir (arba) paslaugy vidines (default, built-in) vartotojy services’ default/built-in accounts are disabled and available for use
paskyros yra uzblokuotos ir gali bati naudojamos tk isskirtiniais atvejais |only in exceptional cases (such as system upgrade or disaster recovery).
(pvz. sistemos atnaujinimas ar atstatymas).
NFR-039 Produktuose (sistemose] i (arba) paslaug lizuotas privilegiy ir ducts and/or services are privileges and/or _Informacijos saugos techninial Neprivaloma (optional) [Aukstas (High) llgyvendintas (Implemented)
(arba) roliy funkcionalumas, uztikrinantis sistemos vartotojy i sistemos  [roles assignment principles, segregating system user and system Information secu fhnica
administratoriy funkeijy atskyrima. Sistemose ir/arba paslaugose yra i functions. Product: ser roles are
kurtos atski i Kirti available for different function performing users.
funkeijas.
NFR-040 Sistemy ir/arba paslaugy posistemiy mazgy operacinés sistemos Iygyje yra |On the operating system level of products and/or services, there isa _[Informacijos saugos techniniai Neprivaloma (optional) Zemas (Low)




NFR-041 Produktai (sistemos) i (arba) paslaugos turi biti Gruotos taip, kad _|Products and/or services must toallow Customerto [ Informacijos saugos techninial Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
leisty Uzsakovu jgyvendinti BDAR d subjekty teises: the rights of data subjects: the right to be informed about Information y
bati informuotam apie duomeny tvarkyma, teisg susipalinti suasmens  |data processing, the right to access the data, the right to data requirements
(duomenimis, teisg reikalauti taisyti duomens, teis bati pamirstam, teisg |rectification, the right to be forgotten, the right to restrict the data
apriboti duomeny tvarkyma, teisg nesutikti su duomeny tvarkymu, teisg | |processing, the right to object to the data processing, the right to data
[duomeny perkeliamuma (BDAR Il skyrius). Vi Uisakovo Tiekejui perduoti —[portability (Chapter Il of the GDPR). All requests of data subjects
[duomeny subjekty pradymai neturi bati papildomai apmokestinarmi. transmitted by the Customer to the Supplier shall not be subject to
Tiekejas turi uztikrinti, kad Uzsakovo duomenys nebus perduodami uz additional charges.
Europos ekonomines erdves ribu, nebent egzistuoty bent viena i BDAR V. |The Supplier shall ensure that Customer's data will not be transferred
skyriuje numatyty perdavimo u Europos ekonomines erdves ribojimo Joutside the European Economic Area, unless at least one of the
Jigimeiy. exceptions to the transfer outside the European Economic Area
[NFR-042 Duomenys perkelti | vystymo ir testavimo aplinkas turi biti perdirbami, kad | Data transferred to development or testing enviroment from Informacijos saugos techniniai Neprivaloma (optional) [Aukstas (High) llgyvendintas (Implemented)
nebity platinami jautris asmens ar komerciniai duomenys, pvz. realls |production must be cleared ive pe comercial real Information securtiy technical
vardai ir pavardes, konkretaus keleivio judéjimo laikas ir masrutas. life data, e.g. real names and personal data; particular |requi
traveler transit time and route.
NFR043 Reakcijos laikas po pranesimo apie nustatyta kiitin] paZeidziamuma turi bati [supplier's the response time after notification of the identified critical |Infosaugos incidenty Salinimas ir Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
ne lgesnis kaip 2 val. darbo valandomis, bei ne ilgesnis kaip 24 val. poilsio  |vulnerability shall not exceed 2 working hours and not more than 24 [palaikymas
dienomis bei ne darbo valandomis. Kritinio paeid taisymo laikas | hours during days off. Critical y time should not
turi biti ne ilgesnis kaip 16 val. darbo dienomis, bei ne ilgesnis kaip 36 val.  [exceed 16 hours during working days and up to 36 hours during days
poilsio dienomis bei ne darbo valandomis. off.
NFR-044 Reakcilos lakas po pranesimo apie nustatyta svarby paZeidziamuma turi boti|Supplier's the response time after notification of the identified Infosaugos incidenty Salinimas ir Neprivaloma (optional) [Aukstas (High) llgyvendintas (implemented)
ne lgesnis kaip 4 val. darbo valandormis, bei ne ilgesnis kaip 48 val. poilsio  [important vulnerability shall not exceed 4 working hours and not more [palaikymas
dienomis bei ne Svarbaus pateidii taisymo laikas  [than 48 hours during days off. Crtical vulnerability correction time
turi biti ne ilgesnis kaip 24 val. darbo dienomis, bei ne ilgesnis kaip 48 val.  [should not exceed 24 hours during working days and up to 48 hours
poilsio dienomis bei ne darbo valandomis during days off.
NFR-045 Sistemos pazeidziamumal matuojami pagal tarptauting CVSS System should support according to the | nfosaugos incidenty Salinimas ir Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
skalg https://web.nvd.nist.gov/view/vuln/search). international CVS classification scale palaikymas
Kritiniai pateidziamumai - tokie paZeidziamumai kuriems yra priskirti 9-10 //web.nvd.nist.gov/view/vuln/search).
baly pagal tarptauting CVSS Kiasifikavimo skalg. critical -9-10 point ttributed to the
Svarbas paZeidziamumai - tokie paZeidziamumai, kuriems yra priskirti 6-8  [international CVS classification scale.
balai pagal tarptauting CVSS Kiasifikavimo skalg. Important vulnerabilities are vulnerabilties for which 6-8 points are
assigned according to the international C
NFR-046 Ivykus incidentui, prarandant daling infrastruktira (pvz. vieng & fiziniy I case of incident, loosing part of infrastructure (e.g. one of physical a (optional) [AukStas (High) llgyvendintas (implemented)
stotiy), sistemos greitaveika neturi nukentéti. T.y. bendras/sumarinis nodes), overall system performance can't degrade. Total system
Kaitius turl biti rezervuotas ir sugebéti apdoroti dalini__|resources must be reserved for oartial loosing of svstem IT
NFR-047 Ivykus incidentui, tarp iy sist lementy, In case of I i of the i (optional) (Low)
neturi ilt situacila, kai kiekviena i§ dubliuojaniy daliy dirba savarankiskai, [system, individual parts of the system can't take master role at same
pazeidziant bendra duomeny integraluma (angl. cluster brain split.) time (cluster brain split). This event can't lead to breaking data
integrity.
Sistema turi biti suprojektuota taip, kad jos komponenty atnaujinimas (tiek |Upgrade (physical or software) of any/particular of elements in the a (optional) (Low)
fizinis, tiek programins), gali bati atliekamas kai kuriems i Sistemos system could be done individualy without degrade of performance and
[komponenty, nepazeidziant reikalavimy greitaveika ir bendram breaking data integrity.
sistemos/duomeny integralumo.
sprendimo pri Iygis (procentas) neturi bati ity level can't be less then overall required Infrastruktira/Infrastructure Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
esnis kaip bend i t Iygis. availability of the system.
Reikalingas Uisakovo specialisty jtraukimas turi biti suplanuotas ir The required involvement of the Client's specialists shall be planned _|Kokybes uztikrinimas i diegimas/ Neprivaloma (optional) [Aukstas (High) llgyvendintas (Implemented)
pateiktas pasidlymo teikimo metu, o poky¢iy atveju suderinamas su and included in the proposal. And in case of change requests shall be ~ |Quality assurance and deployment
Uisakovu kiek jmanoma is anksto. agreed with the Client as early as possible.
Tiekejas gali traukti Uzsakovo specialistus | darbo grupes Sioms veikloms  [The Supplier may involve Customer's specialists in work groups for the
atiiti following activities:
«Veiklos eksperty konsultacijos; « Consultations with operational experts;
«Integracijy konfigaravimas Uzsakovo informaciniy sistemu puséje; « Configuring mer
«Priemimo testas rezultaty perdavimo-priémimo metu. + Acceptance test during software delivery.
NFR-051 [SISTEMA aplinkos (vystymo, testavimo ir darbiné aplinkos) turi biti atskiros | The System environment (development, testing, and work Kokybés uitikrinimas ir diegimas/ Neprivaloma (optional) [Aukstas (High) llgyvendintas (Implemented)
viena nuo kitos, informacijos perkélimas & vienos aplinkos f kita turi biti  |environment) must be separate from each other, the transfer of Quality assurance and deployment
turéti kel information toanother must be documented
and have parametric migration mechan
NFR-052 Sistema turi turéti automatizuota procesa, kuris keitimus i vienos sistemos | System must have automated processes to deploy changes from one _[Kokybés uztikrinimas ir diegimas/ (optional) (Low)
aplinkos perdiegty | kita. Turi biti galimybe perkelti visus pakeitimus - tiek  [environment to other. It must be possible to deploy all changes - Quality assurance and deployment
procesus, tiek duomenis, tiek konfigdracila, tiek parametrus i kt. processes, data, configuration, parameters and others.
NFR-053 Visus Sistemos testavimo darbus turi atlikt Tiekéjas (moduliy, moduliy | Alltesting of the System shall be performed by the Supplier (module _[Kokybés uztikrinimas ir diegimas/ Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
integralumo, integracijy, saugumo testavimas, atitikimas techninei testing, module integrity, integrations, security, testing according o~ |Quality assurance and deployment
i bei ijams). Uisakovas atliks tk Sist ba[technical specification and testing scenarios). The Client will only
ljos dalies galutinj priémimo testa, kurio metu patikrins atitikima suderintai _[perform the Final Acceptance Test of the System or a part of it, during
darby apimeiai. which will verify compliance with the agreed scope of work.
NFR-054 Visi techniniai reikalavimai, igyvendinami projekto apimtyje neturi bati | All technical requirements, implemented within the project scope, _[Licencijos/ Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
papildomai apmokestinami sutarties galiojimo metu. Pvz. turi biti § anksto [should not be charged additionaly during the contract period. E.g. data [Licencing
vertintas archyvuojamy duomeny Kiekis, diskin vieta, bitinos treciy Saliy  [archives, disk size, necessary third party licences etc. should be
licencijos ir k.t. bei kastai jskaiciuoti | Pasidlyma, estimated in andvance and included in the Proposal.
NFR-055 Perkama programiné jranga turi bati licencijuojama i turinti nepriklausoma_|The purchased software has to be licensed and having development | Licencijos/ Neprivaloma (optional) [Aukstas (High) llgyvendintas (implemented)
nuo konkreiuy pavieniy uisakovy vystymo plang ir gyvavimo cikla. plan and life cycle independent from individual customers. Licencing
NFR-056 SISTEMA apdorojamos informacijos apimtys neturi bati ribojamos The amount of information processed and stored by the SYSTEM must_|Licencijos/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
I not be limited by licenses. Licencing
NFR-057 Skirtingy pareigybiy mobilios darbo vietos funkcionalumas turi bati Mobile application has to be personalized for different employee roles. [Mobili darbo vieta/ Mobile workplace | Neprivaloma (optional) (Low)
personalizuotas.
NFR-058 Mobilioje programoje turi veikti pranesimy gavimo (push notifications) | Mobile application must 2 ificati i i vieta/ Mobil o (optional) (Low)
unkeija
NFR-059 Sistemoje yra mobiliesiems irenginiams pritaikyta programélé (angl. The System has a mobile application, compatible with Windows 10T | Mobili darbo vieta/ Mobile workplace | Neprivaloma (optional) [Aukstas (High) llgyvendintas (Implemented)
application) , kuri suderinama su Windows lot Enterprise operacine sistema. |Enterprise operating system.
[NFR-080 Sistemoje yra mobiliesiems irenginiams pritaikyta programélé (angl. The System has lication, suitable for se on mobile devices and vieta/ Mobil o Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
application) , kuri sukurta vienu i$ dviejy bady: implemented in one of the following ways:
1 tiné (angl. Native) progr su Androi 1. Native mobile application, compatible with Android operating
sistema system.
2. Progresyvi iniatinkli (angl. Progressive web ) |2 rogressi application, based on HTMLS or similar technology,
sukurta HTMLS arba Iygiaverciu pagrindu, adaptyviu dizainu (angl. responsive design, compatible with Microsoft Edge, Google Chrome
responsive design), suderinama su Microsoft Edge, Google Chrome lbrowsers ver. 45 and above.
narsyklemis nuo 45 versijos.
[NFR-061 Mokymai turi vykti lietuviy arba angly kalba. Trainings shall be carried out in Lithuanian or English language. Mokymai/ Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
Training
NFR-062 Mokymy medZiaga turéty bt parengta pagal atskiras temas, taip, kad buty |Training material should be prepared according to individual subjects | Mokymai/ (optional) Zemas (Low)
galima lankstiau pritaikyti mokymy turinj auditorijai, pagal aktualias temas |so that to ensure flexible adaptation of training contents to audience, ~[Training
arba specializacijas. Mokymai turi apimti visas SISTEMA funkcijas bei bati  [based on relevant subjects or specialties. Training shall include all
tokie iSsams, kad visi SISTEMA vartotojai bei SISTEMA prifiarintys asmenys [SISTEMA functions and will be sufficiently detailed in order to ensure
galety po mokymy kai dirbti ke lbos. that all SISTEMA users and SISTEMA maintenance staff could work
after training independently without Supplier's assistance.
NFR-063 Mokymy medZiaga turi bt pateikta iki Kiekvienos mokymy sesijos pradzios |Training material shall be provided before the start of each training | Mokymai/ Privaloma (mandatory) Privaloma (mandatory) |Igyvendintas (Implemented)
session. [Training
NFR-064 Mokymy planas turi bati parengtas atsizvelgiant | SISTEMA [gyvendinimo | The training plan shall comply with System implementation schedule | Mokymai/ Neprivaloma (optional) Zemas (Low)
tvarkaragt] ir suderintas su Bendrove. and to be agreed with the Buyer. [Training
NFR-065 Mokymy plane turi bati nurodytas kiekvienas kursas, mokymuy etapai, datos, | The training plan shall list each course to be taken, stages for training, |Mokymai/ Neprivaloma (optional) Zemas (Low)
temos ir maksimalus dalyviy skaicius efektyviai mokymo sesijai garantuoti |course dates and the expected number of students to train effectively. [Training
NFR-066 Mokymy plane turi bati nurodyti Ssamas mokymy temy aprasymar Training plan shall include the detailed description of training subjects: |Mokymai/ Neprivaloma (optional) Zemas (Low)
* Temos pavadinimas (ir numeris, jei reikalinga) * Subject title (and number, if required) Training
* Trumpas apradymas. * Short description.
* Tikslin auditorija - kam yra skirti mokymai (pvz. administratoriams, * Target audience (such as administrators, super users, etc.)
supervartotojams ir pan.) * Description of aims and tasks
* Tiksly ir udaviniy aprasymas * Description of interrelation with other subjects included in the
* RySio su kitomis temomis aprasymas Aprasymas kurso rysio su kitais, |training plan
[numatytais mokymy plane. * Training duration
* Trukme mokymui * List of training means which will be provided
* Saratas mokymams reikalingy priemoniy, kurios bus pateikiamos * List of main materials which will be used
* Saratas pagrindines mediagos, kuri bus naudojama * List of preconditions for training, or description of experience
* Saratas prielaidy mokymams ar patirties apraéymas, kurios tikimasi i§ |expected from students
mokiniy
NFR-067 Mokymus turi déstyti programines jrangos gamintojo sertifikuotas The lecturer providing the training shall be certified by the Mokymai/ Neprivaloma (optional) Zemas (Low)
destytojas. [Training




NFR-068 Sistemos administratoriy mokyma turi apimti visas funkeijas, reikalingas | Training of System administrators shall include all functions required | Mokymai/ Neprivaloma (optional) [Zemas (Low) llgyvendintas (implemented)
savarankizkam sistemos administravimui be rangovy jsikizimo atlikti. for independent system administration without interference of Training
contractors.
NFR-069 Tiekejas turi bati atsakingas uZ papildomy mokymy, kelioniy, transporto ir | The Supplier shall be responsible for the cost of additional courses and |Mokymai/ Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
pragyvenimo ilaidas, jei papildomas mokymy poreikis atsirasty dél Siy the travel and living expenses, where the need for such training s [Training
priefastiy: attributed to the following condition
* Prasta mokymy kokybe, kuri netenkina y reikalavimy mokymy|* poor q g that fails to meet Buyer's
kokybe ar turiniui, nurodytam reikalavimy Mokymams grupéje, Siame stated in Training f this d
dokumente.
NFR070 Tiekejas turi paruot i suteikti samia mokymy programa Kiekveinal Supplier shall prepare and provide detailed training program for each | Mokymai/ Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
vartotojo rolei, kuria iSklausg sistemos vartotojai galéty naudoti SISTEMA  user role, enabling system users to use SISTEMA functionalities. Aim of [Training
funkcionalumus. Naudotojy mokym tikslas - suteikti kompetencijas user training - provide competencies to work, maintain and administer
savarankizkam darbui su Sistema, vykdant techning priefiarg bei the system independently
sistema.
NFRO71 Viso projekto metu Tiekéjas turi sudaryt salygas Pirkejo sistemy During the entire Project, the Supplier has to provide possibiity for | Mokymai/ (optional) [Zemas (Low)
administratoriams bei ekspertams dalyvauti Sistemos diegimo darbuose ir ~|Buyer's employees (system administrators and experts) to participate  [Training
tokiu bidu jgyti Ziniy apie Sistema bei jos techning priefiara. in deployment phases and so gain knowledge about the System and its
in that way.
NFR072 Atlkus keitimus sistema turl automatiskal isaugoti redagavimus (Auto save | The system shall have Auto save edits function without a need to press (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
edits) mygtuko paspaudimo. any button. usability
NFRO73 Sistemos naudotojo sasaja turi veikti Ziniatinkliniy technologijy (angl. web) _|System user interface must support responsive web design technology |Naudojimo patogumas/ Privaloma (mandatory) Privaloma (mandatory) |Igyvendintas (Implemented)
pagrindu ir bati adaptyviai prisitaikinti prie jrenginiy ekrano dydsio (angl.  [and adapt the System interface to different screen sizes Usability
responsive web design).
NFR074 Klaidy praneSimai turi biti suformuluot taip, kad SISTEMA naudotojui bty |Error messages must be worded in such a way that the SYSTEM wil (optional) [AukStas (High) llgyvendintas (implemented)
aizku, kas atsitiko ir kokius veiksmus jam toliau reikia daryti, kad galéty testi |make clear to the user what has happened and what actions they  [Usability
darba, should continue to do in order to continue their work.
NFRO75 SISTEMA naudotojo sasajos turi biti atsparios klaidoms SYSTEM Ul interfaces must be error-proof: (optional) [AukStas (High) llgyvendintas (implemented)
1. SISTEMA naudotojo sasajos turi tkrinti jvedamy duomeny logikos 1. The system user interfaces must verify the correctness of the input ~[Usability
orektiskuma, jei toks tikrinimas yra jmanomas. logic if such verification is feasible.
2. SISTEMA naudotojo sasajos turi padéti isvengti Klaidos situacijy bei laidy |2. The system user interfaces must help prevent error situations and
NFR-076 SISTEMA turi bt galimybe patikrinti jvedamy duomeny formato The system shall check correctness of entered and imported data (optional) (Low)
korektiskuma lauko Iygmenyje duomeny jvedimo languose format based on preset rules. Usability
NFR077 SISTEMA turi bati galimybe patikrinti jvedamy duomeny logikos The system shall check i (optional) Zemas (Low)
orektiskuma (jei jmanomas toks tikrinimas) lauko lygmenyje duomeny  |to its preset format, such as date, number, text field, etc. Usability
ivedimo languose.
NFRO78 SISTEMA turi biti galimybe rG3iuoti radus, dokumenty sarasus pagal datg ir | The System must be able to sort entries, document lists by date and (optional) [AukStas (High) llgyvendintas (implemented)
kitus pasirinktus parametrus. other selected parameters. Usability
NFR079 SISTEMA turi biti galimybe visas funkcijas ir veiksmus, kurie yra atiekami | The system must be able to perform all functions and actions that are (optional) [AukStas (High) llgyvendintas (implemented)
automatiskai, atliktiir rankiniu bdu (pvz. rankiniu badu inicijuoti i§ performed automatically and manually (for example, manually iitiate |Usability
duomeny mainy sasajy gaunamy duomeny jkélima | reikiamas formas;  [loading data from the data interchange interfaces into the required
rankiniu badu uZpildyti PYM saskaitos - faktdros duomeny laukus ir pan.).  forms, manually fillin the VAT invoice, the fields of the data, etc.).
NFR-080 Sistema turi moketi patikrint, ar jvedamas / keitiamas /importucjamas | The System shall check if entered/modified/imported field belongs to (optional) [Zemas (Low) llgyvendintas (implemented)
laukas yra i numatyto sarao (dinaminio Syt lenteléje) |the defined list (described in a table) or static Usability
ar statinio (numatyto i anksto)). (preset)).
NFR-081 Sistema turi moketi patikrint, ar jvedamo / keitiamo / importuojamo jraso | The System shall check if entered/modified/imported data fields are (optional) Zemas (Low)
laukai yra tarpusavyje suderinami, pvz. ar pradiios data néra vélesné u  [mutually consistent, for example, if the start date s before the end  |Usability
pabaigos data date.
NFR-082 Sistema turi moketi patikrint, ar vis jvedamo / keitiamo / importucjamo | The System shall check if entered/modified/imported data obligatory (optional) [Zemas (Low) llgyvendintas (implemented)
rato privalomi lauka yra jvesti. fields are filled. Usability
NFR-083 Sistema turi palaikyti UTFS ir ietuviy kalbos abecéles rasmens. System shall support UTF8 and characters of Lithuanian alphabet. (optional) [AukStas (High) llgyvendintas (Implemented)
Usability
NFR-084 SISTEMA turi uztikrinti apdoroty duomeny tiksluma, jskaitant: patikrinant _|SISTEMA system must ensure the accuracy of the processed data, (optional) Zemas (Low)
{gaunamus duomenis, patikrinant gaunamus rezultatus. including: check of input values, check of processed data values, check |Usabilty
of output values.
NFR-085 Sistema turi uztikrinti klaiduy, kurias sukelé neteisingi naudotojo veiksmai, | System must support error checking and data control for users caused (optional) [Zemas (Low) llgyvendintas (implemented)
valdyma. actions. usability
NFR-086 Sistemoje turi bati galimybé naudotojui pasikeisti numatyta naudotojo | The system shall allow user to change the default user interface (optional) Zemas (Low)
sasajos kalba r perkraunant sistemos. language without system or restarting. Usability
NFR-087 Sistemoje turi bati galimybé visiems importuojamiems duomeny objektams | The System shall enable configuration of data import rules for all (optional) Zemas (Low)
onfigaruoti duomeny importavimo taisykles: imported data objects Usability
* Ar aptikus Kaidas duomenyse, sékmingai 1 ifall data are imported y
visi ne Klaidingai pateikti duomenys; errors in the imported data are detected;
* Ar aptikus Klaid duomenyse, néra jokie [2.1f no data is imported when errors n the imported data are
duomenys. detected.
* Ar aptikus klaidas importuojamuose duomenys, suimportuoti teisingus ir (3. If correct data shall be imported and erroneous data shall be
atskirai pateikti Klaidingus bei jvardinti jy klaidas [presented separately with error description when errors in the
imported data are detected.
NFR-088 Sistemos naudotojo sasaja turi bati angly kalba. ‘Graphical user interface must support English language. Naudojimo patogumas/ Privaloma (mandatory) Privaloma (mandatory) |Igyvendintas (Implemented)
Usability
NFR-089 turi bt pritaik skaitant ‘Graphical user interface must support Multilanguage including (optional) [AukStas (High) Bus igyvendintas (Will be implemented)
lietuviy kalba. Lithuanian. Usability
NFR-090 dotojui atlikus neteisinga ziama) komanda arbs System must show notifications explaining incorrect user action or (optional) Zemas (Low)
d , Sistema turi naudotojui rodyti atitinkamus | wrong data, Usability
pranegimus darbalauk
NFR-091 Visos funkcijos turi bt atliekamos naudojant GUI, o ne tik meniu. Su Al functions must be performed using the GUI, not just the menu. (optional) Zemas (Low)
galimybe tam tikras funkijas atlikti komandy pagalba. With the ability to perform certain functions with command line or hot |Usabilty
keys help.
NFR-092 Debesijos duomeny centrai turi bati dislokuoti ik EEE teritorijoje, jskaltant ir | Hosting data centers should be located only within EEA territory. Nuomos/debesijos paslaugos poreikial/ |Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
sias Zalis: Andora, Argenting, Diersio sala, Farery salas, Gernsio salg, lzrael], [Including Andorra, Argentina, Jersey, Faroe Islands, Guernsey, Israel, —[Cloud hosting services
aponija, Meno sala, Naujaja Zelandija, Sveicarijg, Urugvaiy. Sistemos Japan, Isle of Man, New Zealand, Switzerland, Uruguay. System data
[duomenys neturi biti Bkeliami uZ Sios zonos riby. should not cross that territory border.
NFR-093 Debesijos duomeny centras turi atitikti "Uptime Institute” organizacijos | The cloud data center must meet the Tier 3 for data I ki Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
apibréztus "Tier 3" lygio reikalavimus duomeny centrams. centers as defined by the Uptime Institute. Cloud hosting services
NFR-094 Debesijos duomeny centras turi teikti 24x7 priefilros paslaugas i reaguoti | | The cloud data center must provide 24x7 online support services and | Nuomos/debesijos paslaugos poreikiai/ _|Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
kritinius incidentus ne ilgiau kaip per 1 val. respond to critical incidents within 1 hour. Cloud hosting services
NFR-095 Debesijos duomeny centre diegiamas sprendimas turi biti portabilus, t.y. | The Supplier shall prepare laa$ provider changing strategy (migration I K (optional) Zemas (Low)
turi biti galimybe perkelt sprendima | kito debesijos paslaugy teikéjo from one laas provider to another). Cloud hosting services
duomeny centrg,
Projekto metu Tiekéjas turi parengti infrastruktiros paslaugy teikéjo (1aas)
keitimo strategija (migravima i vieno laas paslaugy teikéjo j kita).
NFR-096 Debesijos duomeny centre [diegta sistema turi tureti galimybe integruotis su| The system installed in the cloud data center must be able to integrate | Nuomos/debesijos paslaugos poreikiai/ _|Privaloma (mandatory) Privaloma (mandatory) |Igyvendintas (Implemented)
LG sistemy Ziniatinklio paslaugoris (web services) &ifruotu kanalu (SSL). |with LG systems web services via encrypted channel (SSL) Cloud hosting services
NFR-097 Debesijos paslaugy centras turi uztikrinti pakankama rySio greitaveika ir | The Cloud Service Center must ensure sufficient network connection I ki (optional) [AukStas (High) llgyvendintas (implemented)
kokybe, kad ry2ys juntamai nejtakoty Sistemos greitaveikos. Kasdieniy speed and quality so that the System performance would not be Cloud hosting services
operacijy uzklausy rezultatai turi biti pateikiami ne ilgiau kaip per 3 significantly affected. The daily query results must be processed and
sekundes returned within a maximum of 3 seconds.
NFR-098 Sistema debesijos paslaugy centre turi biti apsaugota nuo nesakcionuotos | The system in the cloud service center must be protected from Nuomos/debesijos paslaugos poreikial/ |Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
prieigos i pasiekiama tik i LG darbuotojy mobiliy jrenginiy. access and from the ' Cloud hosting services
mobile devices.
NFR-099 SISTEMA turi veikti labiausiai paplitusiose Windows arba LINUX operacinése |The System must operate on the most common Windows or LINUX ] ki (optional) [AukStas (High) llgyvendintas (implemented)
o arba lygiavertése: operating platforms or equivalent: Cloud hosting services
|A) Ms Windows Server 2016 ir naujesné; A) Ms Windows Server 2016 and later;
8) Linux Debian 9.0; 8) Linux Debian 9.0;
C) Oracle Enterprise Linux 7.4 ir naujesné. ) Oracle Enterprise Linux 7.4 and up.
NFR-100 Sistemos duomeny baze turi veikt bent vienoje i Si duomenty baziy System schould be based on one of selected database platforms: I K (optional) [AukStas (High) llgyvendintas (implemented)
valdymo platformy: A) MS SQL Server 2016 and newer; Cloud hosting services
A) MS SQL Server 2016 i naujesné; B) Oracle Database Server 12g and newer;
B) Oracle Database Server 12¢ ir naujesné; C) Opensource database based on GNU licencing model
C) nemokama atviro kodo duomeny baziy platforma.
NFR-101 Sprendime naudojamos operacines sistemos turi bati jtrauktos j The operating systems used in Saa$ solution must be included in I kiaij (optional) (Low)
ists.nist ists.nist Cloud hosting services
NFR-102 Teikejas turi uitikrinti gali t d iderintu  |The Supplier shall ensure possibility to export System data in agreed I K (optional) [Zemas (Low) Bus jgyvendintas (Will be implemented)
formatu. format. Export instructions must be included in the System technical  |Cloud hosting services
Eksporto instrukeijos turi biti jtrauktos | Sistemos techning bei mokymy  [and training documentation.
NFR-103 Tuo atveju, kai Tiekéjas subrangos biidu teikia vieSosios debesijos paslaugas In case when Supplyer from ] kiai/ _[Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
& treciosios Salies [monés, tai taip pat yra tiekéjo pareiga utikrinti, kad [third party Company (1aS), it' also Supplyer's responsability to align  [Cloud hosting services
treci | y visus Siame i all related met by third party
keliamus reikal ( 3 s kopijos irkt). ~ |Company (security, availability, backups, etc.) .
NFR-104 Visy Sistemoje kaupiamy duomeny savininkas yra Pirkejas. Paslaugy All data stored in the System is owned by the Buyer. In the event of [Nuomos/debesijos paslaugos poreikiai/ _|Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
nutraukimo atveju duomenys turi biti perduodami savininkui ir sunaikinami |termination of service, the data must be transferred to the owner and. [Cloud hosting services
per protinga laika. destroyed within a reasonable time.
NFR-105 Duomeny archyvavimo procedary metu turi biti tenk o System hall be met during data archiving _|Pasi i (optional) [Aukstas (High) llgyvendintas (implemented)
greitaveikai keliami reikalavima. procedures. |Availability and Reliability
NFR-106 Ivykus incidentui, el kurio Sistemos programiné iranga perleidziama is naujo|In case of incident causing System restart (such as loss of the power), _[Pasi ir (optional) [Aukitas (Figh)
(pvz., elektros energijos tiekimo sutrikimas, kt), programines jrangos software shall be restarted automatically without human interference. |Availability and Reliability
paleidimas turi jvykti automatiskai be zmogaus isikisimo, negali dingti | Data entered into the System and processed during the incident, as
Sistema suvestiir incidento metu apdorojami duomenys ar programinés  |well as, software configuration data shall not be lost. This requirement
irangos konfigaracijos duomenys (reikalavimas negalioja portaly / paskyry  [is not applied for data entered GUI, but not saved before the incident.
uzpildymo laukuose jvestiems, bet incidento metu dar neissaugotiems
NFR-107 Paslaugy io techninés a Gros [The Service Supplier in its proposed Syster’: (optional) [Aukstas (High) llgyvendintas (Implemented)
[modelyje turi biti numatytas balanso / apkrovos paskirstymo tarp serveriy model has to provide |Availability and Reliability
'Eezhamsm between servers.
NFR-108 Rengiant Sistemos rezerving kopijq arba archyva, j archyva turi patekti When creating a backup or archive of the System, an i ] (optional) [Aukstas (High) llgyvendintas (implemented)
integrali duomeny kopila, t.y. neturi biti trauktos Sistemoje dar vykdomos ~of the data should be storred, Transactions stil pending in the System [Availability and Reliability
transakeijos ir nebaigti apdoroti duomenys, o vykdomi procesai ir and incomplete processed data should not be included, and the.
tranzakeijos neturi biti nutrauktos. longoing processes and transactions should not be terminated.
NFR-109 ema turi biti pritaikyta palaikyti tinkama fizinj tarnybiniy stociy The System shall be adapted to maintain proper physical redundancy ir (optional) [Aukstas (Figh) lleyvendintas (implemented)
dubliavima, irangos Klasterizaciia ir saugojima bent dvejose tarnybiniy stoiy |servers, hardware clusterisation and storing in at least two server  [Availability and Reliability
saugyklose. storages.
NFR-110 ema turi ba Skai funkcionali bei utikrintas Sist The System's availability should acceed at least 99,7 percent of the _|Pasiekiamumas ir patikimumas/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)

matiau kaip 99,7 proc. laiko visus metus.

time.

|Availability and Reliability




NFR-111 Turi bati galima dirbti su SISTEMA, kol vykdomi kiti darbai, pvz, atliekamy |1t must be possible to work with the SYSTEM while perfc h (optional) [Zemas (Low) lgyvendintas (implemented)
paketiniy uiduoiy veiksmai, registravimai, naudotojo veiksmai, isskyrus  [tasks, such as actions performed by batch tasks, registrations, actions ~|Availability and Reliability
SISTEMA administratoriaus veiksmus, neturi blokuoti kito naudotojo veiksmu[by the user, with the exception of the actions of the SYSTEM
ir neturi daryti jtakos SISTEMA greitaveikai i pan. Reikalavimas taikomas  [administrator, do not block the actions of another user and should not
tuo atveju, kai blokavimai kyla dél neteisingai ar netinkamai realizuoto affect the speed of the SYSTEM, etc. This requirement applies in case of
SISTEMA funkcionalumo. blockages due to improperly implemented SYSTEM functionality.
NFR-112 SISTEMA programiné iranga neturi biti ribojantis veiksnys didinant Sistemos [SISTEMA software does not have to be a limiting factor in increasing _|Pleciamumas/ Neprivaloma (optional) [Aukstas (High) lIgyvendintas (implemented)
nasuma. Kitaip tariant, informacinés sistemos nasumui padidinti uitenka  [system performance. System performance always could be increased  [scalability
[prideti reikalingos aparatinés jrangos, tuo patiu nekeiciant Sistemos by adding additional hardware and should not require the change of
igeities teksty. source code or system version.
NFR-113 Sistemos ir jos sprendimo jgyvendinimo architektara turi palaikyti techniniy |System architecture and its must technical @ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
pajégumy plétima, prijungiant papildoma technine jranga. resource capacity extension by connecting additional hardware Scalability
(scaling)
NFR-114 Sistemos atnaujinimai, sutrikimy Salinimai ir klaidy taisymai turi bati jtraukti |System upgrades, solving incidents ant error fixing mus be included in a|Prieiara i palaikymas/ Privaloma (mandatory) Privaloma (mandatory)
 Sistemos priefiaros darby apimt. scope of System support services. support and
NFR-115 Pries pasibaigiant techninio aptarnavimo laikotarpiui tiekéjas bent pries 6 | supplier and/or the software suppliers shall notice the Buyer of their _|Prieziara ir palaikymas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
Imenesius turi informuoti, kada palaikymo laikotarpis baigiasi. intent to discontinue the supply of technical support services, at least [support and maintenance
6 months in advance.
NFR-116 Programinés rangos techninis aptaravimas turi apimti i palaikyti tiekéjo, | The software technical support shall apply to Supplier-, OEM-, and _|Prieziara ir palaikymas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
[OEM i treciy Saliy programine jranga, kuri buvo pateikta sutartyje. third-party provided software that was included in the contract Support and maintenance
NFR-117 Rangovas turi teikti Sias techninio aptarnavimo paslaugas Technical support shall include: - Elimination of SISTEMA non- Prietiara ir palaikymas/ Privaloma (mandatory) Privaloma (mandatory) _||gyvendintas (Implemented)
* SISTEMA neatitikimy funkciniams ir bei with functional and ] - |supportand
Kiaidy Salinima Restoration of System operabilty, e.g.., in case of malfunctions of DB
* Sistemos darbingumo atstatyma, pvz., vykus DB ar atskiry jos komponenty|or its components caused by Installer's updates and/or other Installer's
darby sutrikimarms, kai tai jvyksta del Diegéjo pateikty pakeitimy actions or negligence. - Restoration of corrupted (damaged) data,
atnaujinimy ar kity Diegejo veiksmy ar neveikimo. when damage is caused by improper operation of Installer's software. -
* l3gadinty (sugadinty) duomeny atstatyma, kai gedimo prieastis yra Elimination of non-conformances and debugging when failure or
Diegéjo pateiktos programinés rangos netinkamas veikimas improper running of the solution is caused not by improper
* Neatitikimy ir Klaidy Salinima, kai sprendimas neveikia ar funkcionuoja  (implementation of functional requirements or operation logics, but by
neteisingai ne dél to, kad netinkamai realizuotas funkcinis reikalavimas ar  [other Installer's solution's components such as functionality of
veikimo logika, 0 dél kity Diegejo pateikty sudetiniy sprendimo daliy, pvz.,  [standard SISTEMA software. Examples of such malfunctions: the
SISTEMA gamintojo standartinés programinés jrangos funkcionalumo. Tokiy [supplied standard System functionality adversely affects results of
sutrikimy pavyzdiai: pateiktas standartinis Sistem daro  [functional (e.g..,insufficient or improper data storage),
netinkama jtaka (pvz., nepilnai ar neteisingai saugomi duomenys) funkeiniy ~[the supplied data base management system adversely affects results of|
reikalavimy rezultatams, pateikta duomeny baziy valdymo sistema daro  [functional requirements (e.g.., System fast response, etc.). - Other
netinkama jtaka funkciniy reikalavimy rezultatams (pvz., Sistemos guarantees prescribed by laws and regulations of the Republic of
greitaveika, kt). Lithuania. Guarantee maintenance shall be provided during normal
* Kitas Lietuvos Respublikos jstatymais ir norminiais aktais numatytas working time according to the agreed schedule depending on SISTEMA
garantijas. malfunction type.
priefiara turi biti teikiama darbo metu pagal
suderinta grafika priklausomai nuo SISTEMA veikimo laidos pobadsio.
NFR-118 Sistema turi palaikyti jvykiais gristus pranesimus (angl. event-based alarm) _|System shall support event-based alarm reporting or support passive |Prieiara i palaikymas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
arba tureti pasyvias sistemos veikimo patikrinimo (angl. passive health check health check probe(s) Support and maintenance
[probe) funkeijas.
NFR-119 Sistemos techninis aptarnavimas turi bati teikiamas arba pardavéjo, arba _|System technical support shall be provided, either directly by the Prietiara ir palaikymas/ Neprivaloma (optional) [Aukétas (Figh) lIgyvendintas (implemented)
jo arba abiejy. Supplier, or by the original suppliers of the software, or both. support and
NFR-120 Tiekejas diegimo, testavimo ir sistemos priefiaros metu klaidy gavimui bei _|During deployment, testing and system support phases the Supplier _|Prieziara i palaikymas/ Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
statuso valdymui turi naudotis LTG grupés jmoniy Incidenty valdymo will use LTG Group Incident management system to receive the errors  [Support and maintenance
sistema, kurios prieigos teises suteiks Pirkejas and to manage the status. The access will be granted by the Buyer.
NFR-121 Tiekéjas turi atstovauti Pirkéja sprendziant Sistemos tregiy Saliy programines|The Supplier shall represent Buyer in resolving all third-party software |Prieziara i palaikymas/ Neprivaloma (optional) [Aukétas (Figh) lIgyvendintas (implemented)
irangos sutrikimus ir biti vieninteliu kontaktu priefiaros klausimais (angl.  [incidents of the System and shall act as a Single point of contact. Support and maintenance
Single point of contact.).
NFR-122 Tiekejas turi pateikti Pirkéjui informacia, kaip Pirkejas, esant poreikiui, su__|Supplier should provide the Buyer with helpdesk contacts. Helpdesk _|Prieziara i palaikymas/ Privaloma (mandatory) Privaloma (mandatory) _||gyvendintas (Implemented)
liuo galety susisiekti Sais kanalais: shall include following means of contact: Support and maintenance
* Telefonu * On-call support;
* Internetine forma * Web forms;
* Elektroniniu pastu * Email.
NFR-123 Tiekejas turi priziareti ir teikti palaikyma visoms SISTEMA programinéms | The Supplier shall maintain and provide support to all System software |Prieziara i palaikymas/ Neprivaloma (optional) [Aukétas (Figh) lIayvendintas (implemented)
dalims iki priefidros ir palaikymo laikotarpio pabaigos. parts till period expiration support and
NFR-124 Tiekejas turi uztikrinti jsipareigojimy vykdyma Sistemos prieZiaros ir The Supplier shall ensure performance of its obligations during Prietiara ir palaikymas/ Neprivaloma (optional) [Aukétas (Figh) lIgyvendintas (implemented)
palaikymo laikotarpiu net ir tuo atveju, jei Tiekéjas Pirkejo reikalavimu technical support and maintenance period, even if the Supplier, under [Support and maintenance
atlikty sistemos konfigiravimo arba duomeny bazes struktaros pakeitimus, [the request of the Customer, modifies system configuration, data base
grafinio pakeitimus. structure, and/or of graphic interface.
NFR-125 Tiekejas, sutrik yiams su sistemomis, turi juos ipplier, in case of malfunctions of System interfaces to integrated| PrieZidra ir palaikymas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
pagalinti arba pateikti iésamia analize, pagrindziania, kad sutrikimainéra  [systems, has to eliminate them or provide exhaustive analysis to Support and maintenance
atlikty pakytiy pasekme. ljustify, that malfunctions were not caused by the Supplier's
changes.
NFR-126 Tiekejas turi parengti ir suderinti su Uzsakovu prieiaros paslaugy Vendor must prepare support procedures rules and align them with the|Prieziara i palaikymas/ Privaloma (mandatory) Privaloma (mandatory) _||gyvendintas (Implemented)
procedaras bei taisykles. Buyer. support and
NFR-127 Zurnaliniai jrasai turi palaikyti Syslog standarta, kad galéty buti kaupiami _|System logging must support Syslog standard which is required for _[Saugumas ir zuralizavimas/ Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
3urnaliniy jrady serveryje. integration with used logging system. security and logging
NFR-128 Jei sistemos Zurnalai yra saugomi duomeny bazéje, tai turéty bt atskira _|In case when local DB s selected as log System shall i (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
[duomeny bazé nei naudojama kitiems sistemos duomenims saugoti. store log into the System DB, separate DB must be used. Security and logging
NFR-129 Sistemoje turi bati galimybe nustatyti Ziemos / vasaros laika (angl. Daylight |The System must be able to set the Daylight Saving Time and Saugumas i zuralizavimas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
Saving Time] i atitinkamai automatiskai pakeisti taikoma laika, nedarant  [automatically change the applicable time without affecting the Security and logging
itakos Sistemos veiklai. operation of the System.
NFR-130 Sistema turi registruoti ir saugoti visa informacija apie veiksmus su System must log all information about actions performed with users: _[saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
vartotojais: * who and when created user Security and logging
* kokie nauji vartotojai sukurti, kas sukiré * what access or role for which user was assigned, when it was done,
* kokiam vartotojui kada ir kokios teisés buvo suteiktos / atimtos, koks which administrator / user performed  this action
administratorius / vartotojas tai atliko * which users were deleted, who and when did it
* kokie vartotojai buvo itrinti (atimtos teises) * which users were blocked, who and when did it
* kokie vartotojai buvo uzblokuoti
NFR-131 Sistema turi suteikti galimybg, matyti kas realiu laiku" dirba su sistema. The System must have ability to see who's working with the system in _[saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Aukétas (Figh) lIgyvendintas (implemented)
real-time security and logging
NFR-132 Sistema turi turéti bent 3 skirtingus Zurnalizavimo Iygius: System must support at least 3 levels of logging: Saugumas i zuralizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
* ispejimai i klaidos - visos klaidos, ikilusios sistemoje dél jos veiklos ar | * warrning&error - all errors and warning due to system performance  |security and logging
integraciy or integrations must be logged;
* informacinis - pradzia ir pabaiga iekvienos transakcijos, integracijos su_|* info(rmation) - beginning and ending of each transaction, log entries
kitais sistemos komponentas ir sistemomis with other system components and other systems;
* debug - detalus visy veiksmy Zurnalas, kuris pateikia visus input i output | * debug - all details to reveal internals of business logic and
[parametrus, procedaras, sasajas, DB iskvietimus, logines operacijas. This includes IN, OUT f procedure, web
service, DB calls, all conditional decisions, etc.
NFR-133 Sistema turi turéti galimybe kaupti ir issaugoti prisijungimy prie sistemos _|System must have possibility to log and store information about user |saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Aukétas (High) lIayvendintas (implemented)
informaciia: logins into system: Security and logging
* naudotojy vardai; * usernames;
* prisijungimo laikai; * login date and time;
* kompiuterio, i kurio jungiamasi, informacija; * information of the computer from which connection was established;
* resursus, prie kuriy buvo prisijungta; * resource names to which connection was established;
* sekmingos ir nesékmingos prieigos statusai; * successful and unsuccessful access statuses;
* sistemos saugumo juykius (jskaitant laika ir data). * system security events and their timing.
NFR-134 Sistema turi utikrinanti jvedamy i saugomy duomeny autentikuma, System must ensure the authenticity, irreplaceability and integrity of _[saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Aukétas (igh) lIgyvendintas (implemented)
irintegraluma, the stored data. Security and logging
NFR-135 Sistemoje administratoriams turi bati galimybé tvarkyti podéliy (angl. shall allow system to manage cacheand | Saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
informacia ir laikinas bylas (angl. temporary files). temporary files. Security and logging
NFR-136 Sistemoje administratoriui turi bati galimybé Salinti pasirinktus jautrius ir / _|System shall allow system administrators to delete the selected Saugumas i zuralizavimas/ Neprivaloma (optional) [Aukétas (igh) lIgyvendintas (implemented)
ar konfidencialius duomens, kuriy néra privaloma kaupti / kurie néra sensitive and/or confidential data whose storage is not obligatory /  [Security and logging
reikalingi tolimesniam sékmingam Sistemos darbui (pvz. asmening which is not required for further successful System operation (such as
naudotojy informacija). personal information of users)
NFR-137 Sistemoje turi bati registruojami sisteminiai jvykiai. n the system must be Logging of system events Saugumas i zuralizavimas/ Privaloma (mandatory) Privaloma (mandatory) _|lgyvendintas (Implemented)
Security and logging
NFR-138 Sistemoje neturi biti galimybes saugoti ir registruoti jautrios ir/ ar The System shall prevent saving and recording sensitive and/or Saugumas i zuralizavimas/ Neprivaloma (optional) [Aukétas (igh) lIgyvendintas (implemented)
informacijos vartotojus, tokios kaip jo _[confidential information on system users, such as user password, Security and logging
slaptaodis, asmens kodas atviru tekstu. personal code, in open text
NFR-139 Sistemoje turi bati galimybé administratoriams keisti zurnalizavimo lygi |1t must be possible for administrators to change logging level while |saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
nestabdant ar kaip kitaip nejtakojant nepertraukiamo sistemos veikimo.  [system is running and not to interrupt system continuous functioning. [ecurity and logging
NFR-140 Sistemoje turi bati galimybé jungti ir 5jungti auditavima (Audit Trail) The System shall allow switching on/off the Audit Trail without Saugumas i zuralizavimas/ Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Wll not be implemented)
nestabdant ar kaip kitaip nejtakojant nepertraukiamo sistemos veikimo.  [stopping or otherwise interfering continuous system operation. Security and logging
NFR-141 Sistemoje turi bati galimybé kaupti audito informaciq apie naudotojy System shall have the Audit Trail function. The System shall allow Saugumas i zuralizavimas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
sistemoje atliktus veiksmus (angl. Audit Trail ). Sistemoje turi biti galimybé ~[identification of audited evets. The Service supplier during System  [Security and logging
nurodyti, kokiy veiksmy auditas yra vykdomas. Paslaugy teikéjas sistemos  [implementation project will have to determine and agree with the
diegimo projekto metu turés nustatytiir suderinti, kokiy veiksmy audito  [Customer for which events audit information has to be stored.
informacija turi bati kaupiama.
NFR-142 SISTEMOJE turi bati galimybe kaupti veiksmy / audito istorija apie visus _|SYSTEM must support functionality for logging and storing information [saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
veiksmus, kuriuos atliko administratoriaus teisémis (vaidmeniu) prisijunges ~[about all administrator actions: Security and logging
naudotojas. * which administrator and when logged in to system;
* kada i koks administratorius jungési; * login date and times;
* prisijungimo laikai; * information of the computer from which action was performed;
* kompiuterio, i kurio jungiamasi, informacija; * list of all administration actions which were performed
* kokias administratoravimo veiksmus atliko; * list of all system configuration actions which were performed
* kokius siste o ik
NFR-143 Sistemoje turi bati realizuota galimybé automatiska, konfigaruojamu The System shall allow automatic transfer of System's stored logs at _[saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Zemas (Low) Bus jgyvendintas (Will be implemented)
[periodigkumu perduoti Sistemos kaupiamus Zurnalinius jradus  esamoje  [adjustable regularity to the Security Information and Event Security and logging
Pirkejo IT a i informacijos ir tool used in the existing Buyer's IT infrastructure as
suderinta diegimo projekto analizes ir projektavimo metu. agreed during implementation project analysis and design phases.
NFR-144 SISTEMOJE turi bati saugomi visi administravimo parametry pakeitimai. _|SYSTEM has to store all modifications of administration parameters. |saugumas ir Zurnalizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
security and logging
NFR-145 Sistemos administratoriams turi bati panaikinta galimybe istrinti ar The system shall not allow system administrator to delete or edit Saugumas i zuralizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
veiksmy Zurnalinius jraus. action logs. Security and logging
NFR-146 Sistemos administratorius turi galéti lengvai perZiaréti konkrediy audito | Easy review of certain audit records shall be enabled for system Saugumas i zuralizavimas/ Neprivaloma (optional) [Zemas (Low) lIgyvendintas (implemented)
irasy informacila. Sistemos diegimo jgyvendinimo metu Paslaugy teikéjas  [administrator. During System deployment project, Supplier shall have ~[security and logging
turés nustatyti ir suderinti, kokia informacija turés biti pateikiama. to determine and agree with the Buyer which information has to be
provided.
NFR-147 Visy Sistemos architektaros modelio lygiy sisteminis laikas turi bati The System time for all architectural System levels must be Saugumas i zuralizavimas/ Neprivaloma (optional) [Aukétas (High) lIgyvendintas (implemented)
Security and logging
NFR-148 Duomeny baziy valdymo sprendimas turi uZtikrinti vidines duomeny The database management solution must provide internal integrity _[Sistemos architektara/ (optional) [Zemas (Low)

vientisumo uitikrinimo funkeijas, turéti duomeny atstatymo mechanizmus
po gedimy ir pazeidimy

assurance functions, have data restoration mechanisms after failures.
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NFR-149 Sistemos architektara turi bati daugiapakopé (angl. Multi-tier, N-tier), 3 turi t (optional) [AukStas (High) lgyvendintas (implemented)
sudaryti maziausiai 3 hierarchiniai lygmenys (vaizdavimo, veiklos logikos, |The System architecture must be Multi-tier, N-tier, it must contain at  [Technology Architecture
(duomeny bazés). Sistemos architektara turi bati grista Siuolaikinémis least 3 hierarchical levels (front-end, operational logic, databases). The
atviromis technologijomis. architecture of the system must be based on modern open
« Vaizdavimo lygmuo turi uttikrinti P 3 prieigai
prie istemos pateikiamo skaitmeninio turinio galimas skaitmeniniais « The layout of the front-end must ensure the integrity of the
kanalais ir tuo patiu prie Sistemos naudotojo sasaju, reikalingy Sistemos |computer tools for accessing the digital content provided by the
funkeijy atiikimui. Vaizdavimo lygmuo turi saveikauti su veiklos logikos system through the possible digital channels and, at the same time, the
lygmeniu sisteminiy pranegimy pagalba. system's user interfaces necessary for performing the functions of the
« Veiklos logikos lygmuo programinemis priemonémis turi pilnai ar & dalies |SYSTEM. The layout of the front-end must interact with logical level of
Jautomatizuoti veiklos procesy Zingsnius ar jy dalj bei kontroliuoti activity with system notifications.
funkeijy vykd . Veiklos logikos lygmenyje sisteminiai [+ The logic level of the software must fully or partially automate the
[pranegimai turi bati priimami, apdorojami i perduodai vaizdavimo steps of the business processes or part of it and control the progress of
lygmeniui. Taip pat 8is lygmuo t y lygmeni, teikiant of the program functions. At the logical level of activity,
atitinkamas duomeny uzklausas, apdorojant gautus duomenis, perduodant _[system messages must be received, processed and transmitted to the
|juos saugojimui ar keitiant juos; (b) vaizdavimo lygmenj, perduodant i 5 [imaging level. Also, this level should serve: (a) the level of data, by
[duomeny lygmens gautus ir/ ar veikios logikos lygmenyje apdorotus providing relevant data requests, processing the data received,
(duomenis bei priimant ir perduodant kit instrukcijas. it for storage or changing it; (b) the level of imaging by
+ Duomeny bazés lygmuo turi bt realizuotas operaciniy sistemy faily passing data processed by the data layer and / or logic to the activity
sistemos, duomeny baziy, duomeny talpykly ar saugykly pavidalu. Duomeny|and receiving and transmitting other system instructions.
bazes lygmenyje skirtingi duomeny rinkiniai turi bati integruojami jviena |+ The database level should be implemented in the form of operating
maing pl 3 logikos Iygmeny 4 [system fle systems, databases, data caches or storage. At the database|
komponenty pagalba level, different data sets need to be integrated into one unified data
exchange platform with the help of components at the operational
logic level
NFR-150 Sistemos jrady skaicius neturi bati ribojamas, iskyrus tuos apribojimus, kurie| The number of records in a System must not be limited, except those _[Sist G (optional) [AukStas (High) lIgyvendintas (implemented)
atsiranda dél naudojamos virtualios infrastruktaros ir sisteminés restrictions that arise from the parameters of the virtual infrastructure |Technology Architecture
parametry and used.
NFR151 irvidine bei & integracija turi buti |System components and internal and external a (optional) [Aukstas (High) llgyvendintas (implemented)
realizuota remiantis Siais ir kitais SOA (angl. Service-Oriented Architecture) ~[must be realized on the basis of these and other SOA (Service-Oriented | Technology Architecture
principais: Architecture) principles:
1. Standartizuotos servisy sutartys (angl. service contract) - servisai turi biti |1. Standard service contracts - services must be harmonized in
suderinti pagal tuos patius sutartiy - sasajy projektavimo standartus. accordance with the same contract-interface design standards. The
Servisai turi atitikti komunikavimo susitarima, kuri turi bati apraSytas services must comply with the communication agreement, which must
viename ar keliuose 5 ir susijusiuose in one or more d related
2. Servisy silpnas susiejimas (angl. service loose coupling) - servisy sutartyse [documents;
(sasajose) turi bati nustatyti minimalgs susiejimui su jy naudotojais keliami ~|2. Service loose coupling - Service agreements (interfaces) must set
reikalavimai, o patys servisai turi bati atskirti nuo aplinkos. Servisai turi  [minimum requirements for linking with their users, and the services
talpint sarySius, kurie minimizuoty priklausomybes ir reikalauty tik kad jie  |themselves must be separated from the environment. Services must
iSsaugoty vieno apie kita supratima; have connections that minimize addictions and require only that they
3. Servisy abstrahavimas (angl. service abstraction) - servisy sutartys turi  [keep one another's understanding;
apimt tik esming informacila. Informacija apie servisus turi biti apribota (3. Service abstraction - service contracts must cover only essential
tuo, kas paskelbta serviso sutartyje. Serviso vidin logika turi nepriklausyti  [information. Service information must be limited to what s stated in
nuo informacijos, kuri néra aprasyta serviso sutartyje; the service agreement. The internal logic of the service must be
4. Servisy pernaudojimas (angl. service reusability) ~ servisai turitalpintiir [independent of information not described in the service agreement;
reikéti agnosting logika. Logika turi bati padalinta | paslaugas, skatinant jas 4. Service reusabil must contain and tic logic |
panaudoti pakartotinai; Logic needs to be divided into services, encouraging them to be reused;
5. Servisy autonomiskumas (angl. service autonomy) - servisai turi atlikti 5. Service autonomy - the service must have at least a basic control
bent bazing savo veikimo aplinkos kontrolg. Servisai turi kontroliuoti juos  [over its operational environment. The services must control their
inkapsuluojantia logika; encapsulating logic;
6. Servisy b & (angl. 6. Service - Services must minimize resource use. If
turi minimizuoti itekliy naudojima. Esant poreikiui servisai turi atideti savo |needed, the service should delay the management of your status
basenos i 3. Servisai turi saugoma |information. Services must minimize the specific information stored in
specifing informacia; the action;
7. Servisy matomumas (angl. service discoverability) ~ servisai turi turéti 7. Service revealabilty - Services must have their own communicating
ljiems priskirtus komunikavimo metaduomenis, pagal kuriuos turi ba which must be able to efficiently locate and interpret these
NFR-152 SISTEMA naudotojo sasajos turi biti suderinamos su Siomis narsyklémis: | The System Ul must be compatible with the following browsers: t a (optional) [Aukstas (High) llgyvendintas (implemented)
* Google Chrome (nuo 83 ik Sistemos diegimo etapo pradios véliausios |* Google Chrome (from 83 to the start of the System installation phase [Technology Architecture
Sleistos versijos, Microsoft Windows 05) of the latest release of Microsoft Windows 05)
* Microsoft Edge (nuo 83 iki Sistemos diegimo etapo pradiios véliausios |* Microsoft Edge (from 83 to the start of the System installation phase
Sleistos versijos, Microsoft Windows 05) of the latest release of Microsoft Windows 05)
Turi biti uitikrinamas suderinamumas su nar$yKliy versijomis, Sleistomis ~|Compatible with browser versions released 1 month before the start of
ankstiau nei 1 ménuo iki testavimo etapo pradiios. the testing phase.
NFR-153 Sistemos operacijos duomeny bazéje gali buti atliekamos tik per Sistemos |System operations in the database can only be performed through the [Sist i (optional) [Aukstas (Figh) llgyvendintas (implemented)
aplikacijos sluoksn, t.y. tiesioginis SQL komandy vykdymas duomeny bazeje [application layer of the system, .e. The direct execution of QL Technology Architecture
turi biti neleic: commands in the database must be denied.
NFR-154 Sistemos programinéje irangoje turi biti galimybe importuoti ir eksportuoti | System software must be able to export and import data using data e i (optional) [Aukstas (Figh) llgyvendintas (implemented)
[duomenis | standartinius duomeny apsikeitimo formatus (pvz. XML, CSV.  [exchange files (e.g.. XML, CSV, TXT, XLSX or equivalent). Technology Architecture
TXT, XLSX arba ygiavertés rinkmenos.)
NFR-155 Sistema su Pirkejo eksploatuojamomis informacinémis sistemomis System data exchange tools must be based on the following or e i (optional) [Aukstas (Figh) llgyvendintas (implemented)
integracijai turi turéti API pagrista REST arba SOAP Web servisy equivalent standarts: SOAP, REST. ITechnology Architecture
NFR-156 Sistemoje turi bt priemones, utikrinantios vieninga duomeny suvedima _|System must have facilties for Single Data Entry, i.e. when a certain t a (optional) (Low)
(angl. Single Data Entry), t.y. suvedus tam tikra duomeny reikime, pvz., value of the data, such as an address, is entered, the duplication of  |Technology Architecture
adresa, tam patiam IS objektui dubliuojanciy reikimiy suvedimas nebity  |values for the same IS object would not be possible, etc.
galimas, kt.
NFR-157 Sistema turi bt realizuota | paslaugas orientuotos architektaros (angl. System must inSOA t a (optional) [Aukstas (High) llgyvendintas (implemented)
Service Oriented Architecture) pagrindu i turéti galimybe 8 |principles and must be able to inte E5B (Enterpr Technology Architecture
(angl. Enterprise Service Bus) Bus) platform.
NFR-158 Sistemoje turi bati realizuota ne maziau kaip pagal trily Iygiu programy _|System must be implemented by at least three-layer system t a (optional) [Aukstas (High) llgyvendintas (implemented)
architektiros model] (duomeny bazés Iygis, aplikacily lygis, naudotojo architecture model (data base, application and user interface layers). It [Technology Architecture
sasajos ygis). should be possible to extend each layer separately from other layers.
Sistemoje turi bati galimybe plésti Kiekviena is Sy Iygiu individualiai,
nepriklausomai nuo kity Iygiy.
NFR-159 Sistema turi tureti galimybe sukurti, pakeisti i itrinti kiekvieno verslo System must be able to insert, up  tracking, s a (optional) [Aukitas (Figh) Nebus jgyvendintas (Wll not be implemented)
objekto duomenis per API business object data via system API [Technology Architecture
NFR-160 Sistema turi tureti sasaja, veikiancia Ziniatinklio principu (angl. Web—Client) |The system shall have Web-Client based interface, i.e. when the main _[Sistemos architektira/ Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
(lengas Kiientas), t.v. kai pagrindiné veiklos logika yra realizuota serveryje. [activity logic is located in a server. The system shall provide connection [Technology Architecture
Turi bitti galimybe prisijungima prie Sistemos vykdyti interneto narsykléje,  [capability from a web browser without installation of any additional
nediegiant jokios papildomos Klientines programinés irangos. software.
NFR-161 Sistema turi turéti standartinius sprendimus i protokolus duomeny mainy | The System must have standard solutions and protocols for the v G (optional) [AukStas (High) lIayvendintas (implemented)
sasajy su kitomis sistemomis realizavimu of data exchange interfaces with other systems, [Technology Architecture
NFR-162 Sistema turi turéti standartizuota administratoriaus valdymo sasaja (API), _|System must have standardized web APl for system via Sist i (optional) [Zemas (Low) Nebus jgyvendintas (Wll not be implemented)
per kuria baty galima atlikti administravimo veiksmus nenaudojant grafinés  |which it should be possible to administrate system (etc. change Technology Architecture
sasajos (GUI) [parameters) not using graphical interface (GUI)
NFR-163 Sistemos integracines sasajos atitinka TAF/TAP-TS! specifikacija. System int ly with TAF/TAP-TS! specificati ' a (optional) [Aukétas (Figh) Bus gyvendintas (Will be implemented)
[Technology Architecture
NFR-164 Sistema turi turéti standartizuota web integravimosi sasaja (API) per kuria _|System must have standardized web API for integration with other v a (optional) [Aukétas (igh)
baty galima inicijuoti i atlikti numatytus veiksmus, valdyti i keisti duomenis |systems via which it should be possible to initiate changes, manage and|Technology Architecture
patioje sistemoje nenaudojant grafinés sasai change data without using graphical interface (GUI)
NFR-165 Sistemoje neturi bati jkoduoty (angl. Hard Coded ) duomeny, kuriems The system shall not have Hard Coded data, which correction and/or _|[Sist G (optional) [AukStas (High) lIgyvendintas (implemented)
koreguoti i / ar keisti baty reikalingos diegéjo paslaugos. require additional vendor services. [Technology Architecture
NFR-166 Sistemoje turi bati galimybé visus negrafinius kaupiamus ir generuojamus _|System must have possibiity to export (or to let other system to t i (optional) [AukStas (High) lIgyvendintas (implemented)
duomens perduoti Pirkéjo naudojamiems: gather) data to: ITechnology Architecture
- duomeny sandéliui (angl. Data Warehouse); - data warehouse;
- Anali irankiui (realaus laiko duomenys). - data analysis tool (real time data).
NFR-167 Sistemos gretaveikos kas ménesiné ataskaita turi biti pateikiama sistemos _|System performance report should be generated each month. The (optional) Zemas (Low)
savininkui ir infrastruktaros padalinio vadovui arba jo paskirtam report must be sent to System owner and to the head of infrastructure
asmeniui. division (or dedicated contact person )
NFR-168 el bus numatyta, kad prie inf In case the functionality provided by the Supplier will allow login to the [Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [AukStas (High) llgyvendintas (Implemented)
sistemos galés jungtis iSoriniai (ne vidinio tinklo) naudotojai, jy information system for outside users (external network), the following i valdymas/Users authentication
kal minimum requirements shall be applied for their login: authorization and administration
1. Slaptazodiai privalo biti sudaryti i mazujy ir didziujy raidziy, skaitiy 1. Passwords shall consist of small and capital letters, numbers
ir/arba specialiujy simboliy. and/or special characters.
2. Vartotojy slaptaZodis turi biti sudarytas i§ matiausiai 8 simboliy, 2. User's password shall consist of at least 8 characters,
administratoriy slaptaZodiai privalo bati sudaryti i matiausiai 12 simboliy. |administrator's password shall consist of at least 12 characters.
4. SlaptaZodis privalo bati reguliariai keitiamas, t.y. ne refiau kaip 90 dieny [3. A password has to be regularly changed, with maximum period
laikotarpyje. 0f 90 days.
5. Tarp slaptazodZio keitimo turi bati ne matesnis kaip 24 val. laiko tarpas.  [4.  Minimum period between password changes shall be 24 hours,
6. Laikini arba pradiniai slaptazodiai privalo bati pakeisti pirmo pr X porary or initial to be changed during the
metu. first login.
7. SlaptaZodiiai negali buti naudojami tokie patys, kokie buvo naudoti6 |6, Passwords can not be used the same which were used within the
menesiy laikotarpyje. period of 6 months.
8. Buve 6 slaptaZodiiai negali bati pakartotiniai naudojami to patio 7. The former 6 passwords can not be reused by the same user.
vartotojo. 8. The maximum correct password attempts shall be 5.
9. Didsiausias leistinas méginimy vesti teisinga slaptazod skaicius yra5 9. Passwords stored in the systems have to be encrypted.
Kartai. Unidirectional encryption algorithm shall be used.
10. Slaptazodiai saugomi sistemose privalo biti uifruoti. Sfravimui 10, Use of manufacturer's set passwords in hardware and software is|
naudojamas vienpusio Sifravimo algoritmas. prohibited, they have to be changed according to requirements.
1. Draudiama techninée ir programinéje jrangoje naudoti gamintojo | 11.  Storing of login data in browsers s prohibited.
[nustatytus slaptaZodtius, jie turi bati pakeisti | atitinkanéius reikalavimus.  [12.  User must provide old and new password during password
12. Draudziama naudoti prisijungimo duomeny saugojima naréyklése change.
13. Keitiant slaptazod, vartotojas privalo pateikti sena ir nauja slaptaZodj.  [13.  User has to be asked for additional authentication when email
1. Reikalauti Jei yra keitiamas el. pat is changed (applicable If IS uses email address for password
adresas (galioja jeigu IS naudoja el. pasto adres slaptazodtio priminimo  [remind function).
funkeijai). 14, Password display in input field is prohibited (t has to be
15. Draudsiama jvedama slaptaZod rodyti jvedimo lauke (privaloma masked).




NFR-169 Jei tiekéjo pateiktas sprendimas bus pasiekiamas & Bores per tinklalap, jis |If the solution provided by the Supplier will be accessible from outside. |Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [AukStas (High) llgyvendintas (Implemented)
turi atitikti Suos reikalavimus: through website, it has to meet the following ir
1. Privalomas funkcionalumas HTTP sesijos apsaugai: 1. Obligatory functionality for HTTP session protection: authorization and administration
1.1, Protect the entire visitor's/user's session with a help of SSL/TLS;
12. Donot 1D into URL address and/or do not send it
antrasteje (angl. , Referrer header"); inthe Referrer header;
1.3 Uttikrinti, kad sesijos ID yra ilgas, sudétingas, % atsitiktiniy | 1.3. Ensure long, compl from random numbers, not
skaitiy ir negali bati lengvai atspéjamas; easily guessed session ID;
1.4. Draudtiama saugoti sesijos ID; 1.4. Saving of session ID is prohibited;
Sesijos ID turi bati Sifruojamas ne maZesniu kaip 128 bity ilgio raktu; |5 Session ID has to be encrypted by a key of length at least 128
Pakeitiamas sesijos ID jeigu yra perjungimas  SSL; bits;
P| nepriima sesijos ID, kuris yra jau naudojamas kito vartotojo; 1.6. Session ID has to be changed in case of transfer to SSL;
3valomas sesijos objektas vartotojui isiregistravus arba sesijai nustojus |1.7. The software has to reject ID, which s already used by another
galioti, user;
2. Nenaudoti autentifikacijos arba sesijos duomeny siuntimui GET 1.8 Session object has to be deleted when user signs out or when the
uzklausose. Rekomenduojama naudoti POST uZklausas tokiose situacijose. session is terminated.
3. Draudtiama naudoti podelio (angl. ,cache”) funkcionaluma Do not use GET queries to send authentication or session data
autentifikuotiems puslapiams. In such situations, it i recommended to use POST queries.
3. Use of cache functionality is prohibited for authenticated pages.
NFR-170 jas turi patvirtinti savo tapaty odziu arba kita _|System user must confirm his/her identity by password or using other |Naudotojy autentikavimas, autorizavimas _|Privaloma (mandatory) Privaloma (mandatory) _|Igyvendintas (Implemented)
Sistemos reikalavimuose numatyta autentiskumo patvirtinimo priemone.  [authentication method according to System Only i
sistemoje pateikiama informaciia gali matyti ir veiksmus atlikti tik authenticated users shall see the information provided in the System  |authorization and administration
naudotojai. and will be able to perform actions.
NFR-171 emoje pagal jvedamo teksto pradii neturi bti galimyb Skai | System shall t autofilling of confidential data | Naudotojy autentikavimas, autorizavimas _|Neprivaloma (optional) (Low)
uzpildyti jautriy ir/ ar konfidencialiy informacijos lauky, pvz. ivedus pirmus _fields after beginning of the text is entered, for example, when three  |ir valdymas/Users authentication
trs slaptazodzio simbolius Sistema negali automatiskai uzpildyti likusiy  [first password characters are entered, the System shall not autofill the [authorization and administration
tio simboliy. rest password characters.
NFR-172 Sistemoje turi bati galimybe automatiskai uzrakinti (angl. Lock arba Lock |The System shall have automatic Lock or Lock Screen and/or user work |Naudotojy autentikavimas, autorizavimas |Neprivaloma (optional) (Low)
Screen) ir / arba uzbaigti naudotojy darbo sesiia, jei neveikimo laikas [session termination function when inactive period exceeds preset  |ir valdymas/Users authentication
virsija nustatyta trukme. duration d
NFR-173 Sistemoje turi bati galimybé kurti naujus, keist ir Salinti esamus vaidmenis | The System shall allow to create new, modify and ing roles [Naudotojy i (optional) [Aukstas (High) llgyvendintas (Implemented)
bei ju prieigos teises. Pakeitus esamy vaidmend teises, Sios turi biti realiu [and their access rights. When rights of existing roles are modified, i valdymas/Users authentication
laiku pritaikomos naudotojams, kuriems priskirtas su pakeitimu susijes these in real time have to be applied to d with such role. d
vaidmuo.
NFR-174 Sistemoje turi biti galimybé naudotojams priskirt, keisti i Salinti vaidmenis. | The System shall allow to assign, modify and delete roles for users and [Naudotojy i (optional) [Aukstas (High) llgyvendintas (Implemented)
bei priskirt, keisti i Salinti vaidmenims priskirtus prieigos teisiy sarasus.  [assign, modify and delete access right ists assigned to roles. ir valdymas/Users authentication
authorization and administration
NFR-175 Sistemoje turi bati galimybé naudotojui priskirti daugiau nei viena vaidmeni. | The System shall allow assigning more than one role to a user. Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [Zemas (Low) llgyvendintas (Implemented)
ir valdymas/Users authentication
authorization and administration
NFR-176 Sistemoje turi biti galimybé nustatyti naudotojy darbo sesijy trukme. The System shall allow setting duration of user work session. Naudotojy autentikavimas, autorizavimas ~[Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
ir valdymas/Users authentication
authorization and administration
NFR177 Sistemoje turi bati galimybé pasirinktiems vaidmenims nurodyti galiojimo | The System shall allow to set an expiration date for selected roles after [Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
termina, kuriam sugjus, su vaidmeniu susietos funkeijos i prieigos teisés  |which the role associated functions and access rights shall be ir valdymas/Users authentication
i (ty. tampa 3 vaidmenj terminated (i.e. become invalid) for users assigned with |authorization and administration
turintiems naudotojams. this role.
NFR178 Sistemoje turi bati realizuota autentifikacia vienu i§ SAMIL v2, OpeniD [Autentification of system users must be implemented using one of | Naudotojy autentikavimas, autorizavimas _|Privaloma (mandatory) Privaloma (mandatory)  |Igyvendintas (Implemented)
(Connect, Ws-Fed protokoly, per Utsakovo Azure Active Directory kataloga. ~|SAMLv2, OpeniD Connect, Ws-Fed protocols. Using Azure Active ir valdymas/Users authentication
Directory. authorization and administration
NFR179 ‘turi turéti galimybe atjungti (angl. force stop ) & _|System's administrator must have possibiity to force Naudotojy (optional) [Zemas (Low) Nebus jgyvendintas (Will not be implemented)
sistemos pasirinkta prisijungusj naudotoja, L. turi bati galimybé nutraukti logged-in user, i.e. the System shall have the capability to terminate  r
pasirinkto naudotojo darbo sesijq su Sistema. selected user's work session in the System. authorization and administration
NFR-180 Sistemos administratorius turi turéti galimybg, uzblokuoti visus vieno ar keliy | System administrator must have possibility to block activities of one or |Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) Zemas (Low)
kity naudotojy veiksmus, pateikiant naudotojo sasajoje informacija, kad  |more users by providing notification in user's interface that no activity i valdymas/Users authentication
veiksmy su Sistema tam tikru metu atlikt néra galimybes. in the System can be performed during certain period. authorization and administration
NFR-181 Sistemos autorizavimo mechanizmas tur biti realizuotas remiants System authorization mechanism shall be implemented on the basis of |Naudotojy autentikavimas, autorizavimas _|Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
vaidmeny modeliu (angl. Role-based Model ) i valdomas centralizuotai  [Role-based Model and managed centrally for alllevels of System ir valdymas/Users authentication
visiems Sistemos architektaros modelio lygiams. architecture model. authorization and administration
NFR-182 Sistemos naudotojas turi galeti perZidreti tik tokia informacilg ir naudotis tik |System user shall be able to view only such information and use only _|Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [AukStas (High) llgyvendintas (implemented)
tokiomis funkcijomis, kurios yra nustatytos prijimo teisémis (puz. jei such functions that are assigned to access rights (e.g., if System user i valdymas/Users authentication
Sistemos naudotojas nori periaréti informaciia, Sistema turi pranesti, kad  |wants to view certain information, the System shall notify that the user [authorization and administration
naudotojas neturi teisiy perZidréti tam tikry duomeny ar kitais badais has no rights to view certain data or otherwise restrict information
apriboti informacijos perZiara i pan.). display, etc).
NFR-183 Sistemos teisiy valdymo mechanizmas turi bati suderinamas su Pirkejo | System rights management mechanism has to be consistent with Naudotojy (optional) [AukStas (High)
grupés jmonése jgyvendintais naudotojy valdymo sprendimais (angl. Identity management solutions implemented in the Buyer's group  ir valdymas/Users authentication
Identity management ). companies. authorization and administration
NFR-184 Suspendavus naudotoja Pirkejo imoniu grupés Azure Active Directory |When the user s suspended in the Buyer's Microsoft Azure Active _[Naudotojy autentikavimas, autorizavimas | Neprivaloma (optional) [Aukstas (High) llgyvendintas (implemented)
paslaugole, naudotojas turi biti suspenduotas Sistemoe. Directory, the user has to be suspended also in the System. ir valdymas/Users authentication
authorization and administration
NFR-185 ke aly ‘turi bati reali draud Supplier's proposed functionality has to include prohibition to assign | Naudotojy autentikavimas, autorizavimas _|Neprivaloma (optional) Zemas (Low)
sistemos suteikti rights to normal users of information system. ir valdymas/Users authentication
teises authorization and administration
NFR-186 Turi bati galimybe prisijungti prie Sistemos be pakartotinio naudotojo The System shall ign-On, if user has Naudotojy (optional) [AukStas (High)
(duomeny suvedima (angl. Single Sign-On) ,jei naudotojas autentifikavosi [him/herself through Buyer's Microsoft Azure Active Directory profile. i valdymas/Users authentication
Pirkejo Microsoft Azure Active Directory profiio déka. authorization and administration
NFR-187 Visos sistemos administratoriy paskyros turi bo ty. negali |All syt hall be Naudotojy (optional) [Aukétas (High) llgyvendintas (implemented)
ati vartotojo ADMIN, ar pan users such as ADMIN, orsimilar are not  ir valdymas/Users authentication
allowed. authorization and administration
NFR 188 Sistema turi bt realizuota taip, kad bty galimybé atlikti visy duomeny | The System shall be implemented o as to ensure possibility to carry renewal (optional) [AukStas (High) llgyvendintas (implemented)
migravima be papildomy paslaugy i licenciy isigiimo i diegéjo / Sistemos ~|out migration of all data without additional service and license
gamintojo. purchase from the Supplyer / System
NFR-189 Sistemoje atliekant versijos pakeitima ir/ ar atnaujinima, turi bati galimybé |In case of version replacement and/or upgrade in the System the renewal (optional) [AukStas (High) llgyvendintas (implemented)
uttikrinti, kad: following shall be ensured: - All stored data shall be relocated to the
- Visi saugomi duomenys bus perkelti | nauja duomeny bazés struktarg;  |new database structure; - Data consistency and integrity shall be
- Bus iSlaikytas duomeny vientisumas ir integralumas; maintained; - No stored data shall be lost; - Functionality implemented
- Jokie saugomi duomenys nebus prarasti; in the System will not be affected.
- Nebus sutrikdytas Sistemoje realizuotas
NFR-190 Sistemoje turi bati priemones, utikrinantios, kad atliekant periodinj The System shall include measures ensuring that no new renewal (optional) [AukStas (High) llgyvendintas (implemented)
» pagal st Bleistus s platform have to be in case of periodical
§ ety diegti naujos a platformos.  [system upgrade according to software vulnerabilites lst issued by the
supplyer.
NFR-191 Sistemoje turi bati priemones, uftikrinantios, kad atliekant Sistemos i (ar) | The System shall include measures ensuring possibility to maintain renewal (optional) [AukStas (High)
atskiry jos komponenty versijos pakeitima ir (ar) atnaujinima, turi bti modifications and configurations made in database level in case of
galimybe islaikyti duomeny bazés lygmenyje atliktus pakeitimus ir replacement andor version upgrade of the System and/or its
NFR-192 Sistemos technines ir/ arba programines jrangos. nd debugging of System's hardware _|Versijy atnaujinimas/Version renewal _ |Privaloma (mandatory) Privaloma (mandatory) _||gyvendintas (Implemented)
i Klaidy taisymas negali turéti jtakos anksEiau jvesty duomeny vientisumui. [and/or software shall not affect integrity of previously entered data.
NFR-193 Sialoma Sistema turi bati realizuota taip, kad pereinant prie aukitesnés | The offered System shall be E or renewal (optional) [AukStas (High) llgyvendintas (implemented)
sistemos jos, nereikéty atlikti a platform would not require upgrade in case of transition
technologines platformos atnaujinimo darby (iskyrus tuos, kuriuos to the higher System application version (excluding those
standartizkai rekomenduoja Sistemos gamintojas, pereinant i vienos by System manufact tandard during transition
versijos  kita). from one version to another).
NFR-194 Tiekejas atlieka nuolatin] sistemy atnaujinima pagal gamintojy reikalavimus | Supplyer shall perform regular System updat dance with renewal (optional) [AukStas (High) llgyvendintas (implemented)
bei rekomendacijas, taikant saugumo valdymo bei keitimy valdymo d ensuring the

procesus. Keitimai sistemose atliekami nepertraukiant klientams teikiamy
paslaugy.

application of safety and change management processes. Changes to
the systems shall be performed without any interruption of the




Reikalavimo jgyvendinimas sistemoje
(The implementation of a requirement in the system)
Rezultatai X bal
a
(Scorecard) . 1 Bus jgyvendintasz Nebus jgyvendintas| Baly skaicius o 4
Jgyvendintas ] . skaicius
(Will be (Will not be (Amount of )
(Implemented) ) . . (Maximum
implemented) implemented) points) .
points)
Aukstas (High) 81 4 2 834 870
£ Zemas (Low) 53 3 12 274 340
Sum: 1108 1210

1. "Jgyvendintas" - gali bati Zymimi ir tokie nefunkciniai reikalavimai, kurie dar tik bus iSpildyti projekto metu, bet jy
iSpildymui nereikia keisti siilomos Sistemos programinio kodo. Jskaitant reikalavimus diegimo darbams, dokumentacijai,

mokymams ir pan.

1. "Implemented" - can be marked also these non-functional requirements, which will be performed during the project, but
there is no need for System code modification. Including requirements for services, System documentation, trainings, etc.

2. "Bus jgyvendintas" - turi bati Zymimi tie reikalavimai, kurie bus jgyvendinami keiciant arba vystant Sistemos programin;j

koda.

System code.

2. "Will be implemented" - must be marked these requirements, which will be implemented by modifyind or developing
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