Elektroninio dokumento nuorasas

SUTARTIS DEL DIGILINK PASLAUGY
TEIKIMO

Nr.DL 2021/ LT7001

AGREEMENT ON PROVISION OF DIGILINK
SERVICE

No. DL 2022/LT7001

Ryga, Latvija, DATA ZIDRETI DOKUMENTO
PARASO LAIKO ZYMOJE

Riga, Latvia, SEE THE DATE ON THE TIME STAMP OF
THE DOCUMENT SIGNATURE

AS ,Citadele banka“, juridinio asmens kodas
40103303559, registruotos buveinés adresas:
Republikas laukums 2A. Ryga, LV-1010, Latvija,
atstovas veikiantis $iuo pagrindu
|galiojimas nr toliau - Bankas, kaip pirmoji
Salis ir _VI Registry centras__, juridinio asmens
kodas: _124110246, registruotos buveinés
adresas:___Lvivo g. 25-101, 09320 Vilnius__ ,
atstovas_teisés departamento vadovas Zydriinas
RadiSauskas, veikiantis pagal valstybés jmonés
Registry centro generalinio direktoriaus 2022-
12-08 jgaliojimg Nr. F5-42 (1.13 E), toliau -
Imoné, kaip antroji alis, abi toliau kartu - Salys
sudaro $ig sutartj, toliau - Sutartis:

Joint Stock Company Citadele banka, unified reg.
No. 40103303559, legal address: Republikas
laukums 2A, Riga, LV-1010, Latvia, represented by
who acts on the grounds of Power
of attorney No. hereinafter referred to as the
Bank, as the party of the first part, and
_ The State Enterprise Centre of Registers, unified reg.
No. 124110246 , legal address: _ Lvivo street.
25-101, 09320 Vilnius _, represented by _ the Head
of the Legal Department Zydriinas Radi$auskas,
operating in accordance to Customers 2022-12-08
order No. F5-42 (1.13 E) of the General director,
hereinafter referred to as the Company, as the
party of the s d part, both hereinafter jointly

referred tgg?s the Parties, enter into this
Agreemen ereinafter referred to as the
Agreem% > as follows:

£

1. Savoky paaiSkinimai

1. Ex®lanations of Terms

1J&Y1dentification - functionality that provides

1.1. Identifikavimas - funkcija, Interneto
svetainei papraSius, suteikianti Kliento tapatybés | @, verification of the Customer's identity upon
patikrinima, kai Klientas naudojacﬁ) the Website's request when the Customer
Autentifikavimo jrankj. = Y uses the Authentication Tool.
1.2. Autentifikavimo jrankis - banko jrengi %[ 1.2. Authentication Tool - the Bank's device
ir (arba) procediry rinkinys, kurj Klies¥as and/or a set of procedures used by the
naudoja tapatybés patvirtinimui Interne8néje Customer for authentication in the Online
bankininkystéje. NN Banking.
1.3. Interneto svetainé - Jmonés sve@%é, kuri | 1.3. Website - the Company's website, which is
yra uZregistruota / pasiekiama ii%ﬁnklyje su registered/available on the web with an
atitinkamu standartizuotu istekli resu (URI, appropriate standardized resource address
URL), kurioje Imoné siilo pascl,é%és ar prekes (URL URL), where the Company offers services
Klientams. LN or goods to Customers.
1.4. Skaitmeninis parasa )Y identifikavimo | 1.4. Digital Signature - an identification code
kodas, naudojamas [m®nei ar Bankui used to identify the Company or the Bank,
identifikuoti, apskaiciuojamas pagal atitinkamos which is calculated from the notification data
Salies pranesimo duomenis ir Privaty rakta. and the Private Key of a respective Party.
1.5. Digilink paslauga - Kliento identifikavimas | 1.5. Digilink Service - the Identification of the
Internetinéje svetainéje Sutartyje nustatyta Customer on the Website in accordance with
tvarka. the procedure specified in the Agreement.
1.6. Klientas - fizinis ar juridinis asmuo, kuris | 1.6. Customer - a natural person or legal entity who
gauna / kreipiasi dél Paslaugos Svetainéje receives/applies for the Service on the Website.
1.7. Einamoji saskaita - Sutarties 1 Priede | 1.7. Current Account - the Company's current
nurodyta |monés einamoji saskaita, i§ kurios account specified in Annex 1 to the
nuraSomas komisinis mokestis uZ Digilink Agreement, which is used for withholding a
paslauga. commission fee for the Digilink Service.
1.8. Paslauga - Sutarties 1 Priede nurodytos | 1.8. Service - the goods or services specified in
prekés ar paslaugos, kurias |moné sialo Annex 1 to the Agreement, which the
Klientams Internetinéje svetainéje ir Kkuriy Company offers to Customers on the Website
gavimui butina identifikacija. and for receipt of which identification is
required.
1.9. Internetiné bankininkysté - nuotolinio | 1.9. Online Banking - the system for remote

valdymo ir prieigos prie Banko paslaugy sistema,

management and access to services of the Bank

naudojama internete.

used in the Internet.




1.10. Privatus raktas - unikali simboliy seka, | 1.10. Private Key - a unique sequence of symbols,
naudojama sudarant Skaitmeninj parasa. which is used to make up the Digital Signature.
1.11. VieSasis raktas - unikali simboliy seka, | 1.11. Public Key - a unique sequence of symbols,
leidZianti atitinkamai Saliai patikrinti kitos Salies which enables the respective Party to verify
Skaitmeninj para$y ir jsitikinti, kad Skaitmeniniu the Digital Signature of the other Party and
parasu saugomi duomenys nebuvo pakeisti ir ar make sure that the data protected by the
informacijos siuntéjas yra kita Salis. Digital Signature have not been modified, and
that the sender of the information is the other
Party.
1.12. Specifikacija - Priede Nr.3 “TS_Digilink 6.0 | 1.12. Specification -  “TS_Digilink 6.0  CA”

CA” easanti dokumentacija, apimanti technine
Digilink charakteristika, jskaitant faily formatus,
naudojamus duomeny apsikeitimui, protokolus,
naudojamus duomeny perdavimui ir Kkitus
klausimus.

documentation in annex no.3 that includes
technical characteristics of Digilink, including
file formats used for data exchange, protocols
used for data transmission and other issues

2. Sutarties dalykas

2. Subject of the Agreement

2.1. Sutartyje nustatomos Sutarties 4 Priede | 2.1. The Agreement sets out the procedures for
»Autentifikavimo paslaugos Techniné establishing, implementing and delivering the
Specifikacija“ nustatytomis salygomis Digilink Digilink Service in accordance with the
paslaugos sukiirimo, diegimo ir teikimo conditions of Annex 4 “Autentifikavimo
procediiros. paslaugos\%echniné specifikacija “.

2.2. Imoné patvirtina, kad, prie§ pasiraSydama | 2.2. The Co Yny confirms that the Company has
Sutarti, Imoné perskaité Specifikacija. Imoné read Specification before signing the
sutinka, kad Bankas turi teise vienaSaliskai Agr Dnent. The Company agrees that the

pakeisti Specifikacijos sglygas Sutarties galiojimo
metu. Jei Specifikacijos pakeitimai i§ esmés
pakei¢ia Digilink naudojimo tvarkg, Bankas
privalo apie tai informuoti Imone ne véliau kaip
prie§ 10 darbo dieny, suteikdamas Jmonei
galimybe jsigilinti | pakeitimus ir integruoti juos j
Imonés Internetine svetaine. Jei Specifikacijo
pakeitimai neturi tiesioginés jtakos Digilt
naudojimui, Bankas turi teise informuoti | e

apie pakeitimus jy jsigaliojimo diena, siys as
el. laiSkag Sutarties 1 priede nuggytam
kontaktiniam asmeniui. Bankas uZzZtilQifia, kad

galiojanti Specifikacijos versija butéprieinama
Imonei Banko InternetoQ, svetainéje
www.citadele.lv.

N
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Baqy is entitled to unilaterally amend the
‘épms of the Specification during the validity

f the Agreement. If the amendments to the
Specification  significantly change the
procedure for using Digilink, the Bank shall be
obliged to inform the Company at least 10
business days in advance, providing the
Company with the opportunity to study the
changes and to integrate them into the
Company's Website. If the amendments to the
Specification do not directly affect the use of
Digilink, the Bank is entitled to inform the
Company of the changes on the date they come
into effect by sending an e-mail to the contact
person specified in Annex 1 to the Agreement.
The Bank shall ensure that the current version
of the Specification is available to the
Company on the Bank's  website
www.citadele.lv.

3. Saliy pareigos

3.Responsibilities of the Parties

3.1. Bankas isipareigoja: 3.1. The Bank undertakes:

3.1.1. teikti Digilink paslaugg su Identifikavimo | 3.1.1. to provide the Digilink Service with the

funkcija Specifikacijoje nurodyta tvarka ir kiekiu; Identification functionality in accordance
with the procedure and in the amount
specified in the Specification;

3.1.2. ne véliau kaip prie§ 10 (deSimt) darbo | 3.1.2. notify the Company atleast 10 (ten) business

dieny pranesti [monei apie pasikeitimus days in advance about changes in the web

interneto adresuose, naudojamus Banko Digilink addresses used for the provision of the

paslaugai teikti. Bank's Digilink Service.

3.2. Imoné jsipareigoja: 3.2. The Company undertakes:

3.2.1. sukurti ir palaikyti biitinus techninius / | 3.2.1. to create and maintain the necessary

loginius sprendimus Digilink paslaugai Interneto

technical/logical solutions for the
maintenance of the Digilink Service on the




svetainéj palaikyti, kurie bus pateikti Jmonei
pagal Specifikacija;

Website, which shall be provided to the
Company in accordance with the
Specification;

3.2.2. uztikrinti = Paslaugos prieinamuma
Klientams, laikantis Sutartyje ir Specifikacijoje
nurodyty reikalavimy;

3.2.2.

to ensure the accessibility of the Service to

Customers, observing the requirements
specified in the Agreement and the
Specification;

3.2.3. rastu pranesti Bankui ne véliau kaip pries 3
(tris) savaites, jei Imoné nori pakeisti siilomy
Paslaugy kategorijuy asortimentg ir kitas J[monés
veiklos salygas, kurios turi jtakos sitilomoms
Paslaugoms ir ju gavéjams;

3.2.3.

to notify the Bank in writing not later than 3
(three) weeks in advance if the Company
wishes to make changes in the range of
categories of the Services offered as well as in
other Company's operating conditions that
have an impact on the Services offered and
their recipients;

3.2.4. nenaudoti Digilink paslaugy treciosios
Salies vardu arba jos naudai;

3.2.4.

not to use the Digilink Services on behalf of or
for the benefit of a third party;

3.2.5. rastu praneSti Bankui ne véliau kaip pries$
10 (deSimt) darbo dieny apie Interneto svetainés
adresy pasikeitimus, taip pat apie Imoneés
pavadinimo ir prekiuy Zenkly pakeitimus, jei jie
turi jtakos kreipiantis dél Paslaugos.

3.2.5.

to notify the Bank in writing at least 10 (ten)
business days in advance about changes in
the internet addresses of the Website, as well
as about changes in the name of the Company
and cha&es of trademarks, if they affect
applyadQ for the Service.

3.3. Salys jsipareigoja:

3.3. TheA&n ties undertake:

3.3.1. savarankiskai vykdyti ir mokéti uZ
aparatiros ir programinés jrangos, kurig turi
jdiegti atitinkama Salis, kiirima, pirkimg, diegima
ir prieziirg, reikalingg Digilink paslaugos

3.3.1.

td@érry out independently and pay for the
velopment, purchase, installation and

p \'maintenance of hardware and software to be
& installed by the respective Party for the

veikimui. 0@ operation of the Digilink Service;

3.3.2. kuo skubiau elektroniniu pastu informuoti(;'}.S.Z. to inform the other Party about technical
kita Salj apie technines problemas, nuroda@ problems by e-mail as soon as possible,
techniniy problemy pasalinimo terminus; é\’ specifying the deadlines for the elimination of

'S technical problems;
3.3.3. atlikti visus parengiamuosius -#Tbus, | 3.3.3. tocarryoutall preparatory work required for
reikalingus Digilink paslaugai teikti,ﬁandyti the provision of the Digilink Service, to test
keitimosi informacija procesa ir p ti teikti the information exchange process and to
Digilink paslauga per 6 (SeSis) esius nuo start providing the Digilink Service within 6
Sutarties jsigaliojimo dienos. (six) months from the date of entry into force
Qi\'\’ of the Agreement.
3.3.4. Jei Imoné Internetir@ysvetainéje sialo | 3.3.4. In case the Company offers the Service to
paslauga  juridiniams menims, Imoné legal entities on the Website, the Company
informuoja ir sutinka, kad Bankas neprisiima hereby informs and agrees that the Bank does
jokios atsakomybés uZ Kliento Internetinés not take any responsibility for users of the
bankininkystés vartotojus, kurie Internetinéje Online Banking of the Customer who are
svetainéje yra jvardijami kaip Kliento atstovali, identified on the Website as the Customer's
turintys teise atstovauti Klientui santykiuose su representatives having the right to represent
Imone ir atlikti bet kokius veiksmus Internetinéje the Customer in relations with the Company
svetainéje Kliento vardu. and perform any actions on the Website on
behalf of the Customer.
3.3.5. Salys patvirtina, kad jos bus laikomos | 3.3.5. The Parties confirm that shall be deemed to

nepriklausomomis asmens duomeny, tvarkomy
pagal Sutartj pagal Bendrajj duomeny apsaugos
reglamenta (2016 m. balandZio 27 d. Europos
Parlamento ir Tarybos reglamentg (ES)
2016/679 dél asmeny apsaugos atsiZvelgiant i
asmens duomeny tvarkyma ir laisva tokiy
duomeny judéjima ir atSaukiant Direktyva 95/46
/ EB (Bendrasis duomeny  apsaugos
reglamentas)) valdytojomis ir jsipareigoja
savarankiSkai imtis visy butiny techniniy ir

be independent controllers of personal data
processed under the Agreement in
accordance with the General Data Protection
Regulation (Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27
April 2016 on the protection of individuals
with regard to the processing of personal
data and on the free movement of such data
and repealing Directive 95/46/EC (General
Data Protection Regulation)) and shall




organizaciniy priemoniy, kad buty laikomasi

galiojan¢iy jstatymy susijusiy su asmens
duomeny tvarkymu. Salys susitaria, kad,
laikydamasi jstatymy reikalavimy, Kkiekviena
Salis  savaranki$kai informuos duomeny

subjektus apie pagal $ig Sutartj atitinkamos Salies
vykdoma asmens duomeny tvarkyma, taip pat
pateiks teisinj pagrinda asmens duomeny
tvarkymo tikslui (-ams), kuriam atitinkama Salis
tvarko asmens duomenis.

undertake independently to take all
necessary technical and organizational
measures to comply with applicable law in
relation to the processing of personal data.
The Parties agree that, in accordance with the
requirements of the law, each Party will
independently inform data subjects about the
processing of personal data by the respective
Party under this Agreement, as well as
provide a legal basis for the processing of
personal data for the purpose (s), for which
the respective Party processes personal data.

3.4. Saugumo nuostatos Identifikavimo 3.4. Security Provisions for the Use of the
funkcijos naudojimui Identification Functionality
3.4.1. Informacija ir praneSimai, kuriuos viena | 3.4.1. Information and notices sent by one Party to

Salis siunéia kitai Saliai sutarties galiojimo metu,
turi atitikti Specifikacija ir juose turi biti
atitinkamos Salies Skaitmeninis parasas.

the other Party during the term of the
Agreement shall comply with the Specification
and contain the Digital Signature of the
respective Party.

3.4.2. Salis, gaunanti informacija ar prane$ima,
privalo patikrinti kitos Salies Skaitmeninio
paraso atitiktj.

Skaitmeninio para$o patikra atliekama naudojant
Vie$ajj rakta Specifikacijoje nustatyta tvarka.

3.4.2.

NWith

The Party receiving the information or
notificat shall be obliged to verify the
confor@ty of the Digital Signature of the other
Pal’%
Th-s‘%erification of the Digital Signature shall be
rformed using the Public Key in accordance
the procedure specified in the
Specification

3.4.3. Pasiradydamos Salys

.....

sutartj, privalo

tinkama VieSojo rakto prijungimo paZym
keitimo patvirtinimg pagal Sutarties 2 Priedq&“r

&

<§4.3.

>

Upon signing the Agreement, the Parties are
obliged to exchange their Public Keys by
signing an appropriate Public Key Connection
Certificate  Exchange  Confirmation in
accordance with Annex 2 to the Agreement.

3.4.4. Salys uZtikrina Privataus rakto
neleidZiant treciyjuy Saliy prieigos.
visiSkai atsakingos uZ Sio
nevykdymo pasekmes.

sastsBjima,
Vs yra

jsisareigojimo

N

3.4.4.

The Parties shall ensure safekeeping of the
Private Key preventing third-party access to it.
The Parties are fully responsible for the
consequences of any failure to comply with this
obligation.

3.4.5. Jei Salies Privatus ra Ytapo Zinomas
treéiajai $aliai, Salis nedelsd@ apie tai pranesa
kitai Saliai ir nustoja siysti / ‘gauti informacija ir
praneSimus, kol bus sukurtas naujas
Skaitmeninis paraSas ir VieSasis raktas bus
perduotas kitai Saliai.

3.4.5.

If a Party's Private Key has become known to a
third party, the Party shall immediately notify
the other Party and stop sending/receiving
information and notifications until a new
Digital Signature is created and the Public Key
is transferred to the other Party.

3.4.6. Salys turi teise laikas nuo laiko Kkeisti
Privaty rakta. Pasikeitus VieSajam raktui, naujas
VieSasis raktas perduodamas Kkitai Saliai,
nurodant jo jsigaliojimo datg, likus bent savaitei
iki tos dienos. AtsiZvelgiant | VieSojo rakto
pasikeitima, bus parengtas naujas Sutarties 2
priedas.

3.4.6.

The Parties have the right to change the Private
Key from time to time. In the event of change of
the Public Key, a new Public Key shall be
transferred to the other Party, indicating its
effective date, at least one week before that
date. A new Annex 2 to the Agreement shall be
prepared with regard to change of the Public
Key.

4. Rysiai Identifikavimo funkcijos naudojimui

4. Connections for the Use of the Identification

Functionality
4.1. Tiesioginis Banko integracijos adresas yra | 4.1. The Bank’s direct integration address is
https://online.citadele.lv/amai/start.htm. https://online.citadele.lv/amai/start.htm.
4.2. Testavimo procesas pradedamas po to, kai | 4.2. The testing process is started after the

Bankui yra perduodama informacija, reikalinga

information necessary for the initiation of the




testavimo procesui pradéti. Keitimasis
informacija, iskaitant keitimasi bandomaisiais
naudojant Sutarties 1 Priede nurodyta kontaktine
informacija.

testing process is transferred to the Bank.
Exchange of information, including exchange
with the test connection certificates of Public
Keys shall be carried out electronically using the
contact information specified in Annex 1 to the

Agreement.
4.3. Internetinés bankininkystés identifikatorius | 4.3. The Online Banking identifier (included in the
(itrauktas j Digilink informacijos elementg <i$>) information element of Digilink <from>) is
yra 10000. 10000.
4.4. Imonés Internetinés svetainés duomenys, | 44. The data of the Company's Website, which are

reikalingi Digilink paslaugai
Sutarties 1 Priede.

gauti, nurodyti

required for receiving the Digilink Service, are
specified in Annex 1 to the Agreement.

5. Digilink paslaugos mokestis

5. Digilink Service Fee

5.1. Uz Digilink paslaugos teikima Jmoné moka
Bankui $iuos komisinius mokesc¢ius (Komisinj
mokestj):

5.1. The Company shall pay to the Bank the
following commission fees (Commission Fee)

for the provision of the Digilink Service:

Funkcija /Functionality

Komisinis mokestis/ Comglission Fee
A

1. Identifikacija/Identification komisinis mokestis netai Yas/
no commission fee is chﬁgged/
&
&

5.2 Kartqg per ménesj paskutine atitinkamo ménesio
kalendorine dieng Bankas be atskiro [monés

NThe Bank withholds the Commission Fees
specified in the Agreement from the Current

nurodymo i$ Einamosios sqskaitos nuraso Sutartyje |, Account once a month on the last calendar
nurodytus Komisinius mokescius. 4;’/" date of the respective month without a
@ separate order of the Company.
5.3. Jei Imonés Einamojoje s3skaitoje ¥¥Yra 5.3. If there are no sufficient funds in the
pakankamailé$y nurasyti Komisiniam mokegspui ir Company's Current Account to withhold the
(arba) Imoné  atideda  s3gskaitosafaKtaros Commission Fee and/or the Company
apmokéjima uz Banko pateiktg Komisi@mokesti delays payment of an invoice for the
daugiau nei 30 dieny, Bankas turi teig®sustabdyti Commission Fee submitted by the Bank for
Digilink paslaugos tiekimg kol djimas  bus more than 30 days, the Bank is entitled to

jvykdytas. N
&
N

suspend the provision of the Digilink Service
until payment is made.

5.4. Komisiniai mokesciai,
punkte, bus taikomi nuo
dienos.

%}deti Sutarties 5.1

utarties sudarymo

5.4. The Commission Fees specified in
Paragraph 5.1 of the Agreement shall be
applied starting from the day of conclusion
of the Agreement.

6. Konfidencialumas

6. Confidentiality

6.1. Salys jsipareigoja neatskleisti tre¢iosioms
Salims jokios konfidencialios informacijos, gautos
per Sutarties galiojimo laikg, iSskyrus atvejus, kai
Sios informacijos reikalauja valstybinés
institucijos, turin¢ios teise gauti tokia informacija
pagal galiojancius jstatymus ir kitus teisés aktus
bei jstatymy reikalaujama apimtimi.

6.1. The Parties undertake not to disclose to third
parties any confidential information obtained
during the term of the Agreement, except if
this information is requested by the state
institutions, which are entitled to receive such
information in accordance with the laws and
regulations in force and to the extent required
by law in the particular case.

6.2. Sis jsipareigojimas galioja Sutarties galiojimo
laikotarpiu ir 5 (penkerius) metus po Sutarties
nutraukimo.

6.2. This commitment shall be effective for the
duration of the Agreement and for 5 (five)
years after the termination of the
Agreement.

6.3. Sioje Sutartyje konfidenciali informacija
reiskia visus duomenis, atsirandancius i$ Kliento

6.3. For the purpose of this Agreement, confidential
information shall mean all data arising from




informacijos, gautos teikiant Paslauga, Sutarties
turini ir (arba) kity su jos vykdymu susijusiu
dokumenty turinj, taip pat technine, komercine
informacija ir visa kitg informacija apie kitos Salies
veiklg, kuri tapo Zinoma vykdant Sutartj.

the Customer’s information obtained within
the framework of provision of the Service,
content of the Agreement and/or content of
other documents related to the execution
thereof, as well as technical, commercial
information and any other type of
information regarding activity of the other
Party, which has become available in the
course of the fulfilment of the Agreement.

7. Saliy atsakomybé

7. Liability of the Parties

7.1. Imoné garantuoja, kad Internetinéje svetainéje
paskelbtos Paslaugos yra laisvoje civilinéje ir
teisinéje apyvartoje, atitinka Latvijos Respublikos
vartotojy teisiy apsaugos standartus, kad Imoné
yra gavusi visus leidimus ir licencijas, jei tokiy
reikia Paslaugy teikimui, ir jsipareigoja, Bankui
papraSius, juos parodyti Bankui, taip pat kad
Paslaugy teikimas nepaZeidZia autoriniy teisiy ir
pagalbiniy teisiu, gamybos pavyzdZiy, paslaugu
prekiy Zenkly ir kity treciyjy asmeny intelektinés
nuosavybeés.

7.1. The Company guarantees that the Services
published on the Website are in free civil and
legal turnover, comply with the consumer
rights protection standards of the Republic of
Latvia, that the Company has received all
permissions and licences should such be
necessary to provide the Services, and
undertakes to show them to the Bank upon
the Bank’s request, as well as that provision of
the Services does not violate copyright and
auxilianyesights, production samples, service
trade 13H{S and other intellectual property of

thir: rties.
'x&p

7.2. Imoné patvirtina, kad ji turi teise uZsiimti
Paslaugy teikimu ir atsako pagal galiojancius

7.2. The@mpany certifies that it has the right to be
edgaged in provision of the Services and it

norminius aktus, jei bus paZeistos minétos .x@3hall be liable in accordance with the valid
garantijos. &'o regulatory  enactments should the
& aforementioned guarantees be violated.
7.3. Imoné yra atsakinga uz Paslaugq4§)7.3. The Company shall be responsible for using
administravimo sistemy naudojimg, sukurty the systems of administration of services
Paslaugos teikimui, programinés jrangos ;%k created to provide the Service, software and
informacijos Kkeitimosi tik bendradarbiavidgui exchange of information only for
pagal Sios Sutarties salygas. & cooperation in accordance with the terms of
S\S‘ this Agreement.
o>

7.4. Salys kartu atsako u# 7ala, patirta &'é\ﬁéutarties 7.4. The Parties shall be mutually liable for
nevykdymov ar netinkamo vykdqu Nuostoliy damages incurred due to non-fulfilment or
fakta irodo Salis, kuri praso atlyginQp ostolius. improper fulfilment of the Agreement. The

N fact of losses shall be proved by the Party

N
&

which requests compensation of losses.

7.5. Salis yra atsakinga kitosSalies atzvilgiu tik uz
tuos nuostolius, kuriuos bet kuriai Saliai padaré
trec¢iosios $alys, jei $i Salis, prie$ingai nei numatyta
Sioje Sutartyje, pati suteiké galimybe padaryti Siuos
nuostolius.

7.5. A Party shall only be liable towards the other
Party for losses inflicted upon either Party
by third parties, if this Party has itself,
contrary to the terms of this Agreement,
given the opportunity to inflict these losses.

7.6. Bankas neatsako uZ Digilink paslaugos
nepasiekiamumga Imonei, taip pat uZz paslaugos
nepasiekiamuma Klientams dél Digilink paslaugos
nepasiekiamumo, jei Imoné laiku neinformavo
Banko pagal Sutarties 3.2.5 punkto reikalavimus,
taip pat Sutarties 5.3 punkte nurodytu atveju.

7.6. The Bank shall not be liable for unavailability
of the Digilink Service to the Company as
well as the unavailability of the Service to
the Customers due to unavailability of the
Digilink Service, if the Company has not
timely informed the Bank in accordance
with the requirements of Paragraph 3.2.5 of
the Agreement as well as in case referred to
in Paragraph 5.3 of the Agreement.

8. Skundy nagrinéjimo tvarka

8. Procedure for Examination of Complaints

8.1. Bet kokius radytinius ar Zodinius Klienty
skundus, taip pat ju praSymus ir pasialymus,
susijusius su Paslauga, nagrinéja Imoné.

8.1. Any written or oral complaints of Customers
as well as their applications and suggestions




related to the Service shall be examined by
the Company.

8.2. Jei Klientas kreipési | Banka su skundu,
atitinkamas Banko darbuotojas nurodo atitinkamo
Imonés arbuotojo kontaktinius duomenis arba
nuskenuota forma i3siunc¢ia Kliento rasytinj
skundg 1 Priede nurodytam Jmonés kontaktiniam
asmeniui per 5 (penkias) darbo dienas nuo skundo
gavimo, iSskyrus atvejus, kai Kliento skundas
susijes tik su Banko operacijomis.

8.2. Ifthe Customer has addressed the Bank with a
complaint, the respective officer of the Bank
shall specify contact details of the respective
officer of the Company or send the
Customer's written complaint in a scanned
form to the contact person of the Company
specified in Annex 1 within 5 (five) business
days from receipt of the complaint, except
for the cases when the Customer’s
complaint concerns the operations of the
Bank only.

8.3. Visus radytinius atsakymus j skundus Imoné
parengia ir iSsiunc¢ia Klientui, iSskyrus S$iuos
atvejus:

8.3. All written replies to complaints shall be
prepared and sent to the Customer by the
Company, except for the following cases:

8.3.1. jei skundas susijes tiek su Banko, tiek su
Imonés operacijomis teikiant Paslaugg, [moné
raStu atsakymg iSsiuncia Klientui tik rastu
suderinusi jo turinj su Banko atstovu;

8.3.1. ifacomplaint concerns both operations of the
Bank and the Company in the provision of the
Service, the Company shall only send a
written reply to the Customer upon written
coordina®@n of the content thereof with a

reprg@tative of the Bank;

8.3.2. jei skundas susijes tik su Banko operacijomis
teikiant Paslaugg, Imoné ne véliau kaip per 5
(penkias) darbo dienas nuo skundo gavimo
pateikia Bankui visg su skundu susijusiag Imonés
turima medziagg ir informacija, o Bankas parengia
ir i§siuncia atsakyma Klientui.

Pe
o

8.3.2. ifa plaint concerns only the operations of
theBank in the provision of the Service, the
éﬁmpany shall submit to the Bank all the

&naterials and information at the disposal of
& the Company in connection with the

[74) complaint not later than within 5 (five)
Q
™
4

business days from receipt of the complaint,
and the Bank shall prepare and send a reply
to the Customer.

9. Sutarties galiojimo laikas ir nutraukingr

P

9. Term of Validity and Termination of the
Agreement

9.1. Si Sutartis jsigalioja, kai j3 pasiraso @galys, ir
galioja 36 mén, laikantis Sioje Sutar ustatytos
tvarkos.

N

9.1. This Agreement shall come into effect when
signed by both Parties and shall remain
valid until 36 months termination thereof
under the procedure stipulated herein.

9.2. Sutartis nutraukiama: Q‘CY

9.2. The Agreement shall be terminated:

9.2.1. rastisku Saliy susifimu dél Sutarties
nutraukimo;

9.2.1. by written agreement of the Parties

regarding termination of the Agreement;

9.2.2. jei viena Salis vienasali$kai nutraukia Sutartj,
praneSdama apie tai kitai Saliai ne véliau kaip pries
1 (vieng) ménes;j.

9.2.2. ifthe Agreementis unilaterally terminated by
either Party notifying the other Party at least

1 (one) month in advance.

9.3. Jei Digilink paslauga nepateikiama per
Sutarties 3.3.3 punkte nurodyty terming ir Salys
nesusitaria dél termino pratesimo, Sutartis
laikoma nutraukta be atskiro abipusio jspéjimo.

9.3. If the Digilink Service is not introduced within
the term specified in Paragraph 3.3.3 of the
Agreement and the Parties do not agree on
the extension of the term, the Agreement
shall be considered terminated without a
separate mutual notice.

9.4. Bankas turi teise nutraukti Sutartj, apie tai
raStu praneSdamas Imonei maZiausiai prie$ 3 (tris)
darbo dienas, jei Bankas nesutinka su pakeitimais,
apie kuriuos Imoné prane$é Bankui Sutarties 3.2.3
Punkte nustatyta tvarka ir Salims nepavyko
susitarti dél abiem puséms priimtino sprendimo.

9.4. The Bank shall be entitled to terminate the
Agreement informing the Company thereof
in writing at least 3 (three) business days in
advance, should the Bank disagree with the
changes that the Company has informed the
Bank about under the procedure stipulated

in Paragraph 3.2.3 of the Agreement and the




Parties have failed to agree on a mutually
acceptable solution.

9.5. Bankas turi teise nedelsdamas nutraukti
Sutartj, tuo paciu metu praneSdamas apie tai
Imonei, jei Internetinéje svetainéje sitlomos
prekés ir paslaugos neatitinka ty, nurodyty
Sutarties 1 priede, o Salys anks¢iau rastu
nesusitaré dél tokios prekés ir paslaugos Sutarties
10.7 punkte nustatyta tvarka. Sutartis nutraukiama
Sioje dalyje nustatyta tvarka taip pat tais atvejais,
kai Bankas nustato, kad Digilink Paslauga teikiama
treciosios Salies vardu arba jos naudai.

9.5. The Bank shall be entitled to immediately
terminate the Agreement simultaneously
notifying the Company thereof if the goods
and services offered on the Website do not
comply with the those specified in Annex 1
to the Agreement, and the Parties have not
previously agreed in writing on provision of
such goods and services under the
procedure stipulated in Paragraph 10.7 of
the Agreement. The Agreement shall be
terminated under the procedure stipulated
in this Paragraph also in cases when the
Bank discovers that the Digilink Service is
provided on behalf of a third party or in
favour of a third party.

9.6. Sutarties galiojimo nutraukimas neatleidZia
Saliy nuo sutartiniy jsipareigojimu, susijusiy su
keitimusi informacija, konfidencialumu ir Kkity

9.6. Termination of the validity of the Agreement
shall not release the Parties from discharge
of the contractual obligations related to

jsipareigojimy, susijusiy su Saliy exchangésf information, confidentiality and
bendradarbiavimo nutraukimu tinkamu laiku, other g@ligations related to due termination
vykdymo. Nutraukus Sutartj, prieiga prie of c&ﬁration between the Parties. In case
atitinkamy kitos Salies jrenginiy ir programinés of Wrmination of the Agreement, access to
jrangos yra nutraukiama, taip pat Saliy respective devices and software of the
tinklalapiuose esancios nuorodos, sukurtos Lother Party shall be terminated, as well as
Sutarties vykdymui, yra iStrinamos. - the links on web pages of the Parties created

for fulfilment of the Agreement shall be

2 deleted.
10. Kitos nuostatos 450. Other Provisions
P

10.1. Sioje Sutartyje numatytos Saliy teisés“ ir 10.1. The rights and obligations of the Parties
pareigos negali buti perduotos tre.ti@ems provided for in this Agreement may not be
asmenims. > transferred to third parties.

<>

10.2. Salys susitaria, kad jei kuri nors j u’tartyje ir
(arba) jos prieduose nurodyty s

10.2. The Parties agree that if any of the terms

jvykdymo stipulated in the Agreement and/or annexes
diena sutampa su atostogy ar io diena, jos hereto coincide with holidays or days off,
jvykdymas atidedamos iki kitos&o dienos. they shall be postponed until the following
business day.
V)
10.3. Salys neatsako uZ 1sip?reigojimq pagal 3ig 10.3. The Parties shall not be responsible for
Sutarti nevykdyma, jei Sutarties jvykdyti failure to discharge obligations under the

nejmanoma dél force majeure aplinkybiy, kuriy
Salys negali kontroliuoti. Force Majeure aplinkybeés
- tai aplinkybés, pagal visuotinai pripaZintus
standartus Kklasifikuojamos, kaip force majeure
aplinkybés, dél kuriy nejmanoma jvykdyti
Sutarties salygy ir kuriy Salys negaléjo numatyti ar
pasalinti. Salis nedelsdama pranes$a kitai Saliai apie
force majeure aplinkybiy atsiradima ir imasi visu
priemoniy uZkirsti kelia nuostoliams, kurie gali
atsirasti  kitai Saliai. Esant force majeure
aplinkybéms, Salys nusprendZia dél tolesnio
Sutarties vykdymo.

Agreement, should fulfilment of the
Agreement become impossible due to force
majeure circumstances beyond control of
the Parties. Force majeure circumstances
shall mean circumstances classified as force
majeure circumstances under the generally
accepted standards due to which it is
impossible to fulfil terms of the Agreement
and which the Parties could not have
foreseen nor eliminated. A Party shall
inform the other Party about occurrence of
force majeure circumstances immediately
and take all measures to prevent losses that
may be caused to the other Party. In case of
force majeure circumstances, the Parties
shall decide on further execution of the

Agreement.




10.4. Salys ginéus, kylandius $ios Sutarties
galiojimo laikotarpiu, sprendzZia deryby keliu, arba,
jei per 30 dieny nepavyksta susitarti, bet kokius
nesutarimus, pretenzijas ar gincus tarp Kliento ir
Banko, kylanc¢ius i§ Sutarties, susijusius su
Sutarties sudarymu, jos paZeidimu, nutraukimu ar
negaliojimu sprendzia Rygos tarptautinis arbitraZzo
teismas Rygoje, vadovaudamasis galiojanciais
Latvijos jstatymais ir minéto arbitraZo teismo
jstatais. Gin¢g sprendZia kolegija, sudaryta i$ vieno
arbitro, latviy kalba pateikty dokumenty pagrindu.

10.4. The Parties shall resolve disputes arising
during the period of validity of this
Agreement through negotiations, or, should
they fail to reach an agreement within 30
days, any disagreement, claim or dispute
between the Client and the Bank arising
from the Agreement, related to the
Agreement, or violation, termination or
invalidity thereof, shall be settled in the Riga
International Arbitration Court, in Riga, in
accordance with the valid Latvian law and
the bylaws of said arbitration court, by a
panel consisting of one arbitrator, in the
Latvian language on the grounds of the
submitted documents.

10.5. Sioje Sutartyje nenumatytais atvejais Salys
imsis veiksmy pagal galiojan¢ius Latvijos
Respublikos teisés aktus.

10.5. In cases not provided for in this Agreement,
the Parties shall proceed in accordance with
current regulatory enactments of the

Republic of Latvia.

10.6. Sutarties pakeitimai ir papildymai rengiami
rastu, jie jsigalioja ir tampa neatsiejama Sutarties
dalimi, kai juos pasira$o abi Salys. Bankas turi teise
daryti pakeitimus Specifikacijoje pagal Sutarties
2.2 punktg. |Imonei nesutinkant su pakeista
Specifikacijos versija, ji turi teise nedelsdama
nutraukti Sutartj, apie tai raStu praneSdama Bankui
ne véliau kaip per savaite nuo tos dienos, kai [moné
gavo informacijg apie pakeista Specifikacija.

10.6. Amendments and supplements to the
Agreem@t shall be prepared in writing and
come j@0 effect and become integral parts
of tﬁg Agreement when signed by both
PaRWes. The Bank shall be entitled to make

endments to the Specification under
éParagraph 2.2 of the Agreement. Should the

N Company disagree with the amended

version of the Specification, it shall be

entitled to immediately terminate the

4:6)@ Agreement notifying the Bank in writing
Y thereof not later than within one week from
;\Q the moment when the Company received
& information about the amended
& Specification.
10.7. Jei Imoné naudojasi Sutarties 3. @unkte 10.7. If the Company exercises its rights
nustatytomis teisémis ir Bankas nka su stipulated in Paragraph 3.2.3 of the
numatomais prekiy ar paslaugy pa@ mais, taip Agreement and the Bank agrees with the
pat jei Imoné informuoja Ban@ apie Kkitos planned changes in the goods or services, as
nurodytos informacijos pasikeit®Qus Sutarties 1 well as if the Company informs the Bank
priede, Salys atlieka Sutarties Tedo pakeitimus. regarding changes of other information
Pakeista Sutarties 1 priedo r, cija jsigalioja, kai specified in Annex 1 to the Agreement, the
ja pasiraso abi Salys. Parties shall make amendments to Annex 1
to the Agreement. The amended version of
Annex 1 to the Agreement shall come into
effect when signed by both Parties.
10.8. Kai S§i Sutartis ijsigalioja, visi ankstesni 10.8. When this Agreement comes into effect, all
raSytiniai ir Zodiniai Saliy susitarimai dél Sios prior written and oral agreements of the
Sutarties dalyko ir salygy yra niekiniai. Parties regarding the subject matter and
terms of this Agreement shall be null and
void.
10.9. Si Sutartis buvo pasirasyta elektroniniu biidu 10.9. This Agreement has been signed
saugiu elektroniniu paraSu, kuriame yra laiko electronically by a secure electronic

Zyma; elektroniniu budu pasirasyta Sutartj saugo
kiekviena Salis.

signature, which contains a time stamp; the
electronically signed Agreement shall be
kept by each Party.

11. Saliy adresai ir rekvizitai

11. Addresses and Details of the Parties

Bankas/Bank:

Imoné/Company:




Joint Stock Company Citadele banka
Juridinio asmens kodas/Unified reg. No.
40103303559

Adresas/Address:

Republikas laukums 2A, Riga, LV-1010
Tel.+371 67010000

El.pastas/E-mail: digilink@citadele.lv
Bankas/Bank: Bank of Latvia
Kodas/Code: LACBLV2X
Saskaita/Account: 700161708

Banko vardu/On behalf of the Bank:

Valstybés imoné Registru centras

Juridinio asmens kodas/Unified reg. No.:
124110246
Adresas/Address:

_Lvivo g 25-101, 09320 Vilnius
Tel.: (8 5) 268 8262

El.paStas/E-mail: _info@registrucentras.It
Bankas/Bank: _AB Luminor bankas
Kodas/Code: __AGBLLT2X
Saskaita/Account: _LT944010042400050387 _
Imonés vardu/On behalf of the Company:

Teisés departamento vadovas

Zydrinas Radi$auskas

Sutarties priedai

Annexes to the Agreement

Specifikacija (prieinama elektroniniu bidu toliau
nurodyta tvarka)

Specification (available electronically  in

accordance wm%the procedure specified herein)

1 Priedas ,Imonés informacija“

2 Priedas ,VieSojo rakto rySio paZyméjimo keitimo
patvirtinimas*“.

3 Priedas “TS_Digilink_6.0 CA”

4 Priedas “Autentifikavimo paslaugos Techniné
specifikacija“

Annex 1 ‘Inf@mation of the Company’

Annex 2 ‘Rublic Key Connection Certificate Exchange
Confirmggon’.

Annex$¥TS_Digilink_6.0 CA”

Anrgzpki “Technical specification of authentication”
Fa

SIS DOKUMENTAS YRA PASIRASYTAS ELEKTRO
TURI LAIKO ZYMA/THIS DOCUMENT HAS BEEN
SIGNATURE AND CONTAINS A TIME STAMP ‘&

éN

@NIU BUDU SAUGIU ELEKTRONINIU PARASU IR

NED ELECTRONICALLY BY A SECURE ELECTRONIC



Priedas 1 / Annex 1

Prie Sutarties dél Digilink paslaugy teikimo Nr. DL 2022/ LT7001
To Agreement on Provision of Digilink Service No. DL 2022/ LT7001

Imonés informacija/
Information of the Company

Vilnius, Lietuva, DATA ZIORETI LAIKO ZYMOJE DOKUMENTO PARASE/
Vilnius, Lithuania, SEE THE DATE ON THE TIME STAMP OF THE DOCUMENT SIGNATURE

1. Interneto svetainés identifikatorius (itrauktas j Digilink informacijos elementg <i§>) yra /The Website
identifier (included in the information element of Digilink <from>) is 75003.

2. Interneto svetainés adresas/The web address of the Website: https://www.ipasas.lt/

3. Prekiy/paslaugy grupés/ Groups of goods/services:

Elektronininés paslaugos, iSoriniy ir vidiniy klienty autentifikavimas '\?

4. Imonés Einamosios saskaitos Banke Nr./ Company's Current Aﬁqunt in the Bank No:
AB .Citadele” bankas 1.T337290000000345816

O
‘vv

5. Imonés kontaktinis asmuo/Company's contact person ‘&'}
El.pastas/Email: 0
6. Sis 1 priedas yra neatskiriama Sutartles deél Dlglhnlg)Paslaugq teikimo Nr. DL 2022/ LT7001, sudarytos

tarp AS “Citadele banka” ir dalis/ This Annex 1 is an integral part of
Agreement on Provision of Digilink Service No. DL%022/ LT7001 which was concluded by and between

Bankas/Bank: \O&’ Imoné/Company:

Joint Stock Company Citadele bank b\r’ Valstybés imoné Registru centras
Juridinio asmens kodas/Unified reg.@ Juridinio asmens kodas/Unified reg. No.:
40103303559 Q 124110246

Adresas/Address: Adresas/Address:

Republikas laukums 24, Riga, L%Olo _ Lvivo g. 25-101, 09320 Vilnius

Tel.+371 67010000 4{, Tel.: (8 5) 268 8262

El.pastas/E-mail: digilink@g¥ddele.lv El.paStas/E-mail: _info@registrucentras.lt
Bankas/Bank: Bank of Latvi Bankas/Bank: _AB Luminor bankas
Kodas/Code: LACBLV2X Kodas/Code: __AGBLLT2X
Saskaita/Account: 700161708 Saskaita/Account: _LT944010042400050387 _
Banko vardu/On behalf of the Bank: Imonés vardu/On behalf of the Company:

Teisés departamento vadovas

Zydriinas Radi$auskas

SIS DOKUMENTAS YRA PASIRASYTAS ELEKTRONINIU BUDU SAUGIU ELEKTRONINIU PARASU IR
TURI LAIKO ZYMA/THIS DOCUMENT HAS BEEN SIGNED ELECTRONICALLY BY A SECURE ELECTRONIC
SIGNATURE AND CONTAINS A TIME STAMP



Priedas 2 /Annex 2

Prie Sutarties dél Digilink paslaugy teikimo Nr. DL 2022/ LT7001
To Agreement on Provision of Digilink Service No. DL 2022/ LT7001

VieS$ojo rakto prijungimo pazymos keitimo patvirtinimas/
Public Key Connection Certificate Exchange Confirmation

Vilnius , Lietuva, DATA ZIORETI LAIKO ZYMOJE DOKUMENTO PARASE/
Vilnius, Lithuania, SEE THE DATE ON THE TIME STAMP OF THE DOCUMENT SIGNATURE

AS ,Citadele banka“ ir __V] Registru centras

.....

raktais, kad buty sukurtas Kliento Identifikavimo
duomeny mainai ir apsikeisti elektroniniu bidu
parengtais Interneto svetainés www.ipasas.lt
mokéjimo duomenimis su AS ,Citadele banka“
teikiama internetine mokéjimo sistema
(Internetiné bankininkysté). Rakty mainai yra
biitina salyga norint uzbaigti bendradarbiavima
pagal projekta. Raktai keiiami pasiraSant 3i
Patvirtinima abi Salys, t. y. ,AS Citadele banka“ ir _
VI Registry centras atstovais.

Citadele banka AS and _The State Enterprise Centre of
Registers exchange the public keys of technical
connection certificates in order to create the Customer
Identification data exchange and exchange of
electronically prepared payment data of the Website
www.ipasas.lt with the web payment system (Online
Banking) provided by Citadele banka AS. The key
exchange is a necessary prerequisite for completing
cooperation under the project. The key exchange is
performed at moment of signing this Confirmation
both Partiesa¥e. by the representatives of Citadele
banka AS&nd The State Enterprise Centre of
Registers!

Salys, pasiradydamos $j patvirtinima, jsipareigoja
neatskleisti  konfidencialios ir = ribojamos
informacijos.

The Paiﬁ'es undertake not to disclose confidential and
re ed information when  signing this
rmation.

Q

5

AS Citadele banka paZymos pirsty antspaudai/Ai%
Nykscio antspaudas/Thumbprint: 1A B7 15 8173‘
63 35589CEF4A 96 ED 3E

&

SHA256: A7 41 02 43 AB C2 39 45 6A 0

adele banka Certificate fingerprints:
F1A61F83042728978910223624C5E4FF309

3 6D 3F ED B14E 7D 2F E7 AF 52 68 12 75 43 9D A1 50 AF 2B

https://ipasas.It PaZzymos pirsty antspw&rtiﬁcate fingerprints:
A

71 Q

Sis 2 priedas yra neatskiriama Suta\g'res dél Digilink paslaugy teikimo Nr. DL 2022/ LT7001, sudarytos tarp

AS “Citadele banka” ir _V] RegispaX¥entras dalis/This Annex 2 is an integral part of Agreement on Provision
of Digilink Service No. DL 202 7001, which was concluded by and between Citadele banka AS and _The
jSters

State Enterprise Centre of R

Bankas/Bank:

Joint Stock Company Citadele banka
Juridinio asmens kodas/Unified reg. No.
40103303559

Adresas/Address:

Republikas laukums 2A, Riga, LV-1010
Tel.+371 67010000

El.pastas/E-mail: digilink@citadele.lv
Bankas/Bank: Bank of Latvia
Kodas/Code: LACBLV2X
Saskaita/Account: 700161708

Banko vardu/On behalf of the Bank:

Imoné/Company:

Valstybés jmoné Registru centras

Juridinio asmens kodas/Unified reg. No.:
124110246

Adresas/Address:

_Lvivo g. 25-101, 09320 Vilnius

Tel.: (8 5) 268 8262

El.pastas/E-mail: _info@registrucentras.lt
Bankas/Bank: _AB Luminor bankas
Kodas/Code: _AGBLLT2X
Saskaita/Account: _LT944010042400050387 _
Imonés vardu/ On behalf of the Company:

Teisés departamento vadovas

Zydriunas RadiSauskas




SIS DOKUMENTAS YRA PASIRASYTAS ELEKTRONINIU BUDU SAUGIU ELEKTRONINIU PARASU IR
TURI LAIKO ZYMA/THIS DOCUMENT HAS BEEN SIGNED ELECTRONICALLY BY A SECURE ELECTRONIC
SIGNATURE AND CONTAINS A TIME STAMP



Digilink service technical description
(AUTHENTICATION AND PAYMENT PROCESSING INTERFACE)

version 6.0, 11.11.2019

Table of changes

Date Protocol Version Description

2012.08.21 2.0 - Added "Target" field to ESERVICEREQ(6.4)

- Added extension with payer name and account number fields
(“Name”, "AccNo") to <PmtStat> in PMTSTATRESP(6.7)

- Added Data Verification recommendations(8)

2014.08.25 2.21 - Removed misleading statement about < and > escaping in 4.1.3
2014.01.27 3.0 Protocol version changed to 3.0 due to Bank’ s certificate renewal
2016.04.10 4.0 - Protocol version 4.0 supports Fidavista 1.2. payment format. Optional

field <EndToEnd> can be used in PMTREQ messages. <EndToEnd>
value is not returned back in PMTRES@and PMTSTATRESP. Value is
included in account statement.

4.1 Added Beneficiary country LT ap@E
4.2. Amended Priority X — possibility'®® get immediate answer from the
Bank about bank’s system ay@¥ability for payment processing
2017.06.15 5.0 Cryptographic algorythm gtfMged form SHA1 to SHA256
2019.11.11 6.0 Added Location Field, &lee values LV, LT, EE

TABLE OF CONTENT 4{,&’

1. Used terms, abbreVIatlons...............................................és. .................................................................................. 1
2. Purpose of the document ..........ccccocovnnnrncccncnne \éﬁr ....................................................................................... 2
3. SUMMAIY ..ot s Q')&, ........................................................................................... 2
4. Data exchange......ccccoovvvvninieieienenese s, 4; .................................................................................................. 2
4.1. Sending data.......cccccecvieveicrennenerececeee Q,Q ..................................................................................................... 2
v [0 Tol] oo o =1 - TN ,Q ......................................................................................................... 3
4.3. Data encryption...........ccc.ceeerevernnes Q(c,\’ ........................................................................................................... 4
5. Process description............ccevnenen: s S i B Bty e SN 4
5.1. User authentication in Citadele Online Banking, when logging in from the External system ..........cccccccvviecicnnes 4
5.2. Authenticated User forwarding from Citadele Online Banking to the External system..........cccccovvvvinsccieenns 4
5.3, PAYMENT PrOCESSING ....vcveviviriririiisisisisie e e ieesesesesssessssssssssesesssesssenssessnsasesesesesesesessasssssesesesssesesesssenssenssnsnsesesesenes 5
5.4. Message 0N PAYMENE STALUS ......ciuvririeeeieieie i se sttt ettt er s s e e ss st ee s e ereresanasenss e s sesasesenes 5
LTI 2= = I (T o o) o] o 5
LT = = D0 (0] PP SSSS 5
oi2ivAuthenticati GMTEGUES MAUMEREQ ...t s i s s itinthasmss it i s At 48 S S SRR 8
6.3: Authentication confirmation AUTHRESP .usunssmammmmmmmnsssansnmesmsmnss s s 9
6.4. Request to access the External system ESERVICEREQ ..........corrrnnnnieeeneceeeesesese e 11
6.5 Pepmenilirenuest PRITRED s s s sy s s 12
oieHPayment contirmations RMMTIRE SR s i e s s 85 e eSS S S i S D 14
6.7. Message on a payment status PMTSTATRESP.........ccccoiiii s sesrsesvcesrsssrssses e sesssssnenns 15
AREGUESE: PrOCESSING] COUBEE. . i ot i s soms o T PSS i SR S S BT i s S B A 17
B 112 TR =L [0 —— 17
Sl Ceneral oS s merm o S s 0 e T S e T T T T P 17
T 3Lt o S SRS 17
8.3, PMTSTATRESP ..ottt ettt st sttt et st r ettt en s 17

Version 6.0 dated 11.11.2019 Page 1. of 18



1. Used terms, abbreviations

Term Description

External system System (web page) of the service provider, who uses DIGI::LINK service in accordance
with the concluded Agreement.

Agreement Agreement between “Citadele banka” and the owner of the External system (Service
provider) on DIGI:;LINK service.

User User of Citadele Online Banking and the External system web page.

Link Link created in Citadele Online Banking to the External system.

FiDAViSta Financial data exchange unified standard. For data exchange DIGI::LINK uses adjusted
FiDAViSta standard
http:/ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2/fidavista.xsd

AMAI Authentication and payment process interface.

HTTP Hyper Text Transport Protocol

HTTPS Secured Hyper Text Transport Protocol

SSL Secure Sockets Layer

UTF-8 8-bit UCS/Unicode Transformation Format.

W3C World Wide Web Consortium

XML eXtensible Markup Language (specially develgged to work with network documents).

OD
2. Purpose of the document S

Document describes DIGI::LINK service functionality and requirements qb& developers should observe while creating
communication between the External system and Citadele Online Bankin&
OS

3. Summary &'o
3.1.  DIGI::LINK service provides an opportunity to perform the feljowing actions in Citadele Online Banking:
3.1.1. User authentication in Citadele Online Bankingcgfén logging in from the External system;
3.1.2. authenticated User access to the External sx%e from Citadele Online banking (hereinafter referred to as
— Access); ~
3.1.3. processing of payments created in the EL@nal system (hereinafter referred to as — Payment);
3.1.4. sending message on payment status, x®
3.2.  Allthe above mentioned actions are based o&)@fa exchange between the Bank and the Service provider using public
Internet network.
3.3.  Service is provided to Citadele Online Bzéﬁhg Latvian users — private customers, who are LR residents.

3.4. Available languages: English, Latvian\ﬁlssmn.

X

4. Data exchange QQr
)

4.1. Sending data

4.1.1. HTTPS protocol is used for data exchange. Data is in the XML format, UTF-8 encoding

4.1.2. Forsending data of AMAI AUTHREQ, AUTHRESP, ESERVICEREQ, PMTREQ and PMTRESP requests, the hidden
field “xmldata” (type="hidden") of the form (element <form>) and forward function in the client’s browser are used.

4.1.3. Before placing information in the hidden field it should be formatted — symbol " should be replaced with ‘&quot;’. If
the ‘& symbol is used in any of the fields, then double formatting should be performed — before signing the request the ‘&’
symbol should be replaced with ‘&amp;’ and before placing information in the hidden field ‘&amp;’ should be replaced with
‘&amp;amp;’.

Example:

<form... >

;input id="xmldata" name="xmldata" value="<?xml version=&quot;1.0&quot; encoding=&quot; UTF-8&quot;
standalone=&quot;no&quot;?><FIDAVISTA xmins=&quot; http://ivis.eps.gov.lv/XMLSchemas/100017/fidavista/v1-2&quot;
xmins:xsi=&quot; http://mvww.w3.0rg/2001/XMLSchema-instance&quot; xsi:schemalocation=&quot;

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2 http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2/fidavista.xsd&quot;>
<Header>

<Timestamp>20161101175959000</Timestamp>
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<From>10000</From>

<Extension>

<Amai xmIns=&quot;http://online.citadele.lv/XMLSchemas/amai/&quot;
xsi:schemaLocation=&quot;http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd&quot;>
<Request>AUTHREQ</Request>

<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f77</RequestUID>

<Version>6.0</Version>

<Language>LV</Language>

<ReturnURL>http://localhost/BankPortPrototype/index.jsp</ReturnURL>

<Location>LV</Location>

<SignatureData><Signature xmIns=&quot;http://www.w3.org/2000/09/xmlidsig#&quot;><Signedinfo><CanonicalizationMethod
Algorithm=&quot;http://www.w3.org/TR/2001/REC-xml-c14n-20010315&quot;/><SignatureMethod
Algorithm=&quot;http://www.w3.0rg/2000/09/xmldsig#rsa-SHA256 &quot;/><Reference
URI=&quot;&quot;><Transforms><TransformAlgorithm=&quot;http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature&quot;/></Transforms><DigestMethod

Algorithm=&quot;http://www.w3.0rg/2000/09/xmldsig#SHA256 &quot;/><DigestValue>lwZrJrC85wiY4gDdUfuhX20MPmg=</DigestValu
e></Reference></SignedInfo><SignatureValue>

</SignatureValue><Keylnfo><X509Data><X509SubjectName>CN=Janis Berzins,OU=Sales dept.,0=E-
Shop,L=Riga,ST=Unknown,C=LV</X509SubjectName><X509Certificate> ......
</X509Certificate></X509Data></Keylnfo></Signature></SignatureData>

</Amai> ,\?
</Extension> &oo
<IFIDAVISTA>" type="hidden"/> Q',b
S

S
</form> . @

&

4.14. PMTSTATRESP is sent as HTTP request to the URL, indica&in the Agreement.

&
>
4.2. Signing of data ‘Qf
N

A

4.2.1. Before sending XML data it should be signed. For, tﬁs purpose public and private key signature RSA algorithm and
SHA256 hashing algorithm are used. To store public,a@ private key, the X.509 certificate is used. This certificate is also
used for data exchange between the involved partie Ber the Agreement was signed. To format the signed XML data, XDS
standard of the Web consortium W3C is used. @éloped” signing method will be used, signature will be placed in the
“Extension” section. Q
4.2.2. Certificate requirements: )

e Algorithm: SHA256withRSA "\\,r\’

e Public key encoding algorithm:&

e Public key length: 4096
4.2.3. Certificate can be generated, for example, with the keytool help:
keytool -genkeypair -alias [alias] —keyalg RSA -keysize 4096 -keystore [keystore]
where,
alias — key name of the generated certificate in the certificate store;
keystore — certificate store name. If the store does not exist, it will be created.
4.2.4. Signature requirements: SHA256 algorithm

Signed XML example:

<?xml version="1.0" encoding="UTF-8" standalone="no"?><FIDAVISTA xmins="

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=" http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2 http://ivis.eps.gov.lv/XMLSchemas/100017/fidavista/v1-
2/fidavista.xsd">

<Header>

<Timestamp>20030905175959000</Timestamp>

<From>10000</From>

<Extension>

<Amai xmlns="http://online.citadele.lv/XMLSchemas/amai/" xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/
http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
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<Request>AUTHREQ</Request>

<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f77</RequestUID>

<Version>6.0</Version>

<Language>LV</Language>

<ReturnURL>https://www.system-name.Iv/Authorization.aspx</ReturnURL>

<Location>LV</Location>

<SignatureData>

<Signature xmins="http://www.w3.0rg/2000/09/xmlIdsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/><SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmlidsig#rsa-SHA256"/><Reference URI=""><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#SHA256"/><DigestValue>Y]jix9KRLJUL8YTupicaxdf3Jnfw=</DigestValue></Reference
></SignedInfo><SignatureValue>.... ... </SignatureValue><Keylnfo><X509Data><X509SubjectName>CN=Janis Berzins,OU=Sales
dept.,0=E-Shop,L=Riga,ST=Unknown,C=LV</X509SubjectName><X509Certificate>.. ...
</X509Certificate></X509Data></Keylnfo></Signature></SignatureData>

</Amai>

</Extension>

</Header>

</FIDAVISTA>

4.3. Data encryption N
OO

For data encryption SSL protocol is used. é
&

5. Process description

5.1. User authentication in Citadele Online Banking, when Iog%% in from the External system

)
5.1.1. User, being on the External system web page, selects éﬁ?{entication type - Citadele Online Banking.
5.1.2. The External system creates and signs the AUTHRE@thentication request (see [6.2]) and forward user to Citadele
Online Banking page.
5.1.3. Citadele Online Banking receives the request, p@rms the required verifications and if everything is all right, user is
offered to log into Citadele Online Banking with his/h@Nn user name and password.
5.14. Citadele Online Banking creates and sign AUTHRESP response (see [6.3), where depending on verification
result and User action (proceed or cancel), the ding request processing code is placed (see [7]), and User is forwarded
back to the External system web page, which ess was received in the AUTHREQ request (see [6.2]).

X
5.2. Authenticated User forwarding %,chcitadele Online Banking to the External system

5.2.1. User, being in Citadele Online Banking, clicks one of the Links.

5.2.2. Citadele Online Banking creates and signs the ESERVICEREQ authorization request (see [6.4]), closes Citadele
Online Banking User working session and forwards User to the External system web page in accordance with the selected
Link.

5.2.3. The External system receives the request, performs the required verifications and if everything is all right authorises
the User, using the information received in the request.

5.3. Payment processing

5.3.1. User, being on the External system web page, selects a payment type for the service — Citadele Online
Banking.

5.3.2. The External system creates and signs the PMTREQ payment request (see [6.5]) and forwards User to
Citadele Online Banking page.

5.3.3. Citadele Online Banking receives the request, performs the required verifications and if everything is all right,
the User is offered to log into Citadele Online Banking with his/her own user name and password.

5.34. If the payment status is set to X (express), then immediate bank’s core system availability for payment

processing is done.
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5.3.5. If verification result is unsuccessful or the User cancels registration, Citadele Online Banking creates and
signs the PMTRESP response (see [6.6]) with the code 200 (see [7]) and the User is forwarded back to the External system
web page, which address was received in the PMTREQ request.

5.3.6. Atfter successful authorization payment order with information from the PMTREQ payment request is created for the
User. The User can change the following information in the payment order: account, from which the payment is being
performed and the document number.

5.3.7. If the User rejects a payment or activates back Link, Citadele Online Banking creates and signs the PMTRESP
response with code 200 (see [7]) and User is forwarded back to the External system portal page, which address was received
in the PMTREQ request.

5.3.8. After successful payment confirmation by the customer, Citadele Online Banking proceeds with payment execution,
creates and signs the PMTRESP response with code 100 (see [7]) and the User is forwarded back to the External system
web page, which address was received in the PMTREQ request.

Important! PMTRESP with the code 100 does not confirm successful payment processing. This means that
customer has confirmed the payment and it is delivered to the Bank’s system for further processing. The final status
of the payment (executed, rejected) is provided with PMTSTATRESP message and is described in next chapter.

5.4. Message on payment status

5.4.1. After payment execution or its rejection in “Citadele banka”’, Citadele OnlikgsBanking creates the PMTSTATRESP
message on payment status (see [6.7]), places in there payment status value, si r@ne message and sends it to the External
system URL address indicated in the Agreement. &

5.4.2. If the External system address is not accessible, attempts to send @message are repeated at least every hour
during at least three days. R

0
] . LS
6. Data description QO

&
6.1. Data structure ,(é
V

6.1.1. Adjusted FiDAViSta standard is used for data exchg@é (http://ivis.eps.gov.lv/ XML Schemas/100017/fidavista/v1-
2/fidavista.xsd). S

6.1.2. To transfer AMAI specific information, “Amai” %I@ent of the “Extension” element in the “Header” section is used.
6.1.3. “Amai” element scheme: (Q

<xs:schema xmins:xs="http://www.w3.0rg/200 LSchema" xmins="http://online.citadele.lv/XMLSchemas/amai/"
targetNamespace="http://online.citadele.|v/ chemas/amai/" elementFormDefault="qualified"
attributeFormDefault="unqualified"> i(,\'

<xs:element name="Amai">

<xs:.complexType> R

<xs:sequence minOccurs="0" maxOccurs="1">

<xs:element name="Request" minOccurs="1" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="AUTHREQ"/>

<xs:enumeration value="AUTHRESP"/>

<xs:enumeration value="ESERVICEREQ"/>

<xs:enumeration value="PMTREQ"/>

<xs:enumeration value="PMTRESP"/>

<xs:enumeration value="PMTSTATRESP"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="RequestUID" minOccurs="1" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:minLength value="5"/>

<xs:maxLength value="36"/>
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</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="Version" minOccurs="1" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:minLength value="3"/>

<xs:maxLength value="5"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="Language" minOccurs="0" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="LV"/>

<xs:enumeration value="RU"/>

<xs:enumeration value="EN"/>

</xs:restriction>

</xs:simpleType>

</xs:element> N
<xs:element name="ReturnURL" minOccurs="0" maxOccurs="1"> oo
<xs:simpleType> b‘S
<xs:restriction base="xs:string"> g
<xs:minLength value="0"/> ,g:b'
<xs:maxLength value="254"/> 2@
</xs:restriction> &'o

</xs:simpleType>
</xs:element> ,&
<xs:element name="PersonCode" minOccurs="0" maxOcourséQr' >
<xs:simpleType> P~
<xs:restriction base="xs:string"> AL
<xs:minLength value="11"/> éf
<xs:maxLength value="11"/> §'
</xs:restriction> 40
</xs:simpleType> QQ/
</xs:element>

<xs:element name="Person" minOccurs:"O."@axOccurs:” ">
<xs:simpleType>

<xs:restriction base="xs:string"> QQ

<xs:minLength value="0"/>

<xs:maxLength value="200"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="Code" minOccurs="0" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="100"/>

<xs:enumeration value="200"/>

<xs:enumeration value="300"/>

<xs:enumeration value="400"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="Message" minOccurs="0" maxOccurs="1">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:minLength value="0"/>

Q
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<xs:maxLength value="254"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="SignatureData" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:schema>

&%
&O
>
&
&
XS
&
(4}
&
&
&’
§
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Length

Element Min Wi Type Mandatory Symbols allowed Description
Request 6 1 xs:string Yes Possible values: AMAI request
AUTHREQ name
AUTHRESP
ESERVICEREQ
PMTREQ
PMTRESP
PMTSTATRESP
RequestUID 5 36 xs:string Yes 0-9|A-Z|a-z|- Request unique
identifier
Version 3 5 xs:string Yes 0-9]. Version
Language 2 2 xs:string No Possible values: Language
LV
RU
EN
LT
ET NP
ReturnURL 0 254 | xs:string In the O-KD‘ZIa-z[/.- Return URL
AUTHREQ, D
PMTREQ O
v
requests S
PersonCode 1 1 xs:string In the $- 0-9 Person code
ESERVICE
AUTHRESPg,
requestg\@
Person 0 200 | xs:string Inthe A-Z|A-Z Person
ES)EﬁSCEREQ,
A% ESP
. i8Qlests
Code 3 3 xs:string ‘,'&i the Possible values: Error message
Q‘QAUTHRESP, 100 code (see [7])
Q PMTRESP 200
2 requests 300
N 400
Message 0 254 @\‘String Mandatory, if | 0-9]A-Z|a-z|.,() Error message
oy Code=300
SignatureData Yes Element for placing
a signature
6.14. Having received a request in Citadele Online Banking or in the External system, the following verifications
should be performed:
® XML signature verification;
. If the difference between the value indicated in the “Timestamp” element and current time exceeds 15

minutes, the request is not processed;

° If during last 15 minutes a request with the value indicated in the “RequestUID” element had been already
registered, the request is not processed.

6.1.5

When creating a request in Citadele Online Banking, information in the “Timestamp” element is written just

before XML signing and sending to the External system. Signature is placed in the “SignatureData” element.

6.2. Authentication request AUTHREQ

Request is created upon the following template:
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<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 ffidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp></Timestamp>

<From></From>

<Extension>

<Amai xmins="http://online.citadele.lvV/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/ XMLSchemas/amai/amai.xsd">
<Request>AUTHREQ</Request>

<RequestUID></RequestUID>

<Version>6.0</Version>

<Language></Language>

<ReturnURL></ReturnURL>

<Location>LV</Location>

<SignatureData/>
</Amai>
</Extension>
</Header>
</FIDAVISTA>
r,}?
Element Descripton i Value
Timestamp Date and time of creation in the M
YYYYMMDDHHMMSSsss format. <&
From Contract identifier assigned for th%E')'(ternaI
system. R
Request Request. N AUTHREQ
RequestUID Request unique identifier. @
Version Version. SN 6.0
Language Language. Possible wafyés: LV, RU, EN, LT, ET.
ReturnURL Return URL. Is us@b go back to the External
system web pages_
Location Location. Posgis values: LV, LT, EE.
SignatureData Element for@fng a signature.
Example: Q,QQ’
e N
<?xml version="1.0" encoding="UTF-8" 7> N

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/X hemas/100017/fidavista/v1-2" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemaLocation="http://ivis.e&gov.lv/XMLSchemas/ 100017/fidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp>20030905175959000</Timestamp>

<From>10000</From>

<Extension>

<Amai xmlns="http://online.citadele.lv/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>AUTHREQ</Request>

<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f77</RequestUID>

<Version>6.0</Version>

<Language>LV</Language>

<ReturnURL>https://www.system-name.Iv/Authorization.aspx</ReturnURL>

<SignatureData>

<Signature xmins="http://www.w3.0rg/2000/09/xmlidsig#">

</Signature>
</SignatureData>
</Amai>
</Extension>
</Header>
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</FIDAVISTA>

6.3. Authentication confirmation AUTHRESP

Confirmation is created upon the following template:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 ffidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp></Timestamp>

<From></From>

<Extension>

<Amai xmins="http://online.citadele.lv/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>AUTHRESP</Request>

<RequestUID></RequestUID>

<Version>6.0</VVersion>

<Language></Language>

<PersonCode></PersonCode> 'O\’%
<Person></Person> &O
<Code></Code> >
<Message></Message> QY
<SignatureData/> &‘b'
</Amai> X%
</Extension> &O
</Header>
</FIDAVISTA> qg)
oo
Element Degeription Value
Timestamp Date and time of &®ation in the
YYYYMMDDHRMMSSsss format.
From |dentifier asﬁed for Citadele Online
Banking.&->
Request Requegk ~ AUTHRESP
RequestUID Rea;és?unique identifier. Value received in the
N AUTHREQ request.
Version Xersion. 6.0
Language Q‘/Qa'nguage. Possible values: LV, RU, EN, LT
EE.
PersonCode Person code (without a dash)
Person Person — last name, first name.
Code Authorisation request processing code (see.
[7]).
Message Message corresponding to the processing
code.
SignatureData Element for placing a signature.
Example:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 ffidavista/v1-2

http://ivis.eps.gov.Iv/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp>20161101175959000</Timestamp>

<From>10001</From>

<Extension>
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<Amai xmlns="http://online.citadele.lvV/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/ XMLSchemas/amai/amai.xsd">
<Request> AUTHRESP</Request>

<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f77</RequestUID>

<Version>6.0</\Version>

<Language>LV</Language>

<PersonCode>01010112345</PersonCode>

<Person>BERZINS JANIS</Person>

<Code>100</Code>

<Message></Message>

<SignatureData>

<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">

</Signature>
</SignatureData>
</Amai>
</Extension>
</Header>
</FIDAVISTA>

6.4. Request to access the External system ESERVICEREQ N

&
Request is created upon the following template: N

<?xml version="1.0" encoding="UTF-8" 7> ‘b"cl

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1 -Z'@ns:xsi="http://www.w3.org/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/10001 Z/g@'mta/w -2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header> qg)

<Timestamp></Timestamp> (éz

<From></From> >

<Extension> s

<Amai xmins="http://online.citadele.lv/XMLSchemas/amai/" xmln%si="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="http://onIine.citadele.lv/XMLSchemas/ar@'r/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">

<Request>ESERVICEREQ</Request> S
<RequestUID></RequestUID> Q)
<Target></Target> Q,
<Version>6.0</Version> Q
<Language></Language> '3
<PersonCode></PersonCode> Q'\\/
<Person></Person> Q
<SignatureData/> R
</Amai>
</Extension>
</Header>
</FIDAVISTA>
Element Description Value
Timestamp Date and time of creation in the
YYYYMMDDHHMMSSsss format.
From Identifier assigned for Citadele Online
Banking.
Request Request. ESERVICEREQ
RequestUID Request unique identifier.
Target Request target contract id
Version Version. 6.0
Language Language. Possible values: LV, RU, EN, LT,
EllL.
PersonCode Person code (without a dash)
Person Person — last name, first name.
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| SignatureData | Element for placing a signature.

Example:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 fidavista/v1-2
http://ivis.eps.gov.IvV/XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp>20161101175959000</Timestamp>

<From>10001</From>

<Extension>

<Amai xmlns="http://online.citadele.lvV/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>ESERVICEREQ</Request>
<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f75</RequestUID>
<Target>10007</Target>

<Version>6.0</VVersion>

<Language>LV</Language>
<PersonCode>01010112345</PersonCode>

<Person>BERZINS JANIS</Person> &
<SignatureData> 'o\’
<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#"> O

</Signature>
</SignatureData> R,
</Amai> &
</Extension> &’o
</Header>

</FIDAVISTA> &

6.5. Payment request PMTREQ

3
Request is created upon the following template: 2O

(S

<?xml version="1.0" encoding="UTF-8" 7> g@
<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSche 100017 /fidavista/v1-2" xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemaLocation="http://ivis.eps.gov.l% LSchemas/100017 ffidavista/v1-2
http://ivis.eps.gov.IvV/ XMLSchemas/10001 7/fidav®/v1 -2ffidavista.xsd">
<Header>
<Timestamp></Timestamp> Q/Q
<From></From>
<Extension>
<Amai xmIns="http://online.citadele.lv/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>PMTREQ</Request>
<RequestUID></RequestUID>
<Version>6.0</Version>
<Language></Language>
<ReturnURL></ReturnURL>
<Location></Location>
<SignatureData/>
</Amai>
</Extension>
</Header>
<PaymentRequest>
<Extld></Extld>

<EndToEndld></EndToEndld>
<DocNo></DocNo>
<TaxPmtFlg>N</TaxPmtFlg>
<Ccy></Ccy>
<PmtInfo></Pmtlnfo>
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<BenSet>

<Priority>N</Priority>
<Comm>QUR</Comm>
<Amt></Amt>
<BenAccNo></BenAccNo>
<BenName></BenName>
<BenLegalld></BenLegalld>
<BenCountry>LV</BenCountry>
</BenSet>

</PaymentRequest >

</FIDAVISTA>
Element Description Value

Timestamp Date and time of creation in the

YYYYMMDDHHMMSSsss format.
From Contract identifier assigned for the External

system.
Request Request. PMTREQ
RequestUID Request unique identifier.
Version Version. 6.0
Language Language. Possible values: LV, RU, Eg;']_T

El. £O
ReturnURL Return URL. Is used to go back to thg External

system web page. &
Location Location. Possible values: LV,,$T EE.
SignatureData Element for placing a &gng@é

Q
PaymentRequest Payment data. qg)
Q&

Extld Payment uniqug,ﬁpéntiﬁer in the External

system. A
DocNo Payment numier.
<EndToEndld> Endto ends@’ Optional

) 0..35 xs:string
TaxPmtFlg Flawv(/ing whether a payment is a tax | N
t or not.
Ccey P.Qﬁent currency. Possible values:
EUR

Pmtinfo élbayment details (information to a Mandatory field.

beneficiary). Symbols allowed:

A-Z| a-z| A-Z | a2 |0-9()+. /-

BenSet Payment beneficiary data.
Priority Payment priority. N — Standard priority. If the

bank system is unavailable,
the payment is accepted
(PMTRESP is successful) and
processed after the system is
opened (it is placed in the
waiting list). At the time of
opening the system, the
payment is processed and the
corresponding

PMTSTATRESP generated
and sent to Merchant system.
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X = Urgent priority. If the bank
system is unavailable, the
payment is rejected and
PMTRESP with code 400 -
service is not available — sent
to Merchant system.
Customer is informed about
unsuccessful payment.

PMTSTATRESP is  not
generated.
Comm Commission type. OUR
Amt Payment amount. Decimals after “.”
12345.00
23.45
BenAccNo Beneficiary account number. In Latvian IBAN format
BenName Beneficiary name. Symbols allowed:
A-Z| a-z| A-Z | a2 |0-9()+. /-
BenLegalld Beneficiary registration number or tax payer Symbols allowed:
ID. S A-Z| a-z] 0-9|()+. /:-,"&
<O Max length: 13
BenCountry Country, where beneficiary is '@ﬁistered, LV, EE, LT
code. Q
Example:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidayi

instance" xsi:schemalocation="http://ivis.eps.g
http://ivis.eps.gov.IvV/ XMLSchemas/100017/fida
<Header>

<Timestamp></Timestamp>

<From></From>

<Extension>

xsi:schemalocation="http://online.citadele.lIv/XMLS

<Request>PMTREQ</Request>
<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb
<Version>6.0</\Version>

<Language>LV</Language>

S
)
&6‘
(3

ov.Iv/XMLSchemas/1
vista/v1-2/fidavista. ¥ >

5
P

17/fidavista/v1-2

f79</RequestUID>

Q

<ReturnURL>https://www.system-name.Iv/Authorization.aspx</ReturnURL>

<Location>LV</Location>
<SignatureData>

<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">

</Signature>

</SignatureData>

</Amai>

</Extension>

</Header>

<PaymentRequest>
<Extld>1234567890</Extld>
<DocNo>10033</DocNo>
<TaxPmtFlg>N</TaxPmtFlg>
<Ccy>LVL</Ccy>

<Pmtlinfo>Pakalpojumu apmaksa</Pmtinfo>
<BenSet>

<Priority>N</Priority>
<Comm>QUR</Comm>

<Amt>1.45</Amt>
<BenAccNo>LV54PARX0000000300001</Ben
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1-2" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
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<BenName>Valsts kase</BenName>
<BenLegalld>11223344556</BenLegalld>
<BenCountry>LV</BenCountry>
</BenSet>

</PaymentRequest>

</FIDAVISTA>

6.6. Payment confirmation PMTRESP

Confirmation is created upon the following template:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/ XML Schema-
instance" xsi:schemalLocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 ffidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp></Timestamp>

<From></From>

<Extension>

<Amai xmins="http://online.citadele.lv/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/200 1/ XMLSchema-instance"
xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/)@'k chemas/amai/amai.xsd">

<Request>PMTRESP</Request> &O
<RequestUID></RequestUID> >
<Version>6.0</Version> QY
<Code></Code> P
<Message></Message> Q@
<SignatureData/> &O
</Amai>
</Extension> qg)
</Header> (éz
</FIDAVISTA> >
&
Element <~ Description Value
Timestamp Date andx§e of creation in the
YYYYMRODHHMMSSsss format.
From Iden{ﬁ%@( assigned for Citadele Online
B&RRing.
Request ‘@est. PMTRESP
RequestUID Qﬁvequest unique identifier. Value received in the
A PMTREQ request.
Version S| Version. 6.0
Code Authorisation request processing code
(see [7]).
Message Message corresponding to the processing
code.
SignatureData Element for placing a signature.
Example:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017 ffidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>

<Timestamp>20161101175959000</Timestamp>

<From>10001</From>

<Extension>
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<Amai xmlns="http://online.citadele.lv/XMLSchemas/amai/" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>PMTRESP</Request>

<RequestUID>7387bf5b-fa27-4fdd-add6-abbfb2599f79</RequestUID>

<Version>6.0</Version>

<Code>100</Code>

<Message></Message>

<SignatureData>

<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">

</Signature>
</SignatureData>
</Amai>
</Extension>
</Header>
</FIDAVISTA>

6.7. Message on a payment status PMTSTATRESP

Message is created upon the following template:

&
<?xml version="1.0" encoding="UTF-8" 7> &0
<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmInsxs(="http://www.w3.0rg/2001/ XML Schema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/10001 7/fidavist$2
http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd"> 'y
<Header> Q@
<Timestamp></Timestamp> &O
<From></From>
<Extension>

<Amai xmlns="http://online.citadele.lv/XMLSchemas/amai/" xmins: xs% tp [Iwww.w3.0rg/2001/XMLSchema-instance”
xsi:schemalocation="http://online.citadele.lv/XMLSchemas/amai/ h@, fonline.citadele.lv/XMLSchemas/amai/amai.xsd">
<Request>PMTSTATRESP</Request>

<Version>6.0</\Version>

<SignatureData/> i \O&’
</Amai> 'b\,/
</Extension> Q)
</Header> Q,
<PmtStat> @
<Extld></Extld> ,'\\,,
<DocNo></DocNo> 4“\
<StatCode></StatCode> Q
<BookDate></BookDate> Q,
<Extension>
<AccNo></AccNo>
<Name></Name>
</Extension>
</PmtStat>
</FIDAVISTA>
Element Description Value
Timestamp Date and time of creation in the
YYYYMMDDHHMMSSsss format.
From Identifier assigned for Online Banking.
Request Request PMTSTATRESP
Version Version 6.0
SignatureData Element for placing a signature.
PmtStat Payment status
Extld Payment identifier reference. Value received in the
PMTREQ request.
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DocNo Payment number. Value received in the
PMTREQ request.
StatCode Payment status code:
E - executed in the bank (booked);
R - cancelled;
BookDate Payment execution date (only for executed
payments).
AccNo Payer account number
Name Payer account name
Example:

<?xml version="1.0" encoding="UTF-8" 7>

<FIDAVISTA xmins="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2" xmiIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xsi:schemalocation="http://ivis.eps.gov.Iv/XMLSchemas/100017/fidavista/v1-2

http://ivis.eps.gov.IvV/ XMLSchemas/100017/fidavista/v1-2/fidavista.xsd">

<Header>
<Timestamp></Timestamp>
<From></From>
<Extension>
<Amai xmins="http://online.citadele.lv/XMLSchemas/amai/" mens:xsi="http://www.w3.org/g!§?1 IXMLSchema-instance"
xsi:schemaLocation="http://online.citadele.lv/XMLSchemas/amai/ http://online.citadele, LSchemas/amai/amai.xsd">
<Request>PMTSTATRESP</Request> >
<Version>6.0</\Version> Q
<SignatureData> &‘b'
<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#"> . ,@
&O
</Signature>
</SignatureData> qg)
</Amai> &
</Extension> Sy
</Header> §
<PmtStat> é
<Extld>1234567890</Extld> 3 \é’
<DocNo>10033</DocNo> 'b\,/
<StatCode>E</StatCode> )
<BookDate>2008-11-01</BookDate> Q,
<Extension> Q
<AccNo>LV12PARX12345443233< %No>
<Name>John Doe</Name> N
</Extension> Q
</PmtStat> R
</FIDAVISTA>

7. Request processing codes

Codes Description
100 Request is successfully processed.
200 User cancelled an operation.
300 System error. In this case description of an error can be found
in the "Message” section.
400 Service is not available. The bank’s system is closed and

the payment can’t be processed immediately (EndOfDay
process, technical upgrades, technical maintenance
works, etc.). This error is only possible if PMTREQ is sent
with Priority = X.
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8. Data verification

8.1. General rules
Partner should perform the following checks:

XML has valid signature;

Xml must be signed with a valid Citadele Online Banking/External system certificate - The certificate the XML
(x509Certificate field) is signed is the same that is provided by the bank;

RequestUID” must be correct;

PMTRESP/AUTHRESP/ESERVICEREQ should not have “RequestUID” that was already processed by partner
system (protection against code replay attack);

RequestUID should be the same as corresponding PMTREQ/AUTHREQ previously sent by partner system (the
partner system should check that it is receiving response for the request that it has sent);

Difference between the value indicated in the “Timestamp” element and current time should not exceed 15
minutes.

8.2. ESERVICEREQ

In addition to general rules “Target” field must be present for AMAI v2.0
“Target” value must match Contract identifier assigned for the External system.

8.3. PMTSTATRESP 'o\’%
Extld value must be the same as Extld sent in PMTREQ, otherwise payment TSTATRESP should be considered
irrelevant. ,é,b’
v
&
OS
&
Q
&
&
S
Q
§a
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Priedas Nr.4 /Annex 4

Prie Sutarties dél Digilink paslaugy teikimo Nr. DL 2022/ LT7001
To Agreement on Provision of Digilink Service No. DL 2022/LT7001

Vilnius , Lietuva, DATA ZIURETI LAIKO ZYMOJE DOKUMENTO PARASE/
Vilnius, Lithuania, SEE THE DATE ON THE TIME STAMP OF THE DOCUMENT SIGNATURE

III PIRKIMO OBJEKTO DALIS

KLIENTY AUTENTIFIKAVIMO (IDENTIFIKAVIMO) ELEKTRONINEJE ERDVEJE PASLAUGA
CITADELE BANKO KLIENTAMS

TECHNINE SPECIFIKACIJA

1. PIRKIMO OBJEKTAS 0;

Klienty autentifikavimo (identifikavimo) elektroninéje erdv J§paslauga kliento tapatybei, jungiantis
prie Valstybés jmonés Registry centro svetainiy, pé%lrtlntl Paslaugos turi buti teikiamos
neatlygintinai. ¢t$'

NS

2. PIRKIMO OBJEKTO PRITAIKYMO SRITIS ‘&
Klienty autentifikavimo (identifikavimo) elektronn'-ﬁje erdvéje paslauga, kliento tapatybei, jungiantis
prie Valstybés jmonés Registry centro svetalnlq,@patthlntl, kai Tiekéjas internetinés bankininkystés
sistemos pagalba patvirtina kliento asmens t be. Perduodamy duomeny perdavimo ir naudojimo
tikslas — asmeny, besijungianciy prie sveg@q tapatybés identifikavimas.

3.KRITERIJAI SUSIJE SU APLINK.@APSAUGA
3.1. Paslaugos teikiamos nuotoliniu% u.

4.KIEKIAI (§<’

Pirkimo ,\‘}7 Preliminarus Preliminarus
objekto '\é dinimas autentlflkut_)Ja!nq autentlﬁkut_)Ja!m!
dalys @7 asmeny kiekis asmeny kiekis

R per 12 mén. per 36 mén.
Klienty autentifikavimo (identifikavimo) elektroninéje erdvéje
paslauga
Klienty autentifikavimo  (identifikavimo)
III elektroninéje erdvéje paslauga Citadele 83 004 249 012
banko klientams

5. TECHNINIUY REIKALAVIMU, KURIUOS TURI ATITIKTI PERKAMOS
PASLAUGOS/DARBAI APRASYMO BUDAI

5.1. Duomenys, kuriais keiiamasi saugiais vieSo rySio kanalais, turi bati kriptuojami (duomeny
perdavimas). Tieké&jas sitilo konkrecius kriptavimo metodus, kurie suderinami diegimo metu.

5.2. Vienu metu aptarnaujamy vartotojy skaicius — ne maziau 3000;

5.3. Autentifikavimo paslaugos veikimo principas: klientas pradeda darbo seansg Valstybés jmonés
Registry centras portale, pasirenka bankg (Tiekéjq) iS sgraso ir spaudzia identifikavimo pradZios
mygtukg. Inicijuojamas peradresavimas j pasirinkto banko (Tiekéjo) portalo pradinj puslapj HTTPS
POST metodu ir el. bankininkystéje vyksta jprasta vartotojo identifikavimo procedura. Sékmingai
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identifikavus vartotojg el. bankininkystéje suformuojamas identifikavimo paketas. Automatiskai
inicijuojamas peradresavimas j portalg persiunciant identifikavimo paketg HTTPS POST metodu.
5.4. Banko sistemoje gali buti nustatomi ir perduodami Pirkéjui tokie kliento autentifikavimo
duomenys: fizinio asmens kodas, vardas, pavardé; Juridinio asmens kodas (jei klientas — juridinis
asmuo), pavadinimas bei naudotojo autentifikavimo Banko sistemoje einamasis laikas sekundés
tikslumu.
5.5. Salys privalo savo saskaita ir priemonémis uztikrinti, kad pagal Sutartj gauti Kliento asmens
duomenys bty tvarkomi vadovaujantis asmens duomeny apsaugg reglamentuojanciy teisés akty
reikalavimais, jskaitant, bet neapsiribojant, jgyvendinti pakankamas technines ir organizacines
priemones, kad buty uztikrintas tinkamo lygio saugumas, Kliento asmens duomeny apsauga nuo jy
atgaminimo ar jrasymo j bet kurig laikmeng kitais nei Sutartyje nurodytais tikslais, sunaikinimo,
praradimo, pakeitimo, neteiséto asmens duomeny atskleidimo, prieigos prie jy ar kitokio neteiséto jy
tvarkymo.
5.6. Visi Kliento autentifikavimui reikalingi duomenys turi buti saugomi ne ilgiau nei reikalinga
tinkamam Sutarties vykdymui.
5.7. Paslauga palaikoma visomis dienomis, jskaitant Svenciy bei iSeigines dienas .t. y. 24/7.
5.8. Tiekéjas jsipareigoja apie paslaugos sutrikimus inform%oti Pirkéjo atstovus. Apie planinius
paslaugos sutrikimus Tiekéjas jspéja Pirkéjg kaip jmanoma Ciau.
5.9. Susitarimas dél paslaugy lygio (angl. service Ievel&agreement ), darbo laikas, reakcijos ir
darbingumo atstatymo terminai jtraukiami | paslaugy sugaftj pagal banko pateiktg pasitlymg;
5.10. Esant poreikiui Tiekéjas privalo teikti nem‘Bkamas konsultacijas Pirkéjo atstovams.
Konsultavimo paslaugas sudaro konsultacijos, séﬁusios su paslaugos integravimu, veikimu,
naudojimu. Tiekéjas jsipareigoja konsultuoti Pirk@ tstovus visais su Paslaugos panaudojimu ir jos
veikimu susijusiais klausimais. Konsultavimas tug)btlti atliekamas telefonu ar el. pasty, t. y. tokiomis
paciomis priemonémis, kokiomis gautas paklz:gmmas iS Pirkéjo atstovo.
5.11. Elektroninés identifikacijos paslaugygeikimo metu, Pirkéjas turi teise naudoti banko prekés
Zenklg arba tekstinj uzrasa aiskiu ir supraﬁtﬁmu klientui badu.

&
6. DOKUMENTAI, REIKALINGI PI@%MO OBJEKTO TECHNINEMS SAVYBEMS IR
KOKYBEI PATVIRTINTI
6.1. Kartu su pasitlymu TiekéjaQﬁ‘ivalo pateikti sitilomos paslaugos aprasymus, instrukcijas.

S
&
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Dokumento sudarytojas (-ai)

Valstybés imoné Registry Centras

Dokumento pavadinimas (antrasté)

"Klienty autentifikavimo (identifikavimo) elektroninéje
erdvéje paslauga Citadelés banko klientams" pirkimo sutartis
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