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SPECIAL CONDITIONS OF THE CONTRACT FOR THE PUBLIC PROCUREMENT-SALE OF THE

SERVICES

Contract title

| Implementation and configuration of VNA and DICOM based services;

1. PARTIES TO THE CONTRACT

1.1. Buyer 1.1.1. Name State Enterprise Centre of Registers
1.1.2. Code of legal entity 124110246
1.1.3. Address Studenty St. 39, LT-08106 Vilnius
1.1.4. VAT payer’s code LT241102419
1.1.5. Transactional account LT94 4010 0424 0005 0387
1.1.6. Deposit bank account LT14 7300 0101 3363 7868

Luminor Bank AS Lithuanian Branch, bank

1.1.7. Bank, bank code code 40100
1.1.8. Telephone +370 5 268 8262
1.1.9. E-mail info@reaistrucentras. |t
1.1.10. Party’s representative 3 _ Director General
1.1.11. Basis of representation Articles of Association

1.2. Provider 1.2.1. Name J4Care GmbH

1.2.2. Code of legal entity

Commercial Register Number: FN 298641d

1.2.3. Address

Enzersdorferstra3e 7

2340 Modling, Austria

1.2.4. VAT payer’s code ATU 63646825

1.2.5. Transactional account IBAN 124300033643870000

1.2.6. Bank, bank code Volksbank Wien Bank code:43000

1.2.7. Telephone

1.2.8. E-mail

1.2.9. Party’s representative
1.2.10. Basis of representation CEO

2. RESPONSIBLE PERSONS

2.1. Buyer's contact
persons responsible for
the performance of the
Contract, acceptance of
the Services, acceptance
of invoices through the
information system SABIS

2.2. Contact persons of
the Provider responsible
for the performance of the
Contract

J
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e

3. SUBJECT-MATTER OF THE CONTRACT

3.1. Subject-matter of the | The Provider undertakes to provide the Services to the Buyer under the
Contract terms and conditions provided for in Part I of the Contract —
Implementation and configuration of VNA and DICOM based services.
(hereinafter referred to as the Services).

The detailed description of the Services and other requirements for the
Services provided shall be set out in Annex 2 to the Contract ‘Technical
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Specification’ (hereinafter referred to as the Technical Specification) and
in Annex 3 to the Contract ‘Tender bid'.

3.2. Title and number of
the Procurement

Purchase and installation of a complete MedVais modernisation solution,
CVP IS No: 2254548.

3.3. Information on a
project funded by the
European Union or
another project

Project co-financed by the European Union No. 09-033-P-0001, title
“Development of the national information system for archiving and
exchange of medical images and e-services based on this system
(hereinafter referred to as the Project).

4. TIME LIMITS FOR THE PROVISION OF THE SERVICES AND PROCEDURE FOR THE
TRANSFER AND ACCEPTANCE OF THE SERVICES

4.1. Time limit for the
provision of the Services
when the Services are
provided once,
periodically or according
to the Buyer’s Order

4.1.1. The Provider undertakes to provide the Services (Part I of the
Procurement object - Implementation and configuration of VNA and
DICOM based services (hereinafter referred to as the Services),
Additionally ordered development services (hereinafter referred to as
the Additional Services), System support services (hereinafter referred
to as the Support Services), not later than within 7 months from
the date of entry into force of the Contract (in case not less than 7
months remain from the date of conclusion of the Contract until 30 April
2026) or until 30 April 2026 (in case less than 7 months remain from
the date of conclusion of the Contract until 30 April 2026).

4.1.2. The Provider undertakes to provide the Additional Development
Services for 7 months from the date of entry into force of the Contract
(in case not less than 7 months remain from the date of conclusion of
the Contract until 30 April 2026) or until 30 April 2026 (in case less than
7 months remain from the date of conclusion of the Contract until 30
April 2026). Orders of the Services may be placed and must be
completed within the time limit specified in the Order, but no later than
by the end of the time limit/date specified above.

4.1.3. The Support Services shall be provided (if ordered) within the
ordered term but not longer than 60 months. The Support Services shall
be provided not earlier than the end of the warranty maintenance period
and upon receipt of an order from the Contracting Authority (applicable
only for Part I of the Procurement object).

4.2, Extension of the time
limit for the provision of
the Services/part
thereof/phase/term

4.2.1. The Parties to the Contract shall be entitled to an extension of
the term of the Services specified in point 4.1.1. but only if:

4.2.1.1. There are evidence-based obstacles or disturbances, which
occurrence the Parties to the Contract have no influence on, and which
they are not responsible for, and which are caused by and attributable
to third parties, or other circumstances, which could not have been
known to the Parties to the Contract in advance. The circumstances that
justify the need to extend the term of delivery of the Services cannot in
any way depend on the parties to the Contract. In each such case, the
party to the Contract initiating the extension of the term of delivery of
the Services shall notify the other party to the Contract thereof in writing
without delay, but not later than within 5 working days, providing
evidence of the existence of such circumstances. The specified
circumstances shall be assessed by the other Party to the Contract, and
following its consent, the time limit for provision of the Services may be
extended only for the period of existence of the said circumstances but
not longer than:
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4.2.1.1.1. by 2026-04-30

or

4.2.1.1.2. The term of implementation of the Project if the term
of implementation of the Project is going to be extended; however, not
longer than 6 months

or

4.2.1.1.3. For a period not exceeding 6 months if funding is
provided not from the Project funds.

4.2.2. The term of the provision of Additional Development
Services specified in point 4.1.2. of the Special Conditions may
be extended if the Initial Contract Value specified in point 5.2 of the
Special Conditions is not fully used. In this case, the Buyer shall notify
the Provider in writing, indicating the period for which the time limit for
provision of the Service is proposed to extend. Following the consent of
the Provider, the time limit for provision of the Services may be
extended only until the Initial Contract Value specified in point 5.2 of
the Special Conditions of the Contract is fully used but not longer than
6 months (the number of extensions is not limited).

4.3. Order submission
procedure

The procedure for placing Orders for additional Services is described in
the Chapter 6.2 ‘Requirements for Ordering Services’ of Annex 1
‘Requirements for the Procurement Object’ to the Technical
Specification.

4.4. Regarding the
minimum Order value or
volume

Not applicable

4.5. Documents provided

The following documents must be provided (if the Provider fails to
provide the specified documents, the Services shall be deemed not to
comply with the contractual requirements):

4.5.1. Statement on the Transfer and Acceptance Yes
of the Services

4.5.2. Invoice Yes

4.5.3. Documents referred to in Annex 2 to the Yes
Contract ‘Technical Specification’

4.5.4. Documents referred to in Annex 1 Yes
‘Requirements for the Procurement Object’
to Annex 2 to the Contract ‘Technical
Specification’

Failure by the Provider to provide the said documents shall be deemed
to indicate that the Services do not comply with the requirements set
out in the Contract.

5. CONTRACT PRICE AND PAYMENT PROCEDURE

5.1. Method of calculating
the price applicable to
the Contract

Mixed pricing (fixed price and fixed fee)

5.2. Initial Contract Value
and Contract Price

The Initial Contract Value shall be 3.980.000,00 EUR , excluding value
added tax (hereinafter referred to as the VAT).

VAT shall amount to 835.800,00 EUR

The Contract Price shall be 4.815.800,00 EUR including VAT.
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The Initial Contract Value in this Contract shall be equal to the maximum
amount of funds allocated to the procurement, excluding VAT, to
procure the Services specified in the Procurement documents and in the
Contract:

5.2.1. The price of the Service provision - Implementation and
configuration of VNA and DICOM based services (1 set) shall be equal
to the price of the tender bid, excluding VAT, for the total quantity
and/or volume of the Services specified in the Procurement documents
and the Contract (fixed price pricing);

5.2.2. Additional Development Services shall be purchased at the fee
rates specified in the tender bid, excluding VAT. The Buyer shall procure
Additional Development Services according to the need at the fee rates
specified in the Contract or in its Annex No 3 ‘Tender bid’, not exceeding
the Contract price. Quantity of the Additional Development Services
specified in the Contract or in its Annex No 3 ‘Tender bid’ shall be
maximum. The Buyer does not undertake to buy the maximum quantity
of the Additional Development Services or any part thereof (fixed fee
pricing).

5.2.3. The Buyer shall order the Support Services only if funding is
received for the purchase of these Services. The Services will be ordered
considering the amount of funding that was actually received and paid
for at the rates set out in the Contract or in Annex 3 ‘Tender bid’ thereto,
not exceeding the total price of the Contract. The Buyer shall not be
obliged to order the entire quantity of the Support Services proposed or
part thereof (fixed fee pricing).

5.3. Recalculation of the
Contract Price/fees by
applying the revision
rules

The Contract Price/fees shall be recalculated:

5.3.1. Due to changes in the VAT rate Yes
5.3.2. Due to changes in other charges that No
affect the price of the Services

5.3.3. Due to changes in the price level ves
5.3.4. According to the price changes in the No

Service groups

5.3.1. Revision of the
Contract Price/fees due
to changes in the VAT
rate

If during the performance of the Contract there is a change in legal acts
governing the payment of VAT, which directly affect the price/fees of
the Services provided by the Provider under the Contract, the Contract
Price/fees shall be recalculated without changing the Service
prices/fees, excluding VAT.

The recalculated Contract Price/fees shall be subject of the
Arrangement and shall apply from the date of introducing the new VAT
(regardless of the date when the Arrangement was signed).

5.3.2. Revision of the
Contract Price/fees due
to changes in other
charges affecting
changes in the Service
price/fees

Not applicable

5.3.3. Revision of the
Contract Price/fees due

5.3.3.1. During the term of the Contract, either Party to the Contract
shall have the right to initiate a revision/change of the Contract
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to changes in the price
level

Price/fees not earlier than 6 months after the date of entry into force of
the Contract (if the revision has already been carried out, from the date
of the entry into force of the Arrangement on the last recalculation
pursuant to this point of the Special Conditions) if 'J62 Computer
programming, consultancy and related activities” price change (k)
calculated following the procedure established in point 5.3.3.6 exceeds
5%.

The revision of the Contract Price/fees shall be carried out at least every
6 months.

5.3.3.2. The Contract Price/fees shall be revised only for the part of the
Contract that has not been redeemed, i.e. for the Services that have
not been accepted and paid for. A subsequent revision of Contract
Price/fees may not cover the period, for which the revision has already
been carried out.

5.3.3.3. If the delay in provision of the Services is caused by the
Provider, the price/rates of the Services provided with delay shall not
be subject to recalculation due to price level increases (they can be
reduced but not increased).

5.3.3.4. When revising the Contract Price/fees, the Parties shall be
guided by the data from the Indicators Database published by the State
Data Agency on the Official Statistics Portal. The other Party shall not
be required to provide an official document or certification issued by the
State Data Agency or other authority.

5.3.3.5. The Parties shall specify in the Arrangement the consumer
products and services index value at the beginning of the period and
the date of its determination, the index value at the end of the period
and the date of its determination, the price change (k), the recalculated
Contract Price/fees, and the recalculated Initial Contract Value.
5.3.3.6. The new Contract Price/fees shall be calculated according to

the formula below:

a;=a+ (% X a), where a — price/fee (EUR, excluding VAT) (if the

revision has already been carried out, then after the last recalculation)
a; — recalculated (revised) price/fee (EUR, excluding VAT)

k — change (increase or decrease) in the price for the (Services
provided) (%) calculated according to (Prices of services) index ‘162
Computer programming, consultancy and related activities’ . 'k’ value
shall be calculated according to the formula:

k = Ddnauiausias o 100 _ 100(%), where
Indpradzia

Indnayjausias — latest (Prices of services) index (‘J62 Computer
programming, consultancy and related activities’ ) published on the date
of sending the request for price/rate revision to the other Party).
Indpragzia — (Prices of services) index (1J62 Computer programming,
consultancy and related activities’ ) of the starting date (month) of the
period. In case of the first recalculation, the starting date (month) of
the period shall be the month of the date of entry into force of the
Contract. In case of the second and subsequent recalculations, the
beginning of the period (month) shall be the month of the published
relevant index value used in the last recalculation.




6

5.3.3.7. The index values for calculations are used to four decimal
places. The calculated change (k) used for further calculations is
rounded to one decimal place, and the calculated fee a; is rounded to
two decimal places.

5.3.3.8. A Party seeking a revision of the Contract Price/fees must apply
in writing to the other Party and provide all necessary information in the
request: title, number, date of the Contract, a list of the Services, which
were not provided and not paid for, including quantities, Index values
with references to public sources on the Official Statistics Portal of the
State Data Agency or other official sources data, other important
information proving a direct impact on the performance of the Contract
and on the increase or decrease in the price of the Services. The Party
shall not be entitled to specify a different Index in its request or to
request a recalculation according to the different Index than specified
in this procedure.

5.3.3.9. The Arrangement must be concluded within 20 working days
from the date of receipt of a valid request submitted by the Party to
recalculate the Contract Price/fees.

5.3.3.10. The Arrangement shall not entitle the Parties to modify the
procedure set out in the Contract or any other provisions of the
Contract, except where the modification is made in accordance with the
provisions of the Law on Public Procurement.

5.3.4. Revision of the
Contract price/fees due
to changes in the price
level according to price
changes in the Service

_groups

Not applicable

5.4. Calculation of the
Contract Price/fees by
applying the rules for

quantity (volume) change

Not applicable

5.5. Time limits and
procedure of payment to
the Provider

The Buyer shall pay to the Provider not later than within 30 calendar
days from the date of receipt of the Invoice.

Conditions of payment:

Payment for the Services provided (Part I of the Procurement object -
Implementation and configuration of VNA and DICOM based services (1
set) shall be made in phases after signing the Statement on the Transfer
and Acceptance of the Services in the following order:

Completion of the initiation phase

Completion of the detailed analysis
phase

20% of the price offered
by the Provider

Completion of the design phase

20% of the price offered
by the Provider

40% of the price offered
by the Provider

Completion of the programming phase

Completion of the deployment into the
testing environment phase
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Completion of the integration testing
phase

Completion of acceptance testing
phase

Completion of training phase

Completion of the deployment into the
production environment

20% of the price offered

Completion of the trial operation phase
by the Provider

Signature of the final Statement on the
Transfer and Acceptance of the
Services and transfer of all project
results

1) Payments for the completed Orders for additional development
services (additional development hours) shall be made once a
month.

Payments for the Support Services shall be made once a month
(applicable only for Part I of the Procurement object)

5.6. Advance payment

Not applicable

5.7. Advance Security

Not applicable

6. QUALITY OF THE SERVICES AND WARRANTY OBLIGATIONS

6.1. Warranty period

The Services shall be covered by the warranty during the period
proposed by the Provider but, in any case, it should not be less than
12 months. The warranty period shall start from the day of signing the
Statement on the Transfer and Acceptance of the Services or the
Invoice (in case the Statement on the Transfer and Acceptance of the
Services is not signed).

6.2. Deadline for
elimination of defects in
the Services

If defects in the Services are identified during the warranty period
and/or at any time during the term of the Contract, the Provider shall
remove them within the time limits specified in (6 section of the
Technical Specification) of Annex No. 2 ‘Technical Specification’ to the
Contract.

6.3. Procedures for the
implementation and
verification of qualitative
criteria

The Buyer shall have the right to verify at any time during the
performance of the Contract how the Provider complies with/ensures
the implementation of the qualitative criteria conditions, for which the
Provider has been awarded economic advantage points and, if
necessary, shall have the right to ask the Provider to submit documents
justifying the implementation of the qualitative criteria, which the
Provider must submit not later than within 5 working days from the
receipt of the Buyer’s request.

7. SUB-PROVIDERS, ECONOMIC OPERATORS, SPECIALISTS USED FOR THE

PERFORMANCE OF THE CONTRACT

7.1. The Provider shall use
the following sub-providers
for the performance of the
Contract

No sub-providers shall be involved in the performance of the Contract
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7.2. For the performance of
the Contract, the Provider
shall use the following
economic operators
whose qualifications it
relies on to meet the
qualification requirements set
out in the Procurement
documents.

Economic operators whose qualifications are relied on shall not be
involved in the performance of the Contract

7.3. For the performance of
the Contract, the Provider
shall use the following
specialists whose
qualifications it relies on
to meet the qualification
requirements set out in the
Procurement documents.

Specialists whose qualifications it relies on:

Project Manager - ... .
Information system architect -
Information system analyst -
Backend developer -

Frontend developer -

Database developer

Testing specialist - (

Information system security specialis - |

RIS T O P ECOTE

7.4. For the performance of
the Contract, the Provider

shall use the following
specialists who earned the
economic advantage

points to the Provider
during the evaluation of the
tender bid

Specialists who earned the economic advantage poiﬁts to the
Provider:

Information systems architect -
Backend programmer -
Information systems analyst -
Project manager -

7.5. The Provider shall use
the following specialists for
the performance of the
Contract

8. SECURING THE DISCHARGE OF CONTRACTUAL OBLIGATIONS

8.1. Securing the
discharge of contractual
obligations

The discharge of contractual obligations shall be secured by:
8.1.1. Penalty charges (default interest, fine);

8.2 Term of validity of the
Performance Security

Not applicable

8.3. Submission of the
Performance Security

Not applicable

9. LIABILITIES OF THE PARTIES

9.1. Penalty charges for
late payment under the
Contract applicable to the
Buyer

If the Buyer, having received a duly submitted and completed Invoice,
delays payment for the good quality Services duly provided by the
Provider within the time limit specified in the Contract, the Provider shall
charge the Buyer a default interest in the amount of 0.05% of the
outstanding amount, excluding VAT, for each day of delay, starting from
the day after the due date.

9.2. Penalty charges
applicable to the Provider

9.2.1. If the Provider is late in provision of the Services or fails to comply
with other contractual obligations, the Buyer shall charge the Provider,
starting from the day following the due date, a default interest in the
amount of 0.05% of the price of the Services not provided on time, or
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of other contractual obligations not fulfilled, excluding VAT, for each
day of delay.

9.2.2. The Provider shall be obliged to pay penalty charges to the Buyer
within 30 calendar days from the Buyer’s claim if the amount of penalty
charges is not deducted from the amount due to the Provider.

9.2.3. For failure to comply with the deadline for elimination of errors
and deficiencies identified in Annex 1 ‘Requirements for Procurement
Object’ to Annex 2 ‘Technical specification’ to the Contract during the
warranty period, the following fines shall be imposed:

9.2.3.1. In case of a critical error or deficiency: a fine of EUR 1 000.00
is imposed for each subsequent working day.

9.2.3.2. In case of a non-critical error or deficiency: a fine of EUR
100.00 is imposed for each subsequent working day.

9.2.4. For failure to comply with the response times set out in Annex 1
‘Requirements for Procurement Object’ to Annex 2 ‘Technical
specification’ to the Contract during the warranty period the following
fines shall be imposed:

9.2.4.1. In case of a critical problem: a fine of EUR 100.00 is imposed
for each additional hour.

9.2.4.2. In case of a non-critical problem: a fine of EUR 10.00 is
imposed for each additional hour.

9.3. The Provider/Buyer
shall be subject to a fine
upon termination of the
Contract due to the
material breach thereof
or upon unjustified
termination of the
performance of the
Contract in conflict to the
procedure laid down
therein

9.3.1. In the event of termination of the Contract due to the material
breach thereof, as set out in the Special Conditions of the Contract, a
fine in the amount of 10% of the Initial Contract Value as set out in
point 5.2 of the Special Conditions shall be paid.

9.3.2. In the event of unjustified termination of the performance of the
Contract in conflict to the procedure laid down therein, a fine in the
amount of 10% of the Initial Contract Value as set out in point 5.2 of
the Special Conditions shall be paid.

9.4. Fine applicable to the
Provider for replacing the
existing sub-providers or
specialists/using new
sub-providers in conflict
to the procedure for
replacing sub-providers
and/or specialists set out
in the General Conditions

If the Provider changes the person specified in points 7.1-7.5 in conflict
to the procedure for changing sub-providers and/or specialists provided
for in the General Conditions, a fine of EUR 1 000.00 shall be paid on a
case-by-case basis.

9.5. Fines applicable to
the Provider for non-
compliance with
environmental and/or
social criteria

Not applicable

9.6. Fine applicable to the
Provider/Buyer for non-
compliance with

If the Provider/Buyer fails to comply with the confidentiality
requirements specified in the General Conditions, a fine of EUR 10
000.00 shall be paid.
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confidentiality
requirements

9.7. Penalty charges
applicable to the Provider
for failure to meet the
qualitative criteria set out
in the Procurement
documents during the
performance of the
Contract

If the Provider does not ensure compliance with the qualitative criteria
set out in the Procurement documents (or does not reach it (them))
during the term of the Contract, for which the Provider has been
awarded economic advantage points, the following fine shall be paid:

1. For Criterion ‘Additional experience of the information
systems architect proposed by the service provider’ —
2.33% of value of the Services not provided.

2. For Criterion ‘Additional experience of the backend
programmer proposed by the service provider’ — 2.33%
of value of the Services not provided.

3. For Criterion ‘Additional experience of the information
systems analyst proposed by the service provider -—
2.33% of value of the Services not provided.

4.For Criterion ‘Additional experience of the Project manager
proposed by the service provider’ — 2.33% of value of the
Services not provided.

9.8. Penalty charges
applicable to the Provider
for failure to renew the
Performance Security

Not applicable

9.9. The Provider shall be
subject to a fine for non-
compliance with the
requirements for the use
of Buyer’s symbols, nhame
and brand in advertising
or marketing and
prohibition to use results
of intellectual activity
produced by the Buyer

5% of the Initial Contract Value specified in point 5.2 of the Special
Conditions.

9.10. Other penalty
charges and civil liability
of the Parties to the
Contract

Other penalty charges:

9.10.1. If the specialist referred to in Section 7 of the Special Conditions
does not attend a pre-planned (not later than 2 working days) meeting
where their participation, to the opinion of the Buyer, is required and
there are no objective reasons for their non-attendance (such as sick
leave, etc.), the Provider shall pay a fine of EUR 500.00 (five hundred).

9.10.2. If the Provider is late in providing the Services within the time
limits set in the Project implementation schedule, the Buyer shall charge
the Provider a default interest in the amount of 0.05% of the price for
the Services not provided in time or other contractual obligations not
discharged, excluding VAT, for each day of delay, starting from the day
after the due date.

10.

ESSENTIAL TERMS OF THE CONTRACT

10.1. Essential terms of
the Contract

Obligations specified in point 12.2. of the Special Conditions, non-
compliance with which shall be considered a material breach.

11. VALIDITY AND AMENDMENT OF THE CONTRACT
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11.1. Conclusion and
entry into force of the
Contract

This Contract shall be deemed to have been concluded and shall enter
into force on the date of signing of the Contract (date of signature of
the other Party).

The Contract shall be valid until full discharge of obligations (until the
Initial Contract Value is fully used; however, its term cannot be longer
than - 86 months (including all possible extensions of the Service
provision and time limit for the provision of the Services as well as time
limits for payment for the Services)).

11.2. Extension of the
Contract validity period

Not applicable

12. TERMINATION OF THE CONTRACT

12.1. Grounds for
termination of the
Contract

The Contract may be terminated by written agreement of the Parties or
unilaterally, in accordance with the procedure laid down in the General
Conditions.

12.2. Material breaches of
the Contract

12.2.1. If the Provider fails to meet its obligations for the Contract
price/fees set out in the Contract.

12.2.2. If the Provider fails to provide an extension of the Performance
Security for more than 30 days after expiry of the Performance Security
validity period in accordance with the procedures set out in the General
Conditions (except for the original Performance Guarantee) (this
provision shall be applicable where performance of the
Contract is guaranteed by means other than those referred to
in point 8.1.1 of the Contract).

12.2.3. If it turns out that the Provider fails to fulfil the obligations that
were established in the Procurement documents as tender bid
evaluation criteria during the tender bid evaluation and for which the
Provider was awarded points, when the tender bid was evaluated on
the price/cost and quality ratio, and the Provider does not correct
violations within 10 calendar days (this provision shall be
applicable when the tender bid is evaluated on the price/cost-
quality ratio).

12.2.4. If the Provider fails to meet time limits for provision of the
Services set out in the Contract on 2 (two) consecutive occasions, or
provision of the Services is delayed for longer than 20 days from the
deadline for provision of the Services set out in the Contract.

12.2.5. If the Provider violates time limits for the provision of the
Services and the amount of penalty charges for the delay exceeds 20%
of the Initial Contract Value.

12.2.6. The Provider violates time limits for provision of the Services,
and delay in the provision of the Services renders their provision
unnecessary.

12.2.7. The Provider provides the Services that do not comply with the
requirements for the Services set out in the Contract and/or the Laws
on more than 2 occasions.

12.2.8. The Provider’s qualifications no longer meet the requirements
laid down in the Procurement documents for the proper performance
of the Contract, and the non-compliance has not been rectified within
10 working days from the date on which the qualifications became non-
compliant (this provision shall be applicable where the
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Procurement documents have laid down the requirements for
the qualification of tenderers).

12.2.9. The Provider is in breach of the provisions of this Contract
governing competition, intellectual property or the management of
confidential information.

12.2.10. The Provider is in breach of the provisions of the General
Conditions regarding the use of new sub-providers and/or specialists
for the performance of the Contract/replacement of existing sub-
providers and/or specialists.

12.2.11. The Provider and/or a joint venture partner (if applicable)
and/or sub-provider (if applicable), at the time of provision of the
Services, for which the requirements of the environmental management
system are established in the Contract, does not have a valid
environmental management system certificate and/or does not provide
an extension of the certificate(does not acquire a new one) (this
provision shall be applicable when the requirements of the
environmental management system have been established in
the Procurement documents).

12.2.12. The Provider 2 (two) times violates the essential condition of
the Contract.

12.2.13. It became apparent that the Provider should not have been
awarded the Contract because the Court of Justice of the European
Union, in proceedings pursuant to Article 258 of the Treaty on the
Functioning of the European Union, has found that the obligations
under the Treaties establishing the European Union and Directive
2014/24/EU have not been met.

12.2.14. The Government of the Republic of Lithuania, in accordance
with the procedure established by the Law on the Protection of Objects
of Importance to Ensuring National Security, adopts a decision
confirming that the Contract (or an amendment thereto) is considered
to pose a risk or fails to conform to the national security interests.
12.2.15. The Contract was amended in breach of Article 89 of the Law
on Public Procurement.

12.2.16. It became apparent that the Provider who was awarded the
Contract should have been excluded from the Procurement procedure
in accordance with Article 46(1) of the Law on Public Procurement.
12.2.17. The circumstances referred to in Articles 37(9), 45(2!) and/or
4 (9) of the Law on Public Procurement have been identified.

13. ENVIRONMENTAL AND SOCIAL CRITERIA

13.1. Environmental Not applicable
criteria related to the
Services procured

13.2. Social criteria Not applicable
related to the Services
procured

14. AMENDMENTS AND SUPPLEMENTS TO THE GENERAL CONDITIONS
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14.1.

The Parties shall agree to amend point 1.3.1 of the General Conditions
of the Contract and recast it as follows:

*'1.3.1. The documents constituting the Contract shall be understood as
complementing each other. In the event of any inconsistency or
ambiguity in the conditions of the Contract documents, such
inconsistency or ambiguity shall be eliminated by interpreting the
documents in the following order of priority:

1.3.1.1. Special Conditions

1.3.1.2. Technical Specification

1.3.1.3. General Conditions

1.3.1.4. Procurement documents (except for Technical Specification)
1.3.1.5. Tender bid

1.3.1.6. Other annexes listed in Special Conditions’

14.2.

Alternative provisions (marked ‘if applicable’, etc.) referred to in the
General Conditions of the Contract shall only apply if they are
specifically described in the Special Conditions of the Contract.

14.3.

The Parties shall agree to add the following point to the General
Conditions of the Contract but not to change the numbering of the other
points:

‘'17.7. The Provider is advised to comply with the provisions of the Code
of Conduct for Tenderers issued by the Public Procurement Office! . The
Provider undertakes to ensure compliance with the provisions of points
35-37 of the Code of Conduct for Tenderers throughout the term of
validity of the Contract.’

14.4.

In the event of a proposal received from the Commission for
Coordination of the Protection of Objects of Importance for National
Security, the Parties shall agree to supplement the General Conditions
of the Contract with the above-mentioned point but not to change the
numbering of other points:

'16.5. The Provider undertakes not to provide any information to
entities of the Russian Federation, the Republic of Belarus, the People’s
Republic of China (or persons representing them) and to ensure that
entities of these countries are not used to participate in this Contract in
any form.”

Or indicate another proposal of the Commission for Coordination of
Protection of Objects Critical for National Security.

14.5.

The Parties shall agree to amend point 17.2. of the General Conditions
of the Contract and recast it as follows:

*17.2. Payment of penalty charges and/or the receipt of the Performance
Security shall not deprive the Party of the right to demand the other
Party to compensate for the direct losses or damage as well as
additional expenditure incurred by it. The penalty charges provided for
in this Contract shall be deemed to be minimal losses of the Parties that
do not need to be justified. Each of the Parties shall be entitled to
receive indemnity from the other Party for the improper performance or
non-performance of contractual obligations of the other Party, up to the
Initial Contract Value, unless the legislation provides for a higher
amount to be reimbursed. The limitation of liability provided for in this
point shall not apply if the damage is caused by breach of confidentiality

! Code of Conduct for Tenderers developed by the Public Procurement Office https://vpt.Irv.lt/media/viesa/saugykla/2024/1/w2fscibRf-4.pdf
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obligations, personal data protection legislation or intellectual property
rights.

14.6.

The Parties shall agree to add the following point to the General
Conditions of the Contract but not to change the numbering of the other
points:

'3.2.15. The Customer shall not verify the compliance of specialists with
the qualification requirements set out in the Procurement documents if
additional specialists specified in point 7.5 of the Special Conditions of
the Contract are involved.’

15. ANNEXES TO THE CONTRACT

15.1. Annex No.

General Conditions

15.2. Annex No.

Technical Specification

15.3. Annex No.

Tender Bid

15.4. Annex No.

Form of the Statement of Transfer and Acceptance of the Services

15.7. Annex No.

Defect Report

15.5. Annex No.

Agreement on the processing of personal data

NSOV A, WN =

15.6. Annex No.

Arrangement on applicable organisational and technical cybersecurity
requirements

16. SIGNATURES OF REPRESENTATIVES OF THE PARTIES

BUYER

PROVIDER:

Director General, .

(Signature)

CEQ, .

(Signature)




Special Part of the Contract for the Public Procurement-Sale of Services No. ST-
Annex No. 4

(Template of the Statement on the Transfer and Acceptance)
Statement on the Transfer and Acceptance of the SERVICES

No

(place of creation)

The responsible persons who signed this Statement confirm that in accordance with the signed (insert
title and number of the Contract) (hereinafter referred to as the Contract), the Provider transfers and
the Buyer accepts the Services specified in the Table below:

Unit price, | Amount,
. Activi Measurement . in EUR, in EUR,
No ML G Fe T codes‘y unit CLehitsy excluding | excluding
VAT VAT
1. Choose
2. Choose
3. Choose
Total:
VAT (specify) %:
Total amount:

* Activity code is agreed with the Buyer.

The Provider has provided all Services and submitted all necessary documents under the
Contract
Please select

SERVICES ACCEPTED BY: SERVICES PROVIDED BY:
State Enterprise Centre of Registers (Name of the Provider):
(position of the responsible person) (position of the responsible person)

(name and surname) (name and surname)



Special Part of the Contract for the Public Procurement-Sale of Services No. ST-
Annex No. 5

(Template of Defect Report)

DEFECT REPORT
No

(place of creation)

We note that pursuant to the signed (enter title of the Contract and No.) (hereinafter referred
to as the Contract) the Buyer has identified the defects of the Services and/or products related to the
Services and/or documents provided by the Provider in the following table:

Description of defects in the Services o Deadline for
Procedure for elimination of L
No /products related to the elimination of
. defects
Services/documents defects

1.
2.
3.
(Position of the person responsible for the (Signature) (Name and surname)

performance of the Contract)



PASLAUGU PIRKIMO-PARDAVIMO SUTARTIES SPECIALIOSIOS SALYGOS

Sutarties I pirkimo objekto dalis - DICOM standartu paremty servisy ir VNA diegimas bei
pavadinimas | konfiguravimas
1. SUTARTIES SALYS
1.1. Pirkejas | 1.1.1. Pavadinimas Valstybés jmoné Registry centras
1.1.2. Juridinio asmens 124110246
kodas
1.1.3. Adresas Studenty g. 39, LT-08106 Vilnius
1.1.4. PVM mokétojo kodas LT241102419
1.1.5. Atsiskaitomoji LT94 4010 0424 0005 0387
sgskaita
1.1.6. Depozitine banko LT14 7300 0101 3363 7868
sgskaita
1.1.7 Bankas, banko kodas Luminor Bank AS Lie%vloososkyrius, banko kodas
1.1.8. Telefonas +370 5 268 8262
1.1.9. El. pastas info@registrucentras.lt
1.1.10. Salies atstovas Generalinis direktorius Adrijus Jusas
1.1.11. Atstovavimo .. .
. Imonés jstatai
pagrindas
1.2. Tiekéjas | 1.2.1. Pavadinimas J4Care, GmbH
Iioch:s Juridinio asmens Commercial Register Number: FN 298641d
EnzersdorferstraBe 7
1.2.3. Adresas 2340 Mddling, Austria
1.2.4. PVM mokétojo kodas ATU 63646825
1.2.5. Atsiskaitomoyji IBAN 124300033643870000
sgskaita
1.2.6. Bankas, banko kodas Volksbank Wien Bank code:43000
1.2.7. Telefonas 4
1.2.8. El. pastas S,
1.2.9. Salies atstovas
1.2.1.0. Atstovavimo CEO
pagrindas
2. ATSAKINGI ASMENYS
2.1. Pirkéjo
kontaktiniai
asmenys,
atsakingi uz
Sutarties
vykdyma,
Paslaugy
priémima,
Saskaity per
informacine
sistemg SABIS
priémima




2.2.  Tiekéjo |
kontaktiniai
asmenys,
atsakingi uz
Sutarties
vykdyma
3. SUTARTIES DALYKAS
3.1. Sutarties | Tiekéjas jsipareigoja Sutartyje numatytomis salygomis suteikti Pirkéjui
dalykas Paslaugas - DICOM standartu paremty servisy ir VNA diegimas bei
konfiguravimas;
ISsamus Paslaugy aprasymas ir kiti reikalavimai teikiamoms Paslaugoms
nustatyti Sutarties priede Nr. 2 ,Techniné specifikacija" (toliau — Techniné
specifikacija) ir Sutarties priede Nr. 3 ,Pasitlymas".
3.2. Pirkimo - o . o .
pavadinimas ir Kompleksinio MedVAIS modernizavimo sprendimo pirkimas ir jdiegimas. CVP
. IS Nr. 2254548
numeris
3.3. Informacija | Europos Sajungos léSomis bendrai finansuojamo projekto Nr. 09-033-P-0001
apie  Europos | ,Nacionalinés medicininiy vaizdy archyvavimo ir mainy sistemos ir jos teikiamy
Sajungos elektroniniy paslaugy plétra® (toliau — Projektas).
léSomis
finansuojama
projekta arba
kita projekta
4. PASLAUGUY SUTEIKIMO TERMINAI IR PASLAUGY PERDAVIMO - PRIEMIMO
TVARKA
4.1. Paslaugy 4.1.1.Tiekéjas Paslaugas DICOM standartu paremty servisy ir VNA diegimas
suteikimo bei konfiglravimas (toliau — Paslaugos),

terminas, kai
Paslaugos yra
vienkartinio
pobudzio,
teikiamos
periodiskai
arba pagal
Pirkéjo
Uzsakyma

Papildomai uzsakomos vystymo paslaugos (toliau — papildomos paslaugos),
Sistemos priezidros paslaugos (toliau — prieZitros paslaugos),

Papildomai uzsakomos vystymo paslaugos (toliau — papildomos paslaugos)),
jsipareigoja suteikti ne véliau kaip per 7 ménesius nuo Sutarties
jsigaliojimo dienos (tuo atveju, kai Sutarties sudarymo dieng iki 2026-04-30
yra like ne maziau kaip 7 ménesiai) arba iki 2026-04-30 (tuo atveju, kai
Sutarties sudarymo dieng iki 2026-04-30 yra like maziau kaip 7 ménesiai).
4.1.2. Tiekéjas papildomas vystymo Paslaugas jsipareigoja teikti nuo Sutarties
jsigaliojimo dienos 7 meénesius (tuo atveju, kai Sutarties sudarymo dieng iki
2026-04-30 yra like ne maziau kaip 7 ménesiai) arba iki 2026-04-30 (tuo
atveju, kai Sutarties sudarymo dieng iki 2026-04-30 yra like maZiau kaip 7
meénesiai). Paslaugy UZzsakymai gali buti teikiami ir turi bati jvykdyti per
UZzsakyme nurodytg terming, taciau ne véliau, nei iki auksciau nurodyto
termino pabaigos / datos.

4.1.3. Prieziliros paslaugos turés bati teikiamos (jei jos bus uZsakytos)
uzsakytg laikotarpj, bet ne ilgiau kaip 60 ménesiy. PriezZiliros paslaugos
pradedamos teikti ne anksciau nei pasibaigs garantinés priezitiros laikotarpis
ir gavus Perkanciosios organizacijos uzsakyma. (Taikoma tik I p.o.d.)

4.2. Paslaugy /
ju dalies /
etapo / periodo
suteikimo

4.2.1. Sutarties Salys turi teise j Paslaugy suteikimo termino nurodyto 4.1.1.
punkte pratesimg, taciau tik tuo atveju, jei:

4.2.1.1. atsiranda jrodymais pagrjsty klitc¢iy ar trukdymy, kuriy atsiradimui
Sutarties Salys neturi jtakos ir uz kuriuos jos neatsako, ir kurie sukelti ir
priskirtini tretiesiems asmenims, ar kity aplinkybiy, kuriy Sutarties Salys
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termino
pratesimas

negaléjo is anksto numatyti. Aplinkybés, kuriomis grindziama batinybé pratesti
Paslaugy suteikimo terming, jokiu bidu negali priklausyti nuo Sutarties Saliy.
Kiekvienu tokiu atveju, Sutarties Salis, inicijuojanti Paslaugy suteikimo termino
pratesimg, rastu nedelsdama, bet ne véliau kaip per 5 darbo dienas, apie tai
praneSa kitai Sutarties Saliai, pateikdama minéty aplinkybiy egzistavimo
jrodymus. Nurodytas aplinkybes vertina kita Sutarties Salis, Siai sutikus,
Paslaugy suteikimo terminas gali bati pratesiamas tik minéty aplinkybiy
egzistavimo laikotarpiui, taCiau ne ilgiau kaip:

4.2.1.1.1. iki 2026-04-30;

arba

4.2.1.1.2. Projekto jgyvendinimo terminui, jei Projekto jgyvendinimo
terminas bus pratestas, taciau ne ilgiau, kaip 6 ménesiy laikotarpiui;

arba

4.2.1.1.3. ne ilgesniam, kaip 6 ménesiy laikotarpiui tuo atveju, jei bus
skirtas finansavimas ne iS Projekto lésy.

4.2.2. Papildomy vystymo Paslaugy teikimo terminas, nurodytas
Specialiyjy salygy 4.1.2. punkte, gali buti pratestas jei nebus iSnaudota
Specialiyjy salygy 5.2 p. nurodyta Pradiné Sutarties verté. Tokiu atveju,
Pirkéjas rastu apie tai pranesa Tiekéjui, nurodydamas kokiam terminui sidloma
pratesti Paslaugy teikimo terming. Tiekéjui sutikus, Paslaugy teikimo terminas
gali biti pratesiamas tik kol bus iSnaudota Specialiyjy salygy 5.2 p. nurodyta
Pradinés Sutarties verté, bet ne ilgiau nei 6 ménesiy laikotarpiui
(pratesimy kiekis neribojamas).

4.3. Uzsakymy
teikimo tvarka

Papildomy paslaugy uzsakymy teikimo tvarka aprasyta Techninés
specifikacijos pirmame priede "Reikalavimai pirkimo objektui" 6.2. skyriuje
"Reikalavimai paslaugy uzsakymui".

4.4. Deél
minimalios
Uzsakymo
verteés ar
apimties

Netaikoma

4.5. Pateikiami
dokumentai

Turi biti pateikiami Sie dokumentai (Tiekéjui nepateikus nurodyty dokumenty,
laikoma, kad Paslaugos neatitinka Sutartyje nustatyty reikalavimy):

4.5.1. Paslaugy perdavimo—priémimo aktas Taip
4.5.2. Saskaita Taip
4.5.3. Sutarties priedo Nr. 2 ,Techniné Taip
specifikacija" nurodyti dokumentai
4.5.4. Sutarties priedo Nr. 2 ,Techniné Taip
specifikacija", 1 priedo ,Reikalavimai
pirkimo objektui® nurodyti dokumentai

Tiekéjui nepateikus nurodyty dokumenty, laikoma, kad Paslaugos neatitinka
Sutartyje nustatyty reikalavimy.

5. SUTARTIES KAINA IR ATSISKAITYMO TVARKA

5.1. Sutardiai
taikomas
kainos
apskaiciavimo
budas

Misri kainodara (fiksuotos kainos ir fiksuoto jkainio)
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5.2. Pradinés
Sutarties verte
ir Sutarties
kaina

Pradinés Sutarties verté yra 3.980.000,00 Eur, be pridétinés vertés mokescio
(toliau — PVM).

PVM sudaro 835.800,00 Eur.

Sutarties kaina yra 4.815.800,00 Eur su PVM.

Sioje Sutartyje Pradinés Sutarties verté yra lygi maksimaliai pirkimui skirtai
léSy sumai be PVM pirkimo dokumentuose ir Sutartyje nurodyty Paslaugy
jsigijimui:

5.2.1. Paslaugy suteikimo kaina ((DICOM standartu paremty servisy ir VNA
diegimas bei konfigliravimas, paslaugos (1 kompl.) yra lygi Tiekéjo pasitilymo
kainai be PVM, nurodytai uz visg pirkimo dokumentuose ir Sutartyje nurodyta
Paslaugy kiekj ir (ar) apimtj (fiksuotos kainos kainodara);

5.2.2. Papildomos vystymo Paslaugos yra jsigyjamos Tiekéjo pasiulyme
nurodytais jkainiais be PVM. Pirkéjas perka papildomas vystymo Paslaugas
pagal poreikj Sutartyje arba jos priede 3 ,Pasitlymas" nurodytais jkainiais,
nevirSijant Sutarties kainos. Sutartyje arba jos priede Nr. 3 ,Pasitlymas"
nurodytas papildomy vystymo Paslaugy kiekis yra maksimalus. Pirkéjas
nejsipareigoja iSpirkti maksimalaus papildomy vystymo Paslaugy kiekio ar bet
kokios jo dalies (fiksuoto jkainio kainodara).

5.2.3. Pirkéjas uzsakys prieziliros paslaugas tik tuo atveju, jei bus gautas
finansavimas Siy paslaugy jsigijimui. Paslaugos bus uzsakomos atsizvelgiant j
faktiSkai gauto finansavimo dydj ir apmokamos Sutartyje arba jos 3 priede
LPasillymas" nustatytais jkainiais, nevirSijant bendros Sutarties kainos.
Pirkéjas nejsipareigoja uzsakyti viso pasillyto priezitiros paslaugy kiekio ar jo
dalies. Taikoma fiksuoto jkainio kainodara.

5.3. Sutarties
kainos / jkainiy
perskaiciavimas
taikant

perziuros
taisykles

Sutarties kaina / jkainiai bus perskaiciuojami:

5.3.1. dél PVM tarifo pasikeitimo Taip
5.3.2. dél kity mokesciy, lemianciy Ne
Paslaugy kainos pokytj, pasikeitimo

5.3.3. dél kainy lygio pokycio Taip
5.3.4. pagal Paslaugy grupiy kainy Ne
pokycius

5.3.1. Sutarties
kainos / jkainiy
perziiira dél
PVM tarifo
pasikeitimo

Jeigu Sutarties vykdymo metu pasikei¢ia PVM mokéjimg reglamentuojantys
teisés aktai, darantys tiesiogine jtakg Tiekéjo teikiamy Paslaugy Sutartyje
nurodytai kainai / jkainiams, Sutarties kaina / jkainiai perskaiciuojami
nekeiiant Paslaugy kainos / jkainio be PVM.

PerskaiCiuota (-i) Sutarties kaina / jkainiai jforminama (-i) Susitarimu ir turi
bati taikoma (-i) nuo naujo PVM jvedimo datos (nepriklausomai nuo to, kada
pasirasytas Susitarimas).

5.3.2. Sutarties
kainos / jkainiy
perziura dél
kity mokesciy,
lemianciy
Paslaugy
kainos / jkainiy
pokytj,
pasikeitimo

Netaikoma

5.3.3. Sutarties
kainos / jkainiy

5.3.3.1. Bet kuri Sutarties Salis Sutarties galiojimo metu turi teise inicijuoti
Sutarties kainos / jkainiy perzitrg (keitimg) ne anksciau kaip po 6 ménesiy
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perziura dél
kainy lygio
pokycio

nuo Sutarties jsigaliojimo dienos (jeigu perzilira jau buvo atlikta — nuo
Susitarimo dél paskutinio perskaiciavimo pagal §j Specialiyjy salygy punkta
jsigaliojimo dienos), jeigu (,J62 Kompiuteriy programavimo, konsultaciné ir
susijusi veikla“) kainy pokytis (k), apskaiCiuotas kaip nustatyta 5.3.3.6 punkte,
virsija 5 procentus.
Sutarties kainos / jkainiy perzitra atliekama ne reciau kaip kas 6 ménesius.
5.3.3.2. Sutarties kaina / jkainiai perzitrimi tik tai Sutarties daliai, kuri néra
iSpirkta, t. y. Paslaugoms, kurios néra priimtos ir apmokétos. Vélesné Sutarties
kainos / jkainiy perZitra negali apimti laikotarpio, uz kurj jau buvo atlikta
perziira.
5.3.3.3. Jeigu Paslaugy teikimas véluoja dél Tiekéjo kaltés, uzdelsty suteikti
Paslaugy kaina / jkainiai néra perskaiciuojami dél kainy lygio kilimo (gali biti
mazinami, taciau negali buti didinami). y
5.3.3.4. Atlikdamos Sutarties kainos / jkainiy perzitrg Salys vadovaujasi
Valstybés duomeny agentiros viesai Oficialiosios statistikos portale
paskelbtais Rodikliy duomeny bazés duomenimis. IS kitos Salies
nereikalaujama pateikti oficialaus Valstybés duomeny agenttiros ar kitos
institucijos iSduoto dokumento ar patvirtinimo.
5.3.3.5. Salys privalo Susitarime nurodyti vartojimo prekiy ir paslaugy indekso
reikSme laikotarpio pradzioje ir jo nustatymo datg, indekso reikSme laikotarpio
pabaigoje ir jo nustatymo datg, kainy pokytj (k), perskaitiuotg Sutarties kaing
/ jkainius, perskaiCiuotg Pradinés Sutarties verte.
5.3.3.6. Nauja Sutarties kaina / jkainiai apskaiCiuojami pagal Zemiau pateiktg
formule:

k

a;=a+ (ﬁ X a), kur a — kaina / jkainis (Eur be PVM) (jei perZidra jau buvo
atlikta, tai po paskutinio perskaiciavimo)

a; — perskaiCiuota (pakeista) kaina / jkainis (Eur be PVM)

k — pagal (Paslaugy kainy) indeksg (,J62 Kompiuteriy programavimo,
konsultaciné ir susijusi veikla" ) apskaiCiuotas (suteikty paslaugy) kainy
pokytis (padidéjimas arba sumazéjimas) (%). ,k" reikSmé skaiciuojama pagal
formule:

k = Ddnaviausias 400 _ 100, (proc.) kur

Indpradiia
INdnavjausias — kreipimosi dél kainos / jkainiy perzitros isiuntimo kitai Saliai
dieng paskelbtas naujausias (Paslaugy kainy) indeksas (,J62 Kompiuteriy
programavimo, konsultaciné ir susijusi veikla® ).
Indpraasia — laikotarpio pradzios datos (ménesio) (Paslaugy kainy) indeksas
(,J62 Kompiuteriy programavimo, konsultaciné ir susijusi veikla“ ). Pirmojo
perskaiCiavimo atveju laikotarpio pradzia (ménuo) yra Sutarties jsigaliojimo
dienos ménuo. Antrojo ir vélesniy perskaiciavimy atveju laikotarpio pradzia
(ménuo) yra paskutinio perskaitiavimo metu naudotos paskelbto atitinkamo
indekso reikSmés ménuo.
5.3.3.7. Skai¢iavimams indeksy reikSmés imamos keturiy skaitmeny po
kablelio tikslumu. Apskaiciuotas pokytis (k) tolimesniems skaiciavimams
naudojamas suapvalinus iki vieno skaitmens po kablelio, o apskaiCiuotas
jkainis ,a;" suapvalinamas iki dviejy skaitmeny po kablelio.
5.3.3.8. Salis, siekianti Sutarties kainos / jkainiy perzitros, privalo raStu
kreiptis j kitg Salj ir praSyme pateikti visg reikalingg informacijg: Sutarties
pavadinimg, numerj, datg, neperduoty ir neapmokéty Paslaugy sagrasy su
kiekiais, indekso reikSmes su nuorodomis j vieSus Saltinius Valstybés duomeny
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agentiiros Oficialiosios statistikos portale arba kitus oficialius Saltiniy
duomenis, kita svarbi informacija jrodanti tiesioging jtakg Sutarties vykdymui
ir Paslaugy kainos didéjimui ar mazéjimui. Prasyme Salis neturi teisés nurodyti
kito indekso ar prasyti perskaiCiavimo pagal kitg indeksg nei nurodytas Sioje
proceduroje. 5

5.3.3.9. Susitarimas turi buti sudarytas per 20 darbo dieny nuo Salies pateikto
tinkamo pradymo perskaiciuoti Sutarties kaing / jkainius gavimo dienos.
5.3.3.10. Susitarimu Salys neturi teisés keisti proceduroje nurodytos tvarkos
ar kity Sutarties nuostaty, iSskyrus, jei keitimas atliekamas pagal VP
nuostatas.

5.3.4. Sutarties
kainos / jkainiy
perziura dél
kainy lygio
pokycio pagal
Paslaugy
grupiy kainy
pokycius

Netaikoma

5.4. Sutarties
kainos / jkainiy
apskaiciavimas
taikant kiekio

Netaikoma

(apimties)

keitimo

taisykles

5.5. Pirkéjas atsiskaito su Tiekéju ne véliau kaip per 30 kalendoriniy dieny nuo
Atsiskaitymo su | Saskaitos gavimo dienos.

Tiekéju

terminas ir Apmokeéjimo salygos:

tvarka uz suteiktas Paslaugas (DICOM standartu paremty servisy ir VNA diegimas bei

konfiglravimas, paslaugos (1 kompl.) atsiskaitoma etapais pasiraSius
Paslaugy perdavimo-priémimo aktg, tokia tvarka:

Inicijavimo etapas baigtas

Detalios analizés etapas baigtas 20 proc. Tiekejo pasiulytos

kainos
Projektavimo etapas baigtas
Programavimo etapas baigtas 20 proc. Tiekéjo pasiulytos
kainos

Diegimo j testavimo aplinkg etapas baigtas

40 proc. Tiekéjo pasiulytos

Integracinio testavimo etapas baigtas Kainos

Priémimo testavimo etapas baigtas

Mokymo etapas baigtas

20 proc. Tiekéjo pasitlytos

Diegimas j gamybine aplinkg etapa baigtas Kainos

Bandomaosios eksploatacijos etapas baigtas
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PasiraSomas galutinis Priémimo —
perdavimo aktas ir perduodami visi
projekto rezultatai

1) uz jvykdytus papildomy vystymo Paslaugy (papildomos vystymo
valandos) Uzsakymus mokama kartg per ménes;.

2) uz PrieZidros paslaugas mokama kartg per ménes;.

5.6. Avansas

Netaikoma

5.7. Avanso
uztikrinimas

Netaikoma

6. PASLAUGU KOKYBE IR GARANTINIAI JSIPAREIGOJIMAI

6.1. Garantinis terminas

Paslaugoms nustatomas 12 meén. garantinis terminas.
Garantinis terminas skaic¢iuojamas nuo Paslaugy perdavimo—
priémimo akto ar Saskaitos (kai Paslaugy perdavimo—priémimo
aktas néra pasiraSomas) pasiraSymo dienos. Garantinis terminas
skaiCiuojamas nuo paskutinio Paslaugy arba papildomy vystymo
Paslaugy (priklausomai nuo to kuris i jy yra paskutinis)
perdavimo—priémimo akto ar Saskaitos (kai Paslaugy perdavimo—
priémimo aktas néra pasiraSomas) pasiraSymo dienos.

6.2. Terminas Paslaugy
trikumams pasalinti

Garantinio termino laikotarpiu ir (arba) bet kuriuo Sutarties
galiojimo metu nustacius Paslaugy trukumy, Tiekéjas turi juos
pasalinti per Sutarties priede Nr. 2 ,Techniné specifikacija", 6
skyriuje arba Defekty akte nurodyta termina.

6.3. Kokybiniy kriterijy
igyvendinimo ir tikrinimo
tvarka

Pirkéjas bet kuriuo Sutarties vykdymo metu turi teise tikrinti kaip
Tiekéjas laikosi / uztikrina kokybiniy kriterijy salygy jgyvendinima,
uz kuriuos Tiekéjui buvo suteikti ekonominio naudingumo balai ir,
esant poreikiui, turi teise paprasyti Tiekéjo pateikti kokybiniy
kriterijy salygy jgyvendinimg pagrindziancius dokumentus, kuriuos
Tiekéjas privalo pateikti ne véliau, kaip per 5 darbo dienas nuo
Pirkéjo prasymo gavimo dienos.

7. SUTARTIES VYKDYMUI PASITELKIAMI SUBTIEKEJAI, UKIO SUBJEKTAI,

SPECIALISTAI

7.1. Sutarties  vykdymui
Tiekéjas  pasitelkia  Siuos
subtiekéjus

Sutarties vykdymui subtiekéjai nepasitelkiami

7.2. Sutarties vykdymui
Tiekéjas pasitelkia Siuos uikio
subjektus, kuriy
kvalifikacija remiasi, kad
atitikty Pirkimo
dokumentuose nustatytus
kvalifikacijos reikalavimus.

Sutarties vykdymui tkio subjektai, kuriy kvalifikacija remiamasi,
nepasitelkiami

7.3. Sutarties  vykdymui
Tiekéjas  pasitelkia  Siuos
specialistus, kuriy
kvalifikacija remiasi, kad
atitikty Pirkimo
dokumentuose nustatytus
kvalifikacijos reikalavimus

Sutarties vykdymui specialistai, kuriy kvalifikacija remiamasi:
Projekty vadovas -. -
IS architektas -~

IS analitikas -

Backend programuotojas -(
Frontend programuotojas - <..c... .
Duomeny baziy programuotojas -
Testuotojas - =~~~
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IS saugos specialistas - |

7.4. Sutarties
Tiekéjas pasitelkia Siuos
specialistus, uz kuriuos
pasitlymo vertinimo metu
Tiekéjui buvo suteikti
ekonominio naudingumo
balai

vykdymui

Sutarties vykdymui specialistai, uz kuriuos pasitdlymo vertinimo
metu Tieké&jui buvo suteikti ekonominio naudingumo balai:

IS architektas -

Backend programuotojas - !

IS analitikas - ' '

Projekty vadovas -

7.5. Sutarties  vykdymui
Tiekéjas  pasitelkia  Siuos | Sutarties vykdymui specialistai nepasitelkiami
specialistus

8. PRIEVOLIY

PAGAL SUTARTI IVYKDYMO UZTIKRINIMAS

8.1. Prievoliy pagal
Sutartj jvykdymo
uztikrinimas

Prievoliy pagal Sutartj jvykdymas uztikrinamas:
8.1.1. Netesybomis (delspinigiais, bauda);

8.2 Sutarties jvykdymo Netaikoma
uztikrinimo galiojimo

terminas

8.3. Sutarties jvykdymo Netaikoma

uztikrinimo pateikimas

9. SALIY ATSAKOMYBE

9.1. Pirkéjui taikomos
netesybos uz mokéjimy
pagal Sutartj vélavima

Jei Pirkéjas, gaves tinkamai pateiktg ir uzpildytg Saskaitg, uzdelsia
atsiskaityti uz tinkamai Tieké&jo suteiktas kokybiskas Paslaugas per
Sutartyje nurodytg terming, Tiekéjas nuo kitos nei nustatytas
terminas dienos skaiCiuoja Pirkéjui 0,05 procento dydzio
delspinigius nuo neapmokétos sumos be PVM uz kiekvieng
vélavimo diena.

9.2. Tiekéjui taikomos
netesybos

9.2.1. Jeigu Tiekéjas véluoja suteikti Paslaugas arba nevykdo kity
sutartiniy jsipareigojimy, Pirkéjas nuo kitos nei nustatytas
terminas dienos Tiekéjui skaiciuoja 0,05 procento dydzio
delspinigius uz kiekvieng uzdelstg dieng nuo laiku nesuteikty
Paslaugy ar kity sutartiniy jsipareigojimy nevykdymo kainos be
PVM.

9.2.2. Tiekéjas privalo sumokéti Pirkéjui netesybas per 30
kalendoriniy dieny nuo Pirkéjo pareikalavimo, jeigu netesyby
suma néra iSskaitoma iS Tiekéjui mokétinos sumos.

9.2.3. Uz garantinés priezitros metu, Sutarties priedo Nr. 2
~Techniné specifikacija" 1 priede ,Reikalavimai pirkimo objektui"
nustatyty klaidy ir triikumy pasalinimo termino nejgyvendinima:
9.2.3.1. jeigu tai kritiné klaida ar triikumas — uz kiekvieng kitg
darbo dieng taikoma 1 000,00 Eur bauda;

9.2.3.2. jeigu tai nekritiné klaida ar trukumas — uz kiekvieng
kitg darbo dieng taikoma 100,00 Eur bauda.

9.2.4. Uz garantinés prieziiros metu, Sutarties priedo Nr. 2
~rechniné specifikacija“ 1 priede ,Reikalavimai pirkimo objektui®
nustatyty reakcijos laiky nesilaikyma:
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9.2.4.1. jeigu tai kritiné problema — uz kiekvieng kitg valanda
taikoma 100,00 Eur bauda;
9.2.4.2. jeigu tai nekritiné problema — uz kiekvieng kita
valandg taikoma 10,00 Eur.

9.3. Tiekéjui / Pirkéjui
taikoma bauda nutraukus
Sutartj dél esminio
Sutarties pazeidimo ar
nepagrijstai nutraukus
Sutarties vykdyma ne
Sutartyje nustatyta
tvarka

9.3.1. Nutraukus Sutartj dél esminio Sutarties pazeidimo,
nustatyto Sutarties Specialiosiose sglygose, mokama 10 procenty
dydzio bauda nuo Pradinés Sutarties vertés, nurodytos Specialiyjy
salygy 5.2 punkte.

9.3.2. Nepagrijstai nutraukus Sutarties vykdymag ne Sutartyje
nustatyta tvarka, mokama 10 procenty dydZio bauda nuo Pradinés
Sutarties vertés, nurodytos Specialiyjy salygy 5.2 punkte.

9.4. Tiekéjui taikoma
bauda dél esamy
subtiekéjy ar specialisty
pakeitimo / naujy
subtiekéjy pasitelkimo
nesilaikant Bendrosiose
salygose nurodytos
subtiekéjy ir (ar)
specialisty keitimo
tvarkos

Tiekéjui, pakeitus 7.1-7.5 p. nurodytg asmenj, nesilaikant
Bendrosiose sglygose nurodytos subtiekéjy ir (ar) specialisty
keitimo tvarkos, mokama 1 000,00 Eur bauda uz kiekvieng atvejj.

9.5. Tiekéjui taikomos
baudos dél
aplinkosauginiy ir (arba)
socialiniy kriterijy
nesilaikymo

Netaikoma.

9.6. Tiekéjui / Pirkéjui
taikoma bauda dél
konfidencialumo
reikalavimy nesilaikymo

Tiekéjui / Pirkéjui nesilaikant Bendrosiose salygose nurodyty
konfidencialumo reikalavimy, mokama 10 000,00 Eur bauda.

9.7. Tiekéjui taikomos
netesybos dél pirkimo
dokumentuose nustatyty
kokybiniy kriterijy
nepasiekimo Sutarties
vykdymo metu

Jeigu Tiekéjas Sutarties galiojimo metu neuztikrina atitikties
pirkimo dokumentuose nustatytiems kokybiniams kriterijams (ar jo
(ju) nepasiekia), uz kuriuos Tiekéjui buvo suteikti ekonominio
naudingumo balai, mokama Zemiau nurodyto dydZio bauda:

1. Uz kriterijy ,Tiekéjo siulomo informaciniy sistemy

architekto papildoma patirtis® — 2,33 proc. nuo
nesuteikty Paslaugy vertés;
2. Uz kriterijy ~Tiekéjo siulomo Backend

Programuotojas papildoma patirtis" — 2,33 proc. nuo
nesuteikty Paslaugy verteés;

3. UzZ kriterijy ,Tiekéjo siilomo Informaciniy sistemy
analitiko papildoma patirtis® — 2,33 proc. nuo
nesuteikty Paslaugy verteés;

4, Uz kriterijy ,Tiekéjo siulomo Projekto vadovo
papildoma patirtis® — 2,33 proc. nuo nesuteikty
Paslaugy vertés;
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9.8. Tiekéjui taikomos
netesybos dél Sutarties
ivykdymo uztikrinimo
nepratesimo

Netaikoma

9.9. Tiekéjui taikoma
bauda dél Pirkéjo
simboliy, pavadinimo ir
Zenklo reklamoje ar
rinkodaroje naudojimo
reikalavimy nesilaikymo
bei draudimo naudotis
Pirkéjo sukurtais
intelektiniais veiklos
rezultatais nesilaikymo

5 procentai nuo Pradinés Sutarties vertés, nurodytos Specialiyjy
salygy 5.2 punkte.

9.10. Kitos netesybos ir
Sutarties saliy civiliné
atsakomybeé

Kitos netesybos:

9.10.1. Jei specialistas, nurodytas Specialiyjy salygy 7 skyriuje,
nesant objektyviy priezasciy (tokiy kaip specialisto nedarbingumo
ir pan.), nedalyvauja iS anksto (ne véliau, kaip prieS 2 darbo
dienas) suplanuotame susitikime, kuriame jo dalyvavimas Pirkéjo
vertinimu yra reikalingas, Tiekéjas moka 500,00 (penkiy Simty)
Eur bauda.

9.10.2. Jeigu Tiekéjas véluoja suteikti Paslaugas per Projekto
vykdymo plane-grafike nustatytus terminus, Pirkéjas nuo kitos nei
nustatytas terminas dienos Tiekéjui skaiCiuoja 0,05 procento
dydzio delspinigius uz kiekvieng uzdelsta dieng nuo laiku
nesuteikty Paslaugy ar kity sutartiniy jsipareigojimy nevykdymo
kainos be PVM.

10. ESMINES SUTARTIES SALYGOS

10.1. Esminés Sutarties
salygos

Specialiyjy salygy 12.2. p. nurodyti |sipareigojimai kuriy

nesilaikymas bus laikomas esminiu paZeidimu.

11. SUTARTIES GALIOJIMAS IR KEITIMAS

11.1. Sutarties
sudarymas ir jsigaliojimas

Si Sutartis laikoma sudaryta ir jsigalioja nuo Sutarties pasirasymo
dienos (antrosios Salies pasiraSymo dieng).

Sutartis galioja iki visiSko prievoliy jvykdymo (kol bus iSnaudota
Pradinés Sutarties verté, bet jos terminas negali buti ilgesnis kaip
86 ménesiai (jskaitant galimus Paslaugy suteikimo ir teikimo
termino pratesimus bei apmokéjimo uz Paslaugas terminus).

11.2. Sutarties galiojimo
termino pratesimas

Netaikoma

12. SUTARTIES NUTRAUKIMAS

12.1. Sutarties
nutraukimo pagrindai

Sutartis gali bdti nutraukiama radytiniu Saliy susitarimu arba
vienasaliskai, Bendrosiose sglygose nustatyta tvarka.

12.2. Esminiai Sutarties
pazeidimai

12.2.1. jeigu Tiekéjas nevykdo prisiimty jsipareigojimy uZz
Sutartyje nustatytg Sutarties kaing / jkainius;

12.2.2. jeigu Tiekéjas nepateikia Sutarties jvykdymo uztikrinimo
pratesimo ilgiau kaip 30 dieny nuo galiojancio Sutarties jvykdymo
uztikrinimo termino pabaigos Bendrosiose sglygose nustatyta
tvarka (iSskyrus pirminj Sutarties jvykdymo uztikrinima)
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(nuostata taikoma, kai Sutarties jvykdymas uztikrinamas
ir kitais, nei Sutarties 8.1.1. p. nurodytais budais);

12.2.3. jeigu paaiskeéja, kad Tiekéjas nevykdo jsipareigojimy, kurie
pasitlymy vertinimo metu pirkimo dokumentuose buvo nustatyti
kaip pasitlymy vertinimo kriterijai ir uz kuriuos Tiekéjui buvo
skiriamos reikSmeés, kai pasillymas vertintas pagal kainos /
sgnaudy ir kokybés santykj ir Tiekéjas per 30 kalendoriniy dieny
neiStaiso pazeidimy (nuostata taikoma, kai pasiillymas
vertintas pagal kainos / sanaudy ir kokybés santykj);
12.2.4. jeigu Tiekéjas nesilaiko Sutartyje nustatyty Paslaugy
teikimo terminy 2 (du) kartus iS eilés arba véluoja suteikti
Paslaugas daugiau nei 20 darbo dieny nuo Sutartyje nustatyto
Paslaugy suteikimo termino;

12.2.5. jeigu Tiekéjas pazeidzia Paslaugy suteikimo terminus ir
priskaiiuoty netesyby uz vélavimg suma virsija 20 proc. Pradinés
sutarties vertés;

12.2.6. Tiekéjas pazeidzia Paslaugy suteikimo terminus ir dél
Paslaugy suteikimo vélavimo Paslaugos tampa nebereikalingos;
12.2.7. Tiekéjas daugiau kaip 2 kartus suteikia Paslaugas, kurios
neatitinka Sutartyje ir (ar) jstatymuose nustatyty reikalavimy
Paslaugoms;

12.2.8. Tiekéjo kvalifikacija tapo nebeatitinkancia pirkimo
dokumentuose nustatyty Sutarties tinkamam vykdymui butiny
reikalavimy ir Sie neatitikimai nebuvo istaisyti per 10 darbo dieny
nuo kvalifikacijos tapimo neatitinkanCia dienos (nuostata
taikoma, kai pirkimo dokumentuose buvo nustatyti
reikalavimai tiekéjy kvalifikacijai);

12.2.9. Tiekéjas pazeidzia Sios Sutarties nuostatas,
reglamentuojancias konkurencijg, intelektinés nuosavybés ar
konfidencialios informacijos valdyma;

12.2.10. Tiekéjas pazeidzia Bendryjy salygy nuostatas dél
Sutarties vykdymui pasitelkiamy naujy subtiekéjy ir (ar)
specialisty / esamy subtiekéjy ir (ar) specialisty keitimo;

12.2.11. Tiekéjas ir (ar) jungtinés veiklos partneris (jei taikoma),
ir (ar) subtiekéjas (jei taikoma) Paslaugy, kurioms Sutartyje
nustatyti aplinkos apsaugos vadybos sistemos reikalavimai,
teikimo metu, neturi galiojancio aplinkos apsaugos vadybos
sistemos sertifikato, ir (ar) nepateikia sertifikato pratesimo
(nejsigyja  naujo) (nuostata taikoma, kai pirkimo
dokumentuose buvo nustatyti aplinkos apsaugos vadybos
sistemos reikalavimai);

12.2.12. Tiekéjas 2 (du) kartus paZeidzia esmine Sutarties salygg;
12.2.13. paaiskéjo, kad su Tiekéju neturéjo biti sudaryta Sutartis
del to, kad Europos Sajungos Teisingumo Teismas procese pagal
Sutarties dél Europos Sajungos veikimo 258 straipsnj pripazino,
kad nebuvo jvykdyti jsipareigojimai pagal Europos Sajungos
steigiamasias sutartis ir Direktyvg 2014/24/ES;
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12.2.14. Lietuvos Respublikos Vyriausybé Nacionaliniam saugumui
uztikrinti svarbiy objekty apsaugos jstatymo nustatyta tvarka
priima sprendimg, patvirtinantj, kad Sutartis (jo pakeitimas)
laikoma kelianCia rizikg ar neatitinka nacionalinio saugumo
interesy;

12.2.15. Sutartis buvo pakeista pazeidziant VieSujy pirkimy
jstatymo 89 straipsnj;

12.2.16. paaiskéjo, kad Tiekéjas, su kuriuo sudaryta Sutartis,
turéjo buti pasalintas iS Pirkimo procediros pagal VieSyjy pirkimy
jstatymo 46 straipsnio 1 dalj;

12.2.17. paaiskéjo Viesyjy pirkimy jstatymo 37 straipsnio 9 dalyje,
45 straipsnio 2! dalyje ir (ar) 47 straipsnio 9 dalyje nurodytos

aplinkybeés.
13. APLINKOS APSAUGOS IR SOCIALINIAI KRITERIJAI
13.1. Su perkamomis Netaikoma
paslaugomis susije
aplinkos apsaugos
kriterijai
13.2. Su perkamomis Netaikoma

Paslaugomis susije
socialiniai kriterijai

14. BENDRUYJU SALYGY PAKEITIMAI IR PAPILDYMAI

14.1.

Salys susitaria pakeisti Sutarties Bendryjy salygy 1.3.1 punkta ir
iSdéstyti jj nauja redakcija:

»1.3.1. Sutartj sudarantys dokumentai turi bati suprantami kaip
papildantys vienas kitg. Bet kokio Sutarties dokumenty salygy
neatitikimo ar neaiSkumo atveju, toks neatitikimas ar neaiSkumas
pasalinamas dokumentus aiskinant tokia eilés tvarka:

1.3.1.1. Specialiosios salygos

1.3.1.2. Techniné specifikacija;

1.3.1.3. Bendrosios saglygos;

1.3.1.4. Pirkimo dokumentai (iSskyrus technine specifikacija);
1.3.1.5. Pasiulymas;

1.3.1.6. Kiti Specialiosiose sglygose iSvardinti priedai."

14.2.

Sutarties Bendrosiose sglygose nurodytos alternatyvios nuostatos
(su prierasu ,jei taikoma" ir pan.) taikomos tik tokiu atveju, jeigu
jos konkreciai apraSomos Sutarties Specialiosiose sglygose.

14.3.

Salys susitaria papildyti Sutarties Bendrasias salygas nurodytu
punktu, taciau kity punkty numeracijos nekeisti:

,17.7. Tiekéjui rekomenduojama vykdant Sutartj laikytis VieSyjy
pirkimy tarnybos parengto Tiekéjy etikos kodekso nuostaty!.
Tiekéjas jsipareigoja uztikrinti Tiekéjy etikos kodekso 35-37 p.
nuostaty laikymasi visg Sutarties galiojimo laikotarpj."

14.4.

Tuo atveju jei bus gautas Nacionaliniam saugumui uztikrinti
svarbiy objekty apsaugos koordinavimo komisijos situlymas, Salys
susitaria papildyti Sutarties Bendrasias salygas nurodytu punktu,
taciau kity punkty numeracijos nekeisti:

! Viesyjy pirkimy tarnybos parengtas Tiekéjy

etikos kodeksas, https://vpt.Irv.lt/media/viesa/saugykla/2024/1/w2fscibRf-4.pdf
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»16.5. Tiekéjas jsipareigoja neteikti jokios informacijos Rusijos
Federacijos, Baltarusijos Respublikos, Kinijos Liaudies Respublikos
subjektams (ar jiems atstovaujantiems asmenims) ir uztikrinti, kad
Siy valstybiy subjektai nebity pasitelkiami dalyvauti Sioje Sutartyje
jokiomis formomis."

Arba nurodomas kitas Nacionaliniam saugumui uztikrinti svarbiy
objekty apsaugos koordinavimo komisijos situlymas (jei toks bus
gautas).

14.5.

Salys susitaria pakeisti Sutarties Bendryjy salygy 17.2. punktg ir
iSdéstyti jj nauja redakcija:

».17.2. Netesyby sumokéjimas ir (ar) Sutarties jvykdymo
uztikrinimo gavimas nepanaikina Salies teisés reikalauti, kad kita
Salis kompensuoty jos patirtus tiesioginius nuostolius ar Zalg bei
papildomas islaidas. SIO]e Sutartyje nustatytos netesybos yra
laikomos minimaliais, nelrodlnetlnals Saliy nuostoliais. Kiekviena i$
Sallq turi teise gauti i$ kitos Salies nuostoliy, atsiradusiy dél kitos
Salies netinkamo jsipareigojimy pagal Sutartj vykdymo ar
nevykdymo, nevirSijant Pradinés sutarties vertés, jei teisés aktai
nenumato, kad privalo buti kompensuota didesné suma. Siame
punkte numatytas atsakomybés ribojimas netaikomas, jei Zala
atsirado dél konfidencialumo jsipareigojimy, asmens duomeny
apsauga reglamentuojanciy teisés akty ar intelektinés nuosavybés
teisiy pazeidimo."

14.6.

Salys susitaria papildyti Sutarties Bendrasias salygas nurodytu
punktu, taciau kity punkty numeracijos nekeisti:

»3.2.15 Uzsakovas netikrina specialisty atitikties Pirkimo
dokumentuose nustatytiems kvalifikacijos reikalavimams, jeigu
pasitelkiami papildomi specialistai, nurodyti Sutarties Specialiyjy
salygy 7.5 punkte".

15. SUTARTIES PRIEDAI

15.1. Priedas Nr. 1 Bendrosios sglygos
15.2. Priedas Nr. 2 Techniné specifikacija
15.3. Priedas Nr. 3 Pasiulymas
15.4. Priedas Nr. 4 Paslaugy perdavimo-priémimo akto forma
15.7. Priedas Nr. 5 Defekty aktas
15.5. Priedas Nr. 6 Asmens duomeny tvarkymo susitarimas
15.6. Priedas Nr. 7 Susitarimas dél taikomy organizaciniy ir techniniy kibernetinio
saugumo reikalavimy .
] 16. SALIY ATSTOVY PARASAT
PIRKEJAS TIEKEJAS

Generalinis direktorius -

Generalinis direktorius ~

(parasas)

(parasas)




Paslaugy viesojo pirkimo—pardavimo sutarties specialiosios dalies Nr. ST-
Priedas Nr. 4

(perdavimo—priémimo akto forma)
PASLAUGU perdavimo—priémimo aktas

Nr.

(sudarymo vieta)
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GENERAL CONDITIONS OF THE CONTRACT FOR THE PUBLIC PROCUREMENT-SALE OF THE
SERVICES

1. BASIC CONCEPTS, DEFINITONS AND INTERPRETATION OF THE CONTRACT
1.1.Concepts and definitions

1.1.1. The capitalised terms used in the Contract shall have the meaning as provided below:

1.1.1.1. General Conditions shall mean the part of the Contract, which is referred to as ‘General
Conditions of the Contract for the Public Procurement-Sale of the Services’;

1.1.1.2. Buyer shall mean a person named as the Buyer in the Special Conditions who procures the
Services specified in the Special Conditions and Annexes to the Contract;

1.1.1.3. Initial Contract Value shall mean the value indicated in the Special Conditions excluding
Value-Added Tax (hereinafter referred to as the VAT);

1.1.1.4. Services shall mean the services specified in the Special Conditions and the Annexes to the
Contract. The term ‘Services’ used in the Contract shall include all activities related to the provision of
the Services, including, but not limited to, the provision of the Services, transfer of their results,
elimination of defects, supply of products and submission of the documents related to the Services
(instructions, certificates, etc.) if this is provided for in the Contract, or is necessary for the creation and
transfer of the Service results to the Buyer;

1.1.1.5. Statement of Transfer and Acceptance of the Services shall mean the document by
which the Provider transfers and the Buyer accepts the Services and/or the Service results, and by which
the Parties certify that the provided Services meet the specified requirements. If the Contract provides
for the phased provision of the Services or their provision in periods, the Statement of Transfer and
Acceptance of the Services may be concluded for each phase or period separately;

1.1.1.6. Service Defects shall mean non-compliance of the quality of the provision or the Service
results identified by the Buyer or/and third parties at any time during the Contract or during the warranty
period of the Services with the requirements of the Contract or/and laws and other legal acts, hidden
defects, disruptions in the operation, etc., which would prevent the use of the Service results for the
purpose the Buyer intended to use them (the Services), or which would reduce the benefits and
efficiency of the Services in such a way that the Buyer, knowing of such defects, would not have
procured the Services at all, or would not have paid such a price for the Services;

1.1.1.7. Invoice shall mean the invoice, VAT invoice or other payment document issued by the Provider
and submitted to the Buyer for payment for the Services duly delivered by the Provider and accepted
by the Buyer. If the Contract provides for the phased provision of the Services or their provision in
periods, the Invoice may be issued for each phase or period separately;

1.1.1.8. Special Conditions shall mean the part of the Contract, which is referred to as ‘Special
Conditions of the Contract for the Public Procurement-Sale of the Services’ and which contains terms
and conditions (such as the Initial Contract Value, time limits for the provision of the Services, etc.) and
other specific data (such as Parties, Services, etc.) describing procurement of a Procurement object,
listed annexes, as well as specified changes and supplements to the General Conditions (if any);
1.1.1.9. Arrangement shall mean a document concluded by the Parties in the course of amending the
terms and conditions of the Contract to the extent permitted by the Law on Public Procurement;
1.1.1.10. Contract Price shall mean the amount payable to the Provider under the Contract, including



any mandatory fees, charges and costs;

1.1.1.11. Conditions of the Contract shall mean General Conditions and Special Conditions
together;

1.1.1.12. Contract shall mean a Contract for the Public Procurement-Sale of the Services consisting
of the Conditions of the Contract, annexes and arrangements listed in the Special Conditions;

1.1.1.13. Party shall mean the Buyer or the Provider, each individually, depending on the context;
1.1.1.14. Parties shall mean the Buyer and the Provider jointly;

1.1.1.15. Provider shall mean a person named as a provider in the Special Conditions who provides
the Services referred to in the Special Conditions;

1.1.1.16. Order shall mean a written order of the Buyer for the provision of the Services sent to the
Provider (as a text message, e-mail, via the information system specified by the Buyer, etc.). The Order
shall be sent by the means and to the contacts specified in the Special Conditions and shall be considered
properly sent and received in accordance with the procedure laid down in the Special Conditions;
1.1.1.17. Law on Public Procurement shall mean the Law of the Republic of Lithuania on Public
Procurement.

1.1.1.18. The meanings of other capitalised terms in the Contract shall be specified in the text of the
Agreement.

1.1.2. Concepts not defined in the Contract shall be understood and interpreted as defined by the Law
on Public Procurement and other laws and legal acts in force at the time of conclusion and performance
of the Contract.

1.1.3. Other concepts and definitions used in the Contract shall have a general meaning or a special
meaning closest to the nature of the Contract unless otherwise specified and explained in the Contract.

1.2. Interpretation of the Contract

1.2.1.The Contract shall be concluded and interpreted in accordance with legal acts of the Republic of
Lithuania.

1.2.2.If the General Conditions and/or Special Conditions contradict the requirements of the Law on
Public Procurement and other legal acts, the provisions of the Law on Public Procurement and other
legal acts shall apply.

1.2.3.A day in the Contract shall mean a calendar day.

1.2.4.A working day in the Contract shall mean any day, except Saturday, Sunday and holidays in
Lithuania as indicated in the Labour Code of the Republic of Lithuania.

1.2.5.Time limits under the Contract shall be estimated in years, months, weeks, weekdays, calendar
days, hours and minutes.

1.2.6.Qualification, reliance on the capacities of other economic operators, scope of the Services, review
shall be understood as laid down in the Law on Public Procurement and the secondary legislation.
1.2.7.Where the requirement of a Statement on the Transfer and Acceptance of the Services as a
separate document is not mandatory, the Parties shall agree thereon and expressly refer thereto in the
Special Conditions: Invoice shall be deemed to be the Statement on the Transfer and Acceptance of the
Services. In cases where an Invoice is issued and the Statement on the Transfer and Acceptance of the
Services is not signed, provisions of the Contract on the issue of the Statement on the Transfer and
Acceptance of the Services shall also apply to the issue of Invoice.

1.2.8.To inform, notify, warn or respond shall mean to provide information, notification, warning or
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response in accordance with the procedure laid down in the General and/or Special Conditions.
1.2.9.To approve shall mean to submit a written confirmation or to sign the document without
reservation or subject to reservation unless the person, when signing the document, states that they
refuse to approve it.

1.2.10. Unless otherwise stated in the Contract, words used in singular form shall also mean plural
form and vice versa; words of one family shall include the corresponding words of another family; the
word ‘person’ shall mean both natural persons and legal entities.

1.2.11. If the meaning expressed in numbers and words differs in the Contract, the meaning given in
words shall be adhered to.

1.2.12. 1If references to legal acts are provided, the updated versions of the legal acts must be applied
unless otherwise specified.

1.3.Primacy of documents

1.3.1.The documents constituting the Contract shall be understood as complementing each other. In
the event of any inconsistency or ambiguity in the conditions of the Contract documents, such
inconsistency or ambiguity shall be eliminated by interpreting the documents in the following order of
priority:

1.3.1.1. Technical Specification;

1.3.1.2. Special Conditions;

1.3.1.3. General Conditions;

1.3.1.4. Procurement documents (except for Technical Specification);

1.3.1.5. Tender bid;

1.3.1.6. Other annexes listed in Special Conditions.

1.3.2. In the event the Conditions of the Contract are changed by the Arrangement of the Parties, the
newly agreed Conditions of the Contract shall prevail over the modified ones.

1.3.3.If the Parties conclude an Arrangement on the addition of a new condition to the Conditions of
the Contract or to the Annex, in the event of inconsistency or ambiguity, such a condition shall have
primacy over the other Conditions of the Contract or other conditions of that Annex as appropriate.
1.3.4.If the Parties agree on a new Annex, the Parties shall agree on the ranking of the new Annex in
the list of Annexes and its significance for the interpretation of the Contract. If a new Annex is inserted
into the list of Annexes, it shall be assigned a sequence number with the upper index, considering the
order of priority and importance of Annexes (e.g. Annex No 4!).

2. SUBJECT-MATTER OF THE CONTRACT

2.1. The Provider undertakes to provide the Services, which comply with the requirements of the
Contract, under the conditions and in accordance with the procedure laid down in the Contract to the
Buyer, and the Buyer undertakes to accept the Services, which comply with the conditions of the
Contract and have been properly provided, and to pay the Provider the price specified in the Contract
under the conditions and procedure laid down therein.

2.2. When performing the Contract, the Parties undertake to comply with all the requirements of laws
and other legal acts applicable to the performance of the Contract. A Party shall have the right to require
the other Party to comply with all the requirements of laws and legal acts applicable to the performance



4

of the Contract. None of the conditions of the Contract shall be and may not be construed as a waiver
by the Buyer of any other rights and guarantees established in laws or other legal acts and not covered
in the Contract regarding the improper provision or quality of the Services, or as a waiver by the Provider
of other rights and guarantees established in laws or other legal acts and not covered in the Contract
regarding the receipt of payment for the Services.

2.3. The Provider shall ensure that the Services meet the requirements of the Technical Specification
and conditions of the Provider’s tender bid, are of high quality, delivered in a timely and appropriate
manner in accordance with the terms and conditions of the Contract and in such a way that it is the
most responsive to the interests of the Buyer, in accordance with the best generally accepted
professional, technical standards and practices, using all the necessary skills and knowledge.

3. PROVIDER AND OTHER PERSONS INVOLVED FOR THE PERFORMANCE OF THE
CONTRACT

3.1.Qualifications and other obligations assumed by the Provider in the tender bid

3.1.1.The Provider shall be responsible for ensuring that they are competent, reliable and capable
(including the capacity of the economic operators whose capacity the Provider relies on) of fulfilling the
requirements of the Contract throughout the term thereof:

3.1.1.1. Have the right to engage in the activities necessary for the performance of the Contract; Upon
the Buyer’s request, the Provider shall provide documents proving that the Contract is performed only
by persons entitled to do so;

3.1.1.2. Meet the mandatory requirements laid down in the Procurement documents for the qualification
of tenderers and do not have grounds for exclusion laid down in the Procurement documents;

3.1.1.3. Comply with the obligations set out in the tender bid, including, but not limited to, values and
parameters of the qualitative, environment and/or social criteria (hereinafter referred to as the
Qualitative Criteria) set out in the Procurement documents. The procedure for checking compliance
with the obligations referred to in this point shall be laid down in the Specific Conditions;

3.1.1.4. Ensure the imposition of the established quality management system and/or environmental
management system standards, where required by the Procurement documents, and have the
supporting documents;

3.1.1.5. Comply with the interests of national security and not to be registered (permanently residing
or having citizenship) in the countries or territories deemed to be unreliable if such requirements were
established in the Procurement documents.

3.1.2.In the event the Provider is a group of providers operating under the joint venture agreement,
they shall be jointly and severally liable to the Buyer for the performance of the Contract. If the Provider
relies on the capacities of economic operators to meet the requirements of financial and economic
capacity, the Provider shall be jointly and severally liable with such economic operators for the
performance of the Contract (if required in the Procurement documents).

3.1.3.The Provider shall also be responsible for ensuring that they, the sub-providers and specialists
directly engaged in the Contract comply with the professional qualifications and other requirements laid
down by laws and other legal acts and/or Procurement documents and have the right to engage in the
activities for which they are engaged.



3.2. The use and replacement of sub-providers and specialists

3.2.1.The Provider undertakes to ensure that the Contract will be performed by the sub-providers and/or
specialists who meet the requirements set out in the Procurement documents. The actions of these
persons in the performance of the Contract shall have the same consequences and liability to the
Provider as their own actions. The Provider shall be responsible for the acts or omissions of its sub-
providers and specialists.

3.2.2.Sub-providers and/or specialists involved for the performance of the Contract (if involved) shall
be specified in the Special Conditions.

3.2.3.The Provider may change and/or involve the sub-providers and/or specialists specified in the
Contract in cases and following the procedure specified in this Section of the Contract.

3.2.4. A new sub-provider or a specialist may begin to fulfil their obligations assigned by the Provider
under the Contract no earlier than the date of signature of the Arrangement.

3.2.5. If the Provider involves a hew sub-provider or replaces the existing sub-provider or the specialist
without a written consent of the Buyer, or contractual obligations are performed by sub-providers or
specialists who do not meet the qualification requirements established in the Procurement documents,
quality management system and/or environmental management system standards, the requirements
on the absence of grounds for exclusion, compliance with national security interests and requirements
not to be registered (permanently residing or having citizenship) in the countries or territories deemed
to be unreliable (if applicable) as well as the conditions specified in the tender bid to justify the
qualitative criteria set out in the Procurement documents (if applicable), the Provider shall be subject
to a penalty charge established in the Special Conditions.

3.2.6. The Provider shall have the right to involve new sub-providers for the performance of the Contract
who were not specified in Special Conditions and whose capacity has not been used to justify the
qualification requirements provided for in the Procurement documents.

3.2.7. Upon conclusion of the Contract but not later than the commencement of performance of the
Contract, the Provider undertakes to inform the Buyer of the hames, code of legal entity, contact details
and representatives of the sub-providers known at that time whose capacity has not been used by the
Provider to justify the qualification requirements provided for in the Procurement documents.

3.2.8. The Provider may, at any time during the performance of the Contract, change sub-providers
whose capacity has not been used by the Provider to justify the qualification requirements provided for
in the Procurement documents at its own discretion.

3.2.9. The Provider shall inform the Buyer of the involvement and/or change of a new sub-provider
whose capacity the Provider has not relied on to justify the qualification requirements provided for in
the Procurement documents at any time during the performance of the Contract and not later than 5
(five) working days before the involvement and/or change thereof. The Buyer (if applicable in the
Procurement documents) must check the absence of grounds for exclusion of the sub-provider and the
sub-provider’s compliance with national security interests and requirements not to be registered
(permanently residing or having citizenship) in the countries or territories deemed to be unreliable. If
the situation of the sub-provider does not meet at least one of the said requirements, the Buyer shall
require the replacement of the sub-provider by someone who meets the requirements. The Buyer shall
inform the Provider in writing within 5 (five) working days of the consent to use and/or replace a new
sub-provider whose capacity the Provider has not relied on in support of the qualification requirements



6

provided for in the Procurement documents. When the Buyer has agreed, the Parties shall sign an
Arrangement, which shall be considered an integral part of the Contract.

3.2.10. The sub-providers whose capacity the Provider has relied on to meet the qualification
requirements established in the Procurement documents may be changed only in the following cases:
3.2.10.1. Where a sub-provider is subject to insolvency proceedings or out-of-court bankruptcy
proceedings, they become insolvent or there is a probability of insolvency, they suspend economic
activity or when similar situations arise in accordance with the procedure laid down in laws and other
legal acts;

3.2.10.2. Where a sub-provider is no longer able to fulfil all or part of the obligations provided for in the
Contract for objective reasons (e.qg. if the sub-provider refuses to participate in the performance of the
Contract, if legal relationship with the Provider is terminated, etc.).

3.2.10.3. The Provider or the sub-provider must replace the sub-provider if it appears that they do not
meet the requirements established in the Procurement documents.

3.2.11. The specialists of the Provider (or sub-providers) who are going to perform the Contract may
be replaced in the following cases:

3.2.11.1. At the initiative of the Provider for objective reasons (such as holidays, illness, termination of
employment relations, etc.) after provision of the data on a new specialist who is going to be appointed
and their qualifications as well as documents proving compliance with other requirements established
in the Procurement documents;

3.2.11.2. At the initiative of the Buyer if the Buyer has reasonable suspicions that the specialist
appointed by the Provider for the performance of the Contract is not competent to perform the
prescribed duties.

3.2.11.3. The Provider or the sub-provider must replace the specialist if it appears that they do not meet
the requirements established in the Procurement documents.

3.2.12. A new specialist and/or sub-provider must meet the requirements for the specialist and/or sub-
provider provided for in the Procurement documents at the time of the submission of the Provider’s
request to replace the specialist and (or) sub-provider.

3.2.13. The Provider shall provide the Buyer with the following documents not later than 5 (five) working
days before the planned replacement of the sub-provider whose capacity the Provider has relied on to
meet the qualification requirements established in the Procurement documents, and/or the specialist:
3.2.13.1. A reasoned written request to change a sub-provider and/or a specialist, explaining the
reasons of replacement. The Buyer shall reserve the right to request evidence to support the reasons
of replacement;

3.2.13.2. Documents proving the qualification of a new sub-provider and/or specialist, compliance with
the required quality management system and/or environmental management system standards (if
applicable), the absence of grounds for exclusion and compliance with national security interests and
requirements not to be registered (permanently residing or having citizenship) in the countries or
territories deemed to be unreliable (if applicable) in accordance with the requirements of the Contract.
3.2.14. Upon receipt of the Provider’s request along with other documents specified in the Contract, the
Buyer shall evaluate the possibilities of replacement within 5 (five) working days and inform the Provider
in writing of the consent to replace the sub-provider whose capacity the Provider relied on to meet the
qualification requirements provided for in the Procurement documents and/or the specialist. When the
Buyer has agreed, the Parties shall sign an Arrangement, which shall be considered an integral part of
the Contract.



3.3. Replacement of joint venture partners

3.3.1. The Provider, performing the Contract as a group of providers within the framework of joint
activity agreement, shall have the right to eliminate a joint venture partner (hereinafter referred to as
the Partner) if due to objective and reasonable circumstances the Partner is no longer able to perform
the Contract, including, but not limited to cases where the Partner does not comply with the provisions
of the Law on Public Procurement or other legal acts, poses a threat to national security; the Partner
has been imposed international sanctions within the meaning of the Law on International Sanctions of
the Republic of Lithuania (hereinafter referred to as the Law on Sanctions); the Partner is in difficult
financial situation resulting in the non-performance of the Contract and/or refusal to perform it; or other
objective reasons for the withdrawal of the Partner from the joint venture agreement has arisen.
3.3.2. The Provider, performing the Contract as a group of providers within the framework of joint
activity agreement, shall have the right to replace the Partner if, due to reorganisation, restructuring or
bankruptcy proceedings, the rights and obligations of the original Partner are wholly or partly taken
over by the other Partner. Such replacement of the Partner shall not lead to other substantial changes
to the Contract and shall not be aimed at avoiding the application of the Law on Public Procurement
and other legal acts.

3.3.3. The Provider shall submit to the Buyer the following documents not later than 10 (ten) working
days before the intended replacement or elimination of the Partner:

3.3.3.1. A reasoned written request to change the composition of the Provider and evidence justifying
at least one circumstance for elimination of the Partner or its replacement specified in the Contract;
3.3.3.2. A draft of the new joint venture agreement or the draft amendment to the existing joint venture
agreement stating that, if the Partner withdraws, the obligations of the withdrawing Partner are fully
taken over by the remaining Partner and/or a newly involved Partner;

3.3.3.3. Documents confirming the qualification of the remaining Partner or a newly involved Partner
and, if applicable, documents proving the requirements of quality management and/or environmental
management system standards. In all cases, the qualification of the remaining Partner or a new Partner
must not be lower than that of the withdrawing Partner (meeting the qualification requirements
established in the Procurement documents, which were met by the withdrawing Partner and meeting
the qualification of specialists specified in the tender bid of the withdrawing Partner and other conditions
to support the qualitative criteria established in the Procurement documents (if applicable). Where a
new Partner is involved, documents shall also be provided, in accordance with the requirements
specified in the Procurement documents, justifying the absence of grounds for exclusion of the Partner
involved and compliance with national security interests and requirements not to be registered
(permanently residing or having citizenship) in the countries or territories deemed to be unreliable (if
applicable).

3.3.4. Upon receipt of the Provider’s request with other documents specified in the Contract, the Buyer
shall evaluate the possibilities of replacement within 10 (ten) working days and inform the Provider in
writing about the consent to eliminate or replace the Partner or about the rejection of the request.
When the Buyer has agreed, the Parties shall sign an Arrangement, which shall be considered an integral
part of the Contract. Before signing the Arrangement, the Buyer shall be provided with a copy or
transcript of the new joint venture agreement or amendment of the existing joint venture agreement.
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3.4. Agreements on direct payment to sub-providers

3.4.1.If the sub-providers so request, the Buyer shall pay them directly. The Buyer shall provide for the
direct payment option to the sub-providers specified in the Contract under the following conditions and
procedure:

3.4.1.1. Upon conclusion of the Contract and not later than the commencement of performance of the
Contract, the Provider undertakes to inform the Buyer in writing of the names, contact details and
representatives of the sub-providers known at that time. The Buyer shall also require the Provider to
inform about the changes in the said information during the entire performance of the Contract;
3.4.1.2. The Buyer shall inform sub-providers in writing about the direct payment option not later than
within 3 (three) working days from the date of receipt of the information specified in point 3.4.1.1 of
the General Conditions;

3.4.1.3. To take advantage of such an opportunity, the sub-provider shall submit a written request to
the Buyer. Where the sub-provider expresses its wish to make use of the direct payment option, a
tripartite agreement shall be concluded between the Buyer, the Provider and that sub-provider, which
describes the procedure for direct payment to the sub-provider, considering the requirements set out
in the Contract and the sub-provision agreement;

3.4.1.4. The direct payment option to sub-providers shall not relieve the Provider of the responsibility
for the performance of the Contract.

4. COOPERATION BETWEEN THE PARTIES
4.1. Duty of cooperation between the Parties

4.1.1.In the performance of the Contract, the Parties shall cooperate to the fullest extent possible and
exchange information promptly, as well as submit written notifications of the occurrence or existence
of any event, condition or circumstance, which may affect the performance of the Contract or cause its
breach, to each other without delay.

4.1.2.The Parties undertake to ensure that they provide each other with documents and/or other
information necessary for the proper performance of their obligations under the Contract.

4.1.3.If a Party encounters an obstacle to the implementation of the Contract, it shall immediately but
not later than within 5 (five) working days warn the other Party of such obstacles and take all reasonable
measures within its power to remove those obstacles.

4.2. Contact persons

4.2.1.Each Party must appoint a contact person responsible for the performance of the Contract (e.g.,
acceptance of the Service result, delivery and receipt of Orders, etc.) at the time of conclusion of the
Contract and specify their contact details in the Special Conditions.

4.2.2.1In the event a Party wishes to revoke the designated contact person and appoint another person
or wishes to appoint another person to perform the contact person’s functions during the period of
temporary inability of the contact person to perform its functions, the Party must inform the other Party
thereof in advance and provide the other Party with the contact details of such person: name, surname,
e-mail and telephone number.
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4.2.3.In the event it becomes apparent that the contact person of a Party is temporarily unable to
perform its duties (due to illness, injury or other unforeseen reasons), the Party must immediately but
not later than the next working day appoint another contact person to perform the functions of the
contact person on a temporary basis and notify the other Party. In the event of replacement of the
persons performing the functions of contact persons, the Arrangement shall not be concluded in
accordance with point 20.5 of the General Conditions.

5. DOCUMENTS PROVIDED DURING THE PERFORMANCE OF THE CONTRACT

5.1. If the Provider has to prepare and/or provide the Buyer with instructions for the use of the Service
results, they must be clear and detailed so that the Buyer can properly use the Service results following
the said instructions.

5.2. In the event training and/or testing is required under the Contract, the Provider shall send
instructions for use prior to such training and/or testing to the Buyer, and it shall revise and supplement
the instructions for use after training and/or testing, having considered the progress and results of
training and/or testing.

5.3. If the documents necessary for the use of the Service results require translation, the Provider
shall bear the costs thereof. If the Provider translates the documents necessary for the use of the
Service results independently, it shall be responsible for the accuracy of translation of these documents.

6. COMPLETION OF PROVISION OF THE SERVICES AND ACCEPTANCE OF THE SERVICE
RESULTS

6.1. Completion of provision of the Services

6.1.1.Provision of the Services shall be deemed to have been completed when all the following
conditions are met:

6.1.1.1. The Provider has provided all Services in accordance with the requirements of the Contract as
well as laws and other legal acts;

6.1.1.2. The Provider has transferred to the Buyer all necessary documentation, including instructions
for use, certificates and guarantees (if required);

6.1.1.3. The Provider has trained the Buyer’s staff on how to use the Service result (if required);
6.1.1.4. The Statement on the Transfer and Acceptance of the Services or Statements on the Transfer
and Acceptance of the Services have been signed in case the Services are to be provided in phases or
in periods, or any other document provided for in the Contract has been signed and the Services are
deemed to have been accepted from signature of the said document;

6.1.1.5. The Provider has fulfilled other conditions provided for in the laws and other legal acts, in the
Contract and the tender bid, which must be fulfilled to consider the provision of the Services to be
completed and has provided the Buyer with documents proving this.

6.2. Transfer and acceptance of the Services, which are provided once, periodically or
upon the Buyer’s Order

6.2.1.The Provider must provide the Services and transfer the Service result to the Buyer (if applicable),
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and the Buyer must accept the good quality Services that meet the requirements of the Contract and
laws as well as other legal acts. The Services must be provided in the manner and within the time limits
specified in the Special Conditions.

6.2.2.The Service result shall be transferred to the Parties by signing the Statement on the Transfer
and Acceptance of the Services, which is executed in 2 (two) copies with the same legal effect (except
where the Statement on the Transfer and Acceptance of the Services is signed with a secure electronic
signature, one for each Party). Where the requirement of a Statement on the Transfer and Acceptance
of the Services as a separate document is not mandatory, the Parties shall agree thereon and expressly
refer thereto in the Special Conditions: Invoice shall be deemed to be the Statement on the Transfer
and Acceptance of the Services.

6.2.3.Upon provision of the Services by the Provider, the Buyer shall check them and must:

6.2.3.1. Not later than within 5 (five) workings days from the actual provision of the Services and the
submission of the Statement on the Transfer and Acceptance of the Services, accept the Service result
by signing the Statement on the Transfer and Acceptance of the Services; or

6.2.3.2. Accept the Service result with reservations by signing the Statement on the Transfer and
Acceptance of the Services and the Defect Report produced during check of the Services where the
Buyer must indicate defects in the Services or shortcomings in the documents provided by the Provider,
which were noticed during the acceptance process of the Services and set forth the procedure for
eliminating those defects or shortcomings (hereinafter referred to as the Defect Report); or

Refuse to accept the Service result and to hand over (or send) the Defect Report on defective Services
or part thereof to the Provider.

6.2.4.The Statement on the Transfer and Acceptance of the Services shall specify the date on which
the Provider provided the Services and all the necessary documents.

6.2.5.If defects in the Services are identified, which cannot be considered as non-compliance with the
requirements set out in the Contract, and their elimination does not prevent the Buyer from using the
Service result for the intended purpose, the Buyer may accept the Services with reservations, produce
a Defect Report and set reasonable time limits for the Provider to eliminate defects in the Services. The
Provider shall eliminate defects in the Services within reasonable term limits specified by the Buyer in
accordance with Section 7.3 of the General Conditions ‘Elimination of defects in the Services'. If the
Provider misses time limits for the elimination of defects in the Services, the provisions of Section 7.4
of the General Conditions ‘Buyer’s rights in case the Provider did not eliminate defects in the Services’
shall apply.

6.2.6.If the Buyer fails to submit (send) the Defect Report to the Provider within 5 (five) working days
from receipt of the Statement on the Transfer and Acceptance of the Services, it shall be deemed that
the Buyer has accepted the Services and has no claims against them.

6.2.7.The risk of loss or damage, or accidental destruction of the products related to the Services shall
pass to the Buyer from to the Provider at the moment of actual acceptance of the Services.

6.2.8.The Buyer shall have the right to use the Service result only after signing the Statement on the
Transfer and Acceptance of the Services.

6.2.9. If the Provider has provided the Services prior to the deadline specified in the Special Conditions
for the provision of the Services but they have defects, and the Provider has failed to eliminate these
defects by the deadline for the provision of the Services specified in the Special Conditions, the Provider
shall be subject to penalty charges specified in the Special Conditions until the date of provision of the
adequate Services.
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6.3. Transfer and acceptance of the Services provided in phases

6.3.1. The Provider must provide the Services and transfer the Service result to the Buyer in phases,
and the Buyer must accept the good quality Services that meet the requirements of the Contract and
laws as well as other legal acts provided at a specific phase. The Services shall be provided in phases
in accordance with the sequence of phases and deadlines specified in the Special Conditions.
6.3.2.The Service result provided at a specific phase shall be transferred to the Parties by signing the
Statement on the Transfer and Acceptance of the Services, which is executed in 2 (two) copies with the
same legal effect (except where the Statement on the Transfer and Acceptance of the Services is signed
with a secure electronic signature, one for each Party). Where the requirement of a Statement on the
Transfer and Acceptance of the Services as a separate document is not mandatory, the Parties shall
agree thereon and expressly refer thereto in the Special Conditions: Invoice shall be deemed to be the
Statement on the Transfer and Acceptance of the Services.

6.3.3. The Buyer shall sign each Statement on the Transfer and Acceptance of the Services provided
that all previous phases have been accepted, unless otherwise specified in the Special Conditions.
6.3.4. After provision of the Services at all phases, i.e. after completion of the Services, a final Statement
on the Transfer and Acceptance of the Services shall be signed.

6.3.5.After the Provider has provided the Services at a specific phase, the Buyer shall verify the Service
result and must:

6.3.5.1. Not later than within 5 (five) working days from the actual provision of the Services at a specific
phase and submission of the Statement on the Transfer and Acceptance of the Services, accept the
Service result of a specific phase by signing the Statement on the Transfer and Acceptance of the
Services; or

6.3.5.2. Accept the Service result at a specific phase with reservations by signing the Statement on the
Transfer and Acceptance of the Services and the Defect Report produced during the check of the Service
phase where the Buyer must indicate defects in the Services of a specific phase observed during the
Service phase check or shortcomings in the documents provided by the Provider and set forth the
procedure for eliminating those defects or shortcomings (hereinafter referred to as the Defect
Report); or

6.3.5.3. Refuse to accept the Service result of a specific phase and to forward (or send) the Defect
Report to the Provider regarding the improperly provided Services of that phase.

6.3.6.The Statement on the Transfer and Acceptance of the Services must specify the date when the
Provider provided the Services at a specific stage and all the necessary documents (if applicable).
6.3.7.1f defects in the Services are identified, which cannot be considered as non-compliance with the
requirements set out in the Contract, the Buyer may accept the Service result of a specific phase with
reservations, produce a Defect Report and set reasonable time limits for the Provider to eliminate defects
in the Services. The Provider shall eliminate defects in the Services within reasonable term limits
specified by the Buyer in accordance with Section 7.3 of the General Conditions ‘Elimination of defects
in the Services’. If the Provider misses time limits for the elimination of defects in the Services, the
provisions of Section 7.4 of the General Conditions ‘Buyer’s rights in case the Provider did not eliminate
defects in the Services’ shall apply.

6.3.8.If the Buyer fails to submit (send) the Defect Report to the Provider within 5 (five) working days
from receipt of the Statement on the Transfer and Acceptance of the Services, it shall be deemed that
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the Buyer has accepted the Services at a specific phase and has no claims against them.

6.3.9.The Buyer shall have the right to use the result of the Services provided in phases only after
signing the final Statement on the Transfer and Acceptance of the Services, unless otherwise provided
in the Special Conditions.

6.3.10. The time limit for the performance of any subsequent phase of the Services related to the
provision of the previous phase of the Services shall not be automatically extended when the Buyer
does not sign the Statement on the Transfer and Acceptance of the Services of the previous phase due
to the fault of the Provider.

6.3.11. If the Provider has provided the Services prior to the deadline specified in the Special Conditions
for the provision of the Services at a specific phase but they have defects, and the Provider has failed
to eliminate these defects by the deadline for the provision of the Services of a specific phase specified
in the Special Conditions, the Provider shall be subject to penalty charges specified in the Special
Conditions until the date of provision of the adequate Services.

7. WARRANTY OBLIGATIONS OF THE PROVIDER
7.1. Warranty periods (if applicable)

7.1.1.The Service result shall be subject to the statutory warranty period and/or the warranty period
applicable by the Provider, which is specified in the tender bid, Technical Specification or Special
Conditions. The warranty period shall start from the day of signing of the Statement on the Transfer
and Acceptance of the Services.

7.1.2.Warranty periods shall be suspended for as long as the Buyer is unable to properly use the Service
result due to defects identified when the Provider is held responsible for them. If the Buyer is unable to
use only a specified part of the Service result due to defects in the Services, the warranty periods shall
be suspended only regarding such part.

7.1.3.The Provider shall not be liable for any defects in the Services, which have been caused by
improper use or maintenance of the Service result, or for the fault of the Buyer, its staff or third parties
provided there is no fault of the Provider for such defects in the Services, improper use or maintenance
of the Service result.

7.2. Claims for defects in the Services

7.2.1.Having identified defects in the Services within the warranty periods (if applicable) or at any time
throughout the period of the Contract, the Buyer shall, immediately but not later than within 30 (thirty)
days and not later than by the end of the warranty period, submit a written claim to the Provider and
establish reasonable time limits if they have not been specified in the Special Conditions to eliminate
defects in the Services.

7.2.2.The Provider shall eliminate all defects in the Services free of charge when the Provider is held
liable for such defects within reasonable time limits set in the Buyer’s claim, which are calculated from
the date of receipt of the claim, unless specific time limits have been set in the Special Conditions.
7.2.3. If the Provider does not agree with defects in the Services, each of the Parties may call upon an
independent expert report. If the Provider, for more than 10 (ten) days from the Buyer’s request, does
not respond or does not invite an independent expert who has been agreed with the Buyer to solve the
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dispute (the Buyer cannot unreasonably withhold its consent to use the expert proposed by the
Provider), or/and if the dispute has lasted longer than 30 days from the Buyer’s first request), the Buyer
shall have the right to independently call for an expert report. In this case, the costs of the independent
expert report shall be borne:

7.2.3.1. By the Buyer if the Service result meets the requirements specified in the Contract as well as
in laws and other legal acts;

7.2.3.2. By the Provider if the Service result does not meet the requirements specified in the Contract
as well as in laws and other legal acts.

7.2.4. Conclusions of the expert report shall be binding on the Parties.

7.2.5. The Buyer shall not lose the right to claim for defects in the Services, and the Provider shall have
the duty to eliminate all defects in the Services free of charge regardless of whether those defects may
have been identified at the time of signing the Statement on the Transfer and Acceptance of the
Services.

7.3. Elimination of defects in the Services

7.3.1.The Provider must eliminate the defects in the Service result free of charge. If defects in the
products relating to the Services have been identified, the Provider must remedy these defects by
repairing the products or parts thereof, or by replacing the product with a new product or part thereof.
7.3.2.The Buyer must provide access to the Provider to eliminate defects in the Services, enabling the
Provider to do that within the specified time limits. If defects in the products relating to the Service
provision are eliminated at the place of use of the products, the Buyer and the Provider must agree on
the time for elimination of defects in the products.

7.3.3.If defects in the products relating to the Service provision are repeatedly identified in the repaired
part thereof, the Provider shall replace them with new good quality products unless the Buyer agrees
in writing with further repair of the products.

7.3.4.After defects in the Service result have been eliminated, the warranty period for the Service result
(or for the repaired or new products or parts thereof relating to the Services) shall start to run again
from the date, on which the properly provided Services (or products relating to the Services) have been
transferred to the Buyer.

7.3.5.If the elimination of defects in the result of the part of the Services affects other parts of the
Services, the Buyer may require the Provider to perform repeated tests, which have been performed
under the Contract (if any). The Buyer must submit such a written claim to the Provider within 30 (thirty)
days after the elimination of defects. Such tests shall be performed in accordance with the terms and
conditions of the previous tests except that in all cases they are performed at the risk and at the expense
of the Provider.

7.3.6.Having eliminated all defects in the Services, the Provider must inform the Buyer thereof.
7.3.7.Within 5 (five) working days after receipt of the Provider’s notification of the elimination of defects
in the Services, the Buyer must check the defects specified in the Defect Report or in the Buyer’s claim
and confirm in writing, which defects in the Services have been eliminated properly.

7.4. The Buyer’s rights in case the Provider did not eliminate defects in the Services

7.4.1.1f the Provider refuses to eliminate or does not eliminate defects in the Services within reasonable
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time limits set by the Buyer, the Buyer shall have the right to:

7.4.1.1. Eliminate defects in the Services either by itself or by hiring third parties and inform the Provider
thereof in advance, and to demand that the Provider reimbursed the costs of the expert report and
elimination of defects in the Services as well as covered the losses incurred; or

Demand that the Provider reduced the amount due and refunded the overpayment resulting from this
reduction within 30 (thirty) days from the deadline set for the Provider to eliminate the defects in the
Services if this is not contrary to the principles of the Law on Public Procurement; or

7.4.1.3. Refuse the Services and not pay for such Services or claim for repayment of the amount paid
for the Services and terminate the Contract.

7.4.2.The amount payable to the Provider under the Contract shall be reduced to the extent equivalent
to the decrease in value of the Services for the Buyer due to the inadequate result of the part of the
Services or defects in the products relating to the provision of the Services if value of such result of the
part of the Services and/or value of the products might be deducted from the total value of the Services.
The decrease in value of the Services shall include, among other things, the Buyer’s costs for the
identification and elimination of defects in the part of the Services and/or the products (if the price of
the part of such Services and/or products was indicated at the time of procurement).

7.4.3.The Provider shall be obliged to pay a monetary claim of the Buyer in accordance with point 7.4.4
of the General Conditions within 30 (thirty) days or within a longer reasonable period specified in the
Buyer’s claim.

7.4.4.The Buyer shall require the Provider to pay penalty charges specified in the Special Conditions for
the delay in the elimination of defects in the Services.

8. TIME LIMITS FOR THE PROVISION OF THE SERVICES
8.1. Time limits for the provision of the Services and provision schedule

8.1.1.The Provider must provide the Services in accordance with the time limits specified in the Special
Conditions.

8.1.2.If applicable, the Buyer shall plan a provision schedule of the Services and submit it to the Provider
for agreement (hereinafter referred to as the Schedule) not later than within 14 (fourteen) working
days from the entry into force of the Contract or within another time limit specified in the Procurement
documents.

8.1.3.If relevant, the Schedule must indicate, which Services can be provided in parallel, and which can
only be provided in the established order of priority.

8.2. Penalty charges for delays in providing the Services

8.2.1. If the Provider misses time limits for the provision of the Services set out in the Special
Conditions, it shall be subject to penalty charges specified in the Special Conditions until the date of the
provision of the Services.

8.2.2. If the Provider misses the time limit for the provision of the Services or their phase, penalty
charges shall be calculated from the deadline of the provision of the Services or their phase (not
inclusive) until the date of the provision of the Services or their phase (inclusive) determined in
accordance with the Statements on the Transfer and Acceptance of the Services.
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8.2.3. If the Provider has been imposed penalty charges under this Contract, the amount payable by
the Buyer for the Services shall be reduced by the amount of accrued penalty charges. The Buyer shall
also have the right to unilaterally deduct penalty charges from any amounts payable to the Provider in
accordance with the procedure established by legal acts, notifying the Provider in writing about the
deduction of such penalty charges.

9. MEANS OF SECURING THE DISCHARGE OF CONTRACTUAL OBLIGATIONS

The discharge of contractual obligations of the Parties shall be secured by the means of securing the
discharge of contractual obligations specified in Section 8 of the Special Conditions, the procedure for
securing the performance of contractual obligations set out in Section 10 of the General Conditions, the
advance security specified in point 12.1.3 of the General Conditions (if the Special Conditions establish
the amount of the advance and require the advance security), penalty charges specified in Section 9 of
the Special Conditions.

10. PERFORMANCE SECURITY (IF APPLICABLE)

10.1. The provisions of this Section shall apply if the Special Conditions establish that the Provide must
forward the first demand bank guarantee or a suretyship bond of the insurance company or other
performance security specified in the Special Conditions to ensure the proper performance of the
Contract.

Note: Where the Special Conditions state that the Buyer requires a performance security issued by a
credit union, the provisions of this Section shall apply depending on the need, and the Buyer may include
additional requirements complying with the provisions of laws and other legal acts in the Special
Conditions for the provision of such performance security.

10.2. The Provider must provide the Buyer with the performance security, which type and amount is
established in the Special Conditions: the first demand bank guarantee or the suretyship bond of the
insurance company (the suretyship bond of the insurance company must be accompanied by the signed
insurance certificate (policy ) and a document proving that the insurance premium for the issued
suretyship bond has been paid), complying with the conditions specified in Section 10 of the Special
Conditions within the time limit specified in the Special Conditions (hereinafter referred to as the
Performance Security).

10.3. If the Provider does not provide the Buyer with the Performance Security of the amount specified
in the Contract within the time limit set therein, the Provider shall be deemed to have refused to
conclude the Contract and the Buyer shall have the right to propose the Contract to another Provider in
accordance with the procedure provided for in the Law on Public Procurement.

10.4. Before providing the Performance Security, the Provider may request the Buyer to confirm that
the Buyer agrees to accept the Provider’s proposed Performance Security. In this case, the Buyer must
reply to the Provider not later than within 3 (three) working days from the date of receipt of the
Provider’s request.

10.5. A bank (insurance company) must include irrevocable and unconditional commitment in the
Performance Security to pay the Buyer the amount specified in the Performance Security by transferring
the money to the Buyer’s account not later than within 15 (fifteen) days from the date of receipt of the
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Buyer’s written notification of the Provider’s breach of obligations under the Contract, partial or total
failure to perform these obligations or their improper performance.

10.6. The Performance Security may not state that the bank (insurance company) is responsible only
for the direct loss compensation. The bank (insurance company) does not have the right to demand the
Buyer to justify its claim. The Buyer shall indicate in the notice to the bank (insurance company) that
the amount of Performance Security is due because the Provider has partially or completely failed to
perform the Contract and/or it has been terminated due to the fault of the Provider. The Buyer shall
not undertake to prove the actual losses incurred, and the Provider confirms by signing the Contract
and providing the Performance Security that the amount of the Performance Security is considered to
be minimum losses of the Buyer that do not need to be justified.

10.7. The Performance Security shall take effect not later than the date of its submission to the Buyer.
10.8. The amount of the Performance Security shall be quoted and paid in euro.

10.9. The Performance Security must be in Lithuanian or another language (a translation into Lithuanian
must be provided if the Buyer requests it).

10.10. The term of validity specified in the Performance Security shall be not less than the term of
validity specified in the Special Conditions.

10.11. If the duration of the Contract is longer than 1 (one) year, the Provider shall have the right to
provide a Performance Security valid for 1 (one) year; however, the Provider must extend the term of
the Performance Security or provide a new Performance Security thereafter not later than 10 (ten)
working days before the expiry of the Performance Security.

10.12. In case the time limit for the provision of the Services is extended under the conditions laid down
in the Contract or is postponed due to the suspension thereof, or the provision of the Services or the
elimination of defects in the Services is delayed, the Provider shall ensure validity of the Performance
Security for the entire period of the Contract and shall provide the Buyer with a new or extended
Performance Security not later than by the end of validity of the Performance Security.

10.13. If the Provider fails to extend the Performance Security or fails to provide a new Performance
Security in a timely manner, the Buyer shall have the right to demand penalty charges specified in the
Special Conditions for each day of delay.

10.14. The Buyer shall not accept the Performance Security and/or consider it invalid, and/or shall
request the Provider to provide a new Performance Security to the Buyer; whereas the Provider must
provide the Performance Security within the shortest possible period if the Performance Security does
not meet the requirements of the Contract, or the Buyer has information related to the suspension or
possible suspension of the activities of the bank (insurance company) that issued the Performance
Security (including insolvency, liquidation or imposition of legal protection procedures).

10.15. If the Provider violates the obligations set out in the Contract, partially or completely fails to
discharge the obligations (or performs them outside the terms and conditions of the Contract), the
Buyer may use the Performance Security. To continue with the discharge of contractual obligations, the
Provider must provide the Buyer with a new Performance Security, which amount is specified in the
Special Conditions, within 10 (ten) working days from the date of receipt of the notification regarding
payment of the Performance Security to the Buyer.

10.16. The Buyer may use the Performance Security in any of the following circumstances:

10.16.1. The Provider has failed to discharge its contractual obligations; it does not perform or
inadequately performs its contractual obligations;
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10.16.2. The Provider fails to comply with the Buyer’s demand to eliminate defects in the Services within
a reasonable time limit;

10.16.3. If the Buyer has suffered losses (including but not limited to additional costs, income foregone
or other direct and indirect damages, default interest and/or penalties (if default interest and/or
penalties are provided for in the Special Conditions of the Contract) due to any actions of the Provider
(acts or omissions);

10.16.4. The Provider unilaterally terminates the Contract without any valid reason (not in cases
specified in the Contract).

11. CONTRACT PRICE AND ITS RECALCULATION

11.1. The Contract price, which the Buyer must pay to the Provider for the Services actually provided
under the terms and conditions of the Contract, including all Arrangements, shall be calculated using
the method or methods of calculating the price specified in the Special Conditions.

11.2. Initial Contract Value shall be specified in the Special Conditions.

11.3. The Contract price shall be deemed to include all costs incurred by the Provider in connection with
the provision of all Services as well as with the proper discharge of the Provider’s other contractual
obligations, including insurances, customs duties and other expenses incurred by the Provider when
performing the contractual obligations.

11.4. The Contract price shall be reviewed in accordance with the procedure laid down in the Special
Conditions.

12. PAYMENT PROCEDURE
12.1.Advance payment (an advance) (if applicable)

12.1.1. The provisions of Section 12.1 of the General Conditions shall apply if the Special Conditions
state that an advance payment (an advance) is paid to the Provider (hereinafter referred to as the
Advance).

12.1.2. The Buyer shall pay the Provider an Advance not exceeding the amount specified in the Special
Conditions.

12.1.3. Where required by the Special Conditions, in order to receive an Advance and when applying
for the payment thereof, the Provider shall submit the proforma invoice to the Buyer accompanied by an
Advance security, i.e. a bank guarantee or a suretyship bond of the insurance company or any other
performance security, which amount is not less than the Advance stated in the Special Conditions,
(hereinafter referred to as the Advance Security) not later than within 10 (ten) working days from
the date of entry into force of the Contract.

Note: Where the Special Conditions state that the Buyer requires an Advance Security issued by a credit
union, the provisions of this Section shall apply depending on the need, and the Buyer may include
additional requirements complying with the provisions of laws and other legal acts in the Special
Conditions for the provision of such Advance Security.

12.1.4. Before providing the Advance Security, the Provider may request the Buyer to confirm that the
Buyer agrees to accept the Provider’s proposed Advance Security. In this case, the Buyer must reply to
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the Provider not later than within 3 (three) working days from the date of receipt of the Provider’s
request.

12.1.5. A bank (insurance company) must include irrevocable and unconditional commitment in the
Advance Security to pay the Buyer the amount not exceeding the amount of the Advance paid and the
Security amount by transferring the money to the Buyer’s account not later than within 15 (fifteen) days
from the date of receipt of the Buyer’s written notification of non-performance of the Contract or
termination thereof due to the fault of the Provider.

12.1.6. The bank (insurance company) does not have the right to demand the Buyer to justify its claim.
The Buyer shall indicate in the notice to the bank (insurance company) that the amount of Advance
Security is due because the Provider has partially or completely failed to perform the Contract and/or it
has been terminated due to the fault of the Provider, and the Provider did not repay the advance.
12.1.7. The amount of the Advance Security shall be quoted and paid in euro.

12.1.8. The Advance Security must be in Lithuanian or another language (a translation into Lithuanian
must be provided if the Buyer requests it).

12.1.9. The Advance Security that does not meet the requirements set out in this Section of the Contract
shall not be accepted.

12.1.10. If the bank (insurance company) that issued the Advance Security is unable to discharge its
obligations during the performance of the Contract, the Buyer may send a written demand to the
Provider to provide a new Advance Security within 10 (ten) working days under the same conditions as
the previous one.

12.1.11. The Buyer shall pay the Provider an Advance within the period provided for in the Special
Conditions from the date of receipt of the proforma invoice and Advance Security (if applicable). The
amount of the Advance paid shall be deducted from the amount due.

12.1.12. Upon termination of the Contract, the Provider must refund the received Advance to the Buyer
within 5 (five) working days (if part of the Services has been already provided and the Buyer has
accepted them and can use the Service result for its purpose, the part of Advance shall be refunded,
which exceeds the price of the Services accepted by the Buyer). If the Provider fails to repay the received
Advance, the Buyer shall use the Advance Security (if applicable). In cases where Point 12.1.3 of the
General Conditions was not applied, the Provider shall pay penalty charges specified in the Special
Conditions on the amount of Advance to be repaid for the period from the date of Advance payment
until its repayment.

12.2.Payment arrangements

12.2.1. The Provider shall issue an Invoice only after the Parties have signed the Statement on the
Transfer and Acceptance of the Services unless otherwise provided in the Special Conditions:

12.2.1.1. Electronic invoice that complies with the European standard for electronic invoices, the
reference of which was published in the Commission Implementing Decision (EU) 2017/1870 of 16
October 2017 on the publication of the reference of the European standard on electronic invoicing and
the list of its syntaxes pursuant to Directive 2014/55/EU of the European Parliament and of the Council
(hereinafter referred to as the European e-Invoicing Standards) shall be submitted by means
selected by the Provider.

12.2.1.2. The Provider may submit an electronic invoice not complying with the European e-Invoicing
Standard only using the tools of the General Information System of Invoice Administration (hereinafter
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referred to as the SABIS).

12.2.2. The Buyer shall accept and process electronic invoices using tools of the information system
SABIS, except, when in case of mobilisation, war or emergency, there are damages of the SABIS, which
prevent communication and exchange of information between the Buyer and the Provider using the
SABIS.

12.2.3. The Provider must submit the proforma invoices (if the Special Conditions provide for the
Advance payment) in accordance with the procedure set out in this Section of the Contract.

12.2.4. The Buyer shall pay for the Services within the time limits set forth in the Special Conditions.
12.2.5. The Buyer shall be subject to the penalty charges in accordance with the procedure laid down
in the Special Conditions for delays in payments under the Contract.

12.2.6. If the Services are provided in phases or periods, the said payment arrangements shall be
applicable for each phase or period of the Service provision, unless otherwise specified in the Special
Conditions.

12.2.7.1f the Parties enter into a tripartite agreement with the sub-provider regarding direct payment,
the Buyer shall transfer the amount due to the sub-provider to the sub-provider’s bank account specified
in the tripartite agreement and transfer the balance to the Provider’s bank account after the Statement
on the Transfer and Acceptance of the Services provided is concluded in accordance with the
requirements of the Contract and the tripartite agreement and the Provider sends the invoice for the
Services to the Buyer.

12.3.0ther payment issues

12.3.1. The Buyer must transfer payments to the Provider to the bank account of the Provider specified
in the Special Conditions.

12.3.2. The Buyer shall have the right to deduct the amounts receivable from the Provider from
payments to the Provider under the Contract (to make unilaterally offsetting). For this reason, the
Provider shall not be entitled to transfer or pledge the rights of claim in respect of receivables under
the Contract to third parties or otherwise dispose of them without the consent of the Buyer.

12.3.3. All payments under the Contract shall be made in euro.

12.3.4. The Party being late with the due payments under the Contract must pay the other Party
penalty charges specified in the Special Conditions.

13. CONFIDENTIAL INFORMATION

13.1. The Parties undertake to respect confidentiality and, without a written consent of the other Party,
not to disclose the information of that Party indicated as confidential to any employees of the Party, to
any third parties associated with the Party, or to any other third parties who do not need to use this
information for their business purposes, except in the cases specified below.

13.2. A Party shall have the right to disclose confidential information of the other Party in the following
cases:

13.2.1. Disclosure of confidential information is necessary for the proper performance of contractual
rights or obligations of the Party; however, in such case, the information may be disclosed only to the
extent necessary for the performance of contractual rights or obligations and only to such third parties
whom this information is necessary, provided that third parties receiving confidential information
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assume the same confidentiality obligations as those laid down in this Contract. If third parties disclose
confidential information, the Party shall be responsible for their actions as for its own;

13.2.2. Confidential information must be disclosed in accordance with the requirements of laws and
other legal acts, including cases when required by entities of public administration, as defined in the
Law on Public Administration of the Republic of Lithuania.

13.3. Before disclosing confidential information, the Party must inform the other Party (in so far as this
is not prohibited by laws or other legal acts) of the necessity or the requirement received from the entity
of public administration to disclose confidential information and take reasonable measures to ensure
the confidentiality of the disclosed information.

13.4. The Party shall be held liable for:

13.4.1. Any unlawful, including accidental, disclosure or transmission of confidential information or any
part thereof of the other Party, or unlawful use of confidential information;

13.4.2. Failure to take all reasonable steps and actions to preserve and protect confidential information
of the other Party or any part thereof, to prevent its further unlawful disclosure, transfer or use.

13.5. In the event of unjustified disclosure of confidential information of the other Party, the Party shall
be liable to pay the other Party a fine, which amount is specified in the Special Conditions.

14. PROTECTION OF PERSONAL DATA

14.1. The Parties undertake to ensure the security of personal data and the lawful processing of personal
data in accordance with the provisions of Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data
Protection Regulation) and other legal acts governing the processing of personal data.

14.2. The Parties shall confirm that, if personal data is processed in to ensure the proper performance
of the Contract, the Parties undertake to conclude a separate arrangement on the processing of data,
which determines the subject matter and duration of the processing, the nature and purpose of the
processing, the type of personal data and the categories of data subjects and the obligations and rights
of the data controller.

15. INTELLECTUAL PROPERTY

15.1. All the results and related rights acquired in the course of the performance of the Contract,
including intellectual property rights, except for personal non-property rights to intellectual property
results, shall be the property of the Buyer, which is transferred to the Buyer from the signature of the
Statement on the Transfer and Acceptance of the Services without any reservation, which the Buyer
may use, publish, convey or transfer to third parties without the explicit consent of the Provider unless
the Special Conditions provide for otherwise, or intellectual property rights may not be transferred into
ownership because of the nature of the Services or/and exclusive rights, patents etc.

15.2. The Provider undertakes to indemnify the Buyer for any claims arising from intellectual property
rights, including, but not limited to, patent, trademark, the right (registered or not) of industrial design
owner (user), the right arising from applications for the registration of any of the said rights, copyright,
the (sui generis) right of database manufacturers, names of firms, companies, organisations, businesses
or name owners and other similar rights or obligations regardless of their registration in the Republic
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of the Republic of Lithuania or in other countries, or non-registration, except for cases when such breach
is caused by the Buyer’s fault.

15.3. The Provider shall not have the right to use the Buyer’s symbols, name and trademark in
advertising, marketing without a prior written consent of the Buyer, as well as to use results of
intellectual activities produced by the Buyer. In case of violation of the requirement, the Provider shall
be subject to the fine specified in the Special Conditions.

16. DECLARATIONS AND GUARANTEES

16.1. Each Party shall declare and guarantee to the other Party that:

16.1.1. All necessary decisions have been legally adopted and are in force; permissions and consents
have been obtained; also, other legal actions necessary for the conclusion, validity and performance of
the Contract have been legally executed and are valid;

16.1.2. When concluding a Contract, the Party shall not exceed its competence and shall not violate
the applicable laws and other legal acts, decisions of a court or arbitration court, administrative acts,
contracts or other obligations under applicable private law, public law, the European Union law or
international law;

16.1.3. A representative of the Party has all the necessary powers to conclude and perform the Contract.
When concluding and signing the Contract, a representative of the Party does not violate the Articles of
Association, regulations and other internal documents of thereof, the rights and legitimate interests of
the Party’s management and other bodies and/or creditors; when concluding the Contract, it is acting
in good faith and reasonable manner with regard to the members of the Party and bodies of the Party
and creditors;

16.1.4. The Party has assessed all circumstances, which are essential for the conclusion and
performance of the Contract. None of the conditions and circumstances specified in the Contract
adversely affect the Party’s will to conclude the Contract under the terms and conditions specified
therein, and to discharge the obligations arising from the Contract;

16.1.5. The Contract is concluded in accordance with the principles of good faiths, reasonableness,
justice and equality of Parties, without the use of deception or pressure. The Parties have disclosed to
each other all information, which is of fundamental importance for the conclusion and performance of
the Contract;

16.1.6. All declarations and guarantees of the Party are comprehensive and do not leave behind any
circumstances that would make these declarations or guarantees false.

16.2. The Provider shall additionally declare and guarantee to the Buyer that the Provider, sub-providers,
joint venture partners and specialists have all valid and lawful permits, licences, certificates, attestation
documents provided for in laws and other legal acts, which are required for the performance of the
Contract.

16.3. The Provider shall declare that the rights of disposal, management and use of the Service result
provided are not limited, and no third parties have any claims to the Service result transferred under
the Contract.

16.4. When performing the Contract, the Provider undertakes to comply with the obligations of
environmental, social and labour law laid down in European Union and national law, collective
agreements and international conventions referred to in Annex 5 to the Law on Public Procurement.
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17. GENERAL LIABILITY ISSUES

17.1. Payment of penalty charges for delay or breach of the contractual obligations shall not exempt a
Party from the performance of its obligations under the Contract.

17.2. Payment of penalty charges and/or the receipt of the Performance Security shall not deprive the
Party of the right to demand the other Party to compensate for the losses incurred by it. The penalty
charges provided for in this Contract shall be deemed to be minimal losses of the Parties that do not
need to be justified. Each of the Parties shall be entitled to receive indemnity from the other Party for
the improper performance or non-performance of contractual obligations of the other Party, up to the
Initial Contract Value, unless the legislation provides for a higher amount to be reimbursed. The
limitation of liability provided for in this point shall not apply if the damage is caused by breach of
confidentiality obligations, personal data protection legislation or intellectual property rights.

17.3. In the event any of the declarations or guarantees provided in this Contract prove to be
substantially incorrect, false or misleading, the Party committing a breach shall be liable to the injured
Party for any loss suffered by the injured Party as a result of such incorrect, false or misleading
declaration or guarantee.

17.4. The legal remedies provided for in this Contract shall not restrict the Parties’ right to use other
legal remedies.

17.5. The limitations of liability under the Contract shall be not applicable where the damage is caused
intentionally or by gross negligence, also where non-material damage, health injury or death is suffered,
as well as damage (loss) to third parties is caused, including cases where the damage caused by one
Party to third parties is compensated by another Party.

17.6. Upon expiry of the Contract, the Parties shall not be exempt from liability for breach of the
Contract. Upon expiry of the Contract, the Parties shall not lose the right to claim compensation for
losses incurred due to the failure to perform the Contract and to pay penalty charges.

18. FORCE MAJEURE

18.1. Liability under the Contract shall not be applicable, and the Parties may be released from civil
liability in whole or in part on the following grounds:

18.1.1. In the event of force majeure: the provisions of the Article 6.212 of the Civil Code of the Republic
of Lithuania and the Rules approved by Resolution No 840 of the Government of the Republic of
Lithuania of 15 July 1996 On the Approval of the Rules of Release from Liability in the Event of Force
Majeure shall apply;

18.1.2. Because of the actions taken by the Member States of the European Union: where the obligation
under the Contract cannot be fulfilled due to the mandatory and unforeseen actions (acts) of the public
authorities of the European Union, which the Parties were not entitled to challenge and could not have
been foreseen in advance.

18.2. A Party seeking release from liability must notify the other Party of force majeure circumstances
immediately but not later than within 5 (five) days of the occurrence or discovery of such circumstances,
providing evidence that it has taken all reasonable precautions and has made every effort to reduce
costs or negative consequences, as well as to notify of the possible deadline for the discharge of
obligations. The Party shall also provide the other Party with appropriate notice when the grounds for
non-performance of the obligations cease to exist.
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18.3. The grounds for releasing any Party from the obligations shall arise from the moment when the
force majeure occurs or, if no notification was sent in due time, from the moment of sending a
notification. If any Party fails to send the notification or fails to inform the other Party in due time, it
must compensate the other Party for the damage caused by the failure to provide the notification in
due time or the fact that no notification has been sent.

18.4. If force majeure circumstances persist for more than 1 (one) month from the date of receipt of
the notification, either Party may terminate the Contract by notifying the other Party 5 (five) working
days prior to such termination. Force majeure shall not be considered the circumstances when the Party
does not have the necessary financial resources, or the debtor’s counterparties violate their obligations,
or the debtor violates its obligations to counterparties.

19. INVALIDITY OF THE PROVISIONS OF THE CONTRACT

19.1. If any provision of the Contract is or becomes invalid, whether in full or in part, the Parties shall
conclude an Arrangement as soon as possible and replace the invalid provision with another provision
which, as far as possible, would have the same economic and legal effect as was sought in the event
of the agreement on the invalid provision of the Contract. Such an invalid provision shall not invalidate
other provisions of the Contract provided this does not violate laws and other legal acts, and it may be
assumed that the Contract would have been lawfully concluded and without inclusion of the invalid
provision.

19.2. If the amendment of the General Conditions provided for in the Special Conditions is or becomes
invalid, whether in full or in part, the version of the General Conditions prior to the amendment may
not be applicable. In such a case, the Parties shall act in accordance with point 19.1 of the General
Conditions.

20. AMENDMENTS TO THE CONTRACT

20.1. Conditions of the Contract may not be changed during the term of the Contract, except for those
conditions, the amendment of which is provided for in the Contract and/or is possible in accordance
with the provisions of the Law on the Public Procurement.

20.2. Amendments to the Contract shall be made by concluding an Arrangement between the Parties.

20.3. The Party, initiating the Arrangement, shall send a notice of amendment to the Contract to the
other Party and a justification for the existence of an actual and legal basis for concluding the
Arrangement. The other Party must analyse and evaluate the received information within 5 (five)
working days (or within another time limit agreed in writing by the Parties), submit their comments and
proposals based on the provisions of the Contract and mandatory provisions of laws and other legal
acts.

20.4. An Arrangement shall enter into force from the date of its conclusion unless otherwise specified
in the Contract. The Buyer must make the Arrangement public in accordance with the procedure laid
down in Articles 33 and 86 of the Law on Public Procurement.

20.5. Changes in the contact details and details of entities specified in the Special Conditions shall not
be considered as an amendment to the Contract (except for the replacement of the Provider, joint
venture partner, sub-provider or specialist), and the Party shall change those details unilaterally by
informing the other Party thereof. In any event, the amendment to the Contract may not substantially
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alter the Contract.
21. SUSPENSION OF THE CONTRACT

21.1. In the absence of fault of the Provider, and in the event of circumstances, which the Party to the
Contract could not foresee when concluding the Contract and which prevent the Party from discharging
its contractual obligations, and/or in the event of other unforeseen circumstances, the Parties to the
Contract shall be entitled to initiate the suspension of provision of the Services (part of them) until the
relevant circumstances cease to exist.

21.2. Provision of the Services (part of them) may be suspended if any of the following conditions
OCCUrs:

21.2.1. In the force majeure circumstances provided for in Section 18 of the General Conditions, the
time limits for discharge of the contractual obligations shall be suspended from the moment the obstacle
appears, or, if it has not been notified in a timely manner, from the moment of notification, and they
shall be updated when the said circumstances no longer prevent the performance of the Contract;
21.2.2. The Provider may not provide the Services in accordance with the procedure specified in the
Contract (e.g., the Buyer cannot ensure technical capacities for the provision of the Services for
objective reasons), and the Provider is, therefore, unable to perform the Contract;

21.2.3. Due to procurement of unforeseen products, services and/or works related to the Procurement
object, the need of which became apparent only during the performance of the Contract;

21.2.4. The performance of another procurement contract of the Buyer that directly affects this Contract
is delayed without any fault on the Buyer’s part;

21.2.5. In the event of evidence-based barriers or obstacles caused to the Provider by other third parties
not by the reason of the Provider’s contractual obligations, which have not been performed in a timely
or proper manner in accordance with the conditions and procedures of the Contract;

21.2.6. In the event of amendments to the applicable legal act, or upon the entry into force of a new
legal act, which affects the performance of this Contract;

21.2.7. The need to suspend the contractual obligations arose due to suspended, redistributed,
unreceived, etc. funds allocated by the Buyer for the procurement of the Services or a lack of funding;
21.2.8. Due to judicial (arbitration) disputes with the Buyer or third parties, the subject-matter of which
is directly related to the performance of the Contract.

21.3. Where the suspension of provision of the Services (the part thereof) is caused by the
circumstances specified in point 21.2 of the General Conditions and lasts not more than 3 (three)
months, such suspension shall be deemed to be an amendment to the Contract under the terms and
conditions laid down therein and shall be documented following the procedure provided for in point 21.6
of the Contract.

21.4. Where provision of the Services (the part thereof) is suspended due to the circumstances other
than those mentioned in point 21.2 of the General Conditions, or/and the circumstances specified in
point 21.2 of the General Conditions continue for more than 3 (three) months, and/or are outside the
procedure laid down in this Section, it shall be considered as an amendment to the Contract that must
be executed in accordance with the provisions of the Law on the Public Procurement and documented
following the procedure provided for in point 21.6 of the Contract.

21.5. Performance of contractual obligations may be suspended only during the term of the Contract
under the following procedure:
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21.5.1. In the event of circumstances that prevent the Provider from discharging its contractual
obligations, the Provider shall immediately inform the Buyer thereof. The Provider in its written request
must describe the circumstance of suspension (point 21.2 of the General Conditions) and provide
arguments, objective facts and evidence supporting the occurrence of such circumstance and possible
duration. The Buyer, having assessed the request, shall inform the Provider in writing within 3 (three)
working days of the decision taken regarding the suspension of contractual obligations. If the Provider
fails to provide specific arguments, facts based on evidence, the Buyer shall have the right to send a
written refusal to suspend the contractual obligations.

21.5.2. After the Buyer has informed the Provider in writing and provided a reasoned explanation of the
circumstances and the term necessary to suspend the performance of the contractual obligations, the
Provider shall inform the Buyer and confirm its agreement with the suspension in writing not later than
within 3 (three) working days. The Provider shall have the right to object to the suspension of
contractual obligations only if the Provider is able to eliminate, at its own expense and on its own, the
circumstances, which led to the necessity to suspend the performance of the contractual obligations.
21.5.3. Upon receipt of a written notice of the Buyer about the suspension, the Provider shall
immediately but not later than within 3 (three) working days after the date of sending the confirmation
to the Buyer suspend the performance of the contractual obligations or part thereof. If the performance
of contractual obligations or part thereof has been suspended, the Parties may not fulfil any of the
obligations assigned to them under the Contract or part of the Contract.

21.6. The Parties shall formalise suspension of the performance of contractual obligations by means of
a written Arrangement, describe reasons and set the term of suspension, as well as enclose documents
confirming the grounds for suspension; the Arrangement shall be signed by the representatives
authorised by the Parties. Such Arrangements shall become an integral part of the Contract.

21.7. The performance of contractual obligations shall be suspended for no longer than the duration of
a specific, justified circumstance.

21.8. The Parties shall agree that the suspension term of contractual obligations is not included in the
performance term of the Contract; the contractual obligations shall not be fulfilled during that term, and
the Buyer shall not make any payments, pay fines or reimburse for downtime to the Provider.

21.9. If time limits for the performance of contractual obligations have been suspended on the grounds
laid down in the Contract, they shall be updated after extinction of the circumstances, which led to the
suspension, or after the term specified in the Arrangement between the Parties, whichever is earlier. In
the event the time limits for performance of obligations provided for in the Contract are renewed before
expiry of the suspension period specified in the Arrangement between the Parties, the Parties shall
document the date of renewal of the time limits for performance of obligations provided for in the
Contract in writing.

21.10. After renewal of the performance of the Contract, time limits for the performance of outstanding
obligations (part of them) and validity of the Contract shall be extended for the period remaining for
their performance (validity of the Contract) at the time of their suspension.

21.11. If the performance of contractual obligations has been suspended for a period exceeding 3
(three) months, after that period, a Party may require the other Party to renew the performance of the
Contract by sending a written notice. If the Party fails to renew the performance of the Contract without
reasonable circumstances within 10 (ten) days from the relevant notice, the other Party may terminate
the Contract by giving a notice to the other Party 10 (ten) days prior to such termination.
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22. TERMINATION OF THE CONTRACT

The Contract may be terminated in cases provided for in Article 90 of the Law on Public Procurement
and in the Contract, including the possibility of termination by the Arrangement between the Parties.

22.1.Claims for breach of the Contract

22.1.1. If the Party breaches the Contract or laws and other legal acts, the other Party shall have the
right to make a written claim thereto and specify what provision of the Contract or laws and other legal
acts has been violated and in what way the opposite Party has violated it, as well as to set a reasonable
time limit for remedy of the breach.

22.1.2. Upon receipt of the claim, the Party must respond thereto without delay but not later than within
5 (five) working days and indicate what measures will be taken to remedy the breach within the time
limit set in the claim or to propose another reasonable time limit in a reasoned manner. The right of the
Provider to propose another time limit shall not be considered as the Buyer’s obligation to accept that
time limit. The proposed time limit of the Party who received the claim shall substitute the time limit
specified in the claim only if it is approved by the other Party.

22.2.Termination of the Contract at the initiative of the Buyer

22.2.1. The Buyer shall terminate the Contract unilaterally by notifying the Provider in writing at least 5
(five) days prior to such termination if the Provider commits a material breach of the Contract specified
in the Special Conditions, or breach of the Contract, which has features of the material breach of the
Contract specified in the Civil Code of the Republic of Lithuania and, upon receipt of the Buyer’s claim,
fails to remedy the breach within the time limit specified in the claim.

22.2.2. The Buyer shall have the right to terminate the Contract or part thereof unilaterally by sending
a written notice to the Provider at least 10 (ten) days prior to such termination if:

22.2.2.1. The Provider is subject to insolvency proceedings or out-of-court bankruptcy proceedings,
they become insolvent or there is a probability of insolvency, they suspend economic activity or when
a similar situation arises in accordance with the procedure laid down in laws and other legal acts;
22.2.2.2. The Provider’s situation changes, and it meets grounds for exclusion laid down in the
Procurement documents;

22.2.2.3. Legal acts related to the subject matter of the Contract, the performance thereof, or the
activities performed by the Buyer regarding which the Contract has been concluded, change and, as a
result, the Buyer decides to terminate the Contract;

22.2.2.4. The Buyer decides to stop the activities, which require the Services procured under the
Contract; therefore, the need for the Contract disappears;

22.2.2.5. The governing body of the Buyer makes a decision and the need for the Contract disappears
as a result;

22.2.2.6. The Buyer’s financial situation changes (get worse), or the Buyer does not receive or loses
financing and, therefore, decides to terminate the Contract;

22.2.2.7. There are changes in the organisational structure of the Buyer, i.e. legal status, nature or
management structure, and this may affect the proper performance of the Contract or the need for the
Contract;
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22.2.2.8. There is no need for the Services procured;

22.2.2.9. The Buyer receives an order or recommendation from the authorities supervising
procurements to terminate the Contract;

22.2.2.10. The Provider is late to provide an extension of the Performance Security for more than 10
(ten) working days from the expiry date of the last Performance Security or refuses to provide it;
22.2.2.11. The Provider refuses to eliminate or does not eliminate defects in the Services within
reasonable time limits set by the Buyer;

22.2.2.12. The Provider breached the Contract or laws and other legal acts and does not remedy the
breach within the time limit specified in the written claim of the Buyer;

22.2.2.13. In accordance with the procedure established by the Law on the Protection of Objects of
Importance to Ensuring National Security, the Government of the Republic of Lithuania shall adopt a
decision confirming that the Contract does not meet the interests of national security (it is applicable if
the Buyer operates in the areas, which are considered a part of economic sector of strategic importance
to ensuring national security, or is deemed to be a substantial entity);

22.2.2.14. The circumstances referred to in Articles 37 (8) and/or 47 (8) of the Law on Public
Procurement have been identified;

22.2.3. The Contract shall be considered null and void if it is established that the performance of the
Contract is in conflict with mandatory international sanctions implemented in the Republic of Lithuania
as defined in the Law on International Sanctions and other international legislation, legal acts of the
European Union and the Republic of Lithuania (at least to one of the applicable sanctions). The moment
of invalidity of the Contract shall be determined in accordance with the said Law.

22.2.4. The Buyer shall immediately but not later than within 5 (five) days terminate the Contract
unilaterally or suspend its performance for the period of implementation of mandatory international
sanctions as defined in the Law on International Sanctions and other international legislation, legal acts
of the European Union and the Republic of Lithuania, by notifying the Provider in writing thereof if the
Contract entered into force before the imposition of these international sanctions in the Republic of
Lithuania. It shall be forbidden to assume new obligations under the Contract, the performance of which
would be contrary to international sanctions implemented in the Republic of Lithuania.

22.2.5. If the Contract is terminated in the event of a material breach thereof by the Provider, or the
Provider unreasonably terminates the performance of the Contract in conflict with the procedure laid
down therein, and if the Special Conditions do not provide that the proper performance of the Contract
is ensured by the Performance Security, the Provider undertakes to pay the Buyer a fine specified in the
Special Conditions and to compensate for the losses related to the termination of the Contract. If the
Special Conditions provide that the proper performance of the Contract is ensured by the Performance
Security, the Provider undertakes to pay the remaining part of the fine specified in the Special Conditions
and to compensate the Buyer for the losses related to the termination of the Contract to the extent they
are not covered by the Performance Security. If the Buyer claims compensation for the losses incurred,
the amount of fine shall be credited with the loss compensation.

22.2.6. The Buyer shall have the right to terminate the Contract unilaterally in other cases specified in
the Special Conditions (if applicable) as well as in laws and other legal acts.

22.2.7. The Contract shall be deemed to be terminated on the day following the expiry of the notice
period for the termination thereof.

22.2.8. In cases where the Provider remedies the breach, or the circumstances that led to the initiation
of the procedure for termination of the Contract no longer prevail, the Contract may not be terminated
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and the notice of termination of the Contract shall cease to be valid if the Provider presents information
about the breach remedy or extinction of the circumstances that led to the initiation of the procedure
for termination of the Contract.

22.3.Termination of the Contract at the initiative of the Provider

22.3.1. The Provider shall have the right to terminate the Contract unilaterally by sending a written
notice to the Buyer not less than 30 (thirty) days prior to such termination if the Buyer violates the
terms of payment to the Provider (except in cases when the Buyer exercises its right to withhold
payments), and the Buyer’s debt to the Provider exceeds 20% (twenty) of the Initial Contract Value,
and the Buyer does not pay the amounts due to the Provider within 30 (thirty) days upon receipt of the
Provider’s claim.

22.3.2. The Provider shall have the right to terminate the Contract unilaterally by sending a written
notice to the Buyer not less than 10 (ten) days prior to such termination if:

22.3.2.1. The Buyer is subject to insolvency proceedings, out-of-court bankruptcy proceedings, it
becomes insolvent or there is a probability of insolvency, the Buyer suspends activities, or a similar
situation arise in accordance with the procedure laid down in laws and other legal acts;

22.3.2.2. The Buyer breaches the Contract or laws and other legal acts and does not remedy the breach
within the time limit specified in the written claim of the Provider except for the case specified in Point
22.3.1 of the General Conditions.

22.3.3. If the circumstances referred to in point 22.3.1 of the General Conditions relate only to a
separate part of the Contract or separate Arrangement, the Provider shall have the right to terminate
the Contract only in respect of that part or terminate only such Arrangement.

22.3.4. The Provider shall have the right to terminate the Contract unilaterally in other cases specified
in laws and other legal acts.

22.3.5. If the Contract is terminated in the event of a material breach thereof by the Buyer, or the Buyer
unreasonably terminates the performance of the Contract in conflict with the procedure laid down
therein, the Buyer undertakes to pay the Provider a fine specified in the Special Conditions and to
compensate for the losses related to the termination of the Contract.

22.3.6. The Contract shall be deemed to be terminated on the day following the expiry of the notice
period for the termination thereof.

22.3.7. In cases where the Buyer remedies the breach within the time limit for notice of termination of
the Contract, or the circumstances that led to the initiation of the procedure for termination of the
Contract no longer prevail, the Contract may not be terminated and the notice of termination of the
Contract shall cease to be valid if the Buyer informs the Provider about the breach remedy or extinction
of the circumstances that led to the initiation of the procedure for termination of the Contract.

22.4.Rights and obligations of the Parties in the event of termination of the Contract

22.4.1. Termination of the Contract shall not affect validity of the terms and conditions of the Contract,
which determine the dispute settlement procedure, as well as other terms and conditions of the
Contract, which, in substance, remain valid after termination thereof.

22.4.2. Upon termination of the Contract, the Parties shall:
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22.4.2.1. Make sure that the Services provided before the date of termination of the Contract and other
actions performed meet the requirements of the Contract, and the Parties no longer make any claims
against each other;

22.4.2.2. Pay for the Services provided before the termination of the Contract that meet the
requirements thereof;

22.4.2.3. Within 10 (ten) days from the date of receipt of the notice of termination of the Contract or
the date of conclusion of the Arrangement on termination of the Contract, to transfer to each other all
the documents to be transferred in accordance with the provisions of the Contract.

23. CHANGE OF THE PRODUCT MODEL OR A MANUFACTURER

23.1. In cases when products are procured together with the Services, the Provider shall have the right
to change the model of products and/or the manufacturer if all the following conditions are met:
23.1.1. If the products specified in the tender bid are no longer produced, or their delivery has been
substantially disrupted and manufacturer’s confirmation has been received, and/or the products, their
manufacturer poses a threat to national security and/or supply of the products is in conflict with the
mandatory international sanctions implemented in the Republic of Lithuania as defined in the Law on
International Sanctions, and/or the products, their components or/and the manufacturer does not
comply with the provisions of Article 45(2!) of the Law on Public Procurement;

23.1.2. If the products substituted fully comply with all the requirements of the Procurement documents;
they are at least of the same or better quality than the products described in the tender bid, and the
Provider presents supporting documents; If the Provider has provided samples of the products during
the Procurement procedures, the products to be delivered must be of at least the same quality as the
samples provided;

23.1.3. If the Provider submitted a written request to the Buyer with the documents supporting the
substitution and received the written consent thereof not later than 10 (ten) days before the intended
substitution of the products. The Buyer shall have the right to object to the substitution of the products
and terminate the Contract if the Provider has not provided evidence, or the evidence provided does
not justify the compliance of the substituted products with the Procurement documents and prove the
equivalent or better quality than that of the products specified in the Contract;

23.1.4. The Parties have concluded a written Arrangement to the Contract on the substitution of the
products.

23.2. In case specified in this Section of the General Conditions, the products must be delivered at a
price not higher than that indicated in the tender bid.

24.COMMUNICATION PROCEDURE AND LANGUAGE

24.1. The Contract shall be concluded in Lithuanian. If the Contract or any document forming an integral
part thereof is concluded in another language or translated into another language, in all cases only the
text of the Contract drawn up in Lithuanian shall be considered authentic (if there are discrepancies,
the text in Lithuanian shall prevail).

24.2. If a Party notifies the other Party of its new contact details and the other Party receives such
notification, it shall send all notifications and information to be sent under the Contract to the new
contact details. If a Party does not notify of a change in contact details, or until the other Party does
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not receive such a notification, sending of the notification to the last contact details known to the Party
shall be deemed adequate and relevant.

24.3. If a notification is delivered in person or sent by post or courier, it must be served upon signed
acknowledgement and considered received on the date indicated in the acknowledgement of receipt.
24.4. If a notification is sent by e-mail, it shall be deemed to have been received by the Party on the
next working day.

24.5. If a notification is sent in several different ways, the recipient shall be deemed to have received it
when it received the first notification.

25.CLAIMS AND DISPUTE RESOLUTION

25.1. Any disputes, disagreements or claims arising out of or in connection with the Contract, its breach,
termination or validity must be settled by negotiation between, in particular, the managers of the Parties
or persons authorised by them.

25.2. If the Parties do not settle the dispute by negotiation, such dispute, disagreement or claim arising
out of or in connection with this Contract or its breach, termination or invalidity shall be finally settled
in courts of the Republic of Lithuania in accordance with the procedure laid down in the laws of the
Republic of Lithuania.

25.3. Disputes shall not give rise to any grounds for the Parties to refuse the discharge of their
obligations under the Contract.
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1.2.  CVP IS - Centriné vieSyjy pirkimy informaciné sistema, leidzianti Uzsakovui elektroniniu blidu
organizuoti, o tiekéjams — dalyvauti vieSuosiuose pirkimuose.

1.3. Uzsakovas — Sutarties SD nurodytas juridinis asmuo, perkantis Sutarties SD nurodytg
Sutarties objekta.

1.4. Tiekéjas — asmuo ar asmeny grupé, nurodytas Sios Sutarties SD, teikiantis Sutartyje
nurodytas Paslaugas UZsakovui.

1.5.  Salis — Uzsakovas arba Tiekéjas, kiekvienas atskirai. Salys — UZsakovas ir Tiekéjas abu kartu.

1.6.  Trecioji alis — bet kuris kitas fizinis arba juridinis asmuo, kuris néra Sios Sutarties Salis.

1.7.  Ukio subjektas — juridinis arba fizinis asmuo, kurio pajégumais remiasi Tiekéjas, kad atitikty
Pirkimo salygose nustatytus kvalifikacijos reikalavimus. Tuo atveju, Jei Tiekéjas tik remiasi kito Ukio
subjekto istekliais, toliau Sutartyje tokie Tkio subjektai vadinami Treciaisiais asmenimis.

1.8.  [statymas — Lietuvos Respublikos viesujy pirkimy jstatymas.

1.9. Sutarties kaina — Sutarties SD nurodyta pagal Sutartj Tiekéjui mokétina bendra suma,
nurodyta Sutarties SD 6.4. p.

1.10. Pradiné sutarties verté — Sutarties SD nurodyta bendra Sutarties kaina (be PVM),
neatsizvelgiant j Sutarties pakeitimus po jos sudarymo.

1.11. Paslaugos — Sutarties SD nurodytos Paslaugos, teikiamos Sutartyje nustatyta tvarka ir
terminais.

1.12. Pasillymas — Perkanciajai organizacijai vykdant Pirkimo procediiras, Tiekéjo pateikty
dokumenty visuma.

1.13. Pirkimo sglygos — UZsakovo vykdyty Pirkimo procediiry metu tiekéjams pateikty Pirkimo
dokumenty visuma, kuriais vadovaujantis Tiekéjas pateiké Pasitilyma.

1.14. Sutartis — Si sutartis, kurig sudaro Sutarties SD, Sutarties BD ir Sutarties SD iSvardyti priedai
ir Susitarimai.

1.15. Sutarties Bendroji dalis (toliau — Sutarties BD) — Sis dokumentas, kuris yra sudétiné ir
neatskiriama Sutarties dalis, nustatanti standartines Sutarties nuostatas bei standartines UZsakovo ir
Tiekéjo teises, pareigas bei atsakomybe.
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1.16. Sutarties Specialioji dalis (toliau — Sutarties SD) — Sutarties specialioji dalis, kurioje
detalizuojamas Sutarties objektas, Paslaugy apimtis, kaina bei jkainiai (jei taikomi), kainos / jkainiy
perzitiros procedira, Paslaugy teikimo terminai bei kitos éaliq sutartos sglygos.

1.17. Sutarties jvykdymo uztikrinimas — Lietuvos Respublikoje ar uZsienio valstybéje registruoto
banko ar kitos kredito jstaigos iSduota Sutarties salygy jvykdymo uZztikrinimo garantija, draudimo
bendrovés iSduotas laidavimo draudimo rastas, arba Tiekéjo iSduota garantija deponuojant IéSas UzZsakovo
banko saskaitoje.

1.18. Techniné specifikacija — dokumentas, kuriame nurodytas Pirkimo objekto aprasymas,
techniniai, kokybés ir kiti reikalavimai.

1.19. Teisés aktai — Lietuvos Respublikos Konstitucijoje, Lietuvos Respublikos teiséktros pagrindy
jstatyme ir kituose Lietuvos Respublikos jstatymuose jtvirtinta tvarka ir forma priimtas teisés aktas, kuriame
nustatomos, keiCiamos ar naikinamos teisés normos, skirtos neapibréztai subjekty ar atvejy grupei.

1.20. Uzsakymas — Tiekéjui rastu teikiamas uzsakymas dél Paslaugy teikimo. UZzsakymas laikomas
gautu jo i$siuntimo dieng arba po 5 (penkiy) dieny, jei siunciamas Salies registruotu pastu arba laikomas
gautu jteikimo momentu, jei jteikiamas tiesiogiai.

1.21. Specialistas — Sutartyje numatyty Paslaugy teikimui Tiekéjo pasitelkiamas specialistas
(darbuotojas), kurio profesine kvalifikacija ir (arba) patirtimi rémési Tiekéjas tam, kad atitikty Pirkimo
dokumentuose nustatytus kvalifikacijos reikalavimus (jei taikoma), ir (arba) j kurio kvalifikacijg atsizvelge

UZsakovas, vertindamas Tiekéjo pasitilyma (jei taikoma).

2. SUTARTIES OBJEKTAS
2.1.  Sios Sutarties objektas yra nurodytas Sutarties SD.
2.2.  Sutarties pagrindu gali buti teikiamos Paslaugos ar su Paslaugomis susijusios Prekeés ir (ar)
atliekami Darbai, kuriems mutatis mutandis taikomos Sutarties nuostatos ir Teises akty reikalavimai pagal

Prekiy / Darby pobudj bei Techninés specifikacijos reikalavimus.

3. SUTARTIES ISIGALIOJIMAS, IVYKDYMO UZTIKRINIMAS, STRUKTURA IR
AISKINIMAS

3.1.  Sutarties jsigaliojimas yra nurodytas Sutarties SD.

3.2.  Sutarties jvykdymo uztikrinimo taikymas yra nurodytas Sutarties SD (jei taikoma).

3.2.1. Sutarties jvykdymo uztikrinimas yra skirtas visy Tiekéjo sutartiniy jsipareigojimy jvykdymo
uztikrinimui, jskaitant, bet neapsiribojant, netesyby mokéjimui uztikrinti. Jei Sutartis yra nutraukiama dél
bet kokios priezasties, Sutarties jvykdymo uztikrinimas gali biti panaudotas bet kokiai i$ Tiekéjo UzZsakovui
priklausanciai pinigy sumai susigrazinti. Sutarties jvykdymo uZztikrinimu UZsakovas gali pasinaudoti,

nepriklausomai nuo Sutarties nutraukimo.
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3.2.2. Pratesus Tiekéjo sutartiniy jsipareigojimy jvykdymo terming, sustabdzius Sutarties vykdyma,
ar Tieké&jui véluojant jvykdyti Sutartinius jsipareigojimus, atitinkamai turi bati pratestas ir Sutarties
jvykdymo uztikrinimo galiojimo terminas. Tiekéjas turi uZztikrinti, kad pratesiant Sutarties jvykdymo
uztikrinimo terming neatsirasty laikotarpis, per kurj Tiekéjo prievoliy vykdymas bity neuztikrintas.

3.2.3. Sutarties jvykdymo uztikrinimas ir (ar) uztikrinimg patvirtinantis dokumentas per 5 darbo
dienas nuo Tiekéjo rasytinio pareikalavimo pateikimo momento grazinamas Tiekéjui, jei jis laiku ir tinkamai
jvykdeé visus sutartinius jsipareigojimus arba Sutarties jvykdymo uztikrinimas tapo nebereikalingas.

3.2.4. Jeigu Sutarties galiojimo metu, baigiasi Sutarties salygy vykdymo uztikrinimas, Tiekéjas ne
véliau, kaip likus 10 darbo dieny iki Sutarties sglygy jvykdymo uztikrinimo pabaigos, turi pateikti Uzsakovui
naujq Sutarties salygy jvykdymo uztikrinimo dokumenta, kuris galioty iki Sutarties galiojimo pabaigos.

3.2.5. Tiekéjas jsipareigoja UZsakovui pasinaudojus sutarties jvykdymo uztikrinimu, per 10 darbo
dieny pateikti naujg Sutarties salygy jvykdymo uztikrinimo dokumenta.

3.3. Si Sutartis yra vientisas ir nedalomas dokumentas, kurj sudaro visi toliau i$vardinti
dokumentai. Sutarties aiskinimo ir taikymo tikslais nustatoma tokia Sutarties dokumenty virSenybés
tvarka:

3.3.1. Skelbimas apie pirkimg;

3.3.2. Sutarties SD;

3.3.3. Sutarties SD priedas , Techniné specifikacija“;

3.3.4. Sutarties BD;

3.3.5. Pirkimo salygos;

3.3.6. Pirkimo salygy priedai;

3.3.7. Tiekéjo pasiulymas.

3.4. Jei Sutarties dokumentuose yra neaiSkumy, neatitikimy ar prieStaravimy, taisyklés,
nustatytos aukstesnés galios Sutarties dokumente, visuomet yra laikomos pakeicianciomis zemesnés galios
Sutarties dokumente nustatytas analogiSkas taisykles nuo Sutarties jsigaliojimo dienos. Tuo atveju, jei
Sutarties dalimi laikomi Paslaugy teikéjo pateikti dokumentai, jskaitant licencijas, jy naudojimo taisyklés
ar pan., tai visos Paslaugy teikéjo pateikty dokumenty nuostatos, priestaraujancios Istatymui ir (ar)
Pirkimo salygoms, laikomos negaliojanciomis

3.5. Sutarciai taikoma ir ji aiSkinama pagal Lietuvos Respublikos teise. Visoms teiséms ir

jsipareigojimams pagal Sutartj yra taikomi Lietuvos Respublikos teisés aktai.

4. SALIY TEISES IR PAREIGOS
4.1.  Uzsakovas jsipareigoja:
4.1.1. per Sutarties SD nurodytg terming, bet ne véliau kaip iki Akto pasirasymo, patikrinti suteiktas

Paslaugas bei jforminti patikrinimo rezultatus;
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4.1.2. priimti Sutartyje nustatytais terminais ir tvarka Tiekéjo suteiktas Paslaugas, atitinkancias
Techninés specifikacijos nustatytus reikalavimus;

4.1.3. sumokeéti Tiekéjui uz priimtas Paslaugas Sutartyje nustatytg kaing Sutartyje nustatytomis
sglygomis ir tvarka;

4.1.4. bendradarbiauti su Tiekéju: suteikti Tiekéjui jo pagristai prasoma, Uzsakovo turima
informacija ir (ar) dokumentus, batinus Sutarciai tinkamai ir laiku jvykdyti;

4.2. tinkamai vykdyti kitus jsipareigojimus, numatytus Sutartyje ir Lietuvos Respublikoje
galiojanciuose teisés aktuose.

4.3.  Kiti Uzsakovo jsipareigojimai nurodyti Sutarties SD.

4.4. Uzsakovas turi teise:

4.4.1. reikalauti, kad Tiekéjas tinkamai ir laiku vykdyty jsipareigojimus, nurodytus Sutartyje bei
Lietuvos Respublikoje galiojanciuose teisés aktuose;

4.4.2. tikrinti Paslaugy teikimo procesg tiek, kiek tai susije su teikiamy Paslaugy kokybe, pareiksti
Tiekéjui pastabas ir pasitlymus dél Paslaugy teikimo. Uzsakovo pastebéti trikumai fiksuojami rastu arba
el. pastu ir turi biti Tiekéjo saskaita istaisyti per UZsakovo nurodytg terming;

4.4.3. neapmokéti Europos elektroniniy saskaity faktiiry standarto neatitinkanciy saskaity, jeigu
Tiekéjas jas pateikia ne Sutarties 5.10 punkte numatytomis priemonémis;

4.4.4. iSskaiciuoti netesybas ir kitus dél Tiekéjo kaltés patirtus nuostolius i$ Tieké&jui mokétiny sumy,
apie tai rastu informaves Tiekéjg;

4.4.5. sustabdyti mokéjimus Tiekéjui, jeigu Tiekéjas nevykdo arba netinkamai vykdo bet kokius
Sutartimi prisiimtus ar teisés aktuose numatytus jsipareigojimus, iki kol Sie jsipareigojimai nebus tinkamai
jvykdyti;

4.4.6. bet kuriuo pirkimo sutarties galiojimo metu pareikalauti Tiekéjo pateikti pagrindziancius
dokumentus dél Istatymo 37 straipsnio 9 dalyje, 45 straipsnio 27 dalyje ir (ar) 47 straipsnio 9 dalyje
nurodyty aplinkybiy buvimo / nebuvimo. Tiekéjui per perkanciosios organizacijos nustatytg terming
nepateiktus tokios informacijos, perkancioji organizacija turi teise nesikreipdama j teismg, vienasaliSkai
nutraukti pirkimo sutartj, rastu jspéjusi tiekéjg pries 10 kalendoriniy dieny;

4.4.7. prasyti, kad Tiekéjas pateikty visus dokumentus, numatytus Techninéje specifikacijoje ir
Sutartyje.

4.,5.  Uzsakovas turi kitas teises, numatytas Sutartyje ir Lietuvos Respublikoje galiojanciuose teisés
aktuose.

4.6.  Kitos Uzsakovo teisés nurodytos Sutarties SD.

4.7. Tiekéjas jsipareigoja:

4.7.1. nedelsiant, bet ne véliau nei per Sutarties SD nurodytg terming rastu informuoti Uzsakova
apie bet kokias aplinkybes, trukdancias ir (ar) galinCias sutrukdyti Tiekéjui jvykdyti sutartinius

jsipareigojimus Sutartyje nustatytais terminais bei tvarka. Toks pranesimas nepanaikina UZsakovo teisés
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skaiciuoti netesybas pagal Sutartj ar reikalauti atlyginti kitus nuostolius, jeigu Paslaugos nebity suteiktos
laiku;

4.7.2. tinkamai ir kokybiskai suteikti Paslaugas, atitinkancias Techninés specifikacijos nustatytus
reikalavimus, Sutartyje nustatytais terminais ir tvarka;

4.7.3. Paslaugas teikti savo rizika bei sgskaita kaip jmanoma ripestingai bei efektyviai, jskaitant,
bet neapsiribojant, pagal geriausius visuotinai pripazjstamus profesinius, techninius standartus ir praktika,
panaudodamas visus turimus ar reikiamus jgtidzius, Zinias ir iSteklius;

4.7.4. Uzsakovo reikalavimu, per Uzsakovo nurodytg terming pateikti Uzsakovui visg informacijg ar
dokumentus ir (ar) ataskaitg apie Sutarties vykdymo eiga;

4.7.5. uztikrinti, kad Sutarties sudarymo metu ir visg jos galiojimo laikotarpj Sutartj vykdyty Tiekéjo
ir (ar) jo pasitelkto Ukio subjekto (-y) (jeigu pasitelkiamas) darbuotojai, turintys Sutarties vykdymui
reikalingg kvalifikacijg ir patirtj, atitinkancig Pirkimo dokumentuose bei galiojanciuose teisés aktuose
nustatytus reikalavimus. Taip pat uztikrinti, kad visg Sutarties galiojimo laikotarpj Tieké&jo ir jo pasitelkto
subtiekéjo (-y) kvalifikacija atitiks pirkimo dokumenty ir teisés akty nustatytus reikalavimus;

4.7.6. Uzsakovui rastu paprasius, ne véliau kaip per 3 darbo dienas nuo prasymo gavimo dienos
arba Uzsakovo nurodytu terminu grazinti visus iS UzZsakovo gautus SutarCiai vykdyti reikalingus
dokumentus;

4.7.7. uztikrinti iS UZsakovo Sutarties vykdymo metu gautos ir su Sutarties vykdymu susijusios
informacijos konfidencialuma ir apsaugg;

4.7.8. Tiekéjo darbuotojai, kuriems dél priskirty funkcijy ar pavesto darbo buty suteikta teisé be
palydos patekti prie Uzsakovo valdomy nacionaliniam saugumui uztikrinti svarbiy jrenginiy ir turto ar priimti
sprendimus dél Siy jrenginiy ir turto funkcionavimo, turi atitikti Lietuvos Respublikos nacionaliniam
saugumui uztikrinti svarbiy objekty apsaugos jstatymo 17 straipsnio 2 dalyje nustatytus kriterijus.

4.7.9. Pirkimo sutarties vykdymo metu uztikrinti atitiktj Istatymo 37 straipsnio 9 dalyje, 45
straipsnio 2! dalyje ir 47 straipsnio 9 dalyje nustatytiems reikalavimams;

4.8. laikytis Siy aplinkosaugos reikalavimy: mazinti popieriaus sunaudojima, atsisakyti nebditino
dokumenty kopijavimo ir spausdinimo, rengiama dokumentacija, paslaugy perdavimo—priémimo aktai
UZsakovui turi biti pateikti tik elektroniniu formatu, o dokumentacija, kuri turi biiti pasiraSoma ir paslaugy
perdavimo—priémimo aktai turi bUti pasiraSomi elektroniniu parasu. Esant bdtinybei spausdinti,
naudojamas perdirbtas popierius, kuris atitinka minimalius aplinkos apsaugos kriterijus, patvirtintus
Lietuvos Respublikos aplinkos ministro 2011 m. birzelio 28 d. jsakyme Nr. D1-508 ,Dél Aplinkos apsaugos
kriterijy taikymo, vykdant Zaliuosius pirkimus, tvarkos apraso patvirtinimo" (aktuali redakcija);

4.9. Jei yra galimybé Paslaugas teikti nuotoliniu budu;

4.10. Tiekéjas jsipareigoja tinkamai vykdyti kitus jsipareigojimus, numatytus Sutartyje ir Lietuvos
Respublikoje galiojanciuose teisés aktuose;

4.11. Kiti Tiekéjo jsipareigojimai nurodyti Sutarties SD.
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4.12. Tiekéjas turi teise:

4.12.1. reikalauti, kad Uzsakovas priimty kokybiskai ir laiku suteiktas Paslaugas, atitinkancias
Sutarties ir Techninés specifikacijos, taip pat Paslaugy teikimui taikomy teisés akty nustatytus
reikalavimus, bei sumokéty uz jas Sutartyje nustatytg kaing Sutartyje nustatytomis sglygomis ir tvarka;

4.12.2. reikalauti, kad UZsakovas tinkamai ir laiku vykdyty kitus jsipareigojimus, nurodytus Sutartyje
ir Lietuvos Respublikoje galiojanciuose teisés aktuose;

4.12.3. prasyti, kad UzZsakovas pateikty turimus dokumentus ir (ar) kitg informacija, kurie yra batini
Tiekéjui tinkamam Sutartimi prisiimty jsipareigojimu jvykdymui;

4.12.4. Kitos Tiekéjo teisés nurodytos Sutarties SD.

5. SUTARTIES KAINA IR MOKEJIMO TVARKA

5.1. Sutarciai taikoma kainodara (vadovaujantis Kainodaros taisykliy nustatymo metodika,
patvirtinta VieSyjy pirkimy tarnybos direktoriaus 2017 m. birZelio 28 d. jsakymu Nr. 15-95 ,Dél kainodaros
taisykliy nustatymo metodikos patvirtinimo") nurodyta Sutarties SD.

5.2. Pradiné Sutarties verté nurodyta Sutarties SD.

5.3.  Sutarties kaina nurodyta Sutarties SD.

5.4. Paslaugy kainos / jkainiy perskaiciavimo tvarka nurodyta Sutarties SD.

5.5.  Atsiskaitymo tvarka nurodyta Sutarties SD.

5.6.  Avanso mokéjimo galimybé nurodyta Sutarties SD (jei taikoma).

5.6.1. Avanso mokéjimo tvarka, kai uz Paslaugas atsikaitoma etapais:

5.6.1.1. Tiekéjui iSmokétas avansas uzskaitomas kaip dalinis apmokéjimas uz suteiktas Paslaugas.
Likusi Sutarties kaina uZ suteiktas Paslaugas sumokama dalimis pasirasius Aktus ir Tiekéjui Sutartyje
nustatyta tvarka pateikus sgskaitas fakttras.

5.6.1.2. Kai Tiekéjui buvo iSmokétas avansas ir Tiekéjas véluoja suteikti Paslaugas, jis, papildomai
prie pagal Sutarties SD 9.2 papunktj mokétiny sumy, turi mokéti 10 proc. dydzio metines paliikanas uz
veélavimo laikg nuo jam iSmokétos avanso sumos, bet ne ilgiau kaip uz 1 ménes;.

5.6.1.3. Nutraukus Sutartj Tiekéjas privalo grazinti Uzsakovui gautg avansg per 7 darbo dienas (jeigu
dalis Paslaugy suteikta, Uzsakovas jas yra priémes — grgzinama neuzskaityta avanso dalis, Uzsakovas
pasinaudoja avanso uztikrinimu (jei taikoma). Tais atvejais, jei nebuvo taikytas Sutarties SD 4.1 papunktis,
Tiekéjas turi sumokeéti 10 proc. procenty dydZio metines paliikanas nuo grazintinos avanso sumos uz
laikotarpj nuo avanso iSmokeéjimo iki jo grazinimo.

5.6.2. Avanso mokeéjimo tvarka, kai uz Paslaugas atsiskaitoma vienu mokéjimu:

5.6.2.1. Kai iSmokétas avansas, likusi Sutarties kaina sumokama suteikus visas Paslaugas. Kai
avansas neiSmokétas (Tiekéjui nepapraSius ar nepateikus tinkamo iSankstinio mokéjimo grazinimo
uztikrinimo), visa Sutarties kaina uz suteiktas Paslaugas sumokama pasirasSius Aktg ir Tiekéjui Sutartyje

nustatyta tvarka pateikus saskaitg faktira.
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5.6.2.2. Nutraukus Sutartj Tiekéjas privalo grazinti Uzsakovui gautg avansg per 7 darbo dienas (jeigu
dalis Paslaugy suteikta, UZsakovas jas yra priémes — grazinama ta avanso dalis, kuri virSija Uzsakovo
priimty Paslaugy kaing). Jei Tiekéjas negrazina gauto avanso, Uzsakovas pasinaudoja avanso uztikrinimu
(jei taikoma). Tais atvejais, jei buvo taikytas Sutarties SD 6.7Klaida! Nerastas nuorodos saltinis.
punktas, Tiekéjas turi sumokéti 10 procenty dydzio metines paliikanas nuo grazintinos avanso sumos uz
laikotarpj nuo avanso iSmokeé&jimo iki jo grazinimo.

5.7. 1 Paslaugy kaing / jkainius yra jskaiCiuoti visi mokesciai ir visos Tiekéjo iSlaidos, apimancios
viskg, ko reikia visiSkam ir tinkamam Sutarties jvykdymui (jskaitant sagskaity faktliry pateikimo Sutarties
BD 5.10. punkte numatytomis priemonémis iSlaidas).

5.8. Jeigu Sutarties vykdymo metu pasikeiCia PVM mokéjima reglamentuojantys teisés aktai,
darantys tiesiogine jtaka Tiekéjo tiekiamy Paslaugy Sutartyje nurodytai kainai / jkainiams, Sutartyje
nurodyta Paslaugy kaina / jkainiai perskaiCiuojami jg / juos didinant arba mazinant. Perskaiciavimas
jforminamas Sutarties pakeitimu, kuris tampa neatskiriama Sutarties dalimi. Perskaiciuota kaina / jkainiai
taikomi uz tg Paslaugy dalj, uz kurig sgskaita faktlira iSraSoma galiojant naujam PVM. Jeigu Paslaugy
kainos / jkainiy perskaiciavimg dél pasikeitusio (padidéjusio ar sumazéjusio) PVM inicijuoja Tiekéjas, jis
turi rastu kreiptis j Uzsakova ir pateikti konkrecius skaiCiavimus dél pasikeitusio PVM jtakos Paslaugy kainai
/ ikainiams. UZsakovas taip pat turi teise inicijuoti kainos/jkainiy perskaiCiavimg dél pasikeitusio PVM.

5.9. Jei Sutarties kaina buvo perzitréta pagal Sutartyje nurodytas kainy perzitiros salygas,
atitinkamai patikslinama (didéja arba mazéja) Pradiné sutarties verte.

5.10. Vykdant Sutartj, sgskaitos fakturos teikiamos tik elektroniniu budu, per Sutarties SD 6.6.
punkte nurodytg termina. Elektroninés saskaitos faktiiros, atitinkancios Europos elektroniniy saskaity
faktlry standarta, kurio nuoroda paskelbta 2017 m. spalio 16 d. Komisijos jgyvendinimo sprendime (ES)
2017/1870 dél nuorodos j Europos elektroniniy saskaity faktliry standartg ir sintaksiy sgraso paskelbimo
pagal Europos Parlamento ir Tarybos direktyvg 2014/55/ES (OL 2017 L 266, p. 19) (toliau — Europos
elektroniniy saskaity faktury standartas), teikiamos Tiekéjo pasirinktomis priemonémis. Europos
elektroniniy saskaity faktliry standarto neatitinkancios elektroninés saskaitos faktiros gali bditi teikiamos
tik naudojantis saskaity administravimo bendrosios informacinés sistemos (SABIS) priemonémis.
ISankstinio mokéjimo saskaitas (jeigu Sutarties SD 6.7. p. yra numatytas avanso mokéjimas) Tiekéjas
privalo pateikti Siame Sutarties punkte nustatyta tvarka.

5.11. Sumokéjimo diena — tai diena, kai léSos iSskaitomos iS UZsakovo saskaitos. Jeigu mokéjimo
termino diena sutampa su poilsio diena, tai mokéjimy pagal Sutartj mokéjimo diena laikoma po jos einanti

darbo diena.

6. PASLAUGY PERDAVIMO IR PRIEMIMO TVARKA
6.1. Paslaugy teikimo rezultatas Uzsakovui perduodamas Sutarties Salims pasirasant Paslaugy

perdavimo—priémimo aktg. Akto pasiraSymo terminas nurodytas Sutarties SD.
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6.2. Tiekéjas, jvykdes Sutartyje numatytus jsipareigojimus, turi kreiptis j Uzsakovg dél Paslaugy
rezultato Uzsakovui perdavimo ir Paslaugy perdavimo—priémimo akto pasiraSymo. UZsakovas jsipareigoja
priimti tinkamai ir laiku suteiktas Paslaugas, pasiraSydamas Paslaugy perdavimo—priémimo akta.

6.3. Jeigu Paslaugy vykdymo ir (ar) Paslaugy perdavimo—priémimo metu nustatoma, kad
Paslaugos suteiktos netinkamai ir Paslaugy rezultatas neatitinka Sutartyje ir (ar) Techninéje specifikacijoje
nustatyty reikalavimy, UZsakovas turi teise atsisakyti pasirasyti Paslaugy perdavimo—priémimo aktg, rastu
Tiekéjui nurodydamas suteikty Paslaugy trikumus (jei jmanoma, nurodydamas ir priemones, kuriy
Tiekeéjas privalo imtis, kad Paslaugy kokybé atitikty Sutarties ir (ar) Techninés specifikacijos reikalavimus
ir Paslaugy perdavimo—priémimo aktas bity pasirasytas). Jeigu Uzsakovas atsisako pasirasyti Paslaugy
perdavimo—priémimo aktg ir praneSa Tiekéjui, kad Paslaugos ar kuri nors Paslaugy dalis neatitinka
Sutarties ir (ar) Techninés specifikacijos reikalavimy, Tiekéjas privalo savo saskaita pasalinti nurodytus
Sutarties vykdymo paZeidimus (neatitikimus) per UZsakovo nurodytg protingg termina.

6.4. Tiekéjui nepasalinus Paslaugy trilkumy per UZsakovo nustatytg terming, Uzsakovas turi teise
véliau perduodamy Paslaugy nepriimti ir uz jas nesumokéti bei pateikti Tieké&jui praneSimg apie jy
nepriemima.

6.5. Kartu su Paslaugy perdavimo—priémimo aktu Tiekéjas turi pateikti UZsakovui visus
dokumentus (dokumentai turi bati originalo kalba bei pateiktas patvirtintas vertimas | lietuviy kalbg,
patvirtintas vertéjo parasu ir vertimy biuro antspaudu), kurie yra biitini teikiant Paslaugas sukurty rezultaty

naudojimui (jeigu taikoma).

7. PASLAUGY KOKYBE

7.1.  Paslaugy garantinis terminas nustatomas Sutarties SD (jei taikoma) ir pradedamas skaiciuoti
nuo Paslaugy ar jy dalies perdavimo UzZsakovui, t. y. Akto pasiraSymo dienos. Jei Garantinis terminas
nenustatytas, tai neapriboja Uzsakovo teisés Sutarties galiojimo metu pareiksti reikalavimus Tiekéjui dél
paslépty Paslaugy trukumy, kuriy UZsakovas negaléjo nustatyti Paslaugy priémimo metu. Trakumai
Salinami Tiekéjo saskaita.

7.2.  Vadovaujantis Lietuvos Respublikos civilinio kodekso (toliau — LR CK) 6.317 straipsniu,
Tiekéjo garantija (patvirtinimas) dél Prekiy nuosavybés teisés ir jy kokybés yra, nepaisant to, ar tokia
garantija Sutartyje numatyta, ar ne (garantija pagal jstatymg).

7.3. Tiekéjas, pasiraSydamas Sutartj, garantuoja, kad teikiamos Paslaugos yra kokybiskos,
atitinka visus Sutarties bei Teisés akty reikalavimus, tinkamos naudoti pagal jy tiksline paskirtj, be paslépty
trikumy.

7.4.  Paslaugy trikumai pastebéti Paslaugy perdavimo — priémimo metu ar (ir) po Akto pasiraSymo
turi biti pasalinti Sutarties SD nustatytais terminais Tiekéjo saskaita. Apie pastebétus Paslaugy trikumus
UZsakovas Tiekéjui turi pranesi rastu. UZsakovas turi teise nepriimti Paslaugy, jei Paslaugy perdavimo -

priemimo metu pastebimi Paslaugy trikumai. Apie pastebétus Paslaugy trikumus yra pazymima Akte,
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nurodant priimto sprendimo motyvus. Paslaugos gali bati Uzsakovo priimamos su neesminiais trilkumais,
Akte nurodant triikumus ir terming, per kurj triikumai turi bati pasalinti (tik tais atvejais, jei Techninéje
specifikacijoje nurodyta, kas bus laikoma neesminiais trukumais). Visais atvejais visus Darbus ir (ar)
Prekes, susijusius su Paslaugy trikumy pasalinimu, Tiekéjas atlieka savo sgskaita per Sutarties SD
nurodytg trikumy Salinimo terming (jei éalys nesusitaré dél trumpesnio termino). Sutartyje nustatytas
atsiskaitymo terminas pradedamas skaiciuoti ir Uzsakovui atsiranda prievolé atsiskaityti su Tiekéju tik po
to, kai Uzsakovas jsitikina, jog trikumai, jskaitant neesminius, yra visiSkai pasalinti. Trikumy pasalinimas
pazymimas Akte ir patvirtinamas Saliy parasais.

7.5.  Tiekéjui per Sutarties SD nurodytg terming nepasalinus Paslaugy perdavimo — priémimo
metu ir (ar) Garantinio termino galiojimo metu nustatyty triikumy, Tiekéjas, Uzsakovui pareikalavus, moka
Sutarties SD nustatyto dydzio netesybas uz vélavimg pasalinti trlkumus bei atlygina UZsakovo dél to
patirtus nuostolius tiek, kiek jy nepadengia netesybos. Netesyby ir nuostoliy sumokéjimas neatleidzia
Tiekéjo nuo pareigos kuo skubiau pasalinti trukumus.

7.6.  Preziumuojama, kad Tiekéjas materialiai atsako uz visus Paslaugy triikumus, paaiskéjusius
Paslaugy perdavimo — priemimo metu ar (ir) Garantinio termino galiojimo metu, jeigu Tiekéjas nejrodo,
kad Paslaugy trikumai atsirado ne dél Tiekéjo kaltés ar aplaidaus jo sutartiniy jsipareigojimy vykdymo.

7.7. Prekiy (ar jy dalies) / Darby (ar jy dalies) Garantinis terminas nustatomas Sutartyje ir
pradedamas skaiciuoti nuo Prekiy ar jy dalies (jeigu Prekés tiekiamos dalimis) /Darby ar jy dalies (jeigu
Darbai atliekami dalimis), perdavimo UZsakovui dienos, t. y. Akto pasiraSymo dienos (iSskyrus jei Prekeés /
Darbai priimami su triikumais, tokiu atveju terminas skai¢iuojamas nuo jraso Akte apie trukumy pasalinima
dienos). Nustatytas Garantinis terminas neapriboja UZsakovo teisés pareiksti reikalavimus Tiekéjui dél

perduoty Prekiy / Darby trikumy LR CK 6.338 straipsnyje nustatyta tvarka ir terminais.

8. SALIY ATSAKOMYBE

8.1.  Tiekéjo ir Uzsakovo civilinés atsakomybés sglygos nurodytos Sutarties SD.

8.2.  Uzsakovas delspinigius Tiekéjui gali iSskaiCiuoti iS Tiekéjui pagal Sutartj mokétiny sumy.

8.3.  Salys atsako uZ tai, kad Sutarties salygos biity tinkamai vykdomos. Saliy atsakomybe yra
nustatoma pagal galiojancius Lietuvos Respublikos teisés aktus ir Sutartj.

8.4. Tiekéjas privalo atlyginti Uzsakovui dél netinkamos kokybés suteikty Paslaugy atsiradusig
Zala.

8.5.  Delspinigiy sumokeéjimas neatleidZia Sutarties Saliy nuo pareigos vykdyti Sutartyje prisiimtus
jsipareigojimus.

8.6.  Tiekéjas visais atvejais atsako uz UZsakovui paslaugy tiekimo metu jo pasitelkty asmeny
padarytus nuostolius ar Zalg, nepriklausomai nuo to, ar tokie nuostoliai ar Zala bty padaryta Uzsakovui,

jo darbuotojams ar bet kokiems tretiesiems asmenims ir jy turtui.
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8.7. Tiekéjui netinkamai vykdant savo sutartinius jsipareigojimus Uzsakovas turi teise,
neapribodamas kity, Sutartyje ir teisés aktuose numatyty savo teisiy gynimo priemoniy taikymo galimybiy,
uz jsipareigojimy nevykdyma taikyti vienasalj iSskaitymgq i$ visy pagal Sutartj Tiekéjui mokétiny sumy
(pranesant apie tai Tiekéjui rastu), o, jei jy nepakakty, ir iS Tiekéjo pateikty prievoliy jvykdymo uztikrinimy
(jei taikoma), pranesant apie tai Tiekéjui rastu, Sutartyje nurodytoms netesyboms bei visiems Sutarties
SD 9.4. p. nurodytiems nuostoliams padengti. Si nuostata galioja nepaisant Sutarties nutraukimo bei kity

sankcijy taikymo.

9. NENUGALIMOS JEGOS (FORCE MAJEURE) APLINKYBES

9.1. Salis atleidZiama nuo atsakomybés uz Sutarties nejvykdyma, jeigu ji jrodo, kad Sutartis
nejvykdyta dél aplinkybiy, kuriy ji negaléjo kontroliuoti bei protingai numatyti Sutarties sudarymo metu, ir
kad negaléjo uzkirsti kelio Siy aplinkybiy ar jy pasekmiy atsiradimui (force majeure).

9.2. Nenugalimos jégos aplinkybémis laikomos aplinkybés, nurodytos LR CK 6.212 straipsnyje ir
Atleidimo nuo atsakomybés esant nenugalimos jégos (force majeure) aplinkybéms taisyklése, patvirtintose
Lietuvos Respublikos Vyriausybés 1996 m. liepos 15 d. nutarimu Nr. 840 ,Dél atleidimo nuo atsakomybés
esant nenugalimos jégos (force majeure) aplinkybéms taisykliy patvirtinimo™.

9.3. Salis negalinti vykdyti pagal Sutartj savo jsipareigojimy dél nenugalimos jégos aplinkybiy
veikimo privalo rastu apie tai pranesti kitai Saliai per 10 dieny nuo tokiy aplinkybiy atsiradimo pradzios.

9.4. Nenugalimos jégos aplinkybéms pasibaigus, toliau vykdomi Sutartyje numatyti Saliy
jsipareigojimai, jei Salys nesusitarta kitaip.

9.5.  Jeigu nenugalimos jégos aplinkybés ir jy padariniai tesiasi ilgiau negu 3 ménesius, kiekviena

Salis turi teise atsisakyti vykdyti savo jsipareigojimus ir nutraukti Sutartj.

10. SUTARTIES VYKDYMO SUSTABDYMAS

10.1. Sutarties vykdymo metu atsiradus nenumatytoms, nuo Saliy nepriklausancioms aplinkybémes,
atsiradusiomis ne dél Saliy valios (iSskyrus nenugalimos jégos (force majeure) aplinkybes), dél kuriy Salis
negali vykdyti Sutarties ir kuriy nebuvo galima numatyti Sutarties sudarymo metu (aplinkybés turi bati
pagrjstos objektyviais faktais ir dokumentais i$ kuriy aiskiai bty galima spresti, kad tokios aplinkybés
susikloste), Salis nedelsiant pateikia tai patvirtinancius dokumentus kitai Saliai, kuri sprendzia klausima dél
sutartiniy jsipareigojimy ar jy dalies vykdymo sustabdymo iki minéty aplinkybiy iSnykimo. ISnykus Siame
punkte nurodytoms aplinkybéms, Sutarties vykdymas tesiamas tam terminui, kiek buvo like vykdyti Sutartj
iki Sutarties vykdymo sustabdymo.

10.2. Jei sutartiniy jsipareigojimy vykdymas dél priezasCiy, nepriklausanciy nuo Tiekéjo buvo
sustabdytas laikotarpiui, ne trumpesniam nei 90 dieny, praéjus 90 dieny Tiekéjas gali rasytiniu praneSimu

UZsakovo pareikalauti atnaujinti sutartiniy jsipareigojimy vykdyma per 14 dienuy.
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10.3. Uzsakovas taip pat turi teise sustabdyti sutartiniy jsipareigojimy (ar jy dalies) vykdyma, jeigu
jam pagrjstai kyla jtarimy dél teikiamy Paslaugy kokybés ir reikia laiko patikrinti bei jsitikinti tiekiamy
Paslaugy kokybe. Tokiu atveju sutartiniy jsipareigojimy (ar jy dalies) vykdymo sustabdymas galimas iki 5
darbo dieny. Uzsakovo galimybé pasinaudoti Sia teise negali priklausyti nuo Tiekéjo valios ar biti jo
jtakojama.

10.4. ISnykus aplinkybéms, lémusioms sutartiniy jsipareigojimy vykdymo sustabdymga, Sutarties
vykdymas tesiamas tam terminui, kiek buvo like vykdyti Sutartj iki Sutarties vykdymo sustabdymo. Salys
norédamos atnaujinti sustabdyty sutartiniy jsipareigojimy (ar jy dalies) vykdyma turi viena kitg informuoti
ne véliau kaip pries 3 darbo dienas.

10.5. Dél sutartiniy jsipareigojimy vykdymo sustabdymo visais atvejais turi biti sudaromas
rasytinis susitarimas, nurodant motyvuotas priezastis ir sustabdymo terming, bei pridedant dokumentus,

patvirtinancius sustabdymo pagrindg (jeigu tokie yra).

11. SUTARTIES GALIOJIMAS, NUTRAUKIMAS IR KEITIMAS

11.1. Sutartis laikoma sudaryta, kai Salys ranka, arba kvalifikuotu elektroniniu paradu, arba kitokiu
Sutarties SD sutartu blidu pasiraso Sutarties SD ir Tiekéjas pateikia reikalaujama Sutarties jvykdymo
uztikrinima (jeigu reikalaujama Sutarties SD). Jeigu Salys Siuos dokumentus pasirao ne vienu metu,
Sutartis laikoma sudaryta tg dieng, kai Sutarties SD pasiraso paskutinioji Salis. Tuo atveju, kai Tiekéjas
pagal Sutarties SD turi pateikti Sutarties jvykdymo uztikrinimg (jeigu reikalaujama Sutarties SD) Sutartis
jsigalioja kitg dieng po reikalaujamo Sutarties jvykdymo uztikrinimo.

11.2.  Sutarties galiojimo terminas nurodytas Sutarties SD 3.2 p.

11.3. Tuo atveju, kai Tiekéjas pagal Sutarties SD turi pateikti Sutarties jvykdymo uztikrinimg (jeigu
reikalaujama Sutarties SD) Sutartis jsigalioja kitg dieng po reikalaujamo Sutarties jvykdymo uztikrinimo
UZsakovui pateikimo bei galioja iki visiSko Sutarties Saliy sutartiniy jsipareigojimy jvykdymo arba Sutarties
nutraukimo Sutartyje ar jstatymuose nustatytais atvejais.

11.4. Jeigu Tiekéjas nepateikia UZsakovui Sutarties jvykdymo uZztikrinimo pagal Sutarties SD
salygas, laikoma, kad Tiekéjas nepagrjstai atsisaké Sutarties. Tokiu atveju laikoma, kad kitg dieng po
termino Tiekéjui pateikti Sutarties jvykdymo uztikrinimg Sutartis pasibaigia, Uzsakovas jgyja teise Jstatymy
nustatyta tvarka pasitlyti sudaryti Sutartj kitam tiekéjui ir reikalauti Tiekéjo atlyginti dél to kylancius
UZsakovo nuostolius bei tuo tikslu pasinaudoti Tiekéjo pasitilymo galiojimo uztikrinimu, nevirSydamas
patirty nuostoliy sumos.

11.5. Jei kuri nors Sutarties nuostata tampa ar pripazjstama visiskai ar i$ dalies negaliojancia, tai
neturi jtakos kity Sutarties nuostaty galiojimui.

11.6. Sutartis gali buti nutraukta:

11.6.1. rasytiniu abipusiu Saliy susitarimu;

11.6.2. Sutartyje nustatytais atvejais ir tvarka;
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11.6.3. kitais LR CK nustatytais atvejais.

11.7. Uzsakovas, nesikreipdamas j teisma, gali vienasaliSkai nutraukti Sutartj, rastu jspéjes Tiekéjg
pries 10 (deSimt) kalendoriniy dieny, jeigu:

11.7.1. Tiekéjui iSkeliama restruktirizavimo arba bankroto byla, Tiekéjas likviduojamas, sustabdo
savo Ukine veiklg arba kai jstatymuose ar kituose teisés aktuose nustatyta tvarka susidaro analogiska
situacija, ir Sios aplinkybés trukdo tinkamai laiku vykdyti Sutartimi prisiimtus jsipareigojimus;

11.7.2. esant esminiam Sutarties paZeidimui, kaip tai numatyta Sutartyje ir (ar) LR CK;

11.7.3. Sutartis buvo pakeista pazeidziant Jstatymo 89 straipsn;j;

11.7.4. paaiskéjo Istatymo 37 straipsnio 9 dalyje, 45 straipsnio 2! dalyje ir (ar) 47 straipsnio 9 dalyje
nurodytos aplinkybés;

11.7.5. paaiskéjo, kad Tiekéjas, su kuriuo sudaryta Sutartis, turéjo bdti pasalintas i§ Pirkimo
proceduros pagal Istatymo 46 straipsnio 1 dalj;

11.7.6. paaiskéjo, kad su Tiekéju neturéjo biti sudaryta Sutartis dél to, kad Europos Sajungos
Teisingumo Teismas procese pagal Sutarties dél Europos Sajungos veikimo 258 straipsnj pripazino, kad
nebuvo jvykdyti jsipareigojimai pagal Europos Sajungos steigiamasias sutartis ir Direktyvg 2014/24/ES;

11.7.7. Lietuvos Respublikos Vyriausybé Nacionaliniam saugumui uztikrinti svarbiy objekty apsaugos
jstatymo nustatyta tvarka priima sprendimg, patvirtinantj, kad Sutartis (jo pakeitimas) laikoma keliancia
rizikg ar neatitinka nacionalinio saugumo interesy;

11.7.8. jeigu Tiekéjas nepateikia naujo arba pratesto Sutarties jvykdymo uztikrinimo Sutarties SD
nurodyta tvarka, iSskyrus pirminj sutarties uztikrinimg (jei reikalaujama Sutarties jvykdymo uztikrinimo);

11.7.9. jeigu Tiekéjas pazeidzia Sutartyje nustatytus jsipareigojimus dél konfidencialumo;

11.7.10. Tiekéjas nepradeda laiku vykdyti Sutarties;

11.7.11. Sutarties vykdymo sustabdymas trunka ilgiau nei 90 dieny.

11.8. Uzsakovas, be iSankstinio jspéjimo gali nutraukti Sutartj vienasSaliSkai dél esminio sutarties
pazeidimo ir reikalauti atlyginti nuostolius, jeigu:

11.8.1. Tiekéjas véluoja pradéti teikti Paslaugas daugiau kaip Sutarties SD nurodyta terming (jei
taikoma);

11.8.2. delspinigiy dydis pasiekia 20 proc. pradinés Sutarties vertés;

11.8.3. Tiekéjas, siekdamas sudaryti Sutartj su Uzsakovu, buvo sudares susitarimg, neleistinai
ribojantj konkurencija;

11.8.4. Tiekéjas Sutarties vykdymo metu jtraukiamas | nepatikimy tiekéjy sarasa arba subtiekéju
pasitelkia asmenj, jtraukta j nepatikimy tiekéjy sarasa ir vadovaujantis VP] 46 str. 10 d. pateikia
netinkamus ,,apsivalymo" dokumentus;

11.8.5.jeigu Tiekéjas be iSankstinio rastiSko UZsakovo sutikimo pakeité jungtinés veiklos

partnerj;
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11.8.6. Tiekéjas (ar bent vienas is Tiekéjo dalyviy, kai Tiekéjas yra tkio subjekty grupé) prarado
Istatymo 23 straipsnyje nurodytg statusg arba tokj statusg prarado subtiekéjas ir Tiekéjas negali pakeisti
tokio subtiekéjo kitu, reikalavimus atitinkanciu subtiekéju, o be subtiekéjo pats negali jvykdyti Sutarties.

11.9. Tiekéjas, nesikreipdamas j teismg, gali vienasaliSkai nutraukti Sutart;:

11.9.1. rastu jspéjes UZsakova apie Sutarties nutraukimg ne véliau kaip prieS 20 (dvideSimt)
kalendoriniy dieny, jeigu UZsakovas ne dél Tiekéjo kaltés arba nenugalimos jégos aplinkybiy véluoja atlikti
mokéjimg daugiau kaip 30 kalendoriniy dieny ar padaro kitg esminj Sutarties paZeidima, kaip tai numatyta
LR CK;

11.9.2. Sutarties vykdymo sustabdymas trunka ilgiau nei 90 kalendoriniy dieny.

11.10. Uzsakovas nesant Tiekéjo kaltés, turi teise vienaSaliSkai nutraukti Sutartj jspéjes apie tai
Tiekéja ne véliau kaip pries 30 kalendoriniy dieny, nepaisydamas to, kad Tiekéjas jau pradéjo jg vykdyti.
Siuo atveju Uzsakovas privalo sumokéti Tiekéjui u? iki Sutarties nutraukimo suteiktas Paslaugas.

11.11. Sutarties nutraukimas nepanaikina teisés reikalauti sumokéti netesybas, numatytas Sutartyje
uz sutartiniy jsipareigojimy nevykdymg ar netinkamg vykdymg iki Sutarties nutraukimo, ir atlyginti
nuostolius, patirtus dél jsipareigojimy nevykdymo ar netinkamo vykdymo pagal Sig Sutartj, kaip numatyta
Sutarties nuostatose.

11.12. Kitais nei Siame skyriuje nustatytais atvejais Sutartis gali biti keiCiama, tik jei tai galima,
vadovaujantis Jstatymo 89 straipsnio nuostatomis.

11.13. Atsiradus poreikiui jsigyti papildomy paslaugy, Uzsakovas kreipsis j Tiekéjg su prasymu
pateikti papildomy paslaugy kainas (jei papildomy paslaugy kainos viesai neskelbiamos), pazymédamas,
kad jsigytiny papildomy paslaugy kainos turi buti konkurencingos ir negali biti didesnés nei rinkos kainos.
Gaves Tiekéjo pateiktas papildomy paslaugy kainas (komercinj pasitilymg), Uzsakovas atlieka rinkos kainy
tyrimg (apklausg telefonu ir / ar rastu, ir / ar paieskg elektroninéje erdvéje ar kt.), tokiu bidu jvertindamas,
ar Teikéjo pateiktos papildomy paslaugy kainos atitinka rinkg. Nustacius, kad Teikéjo pasillytos
nenumatyty paslaugy kainos yra didesnés nei rinkos, Uzsakovas praso Teikéjo jas sumazinti. Tik
objektyviai jvertinus ir turint pagrindziancius / jrodancius dokumentus, kad Tiekéjo pateiktos papildomy
paslaugy kainos atitinka rinkos kainas, jos gali biti jsigyjamos vadovaujantis Sia Sutartimi.

11.14. Kitos Sutarties sglygos Sutarties galiojimo laikotarpiu gali biiti keiciamos Sutartyje ir [statyme
nustatyta tvarka ir atvejais. Sutarties keitimas galioja tik tuo atveju, jeigu jis yra sudaromas rasytiniu
Sutarties Saliy susitarimu. éaliq susitarimai dél Sutarties keitimo tampa neatskiriama Sutarties dalimi.

11.15. Vykdant sutartj, gali buti atliekami techninio pobidzio sutarties pakeitimai. Techninio
pobiidZio pakeitimais laikoma: sutarties Saliy rekvizitai, kontaktiniy asmeny pakeitimas, techninés klaidos.
Techninio pobidzio pakeitimai jforminami sutarties Saliy atstovy pasirasytu susitarimu, kuris yra

neatskiriama sutarties dalis.
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12.SUBTIEKEJAI IR JY KEITIMO TVARKA

12.1. Sutarties vykdymui Tiekéjas pasitelkia savo Pasitulyme nurodytus subtiekéjus. Subtiekéjai
nurodyti Sutarties SD.

12.2. Tiekéjas atsako uz visus pagal Sutartj prisiimtus jsipareigojimus, nepaisant to, ar jiems
vykdyti bus pasitelkiami subtiekéjai.

12.3. Sudarius Sutartj, taciau ne véliau negu Sutartis pradedama vykdyti, Tiekéjas jsipareigoja
UZsakovui pranesti tuo metu Zinomy subtiekéjy pavadinimus, kontaktinius duomenis ir jy atstovus.
UzZsakovas taip pat reikalauja, kad Tiekéjas informuoty apie minétos informacijos pasikeitimus visu
Sutarties vykdymo metu, taip pat apie naujus subtiekéjus, kuriuos jis ketina pasitelkti véliau.

12.4. Tiekéjas neturi teisés keisti subtiekéjy be UZsakovo rastisko sutikimo. Subtiekéjy keitimo
tvarkos pazeidimas bus laikomas esminiu Sutarties pazeidimu.

12.5. Subtiekéjy keitimas ar naujy subtiekéjy pasitelkimas galimas tik tuomet, kai Tiekéjas
UZsakovui pateikia pagrjstg praSyma dél subtiekéjo, kuris nurodytas Sutartyje, keitimo ar naujo subtiekéjo
pasitelkimo, naujo subtiekéjo atitiktj Pirkimo dokumentuose nustatytiems kvalifikaciniams reikalavimams
pagrindZianCius dokumentus (jei Pirkimo dokumentuose subtiekéjams pagal prisiimty sutartiniy
jsipareigojimy dalj buvo keliami kvalifikaciniai reikalavimai) ir subtiekéjo pasalinimo pagrindy nebuvima
patvirtinancius dokumentus (jei Pirkimo dokumentuose subtiekéjams buvo keliamas reikalavimas dél
pasalinimo pagrindy nebuvimo), bei gauna rastiskg Uzsakovo sutikimg dél pasirinkto subtiekéjo pakeitimo
ar naujo subtiekéjo pasitelkimo. Uzsakovui sutikus su subtiekéjo pakeitimu ar naujo subtiekéjo pasitelkimu,
Uzsakovas kartu su Tiekéju rastu sudaro susitarimg dél subtiekéjo pakeitimo ar naujo subtiekéjo
pasitelkimo, kurj pasiraso Salys. Sis susitarimas yra neatskiriama Sutarties dalis.

12.6. Jei Uzsakovas turi pagrjsty jtarimy, kad subtiekéjas nekompetentingas vykdyti jam nustatytas
pareigas, jis gali reikalauti, kad Tiekéjas pasitelkty kitg subtiekéja, kuris turéty kvalifikacija, atitinkanciag
Pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus (jei Pirkimo dokumentuose subtiekéjams
pagal prisiimty sutartiniy jsipareigojimy dalj buvo keliami kvalifikaciniai reikalavimai) ir nebuty Pirkimo
dokumentuose nustatyty Sio subtiekéjo pasalinimo pagrindy (jei Pirkimo dokumentuose subtiekéjams buvo
keliamas reikalavimas dél pasalinimo pagrindy nebuvimo). UZsakovas rastiSku praSymu kreipiasi j Tiekéjg
dél Sio subtiekéjo pakeitimo, nurodydamas motyvus. Tiekéjas, gaves Uzsakovo prasymg dél Tiekéjo
subtiekéjo pakeitimo, turi pareigg per protingg terming, bet ne ilgesnj kaip 14 dieny, pasitlyti kitg
subtiekéjg Sutarties vykdymui bei gauti UZsakovo sutikimg jo paskyrimui. Uzsakovui sutikus su subtiekéjo
pakeitimu, UZsakovas kartu su Tiekéju rastu sudaro susitarimg dél subtiekéjo pakeitimo, kurj pasiraso
Salys. Sis susitarimas yra neatskiriama Sutarties dalis.

12.7. Jei Tiekéjas ne dél UZsakovo kaltés per vieng ménesj nuo tos dienos, kai paaiskéja, kad
subtiekéjas nekompetentingas vykdyti nustatytas pareigas, j jo vietg nepaskiria kito Pirkimo dokumentuose
nustatytus kvalifikacijos reikalavimus atitinkancio (jei Pirkimo dokumentuose subtiekéjams pagal prisiimty

sutartiniy jsipareigojimy dalj buvo keliami kvalifikaciniai reikalavimai) subtiekéjo, tai bus laikoma
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esminiu Sutarties pazeidimu, ir Uzsakovas turi teise vienasaliSkai nutraukti Sutartj ir taikyti kitas
Sutartyje numatytas savo teisiy gynimo priemones.

12.8. Subtiekéjams pageidaujant, Uzsakovas su jais atsiskaitys tiesiogiai. Apie Sig galimybe
UZsakovas subtiekéjg (-us) informuos atskiru pranesimu per 3 darbo dienas nuo informacijos i$ Tiekéjo
apie pasitelkiamg subtiekéjg gavimo dienos. Norédamas pasinaudoti tiesioginio atsiskaitymo galimybe,
subtiekéjas turi apie tai rastu ne véliau kaip per 5 darbo dienas informuoti UZsakova. Tokiu atveju su
UZsakovu, Tiekéju ir subtiekéju bus sudaroma trisalé sutartis, kurioje pateikiama tiesioginio atsiskaitymo
su subtiekéju tvarka, jskaitant teise Tiekéjui priestarauti nepagrjstiems mokéjimams. TriSalés sutarties dél

tiesioginio atsiskaitymo su subtiekéju pasiraSymas nekeicia Tiekéjo atsakomybés dél Sutarties jvykdymo.

13.UKIO SUBJEKTAI, KURIY PAJEGUMAIS REMIASI TIEKEJAS IR JUY KEITIMO TVARKA

13.1. Sutarties vykdymui Tiekéjas pasitelkia savo Pasitlyme nurodytus Tkio subjektus. Ukio
subjektai nurodyti Sutarties SD.

13.2. Tiekéjas atsako uz visus pagal Sutartj prisimtus jsipareigojimus, nepaisant to, ar jiems
vykdyti bus pasitelkiami tkio subjektai.

13.3. Tiekéjas neturi teisés keisti Sutarties SD nurodyty tkio subjekty be UZzsakovo rastisko
sutikimo. Ukio subjekty keitimo tvarkos pazeidimas bus laikomas esminiu Sutarties pazeidimu.

13.4. Ukio subjekty keitimas ar naujy tkio subjekty pasitelkimas galimas tik tuomet, kai Tiekéjas
UZsakovui pateikia pagristg prasyma dél Gikio subjekto, kuris nurodytas Sutartyje, keitimo ar naujo tkio
subjekto pasitelkimo, naujo ukio subjekto atitiktj Pirkimo dokumentuose nustatytiems kvalifikaciniams
reikalavimams pagrindziancius dokumentus ir tkio subjekto pasalinimo pagrindy nebuvima patvirtinancius
dokumentus, bei gauna rastiskg UzZsakovo sutikimg dél pasirinkto Tkio subjekto pakeitimo ar naujo Tkio
subjekto pasitelkimo. UZsakovui sutikus su tkio subjekto pakeitimu ar naujo Tkio subjekto pasitelkimu,
UZsakovas kartu su Tiekéju rastu sudaro susitarimg dél Tkio subjekto pakeitimo ar naujo Tkio subjekto
pasitelkimo, kurj pasiraso Salys. Sis susitarimas yra neatskiriama Sutarties dalis.

13.5. Jei UZsakovas turi pagrijsty jtarimy, kad Gkio subjektas nekompetentingas vykdyti nustatytas
pareigas, jis gali reikalauti, kad Tiekéjas pasitelkty kitg Gkio subjekta, kuris turéty kvalifikacija, atitinkancig
Pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus ir nebidty Pirkimo dokumentuose nustatyty
Sio tkio subjekto pasalinimo pagrindy. Uzsakovas rastisku prasymu kreipiasi j Tiekéjg dél Sio Tikio subjekto
pakeitimo, nurodydamas motyvus. Tiekéjas, gaves UZzsakovo praSymg dél Tkio subjekto pakeitimo, turi
pareigg per protingg terming, bet ne ilgesnj kaip 14 dieny, pasitlyti kitg tkio subjektg Sutarties vykdymui
bei gauti UZsakovo sutikimag jo paskyrimui. UZsakovui sutikus su tkio subjekto pakeitimu, Uzsakovas kartu
su Tiekéju rastu sudaro susitarimg dél Tkio subjekto pakeitimo, kurj pasirao Salys. Sis susitarimas yra

neatskiriama Sutarties dalis.
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13.6. Tuo atveju, jei keiCiamas kio subjektas uz kurj Uzsakovas vertindamas Pasitilymg suteiké
papildomus ekonominio naudingumo balus, Tiekéjas gali sililyti tik tokj ukio subjekta, kurio kvalifikacija
bity ne prastesné nei ikio subjekto, kuris keiciamas.

13.7. Jei Tiekéjas ne dél Uzsakovo kaltés per vieng ménesj nuo tos dienos, kai paaiskéja, kad tkio
subjektas nekompetentingas vykdyti nustatytas pareigas, j jo vieta nepaskiria kito Pirkimo dokumentuose
nustatytus kvalifikacijos reikalavimus atitinkancio Ukio subjekto, tai bus laikoma esminiu Sutarties
pazeidimu, ir Uzsakovas turi teise vienasaliSkai nutraukti Sutartj ir taikyti kitas Sutartyje numatytas savo
teisiy gynimo priemones.

13.8. Tiekéjo pasitelkiamiems 0kio subjektams, kurie faktiSkai vykdys sutartj, pageidaujant,
UZsakovas su jais atsiskaitys tiesiogiai. Apie Sig galimybe UZsakovas kio subjektg (-us) informuos atskiru
praneSimu per 3 (tris) darbo dienas nuo informacijos i$ Tiekéjo apie pasitelkiamg Tkio subjekta gavimo
dienos. Norédamas pasinaudoti tiesioginio atsiskaitymo galimybe, Tikio subjektas turi apie tai rastu ne
veéliau kaip per 5 (penkias) darbo dienas informuoti Uzsakova. Tokiu atveju su UZsakovu, Tiekéju ir Gkio
subjektu bus sudaroma triSalé sutartis, kurioje pateikiama tiesioginio atsiskaitymo su subtiekéju tvarka,
jskaitant teise Tiekéjui prieStarauti nepagrijstiems mokéjimams. TriSalés sutarties dél tiesioginio

atsiskaitymo su tkio subjektu pasiraSymas nekeicia Tieké&jo atsakomybés dél Sutarties jvykdymo.

14.SUTARTIES VYKDYMUI PASKIRTI SPECIALISTAI IR JY KEITIMO TVARKA

14.1. Sutartj vykdys Tiekéjo Pasitilyme nurodyti Specialistai. Specialistai nurodyti Sutarties SD.

14.2. Tiekéjas neturi teisés keisti Sutarties SD 10.3 — 10.4 p. nurodyty Specialisty (darbuotojy) be
UZsakovo rastisko sutikimo. Sutartj vykdantys Tiekéjo Pasililyme nurodyti Specialistai (darbuotojai) gal
biiti kei¢iami tik dél nuo Tiekéjo valios nepriklausanciy aplinkybiy (pvz. specialisto ligos, darbo santykiy
pabaigos ar esant kitoms svarbioms aplinkybéms). Sutarties SD 10.3 — 10.4 p. nurodyty Specialisty
(darbuotojy) pakeitimas be Uzsakovo rastisko sutikimo yra laikomas esminiu Sutarties pazeidimu.

14.3. Apie tai, kad Sutarties SD 10.3 — 10.4 p. nurodytas Specialistas (darbuotojas) (pvz. specialisto
ligos, darbo santykiy pabaigos ar esant kitoms svarbioms aplinkybéms) negali vykdyti Sutarties, Tiekéjas
ne veéliau, kaip per 3 darbo dienas privalo informuoti UZsakovg ir pasitlyti UZsakovui svarstyti naujo
Specialisto kandidatiirg kartu pateikdamas reikiamus kandidato kvalifikacijg pagrindZiancius dokumentus.
Sitilomo Specialisto kvalifikacija turi atitikti Pirkimo dokumentuose nustatytus kvalifikacijos ir/ar kokybinio
vertinimo reikalavimus. Tuo atveju, jeigu kei¢iamas Specialistas nurodytas Sutarties SD 10.4. p., jo
kvalifikacija turi biti ne zemesné nei kei¢iamo Specialisto. UZsakovui sutikus su Specialisto (darbuotojo)
pakeitimu ar naujo Specialisto (darbuotojo) pasitelkimu, Uzsakovas kartu su Tiekéju rastu sudaro
susitarimg dél Sio Specialisto (darbuotojo) pakeitimo ar naujo Specialisto (darbuotojo) pasitelkimo, kurj
pasiraso Salys. Sis susitarimas yra neatskiriama Sutarties dalis.

14.4. Uzsakovas turi teise inicijuoti Specialisto (darbuotojo), kuris nevykdo ar netinkamai vykdo

Sutartj, pakeitimg, nurodydamas tokio praSymo motyvus. Tiekéjas, gaves Siame Sutarties punkte nurodytg
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UZsakovo prasyma dél paskirto Specialisto (darbuotojo) pakeitimo, turi pareigg per protinga, bet ne ilgesn;j
kaip 14 (keturiolikos) kalendoriniy dieny terming, pasidlyti UZsakovui svarstyti naujo specialisto
kandidattra, kurio kvalifikacija atitinka Pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus, kartu
pateikdamas reikiamus kandidato kvalifikacijg pagrindziancius dokumentus. UZsakovui sutikus su naujai
sitilomu specialistu (darbuotoju), Salys rastu sudaro susitarimg dél Sio Specialisto (darbuotojo) pakeitimo.
Sis susitarimas yra neatskiriama Sutarties dalis.

14.5. Tiekéjas turi teise inicijuoti papildomo naujo Specialisto, kuris atitinka Pirkimo dokumentuose
nustatytus reikalavimus, kartu pateikdamas pagrindzianc¢ius dokumentus (jeigu taikoma), jtraukima j
Sutarties vykdyma, nurodydamas tokio prasymo motyvus. Uzsakovui sutikus su naujai sitilomo Specialisto
(darbuotojo) jtraukimu, Salys raétu sudaro susitarimg dél Sio Specialisto (darbuotojo) jtraukimo. Sis
susitarimas yra neatskiriama Sutarties dalis. Tiekéjo papildomai jtraukiamy specialisty skaicius néra
ribojamas.

14.6. Tuo atveju, jei keiciamas specialistas uz kurj UZsakovas vertindamas Pasitlymg suteiké
papildomus ekonominio naudingumo balus, Tiekéjas gali sitlyti tik tokj specialistg, kurio kvalifikacija buty
ne prastesné nei specialisto, kuris kei¢iamas.

14.7. Jei Tiekéjas ne dél UZsakovo kaltés per vieng ménesj nuo tos dienos, kai paaiskéja, kad
specialistas (darbuotojas) negali vykdyti Sutarties, | jo vietg nepaskiria kito Pirkimo dokumentuose
nustatytus kvalifikacijos reikalavimus atitinkanCio asmens, tai bus laikoma esminiu Sutarties
pazeidimu, ir UZsakovas turi teise vienasaliSkai nutraukti Sutartj ir taikyti kitas Sutartyje numatytas savo
teisiy gynimo priemones.

14.8. UZsakovas tvarkys Siuos Specialisty asmens duomenis: identifikacinius asmens duomenis
(varda, pavarde, telefono numerj, el. pastg ir asmens kodg (asmens kodas tvarkomas, kai Specialistui
reikalinga prieiga prie UZsakovo duomeny bazés), kompiuterinés darbo vietos duomenis klientinio
prisijungimo VPN technologijos atveju (kompiuterio varda, serijinj numerj, IP adresg, MAC adresg,
savininkyste, organizacija, priskirto diegimo paketo serijinj humerj, ZTNA serijinj numerj, identifikacinj

numerj ID, prisijungimo statusus).

15.SUSIRASINEJIMAS
15.1. Visi praneSimai, sutikimai ir kitas susizinojimas, kuriuos Salis gali pateikti pagal Sig Sutartj,
teikiami lietuviy kalba. Visa informacija, jspéjimai ar pranesimai, susije su Sia Sutartimi, privalo biiti rastiski
ir turi biti siunciami elektroniniu pastu, registruotu laisku ar kurjeriniu pastu (su patvirtinimu apie jteikimg)
arba jteikiami pasirasytinai Sutarties rekvizituose nurodytais adresais kitai Sutarties Saliai. Pranesimai kitai
Sutarties Saliai, iSsiysti elektroniniu pastu, yra laikomi gautais jy iSsiuntimo dieng arba kitg darbo dieng,
jeigu issiuntimo diena buvo ne darbo diena. PranesSimai, siysti registruotu laisku, laikomi jteiktais ne véliau

kaip per 3 (tris) darbo dienas nuo jy iSsiuntimo dienos.
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15.2. Jei pasikeiCia Salies adresas ir (ar) kiti Sutartyje nurodyti duomenys, tokia Salis turi informuoti
kitg Salj praneSdama ne véliau, kaip per 3 kalendorines dienas nuo jy pasikeitimo momento. Jei Saliai
nepavyksta laikytis Siy reikalavimy, ji neturi teisés | pretenzijg ar atsiliepima, jei kitos Salies veiksmai, atlikti
remiantis paskutiniais zinomais jai duomenimis, priestarauja Sutarties sglygoms arba ji negavo jokio

pranesimo, iSsiysto pagal tuos duomenis.

16.ASMENS DUOMENUY TVARKYMAS

16.1. Vykdydamos Sutartj Salys gautus asmens duomenis, nurodytus Sutartyje, kituose su
Paslaugy viesuoju pirkimu susijusiuose dokumentuose tvarko kaip ty asmens duomeny valdytojos laikantis
2016 m. balandzio 27 d. Europos Parlamento ir Tarybos reglamento (ES) 2016/679 dél fiziniy asmeny
apsaugos tvarkant asmens duomenis ir dél laisvo tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva
95/46/EB (toliau — Bendrasis duomeny apaugos reglamentas) 5 straipsnyje nustatyty su asmens duomeny
tvarkymu susijusiy principy, tik esant bent vienai teiséto asmens duomeny tvarkymo sglygai, nurodytai
Bendrojo duomeny apsaugos reglamento 6 straipsnio 1 dalyje ir uztikrindamos Bendrojo duomeny
apsaugos reglamento, Lietuvos Respublikos asmens duomeny teisinés apsaugos jstatymo ir kity teisés
akty, reglamentuojanciy asmens duomeny tvarkymg ir apsauga, reikalavimy vykdyma.

16.2. Jei Tiekéjas, vykdydamas Sutartj, tvarko asmens duomenis Uzsakovo vardu, kai Paslaugy
teikimas yra susijes su asmens duomeny tvarkymu, vadovaujantis Bendrojo duomeny apsaugos
reglamento 4 straipsnio 8 punktu, 28 straipsnio 1 dalimi, Tiekéjas yra laikomas duomeny tvarkytoju. Tokiu
atveju Tiekéjas ir Uzsakovas, pries pradedant Tiekéjui tvarkyti asmens duomenis, privalo pasirasyti asmens
duomeny tvarkymo sutartj (susitarimg) dél asmens duomeny tvarkymo, sudaryta vadovaujantis Bendrojo

duomeny apsaugos reglamento 28 straipsnio 3 dalimi.

17.KONFIDENCIALUMAS

17.1. Tiekéjas jsipareigoja laikytis konfidencialumo jsipareigojimy, neatskleisti tretiesiems
asmenims jokios informacijos, gautos vykdant Sutartj visu Sutarties galiojimo laikotarpiu ir jai pasibaigus
5 metus, iSskyrus tiek, kiek tai reikalinga Sutarties vykdymui ir kai pagal jstatymus ar kitus norminius aktus
yra numatytas ilgesnis konfidencialios informacijos saugojimo terminas, o taip pat nenaudoti
konfidencialios informacijos asmeniniams ar treciyjy asmeny poreikiams. Visa Tiekéjui atskleista
informacija yra konfidenciali, iSskyrus teisés aktuose numatytus atvejus bei Uzsakovui rastu patvirtinus,
kad tam tikra pateikta informacija néra konfidenciali. Konfidencialia taip pat néra laikoma informacija, kuri
buvo viesai prieinama, arba Tiekéjas gali dokumentais jrodyti, kad informacija jam buvo teisétai Zinoma
arba buvo pateikta treciyjy asmeny, turéjusiy rastu patvirtintg teise atskleisti konfidencialig informacija.

17.2. Konfidencialia informacija taip pat laikoma:

17.2.1. Bet kokiu bldu iSreiksta informacija (raSytiné, Zodiné, elektroniné ar vizualiné), kuria Salys

apsikeicia Sutarties vykdymo metu;
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17.2.2. Kita informacija, pazyméta kaip konfidenciali ar nors ir nepazyméta, bet pagal savo turinj ir
pobidj laikytina konfidencialia.

17.3. Kilus neaiSkumui, ar informacija yra konfidenciali, Tieké&jas privalo kreiptis | Uzsakova dél
informacijos pobtidzio nustatymo.

17.4. Tiekéjas jsipareigoja:

17.4.1. kad Tiekéjo paskirti asmenys, dalyvaujantys Sutarties jgyvendinime, laikysis teisés aktuose
numatyty asmens duomeny teisinés apsaugos reikalavimy ir jsipareigos saugoti asmens duomeny
paslaptis peréjus dirbti j kitas pareigas arba pasibaigus darbo ar sutartiniams santykiams;

17.4.2. naudoti asmens duomenis laikantis galiojanciy jstatymy, netvarkyti duomeny be
dokumentuose uzregistruoto Uzsakovo UZsakymo, nebent tokia pareiga Tiekéjui numatyta pagal Europos
Sajungos arba valstybés narés jstatymus, taikomus tvarkymo subjektui;

17.4.3. saugoti, jog asmens duomenys nebity atskleisti nejgaliotiems asmenims, jog nejgalioti
asmenys prie jy neprieity, jie nebdty perimti nejgalioto asmens, tvarkomi pazeidZiant galiojanciy asmens
duomeny apsaugos jstatymy nuostatas.

17.5. Tiekéjas jsipareigoja jgyvendinti tinkamas (atitinkancias Lietuvos ir Tarptautiniy informacijos
saugumo valdymo standarty reikalavimus) fizines, technines, programines ir organizacines priemones,
skirtas konfidencialiai informacijai apsaugoti.

17.6. Tiekéjas bei jo paskirti asmenys, kurie suzino konfidencialig informacija, gali ja naudotis tik
tuo tikslu, dél kurio Si informacija buvo atskleista, ir tik tiek, kiek bitina Saliy bendradarbiavimui.

17.7. Tiekéjas naudojasi konfidencialia informacija taip, kad bity uztikrintas Sutarties
jsipareigojimy vykdymas, bei konfidencialia laikomos informacijos saugumas ir neprieinamumas
tretiesiems asmenims.

17.8. Jeigu Tiekéjas suzino ar pagrjstai jtaria, kad konfidenciali informacija gali bdti atskleista
tretiesiems asmenims, jis jsipareigoja imtis visy jmanomy priemoniy konfidencialiai informacijai apsaugoti.

17.9. Tiekéjas jsipareigoja nedelsiant pranesti UZsakovui, jeigu suZino arba pagristai jtaria, kad
konfidenciali informacija buvo neteisétai atskleista tretiesiems asmenims.

17.10. Nutraukus Sutartj arba jgyvendinus tiksla, dél kurio konfidenciali informacija buvo atskleista,
Tiekéjas privalo grazinti visg konfidencialig informacijg Uzsakovui sunaikinimui arba pats sunaikinti visg is
UZsakovo gautg konfidencialig informacija, Siuo atveju Tiekéjas per 5 darbo dienas nuo Uzsakovo pateikto
praSymo gavimo dienos turi pateikti rasytinj patvirtinimg apie konfidencialios informacijos sunaikinima,

nurodant naudotas informacijos naikinimo priemones.

18.INTELEKTINES NUOSAVYBES TEISES
18.1. Visi rezultatai ir su jais susijusios teisés, jgytos vykdant Sutartj, jskaitant intelektinés
nuosavybeés teises | sukurtg Pirkimo objektg (Paslaugg) ar jo dalis, iSskyrus asmenines neturtines teises |

intelektinés veiklos rezultatus, yra UZsakovo nuosavybé (jeigu Sutarties SD nenurodyta kitaip), pereinanti
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UZsakovui nuo Paslaugy rezultato perdavimo momento be jokiy apribojimy, kurig Uzsakovas gali naudoti,
publikuoti, perleisti ar perduoti be atskiro Tiekéjo sutikimo tretiesiems asmenims neterminuotai,
neapsiribojant teritorija, be jokiy papildomy mokesciy.

18.2. Turtinés autoriy teisés j Paslaugy teikimo metu sukurtus autoriy teisiy objektus Uzsakovui
perduodamos visam Teisés aktuose nustatytam autoriy turtiniy teisiy galiojimo laikotarpiui nuo Akto
pasiraSymo momento.

18.3. Bet kokie su Sutartimi susije dokumentai, iSskyrus pacig Sutartj, yra Uzsakovo nuosavybé ir,
Tiekéjui baigus vykdyti savo jsipareigojimus, Uzsakovo reikalavimu turi biti grazinti (kartu su visomis jy
kopijomis) Uzsakovui, idskyrus dokumentus, kurie yra viedai prieinami ar kurie patvirtina Saliy mokéjimus.

18.4. Sios Sutarties tekstas, iskyrus Tiekéjo vienasaliskai sudarytus dokumentus ir duomenis,
identifikuojancius Tiekéja, yra UZsakovo autorinis karinys. Sios Sutarties sudarymo ir vykdymo proceduros
yra Uzsakovo geroji praktika. Tiekéjui suteikiama tik neiSimtiné, terminuota teisé naudotis Sutarties tekstu
tik Sios Sutarties vykdymo tikslais. Bet koks kitoks Sios Sutarties teksto ir (arba) patirties jgytos UZsakovui
taikant Sutarties sudarymo ir vykdymo procediras naudojimas Tiekéjo veikloje galimas tik gavus tam
iSankstinj rasytinj Uzsakovo sutikima.

18.5. Tiekéjas garantuoja nuostoliy atlyginimg UZsakovui (jskaitant bylinéjimosi iSlaidas) dél bet
kokiy reikalavimy, kylanciy dél intelektinés nuosavybeés teisiy pazeidimo ar jtariamo jy pazeidimo (jskaitant
gynybga jtariamo pazeidimo atveju), iSskyrus atvejus, kai toks pazeidimas (jtariamas pazeidimas) atsiranda
dél UzZsakovo kaltés.

18.6. Jeigu Sutarties vykdymo metu autoriy teisiy objektams sukurti Tiekéjas naudoja kity autoriy
kdrinius ar Sutarties vykdymo metu numatytiems autoriy teisiy objektams sukurti Tiekéjo pasitelkiami Kiti
asmenys, Tiekéjas yra visiSkai atsakingas tiek Uzsakovui, tiek ir asmenims uz jy kadriniy bei kitos
medziagos, skirtos Sutarties vykdymo metu numatytiems autoriy teisiy objektams gaminti (sukurti),
naudojimo bei perdavimo Uzsakovui teisétuma. Tiekéjas prisiima atsakomybe uz pretenzijas ar ieskinius,
kylancius iS santykiy su autoriais bei kitais treciaisiais asmenimis dél autoriy teisiy pazeidimo, susijusio su
Sutarties vykdymo metu naudojamais ir (ar) UZsakovui perduodamais autoriy teisiy objektais ir jsipareigoja
atlyginti Uzsakovui jo dél to turétus nuostolius.

18.7. Tiekéjas nedelsdamas pranesa UzZsakovui apie tai, kad jam yra pateiktas ieskinys ar bet koks
kitas reikalavimas dél bet kokios su Sutartimi susijusios intelektinés nuosavybés teisés pazeidimo ar
jtariamo pazeidimo.

18.8. Tiekéjas be iSankstinio rasytinio Uzsakovo sutikimo neturi teisés pagal Sutartj sukurty autoriy
teisiy objekty (jskaitant jy darbinius variantus) parduoti, bet kokiu kitu btdu perleisti, atskleisti tretiesiems
asmenims, bet kokiu blidu platinti/demonstruoti Siuos objektus (jy sudedamasias dalis) ir / ar bet kokiu
kitu budu naudotis Teisés aktuose nustatytomis autoriaus turtinémis teisémis j sutarties pagrindu sukurtus

autoriy teisiy objektus (jskaitant jy darbinius variantus).
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19. GINCY SPRENDIMO TVARKA
19.1. Kiekvieng gin¢a, nesutarimg ar reikalavimg, kylantj iS Sutarties ar susijusj su Sutartimi, jos
sudarymu, galiojimu, vykdymu, pazeidimu, nutraukimu, Salys spres derybomis, vadovaudamosi Lietuvos
Respublikos teisés aktais. GinCo, nesutarimo ar reikalavimo nepavykus iSspresti derybomis, jie bus

sprendziami Lietuvos Respublikos teismuose pagal UZzsakovo buveinés vieta.

20.UZ SUTARTIES TINKAMA VYKDYMA ATSAKINGI ASMENYS
20.1. Uz Sutarties tinkamg vykdyma Tiekéjo skirtas asmuo nurodytas Sutarties SD.
20.2. Uz Sutarties tinkama vykdyma UZsakovo skirtas asmuo nurodytas Sutarties SD.
20.3. Uz Sutarties ir jos pakeitimy paskelbimg pagal Istatymo 86 straipsnio 9 dalies nuostatas,

UZsakovo skirtas atsakingas asmuo nurodytas Sutarties SD.

21. BAIGIAMOSIOS NUOSTATOS

21.1. Sutardiai ir visoms iS Sios Sutarties atsirandancioms teiséms ir pareigoms taikomi Lietuvos
Respublikos jstatymai bei kiti norminiai teisés aktai. Sutartis sudaryta ir turi bdti aiSkinama pagal Lietuvos
Respublikos teise.

21.2. Visus kitus klausimus, kurie neaptarti Sutartyje, reguliuoja Lietuvos Respublikos teisés aktai.

21.3. Tiekéjas neturi teisés perleisti visy arba dalies teisiy ir pareigy pagal Sutartj jokiai treciajai
Saliai be iSankstinio rastisko kitos Salies sutikimo.

21.4. éalys supranta ir patvirtina, kad Sutarties ir Sutarties priedy salygos nelaikomos
konfidencialia informacija, jeigu konkreciuose dokumentuose nenurodyta kitaip. éalys laiko paslaptyje savo
kontrahento darbo veiklos principus ir metodus, kuriuos suzinojo vykdant Sutartj, iSskyrus atvejus, kai Si
informacija yra viesSa arba turi biti atskleista jstatymy numatytais atvejais.

21.5. Sutarties SD pasirasantys Saliy atstovai patvirtina, kad Sutartis sudaryta be ekonominio
spaudimo, laisva Sutarties Saliy valia, jg pasirasantys Sutarties Saliy atstovai Sutartj perskaité, suprato jos

turinj, pasekmes ir jos sudarymas visiskai atitinka Saliy valig ir tikslus.



TECHNICAL SPECIFICATION FOR THE PUBLIC PROCUREMENT OF SERVICES

I part of the procurement object

1. DEFINITIONS AND ABBREVIATIONS
1.1. DB Database
1.2. IS Information system
1.3. SW Software
A public procurement being carried out by the Contracting
1.4. Procurement Authority for the procurement of the procurement object
specified in this Technical Specification
Project “Development of the national system for archiving
1.5. Project and exchanging medical images and the electronic
services it provides”
1.6. MedVAIS _National system for archiving and exchanging medical
images
; . The State Enterprise Centre of Registers, legal entity code
L7 Eﬁ;‘ttgfncgrng Authority, Buyer, 124110246, address Studenty St. 39, 08106 Vilnius. The
Contracting Authority is a VAT payer
1.8. Contract The Contract for the Public Procurement-Sale of Services
o awarded to the successful Provider (Supplier)
A person (a natural person, a private legal entity, a public
: - legal entity, other organisations and their units) or a group
s FOUEtsr (GPRItER), ElHl ) of persons with whom the Contracting Authority concludes
a Contract
1.10. Technical Specification Technical Specification for the Procurement
1.11. VNA Vendor Neutral Archive
1.12. DICOM ISO 1205_2:2_017 _standa_rd_ Digital Imaging and
Communications in Medicine.

1.13. Other definitions used in this Technical Specification are defined in the Contract, the Conditions of
the Procurement, the Law on Public Procurement of the Republic of Lithuania, the Law on Public
Procurement in the Field of Defence and Security of the Republic of Lithuania, the Procedure for low-
value procurement, approved by Order No 1S-97 of the Director of the Public Procurement Office of 28
June 2017 on Approval of the Procedure for Low-Value Procurement, the Methodology for calculating
the estimated value for the public procurement and procurement, approved by Order No 1S5-94 of the
Director of the Public Procurement Office of 27 June 2017 on Approval of the Methodology for
Calculating the Estimated Value for the Public Procurement and Procurement, the Civil Code of the
Republic of Lithuania and other legal acts regulating public procurement.

2. GENERAL PROVISIONS

2.1. For the purposes of this Technical Specification, the definitions “must be”, “must have”, “shall
allow”, “shall be able to”, “will be”, “will allow”, “will include” are equivalent and mean that the Provider
(Supplier) shall develop and implement (or provide and implement) the relevant functionality or provide

relevant services within the scope of this procurement.

2.2. Where specific models or sources, standards, certificates, protocols, concrete processes or
trademarks, patents, types, specific origin or manufacture are mentioned in the Technical Specification
when describing the procurement object, this shall include equivalent products or processes (i.e. the
Provider (Supplier) may also offer relevant equivalent products or processes), regardless of whether
these references are accompanied by the words “or equivalent” (the condition does not apply if the
source, standard, certificate, protocol, concrete process or trademark, patent, type, specific origin or




manufacture is mentioned in the definition of the products or existing processes held by the Contracting
Authority or partners). The burden of proving equivalence lies with the Provider (Supplier). Minimum
requirements have been laid down. Providers (Suppliers) may offer a procurement object with better
characteristics.

2.3. General requirements for the provision of services:

2.3.1. The Provider (Supplier) shall provide the means and technical equipment necessary for the
provision of the services;

2.3.2. The Provider (Supplier) shall not use third-party components that are new, have never been
used in projects, are in Alpha or Beta testing and require additional run-time licences;

2.3.3. The Provider (Supplier) undertakes to provide written and oral advice to the representatives of
the Contracting Authority in relation to the procurement object throughout the entire period of validity
of the Contract;

2.3.4. The Contracting Authority undertakes to provide the Provider (Supplier) with the necessary and
appropriate information for the proper performance of the Contract throughout the entire period of
validity of the Contract;

2.3.5. Before granting access to personal data processed by the Contracting Authority, the Provider
(Supplier) will be required to provide the Contracting Authority with the name, surname and contact
details (telephone number, e-mail address) of the person responsible for the protection of personal
data;

2.3.6. The Provider (Supplier) will be required to sign an agreement on the processing of personal data
as set out in Article 28(3) of Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation) (hereinafter referred to as the Regulation), which must set out the subject-matter and
duration of the processing of personal data, the nature and purpose of the processing of data, the type
of personal data and categories of data subjects, and the obligations and rights of the Centre of
Registers;

2.4. The provision of the services must be carried out in accordance with the following legal acts and
amendments thereto arising during the provision of the services, and other documents relating to the
area of activity to be computerised and to the e-services to be developed or modified:

2.4.1. General Data Protection Regulation (EU) 2016/679;

2.4.2. Law on Public Procurement of the Republic of Lithuania;

2.4.3. Law on Public Procurement in the Field of Defence and Security of the Republic of Lithuania;
2.4.4. Law on Management of State Information Resources of the Republic of Lithuania;

2.4.5. Law on Legal Protection of Personal Data of the Republic of Lithuania;

2.4.6. Law on Cyber Security of the Republic of Lithuania;

2.4.7. Resolution No 349 of the Government of the Republic of Lithuania of 15 May 2024 on
Implementation of the Law on Management of State Information Resources of the Republic of Lithuania;
2.4.8. Resolution No 478 of the Government of the Republic of Lithuania of 26 April 2001 on Approval
of the Procedures to be Followed in Planning, Adjusting, Using, Accounting for and Controlling Public
Funds Allocated for Public Capital Investments;

2.4.9. Description of Organisational and Technical Cybersecurity Requirements for Cybersecurity
Entities, approved by the Resolution No 818 of the Government of the Republic of Lithuania of 13 August
2018 on Approval of the National Cyber Security Strategy;

2.4.10. Methodology for Lifecycle Management of State Information Systems, approved by Order No
T-29 of the Director of the Information Society Development Committee under the Ministry of Transport
and Communications of 25 February 2014 on Approval of the Methodology for Lifecycle Management
of State Information Systems;




2.4.11. Methodological recommendations for the development, testing and evaluation of websites of
state and municipal institutions and bodies tailored for persons with disabilities, approved by the Order
No T-72 of the Director of the Information Society Development Committee under the Ministry of
Transport and Communications of 23 May 2013 on Approval of the Methodological Recommendations
for the Development, Testing and Evaluation of Websites Tailored for Persons with Disabilities;

2.4.12. Description of the national procedure for disclosure of communication and information systems
vulnerabilities, approved by the Order No V-484 of the Minister of National Defence of the Republic of
Lithuania of 9 July 2021 on Approval of the Description of the National Procedure for Disclosure of
Communication and Information Systems Vulnerabilities.

2.5. The Provider (Supplier) must comply with the legal acts in force at the time of performance of the
Contract. The Provider (Supplier) shall also be bound by any newly adopted/amended legal acts during
the performance of the Contract, insofar as it relates to the performance of the Contract. If newly
adopted/amended legal acts are contrary to the requirements described in this Technical Specification,
the Provider (Supplier) must implement the requirements in accordance with the current version of the
adopted/amended legal acts at the time of performance of the Contract.

2.6. The Provider (Supplier) shall be responsible for complying with the requirements of legal acts on
occupational health and safety and other documents governing occupational health and safety in force
in the Republic of Lithuania.

3. PROCUREMENT OBJECT

Implementation and configuration of VNA and DICOM
based services (hereinafter referred to as the Services).

3.1. Procurement object The detailed requirements for the Services shall be specified
in the Annex ‘Requirements for the Procurement Object’ to
the Technical Specification (if applicable)

The procurement object shall not be divided into lots. The

3.2. Division of the procurement object reasons for non-division are set out in point 3.3.

The procurement object cannot be divided into lots because
of:

1) Technical reasons — The procurement object concerns
the provision of one type of service, i.e. implementation and
configuration of VNA and DICOM based services that are
closely related to the functionalities developed by MedVAIS.
The solutions chosen for the development and integration
of new functionalities must be technologically aligned with
each other, and when the Procurement Object is divided
into parts and different suppliers develop the same IS, the
solutions used by one supplier may be incompatible (or

3.3. Justification for not dividing the difficult to reconcile) with the solutions used by another
procurement object into lots (if supplier;
applicable) 2) Excessive time costs — by dividing the procurement

object into parts and developing the same IS by different
suppliers, suppliers should, before starting to provide their
share of services, receive the results of the provision of
services of other suppliers and familiarize themselves with
them, which would significantly increase the deadlines for
achieving the final result and would risk the smooth and
uninterrupted work of IS. Coordination between two or
more suppliers would lead to significantly higher time costs
for the coordination of decisions and processes for the
Contracting Authority, as well as potentially affect the
increase in the duration of the tasks, which could delay the




delivery of the final result.

3) Additional costs — the coordination of the work of
different suppliers and the delimitation of their
responsibilities would entail additional administrative costs.
In view of the fact that the supplier might also be settled at
an hourly rate, any additional functions performed by the
supplier, such as additional analysis, cooperation and/or
planning and coordination of the services provided with
other suppliers, would increase the working time for the
performance of tasks, for which the Contracting Authority
would have to pay additionally, at an hourly rate.
Familiarizing different suppliers with the specifics of the
project, the ESPBI IS architecture, and the needs of users
would entail additional costs. Also, each supplier would
have to do part of the analysis or preparation work anew,
which would lead to double payment for the same
processes.

3.4. Unit of measure

Kit
Hour
Month

3.5. Quantity (volume) of the Services

1 Kit (systems installation and configuration)
Up to 300 hours (order of additional services)
60 months. System maintenance services

3.6. The specified quantity (volume) of
the Services is

A maximum
Services will be procured depending on the need, up to
the maximum quantity indicated

3.7. Minimum quantity (volume) of the
Services that the Contracting Authority
undertakes to procure during the
performance of the Contract (if
applicable)

1 Kit

3.8. Changing the quantity (volume) of
the Services

Not applicable

3.9. Place of delivery of the Services

The Services shall be provided remotely or, if necessary, at
the Contracting Authority’s premises located at Studenty St.
39, Vilnius.

Place of delivery of the Services may be changed within the
limits of Vilnius city.

3.10. Term for delivery of the Services

3.10.1. Services must be provided no later than within 7
months from the date of entry into force of the Agreement
(in case there are at least 7 months left on the date of
contract until 30.04.2026) or until 30.04.2026 (in case there
are less than 7 months left on the date of the contract until
30.04.2026).

3.10.2. Additional Services must be provided from the date
of entry into force of the Agreement for 7 months (in case
there are at least 7 months left on the date of the contract
until 30.04.2026) or until 30.04.2026 (in case there are less
than 7 months left on the date of the contract until
30.04.2026). Service Orders may be placed and must be
fulfilled within the time period specified in the Order, but no




later than the expiry term/date specified above.

3.10.3. Maintenance services will have to be provided (if
ordered) for the period ordered, up to a maximum of 60
months. The maintenance services shall not commence
before the expiry of the warranty period and shall be
ordered by the Contracting Authority.

3.11. Extension of the term of delivery of
the Services and conditions

3.11.1. The term for the delivery of services referred to in
Clause 3.10.1 may be extended if:

3.11.1.1. there are evidence based obstacles or disruptions,
the occurrence of which is not influenced by the Parties and
for which they are not responsible, and which are caused
and attributable to third parties, or other circumstances
which the Parties could not have foreseen in advance. The
circumstances on which the need to extend the term of
provision of the Services is based can in no way depend on
the parties to the Agreement. In each such case, the
Contracting Party initiating the extension of the term of
provision of the Services shall, without delay in writing, but
not later than within 5 working days, notify the other
Contracting Party thereof, providing evidence of the
existence of the aforementioned circumstances. The
indicated circumstances shall be assessed by the other
party to the Agreement, upon the latter's consent, the term
of provision of the Services may be extended only for the
period of existence of the aforementioned circumstances,
but not longer than:

3.11.1.1.1. until 30.04.2026;

or

3.11.1.2 for the deadline for the implementation of the
project, if the deadline for the implementation of the project
will be extended, but not longer than for a period of 6
months;

or

3.11.1.3. for a period of no longer than 6 months in case
funding will be allocated outside the Project.

3.11.2. The deadline for the provision of additional services
specified in 3.10.2. may be extended if the Initial Value of
the Contract is not used. In such a case, the Contracting
Authority shall notify the Provider in writing, indicating the
term for which it is proposed to extend the term of provision
of the Services. With the Provider's consent, the term of
provision of Services may be extended only until the Initial
Value of the Contract is exhausted, but not longer than for
a period of 6 months (the number of extensions is not
limited).

. OBLIGATIONS OF THE PROVIDER (SUPPLIER)

4.1. Time limit for the Provider (Supplier)
to inform the Customer in writing of any
circumstances which hinder and/or may
prevent the Provider (Supplier) from
fulfilling its contractual obligations in

5 working days




accordance with the terms and conditions
set out in the Contract

4.2. Other obligations of the Provider
(Supplier)

4.3. Other obligations of the Provider (Supplier) shall be specified in the Annex ‘Requirements for the
Procurement Object’ to the Technical Specification (if applicable), the draft Contract and the

Procurement Conditions

. PROCEDURE FOR TRANSFER AND ACCEPTANCE OF THE SERVICES

5.1. Deadline for signing the Statement

5 working days

5.2. Periodicity of signing the Statement

5.2.1.The Statement shall be signed after each phase
specified in the II Part ‘Requirements for the Procurement
Object’ to the Technical Specification.

5.2.2.The actual quantities of the additional services
provided are forwarded to the Customer when the Parties
sign the Statement of Additional Service Provision during
the previous month. The Statement is signed once a month.

6. QUALITY OF THE SERVICES

6.1. Guarantee term of the Services

12 months

6.2. Deadline for removal of Service
deficiencies observed during the transfer
- acceptance of the Services and/or after

10 working days from sending a notification of the
deficiencies observed

the signing of the Statement

7. REQUIREMENTS RELATING TO NATIONAL SECURITY

7.1. In order to avoid security gaps and vulnerabilities in the software, the Provider (Supplier) must
follow generally accepted secure coding standards and good practice (The Open Web Application
Security Project (OWASP) Secure Coding Practices, etc.) for the development of the SW and the
provision of SW maintenance services. The developed SW must be free of unauthorised access to data
and other security vulnerabilities listed in the latest OWASP Testing Guide (not limited to the OWASP
Top 10 vulnerabilities) (https://www.owasp.org), The OWASP API Security Checklist, and other IS
security methodologies developed by OWASP or equivalent documents. Security checks (threat
modelling, source code reviews, and other security checks required by secure coding standards and
good practice) must be carried out at every stage of SW design (development, maintenance). The
security checks must be based on the latest versions of the following methodologies: OWASP Web
Security Testing Guide, Penetration Testing Execution Standard (PTES), Open Source Security Testing
Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS,
NIST SP 800-30 or equivalent security check methodologies.

7.2. The Provider (Supplier) must, in agreement with the Contracting Authority, use the latest versions
of SW packages, libraries, programming languages, their compilers and interpreters available at the
time of development of the newly created SW.

8. ENVIRONMENTAL REQUIREMENTS

8.1. Given that the Services procured are intangible intellectual services not related to the creation of
a tangible object, the provision of which will not create negative environmental effects, nor will it create
a source of pollution or generate waste, in accordance with the Procedure for Applying Environmental
Criteria in Green Procurement approved by the Order No D1-508 of the Minister of Environment of the
Republic of Lithuania of 28 June 2011, the Procurement shall be considered green.

9. HIERARCHY

9.1. This Technical Specification shall be an integral and indivisible document.




9.2. The following order of priority of the Procurement documents shall be established for the purposes
of interpretation and invocation of the Technical Specification:

9.2.1. Tender notice;

9.2.2.Special Part of the Contract;

9.2.3.Technical Specification;

9.2.4.Annex No. 1 ‘Requirements for the Procurement Object’ to the Technical Specification (if
applicable);

9.2.5.0ther Annexes to the Technical Specification (if applicable);

9.2.6.General Part of the Contract;

9.2.7.Procurement Conditions;

9.2.8. Annexes to the Procurement Conditions;

9.2.9.Tender bid.

9.3. If any of the documents referred to in point 9.2 contains ambiguities, inconsistencies, or
contradictions with the conditions set out in a higher-ranking document, these shall always be deemed
to prevail over the conditions set out in the lower-ranking document from the moment they are
established.

9.4. In the event the documents submitted by the Provider (Supplier), including licences, rules for
their use, etc., contradict the conditions set out in the documents referred to in points 9.2.1 to 9.2.8,
the provisions of the documents referred to in points 9.2.1 to 9.2.8 shall apply.

10. ALONG WITH THE TENDER BID, THE PROVIDER (SUPPLIER) MUST SUBMIT

10.1. Recommendations on the minimum infrastructure requirements for new system and medical

image storage. It must include:

- Recommendations shall be made for different segments of the system usage: volume of medical
images per year — 1, 2 and 5 million studies per year; number of concurrent DICOM viewer users
— 50, 100 and 300.

- Planned number of servers, their purpose (application and database servers) and resources
required (CPU, RAM, Memory).

- Technical requirements for medical image storage technologies.

- Minimum and recommended requirements should be identified where possible.

- Other information that might be useful in planning infrastructure for the new systems and medical
image storage.

11. ANNEXES

11.1. Annex No. 1 Requirements for the procurement object
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1. PROJECT GOALS AND OBJECTIVES

1.1. Summary

1. Requirements according to which the National medical image archiving and exchange information
system (hereinafter referred to as the MedVAIS or the System) is to be modernized are presented.
2. RPO provides information on the legal acts and standards to be followed by the System
modernization service Provider during the modernization of the System. It identifies the Procurement
tasks, provides the intended functional architecture of the System and its description, describes the
state to be achieved and specifies functional and non-functional requirements when modernizing the
System.

3. This part of procurement object includes:

3.1 Ensure DICOM standard implementation by enabling DICOM and non-DICOM image and
metadata management through DICOMweb (e.g. QIDO-RS, WADO-RS, STOW-RS) and DIMSE (e.g.
C-FIND, C-MOVE, C-STORE) protocols.

3.2 Integration of DICOM viewer, enabling medical image viewing for users.

3.3 Vendor neutral archive integration — standard medical image and related information transfer
and storage independent from vendor or specific diagnostic equipment.

1.2. Terms and abbreviations

4. RPO terms and abbreviations are presented in table 1 ,, Terms and abbreviations".

Table 1. Terms and abbreviations

Term/abbreviation Description

PHCI Personal health care institution

Electronic information system of health services and cooperation
infrastructure

Project Development of the National System for the Archiving and Exchange
of Medical Images (MedVAIS) and the electronic services it provides

RC, Contracting Authority |State Enterprise Centre of Registers

ESPBI IS

Service provider Company that is providing services for the implementation of the
project according to this technical specification.

SAM Ministry of Health of the Republic of Lithuania

IS Information system

SW Software

HW Hardware

Portal or e. health portal A way for authenticated patients and healthcare specialists to access
electronic services via web. In the ESPBI IS environment, the Portal
is implemented by the eHealth Portal Subsystem (hereinafter referred
to as the eHealth Portal Subsystem).

XML Extensible Markup Language
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Term/abbreviation Description
DICOM Digital Imaging and Communications in Medicine.
Standard (ISO 12052:2017) describing the processing, storage and
exchange processes of digital medical images and related
information.
FHIR Fast Healthcare Interoperability Resources.
MedVAIS or System National medical image archiving and exchange information system
PACS Picture Archiving and Communication System.
HIS Hospital information system
RIS Radiology Information System.
uIiD Unique Identifier described in DICOM standard.
EHR Electronic Health Record

5. Other terms used in the RPO are defined in the following legal acts.

1.3. Legal acts regulating the modernization and operation of the information system
and the provision of services

6. Law on the health System of the Republic of Lithuania.

7. Law on Health Insurance of the Republic of Lithuania.

8. Law on Legal Protection of Personal Data of the Republic of Lithuania.

9. Law on Cybersecurity of the Republic of Lithuania.

10. Description of the procedure for using the information system of the electronic health services
and cooperation infrastructure, approved by Order No V-657 of the Minister of Health of the Republic
of Lithuania of 26 May 2015 "On the approval of the description of the procedure for the use of the
information system of the Electronic Health Services and Cooperation Infrastructure".

11. Regulations of the Electronic Health Services and Cooperation Infrastructure Information
System, approved by Resolution No. 1057 of the Government of the Republic of Lithuania of 7
September 2011 "On the Approval of the Provisions of the Information System of the Electronic
Health Services and Cooperation Infrastructure".

12. Requirements and technical conditions for linking the information systems of health care
institutions to the Electronic Health Services Cooperation and Infrastructure Information System,
approved by Order No V-1079 of the Minister of Health of the Republic of Lithuania of 17 December
2010 "On the approval of the requirements and technical conditions for linking the information
systems of health care institutions to the Electronic Health Services Cooperation and Infrastructure
Information System".

13. The model of the functional, technical, and software architecture of the Lithuanian e-Health
system, approved by the Minister of Health of the Republic of Lithuania on October 2, 2019, by
Order No. V-1119 "On the Approval of the Functional, Technical, and Software Architecture of the
Lithuanian e-Health System.".

14. Order of the Minister of Health of the Republic of Lithuania of 4 July 2018 No V-769 "On the
approval of the description of the procedure for the implementation of the rights of data subjects in
the electronic health services cooperation and infrastructure information system".
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15. Order No. 515 of the Minister of Health of the Republic of Lithuania of 29 November 1999 on
the ,,Accounting and Reporting Procedures for the Activities of Healthcare Institutions".
16. Law on the Management of State Information Resources of the Republic of Lithuania.
17. ESPBI IS regulations shall be adjusted in accordance with the Description of the Procedure for
the Establishment, Development, Renewal, Reorganization and Liquidation of Information Systems,
approved by Resolution No. 349 of the Government of the Republic of Lithuania of 15 May 2024 "On
the Implementation of the Law on the Management of Information Resources of the State of the
Republic of Lithuania".
18. The technical description (specification) of the ESPBI IS is prepared after the approval of the
updated ESPBI IS regulations. The technical description (specification) of ESPBI IS is prepared in
accordance with the Description of the Procedure for the Establishment, Development, Renewal,
Reorganization and Liquidation of Information Systems, approved by Resolution No. 349 of the
Government of the Republic of Lithuania of 15 May 2024 "On the Implementation of the Law on the
Management of Information Resources of the State of the Republic of Lithuania".
19. Methodology for the Management of the Life Cycle of State Information Systems, approved by
Order No. T-29 of the Director of the Information Society Development Committee under the Ministry
of Transport and Communications on February 25, 2014, "On the Approval of the Methodology for
the Management of the Life Cycle of State Information Systems".
20. Methodology for the development of electronic services, approved by Order No. 3-416(1.5E) of
the Minister of Transport and Communications of the Republic of Lithuania of 7 October 2015 "On
approval of methodological documents".
21. Recommendations for Data Provision Formats and Standards, approved by Order No. T-36 of
the Director of the Information Society Development Committee under the Ministry of Transport and
Communications on March 25, 2013, "On the Approval of Recommendations for Data Provision
Formats and Standards".
22. Methodological Recommendations for Ensuring User-Friendliness of Public and Administrative
Electronic Services, approved by Order No. T-65 of the Director of the Information Society
Development Committee under the Ministry of Transport and Communications on May 5, 2014, "On
the Approval of Methodological Recommendations for Ensuring User-Friendliness of Public and
Administrative Electronic Services".
23. Technical Supervision Recommendations for Projects that Develop Electronic Services and IT
Solutions, approved by Order No. T-126 of the Director of the Information Society Development
Committee under the Ministry of Transport and Communications on November 22, 2017, "On the
Approval of Technical Supervision Recommendations for Projects that Develop Electronic Services
and IT Solutions".
24. Methodological Recommendations for Creating and Testing Websites Adapted for People with
Disabilities, approved by Order No T-40 of 31 March 2004 of the Director of the Information Society
Development Committee under the Ministry of Transport and Communications.
25. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons regarding the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation -
GDPR).
26. Description of Organizational and Technical Cybersecurity Requirements Applicable to
Cybersecurity Entities, approved by Resolution No. 818 of the Government of the Republic of
Lithuania of 13 August 2018 on the Implementation of the Law on Cybersecurity of the Republic of
Lithuania.

5 of 70



Requirements for procurement object MedVAIS modernization services 75 REGISTRY
A _CENTRAS

27. Information Technology Security Conformity Assessment Methodology, approved by Order No
V-941 of the Minister of National Defense of the Republic of Lithuania of 4 December 2020 "On the
approval of the Methodology for Conformity Assessment of Information Technology Security".

28. Technical Supervision Recommendations for Projects that Develop Electronic Services and IT
Solutions, approved by Order No. T-126 of the Director of the Information Society Development
Committee under the Ministry of Transport and Communications on November 22, 2017, "On the
Approval of Technical Supervision Recommendations for Projects that Develop Electronic Services
and IT Solutions".

29. Other legal acts regulating the operation of state information systems, data security, and
functions.
30. If, during execution of the Contract, listed or other legal acts related to the implementation of

the requirements provided for in this Technical Specification are amended, the Service provider must
take these changes into account, provided that they were known before the end of the design phase.
If changes to the legislation were adopted, then it is considered that Service provider was obliged
to know about such changes. If amendments to the legislation have not yet been adopted, but are
only at the stage of preparation, consideration or adoption, the Service provider shall be deemed to
have become aware of such changes only after the Contracting Authority has informed Service
provider and requested to make changes according to the amendments.

31. Service provider must follow not only the above, but also all other legal acts related to the
implementation of the Contract, as well as their latest amendments and additions. Service provider
must follow the newly adopted legislation during the performance of the Contract, provided that
they relate to the implementation of the Contract and are adopted no later than the end of the
design phase.

1.4. Procurement objectives

32. Objectives:
32.1. Carry out a detailed analysis of needs and opportunities.

32.2. Model and design the functionality of the modernized ESPBI IS MedVAIS subsystem and data
exchange interfaces.

32.3. Prepare and coordinate all the planned System documentation.

32.4. Realize the functions of the System and data exchange interfaces.

32.5. Implement system functions and data exchange interfaces.

32.6. Install databases and other necessary standard software.

32.7. Successfully perform validation testing of the functions and interfaces created by the System.
32.8. Prepare training materials and conduct training.

32.9. Prepare the System for operation.

32.10. Successfully perform a pilot testing of the created System.

33. The results of the services purchased:

33.1. Developed, implemented and tested modernized ESPBI IS with updated MedVAIS subsystem.
33.2. Developed interfaces with external information systems and registers.

33.3. System technical documentation prepared.

33.4. Trained System Users.

33.5. Provided warranty of the System.
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1.5. Issues to be addressed

34. The architecture of MedVAIS is limited to the content of the medical images declared and
submitted by a particular PHCI, there is no possibility to compile list of medical images created by
several PHCI based on diagnoses, body areas or a specific patient. Data on medical images that are
not declared and/or transferred for storage to MedVAIS is not available at national level, so there is
no access to medical image data for the purpose of providing and re-using healthcare services.

35. Existing search parameters for medical images limit the possibilities of analytics arising from the
different needs of health professionals.

36. There is no fully functional anonymization functionality, which would expand the possibilities of
re-using medical imaging data.

37. Itis not possible for a user to view medical images stored in MedVAIS repository without having
own viewer and PHCI doctors cannot download the diagnostic tests generated by their ASPI to their
workstations through the eHealth Portal.

38. The existing report of medical images is not structured, i.e. the data fields are not connected
with the classifiers and the values of the variables unified in them, which unreasonably prolongs the
processes of creating it.

39. The existing report does not contain all the fields specified in the European Commission's
recommendations that are used to query reports and medical images.

40. Currently, MedVAIS uses the ESPBI IS user access rights to the EHR records module for patients'
access rights to patients. This module is not suitable in practice in ordinary situations of medical
imaging: medical image is created by specialists of one PHCI, and report is prepared by the
radiologist of another PHCI. Currently, MedVAIS medical image can only be approved by
declaring/transmitting the image and report together, i.e. authorizing from one PHCI. It is therefore
necessary to upgrade MedVAIS by creating a user rights management algorithm adapted to the
normal situation in practice.

41. Currently, not all types of medical images created during the provision of health care services
are stored in MedVAIS: for example, jpg, which are important for doctors-dermatologists, as well as
blood pressure measurements, data carried out by HOLTER machines, sleep monitoring data, and
so on are not stored.

2. DESCRIPTION OF CURRENT SITUATION

42. National medical image archiving and exchange IS MedVAIS was developed in 2013-2015 as a
separate ESPBI IS subsystem for storing, archiving and sharing medical images among PHCI:

42.1. MedVAIS has accumulated 24 types of digital medical imaging results from radiological,
ultrasound and ECG examinations.

42.2. According to data from Institute of Hygiene, together x-ray (XA), ultrasound (US), computed
tomography (CT), magnetic resonance (MR), endoscopy (ES) and positron emission tomography
(PT) account for approximately 6 million studies per year. Total size of studies per year in Lithuania
is ~ 600 Tb and 20 — 25 % of it is sent to MedVAIS (size estimated considering XA — 90 Mb, US -
60 Mb, CT — 430 Mb, MR — 115 Mb, ES — 30 Mb, PT — 30 Mb).

42.3. Each year approximately 1,8 million images are sent to MedVAIS. It is from few to ~ 40 % of
total number of images in the years 2015 — 2023.

7 of 70



Requirements for procurement object MedVAIS modernization services 7Y "REGISTRUY
A _CENTRAS

100% -
90% +
80% -+
70% +
60% -
50% -+
40% ~
30% -~
20% 4
10% -

0% -

2015 2016 2017 2018 2019 2020 2021 2022 2023

M Studies not submited to MedVAIS, million pcs. B Studies submited to MedVAIS, million pcs.

Figure 1. Number of medical images in MedVAIS and Lithuania through 2015 — 2023.

42.4. By the end of 2023, more than 15 million medical images were stored in MedVAIS. The total
size of stored medical images in MedVAIS at the end of 2024 was 1.4 PB, while the total capacity of
the infrastructure for the storage — 2.3 PB.

42.5. Each medical image is associated with a separate EHR record, i.e. the data set E027-va
"Diagnostic description of the medical image", the structure of which is given in table no. 3.

42.6. Currently there are over 11 million signed reports submitted to MedVAIS.
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Figure 2. Signed reports submitted to MedVAIS through 2015 — 2024.

42.7. Currently, there are ~ 200 healthcare facilities integrated into MedVAIS (PACS sends medical
images to MedVAIS).

42.8. MedVAIS was designed to provide the following capabilities:

42.9. For PHCI and professionals electronically obtain the results of diagnostic imaging of other PHCI.
42.10. For PHCI, which created the medical image, submit a medical image electronically for the
analysis of another PHCI specialist, through the e-health portal.

42.11. View medical images in MedVAIS for patients, healthcare professionals, organizations
involved in the management and control of healthcare services.

42.12. Receive and view statistical reports and data.

42.13. Get an anonymized medical image for the management and control of health care services
and scientific activities.

2.1. Organizational structure of the system

43. The system controller is the Ministry of Health of the Republic of Lithuania, the System Processor
is RC.

2.2. System users and target groups

44. Description of system users is provided in table 2.
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Table 2. Description of system users
No. User Description

1. Patient A person who uses the services provided by health care institutions,
regardless of whether he is healthy or sick.

2. Health Care A person providing health care services — a family doctor, or a doctor

Specialist of any other specialization (except for specialist who perform and
report on radiological, ultrasound, ECG and EEG examinations) who
can review the patient's health history, prepare examination orders.
This role does not give the right to prepare diagnostic descriptions of
medical images.

3. Radiologist A radiologist who reviews the medical radiological images created by
the devices, makes annotations to medical images, creates reports
and has the right to sign them. In the case of diagnosis of ultrasound,
ECG and EEG tests, the concept of "Radiologist" is conditionally
expanded to include other specialist doctors who have the right to
diagnose the relevant examinations.

4, PACS Picture archiving and communications system

5. HIS Hospital information system

6. RIS Radiology information system

7. Organizations Organizations coordinating and administering health care activities,

coordinating and which need MedVAIS data for the formation of health care policies.

administering health

care activities

8. Organizations Organizations engaged in scientific activities for which MedVAIS data

engaged in scientific |is needed for research purposes.

activities

2.3. Functional structure of the system

45. ESPBI IS functional components referred in point IV of the ESPBI IS Regulations form the
functional architecture and are described in the ESPBI IS logical model.

46. ESPBI IS is the main tool for the implementation of the digital health system of the Republic of
Lithuania — the totality of organizational, telecommunication, software tools and databases for
centralized creation, usage, storage of electronic personal health records and their exchange
between institutions engaged in health promotion activities, their specialists and other employees.
ESPBI IS ensures cooperation between the subjects of the Lithuanian digital health system and the
integration of their information systems through the data exchange subsystem, operation of digital
health services and access to the information resources of public administration institutions.
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Figure 3. Digital Health System Architecture

2.3.1. System logical model

47. ESPBI IS subsystems:

A subsystem providing access to e-services for patients and health professionals — The Digital
Health Portal (hereinafter referred to as the Portal) — set of tools for implementing the
principle of single window access for the residents, health care and pharmaceutical

professionals.

Authentication subsystem — by using VIISP (State Information Resources Interoperability
Platform) or ESPBIS IS tools identifying the users of ESPBI IS, ensure the identification of
users of the ESPBI IS, the identification of the users of the Portal, generate an electronic
signature and allow the signing of electronic forms of documents with an electronic signature.
Authentication of all ESPBI IS users is carried out through the VIISP user authentication

module.

Administration subsystem — ensures the management of ESPBI IS, effective tools for the
administration of ESPBI IS and the monitoring of the technical (system) processes taking

place in the ESPBI IS.

Security subsystem — registers ESPBI IS users, grants and manages the data access
permissions of ESPBI IS users, ensures the identification of ESPBI IS users and the
identification of portal users through the VIISP, ensures the management of the permissions
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of ESPBI IS users, ensures the security of ESPBI IS data, ensures the archiving of ESPBI IS
data and the making of backup copies of data.

Audit subsystem — ensures effective ESPBI IS monitoring and auditing tools, records all
actions of ESPBI IS users, ensures the integrity of audit records and record retrieval, prepares
reports on the actions of users of ESPBI IS.

EHR subsystem — ensures the processing and retrieval of EHR data, the provision of patient
data to the ESPBI IS data exchange and portal subsystems.

Patient Subsystem — ensures the processing and retrieval of patients' general data,
identification of the patient by name and date of birth, personal identification number,
gender, EHR identification number.

The classifier subsystem centrally processes the data of the classifiers, provides classification
data to ESPBI IS processors, ESPBI IS data providers and other interested authorities,
ensures the search for data in the classifiers.

E-prescription subsystem — enables the electronic prescription of medicinal products and
compensatory medical aids and collects data on them, manages data on prescriptions issued
electronically, prepares and submits reports on prescribed medicinal products and
compensatory medical aids, ensures the search for e-prescription data.

Medical Imaging Subsystem (MedVAIS) — ensures the functioning of the national repository
of medical images, manages medical images, ensures access to stored medical images and
medical images for healthcare professionals and patients.

Healthcare services subsystem — collects and provides data on the provided healthcare
services, prepares and provides reports on the provided healthcare services reimbursed from
the budget of the compulsory health insurance fund.

Subsystem for the provision of methodological assistance to a health care specialist —
provides information about recommended research, treatment methods, provides clinical
information of medicinal products and other methodological information.

Data analysis, reporting and information subsystem — provides reports according to
predetermined indicators, ensures the implementation of data analysis in various sections
using software analysis tools, ensures the preparation of disease and morbidity analysis and
reports, prepares and submits statistical and public health monitoring reports and other
reports necessary for the subjects of health promotion activity management, forms statistical
and analytical reports from data from other subsystems, provide the public with publicly
available statistical information.

Data Exchange Subsystem — ensures the exchange of data between ESPBI IS and other
components of the digital health system (information systems of institutions engaged in
health promotion activities, health sector registers and information systems and other sectors
of public administration), electronic medical history data exchange between the Mobile App
and other data exchange components, as well as provides data from ESPBI IS classifications
to health promotion institutions and interested institutions information systems.

48. MedVAIS subsystem:

MedVAIS architecture is based on the creation of virtual PACS for each PHCI that sends or
receives medical images to or from MedVAIS. PACS are created on separate virtual machines
as DCM4CHEE application entities.

DCMA4CHEE is based on the principle of one DCM4CHEE application entity - one institution.
As a result, a separate database schema is created for each institution, in which all stored
data is treated by the PACS as the data of that institution.
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A secure VPN channel is used to establish and maintain the connection between the PHCI
PACS and the MedVAIS PACS.

The data model and functionalities in the MedVAIS subsystem consist of two logical areas:
MedVAIS PACS and ESPBI IS MedVAIS.

MedVAIS PACS includes the part of the system operation, where virtual PACS systems for
working with PHCI devices are implemented and ensures DICOM communication. DCM4CHEE
provides that each institution has its own dedicated database scheme, which is used by
MedVAIS PACS. There are as many database schemas that are identical in structure as there
are virtual PACS for institutions. This part collects the data that appears in the system during
the communication with the DICOM protocol, as well as additional and auxiliary data.

ESPBI IS MedVAIS data structure and functionality area covers all data structures that are
realized in the ESPBI IS part. Since MedVAIS is an integral, unified ESPBI IS subsystem,
components related to the operation of the Portal are implemented by the same means and
principles as the central part of ESPBI IS, also implementing a unified data model. Therefore,
the elements of medical image report and the medical image are realized as resources of the
FHIR standard. The same data management principles are applied — the medical image report
is constructed as a composition of FHIR resources, resource data is stored in the same
database next to the resource data of the central part of ESPBI IS, resources references to
the resources managed by the central part of ESPBI IS (resources of the patient, doctor,
institution). The link between the two parts of the data is realized through the essence of
the study. Medical image always has a unique UID, which is recorded both in the DCM4CHEE
database and in the corresponding FHIR resource. The FHIR resource ImagingStudy also
records other DICOM data, but the study's UID remains the main link between the data
structures in both domains.

Integration with MedVAIS is based on two main principles for communication:

Submitting and receiving medical images — DICOM communications with MedVAIS PACS. All
communications and data transfer between institution PACS and MedVAIS PACS are done
according to DICOM standard version 3.

Reporting of medical images and other related documents — FHIR communication via ESPBI
IS endpoints.

For each medical image, which is sent to MedVAIS in DICOM format, MedVAIS generates
ImagingStudy FHIR resource. All further actions through eHealth portal or endpoints, where finding,
creating report, viewing or other action with medical image is needed — relevant ImagingStudy
resource is used. FHIR resource is linked with DICOM study by UID. General workflow for medical
image report generation is provided in a figure below.
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Figure 4. Example of integration for preparation of medical image report

Details of the medical image report generation and transfer to ESPBI IS is provided in a figure below.
Medical image report is transferred to FHIR endpoints via FHIR RESTful protocol. In the provided
example, "Sign medical document” component is responsible for signing and saving PDF document,
corresponding to the dataset provided in Table 3 together with institution, patient and specialist

data.
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Figure 5. Scenario of E027-va report document submission
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Interaction between institutions and MedVAIS is described in more details and provided in EPSBI IS
data exchange and integration design documentation, chapter 3.15 “"PHCI and MedVAIS integration
documentation” (lith. SP] ir MedVAIS integracijos dokumentacija)'.

Requirements for procurement object MedVAIS modernization services

Table 3. Medical image report dataset

FHIR resource Attribute
10.1. Order details:
10.1.1. Came with an order (YES / NO): Encounter type: CodeableConcept [0..*]
10.1.1.1. | Reference to order e-document indication: Order [0..1]
10.1.1.2. | Order number Order id: identifier [1]
10.1.1.3. | Order date and time Order date: dateTime [0..1]
10.1.1.4. | Order diagnosis Condition text : String [0..1]
10.1.1.5. | Order diagnosis code Condition code : String [0..1]
10.1.2. Came without order (tag)
10.2. Study description:
10.2.1. Study (medical image) report number DocumentReference masterIdentifier: String [1]
10.2.2. Study UID ImagingStudy uid: String [1]
10.2.3. Study date and time ImagingStudy dateTime: dateTime [1]
10.2.4. Study title ImagingStudy description: String [0..1]
10.2.5. Study ACHI code DiagnosticReport name: codeableConcept [1]
10.2.6. Patient not identified (tag) Patient identifier : codeableConcept [1]
10.2.7. Attached file(s) (YES / NO): List entry: Image [0..*]
10.2.7.1. | File number List entry: Image [0..*]
10.3. Study (medical image) description DiagnosticReport description: String [1]
10.4. Conclusion DiagnosticReport conclusion: String [1]
10.5. Main diagnosis:
10.5.1. TLK-10-AM code Condition code: CoadeableConcept [1]
10.5.2. Title Condition display: String [1]
10.5.3. Description Condition notes: String [0..1]
10.6. Diagnosis 1
10.7. Diagnosis 2
10.8. Ionizing radiation details:
10.8.1. Device serial number Observation valueString: String [0..1]
10.8.2. Dose Observation valueQuantity: Quantity [0..1]
10.8.3. Unit of measure Observation valueQuantity: String [0..1]
10.9. Related studies:
10.9.1. Title ImagingStudy description: text [1]
10.9.2. Related study number ImagingStudy uid : String [0..1]

2.3.2. Used technologies

49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

Orace EE.

Java.

Angular.

TypeScript.

RabbitMQ.

Flutter.

CentOS, Red Hat Fuse.
Power BI.

WildFly.

DCM4CHE.

1 https://www.esveikata.lt/espbi-specifikacija
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2.4. System file structure
59. MedVAIS file storage is ensured by two identical storage systems, which include:

59.1 Xcellis MDC - creates unified file system and ensures its high availability. Furthermore, ensures
copying of file system data without additional user intervention.

59.2 Quantum QXS424 — high performance storage for file system metadata.
59.3 Bull Optima3700 - file storage.
59.4 Quantum QXS584 — file storage.

59.5 Quantum AEL500 — tape storage. Xcellis MDC can transfer (and restore) data form file storage
automatically according to chosen policy.

59.6 Xcellis Workflow Extender — component responsible for replication between storages.

59.7 Quantum QXS584 together with Bull Optima 3700 creates medical image storage, where
currently 1,4 Pb of data is stored.

3. DESCRIPTION OF THE DESIRED STATE OF THE SOLUTION

60. The aim is to modernize and implement the System, which would realize the following new
functions:

60.1. Access to medical images — functionality that allows a healthcare professional to access
and retrieve patients' medical images and their reports from different institutions that have
submitted data to MedVAIS:

60.1.1. Possibility to request a list of patient studies using DICOM protocol;

60.1.2. Possibility to retrieve medical images according to the provided list using DICOM DIMSE
services;

60.1.3. Possibility to retrieve medical images via DICOMweb services;

60.1.4. MedVAIS by using ESPBI IS user access rights mechanism can verify whether the PHCI and
a specific physician have the right to access patient data.

60.2. Medical image viewer — a tool for viewing medical images (DICOM and non-DICOM), the
availability of which is controlled by the user role. The functionality must be adapted to the user's
work in the HIS environment and eHealth portals and must not require any installation actions on
the user's computer.

60.3. The possibility of transferring files in a non-DICOM format — functionality that allows
MedVAIS to receive and store non-DICOM files, with the aim of opening them in the same tool for
viewing medical images and the ability to share via DICOM standard protocols between
institutions. The functionality must be adapted to the user's work in the HIS environment and
eHealth portals.

60.4. Data registry and storage management — MedVAIS must have data registry and storage
management functionality that allows:

60.4.1. Migrate data from current PACS to new system.

60.4.2. Migrate data within existing infrastructure in cases where it is necessary to update its
components.

60.5. Enabling hybrid model — after implementation of services described in this document,
MedVAIS will perform the functions of the central registry and repository. However, the modernized
system must also ensure the possibility to adapt a hybrid data storage model in Lithuania in the
future:

60.5.1.1In the case of hybrid data model, the function of medical image repositories would be
performed not only by MedVAIS, but also by PHCI, which has the necessary infrastructure.
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60.5.2. MedVAIS would perform the functions of the main register and one of the repositories of
medical images.

60.5.3.1In the case of a hybrid model, PHCI could choose to provide a medical image to MedVAIS
for storage or provide information about the medical image with included link for retrieval to other
PHCI.

60.5.4. PHCI would download a study from MedVAIS by querying MedVAIS or receive a link from the
PHCI where the study is stored.

60.6. Anonymization functionality — modernized MedVAIS must be able to anonymize medical
images (metadata and burned into pixel data) for secondary use.

60.7. Data lifecycle management functionality — updated MedVAIS system must be able to
apply life-cycle management rules for medical images, other files in DICOM and non-DICOM format,
which determine the use of storage memory spaces. It must be possible to manage the storage of
data in different memory spaces based on events related to patient data and other (e.g. recorded
visit).

The functionalities to be implemented are reflected in the scheme summarizing the protocols and
components of the system (see Figure 6):

- VNA — data management between storage and memory units, ensuring intake and transfer
of data regardless of the data provider's initial and preferred formats (vendor neutral
metadata and binary files).

- DICOM server — implementation of DICOM standard protocols (DIMSE and DICOMWeb) for
data transfer and access to the viewer, as well as metadata management.

- EHR —interface between medical image data and electronic health history registry and user
components that directly use DICOM protocols (WADO-RS — transfer of medical images,
STOW-RS - storage of medical images, DIMSE — data exchange between the system and
image generating devices and other applications or systems that support DIMSE protocols).

- Storage options, Database layer and network components will be detailed during the
implementation of the project.

2 WEB APP WEB APP I
2 DICOM Vi DICOM registry I

|

|

DICOM > FHIR registry © = |
. FHIR Service |
(ImagingStudy resource) <
|

|

|

DICOMWeb

QIDO-RS

DICOM normalisation DICOM retrieve mode
(versioning)

DICOM (=)
DICOM o normalised (vendor neutral)
binary normaliser

DICOM o
vendor origin

DICOM o
1D

Figure 6. Diagram of the expected architectural components
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4. DESCRIPTION OF FUNCTIONAL REQUIREMENTS

61. This section contains functional requirements that the Service provider will have to clarify and
agree with the representatives of the Contracting Authority (hereinafter referred to as the
Contracting Authority, Centre of Registers, RC) during detailed analysis and design phases. If
necessary, the functional requirements may be adjusted, but only after agreeing and approving the
changes with the Buyer. During the acceptance testing, the Provider will be required to demonstrate
all of the following functional requirements.

4.1. General requirements

Requirement Description

No.

The Service provider shall follow the requirements of this Technical
BR_1. Specification and the Annexes to the Specification in developing all the
functionality.
During development, all the functionalities currently available in the ESPBI IS
BR_2. L
must be maintained and not damaged.
BR 3. The Service provider will have to cooperate with service providers of the parallel
- ESPBI IS modernization activities.
During the implementation of the project, following parts of the ESPBI IS must
be strictly taken into account:
1. Used technologies.
2. Standard software used.
BR 4. 3. Data model architecture.
- 4. Architecture of servers, computer network and devices used in it.
5. Internal and external integrations and data flows.
6. Data classifications used.
7. User Identity and Access Rights Model.
8. Automated business processes.
MedVAIS functions must be developed as an integral part of ESPBI IS, using
BR_5. existing ESPBI IS tools for the provision of health care services and creating
missing ones.
The standard functions and components of the ESPBI IS must be reused during
the realization, e.g.:
1. For the auditing of actions carried out in the subsystem.
2. For document management (creation, use of drafts, etc.).
3. For functions related to communication (sending notifications, providing
BR 6. reminders, etc.).
- 4. For calendar-related functions.
5. Data analysis and reporting.
6. For administration and other functions.
The Service provider will have to provide requirements for changes to the
standard components of the ESPBI IS, which will be necessary for the
realization of the project and the business processes associated with it.
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The data entry forms that are created must be constructed in such a way that
the data entry is structured as much as possible.
When implementing the functional and non-functional requirements of the
BR_8. project, the ESPBI IS administration tools must be modified accordingly, which
will allow for the proper administration of the created functionalities.
The data entry forms shall, as much as possible, be completed in an automated
manner with data already stored in the ESPBI IS or other IS and registers
accessible through integration interfaces. The Service provider must, during the
detailed analysis and design phases, determine and agree with the Contracting
Authority which form data will be automatically filled in with the intended
values.
Lists must include:
1. Pagination.
2. The lists must represent the number of entries in the list. After
BR_10. filtering the list, the number of records found must be represented.
3. It must be possible to filter and sort the list by the attributes that
belong to that list. Exceptions may be made in agreement with the
Contracting Authority.
All search / filtering functions, except for cases that will be agreed by the
Provider during the detailed analysis and design phase, must be realized
according to the following rules:
1. In the text search fields, a search by a fragment of a word or
combination of numbers and a full word must be realized.
2. The search must be carried out according to Lithuanian letters and
the Latin equivalents of the Lithuanian letters (for example, treating
BR_11. the letters "$" and "s" as one).
3. The search must be carried out by treating uppercase and lowercase
letters as equivalent.
4. The search shall be carried out only in those components and
datasets to which the user has access rights.
5. The search results must be presented in the form of a list.
6. After the search is done, the number of search results must be
displayed.
Verification of the data entered into the data entry forms must be carried out
in accordance with the validation rules established for forms during detailed
analysis and design:
1. Mandatory data must be checked.
2. The format of the data (date, number, text or other established
rules) must be checked.
3. The extensions and file size of the attached files must be checked.
4. A logical check must be carried out between the elements of the
form - the selection (input) of one element of the form must be able
to enable / disable other elements of the form.
For all functions described in this technical specification, during which data or
documents are created, the functions of editing, removing or undoing those
data or documents must be realized, which must be aligned with the business
logic.

BR_7.

BR_9.

BR_12.

BR_13.
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The rules for the management of datasets implemented or changed during the

BR_14. project must be the same as for the entire ESPBI IS.
BR 15, The forms implemented during the project must comply with all the general
- requirements for ESPBI IS forms and be realized on a unified basis.
Access to functionality and data availability must be managed through a current
BR_16.
ESPBI IS access control management.
BR 17. The rules for signing document sets implemented during the project must be
- the same as ESPBI IS.
BR 18. Users must be able to connect from any compatible device (e.g. computer,
- smartphone, tablet).
During the detailed analysis and design, the Service provider shall coordinate
BR 19. with the Contracting Authority the rights of the authorized, substitute specialist,

patient representative, special users within the scope of the newly realized
functions and supplement or create the necessary classifications.

Users must be able to set the natification option in their personal account
BR_20. settings according to their role. This functionality exists in ESPBI IS, but needs
to be adapted to the new notifications that arise in the scope of the project.
The data of the common registers (classifications) in the System must be
entered once, i.e. the data of any register cannot be duplicated.

During the development of the System, the Service provider must assess the
requirements of the GDPR, design the data model of the System and implement
BR_22. solutions for the implementation of data subjects' rights in order to enable the
rights of data subjects whose data are processed by means of the System to
be implemented.

Information for users about the System and the processing of personal data

BR_21.

BR_23. carried out in it, the rights of data subjects and their implementation must be
prepared.
During development, the System must be configured in such a way that by
BR_24. default the system parameters ensure the highest level of protection of personal

data (privacy by default).

4.2. Functional requirements

Functional requirements related to medical image access:

Requirement Description

[\ [o

It must be possible to request a list of medical images using the DICOM protocol
(C-FIND, QIDO-RS).

It must be possible to download medical images according to the provided list
using the DICOM protocol (C-MOVE, WADO-RS).

MedVAIS must be able to check whether it has a medical image in its repository
FR_3. according to the specified parameters of the query and provide an indication(s)
of its state.

MedVAIS must be able to verify, using the current ESPBI IS access control
FR_4. management, whether the PHCI and the specific Specialist who made the
request have the permissions of access to the Patient's EHR.

FR_1.

FR_2.
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ESPBI IS must be able to send a message to PHCI HIS via the integration
interface indicating the reason(s) for the failure to respond to the Request in
FR_5. the cases provided (but not limited to): when access to the Patient's EHR is not
allowed, MedVAIS does not have requested medical image and in other cases
agreed at the stage of detailed Analysis.

MedVAIS must be able to select all the studies of the patient from the DICOM
FR_6. database and form a list of studies according to the parameters provided in the
request (DICOM DIMSE and DICOMweb).

MedVAIS must be able to transmit the medical image data specified in the
request received from PHCI HIS and send it to the PACS used by the PHCI,

FR_7. depending on whether original, vendor neutral or other data is requested and
could be provided via WADO-RS protocol.
MedVAIS Administrator must be provided with the access to service operation
FR 8. and usage logs and means to analyze it. The solutions and measures proposed

by the Service provider must be agreed with the Contracting Authority at the
analysis stage.

A multiparametric search function for information related to the operation and
use of functionality in IS system logs must be created. The solutions and
FR_9. measures proposed by the provider must be coordinated with the Contracting
Authority. The Service provider must take into account the suggestions of the
Contracting Authority.

The Administrator of MedVAIS must be able collect and display the necessary
statistical information related to the operation and use of the Functionality in
the Administrator's environment. The solutions and tools proposed by the
provider and the sample of statistical information must be aligned with the
Contracting Authority. The Service provider must take into account the
suggestions of the Contracting Authority.

FR_10.

Functional requirements related to medical image viewer:

Requirement

D iption
No. escriptio
FR_11. Viewer must be accessible via web browser.
The component must identify users and authorize user permisions during a
FR_12. medical image review, according to the current ESPBI IS access control
management.

Component user interface language must be changeable between Lithuanian
and English languages.

The following functions for viewing DICOM files must be realized in the viewer,
but not limited to them:
1. zooming in/out.

2. image inversion.

FR_14. 3. image rotation.

1. density measurement.

4. image window width / level parameter change.
5. change of image scale.

6. angle measurement.

FR_13.
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7. cross-section display.
Viewer must have the ability to display DICOM standard video (supported
FR_15. format types e.g. MPEG-2, MPEG-4, AVC/H.264, MP4 and others supported by
the DICOM standard).
It must be possible to view non-DICOM format files with the viewer for which
FR_16. (JPEG, GIF, PNG, TIFF, PDF and other formats) the support is described in the
DICOM standard and its annexes.
FR_17. Viewer must be able to display DICOM file metadata.

Functional requirements related to the transfer of non-DICOM format files:

Requirement
No.

Description

MedVAIS must be able to receive various types of multimedia files in a non-
DICOM format that store the data of images and video, including in PDF format
FR_18. (examples of file types, but not limited to: JPG, PNG, BMP, TIFF, PDF, MOV,
MPEG, MPG, AVI, MP4, WMV, HEIC), transforming them into a DICOM format
both through an integrated interface and through a specialist portal.

When providing files in a non-DICOM format, it must be possible to submit data
for the creation of DICOM metadata. It must be possible to provide metadata
FR_19. both through the PHCI integration interface (Web Service) and the specialist's
portal. General rules of data validation must be prepared by the Service provider
and agreed with the Contracting Authority.

When transferring a file in @ non-DICOM format, it must be possible to select

FR_20. the DICOM modality attribute that will be applied to the file.

FR 21, It must be possible to transfer non-DICOM files (original and converted to
- DICOM) using DICOM protocols after non-DICOM file is sent to MedVAIS.

FR 22, It must be possible to view DICOM files, created from non-DICOM media via

DICOM viewer after non-DICOM media is sent to MedVAIS.

Validation rules according to set criteria (e.g. person identification code is not
FR_23. provided) must be applied for non-DICOM file upload. Error messages must be
provided if file doesnt meet the requirements.

Limitations (e.g. file format, size) non-DICOM file upload must be applied
FR_24. together with the accompanying error message. Both of which agreed in
analysis stage.

Functional requirements related to the data register and storage management tool (hereinafter
referred to as the "Tool"):

Requirement

Description
No. escriptio

The tool must be able to flexibly configure the data migration/transfer work
performed taking into account: job queue management, selection of initial data,
FR_25. hash algorithm selection (e.g. crc32, md5, sha256), selection of the planned
data path structure template according to the source and other criteria
(possibility to apply parameters for input and output path dependencies). The
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solutions and measures proposed by the Service provider must be coordinated
with the Contracting Authority.

It must be possible to access and manage the data migration tool through the
MEDVAIS Administrator portal.

Tool access management must be enabled for MEDVAIS administrators and
users by applying the access control mechanism used in the project scope.
The tool must display status of the tasks in the migration process (including
FR_28. user who created the task, date and time of creation, start of execution,
predicted end, and other relevant fields) and the task log.

FR_26.

FR_27.

Functional requirements related to the data anonymization:

Requiremen ipti
equirement Description

No.

The anonymization functionality must have an API for the transfer of
FR_29. anonymized medical images to other information systems for scientific and
statistical purposes.

The anonymization of files is carried out by ensuring the traceability of the
FR_30. original file in the MedVAIS, i.e. MedVAIS maintains an encrypted anonymized
and original file link, accessible based on the user permissions.

It must be possible to specify anonymization attributes for each anonymization

FR_31.
-3 task in the administrator portal.
It must be possible to manage the functionality of anonymization in terms of
FR_32.
work queues and scheduled tasks.
FR 33 It must be possible to manage the access rights of the anonymization
- functionality to the users of the administrator portal.
FR 34 It must be possible to anonymize in a configurable way for a sensitive data

embedded in both: metadata and images (burned into pixel data).

It must be possible to configure a minimum set of anonymized data that is set
FR_35. despite of other configurations and be always added by default in case of
anonymization.

It must be possible to manage data to be anonymized by taking into account
the expression of the will of individuals (patients).

FR_36.

Functional requirements related to the data lifecycle management:

Requiremen ipti
equirement Description

No.

It must be possible in the updated MedVAIS Administrator to apply lifecycle
FR_37. management rules for medical images, other files in the DICOM and non-
DICOM format, determining the use of storage memory spaces.

It must be possible to manage data storage criteria in different memory spaces
FR_38. based on events related to patient data and other events (e.g. recorded visit,
patient logged in to the portal menu on medical images, etc.).

It must be possible to configure user permissions for changing and viewing the
data lifecycle configuration in the role management window.

FR_39.
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5. NON-FUNCTIONAL REQUIREMENTS

5.1. Criteria for the implementation of non-functional requirements

Requirement .
quir Description

No.

NFR_1. The Service provider must realize all the requirements of the specification.

The terms "must be / have / ensure / allow / comply", "must be able to", "must
be available" used in this document are equivalent and imply that the Service
provider must develop and implement (or provide and install) the appropriate
NFR_2. functionality and provide the relevant services. The functionality that is specified
in the future time ("will", " will allow", "will cover") indicates the state to be
implemented and implies that the Service provider must create and implement
(or provide and install) the appropriate functionality.

The Service provider or Contracting Authority may propose an alternative way
of implementing a separate specification requirement or a change in the
implementation of the requirement to an equivalent functionality that would not
in any way adversely affect the purpose, objectives and final results of the
Procurement and would not contradict the requirements of the procurement
legislation. Every alternative or requirement-changing functionality offered must
be agreed with the Contracting Authority. In the case of changing the
requirement to equivalent functionality, the Service provider will have to provide
a written justification, which includes a description of the impact and criticality
of the change, justifying that the change does not affect the entire functionality
of the System. An assessment of the exchanged functionality according to the
time costs must also be carried out (the time spent on the realization of the
exchanged functionality is detailed and the time spent on the realization of the
new functionality is presented). The implementation of the alternative
requirements of the specification must be subject to the change management
procedure defined in the Services Regulation.

The Service provider may offer alternative methods of architectural realization
that would ensure equivalent or better system speed, availability, scalability,
interoperability, support, security and convenience. Each proposal must be
evaluated and approved by the Contracting Authority.

All created services, applications must be placed in containerized environments
NFR_5. and transferred to the Contracting Authority for CI/CD installation processes in
Docker format.

NFR_3.

NFR_4.

5.2. Requirements for the System architecture

Requirement Description

No.

The realization of the system must be based on a multi-layered architecture that
would allow the System to be expanded and adapted to changing needs. The
system architecture must be at least 4 layers and be able to be integrated at the
levels of individual layers:

NFR_6.

23 0of 70



Requirements for procurement object MedVAIS modernization services 'Q“REGISTRU
A CENTRAS

1. Presentation Layer — must ensure the user's interaction with the
information system and that the information is presented to the user.

2. Application Layer — must ensure that business processes and rules are
applied to the information system's operational logic.

3. Integration Layer — must ensure the exchange of the necessary data
both between the internal components of the System, where it will be
relevant, and with external information systems.

4. Data Layer — must ensure the collection, processing and presentation of
the data necessary for the operation of the information system.

The system must be implemented according to the principles of Service-Oriented
NFR_7. Architecture (SOA), maintaining as much independence as possible between the
components that make up the system.

Throughout the project, DICOM standard must be followed to include all the
necessary technological mechanisms supported by the standard.

The system must realize the possibility of providing information according to
ATNA (Audit Trail and Node Authentication) as needed, ensuring that all system
NFR_9. and its component actions and attributes associated with them are logged
(included but not limited to: stack trace, service trace, audit trail and logging of
other actions).

The design of the system and its components must take into account the Single
Source of Truth (SSOT) principle at the Data Level.

Data layer must be realized by OS file system, databases and data repository or
NFR_11. | storage forms. In the data layer different data sets must be integrated into a
single unified data exchange subsystem with components of business logic layer.
The system functions implemented in the project shall have a fault tolerance
NFR_12. | and handling mechanism, load management and high system availability
management capabilities through horizontal scaling.

The system architecture must be adapted to enable the hybrid data model
NFR_13. | despite the fact that within the scope of this project such a model will not be
realized.

Architectural components must be stable and widely used in practice. The
NFR_14. | Service provider may not offer to use versions of software components that are
in the testing phase, marked with "beta" or other means of indicating this.
Architectural principles of design are presented in Figure 6. and the solution
provided by the Service provider must maintain the data exchange protocols
used by the DICOM standard (e.g. WADO-RS, STOW-RS, DIMSE) for the
applicable functions.

NFR_8.

NFR_10.

NFR_15.

5.3. Requirements for medical image viewer

Requirement Description

No.

The component must work in the following browsers:
Microsoft Edge, from 128 ver.

Mozilla Firefox, from 128 ver.

Google Chrome, from 128 ver.

Safari, from 18 ver.

NFR_16.
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The component must not require the installation of any additional software or
plugins in the web browser.
NFR 17. The component must fully integrate with ESPBI IS and with other MedVAIS
- components and must act as an integrated ESPBI IS e. Health portal component.
NFR_18. | The component must support Secure Data Transfer (SSL).
The component must be certified as complying with the EU Medical Device
Regulation (EU 2017/745) and bear the CE marking.
The Service provider must provide in his tender a URL link of the website where
NFR_20. | the Contracting Authority can evaluate the viewer in accordance with the
requirements of the technical specification.
The viewing tool must be implemented according to the server-client principle,
when image processing (e.g. preparation of medical images of different quality)
must be carried out on the server side and rendered view is brought out to the
client's side utilizing the capabilities of WADO-RS protocol. Due to the provision
of speed, certain operations such as zooming can be carried out on the client's
side, the list of such parameters is agreed at the stage of detailed analysis.
The Viewer API must be able to change the viewer software (service) without
changing the architecture of MedVAIS and its other components, but by
changing the configuration parameters (e.g., in the administrator's space,
indicating the URL or IP address of another service).
The viewer must support at least all file formats described in the DICOM
standard and its annexes.
5.4. Requirements related to the data register and storage management tool
(hereinafter referred to as the "Tool"):

NFR_19.

NFR_21.

NFR_22.

NFR_23.

e o
equirement Description

No.

When designing the operation of the Tool, it must be taken into account that
the Tool must be able to manage the register of stored medical images and
NFR_24. | medical images at the DB and file storage levels in such a way as to ensure the
availability of the transferred data to users in accordance with paragraph 5.6 of
the non-functional requirements.

When designing the operation of the Tool, the alignment of the Tool with the
VNA must be taken into account.

The tool must be designed and compatible with management of hybrid data
storage model.

NFR_25.

NFR_26.

5.5. Requirements for technolog

_— o
equirement Description

No.

NFR 27 The realization of the project must be based on generally accepted
- technological and operational standards (e.g. SOA, OSGi, SSL, etc.)
NFR 28 In the presence of several possible interpretations of a standard or
- requirement, the principle of best practice must be followed.
All functional components being developed must support the Unicode (UTF —
NFR_29.
8) standard.
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For the realization of the project, the roadmap and lifetime of the technologies
used must be taken into account and deprecated versions must not be used.
NFR_30. The end-of-life date of the published versions must be at least 36 months after
the implementation of the project. The exceptions shall be agreed with the
Contracting Authority.

New user interfaces must use Angular, React Native or equivalent technologies
NFR_31. and technologies such as JavaScript, TypeScript and others must be used for
modernized functionalities of the existing user interface.

NFR_32. System must be based on Java or equivalent technologies.

Postgres or equivalent technologies must be used for newly developed
NFR_33. databases, existing databases and in cases where it is necessary, Oracle must
be used.

Technologies such as RabbitMQ, Nginx or equivalent must additionally be used
to realize the project.

NFR_34.

5.6. Requirements for system availability

Requirement Description

No.

The architecture of the system must be adapted to maintain the availability of
the System throughout the year, 24 hours a day and 7 days a week - at least
99.7 percent. Inactivity of the System infrastructure and scheduled work during
which the System is down are not included in the availability percentage.

The architectural solution must ensure the high availability (HA) of the System,
NFR_36. | which must be realized at the service level, at the integration level and at the
data level.

The System architecture and/or infrastructure proposed by the Service provider

NFR_37. | shall ensure the principle of interchangeability, i.e. in the event of failures of one
or more components, the System shall continue to work with existing resources.
It must be possible to work with the System while other works are being carried
out, for example, the actions of the batch tasks performed, registrations, user
actions must not block the actions of another user and must not affect the speed
of the System, etc.

High availability solutions must work automatically (in case of incidents). Human
NFR_39. | engagement may only be required to restore the system's performance to the
state it was in before the incident.

The high availability solution must be described in a detailed analysis and design
document and approved by the Contracting Authority.

NFR_35.

NFR_38.

NFR_40.

5.7. Requirements for scalability

Requirement Description

No.

MedVAIS and its components must be the property of the Contracting
Authority, except for the personal moral rights to the results of intellectual
activity. At the end of the project, the Contracting Authority must be able to
independently develop and adapt the functionality of MedVAIS and its

NFR_41.
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components to new emerging needs, without additional licenses, fees or the
intervention of third parties.
The architecture shall support the expansion of the System's capacity by

NFR_42.
- adding additional hardware or virtual infrastructure.
Architecture must be designed on the basis of multi-level architecture, creating
NFR_43. o . o
opportunities for its development at the level of individual layers.
MedVAIS performance must be easily expanded by adding additional technical
NFR 44 resources and hardware, without changing the code of the software. The

capacity building of the technical equipment shall be carried out without
suspending, as much as possible, the operation of the ESPBI IS.
MEDVAIS must include measures to ensure that changes and/or configurations
NFR_45. made at the database level are maintained when performing a change and/or
update of the System and/or its individual components.
Modification, improvement and correction of errors in the software cannot
affect the integrity of previously entered data.
The System must be implemented in such a way that no additional work should
be performed when switching to a higher version of the System
NFR_47. (changing/supplementing the functionality of the System) and/or changing the
database (except for those recommended by the System manufacturer as
standard when switching from one version of the System to another).
When making a change and/or update in the system, there must be
functionality that ensures that:

1. All stored data will be transferred to the new database structure.

2. The integrity of the data will be maintained.

3. No stored data will be lost.

4. The functionality implemented in the System will not be disrupted.

NFR_46.

NFR_48.

5.8. Requirements for the creation and restoration of backup copies

Requirement
No.

Description

The project must be realized in such a way that when making updates related
NFR_49. | to architectural components and / or changing the database, it is possible to
carry out migration of all data without additional services and licenses for rent.
When preparing a backup copy or archive, transactions carried out in the System
must not be lost and data processed, i.e. before the preparation of the backup

NFR_50.
-0 copy or archive, all ongoing transactions must be completed and the entered
data stored.
NFR 51 During the procedures for the backup of data, the requirements for system

performance must be met.

5.9. Requirements for system monitoring

Requirement Description

No.

The Service provider must ensure the necessary conditions and carry out the

NFR_52. necessary work (such as preparing and describing the integration monitoring
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and control points required for monitoring, etc.) so that the contracting

authority's specialists can connect the desired components to the monitoring

software used (e.g. Zabbix, OpenTelemetry). All monitoring points shall be

linked to the tools used by the Contracting Authority.

It must be possible to monitor the performance indicators of the system and

its individual components using WEB tools (active users, memory utilization,

processor load and other important indicators) and receive messages in case

of malfunctioning of components or when indicators reach critical values. It

must be ensured that the contracting authority's specialists are informed to

respond in a timely manner to possible disturbances before they occur.

All services created or replaced during the project must support a centralized

service tracing mechanism that ensures the monitoring of requests and

NFR_54. operations throughout their execution chain. Tracking data must be generated

and transmitted using Trace ID and Span ID, which are compatible with the

tracking tool of choice (e.g. OpenTelemetry, Jaeger, etc.).

Solutions for monitoring and early warning of the operation of MedVAIS and

its components shall be implemented. It must be possible to monitor the

performance of MedVAIS and its components, network, server performance

and other relevant indicators, such as:

the number of users logged in at the same time.

CPU and memory load.

network bandwidth.

the average duration of the session.

. the time it takes for the system to present the image to the client (applies

to the viewer).

The above-mentioned indicators are exemplary and not final. The Service

provider will have to distinguish critical and other parameters (up to 10

indicators for each of the types of components). All monitoring points where

these and other parameters are checked will have to be proposed by the

Service provider, agreed with the Contracting Authority and described during

the detailed analysis and design phase.

NFR_53.

vk wnN e

NFR_55.

5.10. Requirements for a data model

E_— o
equirement Description

No.

The Service provider during development for data management must apply
NFR_56. “Once only" principle to keep as little data as possible, while relying on queries
to primary sources.

Pre-aggregated and lookup data tables must be used to extract additional
NFR_57. information to reduce the load on the processing of the main data and ensure
the optimization of queries.

When designing the realization of this project, the list of structured data must
be constantly updated and agreed with the Contracting Authority.

All the operational data of this project named in the technical specification
must be realized in the project data model. The provider must realize all the

NFR_58.

NFR_59.
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data entities (along with attributes and interfaces) that are necessary to create
the functions specified in the specification.

When designing the data model for this project, the medical imaging registry
must be compatible with the architectural principles of the hybrid model.

The Service provider must migrate the existing data registry records (Oracle
NFR_61. DB data) and medical image storage (StorNext disk storage) data to the
modernized system according to the agreed migration work plan.

NFR_60.

5.11. Requirements for system administration

Requirement Description

No.

The System Administrator must be able to create login data (login and
NFR_62. password) for System users, enter the name and surname of the System user,
e-mail address.

System administrator must be able to manage user permissions via access
control management

NFR_64. The System shall not limit the number of registered users of the System.

The System Administrator shall be able to view the Audit Log of user actions,
which will record all the actions of users, the systematic error messages they
NFR_65. receive, as well as what data and how it has been changed. The date, time,
username of the action, the IP address of the network of Internet access users
or the IP and MAC addresses of users of the internal network must be recorded.
It must be possible for users to see the level of their access rights. This visibility
must be controlled by the System Administrator.

NFR_63.

NFR_66.

5.12. Requirements for performance and speed

Requirement Description

No.

New project features must meet performance requirements:

1. Opening a detailed window (with all the desired objects) should take no
more than 2 seconds.

2. The data saving operation after a change must not take more than 1
second.

3. Responses from the web services involved in the data exchange must be
made within 2 seconds or less.

NFR 67. 4. The presentation of the menu list (selection of System Functions) to users
must not exceed 1 second.

5. Navigation between the different windows of the System user interface
(both opening a new window and replacing a window) must take no more
than 2 seconds (except when a report is generated).

6. Navigation between different data entry fields must take no more than 2
seconds (except when a report is generated).

7. It must take no more than 1 second to return the values in the list (for
the values of a specific classifier).
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8. Searching the system for data, displaying a finite search result for up to
5 (five) seconds, except for complex, complicated queries.

9. Automatic (batch, background) tasks (for bulk processing) - The system
must process at least 100 objects in 1 second (all intermediate data
processing, data manipulation, writing to intermediate tables, etc. must
be done at the same time).

During the project, functions that are not covered by the durations provided for
in this requirement may be coordinated with the Contracting Authority and
specific complex cases (e.g., during which information aggregation is carried out)
for which other speeds are applied may be agreed. These exceptional cases may
be applied only with the approval of the Contracting Authority. Speed
requirements do not include the Service provider's infrastructure's internet
connection.

NFR_68.

The Service provider shall provide the Contracting Authority with a performance
testing environment.

NFR_69.

The Service provider will be required to carry out load tolerance testing of the
system and submit a report to the Contracting Authority. The image viewer must
be tested at up to 2 times the specification load without loss of performance
stability, with only degradation of performance possible. The Service provider
undertakes to resolve any deficiencies found during the testing if the test results
do not meet all the specified performance and speed requirements. Load testing
scenarios:

1. User login tests. Simulate a large number of users while logging into the
platform at the same time.

2. Image viewing tests. Simulate a large number of users who view different
medical images at the same time.

3. Load tests. To test how the system works with a large number of concurrent
users - from a few to tens of thousands.

4. Reliability and stability tests. Simulate long-term image viewing sessions with
hours of a full working day.

5. Determination of the limits of available resources based on the ranges of the
load level. Simulate scenarios where resource limits are reached (CPU, RAM,
network bandwidth, etc.).

NFR_70.

Auditing of functions and user actions, that exceed the established performance
requirements described above, must be realized. The audit record must contain
sufficient data to determine which component and/or function of the project does
not meet or increases the risk of not meeting the performance requirements in
certain circumstances.

NFR_71.

Longer lasting processes (functions performed) must be indicated, and the user
interface must clearly identify when ESPBI IS, MedVAIS and their components
are working properly (e.g. sending a large-scale medical image).

NFR_72.

The execution of automated (background, batch, report) tasks must not affect
the work of System users.

NFR_73.

The realization of the integration interfaces must ensure that the integration
scenarios defined during the design process will occur within a reasonable time
interval and do not in any way adversely affect the convenience and performance
of the use of ESPBI IS.
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5.13. Requirements for software and software licenses

Requirement
No.

Description

The system software must be installed on the server. No System components

NFR_74.
- must be installed on the User's computer (workstation).
All software that will be created within the scope of the Project, except for the
NFR 75 personal moral rights to the results of intellectual activity, must be fully

transferred to the Contracting Authority (all property rights, source codes and
configurations transferred).

The system must be designed in such a way that the data and business logic are
NFR_76. | stored in configurable repositories or external sources and not embedded directly
in the code (not Hard Coded).

The source code of the software developed during the project shall be provided
to the Contracting Authority in the form of Docker images with standard compiler
NFR_77. | tools and compilation workflows and with the source code of the compilation
scripts, and the developed code shall be stored in the Contracting Authority Git
repository.

The source code of the software developed/upgraded by the project shall be fully
annotated and shall follow good practices for formatting, variable and function
NFR_78. | naming, including but not limited to the practice of using the name to understand
the purpose of the code element and the practice of formatting the code so that
the structure of the code is understood.

The source code of the software code shall be subject to ISO/IEC 5055:2021 or
equivalent standard(s), the actual scope of application of which shall take into
account the technology used and shall be agreed with the Contracting Authority
NFR_79. | The service provider must prepare Unit tests and other parts agreed with the
Contracting Authority that enable the CI/CD process through the use of best
practices and automated testing (e.g., tools such as SonarQube or equivalent)
for the quality management of the source code.

Full, correct source texts must be transmitted to the Contracting Authority, from
NFR_80. | which, using standard and publicly available means, ready-to-use software is
compiled, performing functions specific to it.

If additional licensed software is to be used for the implementation of the project
for the modernization of the subsystem, the licensing procedure for such license
software must be of continuous validity (without any restrictions of validity in
time and without any additional fees in order to expand or maintain the

NFR_81. functionalities) so that the Contracting Authority does not have to purchase
additional licenses or otherwise incur costs for the operation of the software. The
installer must provide such software and licenses for all IS environments to be
installed (testing, training and production environments).

NFR 82. Each additional licensed software proposed for use must be aligned with the

Contracting Authority.

When offering additional licensed software, the cost of purchasing it and
NFR_83. | maintaining it for at least 3 years (calculated from the end of the testing phase)
must be included in the offer price.
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NFR_84.

The Service provider must compensate the Contracting Authority against any
claims arising out of the use of copyrights, patents, licenses, or trademarks in
connection with the use of the software developed, unless such infringement is
due to the fault of the Contracting Authority.

NFR_85.

Software with compilation source code must be delivered in Docker container
format, ensuring that all dependencies and components required for execution
are included.

NFR_86.

The source code to be transmitted shall be provided only in electronic form and
shall meet the following requirements:

1.The source code must be placed in the Contracting Authority's GIT
environment before each installation and the installation packages prepared from
there to the test and production environments.

2. The source texts must be transmitted to the Contracting Authority in the form
of packages of files prepared for compilation, indicating the standard compilation
tools, the compilation process and together with all the libraries necessary for
compilation.

3.The source texts must contain detailed comments and comply with good
practices in the formatting of the code, the naming of variables and functions,
including, but not limited to, the practice of understanding the purpose of the
code element by the name and the practice where the formatting of the code
allows you to understand the structure of the code.

4. The source code must be 70 — 80 % covered by automatic tests (unit tests).
Testing of all features, user interfaces, and integration must be ensured.

5. Full, correct source texts must be transmitted to the Contracting Authority,
from which, using standard and publicly available means, ready-to-use software
is compiled, performing functions specific to it.

6. A test of the source code for the acceptance testing must be developed by
performing the compilation of the source texts in the Contracting Authority's
environment and functional testing of the version obtained during compilation.
7. After the Service provider makes changes to the software during the warranty,
the source code will have to be updated and provided in accordance with the
conditions set out in the above clauses.

NFR_87.

The compilation, configuration and deployment of the project shall be carried out
from software code repositories located within the Contracting Authority's
infrastructure using automated Continuous Integration tools. In cases where
such tools are not available, the Service provider shall install them in the
infrastructure of the Contracting Authority.

NFR_88.

The Service provider must provide and include in the price of the offer all the
necessary standard and non-standard software, if necessary to ensure
functionality and efficient work (meeting performance requirements).

NFR_89.

If necessary, the Service provider shall perform hardware configurations. It must
be carried out without the need for additional funds from the Contracting
Authority.

NFR_90.

The realization of changes in the functionality and functionality of the new
software must not require the purchase of additional technical and licensed
standard and non-standard software for the Contracting Authority.
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5.14. Requirements for integrations

Requirement
No.

Description

The system shall implement the preliminary integration interfaces specified in
NFR_91. | the requirements of this document. Detailed integration interfaces will have to
be agreed during the Project.

The system must implement the necessary integration endpoints agreed during
the detailed analysis and design phase. The Service provider must clearly define
and describe the specifics of the integration endpoints. Sample structure of the

description:
1. Name of the endpoint.
2. Aim.
NFR_92. 3. Description.
4. Data source (e.g. user actions, DB logs, API queries).
5. Data transfer mechanism (e.g. HTTP, REST API).
6. Protocol (e.g. HTTPS).
7. Data format (e.g. JSON, XML).
8. Detailed examples of the content of the data provided.
NFR 93. The integration interfaces of the system must be realized using the application

programming interface (API).

The Service provider shall prepare and agree on a technical specification for the
integration interface, i.e. the design documentation for the integration interface,
NFR_94. on the basis of which the other parties will have to carry out the necessary
development work on the information system for the required integration
interface.

Where possible, internal and external data exchanges relevant to the subsystem

NFR_95. must be carried out using existing ESPBI IS tools.
The Service provider shall ensure that the functioning of the integration
NFR_96. . . . .
interfaces already in place is not disrupted.
NFR 97 Interfaces must provide clear error messages (for example, HTTP responses
- with codes: "400 Bad Request"”, "503 Service Unavailable").
NFR 98 Interfaces must support a large number of users at once. A stress analysis will

have to be carried out and its results provided to the Contracting Authority.

5.15. Requirements for user interface and ease of use

Requirement

Description
No. 1Pt

The user interface shall be in line with the design trends prevailing at the time
of purchase and in line with the contracting authority's identity (colors, fonts).
NFR_99. Examples of the user interface can be presented in separate parts (UI and UX).
The final decision shall be approved by the Contracting Authority from the
models submitted.

User interface error messages must be formulated in such a way that it is clear
NFR_100. | to the user what happened and what actions need to be taken next in order to
continue working.
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NFR_101.

All messages of the same type (errors, warning, etc.) must be presented in the
same style (in the same place on the screen, in the same style, distinguished by
the same colors).

NFR_102.

The user interface shall be tailored to the type of users and service recipients
and access rights. Users shall only be presented with the functionality relevant
to them and shall not be able to see functionality of the System that is not
necessary or not permitted for their work.

NFR_103.

The user interface must be implemented in Lithuanian and English (Lithuanian
as the default) and used in accordance with the general rules of the language.
The supplier must coordinate the translations with the Contracting Authority
during the detailed analysis and design phase.

NFR_104.

The data fields must be subject to logical validation at the field level (for
example, a person's name cannot contain numbers) and at the group level of
fields (for example, the start date of a search must be earlier than the end date
of the search). Before saving the submitted data, a thorough logical check must
be carried out (e.g. whether all the required fields are filled in).

NFR_105.

Data fields in data entry forms must be filled in automatically if the
corresponding data is stored in the System database or integrated databases.

NFR_106.

The user interface must always show a full and interactive navigation path
(Breadcrumbs).

NFR_107.

The user interface must adapt to screens of various sizes (Responsive design).

NFR_108.

It must be possible to provide contextual help for Complex functions or blocks
of information.

NFR_109.

All functional components created or changed must correctly store, process and
display information in Lithuanian and English with specific Lithuanian characters
and rules.

5.16. Requirements for data archiving

Requirement
No.

Description

It must be possible to identify data or groups of data that can be archived and
an automatic mechanism to ensure the archiving of this data must be

NFR_L10. implemented. The data archiving solution must be agreed with the Contracting
Authority.
NFR 111 The data must be transferred to the data archive according to the criteria agreed

during the project analysis phase.

Requirement

No.

5.17. Requirements for the application of standards

Description

NFR 112, The MEDVAIS subsystem must be implemented in accordance with the ISO
- 12052:2017 standard.
The MEDVAIS subsystem must be implemented in accordance with ISO
NFR_113. | 10781:2023 Electronic Health Record-System Functional Model, Release 2.1 or
newer equivalent standard.
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ISO/IEC 5055:2021 or equivalent standard(s), the objectives of which are to
define the quality of the source code of the software being developed and the
NFR_114. | automated verification of the quality of the source code. The scope of application
of the selected standard is discussed in the light of the technologies used and is
agreed with the Contracting Authority at the stage of detailed analysis.
NFR_115. | The user interface must meet the accessibility requirements of WCAG level 2.2.
NFR_116. | The user interface must comply with W3C HTML5 and CSS3 standards.

The user interface must be developed in accordance with the requirements and
recommendations of the LST EN ISO 9241 family of standards.

In the analysis and design documents prepared by the Service provider, at least
Unified Modeling Language (UML) version 2.0 or Business Process Model and
NFR_118. | Notation (BPMN) version 2.0 must be used for the design of business process
diagrams, models, database diagrams, interface diagrams of software
components and interface diagrams of other entities.

NFR_119. | The AES, equivalent or newer encryption standard must be used.

The developed software must comply with international security standards LST

NFR_117.

NFR_120.
-120 ISO/IEC 27002, LST ISO/IEC 27001 or equivalent.
The X.509 or later standard must be supported using digital certificates in
NFR_121. |. .
interactions: system - system and system - user.
To ensure the secure transmission of data transmitted over the Internet, the TLS
NFR 122 (Transport Layer Security) protocol, version 1.2 or higher, must be used, both in

communication between the system and the user, and, if necessary, between
systems.

6. REQUIREMENT FOR SERVICE PROVISION
6.1. Requirement for workplace

Requirement
No.

Description

In accordance with the established procedures, the Service Provider's employees
participating in the execution of the Procurement Object (hereinafter referred to
as the Supplier's specialists) will have access to the resources of the Contracting
Authority (hereinafter referred to as access):
1. The provider's specialists will be given access to the Contracting
Authority's applications: JIRA, CONFLUENCE.
2. The provider's specialists, application programmers will be granted access
to the Contracting Authority's GIT repository for the management of the
PR-1. source code versions of the Procurement Object software, as well as to
the servers for the execution of the Procurement Object in the
Infrastructure Development Environment (DEV) (without granting
administrative rights) and the necessary databases (DB) schemes. As
needed, the Contracting Authority will provide secure remote access in
the form of a dedicated virtual workstation (Virtual Desktop
Infrastructure, hereinafter — VDI), through which the Provider's
specialists will access the resources of the Contracting Authority
necessary for the provision of the Services.
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According to the need, the Contracting Authority will be able to provide the
computer workstations of the Provider's specialists with secure remote VPN
access to the dedicated resources necessary for the execution of the
Procurement Object.

The supplier's specialists will not have access to the Contracting Authority's
production data or production environments. All development, testing and
PR-3. maintenance work will be carried out in the Contracting Authority Development
(DEV) and Testing (TEST) environments using anonymized or test data provided
by the Contracting Authority.

PR-2.

6.2. Requirements for ordering services

Requirement o
< Description

No.

The Service Provider may provide additional services, within the scope of which
PR-4. the Contracting Authority may order additional functionalities. Volume of
development services — up to 300 hours.

Procedure for ordering additional functionality:

1. need for additional functionality is identified.

2. need shall be confirmed by the Contracting Authority.

3. The service provider prepares a proposal in which he describes the
principles of realization of additional functionality, the term of realization
and evaluates the number of hours required for realization (Annex x.
order form).

4. After the Contracting Authority approves the offer, an additional
functionality order is formed on the basis of the proposal, which is signed
by the Contracting Authority and the Service Provider.

The requirements defined in this RPO and the solutions that elaborate on them
cannot be considered as additional functionalities.

The approved services will be ordered by the Contracting Authority submitting
tasks in JIRA — specific tasks are assigned to the Supplier's specialist(s) who have
previously been granted access to the Contracting Authority's JIRA (see RPO PR-
1).

PR-8. The minimum 12-month warranty must apply to all additional services ordered.

PR-5.

PR-6.

PR-7.

6.3. Requirements for the implementation of the RPO

Requirement
No.

Description

PR-9. The Service provider is obliged to realize the requirements of the RPO.

The Service provider or the Contracting Authority may propose an alternative
way of implementing a separate requirement of the RPO, or the exchange of the
implementation of the requirement for equivalent functionality, which would not
PR-10. in any way adversely affect the purpose, objectives and final results of the
Procurement, nor would it contradict the requirements of the legal acts governing
procurement. Any proposed alternative or replacement functionality must be
agreed with the Contracting Authority. In the case of changing the requirement
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to equivalent functionality, the Service provider will have to provide a written
justification, which includes a description of the impact and criticality of the
change, justifying that the change does not affect the entire functionality of the
System. An assessment of the exchanged functionality according to the time
costs must also be carried out (the time spent on the realization of the exchanged
functionality is detailed and the time spent on the realization of the new
functionality is presented). The implementation of the alternative requirements
of the specification must be subject to the change management procedure
defined in the Services Regulation. The Provider may offer alternative methods
of architectural realization that would ensure equivalent or better system speed,
high availability, scalability, interoperability, support, security and convenience.
Each proposal must be evaluated and approved by the Contracting Authority.

PR-11.

The Service provider together with the proposal shall provide technical
documentation and documentation of the proposed software confirming that the
Service provider is the manufacturer of the proposed equipment or the official
representative of the manufacturer and / or an authorized partner with the right
to sell and install and / or configure the proposed equipment.

PR-12.

The Service provider, together with the Agreement, signs an agreement on the
processing of personal data.

PR-13.

The Service provider shall ensure that the person who will carry out the
implementation of the technical part of the Contract signs a Confidentiality
Undertaking supplied by the Contracting Authority.

PR-14.

The Service provider must follow the versions of legal acts relevant during the
performance of the Contract. The Service Provider is also bound by all newly
adopted / amended legal acts during the performance of the Contract, if they are
related to the implementation of the Contract. If the newly adopted / amended
legal acts contradict the requirements described in the Technical Specification,
the Service Provider shall implement the requirements in accordance with the
versions of legal acts adopted / amended during the performance of the Contract.

PR-15.

Within 5 working days after the entry into force of the Agreement, the Service
provider must hold an introductory meeting with the Centre of Registers and
submit for coordination and present the Regulation on the Provision of Services
(the main parts are indicated in Table 4).

PR-16.

The Service provider will have to communicate with the Contracting Authority
during meetings, in writing and by e-mail, and to participate in the discussion of
the documents being prepared with interested parties and to provide assistance
in presenting and discussing the content of the documents submitted and to
provide other consultations related to the preparation of the Specification to the
Centre of Registers. The content of all meetings must be recorded in the manner
specified in the Rules for the Provision of Services.

PR-17.

The Service provider is responsible for purchasing the necessary tools and
hardware to perform the Services.

PR-18.

The specialists proposed by the Service provider must be able to communicate
verbally and in writing in Lithuanian and English (at least at level C1 according
to the Common European Framework for Reference for Languages). If the
specialist does not speak Lithuanian or English, the requirement may be fulfilled
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by ensuring translation services during the performance of the Contract, which
must be included in the price of the offer.
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6.4.1. Requirements for documentation and its coordination

Requiremen ipti
equirement Description

No.

All project documentation prepared by the Service provider must be prepared in
Lithuanian in accordance with the rules of the common Lithuanian language
PR-19. (except for technical documents, where information may be provided in English),
illustrated with diagrams, tables, graphs and other visual means, and the
presented material is arranged in a clear, consistent and detailed manner.

Service provider's amended documents must be provided with visible changes

PR-20. (track changes function).
The documents agreed with the Contracting Authority shall (may) be amended
during subsequent stages, provided that changes are made to the system being
modified, taking into account the results of the acceptance and pilot testing,
PR-21 other design activities and circumstances related to the content of the submitted

documentation. The project documentation must be actualized (updated) and

the final versions submitted within the time limits agreed with the Contracting

Authority, but no later than the date of submission of the final acceptance

transfer certificate.

The final versions of the documents must be submitted in Confluence, MS Word

PR-22. or another format suitable for editing agreed with the Contracting Authority by

uploading the document(s) to the agreed directory.

Preliminary (draft) versions must be submitted in electronic format by electronic

means of communication. Comments and corrections in draft documents must

PR-23. be provided in Confluence with MS Office software package (or equivalent) track

changes and commenting functionality. Versioning (version control) of the

submitted documents must be carried out.

The Service provider will have to prepare the documentation indicated in Table

4 " Stages of the implementation of services".

All documents prepared by the Service provider will need to be approved by the

Contracting Authority and the Maintenance Service provider. The detailed

principles and timelines for the coordination of the documents will have to be set

out and agreed in the Service provider's Terms of Service.

The final versions of the documents must be submitted in two formats: in an

electronic format suitable for editing (.doc, .docx, .pdf or in another format

agreed with the Contracting Authority) and with the signature (electronic or

usual) signed by the responsible person of the Service provider (electronic or

usual). Intermediate versions of documents are submitted only in electronic

format.

All project documentation prepared by the Service provider must be approved by

PR-27. the responsible persons of the Contracting Authority. Detailed description is

provided in the Rules of Procedure.

The Contracting Authority and other interested parties submit comments to the

evaluated documentation:

PR-28. 1. no more than 10 working days for documents up to 100 pages.

2. during the period agreed with the Service provider, which is not less than
10 working days, for documents of more than 100 pages.

PR-24.

PR-25.

PR-26.
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3. After the Contracting Authority or other interested parties have submitted
comments to the documentation being evaluated, the Service provider
shall make corrections taking into account the following requirements:
i. documents up to 100 pages must be corrected within a
maximum of 5 working days.
ii. documents larger than 100 pages must be corrected within
a maximum of 10 working days.
For the storage of source codes for the system, the Contracting Authority's code
repository GitLab must be used.

6.4.2. Requirements for analysis and design

Requirement .
quir Description

No.

During the execution of the analysis and design stages, the Service provider must
carry out a detailed analysis of business processes and needs and prepare
detailed requirements analysis and design documents, which are detailed in
section 6.4.1 "Requirements for documentation and its coordination" of the RPO.
The detailed requirements analysis document must include the use cases
prepared in accordance with the functional and non-functional requirements of
the Technical Specification and in accordance with the needs expressed by the
Contracting Authority (use case diagrams and detailed descriptions of use cases,
indicating steps (main, alternative, exceptional cases) and other restrictions using
the Unified Modeling Language. Mapping of all functional and non-functional
requirements of the Technical Specification to the content of the detailed analysis
document (chapters, applications, diagrams, etc.) must be carried out. Mapping
must be carried out in a form that makes it clear in what way each requirement
of the RPO is designed and realized.

During the analysis and design, the Service provider shall conduct meetings with
PR-31. specialists appointed by the Contracting Authority and specialists of other
relevant institutions.

During the detailed analysis and design stages, the Provider shall detail the
PR-32. functional and non-functional requirements of the RPO in order to implement the
functionalities of the System that meet the needs.

PR-29.

PR-30.

6.4.3. Requirements for demonstrations

Requirement
No.

Description

The Service provider must perform system demonstrations during the
development phase after the end of each iteration by demonstrating the
operation of the System live. A demonstration of the System, not a prototype,
must be carried out.

The scope of the functionality displayed must be set out in the Terms of
PR-34. Reference for the Provision of Services. Before the start of the acceptance testing
phase, the Contracting Authority must be demonstrated all the functionality of

PR-33.
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the System, except for that functionality that will be aligned as non-
demonstratable (e.g. integration).

PR-35.

The purpose of the demonstrations is to familiarize the Contracting Authority with
the software being developed and to receive feedback on the created (being
developed) functionality.

PR-36.

Comments (feedback) may be made repeatedly during the validation testing
phase, provided that they are not taken into account before the latter stage.

PR-37.

Feedback (comments) expressed during demonstrations must be recorded in the
minutes of the meeting or in another agreed form (for example, in a specialized
system for recording and tracking errors).

PR-38.

The demonstration of functionality must be carried out by the Service provider's
specialists, during which the representatives of the Contracting Authority will be
able to ask questions to the Service provider in order to objectively assess the
possibilities of the functionalities demonstrated by the Service provider.

PR-39.

The demonstration must be carried out in Lithuanian or with translation into
Lithuanian. Unless otherwise provided for in the project management plan.

PR-40.

If the Provider is unable to demonstrate the relevant functionalities due to
technical obstacles, the demonstration could be postponed once for 1 business
day, during which the Provider should remove technical barriers and perform a
demonstration.

PR-41.

Functionality should be demonstrated in a working demonstration environment,
i.e. not a video or similar.

6.4.4. Requirements for deployment

Requirement

No.

Description

PR-42.

Before the start of the Deployment, the Service provider shall prepare a
deployment plan (which shall be approved by the Contracting Authority), which
shall include:

1. Responsibilities of the participants.

2. Description of deployment activities (deployment instruction).

3. Schedule of deployment activities.

4. Deployment scheme.

PR-43.

The deployment plan must describe and coordinate the steps for restoring the
system in the event of an unsuccessful deployment of changes.

PR-44.

The deployment of the Software shall be carried out in the Contracting Authority's
infrastructure at the time when the system is of the lowest use (e.g. outside
working hours or on a weekend). The specific time(s) shall be agreed with the
Contracting Authority.

PR-45.

The installation scheme must be established in accordance with the contracting
authority's requirements for safety, speed, usability, etc.

PR-46.

After the installation, it must be ensured that all system components are working
and are accessible from external networks, if necessary.

PR-47.

Regardless of the method of deployment of the solution, the Service Provider
must prepare a common System deployment package (covering existing,
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modernized and new functions of the System), which the Contracting Authority
could deploy independently at any time after the end of the Project.

6.4.5. Requirements for testing

Requirement
No.

Description

PR-48.

Version tests of System (hereinafter referred to as "Testing") must be carried
out.

PR-49.

The objectives of the testing are:

1. To make sure that all functional and non-functional requirements of the
Technical Specification have been implemented.

2. To make sure that the implementation of the requirements has been
carried out to the appropriate extent.

3. To determine whether the implementation of the requirements satisfies
the Contracting Authority and other interested parties.

4. Identifying, registering and correcting functionality errors Bugs).

PR-50.

The Service provider shall prepare and agree with the Contracting
Authority a testing plan containing:
1. testing methodology.
the responsibilities of the participants in the testing.
scope of testing.
testing environment.
the structure of the test scenarios.
schedule of testing activities.
data (conditions) required for testing.
the procedure for conducting testing and for recording and eliminating
errors and deficiencies (functional inconsistencies).
9. test acceptance criteria.
10. other relevant information.

® N U kAW

PR-51.

The following tests must be carried out:

1. Internal testing. Internal testing of individual components must be carried
out by the Service provider without the participation of the
representatives of the Contracting Authority, but evidence of such testing
must be provided — internal testing reports, scripts for automatic tests
(scripts must be uploaded to the Contracting Authority's code versioning
system GitLab) and a list of identified inconsistencies. Internal testing
must be performed in the Service provider's development environment.
Automatic tests must be included in the automatic CI/CD processes.
Internal testing activities must be carried out in accordance with the
agreed Service Provision Regulation and testing scenarios developed by
the Service provider in the Contracting Authority's testing management
tool XRAY.

2. Load and performance testing. This testing must be carried out by the
Service provider in its own development environment without the
participation of representatives of the Contracting Authority. The results
of this test must be reflected in the internal testing report. Additional load
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and performance testing will be carried out in the contracting authority's
testing environment. If the test results performed by the Contracting
Authority do not meet the specified requirements, the Service provider
will have to carry out the necessary system optimization activities.

3. Integrity Testing. This testing must be carried out by the Service provider
in a TEST environment with representatives of the Contracting Authority.
The results of this test are necessary to make sure that the System
Development Solution is ready for installation into the PROD environment.
Errors and inconsistencies found during this testing must be eliminated
and the corrected version of the System must be successfully tested in
the TEST environment.

4. Acceptance Testing. This testing must be carried out in the TEST
environment with the participation of the Service provider, the
Contracting Authority and other interested parties:

a. During this test, the implementation of the test objectives
(determination of the level of implementation) must be
checked. Acceptance testing activities must be carried out
on the basis of the acceptance testing plan to be submitted
by the Service provider, the acceptance testing scenarios
developed by the Service provider in the Contracting
Authority's testing management tool XRAY; The tests
carried out shall ensure that the system version is suitable
for pilot testing.

b. During the testing, the recording of identified errors
(problems) in electronic form log of the observed errors
(problems) and their statuses must be carried out. Unless
otherwise agreed, the errors must be recorded in the
Contracting Authority's JIRA tool.

c. When the provision of the Service includes testing
(regardless of the environment) actions, the Service
provider, in providing the service, must ensure (use) the
resources necessary for testing (test data, including
personal data, when testing cannot be performed with
synthetic (unrealistic) personal data).

d. The acceptance testing must be carried out on the basis
of the hardware purchased by the Contracting Authority.

e. The Service provider will be required to develop and
provide all data, tools or other means necessary for
testing.

f. The Service provider will also have to compile other testing
data that will be needed to verify the functional and non-
functional requirements of the RPO. Other necessary test
data, necessary measures and conditions must be detailed
in the acceptance testing plan and agreed with the
Contracting Authority.

g. The acceptance test is completed when the criteria for
acceptance of the test specified in the test plan are met.
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h. The tests carried out shall ensure that the system version
is suitable for the pilot testing.

PR-52.

The Service provider will have to prepare processes for automated testing and
deployment (Continuous Integration and continuous deployment) of the system
itself and its constituent components in the GitLab tool used by the Contracting
Authority.

PR-53.

CI/CD pipeline prepared by the Service provider and approved by the Contracting
Authority must ensure:

1. Making artifacts.

2. Checking the quality of artifacts and code.

3. Verification of the security of artifacts and code (the Service provider will
provide the tools necessary to check the security of the code).
Automatic execution of tests.

Deployment to the testing environment.
Deployment to the pilot testing environment.
. Deployment to the production environment.

N o ;o

PR-54.

The Serwce provider may, on his own initiative, carry out any other tests and
trials of the System (verification of source codes, verification of configuration,
performance verification, high availability verification, expansion check,
functionality verification, etc.) in order to ensure the quality of the system and
compliance with the requirements. The Service provider will have to take into
account the results of tests and tests carried out by the representatives of the
Contracting Authority, provided in the JIRA system, to carry out the elimination
of all deficiencies (violations, recommendations) indicated in the test results. The
Service provider will have to create the necessary conditions for conducting
scheduled tests and trials - provide a source code, provide login data to system
components, create users necessary for testing, enable / disable system
components, create access opportunities for specialized testing and testing
software, perform other necessary activities that ensure the full-fledged
execution of the testing and testing process.

6.4.6. Requirements for training

Requirement Description
No.
The supplier must prepare and agree with the Contracting Authority a training
PR-55. . . . . .
plan, training materials and provide the necessary environment for the training.
The training materials must include:
1. descriptions of the use of functionalities for individual user groups (based
PR-56. on user instructions).
2. animated instructions for use and / or visual (video) materials that allow
to organize training for individual groups of users remotely.
Training materials must meet the following requirements:
1. all submitted materials must be divided according to the functional areas
PR-57. of the created software, prepared in Lithuanian and English and illustrated
with the screenshots of the user interface.
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2. manuals must be complete and understandable to the reader while
working individually, include all the intended functions of the system.
3. manuals must contain explanations of all fields of the created software.
4. administrators' manual must contain a detailed description of the import
of data from other systems.
Training materials must be placed in places/directories agreed with the

FRESS: Contracting Authority and available after the Project.

Training must be carried out in a test or other environment specially prepared
PR-59. for training.

Number of contracting authority persons to be trained needs to be determined
PR-60. during preparation of training plan.

The place of training of the Users must be selected by the Service provider in
PR61 prior agreement with the Contracting Authority (upon agreement, the training

may also be carried out remotely). The costs associated with the training venue
shall be the responsibility of the Service provider.

6.4.7. Requirements for pilot testing

Requirement
No.

Description

The system must be subjected to a pilot testing aimed at ensuring the quality of
the System, testing the production configuration of the system components,
PR-62. identifying and eliminating defects observed during the pilot testing, stabilizing
the configuration of the working environment, taking into account the experience
gained during the pilot testing.
Before the pilot testing, the Service provider prepare a pilot testing plan
containing:
1. the scheme of communication between the participants of the pilot
testing.
PR-63. 2. the responsibilities of the participants in the pilot testing.
a schedule of pilot testing activities.
4. the procedures for carrying out the pilot testing and for recording and
correcting errors and deficiencies.
5. acceptance criteria for pilot testing.
The Service provider shall advise the Contracting Authority on the preparation of
the pilot testing environment:
PR-64. 1. installation and configuration of system components.
2. migration (entry) of all necessary system data and removal of excess (not
required for pilot testing) data.
The Contracting Authority shall ensure the operation of the system throughout

w

PR-65. the pilot testing, unless otherwise agreed.
During the test operation, the recording and elimination of identified errors
PR-66 (problems) must be carried out:

1. errors must be recorded in the Contracting Authority's error tracking tool
- JIRA.
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2. The Service provider must immediately eliminate the system deficiencies
within the time limits set out in the pilot testing plan, taking into account
the errors recorded in the register of problems during pilot testing.

At the end of the pilot testing, the Service provider must prepare a report

PR-67. containing a summary of the errors found and corrected, providing information
on other activities implemented during the pilot testing.
PR-68 The Service provider will start system acceptance activities only after the System

has met the acceptance criteria defined in the pilot testing plan.

6.5. Requirements for acceptance of the System

Requirement
No.

Description

PR-69.

The final acceptance of the System or of the individual components of the System

will take place after the pilot testing has been finished i.e. the acceptance can
only take place once the acceptance criteria for the pilot testing have been met.

PR-70.

The Service provider must, before submitting the System to the Contracting
Authority, provide the final versions of the documentation and the System source
code, if they have been amended since the last delivery.

PR-71.

All Services will be accepted by signing the final acceptance-transfer act.

PR-72.

In order to ensure the smooth continuity of the Procurement:

1. The Service provider, without prejudice to the intellectual property rights
of the copyright holder or third parties, contractually transfers to the
Contracting Authority the property rights of the custom-made software
and the prepared design documents, including, but not limited to, the
right to use the created software for an unlimited period of time and
without additional payment; the right to make copies of the created
software; the right to modify and further develop the developed software;
the right to transfer software to another technological platform; the right
to use and modify the source code of the software created for it (the
initial texts of the machine language);

2. if the software developed in the Project uses other software of the
copyright holder or third parties, which is integrated into the custom-
made software or is otherwise associated with the executed order and
the author's property rights in the created software or the prepared
design documents, its transfer to the Contracting Authority shall not
restrict the right of the Service provider who has transferred these rights
without the individual consent of the Contracting Authority for further
development, improve, distribute and perform other necessary actions
with the developed software or prepared design documents;

3. together with a computer program, as defined in the Law on Copyright
and Related Rights of the Republic of Lithuania, the source code of the
program is also transmitted to the Contracting Authority. The personal
moral rights of the author of a computer program may not be used in a
manner which restricts the rights of the holder of the copyright's property
rights in this computer program, including the right to adapt, modify and
distribute these works free of charge at his own discretion. The property
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rights of authors provided for in this paragraph, in accordance with the
provisions of the Law on Copyright and Related Rights and Article 12 of
the Law on the Management of State Information Resources, are
transferred and granted in the territory of the Republic of Lithuania and
EU countries for an indefinite period of time.

4. The Service provider shall transmit to the Contracting Authority developed
System software, its source code or individual components of the System
at the date of signing of the transfer deed.

5. The Service provider is not entitled to disclose any information relating to
the provision of services to third parties without the written authorization
of the Contracting Authority or if required to do so by law.

6.6. Requirements for warranty

Requirement
No.

Description

The Service Provider after the date of signing the final Act of Transfer-Acceptance
of Services will have to:

1. provide warranty for at least 12 months.

2. ensure the restoration of the system's operation in cases of complete or
partial malfunction, including malfunctions caused by errors in the
standard and non-standard software (except for cases caused by the fault
of the Contracting Authority).

PR-73. 3. restore corrupted software components and data (except for cases
caused by the fault of the Contracting Authority).

4. correct, free of charge, errors, inaccuracies and non-compliances for the
requirements defined in the Technical Specification of the created or
modified software and other solutions created or modified, as well as to
prepare, test and prepare the updates necessary for installation in
accordance with the procedures for the installation of updates developed
by the Service provider and agreed with the Contracting Authority.

During the warranty, the Service provider must register system malfunctions and
non-compliances in the problem / malfunction registration system (Service Desk)
in accordance with the information and registration procedures agreed with the
Contracting Authority.

During warranty, all errors, malfunctions and problems that have arisen and are
identified must be classified:

1. Critical malfunction - the presence of an error and / or a problem that
prevents the user from performing the required functions and no other

PR-75. alternative path to this function acceptable to the Contracting Authority
is known.

2. Non-critical malfunction — when an error and / or problem has been
identified that causes difficulties in using the System but does not affect
the operation of the Functions of the System and has no other effect.

The main conditions for mandatory warranty:
PR-76. 1. reaction time to the problem (problem logged and forwarded for
resolution) — no more than 15 minutes.

PR-74.
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2. Time it takes to resolve the problem:
a. elimination of critical malfunctions — no more than 1 hour from
the reception of the notification in the agreed manner.
b. elimination of non-critical malfunctions — no more than 4 working
hours from the reception of the notification in the agreed manner
3. if the error cannot be resolved within the prescribed period, another time
for the resolution of the error shall be agreed with the Contracting
Authority, with a justification for the time needed.
Consultations on identified inconsistencies and on software changes made by
phone and e-mail (Hot line) — on weekdays from 8:00 to 17:00.
Possibility to register problems 24-hours online and monitor the state of problem
solving using the error logging tool used by the Contracting Authority (unless
during the project the parties agree to use the Service provider's error recording
tool).
At the beginning of each quarter, the Service Provider will have to prepare a
PR-79. report on the execution of warranty supervision for the previous quarter within
5 working days.
The detailed procedure for warranty (methods of communication, procedures for
PR-80. installing updates, etc.) must be agreed with the Contracting Authority described
in the warranty supervision regulation prepared by the Service Provider.

PR-77.

PR-78.

6.7. Requirements for Project management

Requirement Description

No.

The Service provider must ensure that all communication during the works takes
place in Lithuanian. If experts from foreign countries are used, the Service

PR-81. provider must take care of the services of translation into Lithuanian at its own
expense.
Procurement services must be implemented in a hybrid project implementation
PR-82. method. The duration of the stages (sprints) and the division of the works into

sprints must be agreed by the Provider with the Contracting Authority.

The Service provider shall inform the Contracting Authority about the progress
PR-83. of the Performance of the Services and, at the request of the Contracting
Authority, prepare presentations of the results of the service stages.

The Service provider must cooperate directly with the Contracting Authority, the

PR-84. Project partners and other interested parties of the Project.
The Service provider must submit and agree with the Contracting Authority the
Regulation on the Provision of Services, which must detail the stages of the
PR-85 provision of services and their results (presentations), provide a detailed calendar

schedule for the execution of works corresponding to the deadlines specified by
the Contracting Authority, describe communication and risk management
measures and the procedure for coordinating documents.

The Service provider shall prepare and submit to the Contracting Authority on a
PR-86. monthly basis interim reports on the provision of services containing:

1. information on the progress of the Service Contract.
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2. information about the risks and problems recorded during the reporting
month.
3. information on the agreed changes in the change registry.

Interim reports on the provision of services must be submitted to the Contracting

PR-87. Authority within 5 working days from the end of the reporting period.
Upon completion of all works, the Service provider shall prepare a final report on
PR-88 the provision of services. The final report must be submitted to the Contracting

Authority within 10 working days from the end of the last stage of the Provision
of Services.

Requirement

No.

PR-89.

6.8. Requirements for change management

Description

The requirements set out in the RPO, the Technical Specification or other
annexes to the Service Agreement may be amended on the initiative of the
Supplier or the Contracting Authority.

PR-90.

The appearance of changes may be caused by circumstances that arise or
become known after the conclusion of the purchase agreement, their occurrence
at the time of the submission of the tender or the conclusion of the purchase
agreement could not be reasonably foreseen and controlled, as well as, it was
not possible to reasonably foresee and control the risks of their occurrence in
advance.

PR-91.

The change shall be formalized after the Service Provider and the Contracting
Authority have approved the change in writing, in accordance with the terms of
the Service Contract concluded between the Service Provider and the Contracting
Authority and this Technical Specification, without prejudice to the principles of
public procurement, in all of the following circumstances:

1. The effect of changing the functionality is documented, the degree of its
criticality (non-essential, moderate, critical) and the consequences are
described.

2. The change in functionality is not critical and does not affect the
functionality of the technical solution as a whole.

3. change in functionality has been/ is marked on the testing plan and will
be additionally tested.

4. changes in technical documentation, business processes and / or legal
acts related to the change of functionality have been made.

5. The change in functionality is authorized (signed by a person authorized
by the Contracting Authority).

6. The change in functionality is duly notified to all parties involved in the
provision of the Services.

7. the changeable functionality does not complicate the achievement of the
procurement goals.

8. all changes related to the functionality are entered in the registration log
of the change of functionalities.
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PR-92.

If the change in functionality is carried out without following the procedure set
out in the previous paragraph, such a change in functionality is considered
invalid.

6.9 Requirements for maintenance

Requirement

No.

PR-93.

Description

Maintenance services will be provided upon receipt of the order of the
Contracting Authority. The order will specify the period of the maintenance
service.

PR-94.

Maintenance services shall be provided no earlier than the end of the warranty
period and upon receipt of the order of the Contracting Authority.

PR-95.

Maintenance services must be provided on work days from 8:00 a.m. to 5:00
p.m., and if the malfunction of the System affects the ability of the Contracting
Authority to provide services — at other times.

PR-96.

The Service provider must take into account that System (or components using
its data) infrastructure (including standard software) can be updated, developed
or modernized during the period of provision of the Services,

PR-97.

If the provision of maintenance services requires an update of the technical
documentation of the System, it must be updated. The operating instructions for
the system must also be updated and provided through the user interface of the
software (giving the user the option to select the operating instructions from the
software menu). The need to update the documentation must be assessed on a
monthly basis.

PR-98.

If necessary, during the restoration of the System, maintenance services shall
also be provided at another pre-agreed time in such a way that the terms of
restoration of the System set by the Contracting Authority are not violated.

PR-99.

The Service provider shall designate the persons responsible for the provision of
the maintenance services who must be available by the telephone number and
e-mail provided during registration of tasks in the JIRA used by the Contracting
Authority.

PR-100.

The Service Provider will have to organise all activities related to provision of
services in such a way that all services ordered by the Contracting Authority, the
results of the services provided by the Provider, their descriptions and other
relevant information are registered in the Contracting Authority's JIRA. After the
entry into force of the Contract, the Contracting Authority will provide the Service
Provider's specialists with access to the created JIRA project.

PR-101.

The system is monitored by the Contracting Authority's tools. After the entry into
force of the Contract, the Provider shall coordinate with the Contracting Authority
the monitoring points of the System and the information about the observed
issues, and the registration procedure.

PR-102.

The Provider must immediately record in the Contracting Authority's JIRA and/or
notify the responsible persons appointed by the Contracting Authority of the
observed or likely to occur malfunctions of the System, incidents (including
electronic information security incidents) and problems and the expected
deadlines for their elimination.
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PR-103.

The decision on the importance of the ticket registered in the Contracting
Authority's JIRA / Helpdesk and the assessment of whether the ticket has been
properly resolved and can be closed is made by the Contracting Authority.

PR-104.

In the Contracting Authority's JIRA/Helpdesk, the Provider's representatives will
be obliged to immediately report on the progress of the solution to the problem,
and once a solution has been found and the problem has been resolved, to
comment on the solution (see Table 5).

PR-105.

The time frame within which the Service Provider will be obliged to resolve the
ticket will depend on the services provided by the Service provider and the
priority given to these tickets by the Contracting Authority's specialists in terms
of the impact of the disruption on the activities of the Contracting Authority (see
Table 6).

PR-106.

The Critical, Major application priorities set by the contracting authority are not
used for issues in testing and development environments. If new circumstances
have been identified in the course of the investigation of the error, and a
temporary alternative way of eliminating the problem has been agreed, the
category of the appeal may be changed (reduced or increased) by agreement
between the parties, indicating the reason for the change of priority.

PR-107.

The Service provider must resolve the ticket (provide the service and provide the
deployment package if necessary) within the time limits set by the Contracting
Authority, not including the time within which the ticket is clarified or provided
by the Contracting Authority's specialists.

PR-108.

In all other cases, issues must be eliminated within the time agreed by the
parties, and consultations shall be provided no later than by the end of the
working day of submission of the inquiry, if it is submitted by electronic means
and by 12 noon of that working day, in all other cases not later than by the end
of the next working day. If the consultation cannot be provided by phone or e-
mail.

PR-109.

If it is not possible to eliminate the malfunction within the specified time period
(or within the time agreed by the parties), the Service provider must inform the
Contracting Authority about it, submit and coordinate with it a malfunction
elimination plan and continue to carry out the malfunction elimination actions in
accordance with the deadlines provided for in the plan.

PR-110.

All errors and inconsistencies of the System software with its technical
documentation and the requirements of additional development orders,
deficiencies in the documentation, as well as all malfunctions of the System and
their consequences, which have arisen after the installation of software changes
made by the Service provider, shall be eliminated by the Service provider at its
own expense.

PR-111,

Within the established ticket resolution deadlines, the Service provider will have
to provide the necessary System software / deployment packages with
installation instructions.

PR-112.

The Provider must consult the Contracting Authority's specialists and provide
technical assistance using the Contracting Authority's JIRA tools, telephone, e-
mail and the specialists' workplace:
1. If it is not possibile to provide a consultation immediately, the Service
provider must provide answers to the consultation inquiries no later than
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within 8 (eight) working hours of the Contracting Authority (I - IV 8:00 -
17:00, V - 8:00 15:45), calculated from the submission of the consultation
request to the Contracting Authority's malfunction resolution system. By
agreement of the parties, this time limit may be extended for a reasonable
period. Consultations may be provided by telephone, e-mail, by arriving
at the specified premises of the Contracting Authority or by other means
of communication agreed by the parties;

2. The primary and secondary level of customer consultation shall be
ensured by the Contracting Authority, maintenance issues which cannot
be resolved by the Contracting Authority shall be registered in the
Contracting Authority's JIRA, assigning to the person specified by the
Service provider.

PR-113.

The management of system events and tickets must be described in detail in the
Regulation for the provision of services prepared by the Service provider.

Table 5. Ticket creation in Jira

Area

Application
Software

Event, message, order JIRA type JIRA label ‘

An unforeseen disruption, deterioration, or
event that may disrupt the provision of the
e-service.

A malfunction or event of the registers and
information systems which leads to an
interruption of the provision of an electronic
service or a deterioration in the quality of
the service and which must be rectified
within a specified period of time.

There is a disturbance or imminent danger
that the working capacity of the Registers
and information systems will be disturbed
according to an event observed by an
automated tool, the Service Provider or a
specialist of the Service Recipient.

One or more recurring incidents that have a
significant impact on the operation of the
information system/registry, that have the
same characteristics and that the reason for
the incident is not known or requires in-
depth analysis. If the problem is not
addressed, incidents may recur.
Performance issues.

Analysis of issues.

Incidentas
(to carry out
the analysis)

Bug (to
identify the
cause and
eliminate the
issue)

MedVAIS_Priezitra_
Sutrikimas

Software
change

Works related to the functionality,
configuration or modification of running
software.

Story

MedVAIS_Priezitira_
Pakeitimas
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Area

Event, message, order

Technical debts e.g. code optimization
works, integrity, reliability, = security
assurance and updates of technological
solutions, that do not change the
functionality of the system.

JIRA type

Technical
Story

JIRA label \

Consultations

Advice or information to the specialists of
the Centre of Registers on the software,
functionality, its operation, technological
solutions, development, administration of
the workstations where these systems are
installed, backup, restoration and operation
monitoring, as well as advice or information
on the system/register data and their
management.

Paslaugos
prasymas

MedVAIS_Priezilra_
Konsultavimas

Data and
document
management
service

Preparation of queries necessary for the
collection of data of registers and
information systems and collection of data
according to the needs of the Centre of
Registers.

Updating the documentation.

Task

MedVAIS_PrieZiira_
Paslauga

Service
provider
suggestions

Proposals from the Service provider on
technical or functional matters:

proposals and conclusions on the needs for
the development of registers and
information systems and the improvement
of the technical and technological
architecture.

Proposals for the Improvement of Service
Provision and Service quality summary
report and other relevant information.
Review of system users' proposals,
feedback, analysis, formulation of solutions.

Task

MedVAIS_PrieZilira_
Pasiulymas

Table 6. Ticket

Type

priorities and resolution times

Incidentas
Bug

Priority | Reaction time Res?lutmn Service Service time
time mode

Kritinis Up to 15 min. Up to 4 h. 24x7 0:00 — 24:00

Aukstas Up to 15 min. Up to 6 h. 24x7 0:00 — 24:00

Vidutinis | Upto 15min. | P % ;a"y"ork'”g 8x5 8:00 — 17:00

Zemas Up to 15 min. Up tod3a\;lvsork|ng 8x5 8:00 — 17:00
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7. SPECIAL REQUIREMENTS FOR THE PROVISION OF SERVICES
7.1. Safety requirements

7.1.1. Requirements for data protection and information security management

Requirement Description

No.

Data safety must be ensured in accordance with the Data Security Regulations
of the System, the protection of personal data must be ensured on the basis of
the Law on Legal Protection of Personal Data of the Republic of Lithuania and
PR-114. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).
When providing the Services, the Service provider shall comply with and ensure
that the Services comply with the security requirements set out in the Law on
The Management of Information Resources of the State of the Republic of
Lithuania, the Law on Cybersecurity of the Republic of Lithuania, Resolution No.
818 of the Government of the Republic of Lithuania of 13 August 2018 "On the
Implementation of the Law on Cybersecurity of the Republic of Lithuania".
After the completion of the Procurement works, the data stored in the System
PR-116. must be protected from unauthorized access, use, alteration, disclosure,
destruction or loss.
When designing the System, the Service provider shall coordinate with the
Contracting Authority which protections and for which functionality of the System
to use. The system must be protected from these threats:

1. security vulnerabilities and vulnerabilities in unauthenticated access.

2. unauthorized user session interception.
unauthorized interception or insertion of data.
code injection, XSS (Cross-site scripting).
other security breaches, the list of which is published in the Open Network
Program Security Procurement (SSP); The Open Web Application Security
Project (OWASP) website www.owasp.org).
In the event of a malfunction of the systems, appropriate notifications must be
provided to the system users.
In the equipment used to provide the services, the Service provider shall, when
developing the software, be guided by generally accepted standards of secure
coding and good practices (SSA). The Open Web Application Security Project,
OWASP) Secure Coding Practices or equivalent). The software being developed
PR-119. must not have unauthorized access to data and other security breaches that are
identified in the latest list of IS security methodologies developed by the OWASP
Testing Guide (not Ilimted to OWASP Top 10 vulnerabilities)
(https://www.owasp.org), the list of The OWASP API Security, etc. in the IS
security methodologies developed by OWASP, or equivalent documents.
Security checks (threat simulations, source code reviews, other security checks
provided in secure coding standards and good practice) must be carried out at
each stage of software development in accordance with the Methodology for the
Development of Electronic Services, approved by the Order of the Minister of

PR-115.

PR-117.

uhw

PR-118.

PR-120.
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Transport of the Republic of Lithuania of 7 October 2015, which sets out the
requirements for penetration testing, which must be carried out from the entity
engaged in the development of electronic services (provider) independent service
provider. Security checks must be based on the security verification methods
specified in generally accepted methodologies (OWASP application security
verification standard, OWASP Testing Guide, Penetration Testing Execution
Standard (PTES), Open Source Security Testing Methodology Manual (OSSTMM)),
Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP
800-30" or equivalent security verification methodologies).

PR-121.

The supplier shall immediately inform about electronic information security
incidents observed in the Contracting Authority's information technology
infrastructure during the performance of the contract, inoperative or
malfunctioning security measures, non-compliance with information security
requirements, signs of criminal activity, information system security
vulnerabilities, other security-critical events observed in the Contracting
Authority's information technology infrastructure and, in agreement with the
Contracting Authority, take appropriate measures, and actions to identify the
causes of electronic information security incidents, to avoid the associated risks.
Also, within the framework of its competence, to carry out all instructions and
orders of the Contracting Authority's Safety Representative relating to the
implementation of the safety policy.

Requirement

[\ [o

PR-122.

7.1.2. Requirements for the application of safety legislation

Description

The main security (both software and data) legislation that must be followed in

the development of the System are:

1. Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation
(GDPR)), security management standard LST ISO/IEC 27001:2017
"Information technology. Security methods. Information security
management systems. Requirements", LST ISO/IEC 27002:2017
"Information Technology. Security methods. Information Security
Controls Practice Regulations" and ISO/IEC 27701:2019 "Security
Methods — ISO/IEC 27001 and ISO/IEC 27002 Supplement to Privacy
Management — Requirements and Guidelines".

2. Law on Legal Protection of Personal Data of the Republic of Lithuania.

Law on Cybersecurity of the Republic of Lithuania.

4. Description of organizational and technical cybersecurity requirements
applicable to cybersecurity entities, approved by Resolution No. 818 of
the Government of the Republic of Lithuania of 13 August 2018 "On the
Implementation of the Law on Cybersecurity of the Republic of Lithuania.

5. Requirements for electronic information security of information systems,
approved by Order No V-941 of the Minister of National Defense of the

w
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Republic of Lithuania of 4 December 2020 "On the approval of the
Methodology for Conformity Assessment of Information Technology
Security".

6. Description of the general requirements for electronic information
security, approved by Resolution No. 716 of the Government of the
Republic of Lithuania of 24 July 2013 "On the approval of the Description
of the General Requirements for Electronic Information Security, the
Description of the Guidelines on the Content of Security Documents and
the Assessment of the Importance of Electronic Information Constituting
the State Information Resources and the Description of the Guidelines for
the Classification of State Information Systems, Registers and Other
Information Systems";

7. Recommendations of data reporting formats and standards approved by
order No T-36 of 25 March 2013 of the Director of the Information Society
Development Committee under the Ministry of Transport and
Communications "On the approval of recommendations for data reporting
formats and standards".

7.1.3. Data security requirements for the provision of services

Requirement
No.

Description

Security of development and maintenance of information resources (secure
PR-123. coding, etc.) must be ensured as required by the Lithuanian standards LST EN
ISO/IEC 27001 and LST EN ISO/IEC 27002LST ES ISO/IEC 27002.
The security requirements set out in the data security regulations for registers
and information systems maintained by the contracting authority, in the
documents implementing the security policy, in the description of the procedure
for the management of cybersecurity and electronic information security
incidents and in other legal acts (and in cases where such requirements change
or arise after the signing of the public contract of sale).

Data security must be ensured:

1. ensuring the integrity, availability and confidentiality of data.

2. when registering the actions performed by the System users with the
data, including the search and revision of data (it must be mandatory for
the identified group of System users to enter the reason and / or legal
basis for the actions performed in the system).

3. by providing a means for the System Administrator to verify the actions

PR-125. of System users.

4. providing safeguards against accidental erasure of data (e.g. warnings
about intended erasure of data) and the approval of a delete action for
multiple users (the "four-eyes principle"). This principle must be applied
in operational and administrative applications.

5. for work with components, the System users are divided into groups
according to the nature of the data processing, with some of them being
given special rights (roles) to perform certain processing activities.

PR-124.
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Descriptions of system user groups and roles must be developed at the
analysis and design stage.

6. information stored may not be deleted by any other means or under any
circumstances other than those provided for at the analysis and design
stages.

7. The Service provider must provide file formats that are allowed to be
uploaded to the System and coordinate them with the Contracting
Authority (e.g. it must not be allowed to attach potentially unsafe files
that can automatically launch self-executive files).

7.1.4. Requirements for audit records

Requirement .
quir Description

No.

Audit record of System components (actions performed by users) and the
PR-126. . .

operation of the components must be carried out.

An audit record management component must be implemented that would:

1. receive and accumulate data on the operation and use of the System.

2. realize the possibility to perform analysis of audit records (search, filtering
according to various parameters). The necessary analytical actions with
the audit records must be identified and agreed with the Contracting

PR-127. Authority during the execution of the analysis and design phases.

3. protect logs from unauthorised or unintentional alteration and deletion.

4. remove and archive audit records in accordance with the established
rules, which must be agreed at the analysis and design stage.

5. enable to export the selected audit records.

When storing an audit record in a database, the following must be collected:

1. who performed the action (user).

2. when the action was taken (date, time).

3. what data was reviewed.

4. what data was updated.

PR-128. 5. what data was inserted.

6. user IP address.

7. what data has been removed.

8. what search phrases were used.

9. other information identified during the analysis and design phases.

Audit record of the data sent or received with internal and external systems
through web services must be kept, including the information about:

1. system, register or database from which the data is received.

PR-129. 2. system, register or database to which the data is sent.

3. date and time of received or sent data.

4. sent or received data (if required);

5. other information identified during the analysis and design phases.
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7.1.5. Requirements for risk, threat and vulnerability management

Requirement
No.

Description

There must be risk, threat and vulnerability management:

1. The Service provider must follow recognized methodologies for the safe
development of software, such as ISO/IEC 27034-1 or equivalent.

2. The Service provider must ensure that all employees involved in the
development of the software are familiar with the methodologies for the
safe development of the software.

3. The Service provider must perform an inspection to identify the main
Security risks and security vulnerabilities of the System specified in the
CWE/SANS TOP 25 Lists of Most Dangerous Software Errors OWASP 10
Most Critical Web Application Security Risks and to eliminate the risks and
vulnerabilities found. After verification and elimination of risks /
vulnerabilities, the Provider must provide a declaration stating that after
the completion of the development works, the System does not contain
the risks / vulnerabilities indicated in the TOP 25 of CWE/SANS and
OWASP TOP 10 lists.

4. The Service provider must provide a list of all third-party components
used in the system.

5. The Service provider must take appropriate action (Reasonable Effort)
ensuring that third-party components meet the contracting authority's
security requirements.

During the acceptance testing phase or during the pilot phase (or at any other
agreed time), the Service provider shall provide all the necessary conditions for
the specialists of the Contracting Authority's representatives who will carry out
PR-131. the penetration testing. If necessary, the Service provider will have to perform
the configuration or programming work that will be necessary to test the security
of the System in various scenarios for its use. The Service provider will not have
to provide any software or hardware to run this test.

The Service provider shall carry out the necessary system programming and/or
configuration works, taking into account the results of the penetration tests
PR-132. carried out by the contracting authority's representatives, in order to eliminate
all identified important security vulnerabilities before the System is put into
operation.

PR-130.

7.1.6. Requirements related to national security

Requirement o
q Description

[\ [o

The services offered by the Service provider must not pose a threat to national
security. The Service provider, by submitting and signing the offer, confirms that
the services it offers do not pose a threat to national security. The Contracting
Authority will, in accordance with the procedure laid down in the Law on the
Protection of Objects of Importance for National Security, apply to the
Coordinating Commission for the Protection of Objects Of Importance to National

PR-133.
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Security (hereinafter referred to as the Commission) for verification of the
conformity of the intended transaction with the interests of national security and
in the event that the Commission requests the submission of additional
documents to the Service Provider, the partners of the group of installers, and
the sub-contractors involved by them will be obliged to submit them.

PR-134.

The Service provider, the partners of the group of entities, the economic entities
whose capacities are relied on and the sub-contractors they employ shall not
have any interest that could pose a threat to national security. The Contracting
Authority, in accordance with the procedure established by the Law on the
Protection of Objects Important for The Protection of National Security of the
Republic of Lithuania, will apply to the Commission for verification of the
conformity of the intended transaction with the interests of national security and
in the event that the Commission requests the submission of additional
documents to the Service Provider, partners of the group of entities, and the sub-
contractors engaged by them will be obliged to submit them.

PR-135.

Maintenance or support of hardware or software may not be carried out from the
states or territories specified in the list provided for in Article 92(14) of this Law
on Public Procurement of the Republic of Lithuania (https://e-
seimas.Irs.lt/portal/legalAct/It/TAP/16f99e01af6811ecaf79c2120caf5094).

PR-136.

The manufacturer of hardware or software or the person controlling it may not
be registered (if the manufacturer or the person controlling it is a natural person
— permanently residing or having citizenship) in the states or territories indicated
in the list provided for in Article 92(14) of the Law on Public Procurement of the
Republic of Lithuania (https://e-
seimas.Irs.It/portal/legalAct/It/ TAP/16f99e01af6811ecaf79c2120caf5094).

7.1.7. Other security requirements

Requirement
No.

Description

PR-137.

During the implementation of the project, all security and privacy measures
currently used by the ESPBI IS will have to be maintained.

PR-138.

The provider must use the latest stable versions, fixes and patches of the
software for the development of the system. During the deployment of the
System into the production environment, it must be ensured that the system uses
the latest stable versions of the software, provided that this does not change the
essential principles of the architecture and functionality of the System, which are
provided at the Design stage. Versions of software components that are in the
testing stage or are officially announced by the software manufacturer that the
software will no longer be supported, improved and/or developed from a certain
date (End-of-life products) shall not be used.

PR-139.

Any unauthorized or undocumented remote or local access/accounts or any
secret (undocumented) functionality that may compromise the security of the
system is prohibited.

PR-140.

Secure configuration:
1. The provider must provide detailed instructions for configuring system
and platform (OS, DBMS, Middleware) security.
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2. The System Provider must provide a list of platform components, system
services, ports necessary for the functioning of the system. All
components that are not necessary for the functionality of the System
must be deactivated before the start of operation of the system.

Data flows between the different levels must be documented, indicating the ports

PR-141. and protocols required for communication, and limited by firewalls
The system must be accessible using the unified security measures provided by
PR-142. the ESPBI IS Security Subsystem, the "Single Sign-In" system. Single Sign On —
(SS0) principle.
All identification information must be stored in an encrypted form in such a way
PR-143. that it is impossible to recover primary data (for example, passwords) from the
stored information.
The Service provider undertakes to provide a System that is free of any hidden,
PR-144. security-impairing features, including: malware, viruses, "time mines",
unauthorized access or features (Trojans, backdoors, easter eggs).
PR-145 Messages from the integration interfaces must be encrypted signed with a
' SHA256 digital signature.
HTTP Cookie method or POST queries with hidden fields should be used for
PR-146. session management.
The system must generate system logs of user logins, access tests, and data
PR-147. traffic to monitor and respond to potential security incidents.
PR-148. Links must be encrypted using strong encryption algorithms (e.g. AES-256).
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8. Annexes

8.1. Annex 1. Order form for additional services

ORDER FOR ADDITIONAL SERVICES

(MedVAIS modernization services. Part IT)

7 REGISTRY
S CENTRAS

Annex 1

Contract No. Order submission date
Order No. Expected completion date
Order title Estimated time effort

Contracting Authority part. Service order description.

Annexes to the description

CYes

Number of attached pages:

Service Provider part. Description of order implementation.

Authorized Representative of the Contracting

Authority

Authorized Representative of the Service

Provider

(name, surname, signature)

(name, surname, signature)
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PASLAUGY VIESOJO PIRKIMO TECHNINE SPECIFIKACIJA
I pirkimo objekto dalis

1. SAVOKOS IR SUTRUMPINIMAI

1.1. DB Duomeny bazé
1.2. IS Informaciné sistema
1.3. PI Programiné jranga
Perkanciosios organizacijos atliekamas vieSasis pirkimas,
1.4. Pirkimas skirtas Sioje techninéje specifikacijoje nurodyto pirkimo

objekto jsigijimui

Projektas ,Nacionalinés medicininiy vaizdy archyvavimo ir

1.5. Projektas mainy sistemos ir jos teikiamy elektroniniy paslaugy
plétra"

1.6. MedVAIS N_acionaliné medicininiy vaizdy archyvavimo ir mainy
sistema

1.7. Perkantioji organizacija, Pirkéjas, Valstybés jmoné Registry centras, juridinio asmens kodas

U avEe 124110}4_@, adrgsas__ Studenty g. _39_, 08106 Vilnius.
Perkancioji organizacija yra PYM mokétoja
1.8. Sutartis Su Pirkimo laimétoju sudaryta Paslaugy vieSojo pirkimo-

pardavimo sutartis

Asmuo (fizinis asmuo, privatusis juridinis asmuo, vieSasis
juridinis asmuo, kitos organizacijos ir jy padaliniai) ar

Ttk QR R EE asmeny grupé, su kuriuo Perkancioji organizacija sudaro

sutartj
1.10. Techniné specifikacija Pirkimo techniné specifikacija

Nuo duomenis teikian¢iy sistemy nepriklausomas
1.11. VNA medicininiy vaizdy ir su jais susijusiy duomeny archyvas

(angl. Vendor Neutral Archive)

Standartas (ISO 12052:2017), apraSantis skaitmeniniy
1.12. DICOM medicininiy vaizdy ir su jais susijusios informacijos
tvarkyma, saugojimg ir apsikeitimo procesus, angl. Digital
Imaging and Communications in Medicine.

1.13.Kitos Sioje Techninéje specifikacijoje vartojamos sgvokos apibréztos yra apibréztos Sutartyje,
Pirkimo salygose, Lietuvos Respublikos viesyjy pirkimy jstatyme, Lietuvos Respublikos viesyjy pirkimy,
atliekamy gynybos ir saugumo srityje, jstatyme, Mazos vertés pirkimy tvarkos aprase, patvirtintame
VieSyjy pirkimy tarnybos direktoriaus 2017 m. birzelio 28 d. jsakymu Nr. 15-97 ,Dél mazos vertés
pirkimy tvarkos apraso patvirtinimo, Numatomos vieSojo pirkimo ir pirkimo vertés skaiCiavimo
metodikoje, patvirtintoje VieSujy pirkimy tarnybos direktoriaus 2017 m. birzelio 27 d. jsakymu Nr. 1S-
94 ,Dél Numatomos vieSojo pirkimo ir pirkimo vertés skaiciavimo metodikos patvirtinimo", Lietuvos
Respublikos civiliniame kodekse ir kituose vieSuosius pirkimus reglamentuojanciuose teisés aktuose.

2. BENDROS NUOSTATOS

2.1. §ioje Techninéje specifikacijoje vartojami terminai ,turi bati®, ,turi turéeti, ,turi leisti®, ,turi turéti
galimybe", ,bus", ,leis", ,apims" yra lygiaverciai ir reiSkia, kad Tiekéjas Sio pirkimo apimtyje turi sukurti
ir jdiegti (ar pateikti ir jdiegti) atitinkama funkcionaluma ar suteikti atitinkamas paslaugas.

2.2. Jeigu apibudinant Pirkimo objekta, techninéje specifikacijoje yra nurodyti konkretlis modeliai ar
Saltiniai, standartai, sertifikatai, protokolai, konkretis procesai ar prekés zenklai, patentai, tipai, konkreti
kilmé ar gamyba tai apima ir jiems lygiaverCius produktus ar procesus (t. y. tiekéjas gali sitlyti ir
atitinkamus lygiavercius produktus ar procesus), nepriklausomai nuo to, ar Salia yra prierasas ,arba




lygiavertis" (salyga netaikytina, jeigu Saltinis, standartas, sertifikatas, protokolas, konkretus procesas ar
prekés Zenklas, patentas, tipas, konkreti kilmé ar gamyba nurodyta apibréziant Perkanciosios
organizacijos ar partneriy turimus produktus ar esamus procesus). LygiavertiSkumo jrodymas yra tiekéjo
pareiga. Pateikti minimalus reikalavimai — Tiekéjai gali sitlyti geresniy charakteristiky Pirkimo objekta.

2.3. Paslaugy teikimui keliami bendrieji reikalavimai:

2.3.1. Tiekéjas pats pasirupina Paslaugoms teikti reikalingomis priemonémis ir technine jranga;

2.3.2. Tiekéjas neturi naudoti treCiyjy Saliy komponenty, kurie yra nauji, niekada nenaudoti
projektuose, Alpha ar Beta testavimo etapuose, reikalauja papildomy licencijy veikimui (angl. run-time
licence);

2.3.3. Tiekéjas jsipareigoja Perkanciosios organizacijos atstovams teikti konsultacijas, susijusias su
Pirkimo objektu, rastu bei zodziu visg Sutarties galiojimo laikotarpj;

2.3.4. Perkancioji organizacija jsipareigoja visg Sutarties galiojimo laikotarpj teikti Tiekéjui biting ir
reikalingg informacijg tinkamam Sutarties vykdymui;

2.3.5. Pries suteikiant prieigg prie Perkanciosios organizacijos tvarkomy asmens duomeny, Tiekéjas
privalés Perkanciajai organizacijai pateikti uz asmens duomeny apsauga atsakingo asmens varda,
pavarde ir kontaktinius duomenis (telefono numerj, el. pasto adresg);

2.3.6. Tiekéjas turés pasirasyti susitarimg dél asmens duomeny tvarkymo, kaip tai nustatyta 2016 m.
balandZio 27 d. Europos Parlamento ir Tarybos reglamento (ES) 2016/679 dél fiziniy asmeny apsaugos
tvarkant asmens duomenis ir dél laisvo tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva
95/46/EB (Bendrasis duomeny apsaugos reglamentas) (toliau — Reglamentas) 28 straipsnio 3 dalyje,
kuriame turés buti nustatytas asmens duomeny tvarkymo dalykas ir trukmé, duomeny tvarkymo
pobidis ir tikslas, asmens duomeny risis ir duomeny subjekty kategorijos bei Registry centro prievolés
ir teisés;

2.4. Paslaugy teikimas turi bati vykdomas vadovaujantis Zemiau nurodytais teisés aktais bei jy
pakeitimais, atsiradusiais Paslaugy teikimo metu ir kitais su kompiuterizuojama veiklos sritimi bei
kuriamomis ar modifikuojamomis el. paslaugomis susijusiais dokumentais:

2.4.1. Bendrasis duomeny apsaugos reglamentas (ES) 2016/679;

2.4.2. Lietuvos Respublikos viesyjy pirkimy jstatymas;

2.4.3. Lietuvos Respublikos viesyjy pirkimy, atliekamy gynybos ir saugumo srityje, jstatymas;

2.4.4. Lietuvos Respublikos valstybés informaciniy istekliy valdymo jstatymas;

2.4.5. Lietuvos Respublikos asmens duomeny teisinés apsaugos jstatymas;

2.4.6. Lietuvos Respublikos kibernetinio saugumo jstatymas;

2.4.7. Lietuvos Respublikos Vyriausybés 2024 m. geguzés 15 d. nutarimas Nr. 349 ,Dél Lietuvos
Respublikos valstybés informaciniy istekliy valdymo jstatymo jgyvendinimo";

2.4.8. Lietuvos Respublikos Vyriausybés 2001 m. balandzio 26 d. nutarimas Nr. 478 ,Dél Valstybés
léSy, skirty valstybés kapitalo investicijoms, planavimo, tikslinimo, naudojimo, apskaitos ir kontrolés
taisykliy patvirtinimo";

2.4.9. Organizaciniy ir techniniy kibernetinio saugumo reikalavimy, taikomy kibernetinio saugumo
subjektams, apraso, patvirtinto Lietuvos Respublikos Vyriausybés 2018 m. rugpjucio 13 d. nutarimu Nr.
818 ,Dél Lietuvos Respublikos kibernetinio saugumo jstatymo jgyvendinimo";

2.4.10. Valstybés informaciniy sistemy gyvavimo ciklo valdymo metodika, patvirtinta Informacinés
visuomenés plétros komiteto prie susisiekimo ministerijos direktoriaus 2014 m. vasario 25 d. jsakymu
Nr. T-29 ,Dél Valstybés informaciniy sistemy gyvavimo ciklo valdymo metodikos patvirtinimo";

2.4.11. Nejgaliesiems pritaikyty valstybés ir savivaldybiy institucijy ir jstaigy interneto svetainiy karimo,
testavimo ir jvertinimo metodinés rekomendacijos, patvirtintos Informacinés visuomenés plétros
komiteto prie Susisiekimo ministerijos direktoriaus 2013 m. geguzés 23 d. jsakymu Nr. T-72 ,Dél
Nejgaliesiems pritaikyty interneto tinklalapiy kiirimo, testavimo ir jvertinimo metodiniy rekomendacijy
patvirtinimo";




2.4.12. Nacionalinés rysiy ir informaciniy sistemy spragy atskleidimo tvarkos aprasas, patvirtintas
Lietuvos Respublikos krasto apsaugos ministro 2021 m. liepos 9 d. jsakymu Nr. V-484 ,Dél Nacionalinés
rySiy ir informaciniy sistemy spragy atskleidimo tvarkos apraso patvirtinimo".

2.5. Tiekéjas privalo vadovautis Sutarties vykdymo metu aktualiomis teisés akty redakcijomis. Tiekéjui
privalomi ir visi Sutarties vykdymo metu naujai priimti / pakeisti teisés aktai, jeigu jie susije su Sutarties
jgyvendinimu. Jei naujai priimti / pakeisti teisés aktai priestarauja Sioje Techninéje specifikacijoje
aprasytiems reikalavimams, Tiekéjas turi jgyvendinti reikalavimus vadovaudamasis Sutarties vykdymo
metu priimty / pakeisty teisés akty aktualiomis versijomis.

2.6. Tiekéjas atsako uz Lietuvos Respublikoje galiojanciy darbuotojy saugos ir sveikatos teisés akty ir
kity darbuotojy saugg ir sveikatg darbe reglamentuojanciy dokumenty reikalavimy vykdyma.

3. PIRKIMO OBJEKTAS

3.1. Pirkimo objektas

DICOM standartu paremty servisy ir VNA diegimas bei
konfiguravimas (toliau — Paslaugos).

Detalls reikalavimai Paslaugoms nurodyti Techninés
specifikacijos priede ,Reikalavimai pirkimo objektui (I
prikimo objekto dalis)"

3.2. Pirkimo objekto skaidymas

Pirkimo objektas neskaidomas | dalis. Neskaidymo
priezastys nurodytos 3.3 p.

3.3. Pirkimo objekto neskaidymo j dalis
pagrindimas (jei taikoma)

Pirkimo objektas negali buti skaidomas j dalis dél:

1) techniniy priezasciy — Pirkimo objektas apima vieno
tipo paslaugy teikimg, t. y. DICOM standartu paremty
servisy ir VNA diegimg bei konfiglravimg, kurie yra
glaudziai susije su MedVAIS iSvystytais funkcionalumais.
Naujy funkcionalumy vystymui ir integravimui pasirenkami
sprendimai turi biti tarpusavyje technologiskai suderinti, o
Pirkimo objektg skaidant | dalis ir skirtingiems tiekéjams
vystant tg pacig IS, vieno tiekéjo naudojami sprendimai gali
buti nesuderinami (arba sunkiai suderinami) su kito tiek&jo
naudojamais sprendimais;

2) dél per dideliy laiko sgnaudy — Pirkimo objektay
skaidant j dalis ir skirtingiems tiekéjams vystant tg pacia IS,
tiekéjai, priesS pradédami teikti savo paslaugy dalj, turéty
sulaukti kity tiekéjy paslaugy teikimo rezultaty bei
susipazinti su jais, o tai Zzenkliai padidinty galutinio rezultato
pasiekimo terminus bei kelty rizikg sklandziam bei
nenutrukstamam IS darbui. Dviejy ar daugiau tiekéjy
koordinavimas lemty Zenkliais didesnes laiko sgnaudas
sprendimy ir procesy suderinimui Perkanciajai organizacijai,
taip pat galimai turéty jtakos uzduodiy atlikimo trukmés
padidéjimui, kas galéty pavélinti galutinio rezultato

pristatyma.

3) papildomy kasty - skirtingy tiekéjy darby
koordinavimas ir jy atsakomybés riby nustatymas
pareikalauty papildomy administraciniy iSlaidy.

Atsizvelgiant j tai, jog su tiekéju bus atsiskaitoma pagal
valandinj jkainj, bet kokios tiekéjui tenkancios papildomos
funkcijos, tokios, kaip papildoma analize,
bendradarbiavimas ir/ar teikiamy Paslaugy planavimas bei
koordinavimas su kitais tiekéjais padidinty uzduociy atlikimo
darbo laikg, uz kurj Perkancioji organizacija turéty sumokeéti
papildomai, pagal valandinj jkainj. Skirtingy tiekéjy
supazindinimas su projekto specifika, ESPBI IS architektira




ir vartotojy poreikiais reiksty papildomas sanaudas. Taip pat
kiekvienas tiekéjas turéty atlikti dalj analizés ar pasirengimo
darby i$ naujo, o tai lemty dvigubg mokéjimg uz tuos pacius
procesus.

3.4. Mato vienetas

Komplektas
Valanda
Ménesis

3.5. Paslaugy kiekis (apimtis)

1 komplektas (sistemos diegimas ir konfiglravimas)
Iki 300 valandy (papildomy paslaugy uzsakymai)
60 mén. sistemos prieZilros paslaugos

3.6. Nurodytas Paslaugy kiekis (apimtis)
yra

Maksimalus
Paslaugos bus perkamos pagal poreikj, nevirsijant
maksimalaus nurodyto kiekio

3.7. Minimalus Paslaugy kiekis (apimtis),
kurj jsipareigoja nupirkti Perkancioji
organizacija Sutarties vykdymo metu
(jeigu taikoma)

1 komplektas

3.8. Paslaugy kiekio (apimties) keitimas

Netaikoma

3.9. Paslaugy teikimo vieta

Paslaugos teikiamos nuotoliniu budu, arba, esant poreikiui,
Perkancios organizacijos padalinyje, esanCiame Studenty g.
39, Vilniuje.

Paslaugy teikimo vieta gali biti kei¢iama Vilniaus miesto
ribose.

3.10. Paslaugy teikimo terminas

3.10.1. Paslaugos turi biti suteiktos ne véliau kaip per 7
menesius nuo Sutarties jsigaliojimo dienos (tuo atveju, kai
Sutarties sudarymo dieng iki 2026-04-30 yra like ne maziau
kaip 7 ménesiai) arba iki 2026-04-30 (tuo atveju, kai
Sutarties sudarymo dieng iki 2026-04-30 yra like maziau
kaip 7 ménesiai).

3.10.2. Papildomas vystymo Paslaugos turi biti teikiamos
nuo Sutarties jsigaliojimo dienos 7 ménesius (tuo atveju, kai
Sutarties sudarymo dieng iki 2026-04-30 yra like ne maziau
kaip 7 ménesiai) arba iki 2026-04-30 (tuo atveju, kai
Sutarties sudarymo dieng iki 2026-04-30 yra like maziau
kaip 7 ménesiai). Paslaugy UzZsakymai gali bati teikiami ir
turi bati jvykdyti per Uzsakyme nurodytg terming, taciau ne
véliau, nei iki auksSciau nurodyto termino pabaigos / datos.
3.10.3. Prieziliros paslaugos turés bti teikiamos (jei jos bus
uzsakytos) uzsakytg laikotarpj, bet ne ilgiau kaip 60
ménesiy. Priezilros paslaugos pradedamos teikti ne
anksciau nei pasibaigs garantinés priezitros laikotarpis ir
gavus Perkanciosios organizacijos uzsakyma.

3.11. Paslaugy teikimo termino

pratesimas ir sglygos

3.11.1. Paslaugy suteikimo terminas, nurodytas 3.10.1 p.,
gali buti pratestas jei:

3.11.1.1. atsiranda jrodymais pagrjsty klitc¢iy ar trukdymy,
kuriy atsiradimui Sutarties Salys neturi jtakos ir uz kuriuos
jos neatsako, ir kurie sukelti ir priskirtini tretiesiems
asmenims, ar kity aplinkybiy, kuriy Sutarties Salys negaléjo
iS anksto numatyti. Aplinkybés, kuriomis grindziama
batinybé pratesti Paslaugy suteikimo terming, jokiu budu




negali priklausyti nuo Sutarties Saliy. Kiekvienu tokiu atveju,
Sutarties Salis, inicijuojanti Paslaugy suteikimo termino
pratesima, rastu nedelsdama, bet ne véliau kaip per 5 darbo
dienas, apie tai pranesa kitai Sutarties Saliai, pateikdama
minéty aplinkybiy egzistavimo jrodymus. Nurodytas
aplinkybes vertina kita Sutarties Salis, Siai sutikus, Paslaugy
suteikimo terminas gali bati pratesiamas tik minéty
aplinkybiy egzistavimo laikotarpiui, taciau ne ilgiau, kaip:
3.11.1.1.1. iki 2026-04-30;

arba

3.11.1.2 Projekto jgyvendinimo terminui, jei Projekto
jgyvendinimo terminas bus pratestas, taciau ne ilgiau, kaip
6 ménesiy laikotarpiui;

arba

3.11.1.3. ne ilgesniam, kaip 6 ménesiy laikotarpiui tuo
atveju, jei bus skirtas finansavimas ne i$ Projekto lésy.

3.11.2. Papildomy vystymo paslaugy suteikimo terminas,
nurodytas 3.10.2. p., gali biiti pratestas, jei nebus iSnaudota
Pradiné Sutarties verté. Tokiu atveju, Pirkéjas rastu apie tai
praneSa Tiekéjui, nurodydamas kokiam terminui sitloma
pratesti Paslaugy teikimo terming. Tiekéjui sutikus,
Paslaugy teikimo terminas gali bati pratesiamas tik kol bus
iSnaudota Pradiné Sutarties verté, bet ne ilgiau nei 6
meénesiy laikotarpiui (pratesimy kiekis neribojamas).

4. TIEKEJO JSIPAREIGOJIMAI

4.1. Terminas per kurj Tiekéjas turi rastu
informuoti UZsakovg apie bet kurias
aplinkybes, kurios trukdo ir (ar) gali
sutrukdyti Tiekéjui jvykdyti sutartinius
jsipareigojimus  Sutartyje  nustatytais
terminais bei tvarka

5 darbo dienos

4.2. Kiti Tiekéjo jsipareigojimai

4.3. Kiti Tieké&jo jsipareigojimai nurodyti Techninés specifikacijos priede ,Reikalavimai pirkimo objektui",

Sutarties projekte ir Pirkimo salygose

5. PASLAUGU PERDAVIMO IR PRIEMIMO TVARKA

5.1. Akto pasiraSymo terminas

5 darbo dienos

5.2. Akto pasiraSymo periodiskumas

5.2.1. Aktas pasiraSomas po kiekvieno Techninés
specifikacijos II dalyje "Reikalavimai pirkimo objektui"
nurodyto etapo.

5.2.2. Suteikty Papildomy paslaugy faktiniai kiekiai
perduodami UZsakovui, Salims pasirasant per praéjusj
menes] suteikty Papildomy paslaugy akta. Papildomy
paslaugy Aktas pasiraSomas vieng kartg per ménes;.

6. PASLAUGY KOKYBE

6.1. Paslaugy garantinis terminas

12 mén.

6.2. Paslaugy trikumy pastebety
Paslaugy perdavimo — priémimo metu ar
(ir) po Akto pasiraSymo pasalinimo
terminas

10 darbo dieny nuo informavimo apie pastebétus
trdkumus




7. SAUGUMO REIKALAVIMAI

7.1. Siekiant iSvengti saugumo spragy ir pazeidziamumy programinéje jrangoje, Tiekéjas, kurdamas P]
ir teikdamas P] prieziliros paslaugas, turi vadovautis visuotinai pripazintais saugaus kodavimo
standartais ir geraja praktika (The Open Web Application Security Project (OWASP) Secure Coding
Practices ir kt.). Kuriama P] neturi turéti nesankcionuotos prieigos prie duomeny ir kity saugumo
pazeidimy, kurie jvardijami naujausiame OWASP Testing Guide (neapsiribojant ,,OWASP Top 10"
pazeidziamumais) (https://www.owasp.org) sarase, The OWASP API Security sgrase ir kt. OWASP
parengtose IS saugumo metodikose arba lygiaverciuose dokumentuose. Saugumo patikrinimai (grésmiy
modeliavimai, iSeities kodo pazitros ir kt. saugaus kodavimo standartuose ir gerojoje praktikoje numatyti
saugumo patikrinimai) turi biti vykdomi kiekviename P kidrimo (vystymo, priezitros) etape. Atliekant
saugumo patikrinimus turi biti remiamasi naujausiomis Siy metodiky versijomis: OWASP Web Security
Testing Guide, Penetration Testing Execution Standard (PTES), Open Source Security Testing
Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS,
NIST SP 800-30" ar lygiavertémis saugumo patikrinimo metodikomis.

7.2. Tiekéjas, suderines su Perkancigja organizacija, turi naudoti naujai kuriamai P] jos kdrimo dieng
esamas naujausias programiniy pakety, biblioteky, programavimo kalby, jy kompiliatoriy bei
interpretatoriy versijas.

8. APLINKOSAUGINIAI REIKALAVIMAI

8.1. Atsizvelgiant j tai, kad perkamos Paslaugos yra nematerialaus pobidzio intelektinés paslaugos,
nesusijusios su materialaus objekto sukurimu, kuriy teikimo metu nebus sukurtas neigiamas poveikis
aplinkai, taip pat nebus sukuriamas tarSos Saltinis ar generuojamos atliekos, vadovaujantis Aplinkos
apsaugos kriterijy taikymo, vykdant Zaliuosius pirkimus, tvarkos apraso, patvirtinto Lietuvos Respublikos
aplinkos ministro 2011 m. birzelio 28 d. jsakymu Nr. D1-508, Pirkimas laikomas Zaliuoju.

9. HIERARCHIJA

9.1. Si Techniné specifikacija yra vientisas ir nedalomas dokumentas.

9.2. Techninés specifikacijos aiskinimo ir taikymo tikslais nustatoma tokia Pirkimo dokumenty
virSenybés tvarka:

9.2.1.Skelbimas apie Pirkimg;

9.2.2.Sutarties specialioji dalis;

9.2.3.Techniné specifikacija;

9.2.4. Techniné specifikacijos priedas Nr. 1 ,Reikalavimai pirkimo objektui®;

9.2.5.Kiti Techninés specifikacijos priedai (jei taikoma);

9.2.6.Sutarties bendroji dalis;

9.2.7.Pirkimo salygos;

9.2.8.Pirkimo salygy priedai;

9.2.9.Tiekéjo pasitlymas.

9.3. Jei bet kuriame i$ 9.2 punkte nurodyty dokumenty yra dviprasmybiy, neatitikimy ar priestaravimy
aukstesnés galios dokumentuose nustatytoms saglygoms, Sios visuomet yra laikomos turinciomis
virSenybe pries Zemesnés galios dokumente nustatytas salygas nuo jy nustatymo momento.

9.4. Tuo atveju, jei Tiekéjo pateikti dokumentai, jskaitant licencijas, jy naudojimo taisyklés ar pan.,
prieStarauja 9.2.1-9.2.8 p. nurodytuose dokumentuose nustatytoms sglygoms, vadovaujamasi 9.2.1-
9.2.8 p. nurodyty dokumenty nuostatomis.

10. KARTU SU PASIULYMU TIEKEJAS TURI PATEIKTI

10.1. Rekomendacijas minimaliems infrastruktiros reikalavimams naujai sistemai ir medicininiy vaizdy
saugyklai. Rekomendacijose turi buti pateikta:

- Rekomendacijos pateikiamos skirtingiems sistemos haudojimosi segmentams: medicininiy vaizdy kiekis
per metus — 1, 2 ir 5 milijonai tyrimy per metus; DICOM perZiiiros jrankio vartotojy skaiCius vienu metu
— 50, 100 ir 300 vartotojy vienu metu;

- Planuojamas sistemos serveriy kiekis, jy paskirtis (aplikacijy ir duomeny bazés serveriai) ir reikalingi




resursai (CPU, RAM, disko talpa);
- Techniniai reikalavimai medicininiy vaizdy saugykly technologijoms;
- Kur jmanoma turi bati iSskirti minimalds ir rekomenduotini resursy reikalavimai;

- Kita informacija, kuri tiekéjo atzvilgiu gali bti naudinga planuojant infrastruktiirg naujai sistemai ir
medicininiy vaizdy saugyklai.

11. PRIEDAI

11.1. Priedas Nr. 1 Reikalavimai pirkimo objektui
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1. PIRKIMO TIKSLAS IR UZDAVINIAI

1.1. Santrauka

1. Nacionalinés medicininiy vaizdy archyvavimo ir mainy informacinés sistemos (toliau MedVAIS
arba Sistema) modernizavimo paslaugy pirkimo sglygy techninés specifikacijos reikalavimy pirkimo
objektui (toliau — Reikalavimai pirkimo objektas arba RPO) pateikiami reikalavimai, pagal kuriuos
turi buti modernizuojama Sistema.

2. RPO pateikiama informacija apie teisés aktus ir standartus, kuriais turi vadovautis Sistemos
modernizavimo paslaugy Teikéjas modernizuojant Sistema, jvardijami Pirkimo uzdaviniai, pateikiama
numatoma Sistemos funkciné architektlira ir jos aprasymas, aprasoma siekiama blsena bei
nurodomi funkciniai ir nefunkciniai reikalavimai, modernizuojant Sistema.

3. Sio pirkimo objekto dalyje numatyta:

3.1 Atnaujinti DICOM standarto palaikyma ir integracijg uztikrinant DICOM ir ne DICOM vaizdy ir jy
metaduomeny valdymag per standartizuotus DICOMweb (pvz.: QIDO-RS, WADO-RS, STOW-RS) ir
DIMSE (pvz.: C-FIND, C-MOVE, C-STORE) protokolus.

3.2 DICOM vaizdy perziiiros jrankio integracija, leidzianti vartotojams perzitiréti medicininius vaizdus.
3.3 Gamintojui neutralaus archyvo (angl. Vendor neutral archive, VNA) integracija — uztikrinamas
standartizuotas medicininiy vaizdy ir susijusiy duomeny perdavimas ir laikymas, nepriklausomai nuo
gamintojo ar specifinés diagnostikos jrangos.

1.2. Sgvokos ir sutrumpinimai

4. RPO naudojamos savokos ir sutrumpinimai pateikti 1 lenteléje ,Naudojamos sgvokos ir
sutrumpinimai®.

1 lentelé. Naudojamos sgvokos ir sutrumpinimai

Savoka/sutrumpinimas Paaiskinimas

DEV RC informaciniy technologijy infrastrukturos kdrimo (angl.
Development environment) aplinka, kurioje vyksta sistemos kirimas
ir vidinis testavimas

Testavimo aplinka RC informaciniy technologijy infrastrukturos aplinka, skirta
programinei jrangai testuoti (angl. Testing environment), kurioje
vyksta sistemos priémimo testavimas

Vystymo aplinka RC infrastrukturos aplinka skirta kiirimo bei vystymo darbams
vykdyti (angl. Development environment)

WS, web service Ziniatinklio paslauga (angl. web service)

PA Panaudos atvejis

ASP] Asmens sveikatos priezitros jstaiga

ESPBI IS Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastrukturos
informacinés sistema

HIS Sveikatos priezitros jstaigos informaciné sistema
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Paaiskinimas

Projektas

Nacionalinés medicininiy vaizdy archyvavimo ir mainy sistemos
(MedVAIS) ir jos teikiamy elektroniniy paslaugy plétra

RC, Perkancioji
organizacija

Valstybés jmoné Registry centras

E. sveikatos portalas

SAM Lietuvos Respublikos sveikatos apsaugos ministerija

SP] Sveikatos priezitiros jstaiga

SPS Sveikatos priezitros specialistas

SVEIDRA IS Privalomojo sveikatos draudimo informaciné sistema

VLK Valstybiné ligoniy kasa prie Sveikatos apsaugos ministerijos

IS Informaciné sistema

IT Informacinés technologijos

Portalas Priemoniy visuma, skirta pacienty ir sveikatinimo specialisty prieigai
arba prie Elektroniniy paslaugy. ESPBI IS aplinkoje Portalg jgyvendina E.

sveikatos portalo posistemé (toliau — E. sveikatos portalo
posistemeé).

Pastaba: Portalas jgyvendina E. sveikatos portalo koncepcija,
apibréztg E. sveikatos plétros programoje ir architektiiros modelyje.

XML

Bendros paskirties duomeny struktiry bei jy turinio aprasomoji
kalba arba Sios kalbos failas (angl. Extensible Markup Language)

DICOM

Standartas (ISO 12052:2017), apraSantis skaitmeniniy medicininiy
vaizdy ir su jais susijusios informacijos tvarkyma, saugojima ir
apsikeitimo procesus, angl. Digital Imaging and Communications in
Medicine.

FHIR

Tarptautiné el. sveikatos srities standartizuota metodologija (ISO/CD
PAS 24305), angl. Fast Healthcare Interoperability Resources.

MedVAIS arba Sistema

Nacionaliné medicininiy vaizdy archyvavimo ir mainy informaciné
sistema.

PACS Medicininiy vaizdy archyvavimo ir mainy informaciné sistema, angl.
Picture Archiving and Communication System.

RIS Sveikatos priezitros jstaigos radiologinio padalinio informaciné
sistema, angl. Radiology Information System.

uID Unikalus objekto identifikatorius DICOM standarte, angl. DICOM

Unigue Identifier.

Papildomos paslaugos

Papildomai reikalingos suteikti paslaugos, suderinamos tarp
Paslaugy teikéjo ir Perkanciosios organizacijos Projekto vykdymo
metu

Paslaugy teikéjas

Projekto vykdymo paslaugy teikéjas, kuris paslaugas teikia
vadovaudamasis Sia Technine specifikacija

MV

Medicininis(-ai) vaizdas(-i)
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5. Kitos RPO vartojamos sgvokos apibréztos Zemiau iSvardintuose teisés aktuose.

1.3. IS modernizavima bei veikima ir Paslaugy teikimg reglamentuojantys teisés aktai

6. Lietuvos Respublikos sveikatos sistemos jstatymas;

7. Lietuvos Respublikos sveikatos draudimo jstatymas;

8. Lietuvos Respublikos asmens duomeny teisinés apsaugos jstatymas;

9. Lietuvos Respublikos kibernetinio saugumo jstatymas;

10. Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastruktiros informacinés sistemos
naudojimo tvarkos aprasas, patvirtintas Lietuvos Respublikos sveikatos apsaugos ministro 2015 m.
geguzés 26 d. jsakymu Nr. V-657 ,Dél Elektroninés sveikatos paslaugy ir bendradarbiavimo
infrastruktdros informacinés sistemos naudojimo tvarkos apraso patvirtinimo";

11. Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastruktliros informacinés sistemos
nuostatai, patvirtinti Lietuvos Respublikos Vyriausybés 2011 m. rugséjo 7 d. nutarimu Nr. 1057 ,,Dél
Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastrukttiros informacinés sistemos nuostaty
patvirtinimo";

12. Sveikatos prieziliros jstaigy informaciniy sistemy susiejimo su e. sveikatos paslaugy ir
bendradarbiavimo infrastruktura reikalavimai ir techninés sglygos, patvirtintos Lietuvos Respublikos
sveikatos apsaugos ministro 2010 m. gruodzio 17 d. jsakymu Nr. V-1079 ,Dél sveikatos prieZitiros
jstaigy informaciniy sistemy susiejimo su e. sveikatos paslaugy ir bendradarbiavimo infrastruktira
reikalavimy ir techniniy sglygy patvirtinimo";

13. Skaitmeninés sveikatos sistemos funkcinés, techninés ir programinés jrangos architektiros
aprasas, patvirtintas Lietuvos Respublikos sveikatos apsaugos ministro 2019 m. spalio 2 d. jsakymu
Nr. V-1119 ,Dél Skaitmeninés sveikatos sistemos funkcinés, techninés ir programinés jrangos
architektiiros apraso patvirtinimo";

14. Lietuvos Respublikos sveikatos apsaugos ministro 2018 m. liepos 4 d. jsakymas Nr. V-769 ,Dél
duomeny subjekty teisiy jgyvendinimo Elektroninés sveikatos paslaugy ir bendradarbiavimo
infrastruktiros informacinéje sistemoje tvarkos apraso patvirtinimo";

15. Lietuvos Respublikos sveikatos apsaugos ministro 1999 m. lapkricio 29 d. jsakymas Nr. 515 ,Dél
sveikatos prieZidros jstaigy veiklos apskaitos ir atskaitomybés tvarkos";

16. Lietuvos Respublikos valstybés informaciniy iStekliy valdymo jstatymas;

17. ESPBI IS nuostatai koreguojami vadovaujantis Informaciniy sistemy steigimo, kurimo,
atnaujinimo, pertvarkymo ir likvidavimo tvarkos aprasu, patvirtintu Lietuvos Respublikos Vyriausybés
2024 m. geguzés 15 d. nutarimu Nr. 349 ,Dél Lietuvos Respublikos valstybés informaciniy istekliy
valdymo jstatymo jgyvendinimo";

18. Valstybés informaciniy sistemy gyvavimo ciklo valdymo metodika, patvirtinta Informacinés
visuomeneés plétros komiteto prie Susisiekimo ministerijos direktoriaus 2014 m. vasario 25 d. jsakymu
Nr. T-29 ,Dél Valstybés informaciniy sistemy gyvavimo ciklo valdymo metodikos patvirtinimo";

19. Elektroniniy paslaugy kdrimo metodika, patvirtinta Lietuvos Respublikos susisiekimo ministro
2015 m. spalio 7 d. jsakymu Nr. 3-416(1.5E) ,Dél metodiniy dokumenty patvirtinimo";

20. Duomeny teikimo formaty ir standarty rekomendacijos, patvirtintos Informacinés visuomenés
plétros komiteto prie Susisiekimo ministerijos direktoriaus 2013 m. kovo 25 d. jsakymu Nr. T-36 ,Dél
Duomeny teikimo formaty ir standarty rekomendacijy patvirtinimo";

21. ESPBI IS techninis aprasymas (specifikacija) rengiamas patvirtinus atnaujintus ESPBI IS
nuostatus. ESPBI IS techninis aprasymas (specifikacija) rengiamas vadovaujantis Informaciniy
sistemy steigimo, kdrimo, atnaujinimo, pertvarkymo ir likvidavimo tvarkos aprasu, patvirtintu
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Lietuvos Respublikos Vyriausybés 2024 m. geguzés 15 d. nutarimu Nr. 349 ,Dél Lietuvos Respublikos
valstybés informaciniy istekliy valdymo jstatymo jgyvendinimo";

22. Kuriamy vieSyjy ir administraciniy elektroniniy paslaugy tinkamumo naudotojams uztikrinimo
priemoniy metodinémis rekomendacijos, patvirtintos Informacinés visuomenés plétros komiteto prie
Susisiekimo ministerijos direktoriaus 2014 m. geguzés 5 d. jsakymu Nr. T-65 ,Dél Kuriamy viesyjy
ir administraciniy elektroniniy paslaugy tinkamumo naudotojams uztikrinimo priemoniy metodiniy
rekomendacijy patvirtinimo";

23. Projekty, kuriy jgyvendinimo metu kuriamos elektroninés paslaugos ir informaciniy technologijy
sprendimai, techninés priezitros rekomendacijos, patvirtintos Informacinés visuomenés plétros
komiteto prie Susisiekimo ministerijos direktoriaus 2017 m. lapkri¢io 22 d. jsakymu Nr. T-126 ,Dél
projekty, kuriy jgyvendinimo metu kuriamos elektroninés paslaugos ir informaciniy technologijy
sprendimai, techninés priezitiros rekomendacijy patvirtinimo";

24. Nejgaliesiems pritaikyty valstybés ir savivaldybiy institucijy ir jstaigy interneto svetainiy kdrimo,
testavimo ir jvertinimo metodinés rekomendacijos, patvirtintos Informacinés visuomenés plétros
komiteto prie Susisiekimo ministerijos direktoriaus 2004 m. kovo 31 d. jsakymu Nr. T-40 ,Dél
Nejgaliesiems pritaikyty valstybés ir savivaldybiy institucijy ir jstaigy interneto svetainiy kdrimo,
testavimo ir jvertinimo metodiniy rekomendacijy patvirtinimo®;

25. 2016 m. balandzio 27 d. Europos Parlamento ir Tarybos reglamentas (ES) 2016/679 dél fiziniy
asmeny apsaugos tvarkant asmens duomenis ir dél laisvo tokiy duomeny judéjimo ir kuriuo
panaikinama Direktyva 95/46/EB (Bendrasis duomeny apsaugos reglamentas);

26. Kibernetinio saugumo reikalavimy aprasas, patvirtintas Lietuvos Respublikos Vyriausybés 2018
m. rugpjtcio 13 d. nutarimu Nr. 818 ,Dél Lietuvos Respublikos kibernetinio saugumo jstatymo
jgyvendinimo™;

27. Informaciniy technologijy saugos atitikties vertinimo metodika, patvirtinta Lietuvos Respublikos
krasto apsaugos ministro 2020 m. gruodzio 4 d. jsakymu Nr. V-941 ,Dél Informaciniy technologijy
saugos atitikties vertinimo metodikos patvirtinimo";

28. Informacinés visuomenés plétros komiteto prie Susisiekimo ministerijos direktoriaus 2017 m.
lapkric¢io 22 d. jsakymas Nr. T-126 ,Dél projekty, kuriy jgyvendinimo metu kuriamos elektroninés
paslaugos ir informaciniy technologijy sprendimai, techninés priezitiros rekomendacijy patvirtinimo".
29. Kiti teisés aktai, reglamentuojantys valstybés informaciniy sistemy veikima, duomeny sauga,
funkcijas;

30. Jeigu Sutarties vykdymo metu bty pakeisti iSvardyti ar kiti, su Sioje Techninéje specifikacijoje
numatyty reikalavimy jgyvendinimu, susije, teisés aktai, Teikéjas privalo atsizvelgti j Siuos
pakeitimus, jeigu apie juos buvo suzinota iki projektavimo etapo pabaigos. Jeigu teisés akty
pakeitimai buvo priimti, tai laikoma, kad Teikéjas privaléjo suzinoti apie tokius pakeitimus. Jeigu
teisés akty pakeitimai dar nepriimti, o yra tik rengimo, svarstymo ar priémimo etape, tai laikoma,
kad Teikéjas suzinojo apie tokius pakeitimus tik tada, kai Perkancioji organizacija jj informavo ir
pareikalavo tokius pakeitimus jdiegti;

31. Teikéjas privalo vadovautis ne tik auksciau iSvardintais, bet ir visais kitais su Sutarties
jgyvendinimu susijusiais teisés aktais, taip pat jy naujausiais pakeitimais ir papildymais. Teikéjas turi
vadovautis Sutarties vykdymo metu naujai priimtais teisés aktais, jeigu jie susije su Sutarties
jgyvendinimu ir yra priimti ne véliau kaip iki projektavimo etapo pabaigos.

1.4. Pirkimo uzdaviniai

32. Pirkimo uzdaviniai:
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32.1. Atlikti detalig poreikiy ir galimybiy analize;

32.2. Sumodeliuoti ir suprojektuoti modernizuojamos ESPBI IS MedVAIS posistemés funkcionalumag
ir duomeny mainy sasajas;

32.3. Parengti ir suderinti visg humatytg Sistemos dokumentacija;

32.4. Realizuoti Sistemos funkcijas ir duomeny mainy sgsajas;

32.5. Idiegti Sistemos funkcijas ir duomeny mainy sasajas;

32.6. Idiegti duomeny bazes bei kitg reikiamg standartine programine jrangg;

32.7. Sékmingai jvykdyti Sistemos sukurty funkcijy ir sasajy priémimo testavima;

32.8. Parengti mokymy medziaga ir jvykdyti mokymus;

32.9. Paruosti Sistemg eksploatavimui;

32.10. Sékmingai atlikti sukurtos Sistemos bandomaja eksploatacija.

33. Perkamy paslaugy rezultatai:

33.1. Sukurta, jdiegta ir iStestuota modernizuota ESPBI IS su atnaujinta MedVAIS posisteme;
33.2. Sukurtos sasajos su iSorinémis informacinémis sistemomis ir registrais;

33.3. Parengta Sistemos techniné dokumentacija;

33.4. Apmokyti Sistemos naudotojai;

33.5. Suteikta Sistemos garantiné priezidra.

1.5. Sprendziamy problemy aprasymas

34. MedVAIS architektlra yra apribota konkrecios ASP] deklaruoty ir pateikty MV turiniu, todél néra
galimybés sudaryti keliy ASPI sukurty MV sgrasy pagal diagnozes, kiino vietas ar konkrety pacienta.
Duomeny apie tuos MV, kurie néra deklaruojami ir/arba perduodami saugoti j MedVAIS, nacionaliniu
mastu néra, taigi, néra prieigos prie Siy MV duomeny sveikatos prieZitiros paslaugy teikimo ir
pakartotinio naudojimo tikslais.

35. Esami MV paieSkos parametrai riboja analitikos galimybes, kylancias iS skirtingy sveikatos
prieziliros specialisty poreikiy.

36. Néra sukurtas pilnas MV nuasmeninimo ir pseudoniminimo funkcionalumas, kuris pralésty MV
duomeny pakartotinio panaudojimo galimybes.

37. MedVAIS néra galimybés atlikti saugykloje esanciy MV WEB perZitros, o ASP] gydytojai per e.
sveikatos portalg negali atsisiysti savo ASP] sugeneruoty diagnostiniy tyrimy j savo darbo stotis.
38. Esamas medicininio vaizdo aprasymo struktiiros duomeny laukai nesusieti su klasifikatoriais ir
jose unifikuotomis kintamuyjy reikSmeémis, kas nepagristai prailgina aprasymo kirimo procesus.

39. Esamame aprasyme néra visy Europos komisijos rekomendacijose nurodyty duomeny laiky,
naudojamy dokumento paieskai.

40. Siuo metu MedVAIS posistemé naudoja ESPBI IS naudotojy prieigos teisiy prie pacienty ESI
jrasy modulj. Sis modulis néra tinkamas praktikoje jprastose MV situacijose: MV sukuria vienos ASP]
specialistai, o $io MV aprasyma parengia kitos ASP] gydytojai. Siuo metu MedVAIS MV gali biti
patvirtintas tik deklaruojant/perduodant MV ir jo apraSyma kartu, t.y. autorizuojantis i$ vienos ASP].
Todél MedVAIS butina modernizuoti, sukuriant praktikoje jprastai situacijai pritaikytg naudotojy
teisiy valdymo algoritma.

41. Siuo metu MedVAIS saugomi ne visi sveikatos prieZitiros paslaugy teikimo metu sukuriamy MV
tipai: pavyzdZiui, néra saugomi jpg, kurie yra gydytojams-dermatologams svarbiis MV, taip pat
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kraujospiidZio matavimai, atliekami HOLTER aparatais, duomenys, miego steb&jimo duomenys ir
pan.

2. ESAMOS BUSENOS APRASYMAS

42. Nacionaliné MV archyvavimo ir mainy IS MedVAIS buvo sukurta 2013-2015 m. kaip atskira
ESPBI IS posistemé, skirta saugoti, archyvuoti ir dalintis medicininiais vaizdais tarp ASP]:

42.1. MedVAIS sukurtoje infrastrukturoje sukaupti 24 tipy radiologiniai, ultragarso ir ECG tyrimy
rezultaty skaitmeniniai MV.

42.2. Remiantis Higienos instituto duomenimis, rentgeno (XA), ultragarso (US), kompiuterinés
tomografijos (CT), magnetinio rezonanso (MR), endoskopijos (ES) ir pozitrony emisijos
kompiuterinés tomografijos (PT) tyrimai Lietuvoje kasmet sudaro apie 6 min. Laikant, kad: XA — 90
MB, US - 60 MB, CT — 430 MB, MR — 115 MB, ES — 30 MB, PT — 30 MB bendras sugeneruojamy
tyrimy kiekis Lietuvoje yra ~ 600 Tb per metus, iS kuriy j MedVAIS perduodama 20 — 25 %.

42.3. ] MedVAIS per metus perduodama iki 1,8 min. tyrimy. Tai sudaro nuo keliy iki ~ 40 %
medicininiy vaizdy 2015 — 2023 mety laikotarpyje.
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30% -
20% -
10% +
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2015 2016 2017 2018 2019 2020 2021 2022 2023

| MedVAIS neperduoti tyrimai, mln. vnt. ® ] MedVAIS perduoti tyrimai, mln. vnt.

1 pav Medicininiy vaizdy kiekis MedVAIS ir Lietuvoje 2015 — 2023 metais.

42.4. Iki 2023 m. pabaigos — MedVAIS buvo saugoma daugiau nei 15 min. MV. Bendra MedVAIS
saugomy MV uzimama talpa 2024 m. pabaigoje buvo 1,4 PB, kai visa MV saugojimui skirtos
infrastruktdros talpa 2,3 PB.

42.5. Kiekvienas medicininis vaizdas MedVAIS yra susietas su atskiru ESI jrasu, t.y. duomeny rinkiniu
E027-va ,Medicininio vaizdo diagnostinis apraSymas", kurio struktira pateikiama 3-ioje lenteléje.
42.6. Per MedVAIS gyvavimg iki 2024 mety pabaigos buvo pateikta virS 11 min. pasirasyty
medicininio vaizdo aprasymo formuy.
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2 pav. Pasirasyty ir j MedVAIS perduoty medicininio vaizdo apraSymo formy kiekio kitimas 2015 —
2024 metais.

42.7. Siuo metu ~ 200 jstaigy yra integravusios j MedVAIS (jstaigos PACS siuncia medicininius

vaizdus | MedVAIS).
8i§73



Reikalavimai pirkimo objektui MedVAIS modernizavimo paslaugoms 'Q“REGISTRU
A CENTRAS

42.8. MedVAIS posistemé buvo sukurta uztikrinti Sias galimybes:

42.9. ASP] ir specialistams elektroniniu badu gauti kity ASP] diagnostiniy tyrimy rezultatus.

42.10. Medicininj vaizda sukirusiai ASP] per e. sveikatos portalg teikti diagnostinj tyrimg elektroniniu
bldu kitos ASP] specialisto analizei.

42.11. Perziréti MedVAIS esanCius medicininius vaizdus pacientams, sveikatos priezitiros
specialistams, sveikatos prieZzitiros paslaugy valdyma ir kontrole vykdancios organizacijoms.

42.12. Gauti ir perzitréti statistines ataskaitas bei statistinius duomenis.

42.13. Gauti nuasmenintg medicininj vaizdg sveikatos priezitiros paslaugy valdymui ir kontrolei bei
mokslinei veiklai.

2.1. Sistemos organizaciné struktura

43. Sistemos valdytojas yra Lietuvos Respublikos sveikatos apsaugos ministerija, Sistemos
tvarkytojas yra RC.

2.2. Sistemos naudotojai ir tikslinés grupés
44, Sistemos naudotojy aprasymas pateiktas 2-oje lenteléje.

2 lentelé. Sistemos naudotojy aprasymas

Nr. Naudotojas Aprasymas

1. Pacientas Asmuo, kuris naudojasi sveikatos prieZzitros jstaigy teikiamomis
paslaugomis, nepaisant to, ar jis sveikas ar ligonis.

2. Sveikatos priezitiros | Asmuo, teikiantis sveikatos prieZitros paslaugas — Seimos gydytojas,
specialistas ar bet kurios kitos specializacijos gydytojas (iSskyrus radiologinius,
ultragarsinius, EKG ir EEG tyrimus diagnozuojancius gydytojus
specialistus), galintis perzidréti paciento sveikatos istorijg, rengti
tyrimy uzZsakymus. Si rolé nesuteikia teisés rengti medicininiy vaizdy
diagnostiniy apraSymu.

3. Radiologas Gydytojas radiologas perzidrintis jrenginiy sukurtus medicininius
radiologinius vaizdus, darantis medicininiy vaizdy anotacijas,
sukuriantis tyrimy diagnostinius aprasymus ir turintis teise juos
pasirasyti. Ultragarsiniy, EKG ir EEG tyrimy diagnozavimo atveju
savoka —Radiologas — nagrinéjant PA salygiskai praple¢iama ir apima
kitus gydytojus specialistus, turinCius teise diagnozuoti atitinkamus

tyrimus.

4, PACS Su MedVAIS saugiu rySiu sujungta SPI PACS, teikianti ar gaunanti
medicininius vaizdus.

5. HIS Su ESPBI IS sujungta sveikatos priezitros jstaigos informaciné
sistema.

6. RIS Su ESPBI IS sujungta sveikatos prieZitros jstaigos radiologinio

padalinio informaciné sistema.
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Nr. Naudotojas

7. Sveikatos priezitros
veikla
koordinuojancios ir

administruojancios

Aprasymas

Sveikatos priezitros veikla koordinuojancios ir administruojancios
organizacijos, kurioms MedVAIS duomenys reikalingi sveikatos
apsaugos politikos formavimui.

REGISTRY

S CENTRAS

organizacijos

8. Moksline veiklg Moksline veikla vykdancéios organizacijos, kurioms MedVAIS
vykdancios duomenys reikalingi moksliniy tyrimy tikslams.
organizacijos

2.3. Sistemos funkciné struktira architekturai

45. ESPBI IS nuostaty IV punkte nurodyti ESPBI IS funkciniai komponentai sudaro funkcine
architektlrg ir aprasomi ESPBI IS loginiame modelyje.
46. ESPBI IS yra pagrindiné skaitmeninés sveikatos sistemos jgyvendinimo priemoné — Lietuvos
Respublikos sveikatos sistemos organizaciniy, telekomunikaciniy ir programiniy priemoniy bei
duomeny baziy, skirty elektroninés asmens sveikatos istorijoms centralizuotai formuoti, naudoti ir
kaupti bei jomis keistis tarp sveikatinimo veiklg vykdanciy jstaigy, jy specialisty ir kity darbuotojy,
visuma. ESPBI IS uztikrina Lietuvos skaitmeninés sveikatos sistemos subjekty bendradarbiavimg ir
juy informaciniy sistemy integracijg per duomeny mainy posisteme, skaitmeninés sveikatos paslaugy
veikima ir prieigg prie vieSojo administravimo institucijy informaciniy istekliy.
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2.3.1. Sistemos loginis modelis

47. ESPBI IS posistemés:

Pacienty ir sveikatinimo specialisty prieigos prie e. paslaugy posistemé — Skaitmeninés
sveikatos portalas (toliau — Portalas) — kompiuteriniy priemoniy, skirty vieno langelio prieigos
gyventojams bei sveikatos priezitros ir farmacijos specialistams principui jgyvendinti, visuma.
AutentiSkumo uztikrinimo posistemé — VIISP priemonémis ar tiesioginémis ESPBI IS
naudotojy identifikavimo priemonémis uztikrina ESPBI IS naudotojy tapatybés nustatyma,
Portalo naudotojy tapatybés nustatyma, generuoja elektroninj spaudg ir leidZia pasirasyti
elektronines dokumenty formas elektroniniu spaudu. Visy ESPBI IS naudotojy
autentifikavimas vykdomas per VIISP naudotojy tapatybés nustatymo modulj.
Administravimo posistemé — uztikrina ESPBI IS valdyma, efektyvias ESPBI IS administravimo
priemones ir ESPBI IS vykstanciy techniniy (sisteminiy) procesy stebéjima.
Saugos posistemé — registruoja ESPBI IS naudotojus, suteikia ir tvarko ESPBI IS naudotojy
prieigos prie duomeny teises, uztikrina ESPBI IS naudotojy tapatybés nustatymg ir Portalo
naudotojy tapatybés nustatymg, pasitelkiant VIISP priemones, uztikrina ESPBI IS naudotojy
teisiy valdyma, uztikrina ESPBI IS duomeny sauga, uztikrina ESPBI IS duomeny archyvavimag
ir rezerviniy duomeny kopijy daryma.
Audito posistemeé — uztikrina efektyvias ESPBI IS stebésenos ir audito priemones, registruoja
visus ESPBI IS naudotojy veiksmus, uztikrina audito jrasy vientisuma ir jrasy paieska, rengia
ESPBI IS naudotojy veiksmy ataskaitas.
ESI posistemé — uztikrina ESI duomeny tvarkymg ir paieska, paciento duomeny teikimg
ESPBI IS duomeny mainy ir Portalo posistemémes.
Pacienty posistemé — uztikrina pacienty bendryjy duomeny tvarkyma ir paieskg, paciento
identifikavimg pagal jo varda, pavarde ir gimimo datg, asmens koda, lytj, ESI identifikacinj
numerj.
Klasifikatoriy posistemé centralizuotai tvarko klasifikatoriy duomenis, teikia klasifikatoriy
duomenis ESPBI IS tvarkytojams, ESPBI IS duomeny teikéjams ir kitoms suinteresuotoms
institucijoms, uztikrina klasifikatoriy duomeny paieska.
E. recepto posistemé — sudaro salygas iSrasyti vaistinius preparatus ir kompensuojamasias
medicinos pagalbos priemones elektroniniu budu ir kaupia duomenis apie juos, tvarko
elektroniniu biidu iSrasyty recepty duomenis, rengia ir teikia iSraSyty vaistiniy preparaty ir
kompensuojamyjy medicinos pagalbos priemoniy ataskaitas, uztikrina e. recepty duomeny
paieska.
Medicininiy vaizdy posistemé — uztikrina nacionalinés medicininiy vaizdy saugyklos veikima,
tvarko medicininius vaizdus, uztikrina sveikatos prieZitiros specialistams ir pacientams prieiga
prie saugomy medicininiy vaizdy ir medicininiy vaizdy paieska.
Sveikatinimo paslaugy posistemé — kaupia ir teikia duomenis apie suteiktas sveikatinimo
paslaugas, rengia ir teikia suteikty sveikatinimo paslaugy, kompensuojamy i$ Privalomojo
sveikatos draudimo fondo biudzeto, ataskaitas.
Metodinés pagalbos teikimo sveikatinimo specialistui posistemé — teikia informacijg apie
rekomenduojamus tyrimo, gydymo budus, teikia vaistiniy preparaty klinikine informacijg ir
kitg metodine informacija.
Duomeny analizés, ataskaity formavimo ir informavimo posistemé — teikia ataskaitas pagal
iS anksto nustatytus rodiklius, uztikrina duomeny analizés jvairiais pjlviais, naudojant
programines analizés priemones, vykdyma, uztikrina ligy ir sergamumo analizés bei ataskaity
rengimg, rengia ir teikia statistines ir visuomenés sveikatos stebésenos ataskaitas ir kitas
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sveikatinimo veiklos valdymo subjektams reikalingas ataskaitas, formuoja statistines ir
analitines ataskaitas iS kity posistemiy duomeny, teikia visuomenei vieSg statistine
informacija.

Neésciyjy, gimdyviy ir naujagimiy posistemeé — registruoja néscigsias, gimdyves ir naujagimius
ir vykdo jy paieska, kaupia ir saugo Kklinikine informacijg apie néscigsias, gimdyves ir
naujagimius, atlieka duomeny statistine analize ir formuoja ataskaitas, vykdo duomeny
mainus su kitomis informacinémis sistemomis, valdo naudotojy teises ir roles, nésciyjy,
gimdyviy ir naujagimiy informacinés sistemos parametrus, taip pat saugo naudotojy ir jy
prisijungimo duomenis, dokumentus ir jy Sablonus.

Slaugos paslaugy posistemé — kaupia ir saugo duomenis apie asmens slaugg, sudaro
galimybe slaugytojui fiksuoti visg su slauga susijusig informacijg elektroniniy dokumenty
formose, leidzZia slaugos paslaugas pateikti Portale arba per tinklines sgsajas — ESPBI IS
slaugos posisteméje uzfiksuoti slaugos procediiry ir tyrimy iS mobiliyjy jrenginiy duomenis ir
atvaizduoti pacientams arba jy jgaliotiems asmenims Portale.

Duomeny mainy posistemé — uztikrina duomeny mainus tarp ESPBI IS ir kity skaitmeninés
sveikatos sistemos komponenty (sveikatinimo veiklg vykdanciy jstaigy informaciniy sistemy,
sveikatos sektoriaus registry ir informaciniy sistemy ir kity vieSojo administravimo sektoriy),
elektroninés medicininés istorijos (EMI) duomeny mainus tarp Mobiliosios programélés ir
kity duomeny mainy komponenty, taip pat teikia ESPBI IS Kklasifikatoriy duomenis
sveikatinimo jstaigy ir suinteresuoty institucijy informacinéms sistemoms.

48. MedVAIS posistemé:

MedVAIS architektira paremta virtualiy PACS sistemy sukurimu kiekvienai medicininius
vaizdus j MedVAIS siuncianciai ar iS MedVAIS MV gaunanciai ASP]. PACS sistemos sukuriamos
atskirose virtualiose masinose kaip DCM4CHEE 4.3.0 egzempliorius.

DCM4CHEE karkaso veikimas paremtas principu vienas DCM4CHEE egzempliorius — viena
jstaiga. Dél to, kiekvienai jstaigai sukuriama atskira duomeny bazés schema, kurioje visus
saugomus duomenis PACS traktuoja kaip tik tos jtaigos duomenis. Yra tiek savo struktira
identiSky duomeny baziy schemy, kiek sukuriama virtualiy PACS prieigy jstaigoms.

RySio tarp ASP] PACS ir MedVAIS PACS sistemos palaikymui naudojamas saugus VPN
kanalas.

Duomeny modelis ir funkcionalumai MedVAIS posisteméje susideda i$ dviejy loginiy sriciy:
MedVAIS PACS duomeny struktdros ir funkcionalumy srities bei ESPBI IS MedVAIS duomeny
struktdros ir funkcionalumy srities.

MedVAIS PACS duomeny strukttros ir funkcionalumy sritis apima sistemos veikimo dalj,
kurioje realizuotos virtualios PACS sistemos, skirtos darbui su SP] Irenginiais bei uztikrina
DICOM komunikacija. éioje dalyje kaupiami duomenys, kurie sistemoje atsiranda
komunikacijos DICOM protokolu metu, bei papildomi ir pagalbiniai duomenys.

ESPBI IS MedVAIS duomeny strukturos ir funkcionalumy sritis apima visas duomeny
struktiiras, kurios realizuojamos ESPBI IS dalyje. Kadangi E. sveikatos portalo atzvilgiu
MedVAIS yra kaip integrali, vieninga ESPBI IS posistemé, su Portalo veikimu susije MedVAIS
komponentai realizuojami tomis paciomis priemonémis ir principais kaip ESPBI IS centriné
dalis, kartu jgyvendinant ir vieningg duomeny modelj. Todél medicininio vaizdo diagnostinio
aprasymo ir medicininio vaizdo esybés realizuojamos kaip FHIR standarto resursai. Taikomi
ir tie patys duomeny valdymo principai — E027-va el. dokumentas konstruojamas kaip FHIR
resursy kompozicija, resursy duomenys saugomi toje pacioje duomeny bazés schemoje greta
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ESPBI IS centrinés dalies resursy duomeny lenteliy, resursy nuorodos nukreipia j ESPBI IS
centrinés dalies valdomus resursus (paciento, gydytojo, jstaigos resursai). Duomeny s3asaja
tarp dviejy daliy realizuojama per tyrimo esybe. Atsiunc¢iamas diagnostinis tyrimas visada turi
unikaly UID, kuris registruojamas tiek DCM4CHEE schemos lenteléje, tiek atitinkamame FHIR
resurse. FHIR resurse ImagingStudy registruojami ir kiti DICOM duomenys, taciau tyrimo

UID lieka pagrindine sagsaja tarp abejose srityse esanciy duomeny struktry.

Integracija su MedVAIS paremta architektlriniu principu, kad naudojami du pagrindiniai
komunikacijos su MedVAIS kanalai:

e Medicininiams vaizdams teikti ir gauti — DICOM komunikacija su MedVAIS PACS. Visa
komunikacija ir duomeny apsikeitimas tarp SP] PACS / Irenginiy ir MedVAIS PACS vykdoma
pagal DICOM 3.0 standarto protokola.

e Aprasomiesiems ir kitiems susijusiems medicininiams duomenims ir dokumentams — FHIR
komunikacija per ESPBI IS integracinius taskus.

Kiekvienam medicininiam vaizdui, kuris pateikiamas DICOM protokolu j MedVAIS, MedVAIS
sukuriamas tyrimo FHIR resursas — ImagingStudy. Visiems tolimesniems veiksmams tiek per E.
Sveikatos portalg, tiek per integracijg su SP] IS, kai reikalinga surasti, aprasyti, perzitréti ar kitaip
valdyti diagnostinj tyrimg, naudojamas atitinkamas ImagingStudy resursas. Resurso atitiktj su
konkreciu diagnostiniu tyrimu visais atvejais nusako unikalus tyrimo identifikatorius (UID). Zemiau
pateikiama pavyzdiné integracijos schema diagnostinio tyrimo apraSymo rengimo atveju.

~
Endpoint:
ImagingStudy

g SP| ™

-
[ HIS } { 5P PF'CS } MedVAIS PACS
Irenginys

ESPBI IS

tyrimas

|
|
|
Sukuriamas diagnostinis |
|
|
|

T
| Siungiamas tyri
yrimas
(DICOM DIMSE) 7
1

Sukuriamas tyrimo
ImagingStudy resursas

tyrimo aprasymas

Surasti tyrimo duomenis pagal UID
(FHIR RESTful)

Y

|

|

|

|

. . - I
Sukuriamas diagnostinio |
|

|

T

|

|

(FHIR RESTul)

|

|

|

Formuojamas ED27-va |
formos dokumentas |
|

|

|

|

I
I
. I J

4 pav. Pavyzdiné integracijos schema diagnostinio resurso tyrimo aprasymo rengimo atveju

E027-va. diagnostinio tyrimo apraSymas dokumento pateikimas yra realizuotas sgveikos scenarijumi
pateiktu paveiksle Zemiau. Medicininio tyrimo apraSymas FHIR RESTful protokolu perduodamas j
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aktualius integracinius taskus kaip pateikta pavyzdyje. Pavyzdyje pateiktame pasiraSymo
komponente yra generuojamas, pasirasomas ir saugomas PDF dokumentas, atitinkantis medicininio
vaizdo apraSymo duomeny rinkinj pateiktg 3-ioje lenteléje kartu su jstaigos, paciento ir specialisto

Reikalavimai pirkimo objektui MedVAIS modernizavimo paslaugoms

duomenimis.

HIS

/

ESPBI IS

\

[Endpuim Cnmpusmnn]

[ Endpoint: Order ] [
T

Endpoint: Condition ]

[Emspmm Imagmgstudy] [ Endpoint ] [
T

Endpoint ]

1. Surasti E025 dokumenta pagal atvykimo duomenis (Encounter]

|

|

‘Sukuriamas diagnostinio |
tyrimo apradymas i

|

I

|

|

R

2. Composiion resursai

|
3. Surasti siuntimo duomenis pagal Order resurso id 1§ E025 dokumento, »

T g 4. Oierroamsans s fossomugon e rogee el |

5. Surasti

ius i§ E025 dokumento

usijusias diagnozes pagal i
T

6._Condition resursai

s M TR I S IR

sukurtiems

— — — — »{ Transakcija: Atom Feed

|
10. Nusiysti sukuta transakeija vykdymui

|
1. Sukurty resursy identifikatoriai

T
I
I
1
1
1
1
I
I
I
I
I
I
I
I
I
I
I
1
1
1
1
I
I
I
I
I
I
I
|
|
|
|
1
1

Pasiradyti medicinini dokumenta

-

dokumento PDF

Pasiragyto medicininio

dokumento generavimas

T
. |

7 S

|
|
|
|
|
|
|
|
|
e e e e e I B e e el e o B

H

5 pav. E027-va. diagnostinio tyrimo aprasymas dokumento pateikimas realizavimo sgveikos
scenarijus

Istaigy integracija ir sgveika su MedVAIS detaliau pateikta ESPBI IS duomeny mainy ir integracijos

projektavimo dokumentacijoje, 3.15 skyriuje ,,SPI ir MedVAIS integracijos dokumentacija™!.

3 lentelé. Medicininio vaizdo apraSymo formos duomeny rinkinys

Nr. Formos laukas FHIR resursas Resurso atributas
10.1. Siuntimo duomenys:
10.1.1. Atvyko su siuntimu (TAIP / NE): Encounter type: CodeableConcept [0..*]
10.1.1.1. | Nuoroda j siuntimo el. dokumenta indication: Order [0..1]
10.1.1.2. | Siuntimo numeris Order id: identifier [1]
10.1.1.3. | Siuntimo data ir laikas Order date: dateTime [0..1]
10.1.1.4. | Siuntimo diagnozé Condition text : String [0..1]
10.1.1.5. | Siuntimo diagnozés kodas Condition code : String [0..1]
10.1.2. Atvyko be siuntimo (zyma)
10.2. Tyrimo aprasymo informacija:
10.2.1. Tyrimo (medicininio vaizdo) aprasymo numeris | DocumentReference masterIdentifier: String [1]
10.2.2. Tyrimo UID ImagingStudy uid: String [1]
10.2.3. Tyrimo data ir laikas ImagingStudy dateTime: dateTime [1]
10.2.4. Tyrimo pavadinimas ImagingStudy description: String [0..1]
10.2.5. Tyrimo ACHI kodas DiagnosticReport name: codeableConcept [1]
10.2.6. Pacientas neidentifikuotas (Zyma) Patient identifier : codeableConcept [1]
10.2.7. Prisegta (-os) byla (-os) (TAIP / NE): List entry: Image [0..*]
10.2.7.1. | Byly skaicius List entry: Image [0..*]
10.3. Tyrimo (medicininio vaizdo) aprasas DiagnosticReport description: String [1]
10.4. ISvada DiagnosticReport conclusion: String [1]

T https://www.esveikata.lt/espbi-specifikacija
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10.5. Pagrindiné diagnozé:
10.5.1. TLK-10-AM kodas Condition code: CoadeableConcept [1]
10.5.2. Pavadinimas Condition display: String [1]
10.5.3. Aprasymas Condition notes: String [0..1]
10.6. Diagnozé 1
10.7. Diagnoze 2
10.8. Jonizuojancios spinduliuotés duomenys:
10.8.1. Irenginio serijinis numeris Observation valueString: String [0..1]
10.8.2. Dozé Observation valueQuantity: Quantity [0..1]
10.8.3. Matavimo vienetas Observation valueQuantity: String [0..1]
10.9. Susije tyrimai:
10.9.1. Pavadinimas ImagingStudy description: text [1]
10.9.2. Susijusio tyrimo numeris ImagingStudy uid : String [0..1]

2.3.2. Naudojamos technologijos
49. Oracle EE;

50. Java;

51. Angular;

52. TypeScript;

53. RabbitMQ;

54. Flutter;

55. CentOS, Red Hat Fuse;
56. Power BI;

57. WildFly;

58. DCM4CHE.

2.4. Sistemos fiziné struktura

59. MedVAIS failinés saugyklos duomeny saugojimas uztikrinamas naudojant 2 komplektus
saugojimo sistemy, kur kiekvienoje i$ jy yra:

59.1 Xcellis MDC duomeny prieigos valdikliai — sukuria vieningg failine sistemg bei pateikia auksto
nasumo (HA) duomeny prieigg prie failinés sistemos. Taip pat, uztikrina failinés sistemos duomeny
kopijavimg be papildomo vartotojo jsikiSimo (transparent data management);

59.2 Quantum QXS424 duomeny saugykla — aukSto nasumo saugykla, kurioje saugomi failinés
sistemos meta duomenys;

59.3 Bull Optima3700 duomeny saugykla — saugomi failinés sistemos duomenys;
59.4 Quantum QXS584 duomeny saugykla — saugomi failinés sistemos duomenys;

59.5 Quantum AEL500 juosty biblioteka — pagal nustatytg politikg j Sig bibliotekg Xcellis MDC gali
perkelti duomenis iS duomeny saugykly be papildomo vartotojo jsikiSimo. Vartotojui prireikus
duomeny - jie automatiskai atstatomi j duomeny saugykla.

59.6 Xcellis Workflow Extender — valdiklis, atsakingas uz duomeny replikavimg tarp pagrindinés ir
rezervinés saugojimo sistemos;

59.7 Quantum QXS584 kartu su Bull Optima 3700 sudaro pagrindine medicininiy vaizdy talpg, i$
kurios Siuo metu yra uzimta 1,4 PB.
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3. SISTEMOS PAGEIDAUJAMOS BUSENOS APRASYMAS

60. Sios Paslaugy teikimo sutarties apimtyje siekiama modernizuoti ir jdiegti Sistema, kuri realizuoty
Sias naujas funkcijas:

60.1. Medicininiy vaizdy prieiga — funkcionalumas leidzZiantis sveikatos priezitros specialistui
pasiekti ir atsisiysti pacienty medicininius tyrimus ir jy aprasymus i$ skirtingy, tyrimus j MedVAIS
pateikusiy, jstaigy:

60.1.1. Sudaryta galimybé teikti pacientui atlikty tyrimy saraso uzklausg DICOM protokolu;
60.1.2.Sudaryta galimybé atsisiysti medicininius vaizdus pagal pateiktg sgrasg DICOM DIMSE
servisais;

60.1.3. Sudaryta galimybé atsisiysti medicininius vaizdus DICOMweb servisais;

60.1.4. MedVAIS, pasinaudodamas ESPBI IS naudotojy prieigos teisiy mechanizmu gali patikrinti ar
ASP] ir konkretus gydytojas turi prieigos prie paciento duomeny teise.

60.2. Medicininiy tyrimy perziiiros jrankis — medicininiy vaizdy (DICOM ir ne DICOM formato)
perzilros jrankis, kurio prieinamumas vartotojui valdomas pagal jo role. Funkcionalumas turi biti
pritaikytas vartotojo darbui HIS aplinkoje ir e. sveikatos portaluose bei nereikalaujantis jokiy diegimo
vartotojo kompiuteryje veiksmy.

60.3. Ne DICOM formato faily perdavimo galimybé — funkcionalumas leidziantis MedVAIS
priimti ir saugoti ne DICOM standartu perduodamas rinkmenas, su tikslu jas atidaryti tame paciame
medicininiy vaizdy perzitros jrankyje bei galimybe dalintis tarp jstaigy DICOM standarto
protokolais. Funkcionalumas turi buti pritaikytas vartotojo darbui HIS aplinkoje ir e. sveikatos
portaluose.

60.4. Duomeny registro ir duomeny saugyklos valdymo
funkcionalumas — modernizuojamas MedVAIS turi turéti duomeny registro ir saugyklos valdymo
funkcionaluma, leidzZiant;:

60.4.1. Migruoti duomenis iS esamo PACS j modernizuojamg sistema;

60.4.2. Migruoti duomenis esamoje infrastruktiroje, tais atvejais kai neiSvengiamai reikia atnaujinti
jos komponentus;

60.5. Hibridinio modelio jgalinimas — po Sio paslaugos pirkimo jgyvendinimo MedVAIS atliks
centrinio registro ir saugyklos funkcijas. Taciau, modernizuojama sistema taip pat turi uztikrinti
galimybe ateityje pritaikyti hibridinj duomeny saugojimo model;j Lietuvoje:

60.5.1. Hibridinio modelio atveju, medicininiy vaizdy saugykly funkcija atlikty ne tik MedVAIS, taciau
ir ASP], turincios tam reikiamg infrastruktira.

60.5.2. MedVAIS atlikty pagrindinio registro bei vienos i$ medicininiy vaizdy saugykly funkcijas.
60.5.3. Hibridinio modeliu atveju ASP] galéty pasirinkti teikti j MedVAIS medicininj vaizda saugojimui
arba teikti informacija apie medicininj vaizda su galimybe jj atsisiysti kitoms ASP].

60.5.4. ASP] kreipdamasi j MedVAIS atsisiysty tyrimg iS MedVAIS arba gauty nuorodg is ASP], kurioje
saugomas tyrimas.

60.6. Medicininio tyrimo nuasmeninimo funkcionalumas — modernizuojamas MedVAIS turi
galéti nuasmeninti medicininius vaizdus (metaduomenis ir pikseliuose iSsaugotg informacija (angl.
burned into pixel data)) pakartotiniam panaudojimui.

60.7. Duomeny gyvavimo ciklo valdymo funkcionalumas — atnaujinta MedVAIS sistema turi
galéti taikyti medicininiy vaizdy, kity DICOM ir ne DICOM formato rinkmeny gyvavimo ciklo valdymo
taisykles, nustatancias saugojimo atminties erdviy naudojima. Turi biti galimybé valdyti duomeny
saugojimg skirtingose atminties erdvése pagal su paciento duomenimis susijusius ir kitus jvykius
(pvz.: uzregistruotas apsilankymas).
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Siekiamus jgyvendinti funkcionalumus atspindi pirminé sistemos protokolus ir sudedamasias dalis
apibendrinanti schema (Zr. 6 pav.):

VNA — (angl. Vendor neutral archive) atliekamas duomeny valdymas tarp atminties sriciy ir
uztikrintas duomeny priémimas ir atidavimas nepriklausomai nuo duomeny teikéjo pradinio
ir pageidaujamo formaty (normalizuoti metaduomenys ir rinkmena).

DICOM serveris — jgyvendinti DICOM standarto protokolai (DIMSE ir DICOMWeb) duomeny
perdavimui ir perzitros jrankio prieigai bei tyrimy metaduomeny valdymas.

EHR — medicininiy vaizdy duomeny ir elektroninés sveikatos istorijos registro sgsaja bei
vartotojy komponentai tiesiogiai naudojantys DICOM protokolus (WADO-RS — medicininiy
vaizdy perdavimas, STOW-RS - medicininiy vaizdy saugojimas, DIMSE - duomeny
apsikeitimas tarp sistemos ir vaizdus generuojanciy jrenginiy bei kity aplikacijy ar sistemy
palaikanciy DIMSE protokolus).

Infrastrukttros, duomeny bazés ir tinkly dedamosios detalizuojamos projekto jgyvendinimo
metu.

1 -0 @
1| picom viewer ESPBI EHR

DIMSE-C > FHIR
{ImagingStudy resource;

! [
! [
! T [
! picoM store I_T !
| DICOM = FHIR registy ‘& o |
! |
| [
' !

DICOMWeb

QIDO-RS

Data exchange DICOM normalisation DICOM retrieve mode:
protocol (versioning)

i (real time falback)

A

8 B

| Object storage Object storage
. (Archive) (Operational)

! — — — — — — — — — — — — — — — — — — — — — — — -

| Storage options ‘ ‘ DE layer ‘ ‘ SVDPT - dedicated network |

6 pav. Numatomy architekttiros komponenty schema

4. FUNKCINIU REIKALAVIMY APRASYMAS

61. Siame skyriuje pateikti funkciniai reikalavimai, kuriuos Teikeéjas turés patikslinti ir suderinti su
Perkanciosios organizacijos (toliau — Perkancioji organizacija, Registry centras, RC) atstovais detalios
analizés ir projektavimo etapy metu. Esant poreikiui, funkciniai reikalavimai gali bati pakoreguoti,
bet tik suderinus ir patvirtinus keitimus su Perkancigja organizacija. Priémimo testavimo metu
Teikéjas privalés pademonstruoti visus toliau iSvardytus funkcinius reikalavimus.
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4.1. Bendrieji reikalavimai

Reikalavimo
Nr.

Aprasymas

Kurdamas visas pageidaujamas projekto funkcijas Teikéjas turi vadovautis Sioje

BR_1. techninéje specifikacijoje pateikiamais reikalavimais bei specifikacijos priedais.
BR 2. Kirimo metu turi bti iSlaikyti ir nesugadinti visi Siuo metu ESPBI IS esantys
- funkcionalumai.
BR 3. Teikéjas turés bendradarbiauti su paraleliai vykdomy ESPBI IS modernizavimo
- veikly paslaugy teikéjais.
Projekto jgyvendinimo metu turi biti grieztai atsizvelgta j ESPBI IS:
1. Naudojamas technologijas;
2. Naudojamg standartine programine jranga;
3. Duomeny modelio architekttra;
BR 4 4. Tarnybiniy stociy, kompiuterinio tinklo bei jame naudojamy jrenginiy

architektdra;
Vidines ir iSorines integracijas bei duomeny srautus;
Naudojamas duomeny klasifikacijas;
Naudotojy identifikacijos ir prieigos teisiy modelj;
8. Automatizuotus veiklos procesus.
MedVAIS funkcijos turi bati kuriamos kaip integrali ESPBI IS dalis, sveikatos
BR_5. priezilros paslaugy teikimui panaudojant esamas ESPBI IS priemones bei
sukuriant triakstamas.

Realizuojant turi bati perpanaudotos standartinés ESPBI IS funkcijos ir
komponentai, pvz:
1. Posisteméje vykdomy veiksmy auditavimui;

2. Dokumenty valdymui (krimui, ruoSiniy naudojimui ir pan.)
3. Funkcijoms susijusioms su komunikacija (praneSimy siuntimas,
priminimy teikimas ir pan.);

4. Funkcijoms susijusioms su kalendoriumi;

5. Duomeny analizei, ataskaity formavimui;

6. Administravimui ir kitoms funkcijoms.
Teikéjas turés pateikti reikalavimus standartiniy ESPBI IS komponenty
pakeitimams, kurie bus reikalingi realizuojant projekta ir su jg susijusius veiklos
procesus.
Sukurtos duomeny jvedimo formos turi bati konstruojamos taip, kad duomeny
jvedimas buty kiek jmanoma labiau strukturizuotas.
Realizuojant projekto funkcinius ir nefunkcinius reikalavimus turi buti atitinkamai
BR_8. modifikuojamos ir ESPBI IS administravimo priemoneés, leisiancios tinkamai
administruoti sukurtus funkcionalumus.
Duomeny jvedimo formos turi bati kiek jmanoma automatizuotai uzpildomos
duomenimis, kurie jau yra saugomi ESPBI IS ar kitose per integracines sasajas
BR_9. pasiekiamose IS ir registruose. Teikéjas detalios analizés ir projektavimo etapy
metu turi nustatyti ir su Perkancigjg organizacija suderinti kurie formy duomenys
bus automatiskai uzpildomi numatytomis reikSmémis.
Projekto sgrasuose turi bditi realizuotas:

1. Puslapiavimas;

Nowu

BR_6.

BR_7.

BR_10.
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2. Sarasuose turi biti atvaizduojamas jrasy sarase skaicius. Atlikus sgraso
filtravima turi biti vaizduojamas rasty jrasy skaicius.

3. Turi biati galima sgrasg filtruoti ir rdSiuoti pagal tam sgrasui
priklausancius atributus. ISimtys gali bati taikomos suderinus sprendimg
su Perkanciajg organizacija.

BR_11.

Visos paieskos / filtravimo funkcijos, iSskyrus atvejus, kuriuos Teikéjas suderins
detalios analizés ir projektavimo etapo metu, turi biti realizuotos pagal Sias
taisykles:
1. Tekstiniuose paieskos laukuose turi bati realizuota paieska pagal Zzodzio
ar skaiciy junginio fragmentg ir pilng Zodj;
2. Paieska turi biiti atliekama pagal lietuviskas raides ir vietoje lietuvisky
raidziy naudojant lotyniSkus raidziy atitikmenis (pavyzdziui ,$" ir ,s"
raides traktuojant kaip vieng);
3. Paieska turi biti vykdoma neatsizvelgiant j didzigsias ir mazgsias raides;
4. Paieska turi biiti vykdoma tik tuose komponentuose ir duomeny aibéje,
prie kuriy naudotojas turi prieigos teises;
5. Paieskos rezultatai turi bati pateikiami sgraso forma;

6. Atlikus paieska, turi biti rodomas paieskos rezultaty skaicius.

BR_12.

Turi buti vykdomas j duomeny jvedimo formas jvedamy duomeny tikrinimas
(ang. Validation) pagal detalios analizés ir projektavimo metu formoms
nustatytas tikrinimo taisykles:
1. Turi bati tikrinami privalomi jvesti duomenys;
2. Turi bati tikrinamas duomeny formatas (datos, skaiciaus, teksto ar kitas
nustatytas taisykles);
Turi buti tikrinami pridedamy rinkmeny plétiniai ir rinkmenos dydis;
4. Turi biti atliekamas loginis tikrinimas tarp formos elementy - vieno
formos elemento parinkimas (jvedimas) turi galéti jjungti / iSjungti kitus
formos elementus ir pan.

w

BR_13.

Visoms Sioje techninéje specifikacijoje aprasytoms funkcijoms, kuriy metu yra
sukuriami duomenys ar dokumentai, turi buti realizuojamos ty duomeny ar
dokumenty redagavimo bei Salinimo ar anuliavimo funkcijos, kurios turi bati
suderintos su veiklos logika.

BR_14.

Projektu metu realizuotos ar pakeistos duomeny rinkiniy valdymo taisyklés turi
bti tokios pacios kaip visoje ESPBI IS.

BR_15.

Projekto metu realizuojamos formos turi atitikti visus bendrus ESPBI IS formoms
keliamus reikalavimus ir buti realizuotos vieningais principais.

BR_16.

Prieiga prie funkcionalumo ir duomeny pasiekiamumas turi bati valdomas per
bendrg ESPBI IS teisiy prieigos mechanizma.

BR_17.

Projekto metu realizuotos dokumenty rinkiniy pasiraSymo taisyklés turi bti
tokios pacios kaip ESPBI IS.

BR_18.

Naudotojai turi galéti jungtis iS bet kurio suderinamo jrenginio (pvz.,
kompiuterio, iSmaniojo telefono, plansetés).

BR_19.

Detalios analizés ir projektavimo metu Teikéjas su Perkancigjg organizacija turi
susiderinti jgalioto, pavaduojancio specialisto, paciento atstovo, specialiy
naudotojy turimas teises naujai realizuoty funkcijy apimtyje ir papildyti arba
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sukurti reikalingus klasifikatorius (sisteminiy praneSimy, jgaliojimy tipy
klasifikatoriy ir t.t.).

Naudotojai savo asmeninéje paskyroje turi turéti galimybe nustatyti informavimo
BR_20. galimybe pagal savo role. Tokia ESPBI IS funkcija yra, taciau reikia pritaikyti prie
naujy, projekto apimtyje atsirandanciy, praneSimy.

Bendry registry (klasifikatoriy) duomenys Sistemoje turi bati jvedami vieng
kartg, t.y., negali buti dubliuojami nei vieno registro duomenys.

Vystant Sistema Teikéjas turi jvertinti BDAR keliamus reikalavimus, suprojektuoti
Sistemos duomeny modelj ir jgyvendinti duomeny subjekty teisiy jgyvendinimo
sprendimus, siekiant sudaryti galimybes jgyvendinti duomeny subjekty, kuriy
duomenys tvarkomi Sistemos priemonémis, teises.

Turi buti aktualizuota naudotojams skirta informacija apie Sistemag ir jame
BR_23. atliekamg asmens duomeny tvarkymg, duomeny subjekty teises ir jy
jgyvendinima.

Vystymo metu Sistema turi buti sukonfiguruota taip, kad pagal nutyléjima
BR_24. sisteminiai parametrai uztikrinty didZiausig asmens duomeny apsaugg (angl.
Privacy by default).

BR_21.

BR_22.

4.2. Funkciniai reikalavimai Sistemai

Funkciniai reikalavimai, susije su medicininiy vaizdy prieiga:

Reikalavimo

NE. Aprasymas

Turi biti sudaryta galimybé teikti medicininiy vaizdy saraso uzklausg DICOM
protokolu (C-FIND, QIDO-RS).

Sudaryta galimybé atsisiysti medicininius vaizdus pagal pateiktg saraSg DICOM
protokolu (C-MOVE, WADO-RS);

MedVAIS turi gebéti pasitikrinti ar savo saugykloje turi diagnostinj tyrima pagal
nurodytus uzklausos parametrus ir pateikti tyrimo duomeny baklés pozymi(-ius).
MedVAIS turi gebéti pasitikrinti, panaudodama ESPBI IS naudotojy teisiy
FR_4. mechanizma, ar uzklausg pateikusi SP] ir konkretus Specialistas turi prieigos prie
Paciento ESI teise.

MedVAIS turi gebéti nusiysti praneSimg, nurodantj uzklausos nejvykdymo
priezastj(-is) pateiktais atvejais (taCiau neapsiribojant tik pateiktais): kuomet
prieiga prie Paciento ESI neleidziama, MedVAIS uzsakyto diagnostinio tyrimo
neturi ir kitais atvejais suderintais detalios Analizés etape.

MedVAIS turi gebéti pagal uzklausoje (DICOM DIMSE ir DICOMweb) pateiktus
parametrus i§ DICOM duomeny bazés iSrinkti visus Paciento diagnostinius
tyrimus, kuriems yra priskirtas Pacientas, ir suformuoti diagnostiniy tyrimy
sgrasa.

MedVAIS turi gebéti perduoti DICOM DIMSE ir DICOMweb protokolais gautoje
uzklausoje nurodytus diagnostiniy tyrimy duomenis atsizvelgiant j tai ar gautoje
uzklausoje prasoma teikti originalius, subendrintus (angl. vendor neutral) tyrimy
duomenis ar kitus elementus, kuriuos leidzia teikti WADO-RS technologija.

FR_1.

FR_2.

FR_3.

FR_5.

FR_6.

FR_7.
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MedVAIS Administratoriui turi buti sudaryta prieiga prie su Funkcionalumo
veikimu bei naudojimu susijusios IS sisteminiy Zurnaly jrasy informacijos ir

FR_8. suteiktos priemonés jg analizuoti. Teikéjo sitilomi sprendiniai ir priemonés turi
bati suderinti su Perkancigja organizacija Analizés etape.
Turi bati sukurta su Funkcionalumo veikimu bei naudojimu susijusios
FR 9. informacijos daugiaparametrinés paieskos IS sisteminiuose Zurnaluose funkcija.

Teikéjo sidlomi sprendiniai ir priemonés turi buti suderinti su RC. Teikéjas turi
atsizvelgti j RC sitilymus.

MedVAIS Administratoriui turi buti sudaryta galimybé ir sukurtos priemonés su
Funkcionalumo veikimu bei naudojimu susijusiai reikiamai statistinei informacijai
FR_10. surinkti bei atvaizduoti administratoriaus erdvéje. Teikéjo sitilomi sprendiniai ir
priemonés bei statistinés informacijos imtis turi buti suderinti su RC. Teikéjas
turi atsizvelgti j RC sitilymus.

Funkciniai reikalavimai, susije su medicininiy vaizdy perZitiros jrankiu:

Reikalavimo v
Aprasymas

Nr.

FR_11. Vaizdy perziira turi biti vykdoma interneto narsyklés pagalba.
Komponentas turi identifikuoti naudotojus ir autorizuoti naudotojo teises
FR_12. medicininio vaizdo perzitros metu, pagal ESPBI IS veikiantj naudotojy prieigos
teisiy mechanizma.
FR 13. IIfolrtr:ponentas turi turéti galimybe pakeisti naudotojo sgsajq tarp lietuviy ir angly
- alby.

Perzilros jrankyje turi biti realizuotos Sios DICOM rinkmeny perzitros funkcijos,
bet jomis neapsiribojant:

1. vaizdo didinimas, mazinimas;
vaizdo invertavimas;
vaizdo pasukimas;
medZiagos tankio matavimas;
vaizdo lango plocio / lygio parametry keitimas;
vaizdo mastelio keitimas;
kampo matavimas;
pjlviy pozicijos atvaizdavimas;
Per2|uros jrankis turi galimybe rodyti video DICOM formato tyrimy rezultatus
FR_15. (formaty palaikymo tipy pvz. MPEG-2, MPEG-4, AVC/H.264, MP4ir kiti palaikomi
DICOM standarto).
Perzitiros jrankis turi galimybe perzitréti ne DICOM formato rinkmenas, kuriy
FR_16. (JPEG, GIF, PNG, TIFF, PDF ir kiti formatai) palaikymas apibudintas DICOM
standarto ir jo priedy aprasyme.
FR_17. Perziliros jrankis turi atvaizduoti DICOM rinkmenos metaduomenis.

FR_14.

NowuhswN

oo

Funkciniai reikalavimai, susije su ne DICOM formato faily perdavimu:

Reikalavimo >
Aprasymas

Nr.
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Turi buti galimybé j MedVAIS perduoti ne DICOM tyrimo formato jvairius
multimedijos rinkmeny tipus, saugancius atvaizdy ir filmuotos medziagos
duomenis jskaitant ir PDF formatg (rinkmeny tipy pavyzdziai (jais
neapsiribojama): JPG, PNG, BMP, TIFF, PDF, MOV, MPEG, MPG, AVI, MP4, WMV,
HEIC), juos transformuojant j DICOM tyrimo formatg tiek per integracine sasaja,
tiek per specialisto portala.
Perduodant ne DICOM formato rinkmenas turi buti galimybé pateikti duomenis
DICOM metaduomeny sudarymui. Sudaromos rinkmenos metaduomenis turi
biti galima pateikti tiek per SP] integracine sagsaja (angl. Web Service), tiek per
specialisto portalg ir sudarytos bendrosios validacijos taisyklés.
Perduodant ne DICOM formato rinkmeng, turi biti galimybé pasirinkti DICOM
modalumo atributo reikSme (angl. modality), kuri bus taikoma rinkmenai.
Po pateikimo j MedVAIS DICOM rinkmenas, suformuotas i$ ne DICOM formato
FR_21. rinkmeny, turi buti galima perduoti j jstaigy PACS kaip ir medicininius vaizdus
DICOM formatu iSlaikant galimybe perduoti originalius duomenis.
Po pateikimo | MedVAIS, DICOM rinkmeny turinj, suformuotg i ne DICOM
formato rinkmeny, turi biiti galima perzidréti vaizdy perZidros jrankiu.
Ne DICOM formato faily jkélimui turi biti atliekama validacija pagal iS anksto
FR_23. nustatytus kriterijus (pvz. nepateiktas asmens kodas), pateikiant klaidos
pranesima, jei failas neatitinka reikalavimy.
Ne DICOM formato faily jkélimui turi buti taikomi apribojimai (pvz.: failo
FR_24. formatas, dydis) bei pateikiami klaidos praneSimai pagal detalios analizés ir
projektavimo etapo metu nustatytas taisykles.

FR_18.

FR_19.

FR_20.

FR_22.

Funkciniai reikalavimai, susije su duomeny registro ir duomeny saugyklos valdymo jrankio (toliau -
Irankyje) funkcionalumu:

Reikalavimo
Nr.

Aprasymas

Irankyje turi bati galimybé lanksciai konfigliruoti atliekamus duomeny
migravimo/perkélimo darbus atsizvelgiant j aspektus: darby eilés valdymas,
pradiniy duomeny atrinkimas, maiSos algoritmo parinkimas (angl. hash, pvz.
FR_25. crc32, md>5, sha256), planuojamo duomeny kelio struktiiros Sablono parinkimas
atsizvelgiant j Saltinj ir kitus kriterijus (galima lanksciai taikyti jvesties ir iSvesties
kelio priklausomybés parametrus). Teikéjo situlomi sprendiniai ir priemonés turi
bati suderinti su RC.

Turi buti galimybé duomeny migravimo jrankj pasiekti ir valdyti per MEDVAIS

FR_26. administratoriaus portala.

Turi buti jgalintas prieigos teisiy lygio valdymas MEDVAIS administratoriams ir
FR_27. jrankio naudotojams pritaikant projekto apimtyje naudojamg prieigos teisiy

mechanizma.

Irankyje turi biiti atvaizduojama migravimo proceso uzduociy biisenos (jskaitant
FR_28. uzduociy kiréja, kirimo data ir laikas, vykdymo pradzia, prognozuojama

pabaiga ir kiti aktualUs laukai) bei uzduociy zurnalas.

Funkciniai reikalavimai, susije duomeny nuasmeninimo funkcionalumu:
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Reikalavimo
Nr.

Aprasymas

Nuasmeninimo funkcionalumas turi turéti tinkline paslaugg nuasmeninty
FR_29. medicininiy vaizdy atidavimui kitoms informacinéms sistemoms mokslo ir
statistikos tikslais.

Rinkmeny nuasmeninimas atliekamas uztikrinant originalios rinkmenos
atsekamumg MedVAIS posisteméje, t.y. MedVAIS iSlaikoma Sifruota

FR_30. . L . . . - .
nuasmenintos ir originalios rinkmenos sgsaja, prieinama remiantis vartotojo
teisiy valdymo mechanizmu.
FR 31 Turi badti sukurta galimybé administratoriaus portale lanksciai nurodyti
- nuasmeninimo atributus kiekvienai nuasmeninimo uzduodiai.

FR 32. Turi buti galimybé nuasmeninimo funkcionalumg valdyti darbo eiliy ir planiniy
- darby valdymo aspektais (angl. work queue ir scheduled tasks).

FR 33. Turi buti sudaryta galimybé valdyti nuasmeninimo funkcionalumo prieigos teises

administratoriaus portalo naudotojams.

Turi bdti sudarytos galimybés konfigliruojamai  nuasmeninti  tiek
FR_34. metaduomenyse, tiek vaizduose jterpta (angl. burned into pixel data) jautrig
duomeny imtj.

Turi bati sudaryta galimybé konfigtruoti minimalia nuasmeninamy duomeny
FR_35. imtj, kuri turéty pirmenybe kitoms konfiglracijoms ir nuasmeninimo atvejais
bty pritaikoma pagal nutyléjima.

Turi biiti sudaryta galimybé valdyti nuasmeninamy duomeny imtj atsizvelgiant j
asmeny (pacienty) valios iSreiSkima.

FR_36.

Funkciniai reikalavimai, susije su duomeny gyvavimo ciklo valdymo funkcionalumu:

Reikalavimo v
Aprasymas

Nr.

Atnaujintame MedVAIS sistemos administratoriaus portale turi buti galimybé
FR_37. taikyti medicininiy vaizdy, kity DICOM ir ne DICOM formato rinkmeny gyvavimo
ciklo valdymo taisykles, nustatancias saugojimo atminties erdviy naudojima.

Turi buti galimybé valdyti duomeny saugojimo kriterijus skirtingose atminties
erdvése pagal su paciento duomenimis susijusius ir kitus jvykius (pvz.:

FR_38. . . . . e . )
uzregistruotas apsilankymas, pacientas prisijungé prie portalo meniu apie
medicininius vaizdus ir kt.).

FR 39 Turi buti galimybé atskirai pasirinkti roliy valdymo lange duomeny gyvavimo

ciklo konfigiracijos keitimo ir perZzitros prieigos teises.

5. NEFUNKCINIU REIKALAVIMU APRASYMAS
5.1. Kriterijai nefunkciniy reikalavimuy j endinimui

Reikalavimo v
Aprasymas

Nr.

NFR_1. Teikéjas privalo realizuoti visus specifikacijos reikalavimus.
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Siame dokumente vartojami terminai ,turi bati / turéti / veikti / uztikrinti / leisti
/ atitikti®, ,turi turéti galimybe", ,turi biiti galima" yra lygiaverdiai ir reiskia, kad
Teikéjas privalo sukurti ir jdiegti (ar pateikti ir jdiegti) atitinkamg funkcionaluma
NFR_2. ir suteikti atitinkamas paslaugas. Funkcionalumas, kuris yra nurodytas
busimuoju laiku (,bus", ,leis", ,apims") nurodo siekiamg jgyvendinti bliseng ir
reiSkia, kad Teikéjas privalo sukurti ir jdiegti (ar pateikti ir jdiegti) atitinkama
funkcionaluma.

Teikéjas ar RC gali sitlyti alternatyvy atskiro specifikacijos reikalavimo
jgyvendinimo bilidg arba reikalavimo jgyvendinimo iSkeitimg | lygiavertj
funkcionalumg, kuris niekaip neigiamai neturéty jtakos Pirkimo tikslui,
uzdaviniams ir galutiniams rezultatams bei neprieStarauty pirkimus
reglamentuojanciy teisés akty reikalavimams. Kiekvienas sitlomas alternatyvus
ar reikalavimg keiciantis funkcionalumas turi biti suderinamas su RC.
Reikalavimo keitimo | lygiavertj funkcionalumg atveju, Teikéjas turés pateikti
rastiSkag pagrindimg, apimantj pakeitimo poveikio ir kritiSkumo aprasyma,
pagrindZiant, kad pakeitimas nejtakoja viso Sistemos funkcionalumo. Taip pat
turi biti atliktas iSkei¢iamo funkcionalumo vertinimas pagal laiko sgnaudas
(detalizuojamos iSkei¢iamo funkcionalumo realizavimo laiko sgnaudos ir
pateikiamos naujo funkcionalumo realizavimo laiko sanaudos). Alternatyviy
specifikacijos reikalavimy jgyvendinimui turi buti taikoma Paslaugy teikimo
reglamente apibrézta pokyciy valdymo procedira.

Teikéjas gali sitlyti alternatyvius architektlros realizavimo budus, kurie
uztikrinty lygiaverte ar geresne Sistemos greitaveikg, aukstg prieinamumg,
pleCiamuma, interoperabilumg, palaikyma, saugumg ir patoguma. Kiekvienas
sidlymas turi bti jvertintas ir patvirtintas Perkanciosios organizacijos.

Visi sukurti servisai, aplikacijos turi bti patalpintos j konteinerizuotas aplinkas ir
perduotos Perkanciajai organizacijai CI/CD diegimo procesams Docker formatu.

NFR_3.

NFR_4.

NFR_5.

5.2. Reikalavimai Sistemos architekturai

Reikalavimo
Nr.

Aprasymas

Sistemos realizacija turi remtis daugiasluoksne architekttra, kuri leisty Sistemg
plésti ir pritaikyti prie besikeiCianciy poreikiy. Sistema turi bati ne maziau kaip
4-iy sluoksniy architekttros pagrindu ir turéti galimybe buti integruojama atskiry
sluoksniy lygmenyse:

1. Atvaizdavimo lygmuo arba naudotojo sgsaja (angl. Presentation Layer) —
turi uztikrinti naudotojo sgveika su informacine sistema bei informacijos
pateikimg naudotojui.

NFR_6. 2. Veiklos logikos lygmuo (angl. Application Layer) — turi uztikrinti veiklos
procesy ir taisykliy taikymg informacinés sistemos veikimo logikoje;

3. Integracijy lygmuo (angl. Integration Layer) turi uztikrint reikalingy
duomeny mainus tiek tarp vidiniy Sistemos komponenty, kur tai bus
aktualu, tiek ir su iSorinémis informacinémis sistemomis.

4. Duomeny bazés lygmuo (angl. Database Layer) — turi uztikrinti
informacinés sistemos veikimui reikalingy duomeny kaupima, tvarkyma
ir pateikima;
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Sistema turi buti realizuota remiantis SOA (angl. Service-Oriented Architecture)
NFR_7. principais, iSlaikant kuo didesne jg sudaranciy komponenty tarpusavio
nepriklausomybe.

Viso projekto metu turi buti vadovaujamasi DICOM standartu jtraukiant visas
reikiamas standarto palaikomus technologinius mechanizmus.

Sistemoje turi buti realizuota galimybé teikti informacijg ATNA formatu (angl.
Audit Trail and Node Authentication) pagal poreikj uztikrinant, kad bty
zurnalizuojami visi sistemos komponenty veiksmai ir su jais susije atributai
(jskaitant, bet neapsiribojant Siais sluoksniais: steko pédsaky (angl. stack trace),
servisy pédsakai (angl. service trace), veiklos logikos (angl. audit trail) ir kity
veiksmy (angl. action logs) zurnalizavimas).

Projektuojant sistema ir jos komponentus reikia atsizvelgti j tai, kad bty
NFR_10. | uztikrinamas vieningo tiesos Saltinio (angl. SSOT — Single Source of Truth)
principas Duomeny lygyije.

Duomeny lygis turi buti realizuotas operaciniy sistemy rinkmeny sistemos,
duomeny baziy ir duomeny talpykly ar saugykly pavidalu. Duomeny lygmenyje
skirtingi duomeny rinkiniai turi badti integruojami j vieng unifikuotg duomeny
mainy posisteme su veiklos logikos lygmenyje esanciais komponentais.
Projekto metu realizuotos sistemos funkcijos turi turéti detaly klaidy toleravimo
ir tvarkymo mechanizmg (angl. Try...Catch), apkrovy ir auksto sistemos
prieinamumo valdymga taikant horizontaly resursy plétimo principg (angl.
horizontal scaling).

Sistemos architektira turi buti pritaikyta jgalinti hibridinj duomeny model;
nepaisant to, kad Sio projekto apimtyje toks modelis nebus realizuojamas.
ArchitektGriniai komponentai turi bti stabillis ir placiai naudojami praktikoje.
NFR_14. | Teikéjas negali sillyti naudoti programiniy komponenty versijy, kurios yra
testavimo stadijoje, pazyméti ,beta" ar kitais tai pazyminciais bidais.
ArchitektGriniai projektavimo principai pateikti schemoje zr. 6 pav. ir teikéjo
teikiamas sprendimas turi iSlaikyti DICOM standarto naudojamus duomeny
apsikeitimo protokolus (pvz. WADO-RS, STOW-RS, DIMSE ) tikslinéms jy
funkcijoms atlikti.

NFR_8.

NFR_O.

NFR_11.

NFR_12.

NFR_13.

NFR_15.

5.3. Reikalavimai medicininiy vaizdy perziiros jrankiui

Reikalavimo

NE. Aprasymas

Komponentas turi veikti naudojant Sias narsykles:

1. Microsoft Edge, nuo 128 ver.;

2. Motzilla Firefox, nuo 128 ver.;
NFR_16. 3. Google Chrome, nuo 128 ver.;

4. Safari, nuo 18 ver.
Komponentas neturi reikalauti jokiy papildomy programiniy priemoniy ar jskiepiy
interneto narsykléje jdiegimo.
Komponentas turi pilnai integruotis su ESPBI IS ir su kitais MedVAIS
NFR_17. | komponentais bei turi veikti kaip integruotas ESPBI IS e. Sveikatos portalo
komponentas.
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NFR_18. | Komponentas turi palaikyti saugy duomeny perdavimg (SSL).

Komponentas turi buti sertifikuotas kaip atitinkantis ,EU Medlical Device Directive
93/42/EEC" direktyva ir turéti CE Zenkla.

Teikéjas savo pasiulyme turi pateikti interneto svetainés URL nuoroda, kurioje
NFR_20. | Perkancioji organizacija galéty iStestuoti vaizdy perziGros priemone pagal
techninés specifikacijos reikalavimus.

PerZzidros jrankis turi bti realizuotas pagal serverio ir kliento principa, kuomet
vaizdy apdorojimo procesai (pvz. skirtingos kokybés medicininiy vaizdy
paruoSimas) turi biti vykdomi serverinéje dalyje ir j kliento dalj iSvedama
NFR_21. | paruosta vizualizacija (angl. rendered) iSnaudojant WADO-RS protokolo
galimybes. Dél greitaveikos uztikrinimo tam tikros operacijos kaip vaizdo
didinimas ar mazinimas (mastelio keitimas, angl. zoom) gali bati vykdomos
kliento puséje, tokiy parametry sgrasas suderinamas detalios analizé etape.
Vaizdy perzitros jrankio API privalo turéti galimybe pakeisti vaizdy perzitros
programine jrangg (servisg) nekeiCiant MedVAIS ir jos kity komponenty

NFR_19.

NFR_22. v. . - .
- architektdros, bet pakeiciant konfigliracijos parametrus (pvz. Administratoriaus
erdvéje nurodant kito serviso URL ar IP adresa).
NFR 23 Vaizdy perzitros jrankis turi palaikyti ne maziau nei visus DICOM standarte ir jo

prieduose aprasytus palaikomy faily formatus.

5.4. Reikalavimai, susije su duomeny registro ir duomeny saug

Reikalavimo

Nr. Aprasymas
Projektuojant Jrankio veikima turi biti atsizvelgiama, kad Jrankis turi gebéti taip
valdyti iSsaugoty medicininiy vaizdy registrg ir medicininius vaizdus registro DB
NFR_24. |. : . _ v .
ir faily saugyklos lygiuose, kad buty uztikrinamas perkeliamy duomeny
pasiekiamumas naudotojams pagal nefunkciniy reikalavimy 5.6 dalj.
NER 25. Projektuojant Jrankio veikima turi bati atsizvelgiama j Jrankio suderinimg su VNA
- protokolu.
NFR 26. Irankis turi buti projektuojamas ir suderinamas su hibridinio duomeny saugykly
- modelio jgalinimu ir valdymu.

5.5. Reikalavimai technologijoms

Reikalavimo >
Aprasymas

Nr.

Projekto realizavimui turi buti remiamasi bendrai priimtais technologiniais ir

NFR_27. veikimo standartais (pvz. SOA, OSGi, SSL ir pan.)

NER 28. Esant kelioms galimoms standarto ar reikalavimo interpretacijoms, reikia laikytis
- geriausios praktikos principo.

NER 29, Visi kuriami funkciniai komponentai privalo palaikyti Unicode (UTF - 8)

standarta.

Projekto realizavimui turi bati atsizvelgta | naudojamy technologijy versijy
NFR_30. | palaikymo plang (angl.road-map), gyvavimo laikotarpj (angl. End of Life date) ir
nenaudoti technologijy versijy paskelbty pasenusiomis (angl. deprecated).
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Paskelbty versijy gyvavimo pabaigos data turi buti ne trumpesné nei 36 mén po
projekto jgyvendinimo. ISimtys turi biti suderintos su Perkancigja organizacija.
Naujos naudotojo sgsajos turi buti naudojamos Angular, React Native ar
lygiavertés programinés jrangos technologijos, 0 modernizuojamiems naudotojo
sgsajos funkcionalumams taikyti jau naudojamas technologijas kaip JavaScript,
TypeScript ir kitas.

NFR_32. | Programinei jrangai kurti turi bdti naudojamos JAVA ar lygiaverté technologija.
Naujai kuriamy duomeny baziy technologija turi taikyti Postgres ar lygiaverte
NFR_33. | technologijg, esamy duomeny baziy ir atvejais kuomet yra batina taikyti Oracle
technologija.

Projekto realizavimui papildomai turi buti naudojamos technologijos kaip
RabbitMQ, Nginx ar joms lygiavertés.

NFR_31.

NFR_34.

5.6. Reikalavimai Sistemos prieinamumui

Reikalavimo >
Aprasymas

Nr.

Sistemos vidiné architektura turi buti pritaikyta palaikyti Sistemos prieinamuma
visus metus, 24 valandos per parg ir 7 dienos per savaite - ne maziau kaip 99,7
proc. Sistemos infrastrukttiros neveikimas ir planiniai darbai, kuriy metu Sistema
nedirba, néra traukiami j prieinamumo procents.

Architektlrinis sprendimas turi uztikrinti Sistemos aukstg prieinamumg (angl.
NFR_36. | High Availability, HA), kuris turi buti realizuojamas paslaugy lygyje, integracijy
lygyje ir duomeny lygyje.

Teikéjo sitloma Sistemos architektlra ir / ar infrastruktira turi uZztikrinti
NFR_37. | pakei¢iamumo principg, t. y. jvykus vieno ar keliy komponenty gedimams,
Sistema turi testi darbg su esamais istekliais.

Turi biti galima dirbti su Sistema, kol vykdomi kiti darbai, pavyzdziui, atliekamy
NFR_38. | paketiniy uzduociy veiksmai, registravimai, naudotojo veiksmai neturi blokuoti
kito naudotojo veiksmy ir neturi daryti jtakos Sistemos greitaveikai ir pan.
Auksto prieinamumo sprendimai turi veikti automatiskai (incidenty atveju).
NFR_39. | Zmogaus jsitraukimas gali biti reikalingas tik Sistemos veikimg atstatant j
blseng, kuri buvo pries incidenta.

Auksto prieinamumo sprendimas turi biiti aprasytas detalios analizés ir
projektavimo dokumente ir patvirtintas Perkanciosios organizacijos.

NFR_35.

NFR_40.

5.7. Reikalavimai pleCiamumui

Reikalavimo v
Aprasymas

Nr.

Kuriama MEDVAIS ir jos komponentai turi bati Perkanciosios organizacijos
nuosavybé, iSskyrus asmenines neturtines teises j intelektinés veiklos rezultatus.
Pasibaigus projektui turi biti suteikta galimybé Perkanciajai organizacijai
savarankiskai plétoti ir pritaikyti MEDVAIS ir jos komponenty funkcionaluma
pagal naujus kylancius poreikius, be papildomy licencijy, mokesciy ar treciyjy
Saliy jsikisimo.

NFR_41.
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Architektira turi palaikyti Sistemos pajégumy plétros galimybes prijungiant

NFR_42. papildomg technine jrangg arba virtualig infrastruktura.
NER 43. Architektura turi bati projektuojama daugiapakopés architekttros pagrindu,
- sudarant jos plétros atskiry sluoksniy lygmenyse galimybes.
MEDVAIS nasumas turi bdti nesunkiai pleCiamas pridedant papildomus
NFR 44. techninius iSteklius bei technine jranga, nekeitiant programinés jrangos iSeities

teksty. Techninés jrangos pajégumy didinimas turi biti atliekamas nestabdant,
kiek tai jmanoma, ESPBI IS darbo.
MEDVAIS turi biti priemoneés, uztikrinancios, kad atliekant Sistemos ir / ar atskiry
NFR_45. | jos komponenty pakeitima ir / ar atnaujinima, baty iSlaikomi duomeny bazés
lygmenyje atlikti pakeitimai ir konfigtracijos.
Programinés jrangos modifikavimas, tobulinimas ir klaidy taisymas negali turéti
jtakos anksciau jvesty duomeny vientisumui.
Sistema turi biti realizuota taip, kad pereinant prie auksStesnés Sistemos versijos
(keiciant / papildant Sistemos funkcionalumg) ir / arba keiCiant duomeny baze
nereikéty atlikti papildomy darby (iSskyrus tuos, kuriuos standartiskai
rekomenduoja Sistemos gamintojas pereinant i$ vienos Sistemos versijos j kitg).
Sistemoje atliekant pakeitimg ir / ar atnaujinima, turi biti funkcionalumas, kuris
uztikrinty, kad:

1. Visi saugomi duomenys bus perkelti | naujg duomeny bazés struktlirg;

2. Bus islaikytas duomeny vientisumas ir integralumas;

3. Jokie saugomi duomenys nebus prarasti;

4. Nebus sutrikdytas Sistemoje realizuotas funkcionalumas.

NFR_46.

NFR_47.

NFR_48.

5.8. Reikalavimai rezerviniy kopijuy darymui ir atstatymui

Reikalavimo >
Aprasymas

Nr.

Projektas turi buti realizuotas taip, kad atliekant atnaujinimus, susijusius su
NFR_49. | architektdriniais komponentais ir / ar keiciant duomeny baze, bity galima atlikti
visy duomeny migravimg be papildomy paslaugy ir licencijy nuomos.

Rengiant rezervine kopija arba archyva, neturi buti prarastos Sistemoje
vykdomos transakcijos ir apdorojami duomenys, t.y., prie$ rezervinés kopijos

NFR_30. arba archyvo parengima, turi biti uzbaigiamos visos vykdomos transakcijos ir
iSsaugojami jvesti duomenys.
NFR 51 Duomeny rezervinio kopijavimo procediry metu turi bti tenkinami greitaveikai

keliami reikalavimai.

5.9. Reikalavimai sistemos monitoringui

Reikalavimo >
Aprasymas

Nr.

Teikéjas turi sudaryti reikiamas saglygas ir atlikti reikiamus darbus (tokius kaip
paruosti ir aprasyti monitoringui reikalingus integracinius stebésenos ir kontrolés
taskus ir kt.) kad Perkanciosios organizacijos specialistai galéty pageidaujamus
komponentus prijungti prie naudojamos stebé&jimo programinés jrangos (pvz.

NFR_52.
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Zabbix, OpenTelemetry). Visi stebésenos taskai turi biti susieti su Perkanciosios
organizacijos naudojamais jrankiais.
Turi bati uztikrinta galimybé WEB priemonémis stebéti sistemos bei atskiry jos
komponenty veikimo rodiklius (aktyvius vartotojai, atminties panaudojimas,
procesoriy apkrova ir kiti svarbls rodikliai) bei gauti praneSimus sutrikus
komponenty veikimui ar rodikliams pasiekus kritines reikSmes. Turi bti
uztikrintas Perkanciosios organizacijos specialisty informavimas, kad biity galima
sureaguoti laiku j galimus sutrikimus pries jiems atsirandant.
Visi projekto metu kuriami ar keiCiami servisai turi palaikyti centralizuotg
paskirstyto sekimo (ang. Service tracing) mechanizma, uztikrinantj uzklausy ir
NFR_54. | operacijy stebé&jimg per visg jy vykdymo grandine. Sekimo duomenys turi buti
sugeneruoti ir perduoti naudojant Trace ID ir Span ID, kurie buty suderinami su
pasirinktu stebé&jimo jrankiu (pvz. OpenTelemetry, Jaeger ar kt.).
Turi buti realizuoti MEDVAIS ir jos komponenty veikimo stebéjimo ir iSankstinio
perspéjimo (angl. monitoring) sprendimai. Turi buti sukurta galimybé vykdyti
stebéseng MEDVAIS ir jos komponenty veiklos, tinklo, serverio nasumo ir kitus
aktualius rodiklius pvz.:

1. vienu metu prisijungusiy naudotojy kiekj;
CPU ir atminties apkrovg;
tinklo pralaidumas;
vidutine sesijos trukme;
laika, per kurj sistema pateikia vaizdg klientui (taikoma perzitiros
jrankiui);
Pateikti rodikliai yra tik pavyzdiniai, tai néra galutinis sgrasas. Teikéjas turés
iSskirti, kritinés svarbos ir kitus parametrus (iki 10 rodikliy kiekvienam is
komponenty tipy (vaizdy perzidros jrankis, migravimo jrankis ir kt.). Visi
stebésenos taskai, kuriuose tikrinami Sie ir kiti parametrai turés bati pasitlyti
Teikéjo, suderinti su Perkancigja organizacija bei aprasyti detalios analizés ir
projektavimo etapo metu.

NFR_53.

vk wnN

NFR_55.

5.10. Reikalavimai duomeny modeliui

Reikalavimo
Nr.

Aprasymas

Teikéjas vykdydamas projekta duomeny valdymui turi taikyti vieno karto (ang.
NFR_56. | Once only) principg siekiant kuo maziau duomeny saugoti, o remtis
uzklausomis j pirminius Saltinius.

Turi bdti naudojamos iS anksto agreguoty duomeny lentelés (ang. pre —
aggregated) agregavimui ir paieskos lentelés (ang. lookup tables) papildomai

NFR_57. N . v .. o N .
-2 informacijai iSgauti, kad sumazinti pagrindiniy duomeny apdorojimo apkrova ir
uztikrinty uzklausy optimizavima.
Projektuojant Sio projekto realizacija, turi biti nuolatos pildomas ir su
NFR_58. v . o . _ “
Perkanciajg organizacija derinamas strukttirizuoty duomeny sarasas.
NFR 59 Visi techninéje specifikacijoje jvardinti Sio projekto veiklos duomenys turi biiti

realizuoti projekto duomeny modelyje. Teikéjas turi realizuoti visas duomeny
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esybes (kartu su atributais ir sgsajomis), kurios yra butinos siekiant sukurti
specifikacijoje jvardintas funkcijas.

Projektuojant Sio projekto duomeny modelj medicininiy vaizdy registras turi
biti suderinamas su hibridinio modelio architekttros principais.

Teikéjas privalo migruoti esamo duomeny registro jrasus (Oracle DB
NFR_61. | duomenis) ir medicininiy vaizdy saugyklos (StorNext diskiniy saugykly)
duomenis | modernizuotg sistemg pagal suderintg migracijos darby plana.

NFR_60.

5.11. Reikalavimai Sistemos administravimui

Reikalavimo 2
Aprasymas

Nr.

Sistemos administratorius turi turéti galimybe sukurti Sistemos administratoriy
NFR_62. | prisijungimo duomenis (prisijungimo varda ir slaptazodj), jvesti vardg ir
pavarde, el. pasto adresg ar panaudoti jau esamus prisijungimo mechanizmus.
NFR_63. | Sistemos administratorius turi turéti galimybe valdyti naudotojy prieigos teises.
NFR_64. | Sistema neturi riboti registruoty Sistemos naudotojy skaiciaus.

Sistemos administratorius turi galéti perzitiréti Sistemos naudotojy veiksmy
audito Zurnalg, kuriame bus fiksuojami visi naudotojy veiksmai, jy gaunami
NFR_65. | sisteminiai klaidy pranesSimai, taip pat kokie duomenys j kokius buvo pakeisti.
Turi buti fiksuojama veiksmo data, laikas, naudotojo vardas, interneto prieigos
naudotojy tinklo IP adresas arba vidinio tinklo naudotojy IP ir MAC adresai.
Turi biti sudaryta galimybé naudotojams matyti jy prieigos teisiy lygj. Sis
matomumas turi buti valdomas Sistemos administratoriaus.

NFR_66.

5.12. Reikalavimai nasumui ir greitaveikai

Reikalavimo =
Aprasymas

Nr.

Naujos projekto funkcijos turi atitikti greitaveikos reikalavimus:

1. Detalaus lango (su visais norimais objektais) atidarymas turi trukti ne
ilgiau nei 2 sekundes;

2. Duomeny iSsaugojimo operacija po keitimo turi trukti ne ilgiau nei 1
sekunde;

3. Duomeny mainuose dalyvaujanciy ziniatinklio paslaugy atsakymai turi
buti pateikiami per ne ilgiau nei 2 sekundes;

NFR 67. 4. Meniu sgraso (Sistemos funkcijy pasirinkimo) naudotojams pateikimas
turi trukti ne ilgiau nei 1 sekunde;

5. Navigacija tarp skirtingy Sistemos naudotojo sgsajos langy (tiek naujo
lango atidarymas, tiek lango pakeitimas) turi trukti ne ilgiau kaip 2
sekundes (iSskyrus atvejus, kai generuojama ataskaita);

6. Navigacija tarp skirtingy duomeny jvedimo lauky turi trukti ne ilgiau kaip
2 sekundes (iSskyrus atvejus, kai generuojama ataskaita);

7. Saraso reikSmiy pateikimas (konkretaus klasifikatoriaus reikSmiy) turi
trukti ne ilgiau nei 1 sekunde;
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8. Duomeny paieska sistemoje, baigtinio paieskos rezultato atvaizdavimas
iki 5 (penkiy) sekundziy, iSskyrus kompleksinéms, sudétingoms
uzklausoms;

9. Automatinés (paketinés, foninés) uzduotys (masiniam duomeny
apdorojimui) — Sistema turi apdoroti ne maziau 100 objekty per 1 sekunde
(visi tarpiniai duomeny apdorojimai, veiksmai su duomenimis, duomeny
raSymai j tarpines lenteles ir pan. turi biti atliekami per tg patj laikg).

Projekto metu su Perkancigja organizacija gali biti suderintos funkcijos, kurioms
néra taikomos Siame reikalavime numatytos trukmés ir gali biti suderinti
konkretls sudétingi atvejai (pavyzdziui, kuriy metu atliekamas informacijos
agregavimas), kuriems taikomos kitos greitaveikos trukmes. Sie igimtiniai atvejai
gali biti taikomi tik gavus Perkanciosios organizacijos patvirtinima. Greitaveikos
reikalavimai neapima Uzsakovo infrastruktdros interneto rysio.

NFR_68.

Teikéjas turi pateikti Perkanciajai organizacijai greitaveikos testavimo aplinka.

NFR_69.

Teikéjas turés atlikti sistemos apkrovy toleravimo testavimg ir pateikti ataskaita
Perkanciajai organizacijai. Vaizdy perzitiros jrankis turi bati iSbandytas iki 2 karty
didesne nei numatyta apkrova, ir neprarasti veikimo stabilumo, o galima tik
suprastéjusi greitaveika. Teikéjas jsipareigoja iSspresti visus testavimo metu
rastus trikumus, jeigu testy rezultatai netenkins visy jvardinty nasumo ir
greitaveikos reikalavimy. Apkrovos testavimo scenarijai:
1. Vartotojo prisijungimo testai. Simuliuoti daug vartotojy tuo paciu metu
prisijungiant prie platformos.
2. Vaizdy perzitry testai. Simuliuoti daug vartotojy, kurie tuo paciu metu
perzidri skirtingus medicininius vaizdus.
3. Apkrovos testai. Testuoti, kaip sistema veikia su dideliu vartotojy kiekiu —
nuo keliy iki keliasdeSimt tikstanciy.
4. Patikimumo ir stabilumo testai. Simuliuoti ilgalaikes vaizdy perzitiros
sesijas su pilnos darbo dienos valandy trukme.
5. Galimy istekliy riby nustatymas pagal apkrovos lygiu intervalus. Simuliuoti
scenarijus, kai iStekliy ribos pasiekiamos (CPU, RAM, tinklo pralaidumo ir
kt.).

NFR_70.

Turi biti realizuotas funkcijy ir atliekamy naudotojy veiksmy, kurios virSija
nustatytus nasumo reikalavimus aprasytus auksciau, auditavimas. Audito jrase
turi buti pakankamai duomeny, kad buty galima nustatyti, kuris projekto
komponentas ar/ir funkcija netenkina arba padidina rizikg tam tikromis
aplinkybémis netenkinti nasumo reikalavimy.

NFR_71.

Projekto apimtyje turi buti indikuojami ilgiau trunkantys procesai (atliekamos
funkcijos) ir naudotojo sasajoje turi biti aiSkiai jvardinta, kuomet ESPBI IS,
MedVAIS ir jy komponentai veikia tinkamai (pvz. didelés apimties medicininio
vaizdo atsiuntimas)

NFR_72.

Automatiniy (foninés, paketinés, ataskaity) uzduociy vykdymas neturi daryti
jtakos Sistemos naudotojy darbui.

NFR_73.

Integraciniy sasajy realizacija turi uZztikrinti, kad projektavimo metu apibrézti
integraciniai scenarijai jvyks per racionaly laiko intervalg ir niekaip nedarys
neigiamos jtakos ESPBI IS naudojimo patogumui ir nasumui.
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Nr.

NFR_74.

5.13. Reikalavimai pro

S CENTRAS

graminei jrangai ir programinés jrangos licencijoms

Aprasymas

Sistemos programiné jranga turi biti instaliuojama tarnybinéje stotyje. Naudotojo
kompiuteryje (darbo vietoje) neturi buti instaliuojami jokie Sistemos
komponentai.

NFR_75.

Visa sprendimo programiné jranga, iSskyrus asmenines neturtines teises j
intelektinés veiklos rezultatus, kuri bus sukurta Projekto vykdymo apimtyje turi
biti pilnai perduota Perkanciajai organizacijai (perduodamos visos turtinés teisés
ir iSeities kodai bei konfigiiracijos).

NFR_76.

Sistema turi biti kuriama taip, kad duomenys ir verslo logika buty laikomi
konfigliruojamose saugyklose arba iSoriniuose Saltiniuose, o ne jterpti tiesiogiai
programinj kodg (angl. not Hard Coded).

NFR_77.

Projekto metu sukurtos programinés jrangos iSeities tekstai Perkanciajai
organizacijai turi bati perduoti Docker formatu paruosty rinkmeny pakety forma
nurodant standartines kompiliavimo priemones ir kompiliavimo eigg bei su
kompiliavimo scenarijy iSeities tekstais, o kuriamas kodas turi biiti saugomas RC
Git repozitorijoje.

NFR_78.

Projekto metu sukurtos / modernizuotos programinés jrangos iSeities tekstai turi
biti su iSsamiais komentarais ir atitikti gergsias programinio kodo formatavimo,
kintamyjy bei funkcijy jvardinimo praktikas jskaitant, taciau neapsiribojant
praktika, kai pagal pavadinimg galima suprasti programinio kodo elemento
paskirtj ir praktika, kai kodo formatavimas leidzia suprasti kodo struktiira.

NFR_79.

Programinio kodo iSeities tekstams turi biti taikomas ISO/IEC 5055:2021 ar
lygiavertis(-Ciai) standartas(-ai), kurio faktinio taikymo apimtis atsizvelgiama
pagal naudojamas technologijas ir suderinama su Perkancigja organizacija.
Teikéjas iSeities teksty kokybei valdyti turi paruosti moduliy (angl. Unit test)
testus ir kitus darbo vykdymo reglamente numatytas dalis, kurios jgalina CI/CD
procesg naudojant geragsias praktikas ir automatinius testavimus (pvz.
pasitelkiant jrankius, bet neapsiribojant, kaip SonarQube ar lygiavercius).

NFR_80.

Pagrindiniam tvarkytojui turi biiti perduoti pilni, korektiski iSeities tekstai, i$ kuriy
naudojant standartines ir vieSai prieinamas priemones, bity kompiliuojama
parengta naudojimui programiné jranga, atliekanti jai specifikuotas funkcijas.

NFR_81.

Posistemés modernizavimui naudojant papildomg licencine programine jranga,
tokios jrangos licencijavimo tvarka turi buti nuolatinio galiojimo (be jokiy
galiojimo apribojimy laike ir be jokiy papildomy mokesciy norint plésti ar palaikyti
funkcionalumus) kad Perkanciajai organizacijai nereikéty jsigyti papildomy
licencijy ar kitaip patirti iSlaidy programinés jrangos veikimui. Teikéjas turi
pateikti tokig programine jrangg ir licencijas visoms numatomoms jdiegti IS
aplinkoms (testavimo, mokymy bei produkciniai aplinkai).

NFR_82.

Kiekviena siuloma panaudoti papildoma licencijuojama P] turi biti suderinama su
Perkancigja organizacija.

NFR_83.

Sitilant papildoma licencine programine jrangg, jos jsigijimo ir ne maziau kaip 3
mety (skaiCiuojant nuo testavimo etapo pabaigos) gamintojo uztikrinto palaikymo
kaina turi biiti jskaiciuota j pasililymo kaina.

32i873



Reikalavimai pirkimo objektui MedVAIS modernizavimo paslaugoms 7Y "REGISTRUY

S CENTRAS

NFR_84.

Teikéjas turi garantuoti nuostoliy atlyginimg Perkanciajai organizacijai dél bet
kokiy reikalavimy, kylanciy dél autoriy teisiy, patenty, licencijy ar prekiy
(paslaugy) Zenkly naudojimo, susijusio su sukurtos programinés jrangos
naudojimu, iSskyrus atvejus, kai toks paZeidimas atsiranda dél Perkanciosios
organizacijos kaltés.

NFR_85.

Programiné jranga su kompiliavimo iSeities tekstais turi biiti perduodama Docker
konteineriy formatu, uztikrinant visy priklausomybiy ir vykdymui reikalingy
komponenty jtraukima.

NFR_86.

Perduodami iSeities tekstai (angl. source code) pateikiami tik elektroninéje
formoje ir turi atitikti Siuos reikalavimus:

1. ISeities kodas pries kiekvieng diegimg turi biti padétas j Perkanciosios
organizacijos GIT aplinka ir i$ ten paruosti diegimo paketai j testine bei
gamybine aplinkas.

2. ISeities tekstai Perkanciajai organizacijai turi bati perduoti kompiliavimui
paruosty rinkmeny pakety forma, nurodant standartines kompiliavimo
priemones, kompiliavimo eigg ir kartu su visomis kompiliavimui
reikalingomis bibliotekomis;

3. ISeities tekstai turi bati su iSsamiais komentarais ir atitikti gergsias
programinio kodo formatavimo, kintamuyjy bei funkcijy jvardinimo
praktikas jskaitant, taciau neapsiribojant praktika, kai pagal pavadinimg
galima suprasti programinio kodo elemento paskirtj ir praktikg, kai kodo
formatavimas leidzia suprasti kodo struktira.

4. ISeities kodas turi 70 — 80 % padengtas automatiniais testais (unit tests).
Turi buti uztikrintas visy funkcijy, vartotojo sasajy ir integracijos
testavimas.

5. Perkanciajai organizacijai turi biti perduoti pilni, korektiski iSeities tekstai,
i kuriy naudojant standartines priemones biity kompiliuojama
naudojimui parengta programiné jranga, atliekanti jai specifikuotas
funkcijas.

6. Turi biti parengtas priémimo testavimo iSeities teksty testas atliekant
iSeities teksty kompiliavimg Perkanciosios organizacijos aplinkoje ir
funkcinj kompiliavimo metu gautos versijos testavima.

7. Garantinio aptarnavimo metu Teikéjui atlikus programinés jrangos
pakeitimus, iSeities tekstai turés biti atnaujinti ir pateikti pagal auksciau
nurodytuose punktuose nustatytas sglygas.

NFR_87.

Projekto kompiliavimas, konfigliravimas ir diegimas turi bti atliekamas isS
programinio kodo saugykly, esanciy Perkanciosios organizacijos infrastruktiroje,
naudojant automatizuotas nuolatinés integracijos (angl. Continuous integration)
priemones. Atvejais kai tokiy priemoniy triksta Teikéjas turi jdiegti Pagrindinio
tvarkytojo infrastrukturoje.

NFR_88.

Teikéjas turi pateikti ir j pasitilymo kaing jskaiciuoti visg reikiamg standartine ir
nestandartine programine jranga, jeigu to reikia, kad baty uztikrintas
funkcionalumas ir nasus darbas (tenkinantis nasumo reikalavimus).

NFR_89.

Esant poreikiui Teikéjas turi atlikti techninés jrangos konfiguracijas. Jos turi bati
atliktos i$ Perkanciosios organizacijos nereikalaujant papildomy lésy.
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Naujos programinés jrangos funkcionalumo ir funkcionalumo pakeitimy
realizavimas neturi pareikalauti papildomos techninés ir licencijuojamos
standartinés ir nestandartinés programinés jrangos jsigijimo Perkanciajai
organizacijai.

NFR_90.

5.14. Reikalavimai integracinémis sasajoms

Reikalavimo v
Aprasymas

Nr.

Sistemoje turi bdti realizuotos Sio dokumento reikalavimuose pateiktos
NFR_91. preliminarios integracinés sgsajos. Detalios integracinés sgsajos turés buti
suderintos Projekto metu.
Sistemoje turi buti realizuoti detaliosios analizés ir projektavimo etapo metu
suderinti reikalingi integraciniai taskai. Teikéjas turi aiSkiai apibrézti ir aprasyti
integraciniy tasky specifika. Pavyzdiné apraSymo struktira:
1. Integracinio tasko pavadinimas;
2. Tikslas;
NFR_92. 3. Aprasymas;
4. Duomeny Saltinis (pvz., naudotojo veiksmai, DB Zurnalai, API uzklausos);
5. Duomeny perdavimo mechanizmas (HTTP, REST API ir t.t);
6. Protokolas (pvz., HTTPS);
7. Duomeny formatg (pvz. JSON, XML);
8. Teikiamy duomeny turinio iSsamis pavyzdziai.
Sistemos integracinés sasajos turi bati realizuotos naudojant aplikacijy
NFR_93. . . o .
programavimo sgsaja (angl. Application Programming Interface, API).
Teikéjas turi parengti ir suderinti integracinés sgsajos technine specifikacijg, t.y.,
parengti projektine integracinés sgsajos dokumentacija, kurios pagrindu kita Salis
NFR_94. ) R : o L
turés atlikti reikalingus informacinés sistemos vystymo darbus, susijusius su
reikiama integracine sasaja.
Posistemei aktualls vidiniai ir iSoriniai duomeny mainai turi bati vykdomi
NFR_95. . .
naudojant esamas ESPBI IS priemones.
NFR 96. Teikéjas turi uztikrinti, kad nebus sutrikdytas jau veikianciy integraciniy sasajy
- veikimas.
NFR 97. Sasajos turi teikti aiskias klaidy zinutes (pvz., HTTP atsakymus su kodais: ,400
- Bad Request”, ,,503 Service Unavailable™).
Sasajos turi palaikyti didelj naudotojy kiekj vienu metu. Turés buti atlikta
NFR_98. | apkrovos analizé (angl. Stress analysis) ir jos rezultatai pateikti Perkanciajai
organizacijai.

5.15. Reikalavimai naudotoj natogumui naudoti

Reikalavimo ~
Aprasymas

Nr.

Naudotojo sgsaja turi atitikti pirkimo metu vyraujancias dizaino tendencijas ir
NFR_99. | suderinta su Perkanciosios organizacijos identitetu (spalvos, Sriftai). Naudojo
sgsajos pavyzdziai gali biiti pateikiami atskiromis dalimis: naudotojo sgsajos ir
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patogumui naudoti (angl. UI and UX). Galutinis sprendimas i$ pateikty pavyzdziy
patvirtinamas Perkanciosios organizacijos.

NFR_100.

Naudotojy sasajos klaidy praneSimai turi biiti suformuluoti taip, kad naudotojui
buty aisku, kas atsitiko ir kokius veiksmus jam toliau reikia atlikti, kad galéty testi
darba.

NFR_101.

Visi to paties tipo (klaidy, jspéjamieji ir kt.) praneSimai turi biti pateikiami
vienodu stiliumi (toje pacioje ekrano vietoje, tuo paciu stiliumi, iSskirti tomis
paciomis spalvomis).

NFR_102.

Naudotojo sgsaja turi biti pritaikyta pagal naudotojy ir paslaugy gavéjy tipg ir
prieigos teises. Naudotojams turi bati pateikiamos tik jiems aktualios funkcijos, o
darbui nereikalingi arba neleistini Sistemos funkcionalumai neturi buti matomi.

NFR_103.

Naudotojo sgsaja turi buti realizuota lietuviy ir angly kalbomis (pasirenkant
lietuviy kalbg kaip numatytajg pagal nutyléjimg) ir naudojama laikantis bendriniy
kalbos taisykliy. Teikéjas detalios analizés ir projektavimo etapo metu turi
suderinti vertimus su Perkancigjg organizacija.

NFR_104.

Turi bati vykdomas loginis duomeny lauky tikrinimas lauky lygiu (pvz.: asmens
varde negali biti skaiciy) ir lauky grupiy lygiu (pvz.: paieskos pradZzios data turi
biti ankstesné nei paieskos pabaigos data). Pries iSsaugant pateiktus duomenis
turi bati atliekamas iSsamus loginis jy patikrinimas (pvz.: ar visi privalomi laukai

uZpildyti).

NFR_105.

Duomeny jvedimo formose duomeny laukai turi biti uzZpildomi automatiskai,
jeigu Sistemos duomeny bazéje ar integruotose duomeny bazése yra saugomi
atitinkami duomenys.

NFR_106.

Naudotojo sasajoje visada turi buti matomas pilnas ir interaktyvus navigacijos
kelias (angl. Breadcrumbs).

NFR_107.

Naudotojo sgsaja turi prisitaikyti prie jvairaus dydzio ekrany (ang. Responsive
design).

NFR_108.

Prie sudétingy funkcijy ar informacijos bloky turi buti galimybé pateikti
kontekstine pagalba.

NFR_109.

Visi kuriami ar kei¢iami funkciniai komponentai turi korektiSkai saugoti, apdoroti
ir atvaizduoti informacija lietuviy ir angly kalbomis su specifiniais lietuviy kalbos
raSmenimis ir taisyklémis.

Reikalavimo

Nr.

5.16. Reikalavimai duomeny archyvavimui

Aprasymas

Turi bati galimybé nustatyti duomenis ar duomeny grupes, kurie gali bati
archyvuojami ir realizuotas automatinis mechanizmas, kuris uztikrinty Siy

NFR_110. duomeny archyvavimg. Duomeny archyvavimo sprendimas turi buti suderintas
su Perkancigja organizacija.
NFR 111 Duomenys turi biti perkeliami j duomeny archyva pagal projekto analizés etape

suderintus kriterijus.
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Reikalavimo

Nr.

NFR_112.

5.17. Reikalavimai standarty taikymui

Aprasymas

MEDVAIS posistemé turi biti jgyvendinta vadovaujantis ISO 12052:2017
standarto DICOM palaikymas yra privalomai taikomas.

NFR_113.

MEDVAIS posistemé turi biti jgyvendinta vadovaujantis ISO 10781:2023
+Elektroninés sveikatos istorijos informacinés sistemos funkcinis modelis, antrasis
papildytas leidimas® (angl. Electronic Health Record-System Functional Model,
Release 2.1) ar naujesniu lygiaverciu standartu.

NFR_114.

ISO/IEC 5055:2021 ar lygiavertis(-Ciai) standartas(-ai), kurio tikslai yra apibrézti
kuriamos programinés jrangos iSeities kodo kokybe ir automatizuotg iSeities kodo
kokybés tikrinima. Pasirinkto standarto taikymo apimtis aptariama atsizvelgiant |
naudojamas technologijas ir suderinama su Perkancigja organizacija detalios
analizés etape.

NFR_115.

Naudotojo sgsaja turi atitikti WCAG 2.2 lygio prieinamumo reikalavimus.

NFR_116.

Naudotojo sagsaja turi atitikti W3C HTML5 ir CSS3 standartus.

NFR_117.

Naudotojo sagsaja turi biti kuriama laikantis LST EN ISO 9241 standarty Seimos
ergonomikos reikalavimy ir rekomendacijy.

NFR_118.

Teikéjo rengiamuose ESPBI IS analizés ir projektavimo dokumentuose, veiklos
procesy schemy, modeliy, duomeny baziy schemy, programiniy komponenty
sgsajy schemy ir kity esybiy sasajy schemy projektavimui turi buti naudojama
ne zemesné kaip 2.0 UML (angl. Unified Modeling Language) arba BPMN 2.0
(angl. Business Process Model and Notation) standarto versija.

NFR_119.

Turi biti naudojamas Sifravimo standartas AES (angl. Advanced Encryption
Standard) arba lygiavertis ar naujesnis.

NFR_120.

Sukurta programiné jranga turi atitikti tarptautinius saugumo standartus LST
ISO/IEC 27002, LST ISO/IEC 27001 ar lygiavercius standartus.

NFR_121.

Turi bati palaikomas X.509 arba naujesnis standartas naudojant skaitmeninius
sertifikatus sgveikose: sistema — sistema ir sistema — naudotojas.

NFR_122.

Norint uztikrinti saugy internetu perduodamy duomeny perdavimg, turi bti
naudojamas TLS (Transport Layer Security) protokolas, versija 1.2 arba
naujesne, tiek komunikacijoje tarp sistemos ir naudotojo, tiek, jei reikalinga, ir
tarp sistemuy.

6. REIKALAVIMAI PASLAUGUY TEIKIMUI
6.1. Reikalavimai darbo vietai

Reikalavimo
Nr.

Aprasymas

PR-1.

Pagal numatytas procediras Paslaugy teikéjo darbuotojams dalyvaujantiems
Pirkimo objekto vykdyme (toliau — Teikéjo specialistai), suteiks prieigg prie
Perkanciosios organizacijos iStekliy (toliau — prieiga):
1. Teikéjo specialistams bus suteikta prieiga prie Perkanciosios organizacijos
aplikacijy: JIRA, CONFLUENCE;
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2. Teikéjo specialistams, aplikacijy programuotojams bus suteikta prieiga
prie Perkanciosios organizacijos GIT saugyklos, skirtos Pirkimo objekto
programinés jrangos pirminio kodo versijy valdymui, bei prie serveriy,
skirty Pirkimo objekto vykdymui infrastrukttros plétros aplinkoje (DEV)
(nesuteikiant administraciniy teisiy) ir reikalingy duomeny baziy (DB)
schemy. Pagal poreikj, Perkancioji organizacija suteiks saugig nuotoline
prieigg — dedikuotg virtualig darbo vietg (angl. Virtual Desktop
Infrastructure, toliau — VDI), per kurig Teikéjo specialistai pasieks
Perkanciosios organizacijos isteklius reikalingus Paslaugy teikimui.
Pagal poreikj, Perkancioji organizacija galés suteikti Teikéjo specialisty
PR-2. kompiuterinéms darbo vietoms saugig nuotoline VPN prieigg prie jiems dedikuoty
iStekliy reikalingy Pirkimo objekto vykdymui.
Teikéjo specialistams nebus suteikta prieiga prie Perkanciosios organizacijos
produkciniy duomeny, ar produkciniy aplinky. Visi kiirimo, testavimo ir priezitros
PR-3. darbai bus vykdomi Perkanciosios organizacijos kiirimo (DEV) ir testavimo (TEST)
aplinkose, naudojant Perkanciosios organizacijos pateiktus nuasmenintus arba
testinius duomenis.

6.2. Reikalavimai paslaugy uzsakymui

Reikalavimo >
Aprasymas

Nr.

Paslaugy teikéjas gali teikti papildomas paslaugas, kuriy apimtyje Perkancioji
PR-4. organizacija gali uzsakyti papildomus funkcionalumus. Vystymo paslaugy apimtis
— iki 300 val.

Papildomo funkcionalumo uzsakymo tvarka:

1. identifikuojamas papildomo funkcionalumo poreikis;

2. poreikis patvirtinamas Perkanciosios organizacijos;

3. Paslaugy teikéjas parengia sitlymg, kuriame apraso papildomo
funkcionalumo realizavimo principus, realizavimo terming ir jvertina
realizacijai reikalingg valandy skai¢iy (Zr. 8.1.1 priedas. Papildomy
paslaugy uzsakymo forma);

4. PerkancCiajai organizacijai patvirtinus sidlymg, sillymo pagrindu
formuojamas papildomas funkcionalumo uzsakymas, kuris pasiraSomas
Perkanciosios organizacijos ir Paslaugy teikéjo.

Papildomais funkcionalumais negali biti laikomi Siame RPO apibrézti reikalavimai,
juos detalizuojantys sprendimai

Patvirtintos paslaugos bus uzsakomos Perkanciosios organizacijos JIRA pateikiant
uzduotis — konkrecios uzduotys priskiriamos Teikéjo specialistui(-ams), kuriems
pries tai suteikiama prieiga prie Perkanciosios organizacijos JIRA (zr. RPO PR-1
papunkij).

Maziausiai 12-0os ménesiy garantija turi bdti taikoma visoms papildomai
uzsakytoms paslaugoms.

PR-5.

PR-6.

PR-7.

PR-8.
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6.3. Reikalavimai RPO jgyvendinimui

Reikalavimo

Aprasymas

Nr.

PR-9. Paslaugy teikéjas privalo realizuoti RPO reikalavimus.

Paslaugy teikéjas ar Perkancioji organizacija gali sililyti alternatyvy atskiro RPO
reikalavimo jgyvendinimo bida, arba reikalavimo jgyvendinimo iSkeitimg j
lygiavertj funkcionalumg, kuris niekaip neigiamai neturéty jtakos Pirkimo tikslui,
uzdaviniams ir galutiniams rezultatams, bei neprieStarauty pirkimus
reglamentuojanciy teisés akty reikalavimams. Kiekvienas sitilomas alternatyvus,
ar reikalavimg keiciantis funkcionalumas, turi buti suderinamas su Perkancigja
organizacija. Reikalavimo keitimo | lygiavertj funkcionalumg atveju, Teikéjas turés
pateikti rastiSkg pagrindima, apimantj pakeitimo poveikio ir kritiSkumo apraSyma,
pagrindziant, kad pakeitimas nejtakoja viso Sistemos funkcionalumo. Taip pat turi
buti atliktas iSkei¢iamo funkcionalumo vertinimas pagal laiko sgnaudas
(detalizuojamos iSkei¢iamo funkcionalumo realizavimo laiko sgnaudos ir
pateikiamos naujo funkcionalumo realizavimo laiko sgnaudos). Alternatyviy
specifikacijos reikalavimy jgyvendinimui turi buti taikoma Paslaugy teikimo
reglamente apibrézta pokyciy valdymo procedira. Teikéjas gali sidlyti
alternatyvius architektliros realizavimo bidus, kurie uZztikrinty lygiaverte ar
geresne  Sistemos  greitaveika, aukSta  prieinamumg,  pleciamuma,
interoperabilumg, palaikyma, sauguma ir patoguma. Kiekvienas sitilymas turi buti
jvertintas ir patvirtintas Perkancigja organizacija.

Teikéjas kartu su pasialymu turi pateikti sitlomos programinés jrangos technine
dokumentacijg bei dokumentus, patvirtinancius, kad Teikéjas yra sitilomos
jrangos gamintojas arba oficialus gamintojo atstovas ir (ar) jgaliotas partneris,
turintis teise parduoti bei diegti ir (ar) konfiguruoti sitiloma jranga.

PR-12. Teikéjas kartu su Sutartimi, pasiraso asmens duomeny tvarkymo susitarima.
Teikéjas uztikrina, kad asmuo, vykdysiantis Sutarties Techninés dalies
PR-13. jgyvendinimg pasiraSyty Perkanciosios organizacijos pateiktg Konfidencialumo
pasizadéjima.

Teikéjas privalo vadovautis Sutarties vykdymo metu aktualiomis teisés akty
redakcijomis. Teikéjui privalomi ir visi Sutarties vykdymo metu naujai priimti /
pakeisti teisés aktai, jeigu jie susije su Sutarties jgyvendinimu. Jei naujai priimti /
pakeisti teisés aktai priestarauja Techninéje specifikacijoje aprasytiems
reikalavimams, Teikéjas turi jgyvendinti reikalavimus vadovaudamasis Sutarties
vykdymo metu priimty / pakeisty teisés akty versijomis.

Per 5 darbo dienas nuo Sutarties jsigaliojimo Paslaugy teikéjas turi surengti jvadinj
PR-15. susitikimg su Registry Centru bei pateikti derinimui ir pristatyti Paslaugy teikimo
reglamentg (pagrindinés dalys nurodytos 4-oje lenteléje)

Teikéjas turés bendrauti su Perkancigja organizacija susitikimy metu, rastu ir e.
pastu, ir dalyvauti rengiamy dokumenty aptarime su suinteresuotomis Salimis bei
suteikti pagalbg pristatant ir aptariant pateikiamy dokumenty turinj bei teikti kitas
su Specifikacijos parengimu susijusias konsultacijas Registry centrui. Visy
susitikimy turinys turi bati protokoluojamas taip kaip nurodyta Paslaugy teikimo
reglamente.

PR-10.

PR-11.

PR-14.

PR-16.
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Paslaugy teikéjas yra atsakingas uz reikalingy jrankiy ir techninés jrangos jsigijima
Paslaugoms atlikti.
Teikéjo pasillyti specialistai turi gebéti Zodziu ir rastu bendrauti lietuviy ir angly
kalbomis (ne mazesniu nei C1 lygiu pagal Bendrajg Europos kalby mokéjimo
PR-18. orientacine sistema). Jei specialistas nemoka lietuviy ar angly kalbos, reikalavimas
gali biti jvykdytas uztikrinant vertimo paslaugas Sutarties vykdymo metu, kurios
turi bati jtrauktos | pasitilymo kaina.

PR-17.
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Reikalavimai pirkimo objektui MedVAIS modernizavimo paslaugoms 'Q“REGISTRU

S CENTRAS

Reikalavimo

Nr.

PR-19.

6.4.1. Reikalavimai dokumentacijai ir jos derinimui

Aprasymas

Visa Teikéjo rengiama Projekto dokumentacija turi bati parengta lietuviy kalba
vadovaujantis bendrinés lietuviy kalbos taisyklémis (iSskyrus techninius
dokumentus, kuriuose informacija gali buti pateikiama angly kalba), iliustruoti
schemomis, lentelémis, grafikais bei kitomis vaizdinémis priemonémis, pateikiama
medziaga iSdéstoma aiskiai, nuosekliai ir detaliai.

PR-20.

Teikéjo pataisyti dokumentai turi bati teikiami su matomais pakeitimais (,track
changes" funkcija).

PR-21.

Su Perkancigja organizacija suderinti dokumentai turi (gali) bati keiciami vélesniy
etapy metu, jeigu yra vykdomi modifikuojamos Sistemos pakeitimai, atsizvelgiant
] priemimo testavimo bei bandomosios eksploatacijos rezultatus, kitas projekto
veiklas ir aplinkybes, kurios susijusios su pateiktos dokumentacijos turiniu.
Projekto dokumentacija turi buti aktualizuojama (atnaujinama) ir galutinés
versijos pateiktos su Perkancigja organizacija suderintais terminais bet ne véliau
kaip iki galutinio priémimo perdavimo akto pateikimo dienos.

PR-22.

Dokumenty galutinés versijos turi buti pateiktos Confluence, MS Word arba kitu
su UZsakovu suderintu redagavimui tinkamu formatu jkeliant dokumentg (-us) j
suderintg direktorija.

PR-23.

Preliminarios (projektinés) versijos turi bati pateikiamos elektroniniu formatu
elektroninio rysSio priemonémis. Pastabos bei korekcijos dokumenty projektuose
turi badti teikiamos Confluence, MS Office programinio paketo (ar lygiavercio)
pakeitimy sekimo (angl. track changes) bei komentavimo funkcijomis. Turi buti
vykdomas pateikiamy dokumenty versijavimas (versijy kontrolé).

PR-24.

Teikéjas turés parengti dokumentacija, nurodytg 4-oje lenteléje ,Paslaugy
jgyvendinimo etapai®.

PR-25.

Visi Teikéjo parengti dokumentai turés biiti suderinti su Perkancigja organizacija
ir Techninés priezitiros paslaugy teikéju. Detalts dokumenty derinimo principai ir
terminai turés bati pateikti ir suderinti Teikéjo parengtame Paslaugy teikimo
reglamente.

PR-26.

Dokumenty galutinés versijos turi biti pateiktos dviem formatais: redagavimui
tinkamu elektroniniu (.doc, .docx, .pdf arba kitu su Perkancigja organizacija
suderintu formatu) ir Teikéjo atsakingo asmens parasu (elektroniniu arba jprastu)
pasiraSytu formatu. Dokumenty tarpinés versijos teikiamos tik elektroniniu
formatu.

PR-27.

Visa Teikéjo parengta Projekto dokumentacija turi biti patvirtinta Perkanciosios
organizacijos atsakingy asmeny, detaliau aprasyta Darbo reglamente.

PR-28.

Perkancioji organizacija ir kitos suinteresuotos Salys pateikia pastabas vertinamai
dokumentacijai:
1. neilgiau kaip per 10 darbo dieny iki 100 psl. apimties dokumentams;
2. per su Teikéju suderintg laikotarpj, kuris ne mazesnis nei 10 darbo dieny,
didesniems nei 100 psl. apimties dokumentames;
3. Perkancigja organizacijai ar kitoms suinteresuotoms Salims pateikus
pastabas vertinamai dokumentacijai, Teikéjas turi atlikti taisymus
atsizvelgdamas | Siuos reikalavimus:
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i. iki 100 psl. apimties dokumentai turi buti taisomi ne ilgiau
kaip per 5 darbo dienas;
ii. didesni nei 100 psl. apimties dokumentai turi biti taisomi
ne ilgiau kaip per 10 darbo dienu.
Sistemos iSeities kody laikymui turi biiti naudojama Perkanciosios organizacijos
kodo saugykla — GitLab.

6.4.2. Reikalavimai analizei ir projektavimui

Reikalavimo
Nr.

Aprasymas

Teikéjas analizés ir projektavimo etapy vykdymo metu turi atlikti detalig veiklos
procesy ir poreikiy analize bei projektavimg ir parengti detalios reikalavimy
analizés ir projektavimo dokumentus, kurie detalizuoti RPO skyriuje 6.4.1
~Reikalavimai dokumentacijai ir jos derinimui®.

Detalios reikalavimy analizés dokumente turi buti pateikti pagal Techninés
specifikacijos funkcinius ir nefunkcinius reikalavimus bei pagal Perkanciosios
organizacijos iSsakytus poreikius parengti panaudos atvejai (angl. Use Case)
(panaudos atvejy diagramos ir detalls panaudos atvejy aprasymai, nurodant
Zingsnius (pagrindine eiga, alternatyvig eiga, iSimtine eigg) ir kitus apribojimus,
naudojant UML (angl. Unified Modeling Language) notacijg. Turi bati atliktas visy
Techninés specifikacijos funkciniy ir nefunkciniy reikalavimy susiejimas su detalios
analizés dokumento turiniu (skyriais, panaudos atvejais, diagramomis ir pan.).
Siejimas turi biti atliekamas tokia forma, kad bity aiSku kokiu bddu yra
projektuojamas ir realizuojamas kiekvienas RPO reikalavimas.

Atliekant analize ir projektavimg Teikéjas turi vykdyti susitikimus su Perkanciosios
organizacijos paskirtais veiklos specialistais ir kity susijusiy institucijy specialistais.
Detalios analizés ir projektavimo etapy metu Teikéjas turi detalizuoti RPO
PR-32. funkcinius ir nefunkcinius reikalavimus, kad jais vadovaujantis buty galima
realizuoti poreikius atitinkancius Sistemos funkcionalumus.

PR-29.

PR-30.

PR-31.

6.4.3. Reikalavimai demonstracijoms

Reikalavimo v
Aprasymas

Nr.

Teikéjas vystymo etape po kiekvienos iteracijos pabaigos turi atlikti Sistemos
PR-33. demonstracijas gyvai demonstruojant Sistemos veikima. Turi buti atliekamas
Sistemos demonstravimas, o ne prototipo.

Demonstruojamo funkcionalumo apimtys ir laikiSkumas turi biti nustatyti
Paslaugy teikimo reglamente. Iki priémimo testavimo etapo pradzios Perkanciajai
PR-34. organizacijai turi blti pademonstruotas visas Sistemos funkcionalumas, iSskyrus
tg funkcionaluma, kuris bus suderintas kaip nedemonstruotinas (pavyzdziui,
integracijos).

Demonstracijy tikslas — supazindinti Perkancigjg organizacija su kuriama
programine jranga bei gauti atsiliepimus dél sukurto (kuriamo) funkcionalumo.

PR-35.
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Pastabos (atsiliepimai) gali biti iSsakomos pakartotinai priémimo testavimo etape,
jeigu j jas nebus atsizvelgta iki pastarojo etapo.

Demonstracijy metu iSsakomi atsiliepimai (pastabos) turi bti registruojami
PR-37. susitikimo protokoluose ar kita sutarta forma (pavyzdziui, specializuotoje klaidy
registravimo ir sekimo sistemoje).

Funkcionalumo demonstracijg turi vykdyti Teikéjo specialistai, o jo metu
PR-38. Perkanciosios organizacijos atstovai, siekdami objektyviai jvertinti Teikéjo
demonstruojamy funkcionalumy galimybes, galés uzduoti Teikéjui klausimus.
Demonstravimas turi bati atliekamas lietuviy kalba arba su vertimu j lietuviy kalba.
Nebent numatyta kitaip projekto valdymo plane.

Jeigu Teikéjas negaléty pademonstruoti atitinkamy funkcionalumy dél techniniy
PR-40. klii¢iy, demonstracija galéty biiti vieng kartg atidedama 1 darbo dienai, per kurig
Teikéjas turéty pasalinti technines klidtis ir atlikti demonstracija;

Funkcionalumas turéty biti demonstruojamas veikiancioje demonstracinéje
aplinkoije, t. y. negaléty biti pateikiamas vaizdo jrasas ar pan.

PR-36.

PR-39.

PR-41.

6.4.4. Reikalavimai diegimui

Reikalavimo %
Aprasymas
Nr.
Iki sprendimo diegimo pradzios Teikéjas turi parengti diegimo plang (kuris
tvirtinamas Perkanciosios organizacijos), kuriame turi bti pateikiama:
1. Diegimo dalyviy atsakomybeés;
PR-42. 2. Diegimo veikly aprasymai (diegimo instrukcija);
3. Diegimo veikly grafikas;
4. Diegimo schema.
Diegimo plane turi biti aprasyti ir suderinti sistemos atstatymo veiksmai jvykus
PR-43. nesékmingam pakeitimy diegimui.
Programinés jrangos diegimas turi biiti vykdomas Perkanciosios organizacijos
infrastruktdroje tuo metu, kai Sistemos naudojamumas yra maziausias (pvz.: ne
PR-44. darbo valandomis arba savaitgalj). Konkretus laikas (grafikas) turi bati suderintas
su Perkancigja organizacija.
Diegimo schema turi biti sudaryta laikantis Perkanciosios organizacijos
PR-45. reikalavimy saugumui, greitaveikai, naudojamumui ir kt.
Atlikus diegimg turi bati jsitikinta, kad visi Sistemos komponentai veikia ir yra
PR-46. ey . .
pasiekiami is iSoriniy tinkly, jei tai yra butina.
Nepriklausomai nuo sprendimo diegimo biido, Paslaugy teikéjas turi paruosti
bendrg Sistemos diegimo paketg (apimant] tiek esamas, tiek modernizuotas ir
PR-47. . . . . v .. . . L
naujas Sistemos funkcijas), kurj PerkanCioji organizacija galéty jdiegti
savarankiskai bet kada pasibaigus Projektui.

6.4.5. Reikalavimai testavimui

Reikalavimo >
Aprasymas

Nr.

PR-48. Turi bati atlikti Sistemos versijy testavimai (toliau — Testavimas).
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Testavimo tikslai:

1. Isitikinti, kad yra jgyvendinti visi funkciniai ir nefunkciniai Techninés
specifikacijos reikalavimai;

PR-49. 2. Isitikinti, kad reikalavimy jgyvendinimas atliktas tinkama apimtimi;

3. Nustatyti ar reikalavimy jgyvendinimas tenkina Perkanciagjg organizacijg ir
kitas suinteresuotas salis;

4. Identifikuoti, uzregistruoti ir iStaisyti funkcionalumo klaidas (angl. Bugs).
Paslaugy teikéjas turi parengti ir su Perkancigja organizacija suderinti testavimo
plana, kuriame turi buti pateikiama:

5. testavimo metodika;

6. testavimo dalyviy atsakomybés;

7. testavimo apimtis;

8. testavimo aplinka;

PR-50. 9. testavimo scenarijy struktura;

10. testavimo veikly grafikas;

11. testavimui reikalingi duomenys (salygos);

12. testavimo vykdymo ir klaidy bei trukumy (funkciniy neatitikCiy)
registravimo ir Salinimo tvarka;

13. testavimo priémimo kriterijai;

14. kita aktuali informacija.

Turi biti atlikti Sie testavimai:

1. Vidinis testavimas. Vidinius atskiry komponenty testavimus Teikéjas turi
atlikti nedalyvaujant Perkanciosios organizacijos atstovams, taciau turi
pateikti tokio testavimo jrodymus — vidinio testavimo ataskaitas,
automatiniy testavimy scriptus (scriptai turi biti jkelti j Perkanciosios
organizacijos kody versijavimo sistema GitLab) ir nustatyty neatitikimy
sgrasy. Vidinis testavimas turi biti atliktas Teiké&jo kdrimo aplinkoje.
Automatiniai testai turi buti jtraukti j automatinius CI/CD procesus. Vidinio
testavimo veiklos turi buti vykdomos pagal suderintg Paslaugy teikimo
reglamentg ir Perkanciosios organizacijos testavimo valdymo priemonéje
XRAY Teikéjo parengtais testavimo scenarijais.

2. Apkrovos ir nasumo testavimas. Sj testavima Teikéjas turi atlikti savo

PR-51. kdrimo aplinkoje, nedalyvaujant Perkanciosios organizacijos atstovams.
Sio testavimo rezultatai turi atsispindéti vidinio testavimo ataskaitoje.
Perkanciosios organizacijos testavimo aplinkoje bus vykdomi papildomi
apkrovos ir nasumo testavimai. Jei Perkanciosios organizacijos atlikti
testavimo rezultatai netenkins nurodyty reikalavimy, Teikéjas turés atlikti
reikiamas sistemos optimizavimo veiklas;

3. Integracinis testavimas (angl. Integrity Testing). Sj testavima Teikéjas turi

atlikti TEST aplinkoje su Perkanciosios organizacijos atstovais. Sio
testavimo rezultatai butini jsitikinti ar Sistemos vystymo sprendimas
parengtas diegimui j PROD aplinka. Sio testavimo metu rastos klaidos ir
neatitikimai turi biti pasalinti ir iStaisyta Sistemos versija sékmingai
iStestuota TEST aplinkoje;
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4. Priémimo testavimas (angl. Acceptance Testing). Sis testavimas turi bati
atliekamas TEST aplinkoje dalyvaujant Teikéjui, Perkancigja organizacijai
ir kitoms suinteresuotoms Salims:

a. Sio testavimo metu turi biti tikrinamas testavimo tiksly
jgyvendinimas (jgyvendinimo lygio nustatymas). Priemimo
testavimo veiklos turi buti vykdomos remiantis priémimo
testavimo planu, kurj pateiks Teikéjas, priémimo testavimo
scenarijais parengtais Teikéjo Perkanciosios organizacijos
testavimo valdymo priemonéje XRAY; Atliktas testavimas
turi uztikrinti, kad Sistemos versija yra tinkama bandomajai
eksploatacijai;

b. Testavimo metu turi buti vykdomas identifikuoty klaidy
(problemy) registravimas elektronine forma vedamajame
pastebéty klaidy (problemy) ir jy blseny kaupimo Zurnale.
Jei nebus sutarta kitaip, klaidos turi buti registruojamos
Perkanciosios organizacijos jrankyje JIRA;

c. Kai paslaugos teikimas apima ir testavimo (nepriklausomai
nuo aplinkos) veiksmus, Teikéjas, teikdamas paslauga, turi
uztikrinti (naudoti) testavimui reikalingus isteklius (testinius
duomenis, jskaitant asmens duomenis, kai testavimo
negalima atlikti su sintetiniais (nerealiais) asmens
duomenimis);

d. Priémimo testavimas turi biiti vykdomas Perkanciosios
organizacijos jsigytos techninés jrangos pagrindu;

e. Teikéjas turés parengti ir pateikti visus testavimui
reikalingus duomenis, jrankius ar kitas priemones;

f. Teikéjas turés sudaryti ir kitus testavimo duomenis, kurie
bus reikalingi tam, kad patikrinti Siy RPO funkcinius ir
nefunkcinius reikalavimus. Kiti reikalingi testavimo
duomenys, reikiamos priemonés ir salygos turi bduti
detalizuotos priémimo testavimo plane bei suderintos su
Perkancigja organizacija;

g. Priémimo testavimas uzbaigiamas, kai tenkinami testavimo
plane jvardinti testavimo priémimo kriterijai;

h. Atliktas testavimas turi uztikrinti, kad Sistemos versija yra
tinkama bandomajai eksploatacijai.

Teikéjas turés parengti pacios Sistemos ir jg sudaranciy komponenty
automatizuoto testavimo ir diegimo (angl. Continuous Integration and Delivery

PR-52. (toliau - CI/CD)) procesus Perkanciosios organizacijos naudojamoje priemonéje
GitLab.
Teikéjo su Perkanciaja organizacija suderinti ir sudaryti CI/CD procesai (angl.
Pipeline) turi uztikrinti:
1. Artefakt inima;
PR-53. efakty pagaminima

2. Artefakty ir kodo kokybés patikrinima;
3. Artefakty ir kodo saugumo patikrinimg (Perkancioji organizacija pateiks
jrankius reikalingus kodo saugumui patikrinti);
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Automatinj testy vykdyma;
Diegimg j testavimo aplinkg;
Diegimg j bandomosios eksploatacijos aplinkg;

7. Diegimg j gamybine aplinka.
Perkancioji organizacija savo iniciatyva gali atlikti bet kokius kitus Sistemos
testavimus ir bandymus (iSeities kody tikrinimg, konfigtracijos tikrinimg, naSumo
tikrinimg, auksto prieinamumo tikrinimg, ple¢iamumo tikrinimg, funkcionalumo
tikrinimg ir kt.) siekdama uztikrinti sistemos kokybe ir atitikimus reikalavimams.
Teikéjas turés atsizvelgti j Perkanciosios organizacijos atstovy atlikty bandymy ir
testavimy rezultatus, fiksuotus JIRA sistemoje, atlikti visy testavimy rezultatuose
PR-54. nurodyty trakumy (pazeidimy, rekomendacijy) Salinima. Teikéjas turés sudaryti
reikiamas salygas suplanuotiems testavimams ir bandymams atlikti — pateikti
iSeities kodg, pateikti prisijungimo duomenis prie sistemos komponenty, sukurti
testavimui reikalingus naudotojus, jjungti / iSjungti sistemos komponentus,
sudaryti prieigos galimybes specializuotai testavimo ir bandymy programinei
jrangai, atlikti kitas reikiamas veiklas, kurios uztikrinty pilnavertj testavimy ir
bandymy proceso jvykdyma.

o vk

6.4.6. Reikalavimai mokymams

Reikalavimo >
Aprasymas

Nr.

Teikéjas turi parengti ir suderinti su Perkancigja organizacija mokymo plang,
mokymy medZziagg bei parengti mokymams reikalingg aplinka.
Mokymy medziaga turi apimti:

1. atskiroms naudotojy grupéms skirtus naudojimosi funkcionalumais
aprasus (paremtus naudotojy instrukcijomis);

2. animuotas naudojimosi instrukcijas ir/ arba vaizdine (video) medziaga,
leidziancig organizuoti mokymus atskiroms naudotojy grupéms nuotoliniu
budu.

Mokymy medziaga turi atitikti tokius reikalavimus:

1. visa pateikta medziaga turi bati suskirstyta pagal sukurtos programinés
jrangos funkcines sritis, parengta lietuviy ir angly kalbomis ir iliustruota
naudotojo sgsajos ekranvaizdziais;

2. vadovai turi bati iSsams ir suprantami skaitytojui savarankiskai vykdant
konkrecias uzduotis, apimti visas numatytas sistemos funkcijas;

3. vadovuose turi bati pateikti visy sukurtos programinés jrangos lauky
paaiskinimai;

4. administratoriy vadove, turés biiti pateikiamas iSsamus duomeny importo
i kity sistemy aprasymas.

Mokymy medZziaga turi bati patalpinta su Perkancigja organizacija suderintose
vietose/direktorijose ir pasiekiama po Projekto.

Mokymai turi bati vykdomi testinéje ar kitoje specialiai mokymams parengtoje
aplinkoje.

Perkanciosios organizacijos naudotojy mokymams turi biti apmokyti ne daugiau
kaip 20 asmeny.

PR-55.

PR-56.

PR-57.

PR-58.

PR-59.

PR-60.
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Naudotojy mokymy vietg turi parinkti Teikéjas pries tai suderines su Perkancigja
PR-61. organizacija (suderinus mokymai galés buti vykdomi ir nuotoliniu btdu). Su
mokymy vieta susijusios iSlaidos yra Teikéjo atsakomybé.

6.4.7. Reikalavimai bandomajai eksploatacijai

Reikalavimo v
Aprasymas

Nr.

Turi buti atlikta Sistemos bandomoiji eksploatacija, kurios tikslas — uztikrinti
Sistemos kokybe, iSbandyti gamybine sistemos komponenty konfigtracijg,
PR-62. identifikuoti ir pasSalinti bandomosios eksploatacijos metu pastebétus defektus,
stabilizuoti darbinés aplinkos konfigiiracijg, atsizvelgiant | bandomosios
eksploatacijos metu sukaupta patirtj.

Iki bandomosios eksploatacijos pradzios Paslaugy teikéjas turi parengti
bandomosios eksploatacijos plana, kuriame turi bati pateikiama:

1. bandomosios eksploatacijos dalyviy komunikavimo schema;

2. bandomosios eksploatacijos dalyviy atsakomybes;

3. bandomosios eksploatacijos veikly grafikas;

4. bandomosios eksploatacijos vykdymo ir klaidy bei trikumy registravimo ir
Salinimo tvarka;

5. bandomosios eksploatacijos priémimo kriterijai.

Teikéjas, turi konsultuoti Perkancigjg organizacija bandomosios eksploatacijos
aplinkos parengimo klausimais:
PR-64. 1. sistemos komponenty instaliavimo ir konfigliravimo;

2. visy butiny sistemos duomeny migravimo (suvedimo) bei pertekliniy

(bandomajai eksploatacijai nereikalingy) duomeny pasalinimo.
Perkancioji organizacija uztikrina sistemos veikimg visos bandomosios
eksploatacijos metu, jeigu nebus sutarta kitaip.

Bandomosios eksploatacijos metu turi biti vykdomas identifikuoty klaidy
(problemy) registravimas ir Salinimas:

1. klaidos turi biti registruojamos Perkanciosios organizacijos klaidy sekimo
PR-66. jrankyje — JIRA;

2. Teikéjas privalo nedelsiant per bandomosios eksploatacijos plane
numatytus terminus pasalinti sistemos trikumus atsizvelgiant |
uzregistruotas bandomosios eksploatacijos problemy registre klaidas.

Pasibaigus bandomajai eksploatacijai Paslaugy teikéjas turi parengti bandomosios
eksploatacijos ataskaitg, kurioje buty pateikta rasty ir iStaisyty klaidy suvestiné,

PR-63.

PR-65.

PR-67. pateikiama informacija apie kitas bandomosios eksploatacijos metu jgyvendintas
veiklas.
PR-68 Perkancioji organizacija pradés Sistemos priémimo veiklas tik tada, kai Sistema

tenkins bandomosios eksploatacijos plane apibréztus priémimo kriterijus.

6.5. Reikalavimai Sistemos priémimui

Reikalavimo >
Aprasymas

Nr.
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PR-69.

Galutinis Sistemos ar atskiry Sistemos komponenty priémimas bus vykdomas
pasibaigus bandomajai eksploatacijai, t. y. priémimas galés bati vykdomas tik
tada, kai bus pasiekti bandomosios eksploatacijos priemimo kriterijai.

PR-70.

Teikéjas privalo prieS priduodamas Sistemg Perkancigja organizacijai pateikti
galutines dokumentacijos ir Sistemos iSeities kodo versijas, iSskyrus asmenines
neturtines teises j intelektinés veiklos rezultatus, jeigu jos buvo pakeistos nuo
paskutinio pridavimo.

PR-71.

Visos Paslaugas bus priimami pasirasant galutinj priémimo-perdavimo akta.

PR-72.

Siekiant uztikrinti sklandy Pirkimo testinuma:

1.

2.

4.

5.

Teikéjas, nepazeidziant autoriaus teisiy turétojo ar treciyjy Saliy
intelektinés  nuosavybés teisiy, sutartimi perduoda Perkancigja
organizacijai autoriy turtines teises j pagal uzsakymg sukurtg programine
jranga ir parengtus projektinius dokumentus, jskaitant, bet neapsiribojant,
teise neribotg laikg ir be papildomo atlygio naudoti sukurta programine
jrangg; teise daryti sukurtos programinés jrangos kopijas; teise modifikuoti
ir toliau plétoti sukurtg programine jrangg; teise perkelti programine
jranga | kitg technologine platformg; teise naudoti ir keisti jai sukurtos
programinés jrangos pradinj kodg (masininés kalbos pradinius tekstus);
jeigu Projekte sukurtoje programinéje jrangoje panaudota kita autoriaus
teisiy turétojo ar treciyjy Saliy programiné jranga, kuri integruota j pagal
uzsakyma sukurtg programine jrangg ar kitaip susieta su atliktu uzsakymu
ir autoriaus turtiniy teisiy j sukurtg programine jrangg ar parengtus
projektinius dokumentus, jos perdavimas Perkancigja organizacijai neturi
apriboti Sias teises perdavusio Teikéjo teisés be atskiro Perkanciosios
organizacijos sutikimo toliau vystyti, tobulinti, platinti ir atlikti kitus
reikiamus veiksmus su sukurta programine jranga ar parengtais
projektiniais dokumentais;

kartu su kompiuterine programa, kaip Si sgvoka apibrézta LR autoriy teisiy
ir gretutiniy teisiy jstatyme, Perkancigja organizacijai perduodamas ir
programos iSeities kodas, iSskyrus asmenines neturtines teises |
intelektinés veiklos rezultatus. Kompiuteriy programos autoriaus
asmeninés neturtinés teisés negali biti naudojamos tokiu baddu, kuris
suvarzyty autoriy turtiniy teisiy j Sig kompiuterine programg turétojo
teises, tarp jy ir teise savo nuozilira adaptuoti, keisti ir neatlygintinai
platinti $iuos kirinius. Siame punkte numatytos autoriy turtinés teises,
vadovaujantis Autoriy teisiy ir gretutiniy teisiy jstatymo ir Valstybés
informaciniy istekliy valdymo jstatymo 12 str. nuostatomis, perduodamos
ir suteikiamos LR ir ES $aliy teritorijoje neribotam laikui;

Teikéjas turi perduoti Perkancigja organizacijai Pirkimo metu sukurtg
Sistemos programine jrangg ir jos iSeities kodg ar atskiry Sistemos
komponenty paslaugy priémimo — perdavimo akto pasiraSymo datai;
Teikéjas neturi teisés atskleisti jokios su paslaugy teikimu susijusios
informacijos treCiosioms Salims be Perkanciosios organizacijos rastisko
leidimo arba jei to reikalauja jstatymai.
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6.6. Reikalavimai garantinei prieziurai

Reikalavimo >
Aprasymas

Nr.

Paslaugy teikéjas po galutinio Paslaugy perdavimo-priémimo akto pasiraSymo
dienos turés:

1. suteikti ne trumpesne kaip 12 ménesiy trukmés garantine prieziiirg;

2. uztikrinti Sistemos veiklos atkdirimg visiSko arba dalinio funkcionavimo
sutrikimo atvejais, jskaitant sutrikimus, atsiradusius dél klaidy
standartinéje ir nestandartinéje programinéje jrangoje (iSskyrus atvejus
atsiradusius dél Perkanciosios organizacijos kaltés);

PR-73. 3. atstatyti sugadintus programinés jrangos komponentus ir duomenis
(iSskyrus atvejus, atsiradusius dél Perkanciosios organizacijos kaltés);

4. nemokamai taisyti sukurtos ar modifikuotos programinés jrangos bei kity
sukurty ar modifikuoty sprendimy klaidas, netikslumus ir neatitikimus
Techninéje specifikacijoje apibréztiems reikalavimams, taip pat parengti,
iStestuoti ir paruosti diegimui reikalingus atnaujinimus pagal Teikéjo
parengtas ir su Perkancigja organizacija suderintas atnaujinimy diegimo
proceduras.

Garantinio aptarnavimo metu Teikéjas privalo registruoti Sistemos eksploatavimo
sutrikimus ir neatitiktis problemy / sutrikimy registravimo sistemoje (pvz.,
PR-74. specializuotoje interneto svetainéje arba per pagalbos teikimo linijg (angl. Service
Desk) pagal su Perkancigja organizacija suderintas informavimo ir registravimo
proceduras.

Garantinio aptarnavimo metu visos atsiradusios ir nustatytos klaidos, trikdziai,
sutrikimai ir problemos turi buti klasifikuojami:

1. Kritinis sutrikimas — kai nustatytas trikdis ir (ar) problema, dél kurios
naudotojas negali vykdyti numatyty bitiny funkcijy ir nezinomas joks kitas

PR-75. Perkanciajai organizacijai priimtinas alternatyvus Sios funkcijos vykdymo
kelias;

2. Nekritinis sutrikimas — kai nustatytas trikdis ir (ar) problema, kuris sukelia
sunkumus naudojantis Sistema, bet neturi jtakos Sistemos funkcijy
veikimui ir nedaro jokio kito poveikio.

Pagrindinés privalomos garantinés priezitiros sglygos:

1. reakcijos | problemg laikas (problema uZregistruota ir perduota
sprendimui) — ne ilgiau kaip 2 val.;

2. problemos sprendimo trukmeé:

a. kritiniy sutrikimy Salinimas — ne ilgiau kaip 8 valandos nuo

PR-76. pranesimo gavimo sutartu bddu;
b. nekritiniy sutrikimy Salinimas — ne ilgiau kaip 40 darbo valandy nuo

pranesimo gavimo sutartu badu.

3. jei gedimo per nurodytg laikg pasalinti negalima, kartu su Perkancigja
organizacija suderinamas kitas gedimo pasalinimo laikas, pateikiant Sio
laiko poreikio pagrindima.

Konsultacijos dél nustatyty neatitikimy ir apie atliktus programinés jrangos
PR-77. pasikeitimus telefonu ir elektroniniu pastu (angl. Hot line) — darbo dienomis nuo
8:00 iki 17:00 val.
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Galimybé visg parg registruoti problemas internetu bei stebéti problemy
sprendimo bikle naudojant Perkanciosios organizacijos naudojamag klaidy

PR-78. registravimo jrankj (nebent projekto metu biity Saliy sutarta naudoti Teikéjo
klaidy registravimo jrankj).
PR-79 Kiekvieno ketviréio pradZzioje Paslaugy teikéjas per 5 darbo dienas turés parengti

praéjusio ketvircio garantinés priezitros vykdymo ataskaitg.

Detali garantinés prieZitiros tvarka (garantinés priezitiros komunikacijos biidai,
PR-80. atnaujinimy diegimo procediiros ir kt.) turi biiti suderinta su Perkancigja
organizacija aprasyta Teikéjo parengtame garantinés priezitros reglamente.

6.7. Reikalavimai Projekto valdymui

Reikalavimo v
Aprasymas

Nr.

Teikéjas turi uztikrinti, kad visa komunikacija Projekto metu vykty lietuviy kalba.
PR-81. Jei pasitelkiami uzsienio Saliy ekspertai, Teikéjas turi pasirlpinti vertimo j lietuviy
kalbg paslaugomis savo saskaita.
Pirkimo paslaugos turi bati jgyvendinamos kompleksiniu projekto jgyvendinimo
PR-82. metodu. Etapy (prieaugiy) trukme ir darby iSskaidyma | prieaugius Teikéjas turi
suderinti su Perkancigja organizacija.
Teikéjas turi informuoti Perkancigjg organizacijg apie Paslaugy vykdymo eigg ir
PR-83. Perkanciosios organizacijos prasymu rengti Paslaugy teikimo etapy rezultaty
pristatymus.
Teikéjas turi tiesiogiai bendradarbiauti su Perkancigja organizacija, Projekto
partneriais bei kitomis Projekto suinteresuotomis Salimis.
Teikéjas turi pateikti ir su Perkancigja organizacija suderinti Paslaugy teikimo
reglamentg, kuriame turi buti detalizuoti Paslaugy teikimo etapai ir jy rezultatai
PR-85. (pateiktys), pateiktas detalus Perkanciosios organizacijos nurodytus terminus
atitinkantis kalendorinis darby vykdymo grafikas, aprasytos komunikacijos ir riziky
valdymo priemonés bei dokumenty derinimo tvarka.
Teikéjas turi kas ménesj rengti ir Perkancigja organizacijai teikti tarpines Paslaugy
teikimo ataskaitas, kuriose buty pateikiama:
PR-86. 1. informacija apie Paslaugy teikimo sutarties vykdymo eigg;

2. informacija apie per ataskaitinj ménesj uzfiksuotas rizikas ir problemas;

3. informacijg apie suderintus pakeitimus pakeitimy registre.
Tarpinés Paslaugy teikimo ataskaitos Perkancigja organizacijai privalo bati
pateiktos per 5 darbo dienas nuo ataskaitinio laikotarpio pabaigos.
Baigus visus darbus, Teikéjas turi parengti galutine Paslaugy teikimo ataskaita.
PR-88. Galutiné ataskaita Perkancigja organizacijai turi bti pateikta per 10 darbo dieny
nuo paskutinio Paslaugy teikimo etapo pabaigos.

PR-84.

PR-87.

6.8. Reikalavimai pakeitimy valdymui

Reikalavimo
Nr.

Aprasymas
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RPO, Techninéje specifikacijoje ar kituose Paslaugy teikimo sutarties prieduose
PR-89. nustatyti reikalavimai gali bati keiciami Teikéjo ar Perkanciosios organizacijos
iniciatyva.
Pakeitimy atsiradimas gali bati sglygojamas aplinkybiy, kurios atsiranda arba
tampa Zinomos po pirkimo sutarties sudarymo, jy atsiradimo pasitlymo pateikimo
ar pirkimo sutarties sudarymo metu nebuvo galima protingai numatyti ir
kontroliuoti, taip pat, iS anksto jvertinti ir jy atsiradimo rizikos.
Pakeitimas turi biti jforminamas Paslaugy teikéjui ir Perkanciajai organizacijai
patvirtinus keitimg rastu, vadovaujantis tarp Paslaugy teikéjo ir Perkanciosios
organizacijos sudarytos Paslaugy teikimo sutarties ir Sios Techninés specifikacijos
sglygomis, nepazeidziant vieSyjy pirkimy principy, esant visoms Sioms
aplinkybéms:
1. dokumentuotas funkcionalumo pakeitimo poveikis, aprasytas jo kritiSskumo
laipsnis (neesminis, vidutinis, kritinis) ir pasekmés;
2. funkcionalumo pakeitimas néra kritinis ir nedaro jtakos viso techninio
sprendimo funkcionalumui;
3. funkcionalumo pakeitimas buvo / yra pazymétas testavimo plane ir bus
papildomai iStestuotas;
4, atlikti techninés dokumentacijos, veiklos procesy ir / ar teisés akty
pakeitimai, susije su funkcionalumo pakeitimu;
5. funkcionalumo pakeitimas yra autorizuotas (pasiraSytas Perkanciosios
organizacijos jgalioto asmens);
6. apie funkcionalumo pakeitimg yra tinkamai pranesta visoms su Paslaugy
teikimu susijusioms Salims;
7. keiCiamas funkcionalumas neapsunkina pirkimo tiksly pasiekimo;
8. visi su funkcionalumu susije pakeitimai yra vedami funkcionalumy
pakeitimo registracijos zurnale.
Jeigu funkcionalumo pakeitimas yra jvykdytas nesilaikant ankstesniame punkte
nustatytos tvarkos, toks funkcionalumo pakeitimas laikomas negaliojanciu.

PR-90.

PR-91.

PR-92.

6.9. Reikalavimai prieziuros paslaugy teikimui

Reikalavimo <
Aprasymas
Nr.
Prieziliros paslaugos bus teikiamos gavus Perkanciosios organizacijos uzsakyma.
PR-93. . v . .
Uzsakyme bus nurodytas priezitros paslaugos laikotarpis.
PR-G4 Priezitros paslaugos pradedamos teikti ne anksCiau nei pasibaigs garantinés

priezitros laikotarpis ir gavus Perkanciosios organizacijos uzsakyma.

Priezitros paslaugos turi bati teikiamos darbo dienomis nuo 8.00 val. iki 17:00
PR-95. val., o jeigu Sistemos veikimo sutrikimas jtakoja Perkanciosios organizacijos
gebéjimg teikti paslaugas — ir kitu laiku.

Teikéjas turi jvertinti, kad Paslaugy teikimo laikotarpiu gali buti vykdomas
Sistemos (ar jy duomenis naudojanciy komponenty) informaciniy technologijy
infrastrukttros (tame tarpe ir standartinés programinés jrangos) atnaujinimas ir
vystymas, Sistemos modernizavimas.

PR-96.
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PR-97.

Jeigu teikiant priezilros paslaugas yra reikalingas Sistemos techninés
dokumentacijos atnaujinimas, ji turi bati atnaujinama. Sistemos naudojimo
instrukcijos taip pat turi buti atnaujintos bei pateiktos ir per programinés jrangos
naudotojo sgsajg (naudotojui suteikiant galimybe pasirinkti naudojimo instrukcijg
iS programinés jrangos meniu). Dokumentacijos atnaujinimo poreikis turi bti
jvertinamas kiekvieng ménes;j.

PR-98.

Esant bitinybei, atstatant Sistemos veiklg priezitros paslaugos teikiamos ir kitu iS
anksto suderintu laiku taip, kad nebity paZzeisti Perkanciosios organizacijos
nustatyti Sistemos atstatymo terminai.

PR-99.

Teikéjas turi paskirti atsakingus uz prieZitiros paslaugy teikimg asmenis, kurie turi
biti pasiekiami registruojant uzduotis Perkanciosios organizacijos naudojamoje
informaciniy technologijy uzduodiy valdymo ir tvarkymo sistemoje JIRA (toliau —
Perkanciosios organizacijos JIRA), nurodytu telefono numeriu ir elektroniniu
pastu.

PR-100.

Visas su prieziiira susijusias veiklas paslaugy Teikéjas turés organizuoti taip, kad
visos Perkanciosios organizacijos uzsakomos paslaugos, Teikéjo suteikty paslaugy
rezultatai, jy apraSymai ir kita susijusi informacija blty registruojami
Perkanciosios organizacijos JIRA. Perkancioji organizacija po Sutarties jsigaliojimo
suteiks Paslaugy Teikéjo specialistams prieigg prie sukurto JIRA projekto.

PR-101.

Sistemos stebésena vykdoma Perkanciosios organizacijos priemonémis. Po
Sutarties jsigaliojimo Teikéjas su Perkancigja organizacija suderina Sistemos
stebé&jimo taskus ir informavimo, apie pastebétus sutrikimus (sutrikimas angl.
Issue), bei registravimo tvarka.

PR-102.

Teikéjas turi nedelsdamas fiksuoti Perkanciosios organizacijos JIRA ir / arba
suderinta tvarka pranesti Perkanciosios organizacijos paskirtiems atsakingiems
asmenims apie pastebétus arba galincius jvykti Sistemos veiklos sutrikimus,
incidentus (taip pat ir elektroninés informacijos saugos incidentus) ir problemas
bei numatomus jy Salinimo terminus.

PR-103.

Sprendima, kokios svarbos Perkanciosios organizacijos JIRA / Pagalbos tarnyboje
registruotas kreipinys, ir vertinimg, ar kreipinys tinkamai iSsprestas ir gali buti
uzdarytas, priima Perkancioji organizacija.

PR-104.

Perkanciosios organizacijos JIRA / Pagalbos tarnyboje Teikéjo atstovai privalés i$
karto pranesti apie sutrikimo sprendimo eiga, o surade sprendimg bei iSsprende
problemg, pakomentuoti sprendimg (zr. 5 lentele).

PR-105.

Laiko tarpas, per kurj Paslaugy teikéjas privalés iSspresti kreipinius, priklausys nuo
Teikéjo teikiamy paslaugy ir Siems kreipiniams Perkanciosios organizacijos
specialisty suteikto prioriteto pagal sutrikimo jtakg Perkanciosios organizacijos
veiklai (Zr. 6 lentele).

PR-106.

PerkancCiosios organizacijos nustatyti kreipiniy prioritetai Critical, Major
nenaudojami testavimo ir kirimo aplinkose esancioms problemoms. Klaidos
tyrimo eigoje nustacius naujas aplinkybes, suderinus laiking alternatyvy
problemos pasalinimo biidg, Salims sutarus kreipinio kategorija gali biti keiciama
(mazinama arba didinama), nurodant prioriteto keitimo priezast;.

PR-107.

Teikéjas privalo iSspresti kreipinj (suteikti paslaugg ir pateikti diegimo paketa, jei
reikalinga) Perkanciosios organizacijos nustatytais terminais, nejskaiciuojant
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laiko, per kurj kreipinj tikslina ar teikia kitus paaiskinimus Perkanciosios
organizacijos specialistai.

PR-108.

Visais kitais atvejais sutrikimai turi bdti Salinami per Saliy suderintg laikg, o
konsultacijos suteikiamos ne veéliau kaip iki paklausimo pateikimo darbo dienos
pabaigos, jeigu jis pateiktas elektroninémis priemonémis ir iki tos darbo dienos 12
val., visais kitais atvejais ne véliau kaip iki sekancios darbo dienos pabaigos. Jeigu
konsultacijos nepavyksta suteikti telefonu ar elektroninio pasto pagalba.

PR-109.

Jei sutrikimo pasalinti nejmanoma per nustatyta laikg (ar Saliy suderintg laika),
Teikéjas privalo apie tai informuoti Perkancigjg organizacijg, pateikti ir suderinti
su ja gedimy Salinimo plang ir toliau sutrikimo Salinimo veiksmus vykdyti pagal
plane numatytus terminus.

PR-110.

Visas Sistemos programinés jrangos klaidas ir neatitikimus jos techninei
dokumentacijai ir uZsakymy teikti vystymo paslaugas reikalavimams,
dokumentacijos trikumus, taip pat visus Sistemos darbo sutrikimus ir jy
padarinius, kurie atsirado |diegus teikéjo jvykdytus programinés jrangos
pakeitimus, Teikéjas Salina savo saskaita.

PR-111,

Nustatytais kreipiniy sprendimo terminais Teikéjas turés pateikti reikalingus
diegimui Sistemos programine jranga / diegimo paketus su diegimo instrukcijomis.

PR-112.

Teikéjas turi konsultuoti Perkanciosios organizacijos specialistus ir teikti technine
pagalbg naudojant Perkanciosios organizacijos JIRA priemones, telefong,
elektroninj pastg bei specialisty darbo vietoje:

1. Nesant galimybei suteikti konsultacijg i$ karto, Teikéjas turi pateikti
atsakymus | konsultacijy paklausimus ne véliau kaip per 8 (astuonias)
Perkanciosios organizacijos darbo valandas (I - IV 8:00 - 17:00, V - 8:00
15:45), skaiCiuojamas nuo konsultacijos paklausimo pateikimo
Perkanciosios organizacijos sutrikimy sprendimo sistemoje. Saliy sutarimu
Sis terminas gali buti pratestas protingam laikotarpiui. Konsultacijos gali
biuti teikiamos telefonu, elektroniniu pastu, atvykstant j nurodyta
Perkanciosios organizacijos patalpg arba kitais Saliy sutartais
komunikavimo budais;

2. Pirminis ir antrinis klienty konsultavimo lygis uztikrinamas Perkanciosios
organizacijos, techninés priezitros klausimai, kuriy nepavyksta iSspresti
Perkanciajai organizacijai registruojami Perkanciosios organizacijos JIRA,
vykdyma priskiriant Teikéjo nurodytam asmeniui.

PR-113.

Sistemos jvykiy ir kreipiniy valdymas turi buti detaliai aprasytas Teikéjo
parengiamajame Paslaugy teikimo reglamente.
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5 lentelé. Kreipiniy registravimas JIRA
Ivykis, pranesimas, uzsakymas

Prieziuros

Tipas JIRA

Label

sritis
Taikomoji
programiné
jranga

Nenumatytas e. paslaugos teikimo

sutrikimas, pablogéjimas, arba jvykis, kuris
gali sutrikdyti e. paslaugos teikima.

Registry ir informaciniy sistemy veikimo
sutrikimas, gedimas ar jvykis, dél kurio
nutruksta elektroninés paslaugos teikimas
arba pablogéja paslaugos kokybé ir kurj
bitina pasalinti per nustatytg laiko tarpa.
Sutrikes arba gresiantis pavojus, kad sutriks
Registry ir informaciniy sistemy
darbingumas pagal automatinio jrankio,
Paslaugy teikéjo ar Paslaugos gavéjo
specialisto pastebéta jvyki.

Vienas ar keli pasikartojantys incidentai,
turintys  didele jtaka informacinés
sistemos/registro veikimui, kuriems budingi
tokie pat pozymiai, o priezastis, dél kurios
jvyko incidentas, néra Zinoma ar
reikalaujanti gilios analizés. Nepasalinus
problemos, incidentai gali kartotis.
Greitaveikos sutrikimai.

Sutrikimy analizé.

Incidentas

(sutrikimo
analizei

vykdyti)

Bug
(sutrikimo
priezasCiai
identifikuoti ir
klaidai
pasalinti)

JIRA sistemoje

MedVAIS_Priezilira_

Sutrikimas

UZsakymas
pakeisti
programine
jranga

Veikiancios programinés jrangos
funkcionalumo, konfiguracijos ar
modifikavimo darbai.

Story

Techninés skolos (Technical Debt) pvz. IS
kodo optimizavimo darbai, integralumo,
patikimumo, saugumo uztikrinimo bei
technologiniy sprendimy atnaujinimo darbai
nekeiciantys sistemos funkcionalumo.

Technical
Story

MedVAIS_Priezilira_
Pakeitimas

Konsultavimas

Patarimas ar informacija Registry centro
specialistams  dél programinés jrangos,
funkcionalumo, jos veikimo, technologiniais
sprendimais, vystymo, tarnybiniy stociy,
kuriose Sios sistemos jdiegtos,
administravimo, rezerviniy kopijy darymo,
atstatymo bei veikimo stebéjimo klausimais,
taip pat patarimas ar informacija dél
informacinés sistemos/registro duomeny, jy
tvarkymu.

Paslaugos
prasymas

MedVAIS_Priezitra_
Konsultavimas
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Prieziiiros
sritis

Ivykis, pranesimas, uzsakymas

Tipas JIRA

Label
JIRA sistemoje

pasitilymai ir iSvados dél Registry ir
informaciniy sistemy vystymo poreikiy bei
techninés bei technologinés architekttiros
tobulinimo.

Pasitulymai dél Paslaugy teikimo pagerinimo
ir paslaugy kokybés apibendrinimo
ataskaita ir kita svarbi informacija.

Sistemy naudotojy pasitlymy, grjztamojo
rySio perzidra, analizé, sprendimy
formulavimas.

Duomeny, Registry ir informaciniy sistemy duomeny | Task MedVAIS_PrieZilira_
dokumenty iSrinkimui reikalingy uzklausy parengimas ir Paslauga
tvarkymo duomeny idrinkimas pagal Registry centro
paslauga poreikius.

Dokumentacijos atnaujinimas.
Teikéjo Vykdytojo pasitlymai techniniais arba Task MedVAIS_Priezitira_
pasitlymai funkciniais klausimais: Pasitlymas

Tipas

6 lentelé. Kreipiniy prioritetai ir sprendimo laikas

Prioritetas Reakcijos

Sprendimo

laikas trukmé nuo Apta‘l:flawmo Aptar_nawmo
W rezimas laikas
pateikimo
Incidentas Kritinis Iki 15 min. Iki 4 val. 24x7 0:00 — 24:00
Bug Aukstas | Iki 15 min. Iki 6 val. 24x7 0:00 — 24:00
Vidutinis Iki 15 min. Iki 1 d. d. 8x5 8:00 - 17:00
Zemas Iki 15 min. Iki 3 d. d. 8x5 8:00 — 17:00

7. SPECIALIEJI REIKALAVIMAI PASLAUGUY TEIKIMUI

7.1. Reikalavimai saugai

7.1.1. Reikalavimai duomenuy apsaugai ir informacijos saugumo valdymui

Reikalavimo v
Aprasymas

Nr.

Duomeny sauga turi biiti uztikrinta vadovaujantis Sistemos duomeny saugos
nuostatais, asmens duomeny apsauga turi bdti uztikrinta remiantis Lietuvos
Respublikos asmens duomeny teisinés apsaugos jstatymu ir 2016 m. balandzio

PR-114. 27 d. Europos Parlamento ir Tarybos reglamentu (ES) 2016/679 dél fiziniy asmeny
apsaugos tvarkant asmens duomenis ir del laisvo tokiy duomeny judéjimo ir
kuriuo panaikinama Direktyva 95/46/EB (Bendrasis duomeny apsaugos
reglamentas).

PR-115 Teikéjas, teikdamas Paslaugas, turi laikytis ir uztikrinti, kad Paslaugos atitikty

Lietuvos Respublikos valstybés informaciniy istekliy valdymo jstatyme, Lietuvos
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Respublikos kibernetinio saugumo jstatyme, Lietuvos Respublikos Vyriausybés
2018 m. rugpjticio 13 d. nutarimas Nr. 818 ,Dél Lietuvos Respublikos kibernetinio
saugumo jstatymo jgyvendinimo™ nustatytus saugumo reikalavimus.

PR-116.

Po Pirkimo darby jvykdymo Sistemoje saugomi duomenys turi bati apsaugoti nuo
nesankcionuoto priéjimo, naudojimo, pakeitimo, atskleidimo, sunaikinimo ar
praradimo.

PR-117.

Teikéjas projektuojant Sistemos turi su Perkancigja organizacija suderinti, kokias
apsaugas ir kuriam Sistemos funkcionalumui naudoti. Sistema turi biti apsaugota
nuo Siy grésmiy:

1. Siekiant iSvengti saugumo spragy ir pazeidzZiamumo programinéje
neautentifikuotos prieigos;
nesankcionuoto naudotojo sesijos perémimo;
nesankcionuoto duomeny perémimo ar jy jterpimo;
zalingo kodo jterpimo (angl. Injection, XSS (Cross-sitescripting));
kity saugumo pazeidimy, kuriy sgrasas skelbiamas Atviro tinklo programy
saugumo Pirkimo (angl. The Open Web Application Security Project
(OWASP) interneto svetainéje www.owasp.org).

uih N

PR-118.

Sutrikus sistemy darbui, sistemos naudotojams turi bati pateikiami atitinkami
praneSimai.

PR-119.

Irangoje, kurig naudojant teikiamos paslaugos, Teikéjas, kurdamas programine
jranga, turi vadovautis visuotinai pripazintais saugaus kodavimo standartais ir
geraja praktika (angl. The Open Web Application Security Project, OWASP) Secure
Coding Practices ar lygiaverte). Kuriama programiné jranga neturi turéti
nesankcionuotos prieigos prie duomeny ir kity saugumo pazeidimy, kurie
jvardijami naujausiame OWASP Testing Guide (neapsiribojant ,,OWASP Top 10"
pazeidziamumais) (https://www.owasp.org) sarase, The OWASP API Security
sgrase ir kt. OWASP parengtose IS saugumo metodikose arba lygiaverciuose
dokumentuose.

PR-120.

Saugumo patikrinimai (grésmiy modeliavimai, iSeities kodo pazidros ir kt. saugaus
kodavimo standartuose ir gerojoje praktikoje numatyti saugumo patikrinimai) turi
bati vykdomi kiekviename programinés jrangos kirimo etape, vadovaujantis
Elektroniniy paslaugy kurimo metodika, patvirtinta Lietuvos Respublikos
susisiekimo ministro 2015 m. spalio 7 d. jsakymu, nustatancig reikalavimus
atsparumo jsilauzimui testavimui, kurj turi atlikti nuo elektroniniy paslaugy kiirimg
vykdancio subjekto (Teiké&jo) nepriklausomas paslaugy teikéjas. Atliekant
saugumo patikrinimus turi bati remiamasi visuotinai pripazintuose metodikose
nurodytais saugumo patikrinimo metodais (OWASP application security
verification standard, OWASP Testing Guide, Penetration Testing Execution
Standard (PTES), Open Source Security Testing Methodology Manual (OSSTMM),
Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP
800-30" ar lygiavertémis saugumo patikrinimo metodikomis).

PR-121.

Teikéjas turi nedelsiant informuoti apie sutarties vykdymo metu Perkanciosios
organizacijos informaciniy technologijy infrastruktiroje pastebétus elektroninés
informacijos saugos incidentus, neveikiancias arba netinkamai veikiancias saugos
uztikrinimo  priemones, informacijos saugumo reikalavimy nesilaikymg,
nusikalstamos veikos pozymius, Informaciniy sistemy saugumo spragas,
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pazeidziamumg, kitus svarbius saugai jvykius bei, suderinus su Perkancigja

organizacija, imtis atitinkamy priemoniy ir veiksmy siekiant nustatyti elektroninés

informacijos saugos incidenty priezastis, iSvengti susijusios rizikos. Taip pat pagal

kompetencijg vykdyti visus Perkanciosios organizacijos saugos jgaliotinio

nurodymus ir pavedimus, susijusius su saugos politikos jgyvendinimu.

7.1.2. Reikalavimai sauga reglamentuojanciu teisés aktuy tai

Reikalavimo >
Aprasymas

Nr.

Pagrindiniai saugg (tiek programinés jrangos, tiek duomeny) reglamentuojantys
teisés aktai, kuriais turi biti vadovaujamasi kuriant Sistema yra Sie:

1. 2016 m. balandzio 27 d. Europos Parlamento ir Tarybos reglamentas (ES)
2016/679 dél fiziniy asmeny apsaugos tvarkant asmens duomenis ir dél
laisvo tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva 95/46/EB
(Bendrasis duomeny apsaugos reglamentas (BDAR)), saugumo valdymo
standartas LST ISO/IEC 27001:2017 ,Informacinés technologijos.
Saugumo metodai. Informacijos saugumo valdymo sistemos.
Reikalavimai®, LST ISO/IEC 27002:2017 ,Informacinés technologijos.
Saugumo metodai. Informacijos saugumo kontrolés priemoniy praktikos
nuostatai® ir ISO/IEC 27701:2019 ,Saugumo metodai — ISO/IEC 27001 ir
ISO/IEC 27002 papildymas dél privatumo valdymo — Reikalavimai ir
gairés";

2. Lietuvos Respublikos asmens duomeny teisinés apsaugos jstatymas;

Lietuvos Respublikos kibernetinio saugumo jstatymas;

4. Organizaciniy ir techniniy kibernetinio saugumo reikalavimy, taikomy
kibernetinio saugumo subjektams, aprasas, patvirtintas Lietuvos
Respublikos Vyriausybés 2018 m. rugpjtcio 13 d. nutarimu Nr. 818 ,Dél
Lietuvos Respublikos kibernetinio saugumo jstatymo jgyvendinimo;

5. Informaciniy sistemy elektroninés informacijos saugos reikalavimai,
patvirtinti Lietuvos Respublikos krasto apsaugos ministro 2020 m.
gruodzio 4 d. jsakymu Nr. V-941 ,Dél Informaciniy technologijy saugos
atitikties vertinimo metodikos patvirtinimo™;

6. Bendryjy elektroninés informacijos saugos reikalavimy aprasas,
patvirtintas Lietuvos Respublikos Vyriausybés 2013 m. liepos 24 d.
nutarimu Nr. 716 ,Dél Bendryjy elektroninés informacijos saugos
reikalavimy apraso, Saugos dokumenty turinio gairiy apraso ir
Elektroninés informacijos, sudarancios valstybés informacinius isteklius,
svarbos jvertinimo ir valstybés informaciniy sistemy, registry ir kity
informaciniy sistemy klasifikavimo gairiy apraso patvirtinimo";

7. Duomeny teikimo formaty ir standarty rekomendacijos, patvirtintos
Informacinés visuomenés plétros komiteto prie Susisiekimo ministerijos
direktoriaus 2013 m. kovo 25 d. jsakymu Nr. T-36 ,Dél Duomeny teikimo
formaty ir standarty rekomendacijy patvirtinimo".

w

PR-122.
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7.1.3. Paslaug

Reikalavimo

teikimo duomeny saugos reikalavimai

Aprasymas

Nr.

Informaciniy istekliy vystymo ir priezitiros saugumas (saugus kodavimas ir kt. turi
PR-123. bati uZztikrintas, kaip reikalaujama Lietuvos standartuose LST EN ISO/IEC 27001
ir LST EN ISO/IEC 27002.

Perkanciosios organizacijos tvarkomy registry ir informaciniy sistemy duomeny

saugos nuostatuose, saugos politika jgyvendinanciuose dokumentuose,

Kibernetiniy ir elektroninés informacijos saugos incidenty valdymo tvarkos aprase

ir kituose teisés aktuose nustatytus saugumo reikalavimus (ir tais atvejais, jeigu

tokie reikalavimai keiiasi arba jy atsiranda po vieSojo pirkimo—pardavimo
sutarties pasiraSymo).

Duomeny sauga turi bati uztikrinama:

1. uztikrinant duomeny vientisumga, prieinamumg ir konfidencialuma;

2. registruojant Sistemos naudotojy atliekamus veiksmus su duomenimis,
jskaitant duomeny paieskg ir perzitréjimg (nustatytai grupei Sistemos
naudotojy turi biti privaloma jvesti sistemoje atliekamy veiksmy priezastj
ir /ar teisinj pagrinda;

3. sukuriant priemones, sudarancias galimybes Sistemos administratoriui
patikrinti Sistemos naudotojy veiksmus;

4. numatant apsaugos nuo atsitiktinio duomeny iStrynimo (pvz. perspéjimai
apie numatoma duomeny iStrynimag) priemones bei duomeny trynimo
veiksmo tvirtinimg keliems naudotojams (,keturiy akiy principas"). Sis

PR-125. principas turi bati taikomas veiklos bei administravimo aplikacijose;

5. darbui su komponentais Sistemos naudotojus suskirstant j grupes pagal
duomeny tvarkymo pobiidj, kai kuriems i$ jy suteikiant specialigsias teises
(roles) atlikti tam tikrus tvarkymo veiksmus. Sistemos naudotojy grupiy ir
roliy aprasymai turi biti parengti analizés ir projektavimo etape;

6. saugoma informacija negali bati iStrinta jokiais kitais bldais ar
aplinkybémis iSskyrus analizés ir projektavimo etapuose numatytais
atvejais);

7. Teikéjas turi suderinti faily formatus, kuriuos leidziama jkelti j Sistema, ir
suderinti juos su Perkancigja (pvz. neturi bati leidziama prisegti
potencialiai nesaugiy, galin¢iy automatiskai pasileisti (angl. Self-executive)
faily).

PR-124.

7.1.4. Reikalavimai auditavimui

Reikalavimo
Nr.

Aprasymas

Turi buti vykdomas visy Sistemos komponenty funkcionalumo naudojimo

PR-126. (naudotojy atliekamy veiksmy) ir komponenty veikimo auditavimas.
Turi bati realizuotas audito jrasy tvarkymo komponentas, kuris:
PR-127 1. gauty ir kaupty Sistemos veikimo bei naudojimo duomenis;

2. realizuoty galimybe atlikti audito jrasy analize (paieska, filtravimg pagal
jvairius parametrus). Reikalingi analitiniai veiksmai su auditavimo jrasais
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turi bati identifikuoti ir suderinti su Perkancigja organizacija analizés ir
projektavimo etapy vykdymo metu;
3. apsaugoty zurnalinius jraSus nuo nesankcionuoto ar netycinio pakeitimo
bei istrynimo;
4. vykdyty audito jrasy Salinimg bei archyvavimg pagal nustatytas taisykles,
kurios turi buti suderintos analizés ir projektavimo etape;
5. sudaryty galimybe eksportuoti pasirinktus audito jrasus.
Atliekant auditavimo jraso iSsaugojimg duomeny bazéje, turi biiti kaupiama:
1. kas atliko veiksmg (vartotojas);
kada atliko veiksma (data, laikas);
kokius duomenis perZzitréjo;
kokius duomenis atnaujino;
kokius duomenis jterpé;
naudotojo IP adresas;
kokius duomenis pasalino;
kokias paieskos frazes naudojo;
kita informacija, nustatyta analizés ir projektavimo etapy metu.
Turi but| audituojami su vidinémis ir iSorinémis sistemomis integracinémis
sgsajomis siunciami / gaunami duomenys, iSsaugant informacija:
1. i$ kokios sistemos, registro ar duomeny bazés gaunami duomenys;
j kokig sistema, registrg ar duomeny baze siunciami duomenys;
duomeny gavimo/siuntimo data ir laikas;
siysti / gauti duomenys (jeigu tam yra poreikis);
kita informacija, nustatyta detalios analizés ir projektavimo etapu metu.

PR-128.

©9°N9’S“:'>9°!\’

PR-129.

vk W

7.1.5. Reikalavimai riziky, grésmiy ir pazeidziamumy valdymui

Reikalavimo v
Aprasymas

Nr.

Turi bdti riziky, grésmiy ir pazeidziamumy valdymas:

1. Teikéjas privalo vadovautis pripazintomis saugaus programinés jrangos
kdrimo metodikomis, tokiomis kaip ISO/IEC 27034-1 arba lygiavertémis;

2. Teikéjas privalo uztikrinti, kad visi programinés jrangos kirime
dalyvaujantys darbuotojai susipazine su saugaus programinés jrangos
kdrimo metodikomis;

3. Teikéjas privalo atlikti patikrinimg siekdamas identifikuoti pagrindines
Sistemos saugumo rizikas bei saugumo pazeidziamumus, nurodytus
CWE/SANS TOP 25 Most Dangerous Software Errors OWASP 10 Most
Critical Web Application Security Risks sgrasuose ir rastas rizikas bei
pazeidziamumus  pasalinti.  Teikéjas  atlikes  patikrinimg  ir
riziky/pazeidziamumy Salinimg turi pateikti deklaracijg, kurioje bty
nurodyta jog po karimo darby jvykdymo Sistemoje néra CWE/SANS TOP
25 ir OWASP TOP 10 sgrasuose nurodyty riziky/pazeidziamumy;

4. Teikéjas privalo pateikti visy, sistemoje naudojamy treciy Saliy
komponenty sarasg;

PR-130.
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5. Teikéjas privalo imtis tinkamy veiksmy (angl. Reasonable Effort)
uztikrinant, kad treciy Saliy komponentai atitinka Perkanciosios
organizacijos saugumo reikalavimus.
Priémimo testavimo etapo metu ar bandomosios eksploatacijos etapo metu (ar
kitu sutartu metu) Teikéjas turi sudaryti visas reikiamas sglygas Perkanciosios
organizacijos atstovy specialistams, kurie atliks atsparumo jsilauzimams
PR-131. testavimg. Esant poreikiui Teikéjas turés atlikti konfigtravimo ar programavimo
darbus, kurie bus bdtini siekiant iStestuoti Sistemos saugumg jvairiais jos
naudojimo scenarijais. Teikéjas neturés pateikti jokios programinés ar techninés
jrangos, skirtos Sio testavimo vykdymui.
Teikéjas turi atlikti reikiamus Sistemos programavimo ir / ar konfiglravimo
darbus, atsizvelgiant j Perkanciosios organizacijos atstovy atlikty atsparumo
jsilauzimams testavimy rezultatus, kad prieS pradedant eksploatuoti Sistema bty
pasalinti visi nustatyti svarbis saugumo pazeidziamumai.

PR-132.

7.1.6. Reikalavimai susije su nacionaliniu saugumu

Reikalavimo -
Aprasymas

Nr.

Teikéjo siulomos paslaugos neturi kelti grésmeés nacionaliniam saugumui.
Teikéjas, teikdamas ir pasiraSydamas pasitlymg, patvirtina, kad jo sitlomos
paslaugos nekelia grésmés nacionaliniam saugumui. Perkancioji organizacija
Nacionaliniam saugumui uztikrinti svarbiy objekty apsaugos jstatyme nustatyta
PR-133. tvarka kreipsis j Nacionaliniam saugumui uZztikrinti svarbiy objekty apsaugos
koordinavimo komisijg (toliau — Komisija) dél ketinamo sudaryti sandorio atitikties
nacionalinio saugumo interesams patikros ir tuo atveju, jeigu Komisija pareikalaus
pateikti papildomus dokumentus Teikéjas, Teikéjy grupés partneriai, ir jy
pasitelkiami subteikéjai privalés juos pateikti.

Teikéjas, Teikéjy grupés partneriai, tkio subjektai, kuriy pajégumais remiamasi ir
jy pasitelkiami subteikéjai neturi turéti interesy, galiniy kelti grésme
nacionaliniam saugumui. Perkancioji organizacija, Lietuvos Respublikos
nacionaliniam saugumui uztikrinti svarbiy objekty apsaugos jstatyme nustatyta
tvarka, kreipsis j Komisijg dél ketinamo sudaryti sandorio atitikties nacionalinio
saugumo interesams patikros ir tuo atveju, jeigu Komisija pareikalaus pateikti
papildomus dokumentus Teikéjas, Teikéjy grupés partneriai, ir jy pasitelkiami
subteikéjai privalés juos pateikti.

Techninés ar programinés jrangos priezitira ar palaikymas negali biti vykdomas
iS Sio Lietuvos Respublikos viesyjy pirkimy jstatymo 92 straipsnio 14 dalyje
numatytame  sgraSe  nurodyty valstybiy ar teritorijy  (https://e-
seimas.Irs.lt/portal/legalAct/It/ TAP/16f99e01af6811ecaf79c2120caf5094).
Techninés ar programinés jrangos gamintojas ar jj kontroliuojantis asmuo negali
biti registruoti (jeigu gamintojas ar jj kontroliuojantis asmuo yra fizinis asmuo —
nuolat gyvenantis ar turintis pilietybe) Lietuvos Respublikos vieSyjy pirkimy
jstatymo 92 straipsnio 14 dalyje numatytame sgrase nurodytose valstybése ar
teritorijose (https://e-
seimas.Irs.lt/portal/legalAct/It/ TAP/16f99e01af6811ecaf79c2120caf5094).

PR-134.

PR-135.

PR-136.
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7.1.7. Kiti saugos reikalavimai

Reikalavimo

Aprasymas

Nr.

Projekto jgyvendinimo metu turés biti iSlaikomos visos ESPBI IS Siuo metu

PR-137. . . : i
naudojamos saugumo ir privatumo priemonés.
Teikéjas Sistemos kurimui turi naudoti naujausias stabilias programinés jrangos
versijas ir jos pataisymus (angl. Patch / Fix). Sistemos jdiegimo j PROD aplinkg
etapo metu turi bati uztikrinta, kad Sistema naudojamos naujausios stabilios PI
PR-138 versijos, jeigu tai nekeiCia esminiy Sistemos architektiiros ir funkcionalumo

principy, kurie numatyti Projektavimo etape. Neturi bati naudojamos programiniy

komponenty versijos, kurios yra testavimo stadijoje arba yra oficialiai programinés

jrangos gamintojo paskelbta, kad programiné jranga nuo tam tikros datos
nebebus palaikoma, tobulinama ir / ar vystoma (angl. End-of-life product).

Sistemoje draudziama bet kokia neautorizuota ar nedokumentuota nuotoliné ar

PR-139. lokali prieiga/ paskyros ar bet koks slaptas (nedokumentuotas) funkcionalumas

galintis paZzeisti sistemos sauguma.

Saugi konfiguracija:

1. Teikéjas privalo pateikti detalias sistemos ir platformos (OS, DBMS,
Middleware) saugumo konfigiravimo instrukcijas;

PR-140. 2. Sistemos Teikéjas privalo pateikti sistemos funkcionavimui batiny
platformos komponenty, sisteminiy paslaugy, prievady sarasa. Visi
nebdtini Sistemos funkcionalumui komponentai turi bati deaktyvuoti pries
pradedant sistemos eksploatacija.

Duomeny srautai tarp skirtingy lygiy turi buti dokumentuoti, nurodant reikalingus

komunikacijai prievadus ir protokolus, bei ribojami ugniasieniy

Sistema turi buti prieinama naudojantis vieningomis ESPBI IS Saugos posistemés

PR-142. teikiamomis saugos priemonémis, vieningo prisijungimo (angl. Single Sign On -

SSO) principu.

Visa identifikavimo informacija turi bati saugoma Sifruotu pavidalu tokiu biidu, kad

PR-143. iS saugomos informacijos biity nejmanoma atkurti pirminiy duomeny (pavyzdziui,

slaptazodziy).

Teikéjas jsipareigoja pateikti Sistemg, kurioje néra jokiy paslépty, sauguma

silpninanciy funkcijy, jskaitant: kenksmingos programinés jrangos, virusy,

PR-141.

PR-144. LKirminy®, ,laiko miny", neautorizuoty prieigy ar funkcijy (Trojans, backdoors,
easter eggs).
PR-145 Integraciniy sqseijq praneSimai turi buti Sifruojami pasiraSomi SHA256
' skaitmeniniu parasu.
PR-146. Sesijy valdymui naudoti HTTP Cookie metodg arba POST uzklausas su pasléptais

laukais (ang. hidden field).

Sistema turi generuoti sisteminius zurnalus apie naudotojy prisijungimus, prieigos
PR-147. bandymus ir duomeny srautg, kad buty galima stebéti ir reaguoti | galimus
saugumo incidentus.

Nuorodos turi biti Sifruojamos naudojant stiprius Sifravimo algoritmus (pvz. AES-
256).

PR-148.
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Reikalavimai pirkimo objektui MedVAIS modernizavimo paslaugoms

8. PRIEDAI

8.1.1 priedas. Papildomy paslaugy uzsakymo forma

PAPILDOMU PASLAUGY UZSAKYMAS

(MedVAIS modernizavimo paslaugos. I dalis)

7 REGISTRY
S CENTRAS

1 priedas

Sutarties numeris:

Uzsakymo pateikimo data:

UZsakymo numeris:

Numatomas atlikimo
terminas:

Uzsakymo
pavadinimas:

Numatomos laiko sgnaudos:

Perkanciosios organizacijos dalis. Paslaugos uzsakymo aprasas.

Priedai prie apraso

o Yra

Pridedamy lapy skaiCius:

Paslaugy teikéjo dalis. Uzsakymo realizavimo aprasas.

Perkanciosios organizacijos atsakingas asmuo

Paslaugy teikéjo atsakingas asmuo

(vardas, pavardé, parasas)

(vardas, pavardé, parasas)
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TENDER BID FOR
Purchase and implementation of a complex solution for the modernization of MedVAIS

Part I of the Contract

May 26th, 2025

Vienna-Austria
To the State Enterprise Centre of Registers

1. INFORMATION ABOUT THE TENDERER

Name(s), legal entity code(s) of the tenderer or participants of the group of economic operators (if the tender bid is submitted
by a natural person — No. of 7 Licence or Activity Certificate, or similar document), address(-es)

J4Care GmbH

(registration FN 298641d, commercial court Wiener Neustadt (Vienna, Austria))

Collegial management and/or supervisory body of the tenderer (%o be specified if any)

not applicable

Participant of the group of p pi ifthe

tender bid is submitted by the group of tenderers)

(to be

ing or leading the group of ic op

notapplicable

Name and surname of the person authorised to sign the tender bid

Contact information of the person authorised to communicate with the Contracting Authority (name, surname, telephone, e-
mail)

2. INFORMATION ABOUT EACH PARTNER IN THE GROUP OF TENDERERS

EO

Value of the part of Services to be provided by the Partner in the tender
bid price
% -y Collegial management body and/or supervisory Description of the part of the
No Name, legalientity/code; mﬂmﬂwqm._”:m pagtnerinthe group;of body of the partner in the group of tenderers (to | Contract object to be transferred to
be specified if any) the Partner for performance EUR including VAT %

1 not applicable
2 not applicable

not applicable

3. INFORMATION ON ECONOMIC OPERATORS WHOSE CAPACITIES THE TENDERER RELIES ON TO MEET THE QUALIFICATION REQUIREMENTS SET FORTH BY THE CONTRACTING AUTHORITY (IF ANY)

(to be c d if the 7 other economic operators whose capacities it relies on according to Article 49 of the Law on Public Procurement)

Collegial Reference to the provision Value of the part of Services/Products/Works to be provided by the
management body inithe;procurement Partner in the tender bid price for which economic operators are to be
and/or supervisory gdocumesits (procurement Description of the part of Contract involved

Name, code of legal entity of economic operator or name and document and point should 2
No body of the = S x object to be transferred to the
surname of natural person 4 be ) st >
P! operator for performance
(to be specified If. the tenderer to rely on the
wnmw“ capacity of the economic EUR including VAT %
Y. operator to conform to it

1 not applicable
2 not applicable

not applicable

4. INFORMATION ON KNOWN SUB-PROVIDERS AND PART OF THE CONTRACT TRANSFERRED TO THEM FOR PERFORMANCE

(to be completed if the tendk

raRE)

sub-pr




Part of the Procurement Contract in the tender bid price transferred to
No Name of sub-provider, legal entity code, address Description of the part of the oo__n.ﬂwnmwwnw.% ._...onwm transferred to the sub-provider for the sub-provider for performance
EUR including VAT %o
1 not applicable
2 not applicable
not applicable

5. INFORMATION ON THE SPECIALISTS TO BE USED TO PROVE THE TENDERER'S QUALIFICATION AND TO PERFORM THE CONTRACT WHO ARE NOT EMPLOYEES OF THE TENDERER OR THE ECONOMIC OPERATOR(S)
INVOLVED BY THE TENDERER AT THE TIME OF SUBMISSION OF THE TENDER BID BUT WHO WOULD BE EMPLOYED IN THE EVENT OF THE CONTRACT AWARD (quasi-sub-providers)

No Name and surname Specialist’s current place of employment

1 not applicable
2 not applicable
not applicable

6. TENDER BID PRICE

6.1. The tender bid price shall be given in euro. If tender bid prices are quoted in foreign currency, they shall be converted into euro according to the euro foreign exchange reference rates published by the European Central Bank. In cases where the European Central Bank
does not publish the euro foreign exchange reference rates, according to the euro and foreign exchange reference rate set and published by the Bank of Lithuania on the day of the submission of tender bids.
6.2. When calculating the price, a full scope of the Procurement Object and requirements, price components, etc. specified in the Procurement Documents must be taken into account. After performance of the Contract, the Contracting Authority shall be able to use the
Procurement object without additional costs unless explicitly stated otherwise in the Procurement Documents. The VAT is reported separately. If the tenderer is not a VAT payer, it must indicate this in the tender bid, specifying the legal basis. The tenderer must consider
whether it is going to become a VAT payer during the performance of the Contract. If the tenderer becomes a VAT payer during the performance of the Contract, It must quote the price including VAT in the tender bid. Tender bid prices including all taxes and VAT shall be
evaluated and compared. In case the Contracting Authority has to pay VAT to the state budget for the purchased Procurement Object itself in accordance with the procedure established by the laws governing taxes and the secondary legislation, this tax shall be included in the
tender bid price (if the tenderer did not include it in the tender bid, the Contracting Authority shall include it for comparison purposes). The tender bid price must include all taxes and all other direct and indirect costs and fees/charges incurred and/or likely to be incurred by the|
tenderer in connection with the supply of the Services, including but not limited to (except when the Procurement Documents clearly state that certain specific costs are not to be included in the Contract price):
. All costs related to the preparation and provision of docum: required by the Buyer (if applicable);

. Costs of assembling the delivered Products on site and/or start-up of operation and/or maintenance of the Products (if applicable);
. Costs of submitting the instructions for use and maintenance provided for in the Technical Specification (if applicable);
. Costs for licenses, patents, permits, etc. (if applicable);
. Electronic invoicing costs;
6.2.6. Warranty costs of products (if applicable);
6.2.7. (other specified by the contracting authority).
6.3. The total tender bid price/costs including VAT must be indicated with the accuracy of two decimal places. If the third number after the decimal point is from 0 to 4, the second number after the decimal point is left as it is. If the third number after the decimal, point is from
5o 9, the second number after the decimal point is rounded up. E.g., 3.14159 rounded to the hundredth will be 3.14; whereas 3.1153 rounded to the hundredth will be 3.12.

No Procurement object Unit of measure Maximum quantity ﬁ..._.:_wnm..wwmh_w_”mm“_% wﬂﬁﬂuﬂ_mﬂﬂwhﬂv Price, in EUR, excluding VAT
1 2 3 4 5 6
1 System installation and configuration Set 1 2870000,00 2870000,0000
2 Additional development services Hours 300 100,00 30000,0000
3 System support services Months 60 18000,00 1080000,0000

Total maximum comparative tender price, EUR, excluding VAT 3980000,00

VAT*, EUR (tenderer selects the VAT rate) 21 835800,00
Total maximum comparative tender price, EUR, including VAT 4815800,00

*If you leave the VAT field empty, indicate the reasons why you do not pay VAT: -

NOTES:




1. Total maximum comparative tender bid price in EUR, including VAT, will be used for evaluation of the tender bids. The Initial Contract value will be equal to the tender bid price.
2, The tender bid price (in Line 1 of the Table) with all included costs, expenses and taxes may not exceed EUR 3 299 532.07, excluding VAT. The tender bid price (in Line 2 of the Table) with all included costs, expenses and taxes may not exceed EUR 36 000.00,
excluding VAT. The tender bid price (in Line 3 of the Table) with all included costs, expenses and taxes may not exceed EUR 3 500 000.00, excluding VAT . Total bid price may not exceed EUR 6 835 532.07, excluding VAT. Higher price (than in Lines 1-3 of the

Table) will be

by the Cc g ity to be ive and

3. Service fee rates proposed by the tenderer shall be documented and, in case of the Contract award, will be included in the Contract. The tenderer shall be paid for the actually provided Services: quantity of the Services shall be multiplied by the unit rate.
4. The Contracting Authority shall not undertake to purchase total quantity of the Services or any part thereof specified in Line 2 and 3 of the Table above.

7. DOCUMENTS AND INFORMATION ON CONFIDENTIALITY ATTACHED
All documents shall be submitted along with the tender bid using the CVP IS tools unless established otherwise:

No

Documents

Document must be
submitted

Entity submitting the document

Does the d contain

confidential information?

(Yes/no)

what specific information
ial in the d and

why

2

4

5

6

A copy of the joint venture agreement (if the tender bid is submitted by a group of economic
operators)

Along with the tender bid

Tenderers

Select

Not applicable

A copy of the power of attorney or other document granting the right to submit and/or sign the
tender bid and other documents (if the tender bid is submitted and/or the documents are signed not
by the manager of the tenderer, members of the group of economic operators, sub-suppliers/sub-
providers or economic operators whose capacity the tenderer relies on)

Along with the tender bid

Tenderers

Select

Not applicable

If the tenderer involves economic operators: evidence that these resources will be available
throughout the duration of the contractual obligations

Along with the tender bid

Economic operators, sub-supplier

Select

Not applicable

The signed ESPD (Annex 4 to the Procurement Conditions ‘ESPD’ ).

*A separate ESPD shall be completed by:

1) The tenderer;

2) Each member of the group of tenderers (if the tender bid is submitted by a group of tenderers);
3) Each economic operator whose capacity the tenderer relies on pursuant to Article 49 of the Law
on Public Procurement (if applicable);

Along with the tender bid

Suppliers, economic operators whose
capacity the tenderer relies on

No

Provider's declaration on the absence of the conditions provided for in the Council Regulation (EU)
2022/576 (Annex 10 to the Procurement Conditions). In case of doubt as to the correctness of|
the tenderer's declaration regarding the absence of conditions set out in Council Regulation (EU)
2022/576, the Contracting Authority will ask the tenderer to submit one or several documents
proving the data in the declaration as follows:

1. In case a tenderer is a legal entity:

1.1. A copy of instruments of incorporation of the legal entity certified by the manager of the legal
entity

1.2. Full extract from the Register of Legal Entities with historical information

1.3. Excerpt from the Information System of Legal Entities Participants

2. In case a tenderer is a natural person:

2.1. Copy of the personal identity document (identity card or passport).

Upon request of the
Contracting Authority

Tenderer

No

(Article 37 (9) and Article 47 (9) of the Law on Public Procurement)
Declaration of Conformity to National Security Requirements (Annex 11 to the Procurement
Conditions) in the form established by the Public Procurement Office.

Along with the tender bid

Tenderer

No

6.1.

When checking the compliance of the tender bid with the requirements of Article 37 (9) and Article
47 (9) of the Law on Public Procurement, the Contracting Authority will ask to submit one or several
documents listed below (or relevant documents from a member state or a third country, or other
documents acceptable to the Contracting Authority):

1. A copy of instruments of incorporation of the legal entity certified by the manager of the legal
entity;

2, Full extract from the Register of Legal Entities with historical information;

3. Excerpt from the Information System of Legal Entities Participants.

4. A copy of the document proving the personal identity (a personal identity card or a passport);

5. A copy of the document certifying the permission to engage in the relevant economic activity (for
example, a Business Licence, individual activity certificate, etc.);

6. A certificate on the declared place of residence or a relevant document from a Member State or

third country, or any other document acceptable to the Contracting Authority.

Upon request of the
Contracting Authority

Potential winner, its sub-suppliers/sub-
providers, economic operators whose
capacity the potential winner relies on

No




Unterzeichner

27.05.2025, 17:21 (GMT+02:00)

<) ID Austr

Dieses Dokument ist digital signiert

Datum und Uhrzeit

1a

Dieses mit einer qualifizierten elektronischen Signatur versehene Dokument hat geméB Art. 25 Abs. 2 der Verordnung

(EU) Nr. 910/2014 vom 23. Juli 2014 ("EIDAS-VQ") die gleiche Rechtswirkung wie ein handschriftlich

unterschriebenes Dokument.

Signatur finden Sie unter: https:/www.signaturpruefung.gv.at

2ur Priifung der

(Article 45 (2') of the Law on Public Procurement
Declaration of Conformity (Annex 7 to the Procurement Conditions).
In case of doubts about the correctness of information provided by the tenderer in the Declaration
7 of Conformity, the Contracting Authority will request the tenderer who submitted the most Along with the tender bid Tenderer No
ly advantageous tender bid to submit the documents (one or several) supporting the
information provided in this Declaration and Emm_‘an_ to in Article 51(12) of the Law on Public
Procurement, or other and/or ac to the Contracting Authority.
Point 10.1 refers to the hardware
8 Documents referred to in point 10.1 of Annex 2 to the Procurement Conditions Technical I ith th der bid Tend Ye recommendations. The document contains
: Specification' Allong Yith thejtenderb) cocerers 3 architetural design information of the J4Care
solution, which should be kept confidential.
Documents referred to in Annex 9 to the Procurement Conditions 'Criteria and Conditions for
Evaluation of Tender Bids": a) Tender bid form (Annex 5 to the Procurement Conditions), b) List of The names of the specialists as well as the
9. specialists and certificate of c iance with itati criteria (Annex 15 to the Along with the tender bid Tenderers Yes contract-details of the various customer-
Procurement Conditions), ) Testimonial from the customer (Annex 16 to the Procurement agreements are considered confidenti;
Conditions).
Documents referred to in Annex 3 to the Procurement Conditions ‘Grounds for Exclusion of U st of th Potential winner and economic operators
10 Tenderers'. POIIRAUESL D EY whose capacity the potential winner relies No
NOTE. The requirement is applicable when an international procurement is carried out. Contracting Authority on
Documents specified in Annex 8 to the Ce *Qualification Requi for|
Tenderers and Required Energy C and/or Envir Protection and/or Social BotentialwinnerandiacononiiE Soardtors The names of the specialists, the contract
11 Criteria: a) Certificate prepared according to the template given in Annex 14 to the Procurement Upon request of the h itythe potential S.E__um reli Yes details of the various customer-agreements as
Conditions; b) A set of financial statements of the economic operator for the last 3 financial years, Contracting Authority Wiiose capadity e po 2. Winner rehes well the financial statements of the company
and if the economic operator was registered or started its activities later, from the date of T are considered confidential
registration or start of activities of the economic operator (if this information is available).
1 (Article 37 (9) and Article 47 of the Law on Public Procurement) Upon request of the Potantial witiner Yes The information about the p of the
Information about the tenderer (Annex 13 to the Procurement Conditions). Contracting Authority tenderer shall be considered confidential

By signing this tender bid, I hereby declare that:
* T'have read the Procurement documents as well as the applicable laws and by-laws of the Republic of Lithuania that govern the procedure of public procurement and may affect any relations between the Contracting Authority and the tenderer arising
from this Procurement and/or in relation to this Procurement;

« I agree with the terms, conditions and procedures established in the Procurement Documents;
» The data and information provided in the tender bid documents are correct and include everything necessary for the proper performance of the Contract;
« The tender bid is valid for the term specified in Annex 1 ‘Time Limits’ of the Procurement Conditions, or for the term provided for in the n_.oncqmsms.n\moncsm:nm in case of a nm_..umq under restricted procedure;

* By si

CEO

\\ﬂ&% of the participant or its authorised person)

3 JHCAME o

ENZERSDORFERSTRASSE
2340 MODLING
AUSTRIA / EUROPE

ing this tender bid, we confirm that the proposed Procurement Object does not pose a threat to national security;

£

(Sianature)

(name, surname)




Annex No. 6
to the Special Part of the Contract for the
Public Procurement-Sale of services

ARRANGEMENT ON PROCESSING OF PERSONAL DATA
GENERAL PART
1. CONCEPTS AND DEFINITIONS

1.1. Personal Data means the personal data specified in the Special Part, which the Data
Controller authorises the Data Processor to process for the purpose and within the time limit set out
in the Special Part.

1.2. Data Processor means a natural person or legal entity providing the services referred
to in the Special Part.

1.3. Data Controller means a State Enterprise Centre of Registers acting as a data
controller or a data processor representing the data controller referred to in the Special Part.

1.4. JIRA means a software tool for managing project, product and software development,
maintenance tasks and resources.

1.5. Confidentiality Commitment means a commitment in the form prescribed by the
Data Controller to protect the secrecy of the data processed by the State Enterprise Centre of
Registers and to comply with the data security requirements, which shall be signed by the authorised
persons of the Data Processor prior to commencement of the processing of personal data.

1.6. Regulation (EU) 2016/679 means Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).

1.7. Service Agreement means an agreement for the provision of services signed
between the Service Provider and the Service Recipient as specified in the Special Part, on the basis
of which the Arrangement is concluded as an integral part thereof.

1.8. Service Recipient means the State Enterprise Centre of Registers.

1.9. Service Provider means a natural person or legal entity providing the services
referred to in the Special Part.

1.10. Arrangement means an integral part of the Service Agreement, consisting of a
General and Special Parts, which, in accordance with Article 28 of Regulation (EU) No 2016/679,
establishes the rights and obligations of the Data Controller and the Data Processor with regard to
the processing of personal data on behalf of the Data Controller.

1.11. General Part means the part of the Arrangement, which lays down general terms and
conditions for the processing of personal data applicable to the Parties thereto.

1.12. Special Part means the part of the Arrangement, which lays down special terms and
conditions for the processing of personal data applicable to a particular Data Processor.

1.13. Parties means the Data Controller and the Data Processor jointly.

2. SUBJECT-MATTER OF THE ARRANGEMENT

2.1. The Data Controller hereby shall entrust the Data processor with the processing of
personal data under the terms and conditions laid down therein.



3. RIGHTS AND OBLIGATIONS OF THE PARTIES

3.1.  Data Controller shall:

3.1.1. Be obliged to ensure that the processing of personal data entrusted to the Data
Processor has a legal ground;

3.1.2. Have the right to provide documented instructions throughout the period of processing
of personal data in addition to the instructions for the processing of personal data set out in the
Arrangement. Such instructions may be provided in writing at the address of the registered office of
the Data Processor referred to in point 2 of the Special Part, or by e-mail, or recorded in JIRA (where
access rights have been granted to authorised persons of the Data Processor);

3.1.3. Have the right to verify, in addition to and/or by other means than those referred to
in point 3.2.9, how the Data Processor is processing personal data and/or fulfils its obligations
hereunder; such verification may be carried out when the Parties agree on the scope, manner, cost
and time thereof. The Data Controller shall have the right to engage an independent auditor to carry
out the additional verification. In any case, if the Parties agree on such additional verification, it shall
have to meet the following requirements:

3.1.3.1. Verification must be related only to the processing of personal data under the
Arrangement;

3.1.3.2. The Data Controller must inform the Data Processor of the request to carry out an
additional verification within a reasonable period of time, which must be at least 5 working days;

3.1.3.3. The additional verification must be carried out in such a way that it does not interfere
with the normal activities of the Data Processor;

3.1.3.4. In the event that confidential information of the Data Processor may be accessed
during verification, the Data Controller undertakes to protect the confidential information of the Data
Processor at the request of the Data Processor.

3.2. Data Processor shall:

3.2.1. Process personal data in accordance with the Data Controller’s instructions set out
hereunder and any other instructions provided in writing (including in an electronic form) by the
Data Controller, except where processing of the data is required by the legislation of the European
Union or a Member State of the European Union to which the Data Processor is subject (in which
case the Data Processor shall inform the Data Controller of these requirements, except in cases
where the legislation prohibits the provision of such information on the grounds of an overriding
reason of public interest);

3.2.2. Ensure that persons authorised to process personal data are committed to
confidentiality and have signed a Confidentiality Commitment in the form provided by the Centre of
Registers;

3.2.3. Take all the measures required under Article 32 of Regulation (EU) 2016/679, i.e.,
ensure by technical and organisational means the security, confidentiality, integrity and accessibility
of personal data processed on behalf of the Data Controller, protection against accidental or unlawful
destruction, loss, alteration, unauthorised disclosure or unauthorised access, and against any other
unauthorised processing, as well as secure transmission of data over computer networks. The
security measures to be implemented by the Data Processor, as set out in point 6 of the Special Part
of the Arrangement ‘Instructions on the security of the processing of personal data’, as well as,
depending on their appropriateness to the nature of the processing of personal data, shall be,
including but not limited to:

3.2.3.1. Pseudonymisation and/or encryption of personal data;

3.2.3.2.  Ability to ensure the continuous confidentiality, integrity, accessibility and resilience
of data processing systems and services;



3-7

3.2.3.3. Ability to restore availability and access to personal data in a timely manner in the
event of a physical or technical incident;

3.2.3.4. Process for regular testing, inspection and evaluation of technical and
organisational measures ensuring the security of processing of personal data;

3.2.4. Ensure that it is going to engage a sub-processor to carry out specific processing
activities on behalf of the Data Controller only with the permission of the Data Controller as set out
in the Special Part, and that the sub-processor engaged is going to be subject to the same data
protection obligations as set out in this Arrangement;

3.2.5. Given the nature of data processing, assist the Data Controller to the extent possible
by applying appropriate technical and organisational measures to fulfil the obligation of the Data
Controller to respond to requests to exercise the rights of the data subject set out in Regulation (EU)
2016/679. If the Data Processor receives a request from a data subject for the exercise of the data
subject’s rights set out in Articles 12-22 of Regulation (EU) 2016/679, it must forward the request
to the Data Controller without delay, but at the latest within 3 working days, by the e-mail address
referred to in point 7 of the Special Part;

3.2.6. Assist the Data Controller in ensuring compliance with the obligations laid down in
Articles 32-36 of Regulation (EU) 2016/679, taking into account the nature of the data processing
and the information available:

3.2.6.1. Not later than within 24 hours after a personal data breach has become apparent,
inform the Data Controller in writing at the addresses indicated in point 7 of the Special Part of the
personal data breach that has occurred and provide a notification, including the information listed
in Article 33(3) of Regulation (EU) 2016/679, and take measures to immediately stop the breach
and prevent further damage caused by the personal data breach as well as mitigate the
consequences of the personal data breach. If it is not possible to provide all the information at the
same time, the information must be provided in phases without delay. Upon request of the Data
Controller, the Data Processor shall provide, within the specified period, additional information
necessary for the Data Controller to assess the circumstances of the personal data breach, including,
but not limited to, an extract from the Data Processor’s personal data breach log;

3.2.6.2. Upon request of the Data Controller, provide, within a time limit specified by the Data
Controller, the information necessary for the Data Controller to carry out a data protection impact
assessment in accordance with Article 35 of Regulation (EU) 2016/679, including provision of
information if the Data Controller decides to contact the State Data Protection Inspectorate for prior
consultation;

3.2.7. After completing the provision of services related to data processing, and taking into
account the instructions of the Data Controller provided for in the Special Part, delete or return to
the Data Controller all personal data and delete existing copies thereof, except in cases where
legislation of the European Union or the Republic of Lithuania stipulates the Data Processor’s
obligation to retain personal data. If the Data Processor is subject to a statutory obligation to retain
personal data, the Data Processor shall, prior to processing of personal data on behalf of the Data
Controller, indicate in the Special Part the applicable legislation under which the Data Processor is
obliged to retain personal data;

3.2.8. Undertakes not to copy, transfer, store or otherwise process personal data in the Data
Processor’s IT infrastructure where, in accordance with the instructions provided by the Data
Controller in the Special Part, it has been established that personal data shall be processed only in
the Data Controller’s IT infrastructure;

3.2.9. Undertakes to verify periodically, at its own initiative and expense, whether the
respective technical and organisational measures are appropriate to the nature, scope, context and
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purposes of the data processing, as well as to the risks associated with the data processing with
respect to the rights and freedoms of natural persons. The Data Processor may carry out this
verification itself or engage an independent auditor. Upon a written request of the Data Controller,
the Data Processor must provide the Data Controller with an inspection report or an extract thereof;

3.2.10. If the Data Controller does not specify in the Arrangement or does not subsequently
provide documented instructions for the transfer of personal data to a third country or to
international organisations, the Data Processor shall not be entitled to carry out such transfer under
this Arrangement unless the transfer of personal data to third countries or international organisations
is required by the laws of the European Union or a Member State thereof, with which the Data
Processor must comply, even though the Data Controller has not instructed the Data Processor to
do so. In this case, the Data Processor shall inform the Data Controller of this legal requirement,
indicating in the Special Part the legislation applicable to it, which obliges it to transfer personal data
to a third country or to international organisations unless that legislation prohibits the transfer of
such information;

3.2.11. Having reasonable grounds to believe that the Data Controller’s instructions may
infringe legal acts, shall have the right to suspend the execution of such instructions after having
informed the Data Controller in writing at the addresses referred to in point 7 of the Special Part.
Once the Data Controller has demonstrated conformity of instructions with the legislation or has
amended them, the instructions shall be enforced.

4. RESPONSIBILITY

4.1. The Data Controller shall be responsible for ensuring that the instructions it provides
to the Data Processor regarding the processing of personal data comply with the requirements of
Regulation (EU) 2016/679.

4.2. The Data Processor shall be responsible for processing the personal data provided by
the Data Controller in accordance with this Arrangement and the instructions of the Data Controller.

4.3. If a sub-processor engaged fails to fulfil or inadequately fulfils the personal data
protection obligations, the Data Processor shall remain fully liable to the Data Controller for the
fulfilment of the obligations of the sub-processor engaged.

4.4. The terms and conditions of the Arrangement shall not exempt the Parties from any
other obligations, to which they are subject under Regulation (EU) 2016/679 or other legislation.

5. FINAL PROVISIONS

5.1.  The Arrangement shall come into force on the date of its signing and shall be valid
until the expiry of the Service Agreement.

5.2. Any disagreements or disputes arising between the Parties in connection with the
Arrangement shall be settled by means of negotiations, and if the Parties are unable to reach an
agreement, they shall be settled in the court of the Republic of Lithuania according to the location
of the registered office of the Data Controller pursuant to the laws or regulations in force in the
Republic of Lithuania.



ARRANGEMENT ON PROCESSING OF PERSONAL DATA
SPECIAL PART

1. Data Controller (Service Recipient):

State Enterprise Centre of Registers, legal entity code 124110246, with registered office at
Studenty St. 39, Vilnius, phone number (8 5) 268 8262, e-mail address info@registrucentras.lt,
acting on behalf of the Data Controller Ministry of Health of the Republic of Lithuania, legal entity
code 188603472, registered Vilniaus str. 33, Vilnius, phone number +370 5 268 5110, email
ministerija@sam.It.

2. Data Processor (Service Provider):
J4Care GmbH, commercial register number FN 298641d, with registered office at
EnzersdorferstraBe 7 2340 Mddling, Austria, phone number -mail address

3. Service Agreement:
Implementation and configuration of VNA and DICOM based services

4. Provisions on the processing of personal data:

Purpose of the I lot — Implementation and configuration of VNA and DICOM based
processing of personal | services.
data

Get familiar with the existing ESPBI IS solution and its features
(ability to see personal data in the ESPBIS IS test environment).
Nature of the processing | To carry out a test run of the developed System.
of personal data and Perform installation and testing of the developed System.
processing operations | Migration of data to the new subsystem.
Perform warranty (with the possibility to see personal data in the
ESPBI IS production environment).

Categories of personal | ESPBI users — patients or their representatives, healthcare
data subjects professionals, persons participating in testing.

The data of the ESPBI IS users are indicated in Chapter III of the
Resolution of the Government of the Republic of Lithuania No. 1057
"On the Approval of the Regulations of the Information System for
Electronic Health Services and Cooperation Infrastructure" of 7
September 2011.

Name, surname, personal identification number, position, contact
details of the persons involved during testing.

Types of personal data
processed

Place of the processing | In the Data Controller’s IT infrastructure at Studenty str. 39, Vilnius.
of personal data

Duration of the The duration of the service contract.
processing of personal
data
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Permission to use a sub-
processor who will be
engaged after the
signing of the
Arrangement

The Data Processor may engage a sub-processor only with the prior
specific permission of the Data Controller. The Data Processor shall
inform the Data Controller about a sub-processor to be engaged by
sending an official letter to the address specified in point 7 of the
Special Part, no later than 20 working days before the planned
engagement, and the Data Controller shall give the Data Processor
the written permission or objection within 10 working days at the
contacts specified in point 2 of the Special Part (the letter shall be
sent by post or e-mail).

Instructions of the Data
Controller for erasure or
return of personal data
after the end of
processing

Upon termination of the provision of services to the Data Processor
that processed personal data in the infrastructure of the Data
Controller, access to the information resources of the Data Controller
shall be terminated immediately (on the same day).

Statements by the Data
Processor, based on the
European Union and/or
the Republic of Lithuania
legislation regarding
mandatory retention of
personal data (if
applicable to the Data
Processor)

Conditions for the
transfer of data to third
countries or international
organisations

Will not be transferred

5. Information about sub-processors engaged at the time of signing the

Arrangement:

Company name,
name, surname

Company
code/date of
birth or Registered
individual address/address Description of data processing
economic of the place of
activity residence
certificate
number

6. Instructions on the security of personal data processing:

Data processing
security measures

The Data Processor shall comply with the Arrangement on Applicable
Organisational and Technical Cybersecurity Requirements, which are set
out in a separate Annex No 7 to the Special Part of the Service
Agreement.




7. Contact details of the Data Controller:

Personal data breach
notification

Requests for the exercise
of the data subject’s
rights under Articles 12-
22 of Regulation (EU)
2016/679

Notification of the
authorisation to engage
a sub-processor

Other issues a




Paslaugy vieSojo pirkimo-pardavimo sutarties
specialiosios dalies
Priedas Nr. 6

SUSITARIMAS DEL ASMENS DUOMENY TVARKYMO
BENDROJI DALIS
1. SAVOKOS

1.1. Asmens duomenys — Specialiojoje dalyje nurodyti asmens duomenys, kuriuos
Duomeny valdytojas suteikia teise tvarkyti Duomeny tvarkytojui Specialiojoje dalyje nustatytu tikslu
ir terminu.

1.2. Duomeny tvarkytojas — Specialiojoje dalyje nurodytas paslaugas teikiantis fizinis
arba juridinis asmuo.

1.3. Duomeny valdytojas — valstybés jmoné Registry centras, veikiantis kaip duomeny
valdytojas arba duomeny valdytojg, nurodyta Specialiojoje dalyje, atstovaujantis duomeny
tvarkytojas.

1.4. JIRA —programinis jrankis, skirtas projekto, produkto bei programinés jrangos kurimo,
priezitros uzduotims ir resursams valdyti.

1.5. Konfidencialumo pasizadéjimas - Duomeny valdytojo nustatytos formos
pasizadéjimas saugoti valstybés jmonés Registry centro tvarkomy duomeny paslaptj ir laikytis
duomeny saugos reikalavimy, kurj pasiraso Duomeny tvarkytojo jgalioti asmenys, prieS pradedant
tvarkyti asmens duomenis.

1.6. Reglamentas (ES) 2016/679 — 2016 m. balandZio 27 d. Europos Parlamento ir
Tarybos reglamentas (ES) 2016/679 dél fiziniy asmeny apsaugos tvarkant asmens duomenis ir dél
laisvo tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva 95/46/EB (Bendrasis duomeny
apsaugos reglamentas).

1.7. Paslaugy teikimo sutartis — Specialiojoje dalyje nurodyta tarp Paslaugos teikéjo ir
Paslaugos gavéjo pasiraSyta sutartis dél paslaugy teikimo, kurios pagrindu yra sudarytas
Susitarimas, kaip sudétiné jos dalis.

1.8. Paslaugos gavéjas — valstybés jmoné Registry centras.

1.9. Paslaugos teikéjas — Specialiojoje dalyje nurodytas paslaugas teikiantis fizinis arba
juridinis asmuo.

1.10. Susitarimas — sudétiné Paslaugy teikimo sutarties dalis, sudaryta iS Bendrosios ir
Specialios dalies, kuriame vadovaujantis Reglamento (ES) 2016/679 28 straipsniu,
nustatomos duomeny valdytojo ir duomeny tvarkytojo teisés bei pareigos, duomeny valdytojo vardu
tvarkant asmens duomenis.

1.11. Bendroji dalis — Susitarimo dalis, kuri nustato bendrasias asmens duomeny tvarkymo
salygas, taikomas Susitarimo Salims.

1.12. Specialioji dalis - Susitarimo dalis, kurioje nustatomos konkreciam Duomeny
tvarkytojui taikomos specialios asmens duomeny tvarkymo sglygos.

1.13. Salys — Duomeny valdytojas ir Duomeny tvarkytojas abu kartu.

2. SUSITARIMO DALYKAS

2.1. Duomeny valdytojas paveda Duomeny tvarkytojui tvarkyti asmens duomenis Susitarime
nustatytomis salygomis.



3. SALIY TEISES IR PAREIGOS

3.1. Duomeny valdytojas:

3.1.1. privalo uztikrinti, kad asmens duomeny tvarkymas, kurj Duomeny tvarkytojui pavesta
atlikti, turéty teisinj pagrinda;

3.1.2. be Susitarimu nustatyty nurodymy dél asmens duomeny tvarkymo, turi teise teikti
dokumentais jformintus nurodymus viso asmens duomeny tvarkymo metu. Tokie nurodymai gali buti
teikiami rastu Specialiosios dalies 2 punkte nurodytu Duomeny tvarkytojo buveinés adresu, arba
elektroniniu pastu, arba registruojami JIRA (kai yra suteiktos prieigos teisés Duomeny tvarkytojo
jgaliotiems asmenims);

3.1.3. turi teise papildomai ir (ar) kitomis nei 3.2.9 papunktyje nurodytomis priemonémis
patikrinti, kaip Duomeny tvarkytojas tvarko asmens duomenis ir (arba) vykdo savo jsipareigojimus
pagal §j Susitarima, toks patikrinimas gali biiti atliekamas Salims susitarus del patikrinimo apimties,
bldo, kainos ir laiko. Duomeny valdytojas turi teise papildomam patikrinimui atlikti pasitelkti
nepriklausoma auditoriy. Bet kuriuo atveju, jeigu Salys susitaria dél tokio papildomo patikrinimo, jis
turés atitikti Siuos reikalavimus:

3.1.3.1. patikrinimas privalo buti susijes tik su asmens duomeny tvarkymu pagal Susitarima;

3.1.3.2. Duomeny valdytojas privalo informuoti Duomeny tvarkytojg apie pageidavimag atlikti
papildomg patikrinimg per protingg laikg, kuris privalo buti ne trumpesnis nei 5 darbo dienos;

3.1.3.3. papildomas patikrinimas turi buti atliekamas taip, kad netrukdyty jprastinei Duomeny
tvarkytojo veiklai;

3.1.3.4. tuo atveju, jei patikrinimo metu gali biiti susipazinta su Duomeny tvarkytojo
konfidencialia informacija, Duomeny tvarkytojui pareikalavus, Duomeny valdytojas jsipareigoja
saugoti Duomeny tvarkytojo konfidencialig informacija.

3.2. Duomeny tvarkytojas:

3.2.1. tvarko asmens duomenis pagal Duomeny valdytojo nurodymus, iSdéstytus
Susitarime, ir kitus rastu (jskaitant elektronine forma) Duomeny valdytojo jformintus nurodymus,
iSskyrus atvejus, kai duomenis tvarkyti reikalaujama pagal Europos Sajungos ar jos valstybés narés
teisés aktus, kurie yra taikomi Duomeny tvarkytojui (tokiais atvejais Duomeny tvarkytojas
informuoja Duomeny valdytojg apie Siuos reikalavimus, iSskyrus atvejus, kai teisés aktais draudziama
minétq informacijg pateikti dél svarbaus viesSojo intereso);

3.2.2. uztikrina, kad asmens duomenis tvarkyti jgalioti asmenys biity jsipareigoje uztikrinti
konfidencialumg ir biity pasirase Registry centro pateiktos formos Konfidencialumo pasizadéjima;

3.2.3. imasi visy priemoniy, kuriy reikalaujama pagal Reglamento (ES) 2016/679 32
straipsnj, t. y. techninémis ir organizacinémis priemonémis uztikrina Duomeny valdytojo vardu
tvarkomy asmens duomeny saugg, konfidencialumg, vientisumg ir prieinamuma, apsaugg nuo
netycinio arba neteiséto sunaikinimo, praradimo, pakeitimo, atskleidimo be leidimo ar neteisétos
prieigos prie jy ir nuo bet kokio kito neteiséto tvarkymo, taip pat saugy duomeny perdavimg
kompiuteriniais tinklais. Saugumo priemonés, kurias privalo jgyvendinti Duomeny tvarkytojas,
nurodytos Susitarimo Specialiosios dalies 6 punkte ,Nurodymai dél asmens duomeny tvarkymo
saugumo", o taip pat, priklausomai nuo jy tinkamumo pagal asmens duomeny tvarkymo pobidij,
jskaitant bet neapsiribojant, saugumo priemoneés turi biiti Sios:

3.2.3.1. asmens duomeny pseudonimizavimas ir (ar) Sifravimas;

3.2.3.2. galimybé uztikrinti nuolatinj duomeny tvarkymo sistemy ir paslaugy
konfidencialumg, vientisuma, prieinamumg ir atsparumg;

3.2.3.3. galimybé laiku atkurti prieinamumg ir prieigg prie asmens duomeny, jvykus fiziniam
ar techniniam incidentui;
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3.2.3.4. techniniy ir organizaciniy priemoniy, uZztikrinan¢iy duomeny tvarkymo sauguma,
reguliaraus testavimo, tikrinimo ir jvertinimo procesas;

3.2.4. uztikrina, kad konkreciai duomeny tvarkymo veiklai Duomeny valdytojo vardu atlikti
pasitelks pagalbinj duomeny tvarkytojg tik turédamas Specialiojoje dalyje jvardinta Duomeny
valdytojo leidimg, o pasitelktam pagalbiniam duomeny tvarkytojui bus nustatytos tos pacios
duomeny apsaugos prievolés, nurodytos Siame Susitarime;

3.2.5. atsizvelgdamas j duomeny tvarkymo pobiidj, padeda Duomeny valdytojui taikydamas
tinkamas technines ir organizacines priemones, kiek tai jmanoma, kad buty jvykdyta Duomeny
valdytojo prievolé atsakyti j praSymus pasinaudoti Reglamente (ES) 2016/679 nustatytomis
duomeny subjekto teisémis. Jeigu Duomeny tvarkytojas gauna duomeny subjekto prasymag dél
Reglamento (ES) 2016/679 12-22 straipsniuose nustatyty duomeny subjekto teisiy jgyvendinimo,
privalo §j praSyma nedelsiant, bet ne véliau kaip per 3 darbo dienas persiysti Duomeny valdytojui
elektroniniu pastu nurodytu Specialiosios dalies 7 punkte;

3.2.6. padeda Duomeny valdytojui uztikrinti Reglamento (ES) 2016/679 32-36 straipsniuose
nustatyty prievoliy laikymasi, atsizvelgdamas j duomeny tvarkymo pobidi ir turimg informacija:

3.2.6.1. ne véliau kaip per 24 valandas nuo asmens duomeny saugumo pazeidimo
paaiskéjimo momento rastu Specialiosios dalies 7 punkte nurodytais adresais, informuoja Duomeny
valdytojg apie jvykusj tvarkomy asmens duomeny saugumo pazeidimg ir pateikia pranesima, jame
nurodydamas Reglamento (ES) 2016/679 33 straipsnio 3 dalyje iSvardytg informacijg bei imasi
priemoniy pazeidimui nedelsiant sustabdyti ir uzkertanciy kelig tolesnei Zalai dél jvykusio asmens
duomeny saugumo pazeidimo bei mazinanciy jvykusio asmens duomeny saugumo pazeidimo
padarinius. Jeigu visos informacijos nejmanoma pateikti tuo paciu metu, informacija toliau nedelsiant
turi bti teikiama etapais. Duomeny valdytojo prasymu per nurodytg laikotarpj Duomeny tvarkytojas
pateikia papildomg informacija, reikalingg Duomeny valdytojui vertinant asmens duomeny saugumo
pazeidimo aplinkybes, jskaitant, bet neapsiribojant, Duomeny tvarkytojo asmens duomeny saugumo
pazeidimy Zurnalo iSrasg;

3.2.6.2. gaves Duomeny valdytojo praSyma, per Duomeny valdytojo nurodyty terming
pateikia informacijg, kuri Duomeny valdytojui bitina atliekant poveikio duomeny apsaugai vertinima,
vadovaujantis Reglamento (ES) 2016/679 35 straipsniu, jskaitant informacijos pateikima, kai
Duomeny valdytojas priima sprendimg kreiptis j Valstybine duomeny apsaugos inspekcijg dél
iSankstiniy konsultacijy;

3.2.7. uzbaiges teikti su duomeny tvarkymu susijusias paslaugas, atsizvelgdamas j asmens
Duomeny valdytojo nurodymus, pateiktus Specialiojoje dalyje, iStrina arba grgzina Duomeny
valdytojui visus asmens duomenis ir iStrina esamas jy kopijas, iSskyrus atvejus, kai Europos Sajungos
ar Lietuvos Respublikos teisés aktai nustato Duomeny tvarkytojo pareigg asmens duomenis saugoti.
Jei Duomeny tvarkytojui taikoma prievolé pagal teisés aktus saugoti asmens duomenis, Duomeny
tvarkytojas, prieS pradédamas tvarkyti asmens duomenis Duomeny valdytojo vardu, Specialiojoje
dalyje privalo nurodyti jam taikomus teisés aktus, Kkuriais jis yra jpareigotas saugoti asmens
duomenis;

3.2.8. jsipareigoja nekopijuoti, neperkelti, nesaugoti ir kitaip netvarkyti asmens duomeny
Duomeny tvarkytojo IT infrastruktiroje, kai pagal Duomeny valdytojo Specialiojoje dalyje pateiktus
nurodymus nustatyta, kad asmens duomenys tvarkomi tik Duomeny valdytojo IT infrastrukttroje;

3.2.9. |sipareigoja periodiskai savo iniciatyva ir sgskaita tikrinti, ar atitinkamos techninés ir
organizacinés priemonés atitinka duomeny tvarkymo pobudj, apimtj, konteksta ir tikslus, o taip pat
rizikg, susijusig su duomeny tvarkymu, fiziniy asmeny teisiy ir laisviy atzvilgiu. Duomeny tvarkytojas
§j tikrinimg gali atlikti pats arba pasitelkti nepriklausoma auditoriy. Duomeny valdytojo rasytiniu
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prasymu tikrinimo ataskaitg arba jos iStraukg, Duomeny tvarkytojas privalo pateikti Duomeny
valdytojui;

3.2.10. jei Duomeny valdytojas nenurodo Susitarime arba véliau nepateikia dokumentais
pagristy nurodymy dél asmens duomeny perdavimo | treCigjg valstybe ar tarptautinéms
organizacijoms, Duomeny tvarkytojas neturi teisés atlikti tokj perdavimg pagal §j Susitarimga,
iSskyrus, jei asmens duomenis treCiosioms valstybéms ar tarptautinéms organizacijoms reikia
perduoti pagal Europos Sajungos ar jos valstybés narés teisés aktus, kuriy turi laikytis
Duomeny tvarkytojas, nors Duomeny valdytojas nedavé nurodymy Duomeny tvarkytojui tai atlikti.
Tokiu atveju, apie §j teisinj reikalavimg Duomeny tvarkytojas informuoja Duomeny valdytoja,
Specialiojoje dalyje nurodydamas jam taikomus teisés aktus, kuriais jis yra jpareigotas perduoti
asmens duomenis | treCigjg valstybe ar tarptautinéms organizacijoms, nebent tas teisés aktas
draudzia perduoti tokig informacija;

3.2.11. turédamas pagrjsty jrodymy, kad Duomeny valdytojo nurodymu gali bti pazeidziami
teisés aktai, turi teise sustabdyti tokio nurodymo vykdyma pries tai rastu Specialiosios dalies 7 punkte
nurodytais adresais informaves Duomeny valdytojg. Duomeny valdytojui jrodZius nurodymo atitiktj
teisés aktams arba i$ dalies jj pakeitus, nurodymas turi biti vykdomas.

4. ATSAKOMYBE

4.1. Duomeny valdytojas yra atsakingas uz tai, kad jo duodami nurodymai Duomeny
tvarkytojui dél asmens duomeny tvarkymo atitikty Reglamento (ES) 2016/679 reikalavimus.

4.2. Duomeny tvarkytojas yra atsakingas uz tai, kad tvarkyty Duomeny valdytojo pateiktus
asmens duomenis, laikydamasis Sio Susitarimo ir Duomeny valdytojo nurodymy.

4.3. Jei pasitelktas kitas duomeny tvarkytojas nevykdo arba netinkamai vykdo asmens
duomeny apsaugos prievoles, Duomeny tvarkytojas islieka visiSkai atsakingas Duomeny valdytojui
uz pasitelkto kito duomeny tvarkytojo prievoliy vykdyma.

4.4. Susitarimo salygos neatleidZia Saliy nuo kity pareigy, kurios joms taikomos pagal
Reglamentg (ES) 2016/679 ar kitus teisés aktus.

5. BAIGIAMOSIOS NUOSTATOS

5.1.  Susitarimas jsigalioja nuo jo pasiraSymo dienos ir galioja iki Paslaugy teikimo sutarties
galiojimo dienos.

5.2.  Bet kokie nesutarimai ar gincai, kylantys tarp éaliq dél Susitarimo, sprendziami deryby
bidu, o jeigu tokiu blidu gincy iSspresti nepavyksta, jie sprendziami Lietuvos Respublikos teisme
pagal Duomeny valdytojo registruotos buveinés vietg, vadovaujantis Lietuvos Respublikoje
galiojanciais jstatymais ar kitais teisés aktais.



SUSITARIMAS DEL ASMENS DUOMENY TVARKYMO
SPECIALIOJI DALIS

1. Duomeny valdytojas (Paslaugos gavéjas):

Valstybés jmoné Registry centras, juridinio asmens kodas 124110246, kurios registruota
buveiné yra Studenty g. 39, Vilnius, telefono rySio numeris +370 5 268 8262, elektroninio pasto
adresas info@registrucentras.lt, veikiantis duomeny valdytojo Lietuvos Respublikos sveikatos
apsaugos ministerijos, juridinio asmens kodas 188603472, kurios registruota buveiné Vilniaus g. 33,
Vilnius, telefono rySio numeris +370 5 268 5110, elektroninio pasto adresas ministerija@sam.lt
vardu.

2. Duomeny tvarkytojas (Paslaugos teikéjas):

J4Care GmbH, juridinio asmens kodas FN 298641d, kurio registruota buveiné
EnzersdorferstraBe 7 2340 Mddling, Austria, telefono numeris , elektroninio pasto
adresas j

3. Paslaugy teikimo sutartis:
DICOM standartu paremty servisy ir VNA diegimas bei konfiglravimas.

4. Nuostatos apie asmens duomeny tvarkyma:

I pirkimo objekto dalis — DICOM standartu paremty servisy ir VNA

Asmens duomeny R ; R
diegimas bei konfiglravimas.

tvarkymo tikslas

Susipazinti su esamu ESPBI IS sprendimu, jo funkcijomis (galimybé
matyti asmens duomenis ESPBI IS testinéje aplinkoje);

Atlikti sukurtos Sistemos bandomajg eksploatacija;

Atlikti sukurtos Sistemos diegima ir testavima;

Duomeny perkélimas ir migravimas j naujai sukurtg posisteme;

Asmens duomeny
tvarkymo pobudis ir
duomeny tvarkymo

operacijos Vykdyti garantine priezitrg (su galimybe matyti asmens duomenis
ESPBI IS produkcinéje aplinkoje).
Asmens duomeny ESPBI IS naudotojai — pacientai arba jy atstovai, sveikatos priezitiros

subjekty kategorijos specialistai, testavime dalyvaujantys asmenys.

ESPBI IS naudotojy duomenys nurodyti Lietuvos Respublikos
Vyriausybés 2011 m. rugséjo 7 d. nutarime Nr. 1057 ,Dél
Elektroninés sveikatos paslaugy ir bendradarbiavimo infrastrukttros
informacinés sistemos nuostaty patvirtinimo" (toliau-Nuostatai) III
skyriuje.

Testavime dalyvaujanciy asmeny (Vardas, Pavardé, Asmens kodas,
pareigos, kontaktiné informacija).

Tvarkomy asmens
duomeny risys

Asmens duomeny Duomeny valdytojo IT infrastruktlroje, adresu Studenty g. 39,
tvarkymo vieta Vilnius.
Asmens duomeny Paslaugy teikimo sutarties galiojimo laikotarpis.

tvarkymo trukme
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Leidimas pasitelkti kitg
duomeny tvarkytoja,
kuris bus pasitelkiamas
po Susitarimo
pasirasymo

Duomeny tvarkytojas gali pasitelkti kitg duomeny tvarkytojg tik
turédamas iSankstinj konkrety Duomeny valdytojo leidimg. Apie
planuojama pasitelkti kit duomeny tvarkytojg Duomeny tvarkytojas
informuoja Duomeny valdytojg oficialiu rastu Specialiosios dalies 7
punkte nurodytu adresu, ne véliau kaip prieS 20 darbo dieny iki
planuojamo pasitelkimo, o Duomeny valdytojas per 10 darbo dieny
rastu Specialiosios dalies 2 punkte nurodytais kontaktais (rastas
siunCiamas pastu arba elektroniniu pastu) pateikia Duomeny
tvarkytojui leidimg arba nesutikima.

Duomeny valdytojo
nurodymai dél asmens
duomeny iStrynimo arba
grazinimo, pabaigus
tvarkyti duomenis

Nutraukus paslaugy teikimg Duomeny tvarkytojui, kuris tvarké
asmens duomenis Duomeny valdytojo infrastrukturoje, nedelsiant
(ta pacig dieng) panaikinama prieiga prie Duomeny valdytojo
informaciniy istekliy.

Duomeny tvarkytojo
pareiskimai, pagrindziami
Europos Sgjungos ir (ar)

Lietuvos Respublikos

teisés aktais, dél
privalomo asmens
duomeny saugojimo (jei
toks taikomas Duomeny
tvarkytojui)

Duomeny perdavimo j
trecigsias valstybes arba
tarptautinéms
organizacijoms sglygos

Nebus perduodama

5. Informacija apie Susitarimo pasiraSymo momentu pasitelktus kitus asmens
duomeny tvarkytojus:

Pavadinimas, vardas,
pavarde

Imonés kodas /

veiklos numeris

. Buveinés
gimimo data
adresas / .
arba . Duomeny tvarkymo aprasymas
o . gyvenamosios
individualios

vietos adresas

6. Nurodymai dél asmens duomeny tvarkymo saugumo:

Duomeny tvarkymo
saugumo priemonés

Duomeny tvarkytojas
organizaciniy ir techniniy kibernetinio saugumo reikalavimy, kurie yra
pateikti atskirame Paslaugy teikimo sutarties specialiosios dalies priede
Nr. 7.

privalo laikytis Susitarimo dél taikomy

7. Duomeny valdytojo kontaktai:




PraneSimas apie asmens
duomeny saugumo
pazeidima

Prasymai dél Reglamento
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Annex No. 7
To the Special Part of the Contract for the
Public Procurement-Sale of Services

ARRANGEMENT ON APPLICABLE ORGANISATIONAL AND TECHNICAL
CYBER SECURITY REQUIREMENTS

When performing the Contract for the Public Procurement-Sale of Services (hereinafter
referred to as the Contract), the Supplier/Provider shall be obliged to ensure an adequate level of
data security, i.e. the constant confidentiality, integrity, availability of the personal data processed
and resilience of the data processing IT systems, and to make appropriate decisions on the use of
technical and organisational security measures for this purpose. If the Supplier/Provider serves a
critical information and communication technology (hereinafter referred to as the ICT) infrastructure,
or provides other essential services in Lithuania provided for in Annex 1 to the Law on Cyber Security
of the Republic of Lithuania, it shall comply with the provisions of the Cyber Security Requirements
approved by Resolution No 818 of the Government of the Republic of Lithuania of 13 August 2018
On the Implementation of the Law on Cyber Security of the Republic of Lithuania applicable to the
central cyber security entity. In the case of a foreign Supplier/Provider who processes the data
transferred to it outside the ICT infrastructure of the State Enterprise Centre of Registers (hereinafter
referred to as the Centre of Registers), the requirements of international standards such as ISO/IEC
27001 or equivalent standards (NIST CSF, SOC 2, etc.) shall be complied with.

The Supplier/Provider undertakes to ensure the implementation of the following
organisational and technical cyber security requirements:

1. Organisational 1.1.  Upon conclusion of the Contract, the employees appointed by
security Measures for the Supplier/Provider who will provide services under this
data processing Contract and connect to the ICT infrastructure of the Centre of

Registers shall be required to read through the Cyber Security
Policy adopted by the Information Resource Manager and the
implementing legislation, and to comply with the established
requirements. In cases where the Supplier/Provider is
transferred to process the data of the Centre of Registers in its
(Supplier's/Provider’s) infrastructure, the Supplier/Provider
must comply with the information and/or cyber security policy
adopted by the Supplier’s/Provider’s organisation.

1.2.  Maintain the confidentiality of information transmitted, stored or
otherwise processed throughout the term of the Contract and
thereafter, and to undertake in writing to protect such
information prior to the commencement of such processing.

1.3.  Ensure the security of the login data received and not to disclose
it to third parties.

1.4. Grant, modify and/or revoke user rights on a need-to-know
principle, or ensure that access to information is limited to
execution of specific functions (carrying out work) and/or for a
specific period.

1.5. The Supplier/Provider shall apply appropriate and adequate
procedures for granting of rights or lifting of obligations, transfer
or assignment of roles and responsibilities in the event of
dismissal and change of their functions within its organisation.
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1.6.

1.7.

1.8.

1.9.

1.10.
1.11.

The Supplier/Provider must ensure that suppliers/providers
(sub-suppliers/sub-providers) involved comply with the same
information and cyber security requirements.

The Supplier/Provider shall immediately inform the Centre of
Registers of the termination of employment relationship with the
employee of the organisation who has been granted access to
the information processed in the ICT infrastructure of the Centre
of Registers.

The Supplier/Provider shall have the obligation to immediately
inform about any major and/or other electronic information
security incidents observed in the information technology
infrastructure of the Centre of Registers during the performance
of the Contract, non-functioning or improperly functioning
security measures, non-compliance with information security
requirements, signs of criminal activity, detected security gaps
(vulnerabilities) that pose a risk to the networks and information
systems of the cyber security entity and other important safety
events. It shall also inform the Centre of Registers, but not later
than within 24 hours, when the said cases have been identified
in the information systems infrastructure managed by the
Supplier/Provider, which affect the data processed by the Centre
of Registers. It shall provide the cyber security entity with a
report on the investigation of a cyber incident when the
investigation is completed.

The Supplier/Provider shall be responsible for facilitating a cyber
security entity or its authorised service providers to carry out a
Supplier’s/Provider’s compliance audit (including an unplanned
one) during the Contract period or in the event of a major
incident.

Perform the Service level Agreement, SLA.

Use only legal software.

2. Technical security
measures for data
processing

2.1.

2.2.

2.3.

An access control system shall be in place and implemented,
which is applicable to all users of the IT system. The access
control system must allow the creation, validation, review and
deletion of user accounts.

The use of shared user accounts shall be avoided. Where a
shared user account is necessary, all users of the shared
account shall have the same rights and obligations.

An authentication mechanism must be in place allowing access
to the IT system. The minimum requirement for the user to log
in to the IT system shall be a username and a password. The
password shall be created according to a certain level of
complexity. The password must consist of letters, numbers and
special characters; the personal information (such as date of
birth, family names, etc.) must not be used for passwords. The
user password must consist of at least 10 characters, which
must be changed at least every six months; and the
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2.4.

2.5.

2.6.

2.7.

2.7.1.

2.7.2.

2.7.3.

2.7.4.

2.7.5.

2.7.6.

2.7.7.

administrator password must consist of at least 15 characters,
which must be changed at least every six months. The security
of the login data must be ensured. All measures must be taken
to prevent login names and passwords becoming known to third
parties.

The password must be prohibited from being stored in the
computer workstation or its software.

The access control system must be able to detect and prevent
the use of passwords that do not meet a certain level of
complexity.

Technical logs must be implemented for each IT system, which
is used to process personal data under the Contract. Technical
logs shall contain all possible information on access to personal
data (e.g. date, time, review, modification, cancellation). The
retention period shall be at least 6 months. Technical logs shall
bear time stamps and shall be protected against possible
tampering, falsification or unauthorized access. Time-keeping
mechanisms used in IT systems shall be synchronised according
to the common time reference source.

Protection of computer workstations used for data processing
under the Arrangement:

Users of workplaces may not be able to disable or bypass and
avoid IT system security settings.

Users may not have privileges (rights) to install, remove,
administer unauthorised software.

After work is completed, or when leaving the workplace, the
network and information systems must be disconnected, the
screen saver with a password must be activated.

Critical security updates for the operating system of computer
workstations must be installed regularly and immediately.
Anti-virus applications and their databases of information about
viruses and malware must be updated at least once a day.
Where access to the IT systems used for processing data under
the Arrangement is provided via the Internet, data must be
encrypted using Virtual Private Network (VPN) technology with
TLS/SSL certificate or using Access Point Name (APN)
technology and applying streaming data encryption with
TLS/SSL certificate when VPN technology is not supported by
mobile devices.

Wireless connection to IT systems must be allowed only for
certain users and processes. The wireless subnet shall be
separated from other subnets. Wireless communication must be
encrypted in accordance with the encryption length key
recommended by good security practices. One should use keys
and protocol versions, which are generally acknowledged as
secure. The standard manufacturer keys must be changed in
the wireless access point.
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2.7.8.

2.7.9.

2.8.

2.9.

2.10.

2.11,

Mobile and portable devices to be used for work with
information systems must be registered and authorised before
their use.

Mobile, portable devices must have a sufficient level of access
control procedures, as well as other equipment used to process
personal data.

The confidentiality of sensitive information transmitted to a
cyber security entity through public electronic communications
networks must be ensured through encryption and must be
protected by passwords.

Network and information system data stored on mobile devices
and external computer media must be encrypted. One should
encrypt data at the hard disk level.

Before removing any data medium, all data contained therein
must be destroyed using a dedicated software that supports
reliable data destruction algorithms. If this is not possible (e.g.
in case of USB, DVD media), the data media must be destroyed
physically without the possibility of restoring it, e.g. using
shredders or other mechanical means.

Physical protection of the environment and premises with IT
system infrastructure from unauthorised access must be
implemented.




-Pasirinkti- vieSojo pirkimo-pardavimo
sutarties specialiosios dalies
Priedas Nr. 7

SUSITARIMAS DEL TAIKOMY ORGANIZACINIY IR TECHNINIY
KIBERNETINIO SAUGUMO REIKALAVIMY

Vykdydamas -Pasirinkti- vieSojo pirkimo—pardavimo sutartj (toliau — Sutartis) Tiekéjas
privalo uztikrinti tinkamg duomeny saugumo lygj, t. y. nuolatinj tvarkomy asmens duomeny
konfidencialuma, vientisuma, prieinamumg ir duomeny tvarkymo IT sistemy atsparuma, ir Siuo tikslu
priimti tinkamus sprendimus dél techniniy ir organizaciniy saugumo priemoniy naudojimo. Jei
Tiekéjas aptarnauja kritine informaciniy ir rysiy technologijy (toliau — IRT) infrastruktirg arba teikia
kitas esmines Lietuvos Respublikos kibernetinio saugumo jstatymo 1 priede numatytas paslaugas
Lietuvoje, jis laikosi Kibernetinio saugumo reikalavimy apraSo, patvirtinto Lietuvos Respublikos
Vyriausybés 2018 m. rugpjtcio 13 d. nutarimu Nr. 818 ,Dél Lietuvos Respublikos kibernetinio
saugumo jstatymo jgyvendinimo®, reikalavimy, taikomy kibernetinio saugumo esminiam subjektui.
Jeigu tai uzsienio Tiekéjas, kuris jam perduotus duomenis tvarko ne valstybés jmonés Registry centro
(toliau — Registry centro) IRT infrastrukttroje, turi biti laikomasi tarptautiniy standarty kaip ISO/IEC
27001 reikalavimy arba lygiaverciy standarty (NIST CSF, SOC 2 ir pan.).

Tiekéjas jsipareigoja uztikrinti toliau iSvardinty organizaciniy ir techniniy kibernetinio
saugumo reikalavimy jgyvendinima:

1. Organizacinés 1.1. Sudarius Sutartj, Tiekéjo paskirti darbuotojai, kurie teiks
duomeny tv_arkym(_) paslaugas pagal Sig Sutartj ir jungsis prie Registry centro IRT
Saugumo priemones infrastruktiiros, privalo susipazinti su informacinio itekliaus

valdytojo patvirtinta Kibernetinio saugumo politika ir ja
jgyvendinanciais teisés aktais bei laikytis nustatyty reikalavimy.
Tais atvejais, kai Tiekéjui yra perduodama tvarkyti Registry
centro duomenis savo (Tiekéjo) infrastrukttroje, Tiekéjui batina
vadovautis Tiek&jo organizacijoje patvirtinta informacijos ir (ar)
kibernetinio saugumo politika.

1.2. Visg Sutarties galiojimo laikotarpj ir po jo uZztikrinti
perduodamos, saugomos ar kitais budais tvarkomos
informacijos konfidencialuma, o iki pradedant tokig informacija
tvarkyti, rastiskai jsipareigoti saugoti tokio pobtidzio informacija.

1.3.  Uztikrinti gauty prisijungimo duomeny sauguma ir neatskleisti
jy treciosioms Salims.

1.4. Naudotojy teises suteikti, keisti ir (ar) panaikinti laikantis
principo ,Bitina Zinoti" arba uztikrinti, kad teisé prieiti prie
informacijos bty suteikta tik konkrecioms funkcijoms jvykdyti
(darbui atlikti) ir (ar) konkreciai apibréztam laikotarpiui.

1.5.  Tiekéjas turi taikyti atitinkamas ir adekvacias teisiy suteikimo ar
pareigy atSaukimo, vaidmeny ir atsakomybiy perdavimo ar
perleidimo darbuotojo atleidimo bei jy funkcijy pasikeitimo
atveju procediras savo organizacijoje.

1.6. Tiekéjas turi uztikrinti, kad jo pasitelkti tiekéjai (subtiekéjai)
atitikty tuos pacius informacijos ir kibernetinio saugumo
reikalavimus.
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1.7.

1.8.

1.9.

1.10.

1.11.

Tiekéjas turi nedelsiant informuoti Registry centrg apie
nutrikusius darbo santykius su organizacijos darbuotoju, kuriam
buvo suteikta prieiga prie Registry centro IRT infrastruktiroje
tvarkomos informacijos.

Tiekéjo pareiga nedelsiant informuoti apie Sutarties vykdymo
metu Registry centro informaciniy technologijy infrastrukttroje
pastebétus didelius ir (ar) kitus elektroninés informacijos saugos
incidentus, neveikiancias arba netinkamai veikiancias saugos
uztikrinimo priemones, informacijos saugumo reikalavimy
nesilaikyma, nusikalstamos veikos pozymius, aptiktas saugumo
spragas (pazeidziamumai), kurie kelia rizikg kibernetinio
saugumo subjekto tinklams ir informacinéms sistemoms bei
kitus svarbius saugai jvykius. Taip pat informuoti Registry
centrg, bet ne véliau kaip per 24 val., kai Tiekéjo valdomoje
informaciniy sistemy infrastruktiiroje buvo nustatyti minéti
atvejai, kurie jtakoja Registry centro tvarkomus duomenis.
Kibernetinio saugumo subjektui pateikti kibernetinio incidento
tyrimo ataskaitg, kai bus uZbaigtas tyrimas.

Tiekéjo pareiga sudaryti sglygas Kibernetinio saugumo subjektui
arba jo jgaliotiems paslaugy teikéjams atlikti tiekéjo atitikties
auditg (jskaitant neplaninj) sutarties vykdymo laikotarpiu ar
jvykus dideliam incidentui.

Vykdyti  sutartinius  paslaugy teikimo  jsipareigojimus
(angl. Service Level Agreement, SLA).

Naudoti tik legalig programine jranga.

2. Techninés duomeny
tvarkymo saugumo
priemonés

2.1

2.2.

2.3.

Turi buti jdiegta, jgyvendinta prieigy kontrolés sistema, kuri
taikoma visiems IT sistemos naudotojams. Prieigy kontrolés
sistema turi leisti kurti, patvirtinti, perzitréti ir panaikinti
naudotojy paskyras.

Turi bdti vengiama naudoti bendras naudotojy paskyras.
Vietose, kur bendra naudotojy paskyra yra bdtina, turi buti
uztikrinta, kad visi bendros paskyros naudotojai turi tokias pat
teises ir pareigas.

Turi biti veikiantis autentifikavimo mechanizmas, leidziantis
prieigg prie IT sistemos. Minimalus reikalavimas naudotojui
prisijungti prie IT sistemos — naudotojo prisijungimo vardas ir
slaptazodis. Slaptazodis sudaromas atsizvelgiant j tam tikrg
kompleksiskumo lygj. Slaptazodis turi biti sudarytas i$ raidziy,
skaiiy ir specialiyjy simboliy, slaptaZzodZiams sudaryti neturi
bati naudojama asmeninio pobiidzio informacija (pavyzdziui,
gimimo data, Seimos nariy vardai ir panasiai). Naudotojo
slaptazodj turi sudaryti ne maziau kaip 10 simboliy, kuris turi
buti kei¢iamas ne reciau kaip kas SeSi ménesiai, o
administratoriaus slaptazodj turi sudaryti ne maziau kaip 15
simboliy, kuris turi bati kei¢iamas ne reciau kaip kas SeSi
meénesiai. Turi biti uztikrintas prisijungimo duomeny saugumas.
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2.4.

2.5.

2.6.

2.7.

2.7.1.

2.7.2.

2.7.3.

2.7.4.

2.7.5.

2.7.6.

2.7.7.

Turi buti imtasi visy priemoniy, kad prisijungimo vardai ir
slaptazodziai netapty zinomi tretiesiems asmenims.
Kompiuteringje darbo vietoje ar jo taikomojoje programinéje
jrangoje turi bati uzdrausta iSsaugoti slaptazod;.

Prieigy kontrolés sistema turi turéti galimybe aptikti ir neleisti
naudoti slaptazodziy, kurie neatitinka tam tikro kompleksiSkumo
lygio.

Techniniy Zurnaly jrasai turi bdti jgyvendinti kiekvienai IT
sistemai, naudojamai asmens duomenims tvarkyti pagal
Susitarimg. Techniniy Zurnaly jrasuose turi biti matoma visa
jmanoma prieigy prie asmens duomeny informacija (pvz., data,
laikas, perzitiréjimo, keitimo, panaikinimo veiksmai). Saugojimo
terminas — ne trumpiau kaip 6 ménesiai. Techniniy zurnaly jrasai
turi turéti laiko zymas ir biti apsaugoti nuo galimo sugadinimo,
suklastojimo ar neautorizuotos prieigos. IT sistemose naudojami
laiko apskaitos mechanizmai turi bdti sinchronizuoti pagal
bendrg laiko atskaitos Saltin;.

Kompiuteriniy darbo viety, naudojamy duomeny tvarkymui
pagal Susitarimg, apsauga:

darbo viety naudotojams negalima turéti galimybés iSjungti ar
apeiti, iSvengti IT sistemy saugos nustatymy;

naudotojams negalima turéti privilegijy (teisiy) diegti, Salinti,
administruoti neautorizuotos programinés jrangos;

baigus darbg arba pasitraukiant i§ darbo vietos, turi biti
atsijungiama nuo tinkly ir informaciniy sistemy, jjungiama
ekrano uzsklanda su slaptazodziu.

kritiniai kompiuteriniy darbo viety operacinés sistemos saugos
atnaujinimai privalo buti diegiami reguliariai ir nedelsiant;
antivirusinés taikomosios programos ir jy informacijos apie
virusus bei kenkimo programine jrangg duomeny bazés turi buti
atnaujinamos ne reciau kaip kartg per parg;

kai prieiga prie naudojamy IT sistemy, susijusiy su duomeny
tvarkymu pagal Susitarimg, yra vykdoma internetu, duomenys
turi biti Sifruojami taikant virtualaus privataus tinklo (VPN)
technologijg su TLS / SSL sertifikatu arba naudojama privataus
prieigos tasko (angl. Access Point Name, APN) per mobiliojo
rySio operatoriy technologija, taikant perduodamy duomeny
Sifravimg sraute su TLS / SSL sertifikatu, kai VPN technologija
néra palaikoma mobiliyjy jrenginiy.

belaidis rysSys prie IT sistemy turi biti leidZziamas tik tam tikriems
vartotojams ir procesams. Belaidzio rySio potinklis turi bati
atskirtas nuo kity potinkliy. Belaidis rySys turi bati Sifruojamas
pagal gerajg saugumo praktikg rekomenduojamu Sifravimo ilgio
raktu. Naudoti visuotinai saugiais pripazjstamus raktus ir
protokoly versijas. Belaidés prieigos stoteléje turi biti pakeisti
standartiniai gamintojo raktai.
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2.7.8.

2.7.9.

2.8.

2.9.

2.10.

2.11,

mobilieji ir neSiojamieji jrenginiai, kuriais bus naudojamasi
darbui su informacinémis sistemomis, pries naudojimasi turi bati
uzregistruoti ir autorizuoti;

mobilieji, neSiojamieji jrenginiai turi biti pakankamo prieigos
kontrolés procedury lygio, kaip ir kita naudojama jranga asmens
duomenims tvarkyti;

Viesaisiais elektroniniy rysiy tinklais perduodamos kibernetinio
saugumo subjektui jautrios informacijos konfidencialumas turi
bati uztikrintas naudojant Sifravimg bei turi blti apsaugota
slaptazodziais.

Mobiliyjy jrenginiy laikmenose ir iSorinése kompiuterinése
laikmenose laikomi tinkly ir informaciniy sistemy duomenys turi
bti Sifruojami. Sifruoti duomenis kietojo disko lygmenyje.

PrieS pasalinant bet kokig duomeny laikmeng, turi bati sunaikinti
visi joje esantys duomenys, naudojant tam skirtg programine
jranga, kuri palaiko patikimus duomeny naikinimo algoritmus.
Jei to padaryti nejmanoma (pvz., USB, DVD laikmenos), turi bati
jvykdytas fizinis duomeny laikmenos sunaikinimas be galimybeés
atstatyti, pvz. naudojant tam skirtus smulkintuvus arba kitas
mechanines priemones.

Turi buti jgyvendinta fiziné aplinkos, patalpy, kuriose yra IT
sistemy infrastrukttra, apsauga nuo neautorizuotos prieigos.
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