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Service Agreement
This SafePackage® Service Agreement (this "Agreement") is made and entered into by and between SafePackage®, LLC (the "Service Provider") and AB Lietuvos paštas ("Client"). The Service Provider is located at 5152 Edgewood Drive, Suite 250, Provo, Utah, 84604. The client is located at J. Balčikonio str. 3, 03500 Vilnius, Lithuania.
SafePackage®, LLC is a customs-compliance and duty-collection service provider. It is not a transportation carrier, and it makes no guarantees about the transportation of any goods, delivery timelines, accuracy of data provided to it for the purpose of this agreement, or the conduct any governmental agency in monitoring, regulating, or enforcing its trade, customs, business, or transportation-related laws or authority. It is not part of the chain of carriage and at no time is in possession of or assumes responsibility for the goods in shipment.
SafePackage® is a wholly owned subsidiary of International Bridge, Inc., a global leader in e-commerce logistics and software solutions founded in 2000.
This Agreement is effective as of the last date of signature at the end of the Agreement (the “Effective Date”). This Agreement governs Client's receipt of and access to the Service Provider’s SafePackage® services, defined below (the “Service”).
1 Provision of the Service
The Service includes the following components; all Services are provided on a non-exclusive basis with no minimum volume commitment required by the Client:
· Postal Delivered Duties Paid (PDDP) Duty Validation (calculation)/Remittance
· Customs Filing
· Shipment Tracing from origin to customs clearance
· CBP Feedback to Customer

[bookmark: _Int_u2lyAOcm][bookmark: _Int_gF3ILd2Y]The Service Provider shall provide the Service with all reasonable care and skill, utilizing suitably skilled and qualified personnel and shall use all reasonable endeavors to ensure the accuracy of its calculations and that the sums remitted to CBP are in accordance with all regulatory requirements. Service Provider shall be responsible for any omitted, incorrect or inaccurate calculations or remittances which occur as a result of its or its agents’, employees’, subcontractors’ or consultants’ own negligence or due to an error or failure in the technology or equipment used in the performance of the Services. Service Provider accepts that in the forgoing circumstances the Client is not under any obligation to accept responsibility for its or its customers’ use of the Services as this responsibility must be borne by Service Provider. For the avoidance of doubt, Service Provider shall not bear any liability for any failure, omission or inaccuracy which occurs as a direct result of any negligence or failure on the part of the Client.
2 Fees and Payment Terms
Fees
In consideration of the performance by Service Provider of its obligations under this Agreement, Client agrees to pay the Fees as set forth in Appendix A. The maximum value of this Agreement is  707 288 USD VAT excl.
Weekly Billing 
At the end of each calendar week, the Service Provider will issue an electronic invoice to Client for all charges based on the SafePackage® Pricing in Appendix A. 
Service Provider will provide Client with daily reporting of all relevant duties and taxes payable at an item level/parcel level.
Payment of Invoices 
The Service Provider shall submit invoices using the general information system for account administration (hereinafter – SABIS) in accordance with the procedure established by the Law of the Republic of Lithuania on Procurement by Contracting Entities Operating in the Water, Energy, Transport or Postal Services Sectors (as currently in force) (hereinafter – Law), and other applicable legal acts, or via any other access point registered in the PEPPOL network using the PEPPOL AS4 profile. The Buyer shall have the right to withhold payment of VAT invoices or invoices if the Service Provider submits them other than via SABIS or by using any other Access Point registered in the PEPPOL network employing the PEPPOL AS4 profile. 
Client shall pay all undisputed invoices (excluding invoices for Fees set out in Appendix A) within seven (7) business days following receipt of the invoice. These payments will be made into a pre-funded meter account on a weekly basis (the "Meter").  Invoices for Fees (set out in Appendix A) will be payable within 30 days of receipt by the Client. 
The Client may on a bona fide basis dispute an invoice as required, the Service Provider will then liaise with the Client to resolve the dispute in good faith within 3 Business Days.
Meter Funding
Client shall pre-fund the Meter with sufficient funds to cover all applicable duties and taxes on a weekly basis. The Meter must always maintain a positive balance. Client is responsible for replenishing the Meter in a timely manner to avoid suspension of services. On a weekly basis at the end of the calendar week the Service Provider will provide a Statement of Account to the Client evidencing the payments drawn down from the Meter and remitted to CBP. This will ensure Client visibility of the balance of the Meter, and therefore the Client can then determine the total funds to be submitted to the Meter for the following week. The Client may query the Statement of Account and the Service Provider shall respond and adequately resolve the Client’s queries within 3 Business Days. If the Client disputes the Statement of Account then the Service Provider shall work with the Client in good faith to resolve such disputes within 3 Business Days.
In the event that for any reason CBP refunds remitted taxes, the Service provider undertakes to return them to the Meter.
Should this Agreement be terminated or either Party wishes to cease or suspend the provision of Services, then the Client shall be entitled to a refund of any remaining Meter balance which has not been allocated or drawn from within 5 Business Days.
Service Provider will ring fence the Meter funds and ensure that they are duly allocated to the Client’s account and are only used for the purposes of complying with this Agreement. Such Account shall be a regulated bank account.
All invoices, charges and fees shall be invoiced in and payable in US Dollars ($).
Account Information:
	Bank Name:
	KeyBank

	Routing Number:
	124000737

	Beneficiary’s Bank Account:
	448621776716

	Beneficiary’s Name:
	SafePackage LLC

	SWIFT Code:
	KEYBUS33

	Beneficiary’s Address:
	5255 Edgewood Drive, Suite 165, Provo, Utah 84604

	Bank Address:
	4910 Tiedeman Rd, Brooklyn, OH 44144


All banking transaction fees are the responsibility of the Client.
Service Provider will procure that International Bridge will comply with the terms of this Agreement as applicable to them and will ensure that International Bridge abides by the payment and invoicing obligations within this Agreement at all times.
The Parties agree that they will revisit how advance payments, and the Meter funds are duly secured or protected via an alternative accounting method such as an Escrow account by way of example. The Parties agree that there must be a suitable security and guarantee to protect the funds and payments advanced by the Client and such mechanism must be put in place by the Parties as soon as possible after the execution of this Agreement. The Parties will work together in good faith to ensure that this term is complied with. The Client may terminate this Agreement immediately if is not satisfied that this clause (at its sole discretion) has been complied with.
3 Client Obligations
Compliance
Client is solely responsible for the accuracy of all data provided to the Service Provider and ensuring that all items shipped comply with all applicable laws and regulations and are legal for importation into the country of destination.
Client affirms to the best of its knowledge and belief that all data provided is accurate and that all goods tendered for shipment are legal for importation into the destination country. Service Provider will not be responsible for fines, penalties, or seizures resulting from data inaccuracies or illegal goods provided by Client.
Privacy
Client will obtain and maintain any required consents necessary to permit the processing of Client Data under this Agreement.
4 Term and Termination
This Agreement will begin on the Effective Date and remain in effect until terminated in accordance with Section 10.
5 Intellectual Property Rights; Use of Client Data; Benchmarking
Intellectual Property Rights
This Agreement does not grant either Party any rights, implied or otherwise, to the other's content or any of the other's intellectual property. As between the Parties, Client owns all Intellectual Property Rights in Client Data and the Application or project (if applicable), and the Service Provider owns all Intellectual Property Rights in the Platform, Software and Documentation.
Use of Client Data
The Service Provider will not access or use Client Data, except as necessary to perform its obligations under this Agreement. Further, except pursuant to a lawful government request, Legal Process, or as provided in paragraph 8 below pertaining to required disclosure, Service Provider will not disclose Client Data for unauthorized purposes.
Benchmarking
Other than required under applicable law or Legal Process, Client may not publicly disclose directly or through a third party the results of any comparative or compatibility testing, benchmarking, or evaluation (each, a "Test") of the Platform.
6 Technical Support Services
Client is responsible for technical support of its Applications and projects.
7 Deprecation of Platform
Discontinuance of Platform
Subject to this section, the Service Provider may discontinue the Platform or any portion or feature thereof for any reason at any time without liability to Client.
Deprecation Policy
The Service Provider will announce if it intends to discontinue (in which case the Client shall be notified in a written form at least 60 days in advance) or make incompatible changes to the Platform. The Service Provider will use commercially reasonable efforts to continue to operate those Platform versions and features without changes for at least six months after that announcement, unless (as the Service Provider determines in its reasonably good faith judgment):
a. required by law or third-party relationship (including if there is a change in applicable law or relationship), or
b. doing so could create a security risk or substantial economic or material technical burden.
8 Confidential Information and Data Protection
Obligations
The recipient will not disclose the Confidential Information, except to Affiliates, employees, agents or professional advisors who need to know it and who have agreed in writing (or in the case of professional advisors are otherwise bound) to keep it confidential. Both Parties agree to use the Confidential Information only for the purposes of this Agreement, and not to disclose any of the Confidential Information to any third party without the other Party’s prior written consent. The recipient will ensure that those people and entities use the received Confidential Information only to exercise rights and fulfill obligations under this Agreement, while using reasonable care to keep it confidential.
No Reverse Engineer
The Client may not reverse engineer, decompile or dissemble any software or process used in providing the Service that may be disclosed to the Client, except pursuant to any statutory right that cannot be excluded by agreement.
pursuant to a lawful government request, Legal Process, or as provided in paragraph 8 below pertaining to required disclosure, Service Provider will not disclose Client Data for unauthorized purposes.
Benchmarking
Other than required under applicable law or Legal Process, Client may not publicly disclose directly or through a third party the results of any comparative or compatibility testing, benchmarking, or evaluation (each, a "Test") of the Platform.
Required Disclosure 
Notwithstanding any provision to the contrary in this Agreement, the Parties may disclose Confidential Information to the extent required by applicable Legal Process; provided that the disclosing party: (i) promptly notifies the other Party of such Legal Process before disclosing; and (ii) complies with the other Party's reasonable requests regarding its efforts to oppose the disclosure or to maintain the confidentiality of information to be disclosed. Notwithstanding the foregoing, subsections (i) and (ii) above will not apply if the recipient determines that complying with (i) and (ii) could: (a) result in a violation of Legal Process; (b) obstruct a governmental investigation; and/or (c) lead to death or serious physical harm to an individual.
Data-Share Agreement
The Service Provider and the Client have entered into a Data Sharing Agreement dated August 27, 2025 and shall abide by its terms.
9 Technical Support Services
[bookmark: _Int_55plRes1]Client is responsible for technical support of its applications and projects.
10 Term and Termination
Agreement Term
The "Term" of this Agreement will begin on the Effective Date and continue 24 months or until the Agreement is terminated as set forth in this section of the Agreement.
Termination for Breach
Either Party may terminate this Agreement for breach if:
(i) the other Party is in material breach of the Agreement and fails to cure that breach within thirty days after receipt of written notice; (ii) the other Party ceases its business operations or becomes subject to insolvency proceedings and the proceedings are not dismissed within ninety days; or (iii) the other Party is in material breach of this Agreement more than two times notwithstanding any cure of such breaches.
Termination for Inactivity 
The Service Provider reserves the right to terminate
the provision of the Platform for a Project upon 30 days’ advance notice if, for a period of 60 days (i) Client has not accessed the Platform; and (ii) Client has not incurred any Fees for use of the Platform.
Termination for Convenience
Client may stop using the Platform at any time. Client may terminate this Agreement for its convenience at any time on prior written notice without liability to the Service Provider. Upon termination, Client must cease use of the Platform. The Service Provider may terminate this Agreement for its convenience via at least 60 days’ prior written notice without liability to Client.
Effect of Termination
If the Agreement is terminated, then: (i) the rights granted by one Party to the other will immediately cease; (ii) all Fees owed by Client to the Service Provider will be settled in accordance with the payment terms under this Agreement; (iii) Client will delete the Software; (iv) Supplier shall refund the Client any remaining Meter account balance which has not been allocated or drawn upon the termination of the Agreement and (v) upon request, each Party will return or destroy all Confidential Information of the other Party; 
11 Publicity
Client is permitted to state publicly that it is a customer of the Platform with prior written permission from the Service Provider. Service Provider is permitted to state publicly that it provides a Platform to the Client with prior written permission from the Client. If Client wants to display the Service Provider Brand Features in connection with its use of the Platform, Client must obtain written permission from the Service Provider. Any use of a Party's Brand Features will inure to the benefit of the Party holding Intellectual Property Rights to those Brand Features. A Party may revoke the other Party's right to use its Brand Features under this Section with written notice to the other Party and a reasonable period to stop the use, namely, the removal and/or destruction of any physical or electronic materials bearing the Brand Features.
12 Representations and Warranties
Each Party represents and warrants that: (a) it has full power and authority to enter into and perform its respective obligations under this Agreement; and (b) it will comply with all laws and regulations applicable to its provision, or use, of the Platform, as applicable. Service Provider hereby represents and warrants to Client that (x) Service Provider is the legal or beneficial owner of all right, title and interest in and to the Platform; (y) it has full power and authority to provide the Platform to Client hereunder; and (z) it has no knowledge that the Platform infringes the intellectual property rights of any third party. THE REPRESENTATIONS AND WARRANTIES OF SERVICE PROVIDER SET FORTH HEREIN WITH RESPECT TO THE PLATFORM ARE IN LIEU OF ALL OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, INCLUDING BUT NOT LIMITED TO ANY IMPLIED REPRESENTATION OR WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.
13 Limitation of Liability
Limitation on Indirect Liability
Unless otherwise agreed herein, and except to the extent caused by the gross negligence or intentional acts of a Party, neither Party hereto shall be liable in any event for any special, incidental, indirect or consequential loss or damage or any loss of or damage to goodwill or business suffered by the other Party arising out of or in connection with this Agreement for any reason whatsoever, including without limitation misrepresentation (before the date hereof and/or during the term hereof), negligence, other torts, breach of contract or lawful duty. Subject to applicable laws, the total liability of the Service Provider under this Agreement shall be limited to $2,000,000 (two million US dollars) per annum. The Total liability of the Client under this Agreement shall be limited to $500,000 (five hundred US dollars). The Service Provider shall be liable for provision of the Services in accordance with this Agreement, subject to the foregoing and the provisions of this Agreement the Service Provider shall not be liable for any errors or omissions caused by third-party systems not procured by or under its control, data feeds not procured by or under its control, carrier integrations, or the provision of inaccurate data which has been provided by the Client.
Indemnification
Client indemnifies and holds Service Provider harmless for the cross-border transportation of goods including not limited to the misdeclaration or misclassification of goods by the Client, the shipment of prohibited or restricted items unless previously agreed in writing by the Parties, errors or inaccuracy in shipper or client-provided data, any fees or penalties that arise from inaccurate data or information provided in the course of business by the Client, conduct of any governmental official as a result of the Client’s acts or omissions, and any transportation-related claims such as delays, damage, loss, or theft that may occur. This indemnification shall not extend to the Client’s acts or omissions and losses incurred by the Service Provider resulting from any willful or culpable acts or omissions and negligence of the Service Provider or its employees, agents, subcontractors or consultants.
Exceptions to Limitations
These limitations of liability do not apply to violations of a Party's Intellectual Property Rights by the other Party, violations by a Party of its confidentiality obligations hereunder.
14 U.S. Federal Agency Users
The Platform was developed solely at private expense and is commercial computer software and related documentation within the meaning of the applicable Federal Acquisition Regulations of the US and their agency supplements.
15 Force Majeure
Service Provider shall not be liable for nonperformance or delay caused by carrier or transportation-related performance, customs agencies or governmental action, discontinuance of product line, severe weather, fire, flood, accident, pandemic, act of God or third parties, infringement claims, civil commotion, terrorism, war, technical outages, cyber-attacks, supply-chain disruptions, or other causes beyond Service Provider’s reasonable control. Client agrees that in such events, Service Provider may allocate services among all customers as it deems reasonable, without liability.
16 Miscellaneous
Notices
All notices sent between the Service Provider and Client shall be sent electronically via emails as stated below, by certified United States Mail, return receipt requested, or by Federal Express or by similar means, the receipt of which is verified.
The Client shall serve notices upon the Service Provider at 5152 Edgewood Drive, Suite 250, Provo, Utah, 84604 with a courtesy copy via email to notices@SafePackage.com.
The Service Provider shall serve notices upon Client via email to cbpnotice@post.lt.
Addresses for service may be changed by serving notice upon the Service Provider or Client at the addresses/emails that appear above.
No Assignment
Neither Party may assign any part of this Agreement without the written consent of the other, except to an Affiliate where: (a) the assignee has agreed in writing to be bound by the terms of this Agreement; (b) the assigning Party remains liable for obligations under the Agreement if the assignee defaults on them; and (c) the assigning Party has notified the other Party of the assignment. Any other attempt to assign is void.
No Agency
This Agreement does not create any agency, partnership or joint venture between the Parties.
No Waiver 
Neither Party will be treated as having waived any rights by not exercising (or delaying the exercise of) any rights under this Agreement.
Severability
If any term (or part of a term) of this Agreement is invalid, illegal, or unenforceable, the rest of the Agreement will remain in effect.
No Third-Party Beneficiaries
This Agreement does not confer any benefits on any third party unless it expressly states that it does.
Equitable Relief
Nothing in this Agreement will limit either Party's ability to seek equitable relief.
Governing Law
This Agreement will be governed by the laws of Lithuania. If any dispute arises from or in connection with this Agreement, the Parties shall attempt to resolve such disputes by good faith, amicable consultations. If such consultations fail to resolve the dispute, either Party may submit the dispute for litigation to a competent court.
Amendments
The terms of the Agreement may not be amended during the term of the Agreement, except technical nature amendments and / or terms whose amendment is provided in the Agreement and / or permitted under the Law and / or amendments are caused by changes in legal acts related to the provision of services, which affect the contract and its performance. Any amendment must be in writing, signed by both Parties, and expressly state that it is amending this Agreement.
Survival
The following Sections will survive expiration or termination of this Agreement: 2, 5, 8, 13, and 14.
Entire Agreement
This Agreement sets out all terms agreed between the Parties and supersedes all other agreements between the Parties relating to its subject matter. In entering into this Agreement, neither Party has relied on, and neither Party will have any right or remedy based on, any statement, representation or warranty (whether made negligently or innocently), except those expressly set out in this Agreement.
Other terms
While performing the Agreement, the Service Provider shall follow such sustainability and environmental protection requirements - avoid unnecessary copying and printing of documents (invoices, handover-acceptance acts, or other documents related to the performance of the Agreement must be submitted to the Client in electronic format. 
The Parties have agreed that the Client shall have the right to unilaterally and immediately terminate  agreement with the Service Provider upon discovery that economic or other international sanctions apply to the Service Provider, its director, shareholder(s), and/or its ultimate beneficial owner (i.e., a natural person who directly and/or indirectly, acting alone or together with others, is the ultimate owner of and/or controls the Service Provider or its management, and/or exerts decisive influence over it), and/or to any natural or legal person related to the Service Provider and/or its beneficial owner.
The Service Provider undertakes to uphold the values set out in the Client's Code of Ethics, which is published on the Client's website.
Technical specification (Appendix B) is an integral part of this Agreement.
Definitions
· "Account" means Client's SafePackage® SAAS (Software as a Service) Platform account.

· "Affiliate" as to either Party means any entity that directly or indirectly Controls, is Controlled by, or is under common Control with such Party.

· “API” means application program interface.
· "Application(s)" means any web or other software application Client creates using the Platform, including any source code written by Client to be used with the Platform, or hosted in an Instance.

· "Brand Features" means the trade names, trademarks, service marks, logos, domain names, and other distinctive brand features of each Party, respectively, as secured by such Party from time to time.

· "Client Data" means content provided to the Service Provider by Client (or at its direction) via the Platform under the Account, which shall be used by the Service Provider only for performance of this Agreement and which use shall cease as soon as permitted by law after termination of this Agreement.

· "Confidential Information" means information that one Party (or an Affiliate) discloses to the other Party under this Agreement, and which is marked as confidential or would normally under the circumstances be considered confidential information. It does not include information that is independently developed by the recipient without use of or access to the confidential information of the disclosing Party, is rightfully given to the recipient by a third party without confidentiality obligations or becomes public through no fault of the recipient. Subject to the preceding sentence, Client Data is considered Client's Confidential Information.

· "Control" with respect to a Party means control of greater than fifty percent of the voting rights or equity interests of such Party. 

· "Documentation" means the Service Provider documentation in the form generally made available by the Service Provider to its customers for use with the Platform.

· "Fees" means the applicable fees for Client’s use of the Platform.

· "Instance" means a virtual machine instance, configured, and managed by Client, which uses the Platform.

· "Intellectual Property Rights" means current and future worldwide rights under patent, copyright, trade secret, trademark, and moral rights laws, and other similar rights.

· "Legal Process" means a data disclosure request made under law, governmental regulation, court order, subpoena, warrant, governmental regulatory or agency request, or other valid legal or official governmental authority, procedure, or similar process.

· “Pricing” means the rates to be incurred by the Client for using the features and benefits of the Platform and set in Appendix A, which are fixed during the validity of Agreement. Rates may be expanded by the Service Provider from time to time, and expanded rates may be utilized (with no obligation) by the Client at its discretion by conclusion of a supplementary agreement.

· "Software" means any downloadable tools, software development kits or other such proprietary computer software provided by the Service Provider in connection with the Platform, which may be downloaded by Client, and any updates the Service Provider may make to such Software from time to time.

· "Suspend" or "Suspension" means disabling or limiting access to or use of the Platform or components of the Platform.

· "Term" has the meaning set forth in Section 9 of this Agreement.

· "Third-Party Legal Proceeding" means any formal legal proceeding filed by an unaffiliated third party before a court or government tribunal (including any appellate proceeding).
· 
IN WITNESS WHEREOF the Parties have caused this SafePackage® Service Agreement to be executed by their respective, duly authorized representatives the day and year first above written.

	SafePackage® LLC, as Service Provider
	AB Lietuvos paštas, as Client

	Signature:

	Signature:

	Name: xxx
	Name: xxx

	Title: CEO, SafePackage®
	Title: Director of Business and Technology Development

	Date: 
	Date:






Appendix A
FEES

	Order No.
	Name of services
	Unit of meas.
	Price for 1 unit of measure in US dollars with VAT
(Filled in by the Supplier)

	1
	2
	3
	4

	1.
	Service* of less than 20,000 avg. packages / month
	package
	 0,28

	2. 
	Service* of more than 20,000 avg. packages / month
	package
	 0,24

	3.
	Service* of more than 50,000 avg. packages** / month
	package
	 0,20

	0 % VAT***
	 


* Services details: PDDP Duty Validation/Remittance; Customs Filing; Shipment Tracking from origin to customs clearance; CBP Feedback to Customer.
 
**The offered price shall be valid for 90 days from the signing of the contract, and after that initial period, the price applied each month shall be based on actual monthly package data.
 
*** In cases where VAT is not payable by the Supplier in accordance with the legislation in force, the Supplier shall not fill in these columns of the table and shall indicate the reasons why VAT is not payable (e.g., exempt, 0% rate, etc.): - no Value Added Tax (VAT) is imposed or applicable under U.S. law.








											Appendix B
TECHNICAL SPECIFICATION 
1. DEFINITIONS AND ABBREVIATIONS
1.1. Buyer / Contracting entity /Service provider - Public Limited Company Lithuania Post
1.2. Supplier / Service provider - an economic operator - a natural person, a private or public legal person, another organization and their subdivisions, or a group of such persons, including temporary associations of economic operators, with whom the Buyer will conclude this Procurement Contract. 
1.3. Agreement - a Procurement Contract concluded between the Supplier and the Buyer regarding this Procurement object.
2. THE OBJECT OF PROCUREMENT:
2.1. The object of procurement – Customs duty administration and transfer services to the U.S. Customs and Border Protection (U.S. CBP) (hereinafter – the Services).
2.2. The object of procurement is not divided into lots; therefore, the Supplier must submit an offer for the entire scope of the procurement object specified below.
2.3. Term of service provision – 24 months from the date of entry into force of the Agreement.
2.4. Place of service provision – USA.
2.5. Scope of services:
Table 1 
	No. 
	Name of the product
	Quantity of services (month) 
	Placing orders

	
	
	
	Yes (tick if products will be ordered on demand, periodically, etc.) *
	No (tick if the full quantity to be procured will be delivered at the specified time) **

	1.
	Customs duty administration and transfer services to the U.S. Customs and Border Protection (U.S. CBP)
	24
	X
	-


2.6. The scope of services specified in the table above is preliminary. The Buyer is not obliged to purchase precisely such a scope of services..
2.6.1. The maximum Agreement value (the amount for which the Contract is concluded) – EUR 707288  excluding VAT for the entire duration of the Agreement.
2.7. Procedure for placing orders:
2.7.1. Orders may be placed throughout the entire duration of the Agreement.
3. GENERAL REQUIREMENTS FOR THE SUPPLIER/EQUIPMENT MANUFACTURER
 
	No. 
	GENERAL REQUIREMENTS

	1.
	1.1. Customs duty administration and transfer services to the U.S. Customs and Border Protection (U.S. CBP) includes:
 1.1.1. Validation (calculation - optional) of PDDP duties and taxes and transfer of amounts to CBP for the Buyer’s shipments.
 1.1.2. Preparation and submission of customs declarations (Customs Filing).
 1.1.3. Tracking of shipments from origin to customs clearance in the USA (including status updates, flight numbers, etc.).
 1.1.4. Providing the Buyer with feedback from CBP and other institutions (including communication of errors, discrepancies, and the need for additional actions).
 1.1.5. Daily reports on calculated and payable duties/taxes – at the goods/shipments level.

	2.
	2.1. Invoicing and payments:
 2.1.1. Service prices are determined and detailed in the Annex to the Agreement (Appendix A).
 2.1.2. Submission of invoices:
 2.1.2.1. Once per calendar week, the Supplier shall issue an electronic invoice for the Services provided.
 2.1.2.2. A daily report on payable duties/taxes at shipment/item level.
 2.1.3. Payment terms:
 2.1.3.1. Customs duties shall be transferred within 7 (seven) business days from receipt of the payment request, by transferring to the pre-financing account.
 2.1.3.2. Administration fees (Fees) specified in the Annex to the Agreement (Appendix A) shall be payable within 30 calendar days from receipt of the invoice.






Appendix C
CONFIDENTIALITY CONTRACT

The Joint-stock company Lietuvos paštas, legal entity code 121215587, registered office address J. Balčikonio g. 3, Vilnius (hereinafter referred to as the "Buyer"), represented by xxx,

and SafePackage LLC, legal entity code 99-2804267, registered office address 5152 Edgewood Drive, Suite 250, Provo, Utah, 84604 (hereinafter referred to as the "Supplier"), represented by xxx, 
The Buyer and the Supplier may be referred to collectively as the "Parties" and each individually as a "Party", 
Considering that:
· the Parties entered the Customs duty administration and transfer services to the U.S. Customs and Border Protection (U.S. CBP) Procurement Contract under which the Supplier undertakes to provide the Buyer with Services (hereinafter referred to as the "Services Contract");
· the Supplier's performance of the Services Contract will result in the disclosure and/or access to data of importance to the Buyer and its business, which constitutes confidential information;
· the unauthorised disclosure of such confidential information to third parties may cause damage to the Buyer and/or its business interests,
have agreed and entered into this Confidentiality Contract  (hereinafter referred to as the "Contract "):
1. CONCEPT OF CONFIDENTIAL INFORMATION

1.1. Confidential information:
1.1.1. any information expressed in any form (written, oral, electronic, visual and/or other)  that the Buyer transmits or that is disclosed  to the Supplier, constituting the Buyer’s commercial and/or technological secret , including commercial experience, information related to the Buyer’s 's commercial technologies, the Buyer’s business model, “know how” and/or other information having commercial value, the confidentiality of which the Buyer seeks to preserve, including but not limited to information related to the Buyer's operating procedures, human, intellectual and material resources, contracts, partners, all contrahents, business projects, negotiations with partners, operational and/or business policies, and customers. Confidential information shall include information relating to the number of the Buyer’s  customers, the composition of customers, their personal data, procedures for the provision of services, pricing of services, the Buyer’s  financial and accounting data, information on information systems (schemes, drawings, technologies, equipment manufacturers/models/versions, software manufacturers/models/versions, security systems, processes, any information contained in information systems/databases, source codes),  technologies used in the Buyer's activities, systems, , the principles of operation of the business management system, the evaluation algorithms used by the system, the performance of obligations to the Buyer, any data about the Buyer's customers that the Buyer transferred  or otherwise made known to the Supplier, the prices offered and applied by the Parties to each other, any other information related to the Buyer and the Buyer's subsidiaries;
1.1.2. all databases, analyses, notes, explanations, other documents prepared by the Buyer or third parties engaged by it, which contain the information referred to in Clause 1.1.1 of the Contract or which are prepared based on this information; 
1.1.3. any documents created by the Buyer and transferred to the Supplier in any form (written, electronic and/or other) (both in paper or electronic form) which are not covered by clauses 1.1.1. and/or 1.1.2 of the Contract.
1.1.4. information regarding the specifics of the cooperation between the Parties, as well as any correspondence between the Parties related to cooperation under the Service Contract, this Contract, the Service Contracts, this Contract, the terms and conditions thereof, the Annexes, and/or copies thereof, and any other information communicated in connection with the performance of these Contracts. 



1.1. If the Supplier is in doubt as to whether certain information provided by the Buyer or otherwise obtained by it related to the Buyer is confidential, the Supplier must treat such information as confidential in accordance with the procedures set out in this Contract, unless the Buyer confirms in writing otherwise. Confidential information shall not be deemed to be publicly available information.

2. OBJECT OF THE CONTRACT

2.1. In accordance with the Contract, the Buyer shall seek to protect the information disclosed to the Supplier and to agree on the conditions for the protection of confidential information, its list and procedure

2.2. The Supplier undertakes to use any information which the Buyer has provided, provides or will provide to the Supplier, irrespective of the content of the information, the purpose of its provision, time and other circumstances, only in accordance with the terms and conditions of this Contract and to keep it in complete secrecy. 

2.3. Confidential information belongs exclusively to the Buyer, and its provision will not grant the Supplier receiving the confidential information and/or its related parties any rights to such confidential information.

2.4. Confidential Information will be protected not only by this Contract but also by all other possible legal and technical measures to protect confidential information.

3. RIGHTS AND OBLIGATIONS OF THE SUPPLIER

3.1. The Supplier undertakes to use confidential information received or learned from the Buyer only for the purpose set out in Clause 2.2 of the Contract.

3.2. The Supplier shall be entitled to disclose confidential information or parts thereof only:
3.2.1. to those employees of the Supplier who must have access to confidential information for the purpose of performing the Contract;
3.2.2. upon receipt of the Buyer’s prior written consent, to third parties engaged by the Supplier if they need access to confidential information for the purpose of performing the Contract;
3.2.3. to the relevant state authorities, officials, and other persons to whom such information must be disclosed in accordance with the mandatory provisions of the laws of the Republic of Lithuania (only that part of the information which is required to be disclosed at the lawful request of such persons). In such case, the Supplier, upon receiving a request to disclose confidential information entrusted to it by the Buyer, must immediately inform the Buyer thereof in writing.

3.3. The Supplier must inform persons to whom confidential information is lawfully disclosed that the information is confidential and ensure that any person who will directly or indirectly work with confidential information, become familiar with it  and/or have the opportunity to receive or become familiar with it,  complies with the terms and conditions of this Contract, protects confidential information, does not disclose confidential information to third parties who are not entitled to receive it and does not use it for personal purposes, and undertakes in writing to treat confidential information in the manner provided for in the Contract and is  jointly and severally liable with the Supplier for any breach of their obligations.

3.4. The Supplier undertakes to implement technical and organizational measures to protect confidential information received or made known to ensure the security of such information, so that persons who are not entitled to receive or know such information do not have the opportunity and conditions to receive or know such information.

3.5. The Supplier must immediately notify the Buyer if it becomes aware  or has reasonable grounds to suspect that confidential information may be or has been disclosed to persons not entitled to receive or know it and must  make every effort  to prevent such violations, eliminate the consequences of violations, and apply legal liability or any other lawful measures to the violations. and remedy any such breach and to bring the offenders to legal proceedings or any other lawful remedy.

3.6. The Supplier must keep confidential information in strict confidence,  not discuss, transmit or otherwise disclose it to any third party, except as provided for in this Contract,  not make any copies, transcripts, extracts and/or other records of confidential information, except if  necessary for the performance of the Services Contract, keep  confidential information I carefully, in a reliable and well-protected place, not carry it or act in a way that could cause it to disappear, be lost or otherwise become beyond the Supplier's control, and take other measures necessary to prevent the unlawful  reproduction, use and/or disclosure of confidential information.

3.7. The Supplier undertakes to ensure that, neither during the validity term of the Services Contract nor after its termination, confidential information in any form whatsoever, and any copies thereof, shall not be made available to persons not entitled to receive it.


3.8. Within 20 (twenty) working days after the information was received from the Buyer and it is no longer used for the purposes set out in the Contract, the Supplier must destroy and/or completely delete, or oblige the person to whom the confidential information was disclosed to destroy or completely delete, all documents containing confidential information, without leaving  any copies of the information on any media. The Supplier must immediately provide the Buyer with written confirmation of the fulfilment of the requirements set out in this clause of the Agreement. If requested by the Buyer, within five (5) working days the Supplier must, return all material media of confidential information in its possession to the Buyer and ensure that all other persons to whom such information was transferred, return the material media of confidential information in its possession. 

4. RESPONSIBILITY


4.2. If it appears that the Supplier fails to perform or improperly performs its obligations under this Contract, the Buyer shall be entitled to demand immediate compensation for direct and indirect losses  caused by such violation and within 20 days from the date of discovery of such violation to receive from the Supplier, , a fine of EUR 10, 000 (ten thousand euros) for each violation which shall be deemed to be the minimum loss of the Buyer. The Parties agree that the minimum number of losses agreed between the Parties is not excessive and is reasonable amount, considering the scope of the Parties' obligations and the consequences of the Supplier's failure to properly perform its obligations to the Buyer, and does not violate  the balance of interests of the Parties. In the event of a breach of the Contract, the Supplier shall also compensate the other Party for  direct and indirect losses  incurred as a result of  the breach of the Contract to the extent that they are not covered by the amount of the fine.

5. FINAL PROVISIONS
5.2. This Contract shall enter into force on the date of entry into force of the Service Contract and shall remain in force for 5 (five) years after the expiry of the Service Contract. The Contract shall be valid and shall apply to both confidential information that the Buyer has transferred and/or otherwise disclosed to the Supplier prior to the entry into force of this Contract and confidential information that the Buyer has disclosed and/or otherwise transferred to the Supplier after the entry into force of this Contract.

5.3. If the Parties enter into other contracts after the entry into force of this Contract, this Contract shall also apply to the relationship between the Parties that arose before  the conclusion of that contract, during the validity of the Contract and after its termination, unless otherwise provided in that contract (the term “Service Contract” used in the text of the Contract  also includes the other contracts of the Parties referred to in this preamble clause of the Contract).

5.4. The provisions of the Contract shall not apply to information that is not considered confidential.

5.5. The Contract may be amended or supplemented by a written agreement between the Parties.

5.6. The Contract shall be governed by the law of the Republic of Lithuania.

5.7. None of the Parties shall have the right to transfer their rights and obligations under the Contract, or any part thereof to any third party without the written consent of the other Party.

5.8. The Contract shall be concluded in two (2) copies, having equal legal force, one for each Party. When signing the Contract with qualified electronic signatures, (1) one copy of the Contract shall be concluded. 

5.9. Disputes between the Parties shall be resolved through negotiations. If an amicable agreement cannot be reached, the dispute between the Parties shall be resolved in accordance with the laws of the Republic of Lithuania in a court located in Vilnius city.

__


Appendix D
STANDARD CONTRACTUAL CLAUSES
Controller to Processor
SECTION I
Clause 1
Purpose and scope
	(a)
	The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation)[footnoteRef:1] for the transfer of personal data to a third country. [1:  Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract or other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in particular be the case where the controller and processor rely on the standard contractual clauses included in Decision 2021/915.] 




	(b)
	The Parties:
	(i)
	the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter ‘entity/ies’) transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’), and



	(ii)
	the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via another entity also Party to these Clauses, as listed in Annex I.A (hereinafter each ‘data importer’)


have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).



	(c)
	These Clauses apply with respect to the transfer of personal data as specified in Annex I.B.



	(d)
	The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses.


Clause 2
Effect and invariability of the Clauses
	(a)
	These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to data transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the appropriate Module(s) or to add or update information in the Appendix. This does not prevent the Parties from including the standard contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects.



	(b)
	These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 2016/679.


Clause 3
Third-party beneficiaries
	(a)
	Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or data importer, with the following exceptions:
	(i)
	Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;



	(ii)
	 Clause 8 – Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e); Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) and Clause 8.3(b);



	(iii)
	Clause 9 – Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and (e);



	(iv)
	 Clause 12 – Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) and (f);



	(v)Clause 13;
	



	(vi)Clause 15.1(c), (d) and (e);
	



	(vii)Clause 16 (e);
	



	(viii)
	Clause 18 – Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18.






	(b)
	Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.


Clause 4
Interpretation
	(a)
	Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same meaning as in that Regulation.



	(b)
	These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.



	(c)
	These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation (EU) 2016/679.


Clause 5
Hierarchy
In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.
Clause 6
Description of the transfer(s)
The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for which they are transferred, are specified in Annex I.B.
SECTION II – OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards
The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses.
8.1   Instructions
	(a)
	The data importer shall process the personal data only on documented instructions from the data exporter. The data exporter may give such instructions throughout the duration of the contract.



	(b)
	The data importer shall immediately inform the data exporter if it is unable to follow those instructions.


8.2   Purpose limitation
The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B, unless on further instructions from the data exporter.
8.3   Transparency
On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential information, including the measures described in Annex II and personal data, the data exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data subject would otherwise not be able to understand the its content or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the extent possible without revealing the redacted information. This Clause is without prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.
8.4   Accuracy
If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to erase or rectify the data.
8.5   Duration of processing and erasure or return of data
Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed on behalf of the data exporter and certify to the data exporter that it has done so, or return to the data exporter all personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit return or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process it to the extent and for as long as required under that local law. This is without prejudice to Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with the requirements under Clause 14(a).
8.6   Security of processing
	(a)
	The data importer and, during transmission, also the data exporter shall implement appropriate technical and organisational measures to ensure the security of the data, including protection against a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter ‘personal data breach’). In assessing the appropriate level of security, the Parties shall take due account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in the processing for the data subjects. The Parties shall in particular consider having recourse to encryption or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. In case of pseudonymisation, the additional information for attributing the personal data to a specific data subject shall, where possible, remain under the exclusive control of the data exporter. In complying with its obligations under this paragraph, the data importer shall at least implement the technical and organisational measures specified in Annex II. The data importer shall carry out regular checks to ensure that these measures continue to provide an appropriate level of security.



	(b)
	The data importer shall grant access to the personal data to members of its personnel only to the extent strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.



	(c)
	In the event of a personal data breach concerning personal data processed by the data importer under these Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate its adverse effects. The data importer shall also notify the data exporter without undue delay after having become aware of the breach. Such notification shall contain the details of a contact point where more information can be obtained, a description of the nature of the breach (including, where possible, categories and approximate number of data subjects and personal data records concerned), its likely consequences and the measures taken or proposed to address the breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all information at the same time, the initial notification shall contain the information then available and further information shall, as it becomes available, subsequently be provided without undue delay.



	(d)
	The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority and the affected data subjects, taking into account the nature of processing and the information available to the data importer.


8.7   Sensitive data
Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the specific restrictions and/or additional safeguards described in Annex I.B.
8.8   Onward transfers
The data importer shall only disclose the personal data to a third party on documented instructions from the data exporter. In addition, the data may only be disclosed to a third party located outside the European Union[footnoteRef:2] (in the same country as the data importer or in another third country, hereinafter ‘onward transfer’) if the third party is or agrees to be bound by these Clauses, under the appropriate Module, or if: [2:  The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not qualify as an onward transfer for the purpose of these Clauses.] 

	(i)
	the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 that covers the onward transfer;



	(ii)
	the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU) 2016/679 with respect to the processing in question;



	(iii)
	the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of specific administrative, regulatory or judicial proceedings; or



	(iv)
	the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural person.


Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in particular purpose limitation.
8.9   Documentation and compliance
	(a)
	The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the processing under these Clauses.



	(b)
	The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep appropriate documentation on the processing activities carried out on behalf of the data exporter.



	(c)
	The data importer shall make available to the data exporter all information necessary to demonstrate compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. In deciding on a review or audit, the data exporter may take into account relevant certifications held by the data importer.



	(d)
	The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out with reasonable notice.



	(e)
	The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, available to the competent supervisory authority on request.



Clause 9
Use of sub-processors
	(a)
	The data importer shall not sub-contract any of its processing activities performed on behalf of the data exporter under these Clauses to a sub-processor without the data exporter’s prior specific written authorisation. The data importer shall submit the request for specific authorisation at least 30 calendar days prior to the engagement of the sub-processor, together with the information necessary to enable the data exporter to decide on the authorisation. The list of sub-processors already authorised by the data exporter can be found in Annex III. The Parties shall keep Annex III up to date.



	(b)
	Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the data exporter), it shall do so by way of a written contract that provides for, in substance, the same data protection obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary rights for data subjects.[footnoteRef:3] The Parties agree that, by complying with this Clause, the data importer fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the data importer is subject pursuant to these Clauses. [3:  This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate Module, in accordance with Clause 7.] 




	(c)
	The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement and any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other confidential information, including personal data, the data importer may redact the text of the agreement prior to sharing a copy.



	(d)
	The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure by the sub-processor to fulfil its obligations under that contract.



	(e)
	The data importer shall agree a third-party beneficiary clause with the sub-processor whereby – in the event the data importer has factually disappeared, ceased to exist in law or has become insolvent – the data exporter shall have the right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the personal data.




Clause 10
Data subject rights
	(a)
	The data importer shall promptly notify the data exporter of any request it has received from a data subject. It shall not respond to that request itself unless it has been authorised to do so by the data exporter.



	(b)
	The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex II the appropriate technical and organisational measures, taking into account the nature of the processing, by which the assistance shall be provided, as well as the scope and the extent of the assistance required.



	(c)
	In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the data exporter.


Clause 11
Redress
	(a)
	The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it receives from a data subject.



	(b)
	In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other informed about such disputes and, where appropriate, cooperate in resolving them.





	(c)
	Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept the decision of the data subject to:
	(i)
	lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of work, or the competent supervisory authority pursuant to Clause 13;



	(ii)
	refer the dispute to the competent courts within the meaning of Clause 18.






	(d)
	The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.



	(e)
	The data importer shall abide by a decision that is binding under the applicable EU or Member State law.



	(f)
	The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and procedural rights to seek remedies in accordance with applicable laws.



Clause 12
Liability
	(a)
	Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these Clauses.



	(b)
	The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compensation, for any material or non-material damages the data importer or its sub-processor causes the data subject by breaching the third-party beneficiary rights under these Clauses.



	(c)
	Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be entitled to receive compensation, for any material or non-material damages the data exporter or the data importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter and, where the data exporter is a processor acting on behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as applicable.



	(d)
	The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the compensation corresponding to the data importer’s responsibility for the damage.



	(e)
	Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an action in court against any of these Parties.



	(f)
	The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.



	(g)
	The data importer may not invoke the conduct of a sub-processor to avoid its own liability.


Clause 13
Supervision
	(a)
	The supervisory authority with responsibility for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, shall act as competent supervisory authority.



	(b)
	The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees to respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, including remedial and compensatory measures. It shall provide the supervisory authority with written confirmation that the necessary actions have been taken.


SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES
Clause 14
Local laws and practices affecting compliance with the Clauses
	(a)
	The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination applicable to the processing of the personal data by the data importer, including any requirements to disclose personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is based on the understanding that laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.



	(b)
	The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the following elements:
	(i)
	the specific circumstances of the transfer, including the length of the processing chain, the number of actors involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of processing; the categories and format of the transferred personal data; the economic sector in which the transfer occurs; the storage location of the data transferred;



	(ii)
	the laws and practices of the third country of destination– including those requiring the disclosure of data to public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the transfer, and the applicable limitations and safeguards[footnoteRef:4]; [4:  As regards the impact of such laws and practices on compliance with these Clauses, different elements may be considered as part of an overall assessment. Such elements may include relevant and documented practical experience with prior instances of requests for disclosure from public authorities, or the absence of such requests, covering a sufficiently representative time-frame. This refers in particular to internal records or other documentation, drawn up on a continuous basis in accordance with due diligence and certified at senior management level, provided that this information can be lawfully shared with third parties. Where this practical experience is relied upon to conclude that the data importer will not be prevented from complying with these Clauses, it needs to be supported by other relevant, objective elements, and it is for the Parties to consider carefully whether these elements together carry sufficient weight, in terms of their reliability and representativeness, to support this conclusion. In particular, the Parties have to take into account whether their practical experience is corroborated and not contradicted by publicly available or otherwise accessible, reliable information on the existence or absence of requests within the same sector and/or the application of the law in practice, such as case law and reports by independent oversight bodies.] 




	(iii)
	any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards under these Clauses, including measures applied during transmission and to the processing of the personal data in the country of destination.






	(c)
	The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate with the data exporter in ensuring compliance with these Clauses.



	(d)
	The Parties agree to document the assessment under paragraph (b) and make it available to the competent supervisory authority on request.



	(e)
	The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with the requirements under paragraph (a), including following a change in the laws of the third country or a measure (such as a disclosure request) indicating an application of such laws in practice that is not in line with the requirements in paragraph (a).



	(f)
	Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be adopted by the data exporter and/or data importer to address the situation. The data exporter shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses. If the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.


Clause 15
Obligations of the data importer in case of access by public authorities
15.1   Notification
	(a)
	The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary with the help of the data exporter) if it:
	(i)
	receives a legally binding request from a public authority, including judicial authorities, under the laws of the country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification shall include information about the personal data requested, the requesting authority, the legal basis for the request and the response provided; or



	(ii)
	becomes aware of any direct access by public authorities to personal data transferred pursuant to these Clauses in accordance with the laws of the country of destination; such notification shall include all information available to the importer.






	(b)
	If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to communicating as much information as possible, as soon as possible. The data importer agrees to document its best efforts in order to be able to demonstrate them on request of the data exporter.



	(c)
	Where permissible under the laws of the country of destination, the data importer agrees to provide the data exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on the requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether requests have been challenged and the outcome of such challenges, etc.).



	(d)
	The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract and make it available to the competent supervisory authority on request.



	(e)
	Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.


15.2   Review of legality and data minimisation
	(a)
	The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country of destination, applicable obligations under international law and principles of international comity. The data importer shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data importer shall seek interim measures with a view to suspending the effects of the request until the competent judicial authority has decided on its merits. It shall not disclose the personal data requested until required to do so under the applicable procedural rules. These requirements are without prejudice to the obligations of the data importer under Clause 14(e).



	(b)
	The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to the extent permissible under the laws of the country of destination, make the documentation available to the data exporter. It shall also make it available to the competent supervisory authority on request.



	(c)
	The data importer agrees to provide the minimum amount of information permissible when responding to a request for disclosure, based on a reasonable interpretation of the request.


SECTION IV – FINAL PROVISIONS
Clause 16
Non-compliance with the Clauses and termination
	(a)
	The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever reason.



	(b)
	In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14(f).



	(c)
	The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these Clauses, where:
	(i)
	the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b) and compliance with these Clauses is not restored within a reasonable time and in any event within one month of suspension;



	(ii)
	the data importer is in substantial or persistent breach of these Clauses; or



	(iii)
	the data importer fails to comply with a binding decision of a competent court or supervisory authority regarding its obligations under these Clauses.


In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract involves more than two Parties, the data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have agreed otherwise.



	(d)
	Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion of the transferred personal data, the data importer warrants that it will continue to ensure compliance with these Clauses and will only process the data to the extent and for as long as required under that local law.



	(e)
	Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which the personal data is transferred. This is without prejudice to other obligations applying to the processing in question under Regulation (EU) 2016/679.


Clause 17
Governing law
These Clauses shall be governed by the law of the EU Member State in which the data exporter is established. Where such law does not allow for third-party beneficiary rights, they shall be governed by the law of another EU Member State that does allow for third-party beneficiary rights. The Parties agree that this shall be the law of Republic of Lithuania.
Clause 18
Choice of forum and jurisdiction
	(a)
	Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.



	(b)
	The Parties agree that those shall be the courts of Republic of Lithuania.



	(c)
	A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of the Member State in which he/she has his/her habitual residence.



	(d)
	The Parties agree to submit themselves to the jurisdiction of such courts.



ANNEX I
A.   LIST OF PARTIES
Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]
	
	1.
	Name: Public Limited Liability Company Lietuvos paštas
Address: J.Balčikonio str. 3, Vilnius, Republic of Lithuania
Contact person’s name, position and contact details: xxx, Director of Business and Technology Development
Activities relevant to the data transferred under these Clauses: use in company activities, providing services
Signature and date: 
Role (controller/processor): Controller



	


Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]
	
	1.
	Name: SafePackage LLC
Address: 5152 Edgewood Drive, Suite 250, Provo, Utah, 84604
Contact person’s name, position and contact details: xxx, CEO
Activities relevant to the data transferred under these Clauses: all activities related to Processor's obligations under the contract for the provision of services.
Signature and date:
Role (controller/processor): Processor



	


B.   DESCRIPTION OF TRANSFER
Categories of data subjects whose personal data is transferred
Controller’s clients 
Categories of personal data transferred
Parcel (tracking) number and information about parcel: declared value (USD), country of origin, tariff rate, duties owed
Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.
None sensitive data are transferred.

[bookmark: _Hlk179466613]The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
Continuous basis
Nature of the processing
The Controller transfer the aforementioned data to the Processor by API or to Processor’s self-service system or by e-mail, in an encrypted file, when the password is transmitted through another channel, such as by telephone. Specific actions are provided in the contract for the provision of services. 
Purpose(s) of the data transfer and further processing
[bookmark: _Hlk179467005]To ensure the proper performance of the Processor's obligations under the contract for the provision of services.
The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
Until the end of the validity of the contract for the provision of services.
For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
Sub-processors are not used during the conclusion of the contract
C.   COMPETENT SUPERVISORY AUTHORITY
Identify the competent supervisory authority/ies in accordance with Clause 13
Lithuanian State Data Inspectorate

















ANNEX II
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
The Data importer (hereinafter – Processor), its employees, as well as the sub-processor(s) engaged by the Processor, shall comply with the recommendations or other legally binding documents adopted by the supervisory authority on the application of the technical and organisational requirements for data security as well as with the minimum technical and organisational requirements for data security set out in this Annex.
I. Computer equipment, software, cloud services
1. Computerised workstations, which include, but are not limited to, an employee's personal computers, mobile phones and other similar equipment used for work purposes, both on the Processor's premises and by the Processor's employees working remotely (hereinafter - CW) and on servers:
1.1. only computer hardware and software supported by the manufacturers must be used;
1.2. Fixes in order to fix critical and important security vulnerabilities in software (hereafter - the Software) must be in place;
1.3. Separate accounts must be used for routine work and for the administration of the CW;
1.4. an automatic locking of the user's account must be used, starting after no more than 15 minutes of inactivity;
1.5. a password of at least 8 characters, using 4 character groups (lower case, upper case, numbers and special characters) shall be used for access to the CW and other computer network objects; the password shall be changed at least every 90 days, it may not be changed again before 24 hours; the password may not be repeated within a period of 6 months and may not be the same as the 6 previous passwords; a password of at least 4 characters shall be used to unlock the screen of the mobile device, or a fingerprint scanner;
1.6. Real-time antivirus software must be used (must be up and active at system startup); the virus database must be updated before scanning and must automatically scan files before they are opened or run;
1.7. a firewall shall be used that only misses returning data packets from device-initiated sessions and only data packets from sessions described by exceptions, and shall not send a response to the sender of a data packet after blocking an unauthorised packet;
1.8. fully encrypted internal data drives of portable CW;
1.9. system event records shall be generated, processed and stored, structured as follows: event type; user identifier; date and time; record of successful and unsuccessful access; system components or resources involved; IP address of the network and/or protocol used;
1.10. a malware protection system must be in place to ensure that any Software used to provide services to the Controller is protected against malware;
1.11. personal data must be copied and tested to ensure that the personal data are recovered;
1.12. Vulnerabilities in all relevant technologies, including but not limited to the operating system, database, applications, must be actively and timely managed.
2. Cloud services:
2.1. the data centres must be located in a country of the European Economic Area. If, during the period of processing of personal data, the Processor or its sub-processor plans to use data centres outside the European Economic Area, he/she shall inform the Controller in accordance with the procedure and within the time limit set out in Clause 9 of the Agreement;
2.3. data centre services must be certified according to ISO 27001 or equivalent standard. 
II. Selection and application of organisational and technical measures, physical security measures
3. Taking into account the level of development of technical possibilities, implementation costs and the nature, scope, context and objectives of the processing, as well as the various probabilities and seriousness of the risks to the rights and freedoms of individuals, the Processor shall implement appropriate technical and organizational measures to ensure security, including, inter alia, where appropriate:
3.1. giving pseudonyms to personal data and encrypting it;
3.2. the ability to ensure the ongoing confidentiality, integrity, availability and resilience of data processing systems and services;
3.3. the ability to restore conditions and access personal data in a timely manner in the event of a physical or technical incident;
3.4. a regular process of checking, evaluating and assessing the effectiveness of the technical and organisational measures to ensure the security of processing.
4. The determination of the appropriate level of security shall take into account the risks arising from the processing of the data, in particular the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or unauthorised access to, data transferred, stored or otherwise processed. 
5. The Processor and its sub-processor(s) must have in place appropriate technical and organisational measures for the return of personal data to the Controller and/or its deletion after the end of the processing period, as well as appropriate technical and organisational means to enforce the rights of data subjects.
6. The Processor shall ensure that personal data processed according to this Agreement shall be processed separately from other personal data of the Processor, including but not limited to personal data under the Processor's control.
7. Taking into account the criteria set out in Clause 3, the Processor shall select and apply different physical security measures for different data processing locations (e.g. office premises, data centres, server rooms).
III. Access granting, operational security and related requirements
8.  The Processor shall establish a list of employees or other legally authorised persons to whom it grants access to the Controller’s personal data and shall review and, where necessary, update it on a regular basis, at least every 3 months. The Processor shall ensure that such persons' access is properly managed and that access is granted and/or revoked in a timely manner.
9. The Processor's access to the Controller's personal data must be personalised, i.e. linked to a specific employee of the Processor. The Processor, its employee shall not grant access (i.e. new access, extension of existing access, renewal, extension of access, etc. or otherwise provide access to the network, etc.) to any other person without the prior written consent of the Controller. 
10. The Processor shall use secure (2-factor) authentication for systems containing the Controller's data for system administrators or other highly privileged users, including remote access users. 
11. The Processor shall ensure that each of its employees has a personal and unique identifier (user ID) and uses an authentication method that confirms and ensures the identity of users. 
12. The Processor must have a change management system in place for changes to business processes, information handling facilities and systems. The change management system must include tests and reviews before changes are implemented, such as procedures for handling urgent changes, procedures for recovering from failed changes, and records that show what has been changed, when it was changed and by whom. 
13. The Processor shall record, monitor and regularly review the activities of users, including system administrators, successful and unsuccessful logins, data processing actions performed, exceptions used, failures and information security events. In addition, the Processor shall retain and store the recorded information for a period of at least 6 months, or a longer period as may be required by law, and shall make it available to the Controller upon request. 
14. The Processor must actively and timely manage vulnerabilities in all relevant technologies, including but not limited to the operating system, database and application software. 
15. The Processor shall establish security requirements for all relevant technologies such as operating systems, databases and applications. 
16. The Processor must ensure that development is separated from the testing and production environment. 
IV. Managing security incidents, including data security breaches, and business continuity
17. The Processor shall have procedures in place to manage security incidents, including data security breaches. 
18. The Processor shall promptly provide the Controller with a duly prepared and accurate security incident report and shall comply with its other obligations relating to data breaches under the Agreement.
19. The Processor shall identify the risks to business continuity and take the necessary steps to control and mitigate those risks. 
20. The Processor shall document its business continuity management processes and procedures. 
21. The Processor shall periodically assess the effectiveness and compliance of its business continuity management.
22. The Processor shall provide reports on the proper functioning of business continuity measures at the request of the Controller.
V. Compliance with Security requirements
20.	At the request of the Controller, the Processor shall promptly provide the Controller with a report on its compliance with the Security requirements, which shall include the compliance of the sub-processor(s), if any, with these requirements.

ANNEX III
LIST OF SUB-PROCESSORS
The controller has authorised the use of the following sub-processors:
	
	1.
	[bookmark: _Hlk179466704]Name: sub-processors are not used during the conclusion of the contract
Address: sub-processors are not used during the conclusion of the contract
Contact person’s name, position and contact details: sub-processors are not used during the conclusion of the contract
Description of processing (including a clear delimitation of responsibilities in case several sub-processors are authorised): sub-processors are not used during the conclusion of the contract.
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