Lentelé Nr. 2 Papildomi reikalavimai antram mokymy etapui. / Table No. 2 Additional requirements for the second phase of training.
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4 Saugumo sistemy/ugniasieniy jranga / Security systems/Firewall equipment
- Saugumo sistemy/ugniasieniy jrangos - Architecture fundamentals for securit 1,2 psl.
_g _ . u/ug uirang . y 3 dieny gamintojo \TS Priedas Nr. 10 vp
architekttros apzvalga; systems/firewalls; — L . Aprasymas:
. o . . . . oficialds nuotoliniai Mokymai\Saugumo e .
L. - Saugumo sistemy/ugniasieniy jrangos jy - Review of security systems/firewall u . L https://training.fortinet
4.1 |Pagrindai (angl. Fundamentals) . o . Fundamentals . . . - mokymai "NSE sistemy ugniasieniy .
atliekamy funkcijy ir parametry apzvalga; equipment, its functions and characteristics; . . . . .| .com/local/staticpage/
. o : ) . . 4/FortiGate Security  |jrang\FortiGate_Security | . j
- Saugumo sistemy/ugniasieniy planavimo - Basics for security systems/firewalls Training" of view.php?page=library
pagrindai. planning. g P _fortigate-security
Jrangos patikimumo ir pasiekiamumo - Principles and tools for increasing 1,2 psl
. g . P . p. . equipment reliability and availability; 3 dieny gamintojo \TS Priedas Nr. 10 ’ vp ’
uztikrinimo principai ir priemonés; . . - - N . Aprasymas:
) o . N - Review of equipment capabilities and oficialds nuotoliniai Mokymai\Saugumo e .
. - Jrangos galimybiy ir funkcijy apzvalga; ) . . . L https://training.fortinet
4.2 |Jrangos charakteristikos . . Equipment characteristics features; mokymai "NSE sistemy ugniasieniy .
- Jrangos modeliy apZvalga; . . ) . . . .| .com/local/staticpage/
. . .. . . . - Review of equipment models; 4/FortiGate Security  |jrang\FortiGate_Security | . .
- Nasumo ir pleCiamumo galimybiy apZzvalga; . . . o view.php?page=library
. . - Review of productivity and expendability; Training .pdf . .
- Jrangos licencijavimas. . . . _fortigate-security
- Licensing of equipment.
1,2 psl.
L . . . . . . . . 3 dieny gamintojo \TS Priedas Nr. 10 vp
Prisijungimas ir funcijy bei galimybiy Logging to the equipment and review of its . . . Aprasymas:
. - oficialds nuotoliniai Mokymai\Saugumo e .
apzvalga: features and capabilities: - . L https://training.fortinet
4.3 |Valdymas . . . Management . . mokymai "NSE sistemy ugniasieniy :
- grafiné vartotojo sgsaja (GUI); - graphical user interface (GUI); . . . ) .. | .com/local/staticpage/
N . 4/FortiGate Security |jrang\FortiGate_Security | . .
- komandiné eiluté (CLI). - command line (CLI). o view.php?page=library
Training .pdf . .
_fortigate-security




Tinklo ugniasieniy centrinés valdymo
sistemos funkcijos:

- Objekty sukurimas ir valdymas;

- Centralizuotas taisykliy (angl. policy)
valdymas ir stebéjimas;

- Centralizuotas objekty konfiglracijos
valdymas (versijavimas, sulyginimas,
konfigtliracijos ir rezerviniy kopijy

Network firewall central management system
functions:

- Object creation and management;

- Centralized policy management and
monitoring;

- Centralized object configuration
management (versioning, alignment,

2 dieny gamintojo
oficialds nuotoliniai
mokymai "NSE

\TS Priedas Nr. 10
Mokymai\Saugumo
sistemy ugniasieniy

1,2 psl.
Aprasymas:
https://training.fortinet
.com/local/staticpage/
view.php?page=library

configuration and backup automation, etc.); 5/FortiManager ‘ortimanager
Tinklo ugniasieniy centriné valdymo automatizavimas bei kt.); Central management system for network g . . P ) / . ”g jrang\FortiManager.pdf S g
44 | . . L. . - Centralized firmware management; Training . 1,2 psl.
sistema - Centralizuotas vidinés programinés jrangos |firewalls . . L \TS Priedas Nr. 10 .
. - Management of system users and their 1 dienos gamintojo . Aprasymas:
(angl. firmware) valdymas; i N L Mokymai\Saugumo e .
. o . L. access rights; oficialds nuotoliniai . L https://training.fortinet
- Sistemos vartotojy ir jy prieigos teisiy . sistemy ugniasieniy i
- System users and access control mokymai "NSE5 . . .com/local/staticpage/
valdymas; . . jrang\FortiAnalyzer.pdf | ]
L . management; /FortiAnalyzer view.php?page=library
- Ugniasieniy nasumo stebéjimas; . o .
S .. o - Firewalls peformance monitoring; _fortianalyzer
- Trigeriy, slenksciy konfiglravimas (angl. . . .
. - Configuration of triggers and tresholds;
trigger, threshold); . .
. . . - Capabilities for report generation;
- Ataskaity generavimo galimybes; . .
. e . - Capabilities for data cuts and filters.
- Duomeny pjaviy bei filtry kirimas.
- Equipment startup and testing;
- Jrangos paleidimas ir testavimas; quip . P . g .
. . . . . - ports and/or objects configuration;
- Prievady ir/arba objekty konfigyravimas; ) ) .
. O oo - Configuration of security features and NAT
- Saugumo ir NAT taisykliy konfigliravimas; rules
- Turinio filtravimo konfiglravimas; . . L
- . . - Configuration of content filtering;
- Aplikacijy kontrolés konfiglravimas; . . .
. e . - Configuration of application control; . . 1,2 psl.
- Vartotojy autentifikavimo ir kontrolés . . . 3 dieny gamintojo . .
o - Configuration of user authentication and - . \TS Priedas Nr. 10 Aprasymas:
konfigliravimas; oficialds nuotoliniai . 7 .
) Do control Cn Mokymai\Saugumo  |https.//training.fortinet
- IPS ir IDS konfiglravimas; . . mokymai "NSE . L .
o - IPS and IDS configuration; ) . sistemy ugniasieniy .com/local/staticpage/
- AV apsaugos konfigliravimas; . . . 4/FortiGate Security . . . . .
> - Configuration of AV protection; o jrang\FortiGate_Security | view.php?page=library
L. - WAF konfigliravimas; . . . . Training . .
4.5 |Konfigliravimas . Configuration - WAF configuration; . L .pdf _fortigate-security
DDoS apsaugos konfigliravimas; . - . 2 dieny gamintojo . o f
- Configuration for DDoS security; \Mokymai\Saugumo |https://training.fortinet

- IPsec VPN konfiglravimas;

- Sertifikaty taikymas;

- Tinklo patikimumo didinimo (angl.
protection) mechanizmy konfiglravimas;

- Duomeny srauty ribojimo (angl. policing) ir
formavimo (angl. shaping) konfigravimas;

- Virtualiy domeny konfigliravimas;

- Nasumo optimizavimas;

- Atnaujinimy diegimas ir valdymas.

- Configuration for IPSec VPN;

- Certificate application;

- Configuration of mechanisms for network
reliability and protection increase;

- Configuration of data traffic policing and
traffic shaping;

- Virtual domain configuration;

- Performance optimisation;

- Equipment upgrade and management.

oficialds nuotoliniai
mokymai "NSE
4/FortiGate
Infrastructure Training"

sistemy ugniasieniy
jrang\FortiGate_Infrastr
ucture.pdf

.com/local/staticpage/
view.php?page=library
_fortigate-
infrastructure




4.6

Problemy sprendimas (angl.
Troubleshooting)

- Avariniy pranesimy analizé ir veiksmai;

- VPN paslaugy biklés/statuso analizé ir
veiksmai;

- Saugumo taisykliy baklés/statuso analizé ir
veiksmai;

- Zurnaliniy jrady analizé ir veiksmai;

- NaSumo metrikos analizé ir veiksmai;

- Lokali jrangos apzilra;

- Lokalus prisijungimas;

- Sistemos/mazgy atstatymas;

- Problemy sprendimui naudojami jrankiai ir
atliekami veiksmai;

- Prieziliros proceddros.

Troubleshooting

- Analysis and actions of emergency
messages;

- VPN service status analysis and actions;

- Security rules status analysis and actions;
- Logs analysis and actions;

- Performance metrics analysis and actions;
- Local equipment review;

- Local login;

- System and its nodes restore;

- Tools and actions used for problem solving;
- Management procedures.

3 dieny gamintojo
oficialds nuotoliniai
mokymai "NSE
7/Enterprise Firewall
Training"

\TS Priedas Nr. 10
Mokymai\Saugumo
sistemy ugniasieniy

jrang\Enterprise_Firewal
l.pdf

1, 2 psl.
Aprasymas:
https://training.fortinet
.com/local/staticpage/
view.php?page=library
_enterprise-firewall
Mokymy kalendorius:
https://training.fortinet
.com/calendar/view.ph
p/Course:Enterprise_Fir
ewall




