
Installing Security Directory Integrator 7.2

You can install Security Directory Integrator 7.2. using the Security Directory Integrator wizard. IBM IGI uses Security Directory Integrator to
communicate with various managed resources.

To install Security Directory Integrator 7.2:

1. Go to the Security Directory Integrator 7.2 folder that you have downloaded from the IBM website.

2. Double-click the windows_x86_64 folder.

3. Run as administrator. The User Account Control dialog box appears.

4. Click Yes to run the setup. The Security Directory Integrator wizard appears.

5. Click OK.

6. The Introduction panel appears.
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7. Click Next.

8. The Previous Installations panel appears.
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9. Click Next.

10. Select I accept the terms in the license agreement.
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11. Click Next.

12. In the Choose Install Folder, the folder where Security Directory Integrator 7.2 is installed appears. Click Choose to change the folder
where you want to install Security Directory Integrator 7.2.

13. After installing Security Directory Integrator 7.2, in the Choose Install Folder, click Next. The Choose Install Set panel appears.
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14. Select Typical and click Next.
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15. Click Next. The Server Ports Values panel appears.

16. Click Next. The Register Server as Service panel appears.
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17. Click Next. The Integrated Solutions Console Port Values panel appears.
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18. Click Next. The AMC Service panel appears.

19. Click Next. The Pre-Installation Summary panel appears.
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20. Click Install. The Install Complete panel appears.

21. Click Done. The Security Directory Integrator 7.2 is installed successfully. The Workspace Launcher dialog box appears.

22. Click Cancel.

23. Go to C:\Program Files\IBM\TDI\V7.2. This is the Security Directory Integrator 7.2 folder.
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Installing Tivoli Dispatcher

You must install the Tivoli Dispatcher using the IBM Security Identity Adapter wizard. The Tivoli Dispatcher is a Security Directory Integrator
component that enables the IGI to communicate with IBM Security Directory Integrator.

To install Tivoli Dispatcher:

1. Go to the Thycotic Shared Folder > IGI > Thycotic Adapter > SIA_RMI_7139_SDI_7X_ML.

2. In the Widnows Search box type cmd. The results are auto-populated. Right-click Command Prompt and click Run as administrator.

3. In the User Account Control dialog box, click Yes.

4. In the Command Prompt type the following: cd <path where the DispatcherInstall is located> and press Enter.

5. In the Command Prompt then type the following: Java -jar DispatcherInstall.jar

and press Enter. The IBM Security Identity Adapter wizard appears.

6. Click OK. The ITDI Based Dispatcher panel appears.
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7. Click Next. The Choose ITDI Home Directory panel appears.

8. Click Choose to select Security Directory Integrator path and click Next. The Choose a Solution Directory panel appears.
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9. Add \timsol to the ITDI Home Directory and click Next. The Dispatcher Instance Name panel appears.

Note: Timsol is the folder where all the Tivoli directory integrator based dispatcher file is placed.

10. Click Next. The Port Number panel appears.
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11. Click Next. The Enable JVM Security panel appears.

12. Type username, password, re-type password and click Next. The Enable SSL panel appears.
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13. Click Next. The Installing Dispatcher panel appears.

14. Click Next. The Pre-Installation Summary panel appears.
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15. Click Install.

16. In the Install Complete panel, click Done. The Security Directory Integrator is installed.
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17. To verify the installation, go to C:\Program Files\IBM\TDI\V7.2 and verify if the timsol folder is created.

18. In the Search box type services. The results are auto-populated.

19. Click Services. Verify if the IBM Security Directory Integrator (ISIM Adapters) service is running.
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Configuration

The following are steps to integrate IBM IGI with Secret Server, please follow the steps in the following order to configure IBM IGI for Secret
Server.

1. Configuring IBM IGI GUI and Dispatcher Folder to Access Admin Console.

2. Check the validity of the Tivoli Directory Integrator certificate.

3. Manage Host file.

4. Integrate Secret Server with IBM IGI Admin Console.

5. Configure the connector.

6. Update user details in Secret Server through IBM IGI.

7. Verifying the Integration.
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Configuring IBM IGI GUI and Dispatcher Folder to Access Admin Console

You need to configure IBM IGI GUI and Timsol to establish connection with Secret Server.

Update files in folders

You have to update the files in folders such as Connectors, Axix2, Others, and Timsol.

To update the files in folders:

1. Go to the virtual appliance.

2. Login using the login and Password.

3. Type the command igi and press Enter.

4. Type the command utilities and press Enter.

5. Type the command ib_settings and press Enter.

6. Type the command ib_password_reset and press Enter.

7. Type YES to confirm password reset and press Enter. The password reset is successful.

8. Type the command ib_api and press Enter.

9. Type the command enable and press Enter

10. Type YES if you are sure you want to enable Identity Brokerage API.

11. Go to IBM Security Identity Governance and Intelligence Appliance dashboard.
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12. In the Server Control area, select the server and click Restart.

13. In the Windows Search box type services. The results are auto-populated. Click Services. The Services window appears.

14. Verify if the IBM Security Directory Integrator (ISIM Adapters) service is running.

15. Open the Thycotic Adapter integration files and navigate to Thycotic Adapter | SIA_V7.1.5_SSS_Thycotic_Sec_Serv.

16. Copy the ThycoticConnector file.

17. On the server hosting IGI navigate to C:\Program Files\IBM\TDI\V7.2\jars\connectors and paste the ThycoticConnector file.

Note: Stop the IBM Security Directory Integrator service before pasting the file.
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18. Download the following files:

Commons Codec: http://commons.apache.org/proper/commons-codec/
Commons Logging: http://commons.apache.org/proper/commons-logging/
Http Client: https://hc.apache.org/downloads.cgi
Http Core: https://hc.apache.org/downloads.cgi
Json Simple: https://mvnrepository.com/artifact/com.googlecode.json-simple/json-simple/1.1.1

19. Go to C:\Program Files\IBM\TDI\V7.2\jars\3rdparty\others and paste the following files here:

commons-codec-1.11

commons-logging-1.2

httpclient-4.5.8

httpcore-4.4.11

json-simple-1.1.1
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20. Go to C:\Program Files\IBM\TDI\V7.2\jars\3rdparty\IBM\axis2 and delete the existing version of the following files:

commons-codec

commons-logging

httpclient

httpcore

and paste the latest version of the following files:

commons-codec-1.11

commons-logging-1.2

httpclient-4.5.8

httpcore-4.4.11
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21. Go to C:\Program Files\IBM\TDI\V7.2\timsol.

22. Select the ibmdiservice file and open it in Notepad in administrative mode.
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23. In the jvmcmdoptions, type -Djava.rmi.server.hostname= <server hostname where Tivoli directory installer is installed and security directory integrator is installed>

and save the file.

24. In the Timsol folder, select the solution file and open it Wordpad in administrative mode.

25. In the com.ibm.di.dispatcher.ssl, delete true and type false and save the file.
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 The folders are updated successfully. Now, you need
to verify the validity of the certificate.
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Check the validity of the Tivoli Directory Integrator certificate

1. Go to C:\Program Files\IBM\TDI\V7.2\jvm\jre\bin.

2. Select ikeyman file, right-click the file and click Run as administrator.

3. In the User Account Control dialog box, click Yes. The IBM Key Management dialog box appears.

4. Click Open  icon. The Open dialog box appears.

5. Click Browse and navigate to the timsol folder which is located at C:\Program Files\IBM\TDI\V7.2\timsol.
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6. In the timsol folder, select the testserver.jks and click OK. The Password Prompt dialog box appears.

7. In the Password text box, type the password, and click OK.

**Note:: The default password of testserver.jks is server.

8. On the right-hand side, click View/Edit. A Warning ‘The selected certificate has expired!’ might appear.

9. Click OK. The certificate details appear.

10. Click Open  icon. The Open dialog box appears.

11. Navigate to the serverapi folder which is located at C:\Program Files\IBM\TDI\V7.2\timsol\serverapi.
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12. Select testadmin.jks and click Open.

13. In the Open dialog box, click OK. The Password Prompt dialog box appears.

14. In the Password text box, type the password, and click OK.

Note: The default password of testserver.jks is administrator.

15. On the right-hand side, click View/Edit. A Warning ‘The selected certificate has expired!’ might appear. If so, please see further steps
for extending the certificate in Troubleshooting
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Manage Host file

You will need to add the details of the host file for communication between Secret Server and Dispatcher.

To manage host file:

1. Go to IBM Security Identity Governance and Intelligence user interface.

2. Click Manage System Settings | Network Settings | Hosts File. The Manage Hosts File page appears.

3. Click New  icon. The Create Host Record dialog box appears.

Note: Fields marked with asterisk (*) are mandatory.

4. Address: Type the IP address where the Dispatcher is installed.

5. Host Name: Type the host name.

6. Click Save. The record is listed under Hosts Records in the Manage Host File page.

7. Click New  icon. The Create Host Record dialog box appears.

8. Address: Type the IP address where the Secret Server is installed.

9. Host Name: Type the host name.

10. Click Save.

11. The host record is listed under Hosts Records.
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12. Go to Windows Services and click IBM Security Directory Integrator service.

13. Click Restart.

14. Go to the Windows Firewall.

15. Add port 1099 to the Inbound Rule and Outbound Rule.

Note: This step is mandatory for a successful connection between Secret Server and IBM IGI.
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Integrate Secret Server with IBM IGI Admin Console

The integration of Secret Server is done with IBM IGI Admin Console to fetch Secret Server data into IBM IGI Admin Console.

Import attribute mapping file

You can import the attribute mapping files using the IBM IGI Administration Console.

1. Go to IBM Security Identity Governance and Intelligence administrative UI.

2. Fill in the required information, such as user name, password, and click Login. The IBM IGI Administration Console dashboard
appears.
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3. In the Quick Links section, click IBM Security Identity Governance and Intelligence Administration Console.

Note: If you have a self-signed certificate, you may get a 'site can't be reached' message in that case you need to use the IP
Address instead of domain name.

4. The IBM IGI Administration Console login page appears.
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5. Fill in the required information, such as user ID, password, and click Login. The IBM IGI Administration Console UI appears.
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6. Click Enterprise Connectors. The Enterprise Connectors page with the Monitor tab selected appears.
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7. Click Manage | Profiles.
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8. In the Actions list, click Import.

9. The Import dialog box appears.
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10. Click Choose File. The Open dialog box appears.

11. Navigate to the ThycoticAdapterProfile file and click Open.
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12. Click Upload file. A message, 'Profile imported successfully. Close this window to proceed.' appears.

13. Click Close.

14. In the Enterprise Connectors page, Click Manage | Profiles.
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15. In the Actions list, click Import. The Import dialog box appears.

16. Select Attribute Mapping option and click Choose File. The Open dialog box appears.
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17. Navigate to the ThycoticAdapterProfileMapping.def file, and click Open.

18. Click Upload file. A message, 'Attribute Mapping defining imported successfully. Close this window to proceed.' appears.
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19. Click Close.

The attribute mapping definition is imported successfully.
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Configure the connector

The next step is to configure the connector.

To configure the Connector:

1. Click Manage | Connectors.

2. In the Actions list, click Add.
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3. In the Connector Details section, fill in the required information.
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a. Name - Type the name of the connector.

b. Profile Type - Select Identity Brokerage.

c. Profile - Select Thycotic Profile.

d. Entity - Select Account.

e. Trace ON - Select the check box.

f. Trace Level - Select INFO.

g. History ON - Select the check box

4. Click Save. More options are available for selection.
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5. Select the check boxes: Enabled, Enable write-to channel, and Enable read-from channel.

6. click Save.

7. Click Driver Configuration tab and fill in the required details.
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a. Tivoli Directory Integration location - Type the IP Address of the Dispatcher where the Dispatcher is installed.

b. Secret Server URL - Type the secret server URL

c. Secret Server User ID - Type the secret server user ID.

d. Secret Server Password - Type the password.

8. Click Save.

9. In the Driver section, on the upper-right click Save.

10. Click Test Connection. If the connection is successful, a message, 'The connection is successful.' appears. Click Ok.

11. Click Channel-Write To tab | Mapping.
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12. Verify the presence of the mapping files.

13. Click Channel-Read From tab | Mapping.
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14. Verify the presence of the mapping files.

15. Click Monitor | Connector Status.
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16. Select the connector.

17. In the Schedule Details | Frequency list, select the value as 20 seconds and then select Effective Immedialtely.
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18. In the Actions list, click Start.

19. The Information dialog box appears. Click Ok.
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20. Click Monitor | Change Log Sync Status.

21. Select the connector.

22. In the Actions list, click Sync Now.
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23. To verify the synch, on the right-hand side click Sync History. The sync must be completed.

24. In the menu on the left-hand side, click Access Governance Core.
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25. The Access Governance Core UI appears.

26. Click Manage | Applications.
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27. Select the account.

28. On the right-hand side, click Application Access. All the information from Secret Server appears.
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29. Click Manage | Account Configurations.

30. Select the account.
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31. On the right-hand side, click Accounts. All the users of secret server appear.
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Update user details in Secret Server through IBM IGI

1. Click Account Configurations.

2. Select the account.

3. On the right-hand side, click Attribute-to-Permission Mapping.

4. In the Actions list, click Discover Account attributes from Target.
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5. The Discover Attributes from Target dialog box appears.

6. Select the Attribute Name check box in the header.

7. Click Import. A message, ‘Operation successfully completed.’ appears. Click Ok.The files are imported.

8. On the right-hand side, click Target Attributes.
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9. In the Actions list, click Discover Account attributes from Target.

10. The Discover Attributes from Target dialog box appears.

11. Select the Attribute Name check box in the header.
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12. Click Import. A message, ‘Operation successfully completed.’ appears. Click Ok. The files are imported.

13. On the left-hand side, select the Users tab.

14. Select the user.

15. On the right-hand side, click Accounts. The master account is listed.
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16. In the Actions list, click Add.

17. The New Account dialog box appears.
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18. In the Account Configuration list, select the Secret Server account. The Account Creation tab is selected.
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19. Go to Account Creation tab> Details section > Account ID.

20. In the Account ID text box, type the account ID and click Next. The Password tab is selected.
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21. Fill in the required information, such as new password, confirm password, and then click Next. The Target Attributes tab is selcted.
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22. In the User’s Display Name text box, type the display name for the user.

23. Click Save. The user is listed in the Accounts tab.
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24. Click the Events tab.

25. At the bottom of the Events tab, click on OUT Events. The event is listed. Wait till the Status and the ERC Status is displayed as
Success.

26. Go to Secret Server | Admin | Users.
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27. The user is created in Secret Server. The user name and the display name for the user is displayed.

28. Go to IBM IGI Administrator console and in the menu click Access Governance Core.

29. Click Manage tab Users | Accounts.
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30. Select the account.

31. In the Action list, click Edit.
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32. The Edit Account dialog box appears.
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33. Fill in the required information, such as first name, last name, email, display name, and then click Next. The Target Attributes tab
appears.
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34. In the User’s Display Name text box, change the display name for the user.

35. Click Save.

36. Click the Events tab.

37. At the bottom of the Events section, click OUT Event.
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38. The event is listed. Wait till the Status and the ERC Status is displayed as Success.
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Verifying the Integration

Check user details and change password

If you would like to verify that the integration was successful, you can test this by checking the user details and changing the password.

1. Go to the Secret Server | Admin | Users.

2. Click on the user that was added. The details of the user should be updated.

3. Go to IBM IGI Administrator Console.

4. In the menu, click Access Governance Core.

5. Click Manage tab | Users | Accounts tab.

6. Select the account.

7. In the Actions list, click Change Pwd.
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8. The Change Password dialog box appears.

9. Fill in the required information, such as new password and confirm password.

10. Click OK.

11. A message, ‘Operation successfully completed.’ appears.

12. Click Ok.

13. Click the Events tab.

14. At the bottom of the Events tab, click on OUT Event. The event is listed. Wait till the Status and the ERC Status is displayed as
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Success.

Secret Server is sucessfully integrated with IBM IGI Admin Console.
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Troubleshooting

How to extend the validity of the Tivoli Directory Integrator certificate

If you received a Warning ‘The selected certificate has expired!’ from the Check the validity of the Tivoli Directory Integrator certificate
section, you will need to extend the certificate. Please see the steps below.

1. Click OK.

2. In Windows Search, type cmd and press Enter. The results are auto-populated.

3. Right-click Command Prompt and click Run as Administrator.

4. In the User Account Control dialog box, click Yes. The Administrator: Command Prompt appears.

5. To move to the timsol folder, type C:\Program Files\IBM\TDI\V7.2\timsol and press Enter.

6. Run the following eight commands:

a. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -selfcert -v -alias server -validity 730 -keystore testserver.jks -storepass server

b. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -selfcert -v -alias admin -validity 730 -keystore serverapi\testadmin.jks -storepass administrator

c. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -export -alias server -keystore testserver.jks -storepass server  -file myserver.crt

d. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -export -alias admin -keystore serverapi\testadmin.jks -storepass administrator  -file myadmin.crt
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e. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -delete -alias admin -keystore testserver.jks -storepass server

f. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -import -alias admin -keystore testserver.jks -storepass server -file myadmin.crt

Note: To trust this certificate, type yes.

g. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -delete -alias server -keystore serverapi\testadmin.jks -storepass administrator

h. "c:\Program Files\IBM\TDI\V7.2\jvm\jre\bin\keytool" -import -alias server -keystore serverapi\testadmin.jks -storepass administrator -file myserver.crt

Note__: To trust this certificate, type yes.

Note: Go to C:\Program Files\IBM\TDI\V7.2\timsol and verify that certificates myadmin and myserver are added to the timsol folder.

7. Go to C:\Program Files\IBM\TDI\V7.2\timsol and copy the testserver.jks file.

8. Go to C:\Program Files\IBM\TDI\V7.2 and paste the testserver.jks file.

9. Go to C:\Program Files\IBM\TDI\V7.2\timsol\serverapi and copy testadmin.jks file.

10. Go to C:\Program Files\IBM\TDI\V7.2\serverapi and paste testadmin.jks file.

How to Import the Thycotic Certificate

For secure connection between Thycotic Secret Server and IBM IGI, you will need to import Thycotic certificate.

To import Thycotic certificate:

1. Click Not secure part of the Thycotic Server URL . Your connection to this site is not secure dialog box appears.
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2. Click Certificate (Invalid). The Certificate dialog box appears.

3. Click Details | Copy to File. The Welcome to the Certificate Export Wizard appears.
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4. Click Next. The Export File Format panel appears.

5. Click Next. The File to Export panel appears.

http://www.thycotic.com 179



6. In the File name text box, type the name for the certificate to be exported.

7. Click Browse and select the location where you want to export the certificate.

8. Click Next. The Completing the Certificate Export Wizard appears.
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9. Click Finish. The message, ‘The export was successful.’ appears. The certificate is exported to the location selected.

10. Right-click the certificate where you have exported and click Install Certificate.

11. The Welcome to the Certificate Import Wizard appears.
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12. In the Store Location area, select Current User and then click Next. The Certificate Store panel appears.

13. Select Place all certificates in the following store and then click Browse.
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14. Select Personal folder and then click Next. The Completing the Certificate Import Wizard panel appears.

15. Click Finish. The message ‘The import was successful.’ appears.

16. Right-click the certificate where you have exported and click Install Certificate.
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17. The Welcome to the Certificate Import Wizard appears.

18. In the Store Location area, select Current User and then click Next. The Certificate Store panel appears.
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19. Select Place all certificates in the following store and then click Browse.

20. Select Trusted Root Certification Authorities folder and then click Next. The Completing the Certificate Import Wizard panel
appears.
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21. Click Finish. The message ‘The import was successful.’ appears.

How to Add the Thycotic certificate

1. Go to C:\Program Files\IBM\TDI\V7.2\jvm\jre\bin.

2. Right-click ikeyman file and select Run as administrator.

3. In the User Account Control dialog box, click Yes. The IBM Key Management dialog box appears.
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4. Click open  icon. The Open dialog box appears.

5. Click Browse and navigate to C:\Program Files\IBM\TDI\V7.2\timsol and double-click the timsol folder.

6. Select testserver.jks and click Open. The Open dialog box appears.

7. Click OK. The Password Prompt dialog box appears.

8. In the Password text box, type the password and click OK.

Note: The default password for testserver.jks is server.

9. In the IBM Key Management dialog box, click View/Edit. The certificate details appear.
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10. Verify the validity of the certfificate and close the dialog box.

11. From the type of certificate list, select Signer Certificates.

12. The type of Signer Certificate as admin is listed. Click Add. The Open dialog box appears.
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13. Click Browse and navigate to the location of thycotic.cer.

14. Select thycotic.cer and click Open. The Open dialog box appears.

15. Click OK. The Enter a Label dialog box appears.

16. In the Enter a Label for the certificate text box, type the label and then click OK. The certificate is listed in the Key database content
section.

17. Click Key Key Database File tab | Close. The certificate is saved.
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18. Click open  icon. The Open dialog box appears.

19. Click Browse and navigate to C:\Program Files\IBM\TDI\V7.2\timsol.

20. Double-click timsol folder and then double-click serverapi folder.

21. Click testadmin.jks and click Open.

22. Click OK. The Password Prompt dialog box appears.

23. In the Password text box, type the password and click OK.

Note: The default password for testadmin.jk is administrator.

24. Click OK. The certificate is listed in the Key database content section.
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25. From the type of certificate list, select Singer Certificates.

26. Click the certificate name server and click Add. 

27. The Open dialog box appears.
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28. Click Browse and navigate to the location of thycotic.cer.

29. Click Open and then in the Open dialog box click OK. The Enter a label dialog box appears.

30. In the Enter a label for the certificate text box, type the label and then click OK. The certificate is listed in the Key database content
area.

31. Click Key Database File tab | Close. The certificate is saved.
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QRadar

Below are the following integrations that are available with IBM:

Secret Server Dashboard Extension
QRadar DSM
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Introduction

Meeting Information Security Compliance Mandates: Secret Server and QRadar Security Intelligence Platform Integration and Configuration

Leveraging Secret Server event data with IBM’s QRadar Security Intelligence Platform can give organizations deep insight into the use of
privileged accounts (such as Windows local administrator, service or application accounts, UNIX root accounts, Cisco enable passwords and
more). Used together, these tools provide secure access to privileged accounts and provide greater visibility to meet compliance mandates and
detect internal network threats.

THE SECRET SERVER APPROACH TO PRIVILEGED ACCOUNT MANAGEMENT

Many environments that have strict Information Security policies also require methods to control and monitor access to privileged accounts.
Enterprises often apply security policies such as physical access restrictions to hardware, network firewalls, appropriate-use guidelines, and
user account restrictions. In the case of privileged accounts, access is more difficult to track and verify. Implementing privileged account
management software such as Secret Server enables organizations to strictly control and track access.

Enterprises that implement Secret Server gain the ability to grant or deny granular access to critical systems. When access is granted, use of
that access is tracked based on a wide range of events. While alerting is core functionality within Secret Server, managing real-time events on
the aggregate can be cumbersome. Leveraging QRadar to manage these real-time events allows users to build customized risk analysis into
their privileged account management policies. Mitigating internal privilege account threats helps organizations meet compliance requirements
like Sarbanes-Oxley Act (SOX), Payment Card Industry Data Security Standard (PCI DSS), the Health Insurance Portability and Accountability
Act (HIPAA), and the Federal Information Security Management Act (FISMA).

RISKS AND BENEFITS

Unmanaged privileged accounts often enjoy unchecked access across a wide array of systems, networks, and databases. Unmitigated top-
level access, in the wrong hands, can be devastating to an organization. The potential for liability is not limited to internal data and productivity
loss, but can include criminal and civil penalties for unauthorized disclosure of private or regulated information. Implementing an enterprise-
level privileged account management system (Secret Server) with a realtime event managementsystem (QRadar Security Intelligence Platform)
allows organizations to mitigate risk. Critical systems can only be accessed by pre-defined users. IT Security Auditors are able to track access
based on the needs of the enterprise.
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Getting Started with QRadar

Before configuring QRadar to integrate with Secret Server you will need to make sure you have met all of the system requirements.
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Prerequisites

System Requirements

Product Details

QRadar

Version v7.3.0 or later

Hardware
For further information about system requirements for QRadar please visit:
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.0/com.ibm.qradar.doc/c_siem_deploy_ov.html|

Secret
Server

Version Thycotic Secret Server version 8.9 or later.

Hardware
For further information about system requirements for Secret Server please visit:
https://docs.thycotic.com/ss/10.8.0/secret-server-setup/system-requirements/index.md.|
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Configuration

Exporting Logs from Secret Server
Upload a Custom Parser
QID Mappings
How to export the event mappings along with the Custom DSM
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Exporting Logs from Secret Server

To export event logs from Secret Server to QRadar, begin by logging in to Secret Server as an Administrator.

1. From the ADMIN menu, select Configuration.

2. Scroll to the bottom of the page and click Edit.

3. Select the Enable Syslog/CEF Logging check box and fill in the QRadar Server IP, Port, Protocol (“TCP” for this example) before
clicking Save.

4. Data will immediately begin flowing to your QRadar instance. See the figure below from the Secret Server Configuration menu:
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Upload a Custom Parser

1. Save the following as an xml file. This is an example of a Custom Parser that you will need to upload in step 8.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
 <ns2:device-extension xmlns:ns2="event_parsing/device_extension">

   <pattern id="EventCategory-Pattern-1" type="JavaPattern" use-default-pattern="false">\|\d+\|(.*)\|\d\|msg</pattern>

   <pattern id="EventName-Pattern-1" type="CefKey">$id$</pattern>

   <pattern id="SourceIp-Pattern-1" type="CefKey">src</pattern>

   <pattern id="UserName-Pattern-1" type="CefKey">suser</pattern>

   <pattern id="AllEvents" type="JavaPattern">(.*?)</pattern>
      <match-group order="1" device-type-id-override="4001">

      <matcher order="1" field="EventCategory" pattern-id="EventCategory-Pattern-1" capture-group="\1" enable-substitutions="true"/>

      <cef-matcher order="1" field="EventName" pattern-id="EventName-Pattern-1" enable-substitutions="true"/>

      <cef-matcher order="1" field="SourceIp" pattern-id="SourceIp-Pattern-1" enable-substitutions="true"/>

      <cef-matcher order="1" field="UserName" pattern-id="UserName-Pattern-1" enable-substitutions="true"/>

      <event-match-multiple pattern-id="AllEvents" send-identity="UseDSMResults" force-qidmap-lookup-on-fixup="true"/>
   </match-group>
</ns2:device-extension>

2. Log into QRadar on your web browser.

3. Click the Admin tab.
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