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-Tvirtinu standartinius techninius reikalavimus bendros paskirties duomeny tinklo
komutatoriams (pridedama).

Nurodau visiems ITT ir administravimo departamento ITT centro darbuctojams, rengiantiems
ir iSduodantiems projektavimo ar prisijungimo salygas 330-110 kV jtampos oro linijy,
transformatoriy pastociy ir skirstykly statyboms ir rekonstrukcijoms, dalyvaujantiems rengiant
pirkimy salygas, dalyvaujantiems derinant statybos, rekonstravimo ar remonto darby projektus,
vykdantiems statybos, rekonstravimo ar remonto darby techninés priezitros darbus, kontrolivoti
bendros paskirties duomeny tinklo komutatoriy techniniy reikalavimy atitikima standartiniams
techniniams reikatavimams.

. UZ $io nurodymo vykdymg atsakingu s kiriu ITT centra.

PRIDEDAMA. Standartiniai techniniai reikalavimai bendros paskirties duomeny tinklo
komutatoriams, 4 lapai, 1 egz.

"
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ITT ir administravimo departamento direw k j{z{/‘u‘ Apolinaras Skikiinas

Siuntiama: 6600, 6620, 6640.
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STANDARTINIAI TECHNINIAI REIKALAVIMAL
BENDROS PASKIRTIES DUOMENUY TINKLO KOMUTATORIAMS
STANDARD TECHNICAL REQUIREMENTS FOR

GENERAL PURPOSE DATA NETWORK SWITCH

|renginio, ir aminio ar medZiagos reikalaujamas Pl DL
. Enginio, Irangos, gaminio g ‘alaujar funkcijos reiksmé, iSpildymas
Eil. Nr./ | parametras, funkcija, iSpildymas ar savybé/ Device, ar savvbé/
Seq. equipment, product for material required parameter, . vy
. \ . Required parameter or
No. function, implementation or feature(mato .
vnt./measuring units) UL E L
’ g implementation or feature
1. Standartai ir deklaracijos/ Standards and declarations
Gamintojo kokybés vadybos sistema turi biti jvertinta ISO 9001 ®
1.1. sertifikatu/ The manufacturer's quality management arba lygiavertis/ or
system shall be evaluated by certificate. equivalent
Gamintojo aplinkos vadybos sistema turi bati jvertinta ISO 14001 2
1.2. sertifikatu/ The manufacturer's environment arba lygiavertis/ or
management systern shall be evaluated by certificate. equivalent
Gaminiui turi buti atliktos atitikties jvertinimo
procediros, kad pagamintas gaminys atitinka esminius = - . _—
Europos normy reikalavimus ir direktyvas / RTU must = zenk!l.mmas r aFltlktleS
1.3. : A deklaracija / CE marking and
be subject to conformity assessment procedures that declaration of conformity b
produced the product complies with the essential y
requirements of European standards and directives.
2. Aplinkos salygos/ Ambient conditions
2.1 Aplinkos salygy parametrai pagal standarta / Ambient ETSI EN 300 019-1-3 vV2.4.1
o conditions according to the standard. arba lygevertj/ or equal
2.2.1] Eksploatavimo sglygos / Operating conditions. HErSHps c':;?;f’ eyl
2.2.2 Maksimali ilgalaiké eksploatavimo temperatira / > +40
7| Maximal long-term operating temperature, -
Minimali ilgalaiké eksploatavimo temperatiira/
2.2.3] . . £ +5
minimal long-term operating temperature.
Eksploatavimo aplinkos santykiné drégmeés (be
2.2.4} kondensato susidarymo)/ Operating ambient relative 2 {5-85)
humidity (without condensation), %
3. Aparatiné jranga/ Hardware
Visi moduliai sumontuoti |renginio korpuse , kurio
3.1 apsaugos klasé indeksas pagal standarta IEC 60529 / > IP 20
*7" | all modules are mounted device protection class index =
according to the standard IEC 60529




3.2,

Tvirtinimas/ Mounting

19* réme/frame

3.3. | Aukstis, U / height in U units <2U
|Zeminimo laidininko
. e e prijungimo vieta pazymétos
3.4, [rengl'nlo korpuso izeminimui tqn biiti numat_ytal S ground wire
Earthing for a housing of a device must be with O [ s ey
with L
4 Maitinimo Saltinis / Power supply
4.1 Maitinimo moduliy kiekis, vnt./ Quantity of power 2
" | supply modules, units
4.2 Maitinimo moduliai/ Power supply modules Vidiniai, karsto keitimo/
s internal, hot plug
4.3 Maitinimo moduliy jéjimo grandinés / Input circuits of Atskirtos galvaniskai /
= | power supply modules Galvanically separated
4.4 Vardiné maitinimo jtampa / Nominal operating 48
| voltage, VDC
Patikimo veikimo vardinés maitinimo jtampos nuokrypis
4.5, | / allowed nominal power supply voltage deftection for | Nuo / from -20 iki / to +15
reliable operation , %
5. Elektromagnetinis suderinamumas / Electromagnetic compatibility (EMC)
Elektromagnetinio atsparumoparametrai pagal . . .
5.1. | standartg / Electromagnetic immunity parameters 2 ALY 40?r£aulaylglavems 4
according to the standard q
Elektromagnetinio spinduliavimo parametrai pagal
5.2. | standarta/ Electromagnetic emission parameters (IZISI;’:vgﬁC;E;s:;A e a:]:?
according to the standard 8 q
6. Komutatoriaus savybeés/ Switch features
RJ45 prievady 10/100/1000 BaseT IEE 802.3 at PoE+ su
6.1 automatiniu spartos parinkimu, kiekis vnt. / RJ45 ports 24
"7 1 10/100/1000 IEE 802.3 at PoE+ BaseT quantity with =
auto negotiation, pcs.
6.2 SFP prievady 1000BaseX, kiekis vnt. / SFP ports >4
o 1000BaseX quantity, pcs. -
Vidinis nasumas skaiiuojant 64 baity ilgio paketais /
6.3. | The the internal swiching capacity of calculating the 230 Gbps
64-bit-length packets
IEEE 802.1D;
IEEE 802.1w;
IEEE 802.1s;
IEEE 802.1Q;
Turi palaikyti protokolus ir standartus / IEEE 802.1X;
6.4, must maintain protocols and standards: IEEE 802.1AE;
IEEE8Q2.1p;
IEEE 802.3ad;
EEE 802.3af;
IEEE 802.3at;
IEEE 802.1ab;
6.5. | MTU dydis, baitais / MTU size, byte 29000




6.6.

VLAN identifikatoriai / VLAN identifiers

24000
6.7. \{LAN identifikatoriai vienu metu / VLAN identifiers 1000
simultaneously
LLDP-MED automatinis vlan
priskirimas prievadui su
. . . pajungtu IP telefonu / LLDP-
6.8. | Balso virtualus tinklas / Voice VLAN MED attributed to automatic
VLAN port connected to the IP
phone.
6.9. Fizinitzl MAC adresy kiekis, vnt./ Physical MAC address »20 000
quantity, pcs.
6.10. Multicast srauto valdymas / Multicast traffic control. IGMP snooping
6.11. Nuotolinis srauto analizavimas / Remote traffic analyze il arba;;)lrjgalfvertls =
Tinkle apsauga nuo duomeny srauto audry per
kiekvieng prievada nustatant tiksly maksimaly pakety
skaiCiy per sekunde, maksimaly bity skaidiy per
sekunde, nustatant nuoSimtj nuo prievado pralaidumo.
Duomeny srautui virsijus nustatytas reikSmes prievade
komutatorius privalo signalizuoti apie tai SNMP
pranesimais ir blokuoti {atjungti) prievada nustatytam
6.12 laikui (laiko nustatymo galimybés nuo 60 iki 300 Storm control: broadcast,
e sekundziy) / Network protection against storms at multicast, unicast
each port in determining the precise maximum number
of packets per second, the maximum number of bits
per second, the determination of the percentage of
port bandwidth. The data flow exceeds the set value
switch port must be indicated on the SNMP messages
and block (open) port for a set time (timing options
from 60 to 300 seconds).
Prisijungimo protokolai prie kity tinklo jrenginiy
keiCiant TCP prievady numerius / Connecting protocols .
6.13. to other network devices changing the TCP port Telnet ir / and 55H
numbers.
6.14. Statinis IPv4 marsrutizavimas. / Static IPv4 routing. 250 marsruty / 250 routes.
6.15 Duomeny protokoly tikrinimas / Data protocols | ARP snooping ir/ and DHCP
T inspection snooping
Pagal DSCP reiksmes, IP
6.16 Pakety klasifikavimas, Zyméjimas ir prioritizavimas. / agﬁ;?&;g:(i[zp Ilana?:\lldar?elsj.il
Packets classification, labeling and priority . TCP / UDP ports.
IP pakety perdavimo spartos ribojimas prievaduose
pagal siuntéjo/gavéjo IP adresa , mac adresa, | =64 duomeny srauto ribojimo
6.17. TCP/UDP portus. / IP packet transmission speed | funkcijy / 264 traffic shaping
restriction ports by sender/receiver IP address, MAC functions (policer)
address, TCP / UDP ports.
Apsaugos  galimybés  komutatoriuje  esanciame Pagal IP ir MAC adresus /
6.18. sukurtame VLAN filtruoti paketus / Safety switch in the Based on IP and MAC

possibilities created VLAN to filter packets.

addresses




Per komutatoriy einanciy duomeny loginis skirstymas j
srautus ir 3iy srauty statistikos eksportavimas / During

6.19. | the switch, subsequent data distribution logic to flow Sflow arba / or Netflow
and the flow statistics export .
Komutatoriaus automatizavimo funkcija / Switch 25 {Embedded . Even!:
6.20. automation function Manager) ~arba lygiaverté
’ technologija/ EEM {(Embedded
Event Manager) or equal.
Laiko sinchronizavimo protokolas / Time
e synchronization protocol. )
7. Valdymo parametrai / Management parameters
7.1 Valdymo ir stebéjimo protokolai / Management and SSHv1,v2
"7 | monitoring protocols SNMP vZ, v3
Pilnai valdomas jmonéje naudojama valdymo ir
7.2. | stebesenos sistema / Full compatible with the Cisco Prime Infrastructure
company used to control and monitoring system.
7.3 Lokalus administratoriaus autentifikavimas / Local sla Ptaag;ol d‘{alrtgtod?e\r,ra]er\crﬁlel;n d
"7 | administrator authentication P L/ By
password
7.4 Centralizuotas administratoriaus autentifikavimas / TAﬁ.géxc';ngfoﬁgiggg 5)
" | Centralized administrator authentication. 2’865)
Bent vienu i Siy protokoly:
7.5 Operacinés sistemos ir konfiglracijos persiuntimas. / | SCP, HTTPS, SFTP / At least
" | Operating System and configuration files transfer. one of the following
protocols; SCP, HTTPS, SFTP
7.6 Serijinis (konsolés) prievadas valdymui / Serial »1
" | (console) port management. -
8. Kibernetiné sauga / Cyber security
. . . . IEEE1686-2007 arba
Atitikimas kibernetinei saugai pagal standarta / . . i
oL Conformity of cybersecurity by standard. gqg';:\lremsl (3L vy
Ivykiy raSymas nuotoliniame serveryje / Events record
8.2, in remote server Syslog
8.3 Prisijungimo prie komutatoriaus saugumo Pagal IP adresus / By IP
= uztikrininimas / Switch management access. addresses
Gamintojo nedokumentuotas prisijungimas ar vartotojy | DraudZiama naudoti / Strictly
8.4. paskyros / Manufacturer undocumented access or prohibited to use

accounts

Pastabos/ Notes:
1)Techniniame projekte gali bliti koreguojamos reikSmés, taciau tik grieZtinant reikalavimus/ Values
can be adjusted in a process of a design but only to more severe conditions.
2) Rangovo teikiama dokumentacija reikalaujamo parametro atitikimo pagrindimui:/ Documentation
provided by the contractor to justify required parameter of the equipment:
a) - Atitikties sertifikatas iduote licencijuotos nepriklausomos jstaigos, kopija/ Copy of the
conformity certificate issued by notified conformity assessment independent body;
b) - Atitikties deklaracija/ declaration of conformity;
Visiems parametrams nepaZymétiems ®® - jrenginio gamintojo apraSymai, katalogo ir/ar
techniniy parametry suvestinés, ir/ar bréZinio kopija/ For all parameters not marked @ -
copy of the equipment’s manufacturer manuals, catalogue and/or summary of technical
parameters, and/or drawing of the equipment;




