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Management Summary

Thank you for the opportunity to offer our technology to be used for delivering first EUDIW uses
cases for Lithuania in a Sandbox environment.

We see 100% alignment between the requirements outlined in the scoping document for the Sand-
box environment and our technology, fully covered by our existing trial environment
(https://docs.procivis.ch/trial). As a result, we are able to offer the solution under highly favourable
conditions, including a price of O € (see chapter 2.4 “Pricing”).

Our technology solution “Procivis One” is built to support the deployment and adoption of the Euro-
pean Digital Identity Wallet (EUDIW). Issuing and verifying electronic attestations (credentials) pre-
sented via the EUDIW is a core capability of our technology.

e Procivis One is a modular end-to end solution with all components required to trial different
use cases in a Sandbox environment.

e Procivis One can be used to build an PID or mDL issuing service without additional tooling.

e Procivis One Trial is hosted and managed by Procivis and available immediately or can op-
tionally be installed on-premise.

e Procivis One supports all relevant standards and protocols and is continuously updated to
ensure full compliance with the evolving elDAS 2.0 regulation.

e We support OpenlD connect with Procivis One Openl|D Bridge. Data from attributes can be
mapped acting as a layer between the existing OIDC interfaces and the EUDIW.

e Scalability and performance were key priorities during development, enabling Procivis One
to serve millions of citizens and manage the use of millions of credentials efficiently.

e Procivis One is built on a modular architecture with build-in API functionality that enables
rapid adaptation to new standards and features described by implementation acts and stand-
ardization bodies. It allows for integration of external signature services.

¢ Whilst awaiting European standards, we developed our own relying party management
(Trust framework) which can eventually be replaced or enhanced by the standards to come.

e Procivis One can be integrated as a white-label solution into a Lithuanian branded ap-
proach.

Procivis One has been developed over 3 years and we have a proven track record with successful
government implementations and projects e.g. the EU commission Large Scale Pilot (LSP) We Build,
the US Department of Homeland Security (DHS) and the Swiss City of Zug with the first live imple-
mentation of verifiable credentials in Switzerland.

Procivis is wholly owned subsidiary of Orell Fiissli — an international solution provider of high security
documents. This gives our clients long-term security. We are here to stay and can provide long-term
support and services.

Co-CEO
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1 Introduction

11 Background

Lithuania is facing deadlines from the recent EU Regulation on elDAS 2.0 which requires every Euro-
pean Member State to make a Digital Identity Wallet (EUDIW) available to its citizens by end of 2026.

A first study to evaluate technical, legal and architectural constraints is currently under way and first
results expected for December 2025. Lithuania envisages to trial a selected number of national near
real use cases with the EUDIW. The State Digital Services Agency VSSA has been commissioned to
deliver a Sandbox environment as a Trial platform to functionality evaluation, testing connectivity
and interworking in national and international exchanges such as e.g. envisaged in the LSP Aptitude.

To accelerate the implementation of the Sandbox environment, VSSA decided to partner with a
technology provider established in the eIDAS and EUDIW sector being able to provide production
grade solutions for EUDIW services.

1.2 Procivis, an Orell Fussli Company

Procivis AG, a wholly owned subsidiary of the Orell Fiissli Group, is a leading Swiss provider of digital
identities and credentials since 2017. Our team of over 30 experts brings deep experience in digital
identity across governments and enterprises.

The parent company, Orell Fissli, is a leading international provider of security solutions and identifi-
cation systems (including Swiss banknotes, passports, and driver's licenses). It is a publicly traded
(SIX Swiss Exchange), diversified group with 500 years of experience and the Swiss National Bank
as its anchor shareholder.

Procivis is a strategic long-term investment for Orell Flissli Group (see 5c¢ priedas. Org Chart Orell

Flssli Group), with the aim of expanding Orell Flissli's core business into the digital world of identi-
ties. With Orell Fissli in the background, Procivis customers can be sure of stability and continuity
for their electronic identity projects.

https://www.procivis.ch
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2 Offer Specific information

2.1 Procivis offering for Technology & Licences

In line with the required scope of the tender “Licences for the Digital Identity Wallet Test Environ-
ment (EUDIW LT Sandbox) rental”, we offer the availability of our technology hosted and managed
by Procivis (or as alternative on-premise installation hosted by VSSA).

National test environment (“Sandbox”):

¢ Upto10 specific use cases including PID, mDL, EAA/QEAA issuing and verification, to be used
in in Lithuania and within LSP Aptitude activity

e Procivis One trial environment with one organization (SaaS offering) as Sandbox.

¢ Connectivity: open internet SSL connectivity via https://desk.trial.procivis-one.com/ to be
used as a pilot environment for use cases such as PID, MDL and QEAA issuing

e Duration 12 months starting from contract signature (estimated in December 2025)

¢ Non-productive environment, no production use cases with sensitive data; volume perfor-
mance commitment in line with requirements. Availability impacted by upgrades and limited
supervision on weekends.

For the duration of the project, Procivis offers the availability of the following components:

e  Procivis One Core,

e Procivis Verifier app (for iOS & Android / Smartphone),

e Procivis Wallet app (for iOS & Android / Smartphone),

e Procivis One Desk which also includes a Business Wallet functionality

e Accesstothe available Procivis One Core/Desk APIs for integration purposes

e Procivis One OpenlD Bridge, an OpenlID Connect module for interfacing with IAM environ-
ments (Procivis One Desk trial environment). Possibility to login using VC credentials.

e Support of all eIDAS 2.0 standards in their actual released versions. New versions will be sup-
ported a.s.a.p. within short timeframe (currently implemented amongst others:
OpenlD4VP/VCIv1.0 & 1SO 18013-5/7 and SD-JWT).

2.2 Support

2.2.1 Implementation & configuration

The Sandbox environment will be a dedicated instance in our trial environment. The Sandbox will be
independent and separated from other trial accounts.

As an alternative we can support you with an on-premise installation.

2.2.2 Technical introduction Workshops

To kick of the project and guide through the start/onboarding phase and delivering the first use
case, Procivis offers technical introduction incl. APl management with our enterprise architect con-
sulting resources.
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2.2.3 Ongoing support

VSSA have access to our support team based on best effort during the business hours as provided
for our trial environment.

The Support entails the following activities (on a best effort basis):

e Troubleshooting possible errors
e Bugfixes
e Answering questions and requests by email

224 SLA

Our normal trial support covers the requested SLA; we are available as requested in the RFP in a
time window between 9:00 and 17:00 CET during official business working days of the city of Zurich,
Switzerland (Monday-Friday).

Contact channel is via email to support@procivis-one.com.

2.3 Compliance Matrix

As for the compliance with the requirements in the tender we confirm full compliance with the listed
requirements, specifically mentioned in the document “1 priedas. Techniné specifikacija”.

2.3.1 EUDIW LT SANDBOX compliance criteria applied according to use

cases
No. Requirements Compliance criteria Procivis compliance
1 Granting access to e Limited and controlled access 100% compliant
VSSA partners for our partners (public and pri-

vate, both in the roles of issuer
and verifier).

e Upto10 partners (maximum),
with 10-20 users each.

e Approximate transaction vol-
ume - up to 2,000 transactions
per month during peak periods.
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No.

Requirements

Compliance criteria

Procivis compliance

Required functionality of back-end components, compatibility of standard

s and protocols

2

Issuer services

Basic registration and trust sys-
tem.

SDK/API - the ability to integrate
or create your own issuers (both
public and private).

Debugging and troubleshooting
tools.

Support for OpenID4VP v1.0
standards (or clear development
roadmap).

Support for ISO 18013 and SD-
JWT standards.

100% compliant

Attestations

Ability to define attribute attestations
based on:

Common rule sets (e.g. PID,
mDL, mVRC, digital travel docu-
ments, age verification).
Individual attribute attestations
(i.e. those that will be defined as
part of the Aptitude LSP).

100% compliant

Verifier services

Basic registration and trust sys-
tem.

SDK/API - we aim to integrate or
develop our own verifiers (both
public and private).

Debugging and troubleshooting
tools.

Support for the OpenlD4VCI v1.0
standard (or clear development
roadmap).

Support for ISO 18013 and SD-
JWT standards.

100% compliant

Trust Framework

5 Mandatory Solution compliant with the latest (best | 100% compliant
practice) ARF requirements.
6 Optional Currently, VSSA has no plans to inte- 100% compliant
grate with the national infrastructure
(x509).
Procivis AG Page 6 of13 AN ORELL FUSSLI COMPANY
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No.

Requirements

Compliance criteria

Procivis compliance

Smartphone App

7

Mandatory

Prototype of a general-purpose tech-
nical application (with debugging ca-
pability).

100% compliant

Optional

A minimal (white label) solution - the
possibility to demonstrate this applica-
tion to key stakeholders (at various lev-
els) in Lithuania, therefore at least
some national elements should be in-
cluded.

100% compliant

Require

ments for hosting

9

Flexible infrastructure
choices

During the term of the contract, the
provider may host the technology on
its infrastructure.

The implementation of EUDIW LT
SANDBOX in data centres in Lithuania
may be envisaged as an alternative so-
lution, but this is not a necessary part
of this procurement.

It would also be possible to use cloud
solutions managed by VSSA (AWS,
GCP, Azure).

EUDIW LT SANDBOX can be created
as a single organisation.

100% compliant.

SaaS Solution offered;
local implementation
optionally possible
without additional
cost

Procivis AG
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No. Requirements Compliance criteria Procivis compliance
Support and Consulting
10 Support measures e  Support channel for issues re- 100% compliant
lated to environmental prob-
lems.
e Active support/troubleshooting
channel during testing events
(pilot projects).
e  Support for EUDIW LT SANDBOX
compliance with new standards
(e.g. following the publication of
new implementing acts).
11 Ongoing supportand | Inaddition to ensuring system availa- 100% compliant
consulting and their bility, the VSSA must have access to
scope the Provider's support team.
The VSSA will also need advice on in-
tegrating pilot projects into the LSP.
Advice on issues such as:
e resolving errors related to the
platform and the issuance and
verification of attribute certifi-
cates;
e aligning components with new
standards or EUDIW ecosystem
components.
12 Supportincludes the e Troubleshooting 100% compliant
following activities (on e Bugfixes
a best-effort basis): e Responding to questions and
enquiries by email.
Support resources shall be available
on working days from Monday to Fri-
day between 9:00 and 17:00 CET.
Support is available from the date of
signing the goods transfer-acceptance
act.

Procivis AG
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2.3.2 EUDIW LT SANDBOX licence requirements

No.

Requirements

Compliance criteria

Procivis compliance

Total required volume

1

The licence will be ac-
tivated is transferred
by sending it to the
VSSA contact person
responsible for the
performance of the
Agreement and the
acceptance of goods.

License transferred

100% compliant

Procivis One Core
and the wallet is open
source.

The License will be
granted by sharing
the access creden-
tials to the trial envi-
ronment hosted by
Procivis.

2 Flow operations unlimited 100% compliant

3 The EUDIW LT SAND- | Compliance with criteria 100% compliant
BOX licence must

. see above

cover all the options
defined in the sec-
tions "General func-
tional requirements"
and "EUDIW LT
SANDBOX compli-
ance criteria

4 The specific technical | Compliance with criteria 100% compliant
parameters, technol- .

) Procivis supports all
ogies, processes, .
mentioned standards
manufacturers or .
- no equivalents of-
brands, standards
o fered
and types indi-cated
to describe the sub-
ject of the purchase
are for information
purposes only.
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2.4 Pricing

Procivis offers the Sandbox environment for VSSA for a fixed price of:

e 0€
e foraperiod of 12 month
e starting after signature (estimated December 2025).

The proposed Sandbox environment for the EUDI Wallet can be provided at no cost due to the fol-
lowing reasons:

1. Existing Trial Environment at No Charge:
https://docs.procivis.ch/trial
Since 2024 Procivis operates a fully functional trial environment, with over 50 users, that we
make available to partners and prospective customers free of charge.
The requested Sandbox environment is based on the same infrastructure and service model;

therefore, no additional licensing or usage fees arise.

2. Included Support During Business Hours:
Access to our trial environment also includes best-effort support during business hours at no
cost. The same support model is required in this tender, ensuring no incremental operational ex-
penses.

3. Open-Source Technology (Procivis One):
The Sandbox is built on our Procivis One Core technology, which is open source. As the underly-
ing software does not incur licence fees, we can provide the environment—whether SaaS or on-
premises—without any associated software costs.

As aresult, the delivery and operation of the Sandbox environment do not generate additional direct
costs for Procivis, enabling us to offer the solution at a price of 0 €.
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3 Procivis One - the technology

3.1 Development History — Trust is in our DNA

At the forefront of product innovation, technology and market development, we are experts in Verifi-
able Credentials, mobile trust solutions, Self-Sovereign Identity, E-ID, mDL, identity wallets, wallet
integration and elDAS.

Procivis has 8 years’ experience in digital identity technology and systems:

e We started 2018 with basic digital identities within our Mobile Government Platform.

e We worked with Hyperledger Indy (Procivis SSI+) from 2019-2023 on different pilot projects.

e In 2022 we started to build Procivis One from the ground up, as we could not find suitable
technology in the market.

e In 2024, the city of Zug expanded the Mobile Government Platform to include Procivis One.
The city of Zug is the first authority in Switzerland to provide verifiable credentials.

e In Q4 2024 Procivis One is made Open-Source.

e In 2025 Procivis One has been extended with the most complete features in line with eIDAS
2.0 regulation and continues to be updated as Implementation Acts, and new standards are
published.

e Extensions added in 2025:

« Openld4vVC & VPin V.10

. Wallet Unit Attestation

. Wallet Application Attestations

« Trust Infrastructure including Relying Party registry, Access and RP certificates

Procivis One has been available for the market and usage with clients since 2024 and offers end-to-
end technology solutions for building EUDIW services in line with elDAS 2.0. Out major customers
are Government institutions or Service providers offering elD & trust services to their citizens and
clients.

3.2 Procivis One a flexible technology for digital identities and
verifiable credentials

Procivis One, makes it easy to issue, manage, and verify electronic identities, mobile driver's li-
censes, and other digital IDs. Thanks to a flexible, decentralized, and scalable architecture meeting
the technical requirements of eIDAS 2.0, US requirements, and the Swiss e-ID ecosystem, all simple,
yet highly complex, cross-border use cases can be implemented quickly and efficiently.
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Procivis One
Desk

Verifier
Wallet

Itis to be expected that the 27 Member states will implement the standards defined by the evolving
elDAS regulation in Europe with different flavours applying different architectures and integrations
into legacy environments. Other countries, such as Switzerland with its own e-ID ecosystem or
countries such as the US, which focus on other standards such as ISO 18013-5 Mobile Driving Li-
cense (MDL), further increase the complexity.

To enable these complex cross-border use cases, interoperability is the focus of the further devel-
opment of Procivis One.

Procivis One ensures that you can focus on your use cases and takes care of the dynamically
evolving complexity.

3.3 Architecture

The Procivis One architecture was designed with flexibility and modularity at its core. Our clients can
choose to configure the trust layer, transport protocol, credential format, and more based on their
specific requirements.

The Procivis One Core component is developed in Rust programming language, offering excep-
tional security, performance, and versatility. One of its key advantages is that it can be deployed
across any component in any environment. By maintaining a single code base for mobile, server and
0T, we ensure consistency, efficiency, and reusability throughout the entire solution.

Procivis One Core is the essential Back-end technology hosting all modules required to build issuer
and verifier services for Wallets.

The Smartphone Wallet component can be developed by a client on iOS or Android independently.
Alternatively, the React Native SDK can be used to build a wallet that takes it functionality from the
core which is extremely easy to manage and maintain. Procivis provides clients the Procivis Wallet
within the offered Sandbox package which means VSSA can use this SDK based Wallet for further
white labelling. Same applies to the Verifier App which can be run on iOS or Android devices for mo-
bile verification purposes (e.g. mDL checking on the road by Police).

Server based environments can be connected to the Procivis One Core independently using devel-
opment languages such as Java. This could be interesting to develop Administration, dashboarding
and Management interfaces integrated into VSSA IT and operations environments. For the Sandbox
offering, Procivis makes Procivis One Desk available which helps creating and managing issuance
and verification of credentials in a no-code environment.
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The Trust layer module highlighted in grey is used to connect PKI and certification environments
typically provided by clients. In the Sandbox environment, this module has limited functionality and
does not include QES capability. Our APIs can be used to build up QES process (QES onits own as a
feature is not offered by Procivis).

For further going information please refer to the documentation on Procivis website or on GitHub:

https://docs.procivis.ch
https://github.com/procivis

The following graph shows the scoped architecture for the Sandbox offering for VSSA made availa-
ble by Procivis:

Procivis One - Sandbox Architecture *

Pre-systems & databases

1API

Jk Procivis One Wallet / Verifier / 3 sk Procivis One Desk

Holder Verifier Holder Verifier Issuer

1L SDK APl
sk Procivis One Core

Transport Exchange Credential Format Signature Method Key Storage Identifier / DID Revocation Trust Management
« HTTP + OpenlD4VC + mdocISO/IEC18013 J+ EdDSA + Software based (DB) + didkey * Bitstring Status List * Procivis
+ QR-Code + mDLISO/IEC18013 « IETFSD-JWTVC + ECDSA + HSMon mobile (SE) « didweb + Token Status List

« Deeplink -« 180232220 + W3C JSON-LD + BBS+ + RSE for mobile «  didjwk - Lwe
« BLE + W3C JWT + FIPS 204 ML-DSA (Ubiqu) + didtdw
- MQTT + W3CSD-JWT +  Azure Key Vault + didwebvh

+ X509 certificates

W Procivis One Technology Self / externally / Procivis provided
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VALSTYBES SKAITMENINIY SPRENDIMY AGENTURA

Licencijos, skirtos Skaitmenines tapatybes deklés
bandomajai aplinkai (EUDIW LT Sandbox), nuoma

Valstybés skaitmeniniy sprendimy agentarai (VSSA), Lietuva
Procivis AG
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Vertimas is angly kalbos originalo
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Valdymo santrauka

Dékojame uz galimybe pasitlyti musy technologijg pirmiesiems EUDIW panaudojimo atvejams
Lietuvoje Sandbox aplinkoje (toliau - bandomojoje aplinkoje).

Manome, kad bandomosios aplinkos apimties nustatymo dokumente iSdéstyti reikalavimai 100 %
atitinka musy technologijg, kuri naudojama musy esamoje bandomojoje aplinkoje
(https://docs.procivis.ch/trial). Todel galime pasitlyti sprendima labai palankiomis salygomis,
jskaitant O € kaing (zr. skyriy ,,2.4 ", Kainos ).

Musy technologinis sprendimas ,,Procivis One” sukurtas siekiant paremti Europos skaitmeninés
tapatybés piniginés (EUDIW) diegima ir taikyma. Elektroniniy pazyméjimy (kredencialy), pateikiamy
per EUDIW, iSdavimas ir tikrinimas yra pagrindiné musy technologijos funkcija.

e ,Procivis One” yra modulinis kompleksinis sprendimas, turintis visus komponentus,
reikalingus jvairiy naudojimo atvejy testavimui bandomojoje aplinkoje.

e ,Procivis One” gali bati naudojamas PID arba mDL iSdavimo paslaugai kurti be papildomy
jrankiy.

e ,Procivis One Trial” yra priziarimas ir valdomas ,,Procivis” ir yra i§ karto prieinamas arba gali
bati jdiegtas vietoje.

e ,Procivis One" palaiko visus reikalingus standartus ir protokolus ir yra nuolat atnaujinamas,
kad bty uztikrintas visiSkas atitikimas besikei¢ian¢iam elDAS 2.0 reglamentui.

¢ Mes palaikome OpenlID connect su Procivis One OpenlID Bridge. Duomenys i$ atributy gali
bati susietiir veikti kaip jungtis tarp esamy OIDC sasajy ir EUDIW.

e Kuriant Sig programa, pagrindinis démesys buvo skiriamas galimybéms pléstis ir naSumui,
kad ,,Procivis One"” galéty aptarnauti milijonus pilieciy ir efektyviai valdyti milijonus
prisijungimo duomenuy.

e ,Procivis One” yra sukurtas remiantis modulinés architektiros principu su jdiegta API
funkcija, kuri leidZia greitai prisitaikyti prie naujy standarty ir funkcijy, aprasyty jgyvendinimo
aktuose ir standartizavimo institucijy. Tai leidZia integruoti iSorines paraso paslaugas.

e Laukdami Europos standarty, mes sukiréme savo patikimy Saliy valdymo sistema (Pati-
kimumo sistemg), kuri ateityje gali bati keiCiama ir tobulinama bisimais standartais.

e ,Procivis One" gali bati taikomas integruotai su Lietuvos prekés Zenklu (kaip "white-label"
sprendimas).

«Procivis One” buvo kuriamas 3 metus ir mes turime didZiule patirtj sekmingai jgyvendinant vyriaus-
ybinius projektus, pvz., Europos Komisijos didelio masto bandomajj projekta (LSP) ,,We Build”, JAV
Nacionalinio saugumo departamento (DHS) projektsa ir pirmaijj patikrinamy kredencialy jgyvendin-
imo projekta Sveicarijoje Cugo mieste.e, kuris buvo.

Procivis” yra ,,Orell Fissli”, tarptautinei auk§to saugumo dokumenty sprendimy tiekéjai, visiskai pri-
klausanti dukterine jmoné-. Tai uztikrina musy klientams ilgalaikj sauguma. Mes esame cCia, kad lik-
tume, ir galime teikti ilgalaike parama bei paslaugas.

Co-CEO
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1 |Jvadas

1.1 Kontekstas

Lietuva turi laikytis terminy, nustatyty neseniai priimtame ES reglamente dél eIDAS 2.0, kuris
reikalauja, kad iki 2026 m. pabaigos kiekviena Europos Sgjungos valstybé naré savo pilieCiams
suteikty galimybe naudotis skaitmenine tapatybeés pinigine (EUDIW).

Siuo metu atliekamas pirmasis tyrimas, kurio metu vertinami techniniai, teisiniai ir architektariniai
apribojimai, o pirmieji rezultatai tikimasi gauti 2025 m. gruodzio mén. Lietuva planuoja iSbandyti
keletg atrinkty nacionaliniy beveik realiy naudojimo atvejy su EUDIW. Valstybinei skaitmeniniy
sprendimy agentarai (VSSA)buvo pavesta sukurti bandomajg aplinkag kaip bandomaja platformag
funkcionalumui vertinti, rySio ir saveikos nacionaliniuose ir tarptautiniuose mainuose, pvz. LSP Apti-
tude, bandymames.

Siekdama paspartinti ,Sandbox” aplinkos diegima, VSSA nusprendé bendradarbiauti su elDAS ir
EUDIW sektoriuje jsitvirtinusiu technologijy tiekéju, galin€iu teikti gamybinio lygio sprendimus EU-
DIW paslaugoms.

1.2 Procivis, Orell Fusslijmoné

Procivis AG, visiskai priklausanti Orell Fiissli Group, yra pirmaujanti Sveicarijos skaitmeniniy
tapatybiy ir kredencialy teikéja nuo 2017 m. Masy komanda, kurig sudaro daugiau nei 30 eksperty,
turi gilig patirtj skaitmeniniy tapatybiy srityje vyriausybése ir jmonése.

Motininé bendrove ,,Orell Fissli” yra pirmaujanti tarptautiné saugumo sprendimy ir identifikavimo
sistemy (jskaitant §veicarijos banknotus, pasus ir vairuotojo pazyméjimus) teikéja. Tai yra vieSai pre-
kiaujama (SIX Swiss Exchange) diversifikuota grupé, turinti 500 mety patirtj, kurios pagrindinis
akcininkas yra Sveicarijos nacio-nalinis bankas.

Procivis” yra strateginé ilgalaike ,Orell Flissli Group” investicija (zr. 5¢ priedg ,,Orell Fiissli Group”
organizaciné schema), kurios tikslas - iSplésti , Orell Flissli” pagrindine veikla j skaitmeniniy
tapatybiy pasaulj. Turédami ,Orell Fissli” paramg, , Procivis” klientai gali bati tikri dél savo elektro-
niniy tapatybiy projekty stabilumo ir testinumo.

https://www.procivis.ch
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2 Pasiulymas Konkreti informacija

2.1 Procivis pasiulymas del technologijy ir licencijy

Atsizvelgdami j reikalaujama konkurso , Licencijos skaitmeninés tapatybés piniginés bandymo
aplinkai (EUDIW LT Sandbox) nuomai” apimtj, sillome muasy technologija, kurig prizidri ir valdo ,,Pro-
civis” (arba kaip alternatyva - vietine instaliacija, kurig prizitri VSSA).

Nacionaliné bandymo aplinka (,Sandbox”):

e |ki 10 konkrec€iy naudojimo atvejy, jskaitant PID, mDL, EAA/QEAA iSdavima ir tikrinima, kurie
bus naudojami Lietuvoje ir LSP Aptitude veikloje

e Procivis One testavimaisu viena organizacija (SaaS pasitlymas) kaip bandomoji aplinka.

e RySys: atviras interneto SSL rySys per ,https://desk.trial.procivis-one.com/”, kuris bus nau-
dojamas kaip bandomoji aplinka tokiems naudojimo atvejams kaip PID, MDL ir QEAA iSdavi-
mas

e  Trukmeé 12 ménesiy nuo sutarties pasiraSymo (numatoma 2025 m. gruodZio men.)

o Neproduktyvi aplinka, nenaudojama gamybai su jautriais duomenimis; apimties naSsumo
jsipareigojimai atitinka reikalavimus. Prieinamumas priklauso nuo atnaujinimy ir ribotos
priezilros savaitgaliais.

Projekto trukmés laikotarpiu ,,Procivis” sitlo Siy komponenty prieinamuma:

e ,Procivis One Core”,

e ,Procivis Verifier” programelé (iOS ir Android iSmaniesiems telefonams),

e ,Procivis Wallet” programele (iOS ir Android iSmaniesiems telefonams),

e Procivis One Desk, kuri taip pat apima Business Wallet funkcijg

e Prieigg prie ,Procivis One Core/Desk” APl integracijos tikslais

e  Procivis One OpenlD Bridge, OpenlID Connect modulis sasajai su IAM aplinkomis (Procivis
One Desk bandomaoji aplinka). Galimybé prisijungti naudojant VC kredencialus.

o Visy elDAS 2.0 standarty palaikymas jy faktinése iSleistose versijose. Naujos versijos bus
palaikomos kuo greiciau ir per trumpa laikg (Siuo metu jgyvendintos, be kita ko:
OpenIiD4VP/VCI V1.0 ir ISO 18013-5/7 bei SD-JWT).

2.2 Palaikymas

2.2.1 |diegimas ir konfiglracija

Bandomoji aplinka bus specialiai skirta masy bandymams. Si bandomoji aplinka bus nepriklausoma
ir atskirta nuo kity bandomujy paskyruy.

Kaip alternatyvg, mes galime padéti jums jdiegti programa jasy jrenginiuose.
2.2.2 Techninis jvadas Seminarai

Norédami palengvinti projekto pradzia, padeti pradiniame etape ir pateikti pirmajj naudojimo atvejj,
Procivis” sitllo techninj jvadg, jskaitant APl valdyma. Tam pasitelktume misy jmmonés architekty
konsultavimo isteklius.
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2.2.3 Nuolatiné parama

VSSA turés prieiga prie misy palaikymo komandos, kuri dirba pagal geriausias pastangas darbo
valandomis, kaip numatyta masy bandomojoje aplinkoje.

Palaikymas apima Sias veiklas (détume geriausias pastangas):

e Galimy klaidy Salinimas
e Klaidy taisymas
e Atsakymas j klausimus ir praSymus elektroniniu pastu

2.2.4 SPL

Muasy jprasta bandomoji parama apima praSoma susitarima dél paslaugy lygio (SPL); pagal kvietimag
teikti pasiGlymus mes esame pasiekiami nuo 9:00 iki 17:00 CET oficialiy darbo dieny metu Ciuriche,
Sveicarijoje (pirmadieniais—penktadieniais).

Susisiekti galima elektroniniu pastu support@procivis-one.com.

2.3 Atitikties matrica

Dél atitikties konkurso reikalavimams patvirtiname, kad visiSkai atitinkame iSvardytus reikalavimus,
konkreciai nurodytus dokumente ,1 priedas. Techniné specifikacija”.

2.3.1 EUDIW LT SANDBOX atitikties kriterijai, taikomi pagal naudojimo

atvejus
Nr Reikalavimai Atitikties kriterijai Procivis atitiktis
1 Prieigos suteikimas e Ribotair kontroliuojama prieiga 100 % atitiktis
VSSA partneriams masy partneriams (vieSiesiems

ir privatiems, tiek iSdavéjams,
tiek tikrintojams).

e  |ki10 partneriy (maksimaliai), po
10-20 vartotojy kiekvienam.

e Apytikslis sandoriy skai€ius - iki
2000 sandoriy per ménesj piko
laikotarpiais.
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Nr

Reikalavimai

Atitikties kriterijai

Procivis atitiktis

Reikalinga galiniy komponenty funkcionalumas, standarty ir protokoly sud

erinamumas

2

Emitento paslaugos

Pagrindiné registracijos ir pati-
kimumo sistema.

SDK/API - galimybé integruoti
arba kurti savo iSdavéjus
(vieSuosius ir privaciuosius).
Debugavimo ir trik€iy Salinimo
jrankiai.

OpenlD4VP v1.0 standarty
palaikymas (arba aiSkus plétros
planas).

ISO 18013 ir SD-JWT standarty
palaikymas.

100 % atitiktis

Patvirtinimai

Galimybé apibrézti atributy patvirtini-
mus remiantis:

Bendry taisykliy rinkiniy (pvz.,
PID, mDL, mVRC, skaitmeniniai
kelionés dokumentai, amziaus
patikrinimas).

Atskiry atributy patvirtinimais (t.

y. tais, kurie bus apibrézti kaip
Aptitude LSP dalis).

100 % atitiktis

Tikrinimo paslaugos

Pagrindiné registracija ir pati-
kimumo sistema.

SDK/API - siekiame integruoti
arba sukurti savo tikrinimo prie-
mones (vieSas ir privacias).
Debugavimo ir trik€iy Salinimo
jrankiai.

OpenlD4VCI v1.0 standarto
palaikymas (arba aiSkus plétros
planas).

ISO 18013 ir SD-JWT standarty
palaikymas.

100 % atitiktis

Patikimumo sistema

5

Privaloma

Sprendimas atitinka naujausius
(geriausios praktikos) ARF reikalavi-

mus.

100 % atitiktis

Neprivaloma

Siuo metu VSSA neplanuoja integruo-
tis j nacionaline infrastruktara (x509).

100 % atitiktis

Procivis AG
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Nr Reikalavimai

Atitikties kriterijai

Procivis atitiktis

ISmaniojo telefono programa

7 Privaloma

Bendrosios paskirties techninés pro-
gramelés prototipas (su derinimo
funkcija).

100 % atitiktis

8 Neprivaloma

Minimalus (baltojo Zenklo / "white la-
bel") sprendimas - galimybé pade-
monstruoti Sig programa
pagrindiniams suinteresuotiesiems
subjektams (jvairiais lygiais) Lietuvoje,
todel turéty bati jtraukti bent kai kurie
nacionaliniai elementai.

100 % atitiktis

Reikalavimai prieglobos paslaug

oms

9 Lankstus infra-
struktiros
pasirinkimas

Sutarties galiojimo laikotarpiu
paslaugos teikéjas gali talpinti tech-
nologija savo infrastrukttroje.

Kaip alternatyvus sprendimas gali bati
numatytas EUDIW LT SANDBOX diegi-
mas duomeny centruose Lietuvoje,
taciau tai néra batina Sio viedojo
pirkimo dalis.

Taip pat baty galima naudoti VSSA
valdomus debesy sprendimus (AWS,
GCP, Azure).

EUDIW LT SANDBOX gali buti sukurta
kaip viena organizacija.

100 % atitinkanti
reikalavimus.

Sitlomas SaaS
sprendimas; vietinis
jgyvendinimas gali-
mas be papildomy
iSlaidy

Procivis AG
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Nr Reikalavimai Atitikties kriterijai Procivis atitiktis
Palaikymas ir konsultavimas
10 Pagalbos priemonés e Pagalbos kanalas aplinkos pro- 100 % atitiktis
blemy klausimais.
o  Aktyvus palaikymo/trikciy Sali-
nimo kanalas bandymy metu
(bandomieji projektai).
e ParamaEUDIW LT SANDBOX
atitikCiai naujiems standartams
(pvz., po naujy jgyvendinimo
akty paskelbimo).
1 Nuolatiné paramair Be sistemos prieinamumo uztikrinimo, | 100 % atitiktis
konsultavimas bei jy VSSA turi turéti prieigg prie teikéjo
apimtis palaikymo komandos.
VSSA taip pat reikés patarimy dél
bandomujy projekty integravimo j LSP.
Patarimai tokiais klausimais kaip:
e sprestisu platforma ir atributy
sertifikaty iSdavimu bei tikrinimu
susijusias klaidas;
e komponenty suderinimas su
naujais standartais arba EUDIW
ekosistemos komponentais.
12 Palaikymas apima e  TrikCiy Salinimas 100 % atitiktis
Sias veiklas (dédamos e Klaidy taisymas
visos pastangas): e Atsakymusjklausimusir
uzklausas elektroniniu pastu.
Pagalbos iStekliai yra prieinami darbo
dienomis nuo pirmadienio iki penkta-
dienio nuo 9:00 iki17:00 CET.
Pagalba teikiama nuo prekiy per-
davimo-priémimo akto pasiraSymo
dienos.

Procivis AG
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2.3.2 EUDIW LT SANDBOX licencijos reikalavimai

Nr Reikalavimai Atitikties kriterijai Procivis atitiktis
Bendra reikalinga apimtis
1 Licencija bus ak- Perduota licencija 100 % atitiktis
tyvuota ir perduota, j
Y . P 12 .Procivis One Core” ir
iSsiuntus VSSA kon- C .
o o piniginé yra atvirojo
taktiniam asmeniui,
tsaki 3 sutart kodo.
atsakingam uZz sutart-
) 9 ) . Licencija bus suteikta,
ies vykdyma ir prekiy G
. dalijantis prieigos
priémima. L
duomenimis prie
LProcivis” priziirimos
bandomosios
aplinkos.
2 Srauto operacijos neribotas 100 % atitiktis
3 EUDIW LT SANDBOX | Atitiktis kriterijams 100 % atitiktis
licencija turi apimti vi- . ..
. zr. auksciau
sas galimybes,
apibréztas skyriuose
.Bendrieji funkciniai
reikalavimai” ir ,,EU-
DIW LT SANDBOX ati-
tikties kriterijai”.
4 Konkretis techniniai Atitiktis kriterijams 100 % atitinka
arametrai, tech- - -,
P ol . .Procivis” atitinka
nologijos, procesai, .
9 Jt ] p Ki visus nurodytus
amintojai ar pre
9 I . jatarpr .|lq standartus - ekviva-
zenklai, standartai ir . i .
. L lentai nesitlomi
tipai, nurodyti pirkimo
objekto apibldinimui,
pateikiami tik infor-
maciniais tikslais.
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2.4 Kainos

Procivis” sillo ,Sandbox” aplinkg VSSA uz fiksuota kaina:

Oeury
12 ménesiy laikotarpiui
nuo sutarties pasiraSymo dienos (numatoma 2025 m. gruodzio men.).

Sitloma ,,.Sandbox” aplinka EUDI Wallet gali bati teikiama nemokamai dél Siy prieZasciy:

4,

Esama nemokama bandomoji aplinka:

https://docs.procivis.ch/trial

Nuo 2024 m. ,Procivis” eksploatuoja visiSkai funkcionalia bandomaja aplinka, kurioje yra
daugiau nei 50 vartotojy ir kurig nemokamai teikiame partneriams ir potencialiems klientams.
PraSoma ,Sandbox” aplinka yra pagrjsta ta pacia infrastruktira ir paslaugy modeliu, todél papil-
domuy licencijavimo ar naudojimo mokesciy neatsiranda.

|trauktas palaikymas darbo valandomis:

Prieiga prie musy bandomosios aplinkos taip pat apima nemokama visapusi$ka pagalba darbo
valandomis. Siame konkurse reikalaujamas tas pats pagalbos modelis, uztikrinantis, kad nebus
papildomy veiklos iSlaidy.

Atvirojo kodo technologija (Procivis One):

Bandomoji aplinka yra sukurtas remiantis musy atvirojo kodo technologija Procivis One Core.
Kadangi pagrindiné programiné jranga nereikalauja licencijos mokesciy, mes galime teikti
aplinkg - tiek Saas, tiek vietine — be jokiy susijusiy programinés jrangos islaiduy.

Dél Siy priezasciy ,,Sandbox" aplinkos pristatymas ir veikimas nesukelia papildomy tiesioginiy
iSlaidy ,,Procivis”, todél galime pasitlyti sprendima uz O € kaina.
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3.,,Procivis One” - technologija

3.1 Karimo istorija — pasitikéjimas yra musy DNR

Esame produkty inovacijy, technologijy ir rinkos plétros lyderiai, patikimy kredencialy, mobiliyjy
patikimumo sprendimuy, savarankiskos tapatybés, e. asmens tapatybes, mDL, tapatybés piniginiy,
piniginiy integracijos ir elDAS ekspertai.

«Procivis” turi 8 mety patirtj skaitmeninés tapatybés technologijy ir sistemy srityje:

e 2018 m. pradejome nuo pagrindiniy skaitmeniniy tapatybiy masy Mobiliosios valdzios plat-
formoje.

e Nuo 2019 iki 2023 m. dirbome su ,,Hyperledger Indy” (Procivis SSI+) jvairiuose bandomuosi-
uose projektuose.

e 2022 m. pradéjome kurti,,Procivis One” nuo nulio, nes rinkoje negaléjome rasti tinkamos
technologijos.

e 2024 m. Cugo miestas iSplété Mobiligjg valdzZios platforma, jtraukdamas ,Procivis One”. Cugo
miesto valdZia yra pirmoji institucija Sveicarijoje, teikianti patikrinamus asmens duomenis.

e 2024 m. IV ketvirtj ,Procivis One” tapo atviro kodo programa.

e 2025m. ,Procivis One” buvo iSplésta, jtraukiant visas funkcijas, atitinkancias eIDAS 2.0 re-
glamentg, ir nuolat atnaujinama, kai paskelbiami nauji teisés aktai ar nauji standartai.

e 2025 m. pridéti papildymai:

. Openld4VC ir VP versijoje 1.0

. Wallet Unit patvirtinimas

. Wallet Application patvirtinimas

. Patikimumo infrastruktura, jskaitant pasikliaujanciy Saliy registrg, prieigos ir RP sertifikatus

Procivis One yra prieinamas rinkoje ir naudojamas klienty nuo 2024 m. Jis sitlo kompleksinius tech-
nologinius sprendimus EUDIW paslaugy karimui pagal eIDAS 2.0. Msy pagrindiniai klientai yra
vyriausybinés institucijos ir paslaugy teikéjai, sitlantys elD ir patikimumo paslaugas savo pilieCiams
ir klientams.

3.2 Procivis One - lanksti technologija skaitmeninéms
tapatybems ir patikrinamiems kredencialams

Procivis One” palengvina elektroniniy tapatybiy, mobiliyjy vairuotojo pazyméejimy ir kity skaitmen-
iniy tapatybiy iSdavima, valdyma ir tikrinima. Lanksti, decentralizuota ir masto iSplétima leidzianti
architektdra, atitinkanti eIDAS 2.0 techninius reikalavimus, JAV reikalavimus ir palaikanti éveicarijos
e. tapatybés ekosistema, leidzZia greitai ir efektyviai jgyvendinti visus paprastus, taciau tuo paciu la-
bai sudétingus tarpvalstybinio naudojimo atvejus.
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Procivis One
Desk

Verifier
Wallet

Tikeétina, kad 27 valstybés narés jgyvendins besikei¢iancio elDAS reglamento Europoje nustatytus
standartus, taikydamos skirtingas architektlras ir integracijas j sengsias aplinkas. Kitos Salys,
pavyzdziui, éveicarija, turinti savo e. tapatybés ekosistema, arba tokios Salys kaip JAV, kurios orien-
tuojasi j kitus standartus, pavyzdziui, ISO 18013-5 Mobilus vairuotojo pazyméjimas (mDL), tokj
sudétinguma dar labiau padidina.

Siekiant sudaryti salygas Siems sudétingiems tarpvalstybinio naudojimo atvejams, tolesnéje
Procivis One” plétroje didZiausias démesys skiriamas skirtingy sistemy sgveikai.

~Procivis One” pasiripins besikeiiancia sudétinga aplinka ir uztikrina, kad jus galésite sutelkti
démesj j savo naudojimo atvejus. .

3.3 Architektura

»Procivis One” architektura buvo sukurta siekiant lankstumo ir modulinio pobUdZzio. Musy klientai
gali pasirinkti konfigtruoti patikimumo lygj, perdavimo protokolg, kredencialy formata ir kt. pagal
savo konkrecius reikalavimus.

Procivis One Core” komponentas yra sukurtas Rust programavimo kalba, uztikrinancia iSskirtinj
sauguma, nasuma ir universaluma. Vienas is pagrindiniy jo privalumy yra tai, kad jj galima diegti bet
kuriame komponente bet kurioje aplinkoje. Naudodami vieng kody baze mobiliesiems jrenginiams,
serveriams ir daikty internetui, uztikriname nuoseklumg, efektyvuma ir pakartotinj naudojima vis-
ame komponente.

Procivis One Core” yra esminé vidinés sistemos technologija, kurioje talpinami visi moduliai,
reikalingi piniginiy iSdavéjy ir tikrintojy paslaugoms kurti.

ISmaniyjy telefony Wallet komponenta klientas gali kurti savarankiskai iOS arba Android sistemose.
Kaip alternatyva, React Native SDK gali biti naudojamas piniginés, kurios funkcionalumas yra
pagrjstas branduoliu, suktrimui, kg labai lengva valdyti ir priZiaréti. Procivis klientams sitlo Procivis
Wallet, jeinancia j siilomg bandomosios aplinkos paketa, o tai reiskia, kad VSSA gali naudoti Sig SDK
pagrjsta pinigine tolesniam "baltos etiketes" (white label) Zenklinimui. Tas pats taikoma ir tikrinimo
programai, kuri gali bati paleista ,,iOS” arba ,Android” jrenginiuose mobiliojo tikrinimo tikslais (pvz.,
policijos atliekamas mDL tikrinimas kelyje).

Serverio pagrindu veikiancios aplinkos gali bati nepriklausomai prijungtos prie ,,Procivis One Core”
naudojant tokias programavimo kalbas kaip , Java”. Tai gali bati jdomu kuriant administravimo, in-
formacijos suvestiniy ir valdymo sgsajas, integruotas j VSSA IT ir operacijy aplinka. ,Sandbox”
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pasitlymui ,Procivis” sitlo ,,Procivis One Desk”, kuris padeda kurti ir valdyti kvalifikacijos jrodymy
iSdavima ir patikrinima aplinkoje be kodavimo.

Pilka spalva pazymeétas , Trust layer” modulis naudojamas PKI ir sertifikavimo aplinkoms, kurias pap-
rastai teikia klientai, prijungti. Bandomojoje aplinkoje Sio modulio funkcionalumas yra ribotas ir jis
neturi QES funkcijos. Misy API gali bati naudojami QES procesui sukurti (Procivis neteikia QES kaip
atskiros funkcijos).

Daugiau informacijos rasite ,Procivis” svetainéje arba , GitHub":

https://docs.procivis.ch
https://qithub.com/procivis

Toliau pateiktame grafike parodyta ,Procivis” teikiamos ,,Sandbox” architektaros, skirtos VSSA,
apimtis:

Procivis One - Sandbox Architecture *

Pre-systems & databases

U API

sk Procivis One Wallet / Verifier / % sk Procivis One Desk

Holder Verifier Holder Verifier Issuer

Transport Exchange Credential Format Signature Method Key Storage Identifier / DID Revocation Trust Management
- HTTP - OpenlD4VC + mdocISO/IEC18013 [f+ EdDSA - Software based (DB) f| + didkey - Bitstring Status List | + Procivis
+ QR-Code +  mDLISO/IEC 18013 « IETF SD-JWTVC . * HSM on mobile (SE) « didweb + Token Status List
« Deeplink + 180232220 + W3C JSON-LD . + RSE for mobile « didjwk < LwWwC
« W3C JWT +  FIPS204 ML-DSA (Ubiqu) « didtdw
+ W3CSD-JWT «  Azure Key Vault « didwebvh
+ X509 certificates

W1 Procivis One Technology Self / externally / Procivis provided

Procivis AN ORELL FUSSLI COMPANY

4 Priedy sgrasas

e 2 priedas. Pasitlymo forma_Procivis AG

e 3 priedas. Prekiy sutarties specialiosios salygos_Procivis AG

e 4 priedas. Nac saugumo atitikties deklaracijos forma_Procivis AG
e bHapriedas. I8trauka i komercinio registro Procivis AG

e 5bpriedas. IStrauka i§ komercinio registro Orell Flissli AG

e 5c priedas. Orell Fiissli Group organizaciné schema

e 6 priedas. Programinés jrangos tiekéjo sertifikatas_Procivis AG
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