
Introduction

About Splunk Cloud

Splunk Inc. is an American public multinational corporation based in San Francisco, California. It produces software for searching, monitoring,
and analyzing machine-generated big data through a Web-style interface. Splunk Cloud is one of Splunk’s products that delivers the
capabilities of Splunk as Software-as-a-Service.

Why should Splunk Cloud be Integrated with Thycotic Secret Server?

The integration of Splunk Cloud is done with Thycotic Secret Server to forward the Syslogs of Thycotic Secret Server to Splunk Cloud.

Integrating Splunk Cloud with Secret Server

Secret Server is a web-based password vault used throughout the world to help organizations properly manage privileged accounts. This
guide will assist you with your Splunk Cloud and Secret Server integration project.
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Configuration

Integrating Splunk Cloud with Secret Server

The following are the overall steps to integrate Splunk Cloud with Secret Server.

Registering with Splunk
Installing and configuring Universal Forwarder
Configuration using TCP

Note: Please be aware that the last steps are only for users that are interested in publishing the Splunk App. These steps are not
required for configuring Splunk Cloud with Secret Server.

Publishing and Packaging Splunk App

The Splunk app is a quick way to get analysis, reports, health checks, and usage of your on-premises Secret Server instance. The App is
created on the enterprise edition of Splunk so that it can be packaged and published on the Splunkbase.

Publishing and Packaging Splunk App to Splunkbase

To create a Splunk App, ensure that the prerequisites are met. This section provides the steps to create an app, dashboard, and package the
app.

The following are the steps to be performed:

Create an App
Create Dashboard
Package the App
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Registering with Splunk

Register with Splunk to obtain the URL, username, password, and access to the Splunk’s instance.

Note: This step may be skipped, if you currently have a Splunk cloud instance.

To register with Splunk:

1. In the browser, type the following URL: https://www.splunk.com and press Enter. The Splunk website appears.

2. On the upper-right, click Free Splunk. The Get Started With Splunk webpage appears.
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3. Fill the form. An email is sent to the registered Email Address.

4. From the email, copy the Your Splunk Cloud URL and paste it in a browser. Press Enter. The Splunk website appears.
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Installing and Configuring Universal Forwarder

Install and configure the Universal Forwarder on the server where Secret Server is installed. The Universal Forwarder sends data to the Splunk
platform.

To install and configure Universal Forwarder:

1. On the upper-right of the Splunk website, click Username | Login. The Log In window appears.

2. For the Username, enter the username.

3. For the Password, enter the password.

4. Click Log In.
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5. On the upper-right click Username | Instances. The Explore Splunk Cloud window appears.

6. On the left-hand side, click Universal Forwarder. The Universal Forwarder window appears.
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7. Follow Steps 1 to 5 as mentioned on the screen above.
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Configuration for TCP

1. Navigate to Secret Server.

2. Go to Admin | Configuration.

3. Click on Syslog/CEF logging Advanced Settings Information.

4. Edit the following settings:

Enable Syslog/CEF Logging: Yes
Syslog/CEF Server: IP address for the server
Syslog/CEF Port: Port number
Syslog/CEF Protocol: TCP

5. Click Save.

6. Navigate to Splunk Cloud.
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7. Click on Settings.

8. Click on Add Data.

9. Click on Forward.

10. You can create a New Server Class or select a previously created one.
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11. Click on the option for TCP/UDP.

12. Click on TCP.

13. Enter the port number for the server.
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14. Click Next.

15. Click on Source Type.

16. Enter syslog.

17. Click on Review.

18. Review your settings and click Submit.
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19. You can then click Start Searching after the connection was successfully created.

Example of syslog output:
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Create an App

The first step is to fill in the information for the Add new page to create an App.

To create an App

1. Go to Splunk Enterprise.

Note: After installing Splunk enterprise edition, you can open an enterprise by entering the URL https://localhost:8000.

2. On the left-hand side, click the Manage Apps icon. The Apps page appears.
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3. On the upper-right click Create app. The Add new page appears.
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4. In the Add new page, fill in the information:
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5. Select the default template.

6. Click Save. On the upper-left, a message, Successfully saved “splunkapp”. appears.

7. The Splunk app is saved.

You can check the new app at the following location on your computer where enterprise edition is installed: C:\\Program Files\\Splunk\\etc\\apps.
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Create Dashboard

The second step is to fill in the Create a New Dashboard dialog box and add source code to create a new dashboard.

To create a dashboard

1. Go to the Apps page.

2. Click Launch app in the Actions column of the app you created.

3. The Search page appears.

4. Click the Dashboard menu. The Dashboards page appears.
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5. Click Create New Dashboard. The Create New Dashboard dialog box appears.

6. In the Title text box, type the title for the dashboard.

7. In the Permissions field, select Shared in App.

8. Click Create Dashboard. The
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