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TECHNINE SPECIFIKACIJA

I. Pirkimo Objektas

Valstybés jmoné Registry centras Siuo pirkimu siekia jsigyti IPR IS atskyrimo nuo ESPBI IS
paslaugas (toliau — Paslaugos). Paslaugy teikimo metu tiekéjas turés jgyvendinti IPR IS atskyrimg nuo
ESPBI IS. Atskyrimo tikslas — padidintas sistemos prieinamumas ir IPR IS izoliavimas nuo ESPBI
pokyCiy duomeny lygyije.

&
II. Naudojamos santrumpos ibaé]vokos

Sioje techninéje specifikacijoje (toliau — Technine specifil@fija) naudojamy santrumpy ir sgvoky
paaiskinimai pateikiami Zemiau esancioje lenteléje (1 Ientela)q’

1 Ientﬁis Naudojamos santrumpos ir sqvokos

Santrumpa/ Paaiskinimas Q,"

savoka

Atskyrimas IPR IS atskyrimas nug‘éSPBI IS.

ESPBI IS Elektroninés svelkl@s paslaugy ir bendradarbiavimo infrastrukttros
informaciné sis}}é@a.

IPR IS arba Sistema |ISankstinés @‘éntu registracijos informaciné sistema.

Plétros projektas PrOJektasqfﬁ?ankstlnes pacienty registracijos informacinés sistemos (IPR IS)
vystym@

RC arba Perkancioji Valstybes jmoné Registry centras.
organizacija

SAM Lietuvos Respublikos sveikatos apsaugos ministerija.
SP] Sveikatos prieziliros jstaiga.
SP] IS Sveikatos priezilros jstaigy vidinés informacinés sistemos.

Technineé specifikacija | Sis dokumentas.

III. Esamos situacijos aprasymas

Siuo metu IPR IS yra realizuoti Sie funkciniai komponentai ir funkcionalumai:

1. Paciento posistemé, skirta Sistemos naudotojams, turintiems prieiga prie e. paslaugy
pacientams, kuriame leidziama:



1.1. atlikti laisvy laiky registracijoms pas gydytojg ar kitg sveikatos priezitiros specialistg
paieskg (leidziama ir neautentifikuotiems naudotojams);

1.2. atlikti registracijg vizitui pas gydytoja;
1.3. tvarkyti uzregistruotus vizitus.

2. Specialisto posistemé, skirta Sistemos naudotojams, turintiems prieigg prie e. paslaugy
specialistams, kuriame leidZziama:

2.1, atlikti laisvy laiky registracijoms pas gydytojg paieska;
2.2. atlikti registracijg vizitui pas gydytoja;
2.3, uzregistruoti pacientg j eile pas gydytoja;
2.4. tvarkyti pacienty registracijas;
2.5, tvarkyti pacienty eiles pas gydytoja;
2.6. fiksuoti pacienty atvykimg;
2.7. pasiulyti pacientui ankstesnj vizito laika;
2.8. sukurti papildoma vizitg; '\°;’
2.9. tvarkyti laisvus vizity pas gydytoja Ia}{,&
3. Administravimo posistemé, skirta Sistemos nauddtojams, turintiems prieigg Sistemos
administravimui, kurioje leidziama: >
3.1. tvarkyti IPR jstaigas; &
3.2. tvarkyti IPR jstaigy registratifkae;
3.3 tvarkyti registraturos kabing}us;
3.4. tvarkyti registrattiros dapa®’ vietas;
3.5. tvarkyti registraturos ialistus.
4. Duomeny mainy posistemé — skirtﬁjiniams ir iSoriniams duomeny mainams inicijuoti.
Siuo metu IPR IS gauna ir siuncia duomers:
4.1. SP] IS (iSoring i racija);
4.2. ESPBI IS (vidiké&ntegracija).
5. IPR IS loginé architektﬁréavaizduota 1 paveiksle.
£ " ™y
‘;‘5\ . ESPBI IS .
7 <> IPR IS
(J i i riei o s =
! Paciental Paciento posistemé

Prieiga

o _—
' Specialistai : .
| specialistams

Specialisto posistemé

Prieiga
admin istra- Administravimo posistemeé
vimu i

® Adminis
\ tratoriai
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1 paveiksias. IPR IS esama funkciné architektdra

6. Identifikuotos esamos situacijos problemos:

6.1. IPR IS naudoja tg paCia duomeny baze kaip ir ESPBI IS, todél sutrikus
vienos i$ sistemy darbui, yra jtakojama ir kita;
6.2. IPR IS naudoja bendrus ESPBI IS duomeny rinkinius ir strukttras, todél

darant pakeitimus ESPBI sistemoje, reikalingi pakeitimai ir IPR IS puséje — néra autonomijos.
7. Sistemos naudotojai, pagal jiems priskirtas funkcijas skirstomi j:

7.1, Neautentifikuotas naudotojas — naudotojas, veikiantis IPR IS vieSajame
portale bei naudojantis IPR IS funkcijas, kurioms nereikalinga autentifikacija;
7.2 Pacientas — naudotojas, veikiantis pacienty portale bei naudojantis IPR IS

funkcijas, susijusias su laisvy laiky vizitui pas gydytojg paieSka, registracija ambulatorinéms
arba stacionarinéms sveikatos priezitiros paslaugoms bei registracijy tvarkymu.
7.3. Specialistai:
7.3.1. Gydytojas — naudotojas, veikiantis specialisty portale bei naudojantis IPR
IS funkcijas, susijusias su laisvy laiky vizitui pas gydyto'qooaieéka bei paciento registracija
ambulatorinéms arba stacionarinéms sveikatos prieziggds paslaugoms;
7.3.2. Registratorius - naudotojas, veikiantiSyspecialisty portale bei naudojantis
IPR IS funkcijas, susijusias su laisvy laiky vizitgpas gydytojg ir paieSka ir paciento
registracija ambulatorinéms arba stacionariné@? sveikatos priezitros paslaugoms bei
paciento registracijy tvarkymu; &
7.3.3. Talony tvarkytojas - nau@o%jas, veikiantis specialisty portale bei
naudojantis IPR IS funkcijas, susijusias sg;laiqu laiky vizitui pas gydytojg generavimu.
7.3.4. Slaugytojas — naudotojaaz,ﬁ/eikiantis specialisty portale bei naudojantis IPR
IS funkcijas, susijusias su slaugos nagyuose darbo grafiko tvarkymu.
7.4. Sistemos administra@ai:
7.4.1. Pagrindinis Sist@os administratorius — naudotojas, veikiantis
administratoriy portale bei vy@ntis bendrasias Sistemos administravimo funkcijas.
7.4.2. SPI administ {Qrius — naudotojas, veikiantis administratoriy portale bei
vykdantis Sistemos admirxgavimo funkcijas SP], kurioje dirba, apimtyje.

V.  Bendrieji reikalavimai

4“
&

2 lentelé. Bendrieji reikalavimai

Nr.

Reikalavimas

BR-1.

Paslaugos turi bati suteiktos per ne ilgesnj kaip 4 (keturiy) ménesiy laikotarpj nuo pirkimo
— pardavimo sutarties pasiraSymo. Galimas Sutarties pratesimas — 1 ménesiui, tiekéjo
pageidavimu esamos buklés analizei atlikti arba esant nenumatytoms aplinkybéms:

e bet koks pagrjstas uzdelsimas, klittys ar trukdymai atsirade dél Uzsakovo kaltés;

e bet koks pagrjstas uzdelsimas, kliitys ar trukdymai sukelti Tiek&jui kity treciujy
asmeny ne dél Tiekéjo ne laiku ar netinkamai pagal Sutarties saglygas ir tvarka
suteikty Paslaugy;

e pakeitimo butinybé atsirado dél kity nenumatyty aplinkybiy, jei tokiy aplinkybiy
kiekviena Sutarties Salis, bidama protinga ir apdairi, negaléjo iS anksto numatyti;

e UZsakovo Tiekéjui pateikiami pagrjsti nurodymai turi jtakos Tiekéjo prievoliy
jvykdymo terminams.

BR-2.

Tiekéjas turi uztikrinti, kad teikiamos Paslaugos atitinka Organizaciniy ir techniniy
kibernetinio saugumo reikalavimy, taikomy kibernetinio saugumo subjektams, aprase,




Nr.

Reikalavimas

patvirtintame Lietuvos Respublikos Vyriausybés 2018 m. rugpjtcio 13 d. nutarimu Nr. 818
»Dél Lietuvos Respublikos kibernetinio saugumo jstatymo jgyvendinimo, nurodytus
reikalavimus.

BR-3.

Tieké&jas turi uztikrinti, kad jo sitlomi specialistai atitiks Lietuvos Respublikos nacionaliniam
saugumui uztikrinti svarbiy objekty apsaugos jstatymo bei Lietuvos Respublikos korupcijos
prevencijos jstatymo nuostatas: jvertinus pasitlymus bus vykdoma laiméjusj pasiulymg
pateikusio tiekéjo sitlomy specialisty, kuriems dél priskirty funkcijy ar pavesto darbo bty
suteikta teisé be palydos patekti prie valstybés jmonés Registry centro valdomy
nacionaliniam saugumui uztikrinti svarbiy jrenginiy ar turto, patikra.

BR-4.

Po sutarties sudarymo tiekéjas turi pasirengti Paslaugy teikimui ir sudaryti Atskyrimo plang
bei per 10 (desimt) kalendoriniy dieny jj suderinti su Perkanciajg organizacija. Plane turi
bati nurodomi planuojamy atlikti darby etapai bei prognozuojamos atskiry etapy atlikimo
datos.

BR-5.

Tiekéjas pries atliekant Atskyrimg Perkanciosios organi@cijos gamybinéje aplinkoje turés
atlikti Atskyrimg bandomojoje (testinéje) aplinkoj o@agal Perkanciosios organizacijos
poreikj, Atskyrimas testinéje aplinkoje turés biti atfiekamas ne maziau kaip 2 (du) kartus.
Perkancioji organizacija informuos tiekéjg elek%f:iu pastu apie Atskyrimo testinéje
aplinkoje atlikimg, kuris bus vykdomas pagal pggeiki.

BR-6.

Prie$ atliekant Atskyrimg gamybinéje aplink '@fiekéjas privalo jvertinti bei atlikti testavimag
dél atlikto Atskyrimo bandomojoje (testi«%e) aplinkoje. Tiekéjas pateikia Perkanciajai
organizacijai visg bandomosios aplinkos &skyrimo metu surinktg reikSmingg informacija,
jtakojancig gamybinés aplinkos Atskyﬁbsfa, bei konsultuoja Perkancigja organizacijg dél
Atskyrimo metu galimy Kilti riziky bq@q problemy sprendimo klausimais.

BR-7.

Tiekeéjas galés pradéti Atskyrima gafybinéje aplinkoje tik gaves Perkanciosios organizacijos
patvirtinima/leidimg. Perkanciojik@rganizacija apie leidimag/patvirtinimg pradéti Atskyrima
gamybinéje aplinkoje inform iekéjg elektroniniu pastu.

BR-8.

Tiekéjas jsipareigoja kiekviQa‘fne Atskyrimo etape kurti atsargines duomeny kopijas bei
sudaryti galimybe graiint@ngl. rollback) atliktus pakeitimus bei grjzti j pradine bisena.

BR-9.

Pasibaigus gamybineés affinkos Atskyrimui, tiekéjas atlieka Atskyrimo testavima/patikrinima,
ar Atskyrimas atliktaﬁ’é mingai. Tiekéjas elektroniniu pastu Perkanciajai organizacijai turi
pateikti visg susijusiQ Yokumentacijg dél tinkamai atlikto testavimo/patikrinimo.

BR-10.

Tiekéjas jsipareigoja iStaisyti visas testavimo metu nustatytas klaidas, jsitikinti, kad, IPR IS
po suteikty Paslaugy veikia kokybiskai.

BR-11.

Pasibaigus gamybinés aplinkos Atskyrimui ir testavimui tiekéjas turi parengti galutine
Paslaugy suteikimo ataskaita, kurioje turi bati iSvardinti atlikti darbai, pateikiamas
detalizuotas realizavimo apraSymas.

BR-12.

Visa dokumentacija turi bati rengiama lietuviy arba angly kalbomis. Dokumenty galutinés
versijos turi bati pateiktos elektroniniu (.doc arba lygiaverciu ir/ar .pdf arba lygiaverciu
formatu) formatu.

BR-13.

Tieké&jas turi suteikti Paslaugy garantija, kuri pradedama skaiciuoti nuo Paslaugy priémimo-
perdavimo akto pasirasymo dienos bei galioti 14 (keturiolika) kalendoriniy dieny. Garantija
apima klaidy taisyma bei Perkanciosios organizacijos darbuotojy konsultavimg suteikty
Paslaugy klausimais.

BR-14.

Paslaugy teikimas organizuojamas nuotoliniu biidu naudojantis Perkanciosios organizacijos
IT infrastruktiira. Perkancioji organizacija jsipareigoja tiekéjo darbuotojams sukurti




Nr.

Reikalavimas

nuotolines darbo vietas bei suteikti prieigg prie Paslaugy atlikimui reikalingos aplinkos po
BR-3 punkte nurodytos specialisto patikros.

BR-15.

Perkancioji organizacija uz pilnai suteiktas kokybiskas Paslaugas atsiskaito per 30
(trisdeSimt) kalendoriniy dieny po Paslaugy priémimo—perdavimo akto pasiraSymo ir
sgskaitos fakttros gavimo dienos, pagal sudarytos pirkimo-pardavimo sutarties saglygas.

BR-16.

Paslaugos atliekamos naudojantis Perkanciosios organizacijos uzduoCiy valdymo sistema
Jira, prie kurios Perkancioji organizacija suteiks prieigg. Prieigg prie Perkanciosios
organizacijos Jira uzduoCiy valdymo sistemos bus suteikiama per 3 (tris) darbo dienas po
sutarties sudarymo.

BR-17.

Paslaugy teikimo laikas — Perkanciosios organizacijos darbo dienomis nuo 8:00 iki 17:00
val., penktadieniais 8:00 iki 15:45 val., darbo dienos trukmé pries Sventines dienas — viena
valanda trumpiau (UTC +02:00). Salims rastu ir/arba pasinaudojant el. priemonémis ir/arba
Perkanciosios organizacijos Jira uzduociy sistemoje susitarius tam tikra Paslaugy dalis gali
bati teikiama ne Perkanciosios organizacijos darbo valaggomis.

BR-18.

LygiagreCiai su Atskyrimo veiklomis nurodytomis Si jébfechninéje specifikacijoje gali bati
vykdomos Plétros projekto veiklos. Esant tokiai situé%fjai, tiekéjas turés bendradarbiauti su
Sias veiklas vykdanciais paslaugy teikéjais, tarn.g'ad bty uztikrinamas sklandus abiejy
projekty darbas. Jeigu bus vykdomos Plé.t@ projekto veiklos, apie tai Perkancioji
organizacija Tiekéjg informuos elektroniniu A@tu.

BR-19.

IPR IS turi bti i&laikomas ne maZesnis &E}p trijy lygiy programy architektdros modelis
(duomeny bazés lygis, aplikacijy lygis, géfdotojo sgsajos lygis).

BR-20.

Aplikacijy lygio realizacija turi bati i%?’oma tarnybinése stotyse. Naudotojo kompiuteriui
turi tekti tik grafinio atvaizdavimo gz“davinj. Vaizdavimo lygmuo turi sgveikauti su veiklos
logikos lygmeniu naudojantis @plikacijq programavimo sgsajos (angl. Application
Programming Interface (API))Arépneéimais.

BR-21.

I naujg IPR IS turi bati perzért/i visi dabartinéje ESPBI IS duomeny bazéje IPR schemoje
sukaupti duomenys, i§sky@ jvykiy ir klaidy zurnalus.

BR-22.

Naujoje IPR IS turi bl‘?fieinami ir panaudojami IPR sistemos darbui reikalingi ESPBI IS
duomeny bazéje es@ s duomenys apie pacientus, organizacijas ir specialistus ir kt.
Toleruojamas duon%nq atsinaujinimo vélavimas ne daugiau kaip 6 (SeSios) valandos nuo
pasikeitimo ESPBI IS.

BR-23.

Nauja IPR IS neturi tiesiogiai naudoti ESPBI ar kitos duomeny bazés objekty.

BR-24.

Naujos IPR IS duomeny bazés duomeny modelis ir programinis kodas turi buti atnaujintas
ir pritaikytas atlikti visas IPR IS funkcijas nepriklausomai nuo ESPBI IS.

BR-25.

Jei dalj ESPBI IS duomeny néra tikslinga perkelti j atskirg IPR IS duomeny baze, tuomet
atitinkamai ESPBI IS aplikacijy lygyje turi buti realizuotas reikalingy duomeny pateikimas
API praneSimais j IPR IS veiklos logikos lygmen.

BR-26.

Nauja duomeny bazé turi blti paruosta visose IPR IS aplinkose: kiirimo, testavimo,
mokomojoje ir gamybinéje.

BR-27.

Tiekéjo siulomas IPR IS atskyrimo nuo ESPBI paslaugos neturi kelti grésmés nacionaliniam
saugumui. Tiekéjas teikdamas ir pasiraSydamas pasillymg patvirtina, kad jo IPR IS
atskyrimo nuo ESPBI paslaugos nekelia grésmés nacionaliniam saugumui.




Nr.

Reikalavimas

BR-28.

Perkancioji organizacija, Nacionaliniam saugumui uztikrinti svarbiy objekty apsaugos
jstatyme nustatyta tvarka, kreipsis j Nacionaliniam saugumui uztikrinti svarbiy objekty
apsaugos koordinavimo komisijg (toliau — Komisija) dél ketinamo sudaryti sandorio atitikties
nacionalinio saugumo interesams patikros ir tuo atveju, jeigu Komisija pareikalaus pateikti
papildomus dokumentus tiekéjas, tiekéjy grupés partneriai, ir jy pasitelkiami subtiekéjai
privalés juos pateikti.

BR-29.

Paslaugy teikimo metu naudojamos programinés jrangos gamintojas ar jj kontroliuojantis
asmuo negali buti registruoti (jeigu gamintojas ar jj kontroliuojantis asmuo yra fizinis asmuo
— nuolat gyvenantis ar turintis pilietybe) Lietuvos Respublikos vieSujy pirkimy jstatymo 92
straipsnio 14 dalyje numatytame sgrase nurodytose valstybése ar teritorijose (https://e-
seimas.Irs.lt/portal/legalAct/It/TAP/16f99e01af6811ecaf79c2120caf5094).

BR-30.

Paslaugy teikimas, priezitra ar palaikymas negali biiti vykdomas iS Sio Lietuvos Respublikos
viesyjy pirkimy jstatymo 92 straipsnio 14 dalyje numatytame sarase nurodyty valstybiy ar
teritorijy 'O\,% (https://e-
seimas.Irs.lt/portal/legalAct/It/TAP/16f99e01af681 1@(@79c2120caf5094).




TECHNICAL SPECIFICATION
I. OBJECT OF PROCUREMENT

State Enterprise Centre of Registers through this procurement seeks to acquire the services of
separating the IPR IS from the ESPBI IS (hereinafter referred to as the Services). During the provision
of the Services, the Provider will have to complete the separation of the IPR IS from the ESPBI IS.
The purpose of the separation is to increase the availability of the system and to isolate the IPR IS
from changes at the ESPBI data level.

I1. ABBREVIATIONS AND DEFINITIONS

This Technical specification uses abbreviations and definitions provided in the table below

(see Table No. 1).

Table No. 1. Abbreviations and definitions

N
=
Abbreviation/ Explanation &,o
definition éb'
Separation IPR IS separated from ESPBI IS Ké)&;q
ESPBI IS Information System of EIectroMlealth Services and Collaboration

Infrastructure )

IPR IS or System

[rAY
Information System of Paﬁeﬁﬁt Appointment Management. All references to
the new IPR IS are maggto the System, which was separated from the
ESPBI IS. <

Development project

Project “Developm it of the Information System of Patient Appointment
Management (E@IS)”

RC or Contracting

State Enterp@YCentre of Registers
N

Authority N
LN
SAM Ministﬁ Health of the Republic of Lithuania
SPI Health Zare institution
SPI5 IS Internal information systems of health care institutions
Technical Current document
specification

II1.

DESCRIPTION OF THE CURRENT SITUATION

Currently, the following functional components and functionalities are implemented in the IPR

IS:

1. Patient subsystem for System Users with access to e-services for patients, which allows to:

1.1. search and check available time for appointment for consultation of a doctor or other
healthcare professional (unauthenticated users are also allowed);

1.2. book appointment for consultation of a doctor;

1.3. manage recorded appointments.




2. Specialist subsystem for System users with access to e-service for professionals, which allows
to:

2.1. search for available time for appointments for consultation of a doctor;

2.2. book appointment for consultation of a doctor;

2.3. put a patient into the queue to consult a doctor;

2.4. manage patient appointments;

2.5. manage patient queues to consult a doctor;

2.6. record the arrival of patients;

2.7. offer the patient an earlier appointment time;

2.8. create an additional appointment;

2.9. manage free appointments to consult a doctor.

3. Administration subsystem for System users with access to System administration, which
allows to:

3.1. manage IPR institutions;

3.2. manage the receptions of IPR institutions;

3.3. manage reception offices; )

3.4. manage reception work areas; oo

3.5. manage receptionists. S

4. Data exchange subsystem - for initiating internal an&external data exchange. The IPR IS
currently receives and sends data to: ,g,‘b'

4.1. SPI IS (external integration); -o‘@

4.2. ESPBL IS (internal integration). A

5. The logical architecture of the IPR IS is shog,swin Figure 1.

L

é" IPRIS

patients

® Adminis PASin
“ trators i wiess

Other components

Figure 1.: Current functional infrastructure of the IPR IS

6. Problems identified in the current situation:
6.1. The IPR IS uses the same database as the ESPBI IS, so the failure of one system
affects the other one;



6.2. The IPR IS uses common ESPBI IS data sets and structures, so changes to the
ESPBI system also require changes on the IPR IS part, which results in a lack of autonomy.

7. System users, according to the functions assigned to them, are divided into:

7.1. Unauthenticated user means a user operating on the IPR IS public portal and using
IPR IS functions that do not require authentication;

7.2. Patient means a user operating on the patient’s portal and using the functions of
the IPR IS related to the search for available time for appointments for consultation of a doctor,
booking of outpatient or inpatient healthcare services, and processing of appointments.

7.3. Specialists:

7.3.1. Physician/doctor means a user operating on the portal of specialists and using
the functions of IPR IS related to the search for available time for appointment for consultation of a
doctor and booking of outpatient or inpatient health care services for a patient;

7.3.2. Receptionist means a user operating on the portal of specialists and using the
functions of IPR IS related to the search for available time for appointment for consultation of a doctor
and booking of outpatient or inpatient healthcare services for a patient and processing of patient
appointments; &
7.3.3. Appointment card manager means a user op \ting on the specialist portal and
using the IPR IS functions related to the generation of available titwes for appointment for consultation
of a doctor.

7.3.4. Nurse means a user who operates or;:?he portal of specialists and uses the
functions of IPR IS related to the management of work sggédule for provision of nursing services at
home.

7.4. System administrators: Qg)

7.4.1. The main System administratﬁé}is a user who operates on the administrators
portal and performs general System administratjQfunctions.

7.4.2. SPI Administrator is a user a&rating on the administrators portal and performing
System administration functions within the sedpe of the SPI where he/she works.

S
IV. Q&NERAL REQUIREMENTS
S
No. Requirement \Q"
BR-31. The Services my& be provided within a maximum period of 4 (four) months from

the signing ofQMe Public Procurement - Sale Contract. Possible extension of the
Contract shall be 1 month at the request of the Provider for the analysis of the
current situation or in case of unforeseen circumstances:

e any reasonable delay, obstruction, or interference caused by the fault of
the Customer;

e any reasonable delay, obstruction or interference caused to the Provider by
other third parties, which resulted not due to the Services that were
provided by the Provider not in the timely manner or improperly in
accordance with the terms and conditions of the Contract;

e the need for the change arose due to other unforeseen circumstances if
each Contracting party, being reasonable and prudent, could not have
foreseen such circumstances;

e reasonable instructions provided by the Customer to the Provider affect the
terms of fulfillment of the Provider’s obligations.

BR-32. The Provider shall ensure that the Services provided comply with the requirements
established in the Description of Organizational and Technical Cyber Security




No.

Requirement

Requirements Applicable to Cyber Security Entities approved by Resolution No. 818
of the Government of the Republic of Lithuania on 13 August 2018 On the
Implementation of the Law on Cyber Security of the Republic of Lithuania”.

BR-33.

The Provider must ensure that the proposed specialists comply with the provisions
of the Law of the Republic of Lithuania on the Protection of Objects of Importance
to Ensuring National Security and the Law of the Republic of Lithuania on
Prevention of Corruption: after the evaluation of the tender bids, the specialists
proposed by the successful tenderer will be subject to the inspection who, due to
the delegated functions or assigned work, would be granted the right to have
unaccompanied access to the facilities or property managed by the State Enterprise
Centre of Registers, which are important for ensuring national security.

BR-34.

After concluding the Contract, the Provider shall get ready for the provision of the
Services and draw up the Separation plan, and agree upon it with the Contracting
Authority within 10 (ten) calendar days. The plangust indicate the phases of the
planned work to be performed and the forecaste%aétes for the performance of the
individual phases. S

N

BR-35.

Before the Separation in the production envi@ment of the Contracting Authority,
the Provider will have to perform the Separq&(’)n in the test environment. According
to the needs of the Contracting Authori@' eparation in the test environment will
have to be performed at least 2 (two):&mes. The Contracting Authority will inform
the Provider by e-mail about the@erformance of the Separation in the test
environment, which will be carrie@ut as required.

BR-36.

Before performing the Separatio®n the production environment, the Provider must
evaluate and perform the t&ting on the Separation performed in the test
environment. The Provider gball provide the Contracting Authority with all relevant
information collected dux®y the Separation in the test environment affecting the
Separation in the prgdtiction environment and shall advise the Contracting
Authority on the ris at may arise during the Separation and other problem
solving issues. &

BR-37.

The Provider wi@% able to start the Separation in the production environment
only after re ng the approval/permission of the Contracting Authority. The
Contracting Authority will inform the Provider by e-mail about the
permission/approval to start the Separation in the production environment.

BR-38.

The Provider undertakes to back up the data at each stage of the Separation and
to make it possible to roll back the changes made and return to the initial state.

BR-39.

Upon completion of the Separation in the production environment, the Provider
shall perform the Separation testing/verification that the Separation has been
completed successfully. The Provider must provide Contracting Authority with all
relevant documentation regarding the proper testing/verification by e-mail.

BR-40.

The Provider undertakes to correct all errors identified during testing and to make
sure that the IPR IS operation after the provision of Services is of good quality.

BR-41.

At the end of the Separation and testing in the production environment, the
Provider shall prepare a final report on the provision of Services, which shall list
the work performed and provide a detailed description of the implementation.




No.

Requirement

BR-42.

All documentation must be prepared in Lithuanian or English. The final versions of
the documents must be submitted in electronic format (.docx or equivalent and/or
.pdf or equivalent).

BR-43.

The Provider must provide a Service guarantee, which starts from the date of
signing the Statement of Transfer and Acceptance of the Services and is valid for
14 (fourteen) calendar days. The guarantee includes correction of errors and
consultation of the Contracting Authority's employees on the provided Services.

BR-44.

The provision of Services shall be organized remotely using the IT infrastructure of
the Contracting Authority. The Contracting Authority undertakes to create remote
workplaces for the Provider's employees and to provide access to the environment
necessary for the performance of the Services after the specialist inspection
specified in Clause BR-3.

BR-45.

The Contracting Authority shall pay for the fully provided quality Services within 30
(thirty) calendar days after the day of signing the Statement of Transfer and
Acceptance of the Services and receipt of the invgig@ in accordance with the terms
and conditions of the concluded Public Procurgn;@nt-SaIe Contract.

BR-46.

The Services shall be performed using &he Contracting Authority's task
management system Jira, to which the Cosffacting Authority will provide access.
Access to the Contracting Authority's Jirax§sk management system will be granted
within 3 (three) working days after th&Xdnclusion of the Contract.

BR-47.

Time of provision of the Services Il be as follows: on working days of the
Contracting Authority from 8:00 thl'7:00, on Fridays from 8:00 to 15:45, duration
of a working day before publi@blidays - one hour shorter (UTC +02:00). The
parties may agree in writing ‘ﬁﬁd/or by e-mail, and/or by using the Contracting
Authority's Jira task mana ent system that a certain part of the Services might
be provided outside theQ@\r'king hours of the Contracting Authority.

BR-48.

the development pr activities may be carried out. In this situation, the Provider
will have to co ate with the service providers carrying out development
activities to en the smooth running of both projects. If the activities of the
development ﬁsoject are being carried out, the Contracting Authority will inform
the Provider by e-mail.

In parallel with the ﬁa?ation activities specified in this Technical Specification,

BR-49.

The IPR IS must maintain at least a three-tier application architecture model
(database level, application level, user interface level).

BR-50.

Application-level implementation must be maintained on servers. The user's
computer only needs to realise a graphical display task. The rendering layer must
interact with the operational logic layer using Application Programming Interface
(API) messages.

BR-51.

All data stored in the current ESPBI IS database in the IPR scheme must be
transferred to the new IPR IS, except for event and error logs.

BR-52.

The new IPR IS should be able to take and use the data on patients, organizations
and professionals, etc. from the ESPBI IS database required for the operation of
the System. Data update delay of up to 6 (six) hours from the implemented change
in the ESPBI IS shall be tolerated.




No. Requirement

BR-53. The new IPR IS must not directly use ESPBI or other database objects.

BR-54. The data model and software code of the new IPR IS database must be updated
and adapted to perform all the functions of the IPR IS independent of the ESPBI
IS.

BR-55. If it is not viable to transfer part of the ESPBI IS data to a separate IPR IS database,

then at the ESPBI IS application level, respectively, the provision of the required
data by API messages to the IPR IS operational logic level must be implemented.

BR-56. The new database must be prepared in all IPR IS environments: development,
testing, training and production.
BR-57. The Separation Service offered by the Provider shall not pose a threat to national

security. By submitting and signing the tender bid, the Provider confirms that the
Separation Service does not pose a threat to national security.

BR-58. The Contracting Authority, in accordance with thg,procedure established by the
Law on the Protection of Objects of Importance &@ nsuring National Security, will
contact the Commission for Coordination of Protection of Objects Important for
National Security (hereinafter referred to as Commission) to verify whether the
proposed Public Procurement-Sale Contr%ﬁt is in compliance to national security
interests. By the request of the Comm zlan the Provider, partners of the group of
providers and their sub-providers invited by them will be required to provide
additional documents if necessary[,g

BR-59. During the provision of Serwcese,‘the manufacturer of the software used or the
X

person controlling the manufa@:rer may not be registered (if the manufacturer or

the person controlling it |%&a natural person permanently residing or having

citizenship) in the states@vterrltorles specified in Article 92 (14) of the Law on

Public  Procuremen of the Republic of Lithuania  (https://e-

seimas.lIrs.It/portal/ Ig@ Act/It/TAP/16f99e01af6811ecaf79c2120caf5094 ).

BR-60. The provision of Sg?l’ces, maintenance or support may not be performed from the
states or territoR8s specified in the list provided for in Paragraph 14 of Article 92
of the Law & Public Procurement of the Republic of Lithuania (https://e-
seimas.Irs.It/portal/legalAct/It/ TAP/16f99e01af6811ecaf79c2120caf5094 ).

Valstybés jmoné Registry centras:/ (Tiekéjo pavadinimas):/(Name
State Enterprise Centre of Registers: of the Provider):
Choose an item. [pareigy pavadinimas]/ [position)

[vardas ir pavardé]/[ name and
/ seall surname] /seall



Viesojo pirkimo-pardavimo sutarties Nr. ST- Annex 2
2 priedas to Public Procurement — Sale Contract No. ST-

TENDER BID
FOR THE SERVICES OF SEPARATING THE IPR IS FROM THE ESPBI IS

04.08.2022

(date)

Tallinn

To the State Enterprise Centre of Registers

(place)

(Addressee)

1.

S
INFORMATION ﬁOUT THE TENDERER:

Name(s) of the tenderer or the members of the %rqj@fp DBACC Estonia OU
of economic operators, code(s) of legal enti e

tender bid is submitted by a natural person,

Business Licence, individual activity certifica
similar document), address(es)

4

xO

Collegial management and/or

supewis@ody of the

tenderer (to be specified if any) L

Legal entity or natural person
(to be specified if any)

contre{i)ig the tenderer

A

Member of the group of econo yperators
representing or leading the gr

operators (to be completed ii

of economic
tender bid is
submitted by the group of economic operators)

Name and surname of the person authorised to sign Ranno Tonnus

the tender bid

Contact information of the person authorised to
communicate with the Contracting Authority (name,

surname, phone, fax, e-mail, address)

2. INFORMATION ABOUT EACH PARTNER OF THE GROUP OF TENDERERS
(to be completed if a tender bid is submitted by the group of tenderers)

No. Name of the Legal entity Description of | Value of the part of the
partner of the and/or natural the part of provided services by
group of person and /or the Contract the partner in the
tenderers, code | collegiate object to be tender bid price

of legal entity,
address

and/or

management body | transferred to

supervisory body

the partner EUR, including VAT




controlling the
partner of the
group of tenderers
(to be completed if
applicable)

3. INFORMATION ABOUT THE ECONOMIC OPERATORS WHOSE CAPACITY THE TENDERER
RELIES ON TO MEET THE QUALIFICATION REQUIREMENTS SET FORTH BY THE
CONTRACTING AUTHORITY (IF SUCH REQUIREMENTS ARE SET FORTH) (to be completed if the
tenderer involves other economic operators whose capacity it relies on pursuant to Article 49 of the Law
on Public Procurement)

No. Name of Legal entity Reference to Description of Part of the
legal entity and/or the provision of | thépart of the Procurement
of economic natural the &oqltract object | Contractin the

operator, person and procurement 3o be transferred | tender bid price
code or /or collegiate documents cﬂ?’to the economic | for which the
name and management (specify th,eg'}’ operator economic
surname of | body and/or procure operators are to
natural supervisory documeny and be involved
person body Point rein)

EUR, including

controlling stip%@tmg the
y VAT

the economic | tendgYer to rely
operator (to oq§the capacity
be completed /'f['?ﬁ‘the economic
applicable) 4(, operator to
Q’| conform to it
1 S
S
=3

4. INFORMATION ABOUT KNOWN SUB-PROVIDERS AND PART OF THE CONTRACT

TRANSFERRED TO THEM
(to be completed if the tenderer involves sub-providers)
No. | Name of the sub- | Legal entity Description of the | Part of the
provider, code of | and/or natural part of the Procurement Contract
legal entity, person and /or Contract object to | in the tender bid price
address collegiate be transferred to | transferred to the
management the sub-provider | sub-provider
body and/or
supervisory body . .
controlling the EUR, including VAT
sub-provider (7o




be completed if
applicable)

5. INFORMATION ABOUT THE SPECIALISTS WHO ARE RELIED ON TO PROVE
QUALIFICATION OF THE TENDERER AND PERFORM THE PROCUREMENT CONTRACT;
HOWEVER, THEY ARE NOT EMPLOYEES OF THE TENDERER OR THE ECONOMIC
OPERATOR(S) WHOSE CAPACITY THE TENDERER RELIES ON AT THE TIME OF
SUBMITTING THE TENDER BID, BUT IN CASE OF SUCCESSFUL TENDER BID, THEY WOULD
BE EMPLOYED (quasi-sub-providers)

No. Name and surname Current workplace of the specialist
i1 )

&°&
2

>
3. >
A
W

6. TENRER BID PRICE

6.1. Thetender bid price shall be given in‘&aro. If tender bid prices are quoted in foreign currency,
they will be converted into euro according to t uro foreign exchange reference rates published by the
European Central Bank, and in cases where th&European Central Bank does not publish the Euro foreign
exchange reference rates, the euro and fort é'l exchange reference rate set and published by the Bank of
Lithuania on the last day of the deadline he submission of tender bids.

6.2. When calculating the pric e full scope and requirements of the Procurement object, price
components, etc. specified in the Pra%ement documents must be taken into account. After completion
of the Contract, the Contracting A rity shall be able to use the Procurement object without additional
costs unless explicitly stated othepajse in the Procurement documents. The VAT is reported separately. If
the tenderer is not a VAT pay must indicate this in the tender bid, specifying the legal basis. The
tenderer must assess whether ®is going to become a VAT payer during the performance of the Contract.
If the tenderer becomes a VAT payer during the performance of the Contract, it must quote the price
including VAT. Tender bid prices including all taxes and VAT shall be evaluated and compared. In case the
Contracting Authority has to pay VAT to the state budget for the purchased Procurement object itself in
accordance with the procedure established by the laws governing taxes and the secondary legislation, this
tax shall be included in the tender bid price (if the tenderer did not include it in the tender bid, the
Contracting Authority shall include it for comparison purposes). The tender bid price must include all taxes
and all other direct and indirect costs and fees/charges incurred and/or likely to be incurred by the tenderer
in connection with the performance of the Procurement Contract, including the costs for submission of
electronic invoices.

6.3. .The total price (and its components) in the Tender bid must be quoted with the accuracy of
up to the nearest hundredth of the euro, i.e. rounded up to two decimals. If the third number after the
decimal point is from 0 to 4, the second number after the decimal point is left as it is. If the third number
after the decimal point is from 5 to 9, the second sbe 3.14; whereas 3.1153 rounded to the hundredth
will be 3.12.



Procurement object Price, EUR, excluding VAT
Services of separating the IPR IS from the ESPBI IS | 25920,00
VAT (completed if applicable)™ ........coueeeeuveeeeeriieaansaannns EUR
Total tender bid price, EUR, including VAT ....25920,00...........c.ccccccvvivsesrsecnen. EUR

Tender bid price, in EUR, including VAT, in
words:twenty-five thousand nine hundred twenty euro and 00 cent
If you leave the VAT field empty, indicate the reasons why you do
not pay VAT: Export - Company in Estonia selling to Lithuania

7. DOCUMENTS AND INFORMATION ABOUT CONFIDENTIALITY PROVIDED
All documents along with the tender bid shall be provided using the CVP IS tools unless specified
otherwise:

No.

Document

Number
of
pages

document contain
conﬁ@antial

inf ation?
es/No)

N

Does the

Explanation what
specific information
is confidential in
the document and
why

2

M4
&

A copy of the joint venture
agreement (if the tender bid is
submitted by the group of
economic operators)

&
g

A copy of the power of attorney or N
other document granting the right ¥
to submit and/or sign the tend

bid and other documents (if t
tender bid is submitted anq,@ the
documents are signed n \3’/ the
manager of the tendere®,
participants of the group of
tenderers, sub-providers or
economic operators whose capacity
the tenderer relies on)

If the tenderer involves economic
operators, evidence that these
resources will be available for the
entire period of performance of the
contractual obligations

The signed ESPD (Annex 4 of the
Procurement Conditions
“ESPD"”Error! Reference source
not found..

12

No




*A  separate ESPD shall be
completed by:

1) The tenderer;

2) Each member of the group of
tenderers (if the tender bid is
submitted by the group of
tenderers);

3) Each economic operator whose
capacity the tenderer relies on
pursuant to Article 49 of the Law on
Public Procurement (if any);

4) Each sub-provider.

Declaration of reliability (Annex 10
to the Procurement Conditions)

No

When the person providing maintenance and support of software or the manufacturer

of the software or the person exercising control over them is a legal entity,

the following is submitted:

6.1

Copy of the founding documents of
the legal entity certified by the head
of the legal entity®

NOTE. Relevant document is
provided for each legal entity
indicated in item six (6) of the table.

6.2.

Extended extract from the Register
of Legal Entities with historical

information? '§
‘O

NOTE. Relevant docume

provided for each Iegal e tlty

indicated in item six (6) 01’4% table.

When the person proﬂ&mg maintenance and support of software or the manufacturer
of the software or the person exercising control over them is a natural person, the following is

submitted:

Z.1

Copy of the document certifying the
personal identity (a personal identity
card or a passport)?

NOTE. Relevant document is
provided for each natural person
indicated in item seven (7) of the
table.

7.2.

Copy of the document certifying the
permission to engage in the relevant

economic activity (for example, a




Business Licence, individual activity
certificate, etc.)?

NOTE. Relevant document is
provided for each natural person
indicated in item seven (7) of the
table.

7.3.

Certificate on the declared place of
residence’

NOTE. Relevant document is
provided for each natural person
indicated in item seven (7) of the
table.

Documents in accordance with the
requirements provided for in Annex
1 “Technical Specification” of the
Procurement Conditions and Annex
6 “Criteria and Conditions for the
Evaluation of Tender Bids” of the
Procurement Conditions:

1. List of specialists according to the
form provided in Annex 8 of the
Procurement conditions;

2. Experience of specialists
according to the form provided in
Annexes 9 of the Procurement

conditions; a
3. Consent of the propos&}
specialists after the tenderephkas
won the tender and signéd” the
Public Procurement Co \’ct to
perform the duties ﬁgned to
him/her  (provided hen the
specialist is not an employee of the

tenderer).




By signing this tender bid, hereby I declare that:
o I am aware of the Procurement documents as well as of the applicable laws and by-laws of

the Republic of Lithuania that regulate the procedure of public procurement and may affect any relations
between the Contracting Authority and the tenderer arising from this Procurement and/or in relation to
this Procurement;

o I agree with all terms, conditions and procedures established in the Procurement documents;

o The data and information provided in the tender bid documents are correct and include
everything necessary for the proper performance of the Contract;

o The tender bid is valid for the term specified in the relevant Point of Chapter 2 “Time limits”

of the Procurement Conditions
e The proposed procurement object is not a threat to national security.
Member of the Board Digital Ranno TOnnus

(Position of the tenderer or its authorised person) (Signature) (Name, surname)

&
N
)
Valstybés imoné Registry centras:/ (Tisl&(éjo pavadinimas):/(Name
State Enterprise Centre of Registers: o@he Provider):
A
Q
S
Choose an item. &O [pareigy pavadinimas]/ [position)
[vardas ir pavardé]/[ name and
/ @? surname] | seal|
&
&
&)
3
(Q



VieSojo pirkimo-pardavimo sutarties Nr. ST-
3 priedas

(perdavimo—priémimo akto forma)
PASLAUGU Perdavimo—priémimo aktas
Nr.
(data)

(sudarymo vieta)
Sj akta pasirade atsakingi asmenys pazymi, kad vadovaudamiesi pasiradytos Pirkimo objekto
pavadinimas viesojo pirkimo sutarties Nr. nurodyti nuostatomis, Paslaugy teikéjas perduoda, o Paslaugy
priima Sioje lenteléje nurodytas Paslaugas:

Eil.

NF Paslaugy pavadinimas Kiekis (vnt.)

Jeigu atsisakoma priimti Paslaugas ar jy dalj dél Paslaugy pigvimo—priémimo metu pastebéty
trikumy, jie nurodomi ir apraSomi &&¥e lenteléje:

Numatomas PasRwgy trakumy
paéalininjcﬁerminas

Eil.

NF. Pastabos

Paslaugy trikumy aprasymas

5
B

Pastaba: jei Paslaugy trakumy néra pastebéta, /e@k turi bati perbraukta ,,Z" formos briaksniais.

.. 4] .
PASLAUGAS PRIEME: Q/@PASLAUGAS PERDAVE:
Valstybés jmoné Registry centras 9 (Tiekéjo pavadinimas):
&\
(atsakingo asmens pareigy o&, (atsakingo asmens pareigy
pavadinimas) R pavadinimas)
(vardas ir pavardeé) N. (vardas ir pavardeé) A.V.
Q
]
>
4(,\’
Valstybés jmoné Registry Q (Tiekéjo pavadinimas):
centras: Q/
Choose an item. pareigy pavadinimas

A.V. vardas ir pavardé AV.



Annex 3
to Public Procurement — Sale Contract No. ST-

(Form of the Statement of Transfer and Acceptance of the Services)

STATEMENT OF TRANSFER AND ACCEPTANCE OF THE SERVICES

No.

(date)

(place)
The signatories of this Statement note that, in accordance with the provisions of the signed Public

Procurement-Sale Contract for [title of the procurement object] No [fo be entered], the Provider shall
transfer and the Customer shall accept the Services specified in the table below:

No.

Name of Services

N Quantity (pieces)

GO
&

If acceptance of the Services or a part thereof is refu

due to shortcomings observed during the

transfer and acceptance of the Services, they shall be indi@ted and described in the table below:
o N

No.

Description of shortcomings of

LY
Time Iimit@remove shortcomings

Notes

Note: if no shortcomings of the Services g,;,be observed, strikethrough the table with Z-shaped lines.

the Services 2
&
Q
SERVICES ACCEPTED BY: é’
State Enterprise Centre of Registers§'
S
(position of responsible person) Q
(name and surname) "\\/Q,
Q,\ /seal
Q
State Enterprise Centre of
Registers:
Choose an item.
/ seall

SERVICES TRANSFERRED BY:
(Name of the Provider):

(position of responsible person)

(name and surname)
/seall
(Name of the Provider):
[ position)
[name and surname) /seal|



Annex 4
to Public Procurement — Sale Contract No. ST-

STANDARTINES SUTARCIY SALYGOS
TARP DUOMENUY TVARKYTOJU

STANDARD CONTRACTUAL TERMS AND
CONDITIONS BETWEEN DATA PROCESSORS

Duomeny tvarkytojas valstybés jmoné Registry
centras, juridinio asmens kodas 124110246, kurios
registruota buveiné yra Lvivo g. 25-101, Vilnius,
telefono rySio numeris (8 5) 268 8262, elektroninio
pasto adresas info@registrucentras.lt, duomenys
kaupiami ir saugomi Lietuvos Respublikos juridiniy

asmeny registre, atstovaujamas Teisés
departamento vadovo Zydrino Radigausko,
veikiancio pagal Duomeny tvarkytojo

geneneralinio direktoriaus 2022-10-10 jsakymag Nr.
VE-742 ,,Dél finansy ir administravimo direktoriaus
pavadavimo" vardu (toliau — Duomeny valdytojas),

ir Duomeny tvarkytojas DBACC Estonia OU,
14244728, Lootsa 5, Tallinn 11415, Estonia Q’f

atstovaujama tarybos nario Ranno T(”)nr,@,
veikiancio pagal jmonés jstatus, kiekvienas a£§irai

vadinamas  ,Salim®, o kartu ,S&imis",
vadovaudamosi 2016 m. balandzio 27 %&uropos
Parlamento ir Tarybos reglamento ( 016/679

dél fiziniy asmeny apsaugos tvaz, nt asmens
duomenis ir dél laisvo tokiy du y judéjimo ir
kuriuo panaikinama Direktyva 6/EB (Bendrasis
duomeny apsaugos reglaﬁentas) (toliau -
Reglamentas (ES) 2016/679),

susitaré dél Siy standartiniy sutarciy salygy (toliau
— Sutartis), kurias sudaro Sutartyje nurodyti priedai
ir kiti Sutarties galiojimo laikotarpiu Saliy
tarpusavio susitarimu suderinti dokumentai.

The State Enterprise Centre of Registers, being the
Data Processor, legal entity code 124110246, the
registered office thereof is at Lvivo str. 25-101,
Vilnius, phone number (8 5) 268 8262, e-mail
address info@registrucentras.lt, data about the
Enterprise is collected and stored in the Register of
Legal Entities of the Republic of Lithuania,
represented by the Head of the Legal Department
Zydrinas Ra@auskas operating in accordance to
Data Proce@ars 2022-10-10 order No. VE-742 of
the gen director “"Regarding the replacement of
the DiRector of Finance and Administration”
(her@nafter referred to as the Data Controller),

S
ﬁ DBACC Estonia OU, being the Data Processor,
gﬁ4244728, LOOtsa 5, Tallinn 11415, Estonia
represented by, Ranno Tonnus, Member of the
board, operating in accordance with the company's
articles of association,

the both mentioned parties are collectively referred
to as the Parties, and each individually, as a Party,

pursuant to Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April
2016 on the protection of natural persons with
regard to the processing of personal data and on
the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection
Regulation) (hereinafter referred to as the
Regulation (EU) 2016/679),

have agreed on the following Standard Terms and
Conditions (hereinafter referred to as the
Agreement), which consist of the Annexes
specified in the Agreement and other documents
agreed upon by the Parties during the term of the
Agreement.

I SKYRIUS

CHAPTER I

SUTARTIES OBJEKTAS

SUBJECT OF THE AGREEMENT




1. Sutartimi jgyvendinant Reglamento (ES)
2016/679 28 straipsnio 3 dalj, nustatomos
duomeny valdytojo ir duomeny tvarkytojo teisés
bei pareigos, duomeny valdytojo vardu tvarkant
asmens duomenis. Sutartimi siekiama apsaugoti
duomeny subjekty teises, mazinti konkrecig
asmens duomeny apsaugos rizikg ir uztikrinti
duomeny valdytojo ir duomeny tvarkytojo santykiy
bei atitinkamy teisiy ir pareigy aiSkuma.

1. Implementing Article 28 (3) of Regulation (EU)
2016/679, the Agreement shall establish the rights
and obligations of the Data Controller and the Data
Processor when processing personal data on
behalf of the Data Controller. The purpose of the
Agreement is to protect the rights of data subjects,
to reduce the specific risks related to the protection
of personal data and to ensure clarity on the
relationship between the Data Controller and the
Data Processor and on the respective rights and
obligations.

2. Teikdamas IPR IS atskyrimo nuo ESPBI
paslaugas, duomeny tvarkytojas tvarkys asmens
duomenis duomeny valdytojo vardu pagal Sig
Sutartj.

2. When providing the Services of separating the
IPR IS from the ESPBI IS, the Data Processor shall
process personal data on behalf of the Data
Controller pursuant to this Agreement.

3. Prie Sutarties pridedami 3 priedai, kurie yra
neatsiejama Sutarties dalis:

3.1. Sutarties 1 priede pateikiama informacija apie
asmens duomeny tvarkymg, jskaitant tvarkymo
tikslg ir pobtidj, asmens duomeny risis, duomeny
subjekty kategorijas ir tvarkymo trukme;

3.2. Sutarties 2 priede pateikiamos duomenyy
valdytojo  sglygos, kuriomis  vadovauja %
duomeny tvarkytojai galés pasitelkti S
duomeny tvarkytojus (toliau — pagalbinis dugmeny
tvarkytojas), ir duomeny vaIdytojo"é‘ygaIiotq
pagalbiniy duomeny tvarkytojy sarasas;

3.3. Sutarties 3 priede pateikia@ duomeny
valdytojo nurodymai, susije su asgtens duomeny
tvarkymu, minimalios saugumo.gtemonés, kurias
turi jgyvendinti duomeny tv ojas, ir tai, kaip
turi buti atliekamas duomeny tvarkytojo auditas.

3. The Agregment shall have 3 annexes that make
an integral@rt thereof:
3.1. Angex 1 to the Agreement shall provide
informa®on on the processing of personal data,
inclu@i.ng the purpose and nature of the
) ébessing, types of personal data, categories of
ta subjects and duration of the processing;
53.2. Annex 2 to the Agreement shall set out the
conditions established by the Data Controller,
under which the Data Processors are able to
involve other data processors (hereinafter referred
to as the Sub-Processor) and the list of Sub-
Processors authorised by the Data Controller;
3.3. Annex 3 to the Agreement shall set out the
instructions of the Data Controller regarding the
processing of personal data, the minimum security
measures to be implemented by the Data
Processor and the process how the Data Processor
is to be audited.

4. Sj Sutartis neatleidzia duomeny tvarkytojo nuo
pareigy, kurios duomeny tvarkytojui taikomos
pagal Reglamentg (ES) 2016/679 ar kitus teisés
aktus.

4. The Agreement shall not release the Data
Processor from the obligations imposed on a Data
Processor under Regulation (EU) 2016/679 or
other legal acts.

II SKYRIUS
DUOMENUY VALDYTOJO ISIPAREIGOJIMAI
5. Duomeny valdytojas jsipareigoja:
5.1. uztikrinti, kad vadovaujantis Reglamento (ES)
2016/679 24 straipsniu, asmens duomenys buty
tvarkomi laikantis Reglamento (ES) 2016/679, kity
asmens duomeny apsaugy reglamentuojanciy

CHAPTER 11
OBLIGATIONS OF THE DATA CONTROLLER

5. The Data Controller undertakes to:

5.1. Ensure that, in accordance with Article 24 of
Regulation (EU) 2016/679, personal data is
processed in accordance with the Regulation (EU)
2016/679, other legal acts of the European Union
or its Member State! on the protection of personal

data and this Agreement;




Europos Sajungos ar jos valstybés narés!' teisés
akty ir Sios Sutarties;

5.2. priimti sprendimus dél asmens duomeny
tvarkymo tiksly ir priemoniy;

5.3. uztikrinti, kad asmens duomeny tvarkymas,
kurj duomeny tvarkytojui pavesta atlikti, turéty
teisinj pagrinda.

5.2. Decide on the purposes and means of the
processing of personal data;

5.3. Ensure that the processing of personal data
entrusted to the Data Processor has a legal basis.

III SKYRIUS

DUOMENU TVARKYTOJO ISIPAREIGOJIMAI
6. Duomeny tvarkytojas jsipareigoja:

6.1. tvarkyti asmens duomenis tik pagal duomeny
valdytojo pateiktus dokumentais jformintus
nurodymus, iSskyrus atvejus, kai to reikalaujama
pagal Europos Sajungos ar jos valstybés narés
teisés aktus, kurie yra taikomi duomeny
tvarkytojui. Tokie nurodymai pateikti Sutarties 1 ir
3 prieduose. Duomeny valdytojas taip pat gali

pateikti tolesnius nurodymus viso asmens
duomeny tvarkymo metu, taciau tokie su Sutartimi
susije nurodymai visada turi buti pagrjsti

dokumentais;

6.2. nedelsiant informuoti duomeny valdytojg, jei
duomeny valdytojo  nurodymai,
tvarkytojo nuomone, priestarauja Reglamer;,g};
(ES) 2016/679 arba kitiems asmens duo@\&\q
apsaugg reglamentuojantiems Europos Saé;ngos

ar jos valstybiy nariy teisés aktams; §
6.3. tvarkyti su visy kategorijy asmens

duomeny tvarkymo veikla, vykdo@v duomeny
valdytojo vardu, susijusius jras Si pareiga
taikoma kiekvienam duomeny Qarkytojui ir, kai
taikoma, duomeny tvar atstovui pagal
Reglamento (ES) 2016/679 30 straipsnio 2 dal.

duomenyyy

CHAPTER 111
OBLIGATIONS OF THE DATA PROCESSOR
6. The Data Processor undertakes to:
6.1. Process personal data only in accordance with
the documented instructions of the Data
Controller, except for the cases when this is
required by the legal acts of the European Union
or its Member State, which are applicable to the
Data Process&g, Such instructions shall be provided
in Annex 1§2nd 3 of the Agreement. The Data
Controllgf Ymay also give further instructions
througgbut the processing of personal data;
howgfer, such instructions related to the
k‘?ement must always be documented;
2. Immediately inform the Data Controller if, in
&he opinion of the Data Processor, the instructions
of the Data Controller contradict the Regulation
(EU) 2016/679 or other legal acts of the European
Union or its Member States governing the
protection of personal data;
6.3. Keep records of all categories of personal data
subject to the processing activities carried out on
behalf of the Data Controller. This obligation shall
apply to each Data Processor and, where
applicable, to the Data Processor’s representative
in accordance with Article 30 (2) of the Regulation
(EVU) 2016/679.

7. Tuo atveju, jei, Duomeny tvarkytojo nuomone,
Duomeny valdytojo nurodymai  pazeidzia
Reglamentg ar kitus asmens duomeny apsaugag
reglamentuojancius Europos Sajungos ar Lietuvos
Respublikos teisés aktus, jis turi nedelsiant apie tai
rastu informuoti Duomeny valdytojg. Duomeny
valdytojas, gaves minétg Duomeny tvarkytojo
pranesimg, pakeifia savo nurodymus arba rastu
motyvuotai atsako Duomeny tvarkytojui, kodél tai
néra daroma.

7. In the event when, in the opinion of the Data
Processor, the instructions of the Data Controller
violate the Regulation or other legal acts of the
European Union or the Republic of Lithuania
governing the protection of personal data, it shall
immediately inform the Data Controller thereof in
writing. Upon receipt of the said notification from
the Data Processor, the Data Controller shall
change its instructions or reply to the Data

1 Sutartyje ,valstybé naré" suprantama kaip Europos Ekonominés Erdvés valstybé naré./In the Agreement “Member State” is
understood as the member state of the European Economic Area.




Processor in writing with a reasoned argument why
it shall not do that.

IV SKYRIUS
KONFIDENCIALUMAS
8. Duomeny tvarkytojas prieigg prie duomeny
valdytojo vardu tvarkomy asmens duomeny
suteikia tik tiems asmenims, kuriems vadovauja
duomeny tvarkytojas, ir kurie yra jpareigoti laikytis
konfidencialumo arba kuriems taikoma teisiné
konfidencialumo pareiga, ir tik tuo atveju, jei jiems
bitina su jais susipazinti. Asmeny, kuriems
suteikta prieiga prie asmens duomeny, sgrasas turi
biti periodiskai perzitrimas ne reCiau kaip kartg
kas 6 (sesis) ménesius. Vadovaujantis Sia perzitra,
tokia prieiga prie asmens duomeny panaikinama,
jei tokia prieiga nebereikalinga, todél asmens
duomenys nebegalés buti prieinami tiems
asmenims. Pasikeitus asmens, kuris tvarko asmens
duomenis, pareigoms, jo prieigos teisés prie
Duomeny valdytojo asmens duomeny
panaikinamos ne véliau nei paskutine jo darbo su
jam patikétais duomeny valdytojo asmens

duomenimis dieng, o tuo atveju jei nutrikstag

duomeny tvarkytojo darbuotojo darbo santykia;b
ne véliau nei paskutine jo darbo dieng. &“’
&

CHAPTER 1V
CONFIDENTIALITY

8. The Data Processor shall grant access to the
personal data processed on behalf of the Data
Controller only to the persons, who are under
direction of the Data Processor, and who are
bound by obligations of confidentiality, or are
subject to a legal obligation of confidentiality, and
only if they need to have access to the data. The
list of persons granted access to personal data
must be reviewed periodically at least once every
6 (six) months. Following this review, the access
to personal data shall be revoked if such access is
no longer re@ired; therefore, the personal data
will no Ion@ be available to those persons. If a
position e person who processes personal data
change$y his/her rights of access to the personal
dataéf the Data Controller shall be terminated not
I é*\' than on the last day of his/her work with the

rsonal data entrusted by the Data Controller,

gaand in the event of termination of employment

contract of the employee of the Data Processor -
not later than on the last day of his/her
employment.

o)
9. Duomeny tvarkytojas duomeny '@Elytojo
prasymu jrodo, kad asmenims, kurie dovauja
duomeny tvarkytojas ir kuriems pa@ a tvarkyti
asmens duomenis, taikoma Suga\{' s 8 punkte
nurodyta konfidencialumo parega/?

Q

9. At the request of the Data Controller, the Data
Processor shall prove that the persons who are
under direction of the Data Processor and who are
assigned processing of personal data, are subject
to the obligation of confidentiality established in
Point 8 of the Agreement.

V SKYRIUS
DUOMENY TVARKYMO SAUGUMAS

10. Vadovaujantis Reglamento (ES) 2016/679 32
straipsniu, kuriame nustatyta, kad atsizvelgdamas
j techniniy galimybiy iSsivystymo lygj,
jgyvendinimo sgnaudas bei duomeny tvarkymo
pobudj, apréptj, kontekstg ir tikslus, taip pat
duomeny tvarkymo keliamus jvairios tikimybés ir
rimtumo pavojus fiziniy asmeny teiséms ir
laisvéms, duomeny valdytojas ir duomeny
tvarkytojas jgyvendina tinkamas technines ir
organizacines priemones, kad bity uztikrintas
pavojy atitinkancio lygio saugumas.

CHAPTER YV
SECURITY OF DATA PROCESSING

10. Pursuant to Article 32 of the Regulation (EU)
2016/679, which stipulates that taking into
account the state of the art, the costs of
implementation and the nature, scope, context and
purposes of data processing as well as the risk of
varying likelihood and severity for the rights and
freedoms of natural persons, the Data Controller
and the Data Processor shall implement
appropriate technical and organisational measures
to ensure the level of security appropriate to the
risk.




11. Duomeny valdytojas jvertina fiziniy asmeny
teiséms ir laisvems galinCig kilti rizikg tvarkant
asmens duomenis ir jgyvendina priemones Siai
rizikai sumazinti. Priklausomai nuo jy tinkamumo,
priemoneés gali biiti Sios:

11.1. asmens duomeny pseudonimizavimas ir (ar)
Sifravimas;

11.2. galimybé uztikrinti nuolatinj duomeny
tvarkymo sistemy ir paslaugy konfidencialumg,
vientisuma, prieinamumg ir atsparuma;

11.3. galimybé laiku atkurti prieinamuma ir prieigg
prie asmens duomeny, jvykus fiziniam ar
techniniam incidentui;

11.4. techniniy ir organizaciniy priemoniy,
uztikrinanc¢iy duomeny tvarkymo sauguma,
nuolatinio testavimo, tikrinimo ir jvertinimo
procesas.

11. The Data Controller shall assess the risks to the
rights and freedoms of natural persons arising
from the processing of data and implement
measures to mitigate those risks. Depending on
their suitability, the measures may include the
following:

11.1. Pseudonymisation and/or encryption of
personal data;

11.2. Abilty to ensure the continuous
confidentiality, integrity, availability and resilience
of data processing systems and services;

11.3. Ability to restore the availability and access
to personal data in a timely manner in the event of
a physical or technical incident;

11.4. Process of continuous testing, verification
and evalual;i\gp of technical and organisational
measures o@» ensure the security of data
processi

12. Pagal Reglamento (ES) 2016/679 32 straipsnj
duomeny tvarkytojas, nepriklausomai nuo
duomeny valdytojo, taip pat jvertina duomeny
tvarkymo rizikg, galin¢ig kilti fiziniy asmeny
teiséms ir laisvéms, ir jgyvendina priemones Si I
rizikai sumazinti. Siuo tikslu duomeny valdytqj
duomeny tvarkytojui pateikia visa informac¥a,
reikalingg tokiai rizikai nustatyti ir jvertinti. é’

3

12. Foldwing Article 32 of the Regulation (EU)
201@679, the Data Processor, independently of
:&&ata Controller, shall also assess the risks to

rights and freedoms of natural persons with

pregard to the processing of data and shall

implement measures to mitigate those risks. For
that purpose, the Data Controller shall provide the
Data Processor with all the information necessary
to identify and assess such risks.

13. Be to, duomeny tvarkytojas pade éQTuomenq

valdytojui uztikrinti duomeny val 0 pareigy
pagal Reglamento (ES) 2016/6X9% 32 straipsnj
vykdymg, teikdamas inter alia eny valdytojui

informacija apie technine r organizacines
priemones, kurias duomeny tvarkytojas jau
jgyvendino pagal Reglamento (ES) 2016/679 32
straipsnj kartu su visa kita informacija, reikalinga
duomeny valdytojui jvykdyti duomeny valdytojo
pareigas pagal Reglamento (ES) 2016/679 32
straipsnj.

13. In addition, the Data Processor shall assist the
Data Controller in enforcing the Data Controller’s
obligations under Article 32 of the Regulation (EU)
2016/679, inter alia, by providing the Data
Controller with information on the technical and
organisational measures already implemented by
the Data Processor under Article 32 of the
Regulation (EU) 2016/679 together with any other
information necessary for the Data Controller to
fulfil the obligations of the Data Controller under
Article 32 of the Regulation (EU) 2016/679.

14. Jei kyla grésmé asmens duomeny saugumui,
duomeny valdytojas Sutarties 3 priede nurodo
papildomas priemones, kurias butina jgyvendinti, o
duomeny tvarkytojas turi jgyvendinti papildomas
priemones ir tas, kurias jau jgyvendino pagal
Reglamento (ES) 2016/679 32 straipsnj. Duomeny
valdytojas turi teise gauti Siy priemoniy taikymo
duomeny tvarkytojui tvarkant duomeny valdytojo

pateiktus asmens duomenis, jrodymus.

14. If threats to the security of personal data are
emerging, the Data Controller shall specify the
additional measures to be implemented in Annex 3
to the Agreement, and the Data Processor shall
implement the additional measures as well as the
measures that have already been implemented in
accordance with Article 32 of the Regulation (EU)
2016/679. The Data Controller shall have the right
to obtain evidence how the Data Processor applies




these measures to the processing of personal data
provided by the Data Controller.

VI SKYRIUS
PAGALBINIY DUOMENUY TVARKYTOJU
PASITELKIMAS
15. Duomeny tvarkytojas turi laikytis Reglamento
(ES) 2016/679 28 straipsnio 2 ir 4 dalyse nurodytus
reikalavimus, kad galéty pasitelkti pagalbinj
duomeny tvarkytoja.

CHAPTER VI
INVOLVEMENT OF SUB-PROCESSORS

15. The Data Processor must comply with the
requirements set out in Article 28 (2) and (4) of
the Regulation (EU) 2016/679 in order to involve a
sub-processor.

16. Sio Susitarimo vykdymui Duomeny tvarkytojas
nepasitelkia pagalbinio duomeny tvarkytojo be
iSankstinio bendrojo rasytinio Duomeny valdytojo
leidimo. Laikoma, kad Si Sutartis kartu yra
bendrasis raSytinis Duomeny valdytojo leidimas
Duomeny tvarkytojui, suteikiantis teise Duomeny
tvarkytojui  pasitelkti  pagalbinius duomeny
tvarkytojus.  Duomeny  tvarkytojas  rastu
informuoja Duomeny valdytojg apie bet kokius
numatomus pakeitimus, susijusius su pagalbiniy
duomeny tvarkytojy pasitelkimu ar pakeitimu,
Sutarties 2 priedo 2 punkte nustatytais terminais ir

16. The Data Processor shall not involve a sub-
processor for the performance of the Agreement
without a prior general written permission of the
Data Controller. This Agreement shall be deemed
to be the general written permission of the Data
Controller to the Data Processor, which grants the
right to thge,Data Processor to involve sub-
processorso?he Data Processor shall notify the
Data Co ﬁoller in writing of any intended changes
related:®0 the involvement or change of the sub-
procgssors within the terms and conditions set out
[ @int 2 of Annex 2 to the Agreement. The list of

salygomis. Duomeny valdytojo jau jgalioty -processors already authorised by the Data
pagalbiniy duomeny tvarkytojy sara§%§g&ontroller shall be given in Annex 2 to the
pateikiamas Sutarties 2 priede. o | Agreement.

g

17. Kai duomeny tvarkytojas konkrediai duomﬁ&\q
tvarkymo veiklai duomeny valdytojo vardtbiatlikti
pasitelkia pagalbinj duomeny tvarkytojg @‘tartimi
ar kitu teisés aktu pagal Sajungos éﬁalstybés
narés teise, tam pagalbiniam duome@&’tvarkytojui
nustatomos tos pacios duo %u apsaugos
prievolés, kaip ir prievolés, nusc&s Sutartyje ar
kitame teisés akte, visy pirmaQ volé pakankamai
uztikrinti, kad tinkamos techninés ir organizacinés
priemonés bus jgyvendintos tokiu buadu, kad
duomeny tvarkymas atitikty Sutarties ir
Reglamento (ES) 2016/679 reikalavimus.

17. Where the Data Processor involves a sub-
processor to perform a specific data processing
activity on behalf of the Data Controller pursuant
to the Agreement or other legal act under law of
the European Union or a Member State, that sub-
processor shall be imposed the same data
protection obligations as those laid down in the
Agreement or in another legal act, in particular, the
obligation to provide a sufficient certainty that the
appropriate technical and organisational measures
are implemented in such a way that the processing
of data complies with the requirements of the
Agreement and the Regulation (EU) 2016/679.

18. Sutarties su pagalbiniu duomeny tvarkytoju
kopija ir jos vélesni pakeitimai, duomeny valdytojo
praSymu, pateikiami duomeny valdytojui, tokiu
badu suteikiant duomeny valdytojui galimybe
uztikrinti, kad pagalbiniam duomeny tvarkytojui
bity taikomos tos pacios duomeny apsaugos
prievolés, kaip yra nustatyta Sutartyje. Tais
atvejais, kai duomeny tvarkytojo ar jo pasitelkto
pagalbinio duomeny tvarkytojo atliekamas

duomeny tvarkymas dél techniniy ar organizaciniy

18. A copy of the agreement with the sub-
processor and any subsequent amendments shall
be provided to the Data Controller at its request,
thus enabling the Data Controller to ensure that
the sub-processor is subject to the same data
protection obligations as set out in the Agreement.
In cases where the processing of data by the Data
Processor or its sub-processor due to technical or
organisational measures used by the Data
Processor may affect the instructions of the Data




pagalbiniy duomeny tvarkytojo taikomy priemoniy
gali turéti jtakos Sutartyje ar jos prieduose
nurodytiems duomeny valdytojo nurodymams
arba tvarkomy asmens duomeny apsaugos lygiui,
duomeny tvarkytojas privalo duomeny valdytojui
pateikti sutarties su pagalbiniu duomeny
tvarkytoju kopijg savo iniciatyva. Duomeny
valdytojui néra privaloma pateikti Sutarties dél su
verslu susijusiy klausimy, kurie nedaro jtakos su
pagalbiniu duomeny tvarkytoju sudarytos sutarties
teisinéms asmens duomeny apsaugos sglygoms.

Controller or the level of protection of the personal
data processed, which are specified in the
Agreement or in the Annexes thereto, the Data
Processor shall provide the Data Controller with a
copy of the agreement with the sub-processor on
its own initiative. There shall be no obligation to
submit the contract on business-related matters to
the Data Controller, which do not affect legal
provisions of the agreement concluded with the
sub-processor with regard to personal data
protection.

19. Sutartyje su pagalbiniu duomeny tvarkytoju,
jei toks pasitelkiamas, pirminis duomeny
tvarkytojas turi susitarti, kad pirminio duomeny
tvarkytojo bankroto atveju, duomeny valdytojas
turi teise testi duomeny tvarkymo santykius su
pirminio duomeny tvarkytojo pasitelktu pagalbiniu
duomeny tvarkytoju tiesiogiai ir (arba) teikti
tiesioginius nurodymus dél duomeny tvarkymo,
pavyzdziui, nurodyti pagalbiniam duomeny
tvarkytojui istrinti arba grazinti asmens duomenis.

19. When concluding the agreement with the sub-
processor, if any, the initial Data Processor must
include a provision that in the event of bankruptcy
of the initial Data Processor, the Data Controller
has the rigJ%9 to continue the data processing
relationship®ith the sub-processor involved by the
initial daﬁocessor directly and/or to give direct
instrqubns relating to the data processing, e.g.,
to agk the sub-processor to delete or return

pkﬁ;f&)nal data.

20. Jei Duomeny tvarkytojo pasitelkti pagalbiniai

duomeny tvarkytojai pasitelkia kitus pagalbiniusg

duomeny tvarkytojus Duomeny valdytojo asm
duomeny tvarkymui pagal Sig Sutartj, Duon&&\q
tvarkytojas turi uztikrinti, kad jy pasitelkimg‘,bﬂtq
taikomos Siame skyriuje nustatytos%@alygos
duomeny tvarkytojy pasitelkimui. .

28. If the sub-processors involved by the Data
fgﬁrocessor involve other sub-processors for the
processing of personal data of the Data Controller
in accordance with this Agreement, the Data
Processor shall ensure that their involvement is
subject to the conditions for the involvement of
sub-processors set out in this Chapter.

21. Jei pagalbinis duomeny tvarky@s nevykdo
asmens duomeny apsaugos p.riyes liy, pirminis
duomeny tvarkytojas, su k sudaryta Si
Sutartis, iSlieka visiSkai angas duomeny
valdytojui uz pagalbinio duomeny tvarkytojo
prievoliy vykdymga. Tai nedaro jtakos duomeny
subjekty teiséms pagal Reglamentg (ES)
2016/679, ypac¢ Reglamento (ES) 2016/679 79 ir
82 straipsniuose numatytoms teiséms, duomeny
valdytojo ir duomeny tvarkytojo, jskaitant
pagalbiniy duomeny tvarkytojy atzvilgiu.

21. If the sub-processor fails to comply with the
personal data protection obligations, the initial
Data Processor whom this Agreement was
concluded with shall remain fully liable to the Data
Controller for the fulfilment of the sub-processor’s
obligations. This does not affect the rights of data
subjects under the Regulation (EU) 2016/679, in
particular the rights specified in Articles 79 and 82
of the Regulation (EU) 2016/679 in relation to the
Data Controller and the Data Processor, including
the sub-processors.

VII SKYRIUS
DUOMENUY PERDAVIMAS I TRECIASIAS
VALSTYBES ARBA TARPTAUTINEMS
ORGANIZACIIOMS
22. Duomeny tvarkytojas asmens duomenis gali
perduoti | treCigsias valstybes ar tarptautinéms
organizacijoms tik gaves duomeny valdytojo

CHAPTER VII
DATA TRANSFER TO THIRD COUNTRIES OR
INTERNATIONAL ORGANISATIONS

22. The Data Processor may transfer personal data
to third countries or international organisations
only after the receipt of the documented

instructions of the Data Controller and following




dokumentais jformintus nurodymus ir laikantis
Reglamento (ES) 2016/679 V skyriaus reikalavimuy.

the requirements set out by provisions of Chapter
V of the Regulation (EU) 2016/679.

23. Jei asmens duomenis treciosioms valstybéms
ar tarptautinéms organizacijoms reikia perduoti
pagal Europos Sajungos ar jos valstybés narés
teisés aktus, kuriy turi laikytis duomeny
tvarkytojas, nors duomeny valdytojas nedavé
nurodymy duomeny tvarkytojui tai atlikti,
duomeny tvarkytojas informuoja duomeny
valdytojg apie §j teisinj reikalavimg prieS duomeny
perdavimg, nebent tas teisés aktas draudzia
perduoti tokig informacija.

23. If personal data need to be transferred to third
countries or international organisations in
accordance with legal acts of the European Union
or its Member State, which have to be complied
with by the Data Processor, even though the Data
Controller has not instructed the Data Processor to
do so, the Data Processor shall inform the Data
Controller of this legal requirement before the data
transfer unless that legal act prohibits the transfer
of such information.

24. Duomeny tvarkytojas be duomeny valdytojo
dokumentais jforminty nurodymy arba be
konkretaus reikalavimo pagal Europos Sajungos ar
jos valstybés narés teisés aktus negali pagal Sig
Sutartj:

24.1. perduoti asmens duomenis duomeny
valdytojui ar duomeny tvarkytojui treciojoje
valstybéje ar tarptautinéje organizacijoje;

24.2. perduoti asmens duomeny tvarkymg
pagalbiniam duomeny tvarkytojui treciojoje

valstybéje; o

24.3. leisti, kad asmens duomenis tvar
duomeny tvarkytojas treciojoje valstybéje. A\’\

24. In accordance with this Agreement, the Data

Processor may not, without documented

instructions from the Data Controller or without a

specific req,%'gement under legal acts of the

European W§0n or its Member State:

24.1. Tr h%fer personal data to the data controller

or datqyocessor in a third country or international

orgaglsation;

24&> Transfer the processing of personal data to a
-processor in a third country;

g

724.3. Allow the processing of personal data by a

data processor in a third country.

25. Duomeny valdytojo nurodymai del aécﬁens
duomeny perdavimo | treciaja vaIstybe,@aitant,
jei taikoma, asmens duomeny p vimo |
treCigsias valstybes Reglamento (E 016/679 V
skyriuje nustatyti pagrindai, Igu\g%is duomeny
valdytojo nurodymai yra grin@mmi, pateikiami
Sutarties 3 priedo 6 punkte. =)

25. The instructions of the Data Controller
regarding the transfer of personal data to a third
country, including, where applicable, the grounds
for the transfer of personal data to third countries
set out in Chapter V of the Regulation (EU)
2016/679, which are used for reasoning of the
Data Controller’s instructions, shall be established
in Point 6 of Annex 3 to the Agreement.

26. Si Sutartis néra standartinés duomeny
apsaugos salygos, apibréztos Reglamento (ES)
2016/679 46 straipsnio 2 dalies c ir d punktuose, ir
Salys negali remtis Sutartimi kaip asmens duomeny
perdavimo | trecigsias valstybes ar tarptautinéms
organizacijoms pagrindu pagal Reglamento (ES)
2016/679 V skyriy.

26. This Agreement shall not be standard data
protection clauses as defined in Article 46 (2) (¢)
and (d) of Regulation (EU) 2016/679, and the
Parties may not refer to this Agreement as a basis
for the transfer of personal data to third countries
or international organizations under Chapter V of
the Regulation (EU) 2016/679.

VIII SKYRIUS
PAGALBA DUOMENUY VALDYTOJUI
27. Atsizvelgdamas j tvarkymo pobidj, duomeny
tvarkytojas, kiek tai jmanoma, padeda duomeny
valdytojui tinkamomis techninémis ir
organizacinémis priemonémis jvykdyti duomeny
valdytojo prievoles atsakyti j praSymus naudotis

CHAPTER VIII
ASSISTANCE TO DATA CONTROLLER
27. Depending on the nature of data processing,
the Data Processor shall, as far as possible, assist
the Data Controller with the use of appropriate
technical and organisational measures in fulfilling

the Data Controller’s obligations relating to the




duomeny subjekto teisémis, nustatytomis
Reglamento (ES) 2016/679 III skyriuje. Tai reiskia,
kad duomeny tvarkytojas, kiek tai jmanoma,
padeda duomeny valdytojui, kad duomeny
valdytojas jgyvendinty:

27.1. teise buti informuotam renkant asmens
duomenis iS duomeny subjekto;

27.2. teise buti informuotam, kai asmens
duomenys yra gauti ne iS duomeny subjekto;
27.3. duomeny subjekto teise susipaZinti su
duomenimis;

27.4. teise reikalauti iStaisyti duomenis;

27.5. teise reikalauti iStrinti duomenis (,teise biti
pamirstam“);

27.6. teise apriboti duomeny tvarkymg;

27.7. prievole pranesti apie asmens duomeny
iStaisymg ar iStrynimg arba duomeny tvarkymo
apribojima;

27.8. teise | duomeny perkeliamuma;

27.9. teise nesutikti su duomeny tvarkymu;

27.10. teise, kad nebuty taikomi sprendimai,
pagrjsti vien automatiniu tvarkymu, jskaitant
profiliavima. i

requests for the exercise of data subject’s rights
under Chapter III of the Regulation (EU)
2016/679. This means that the Data Processor
shall, as far as possible, assist the Data Controller
in ensuring that the following is implemented:
27.1. The right to be informed when collecting
personal data from the data subject;

27.2 The right to be informed when personal data
have been received not from the data subject;
27.3. The data subject’s right of access to data;

27.4. The right to rectify the data;

27.5. The right to have data erased (right to be

forgotten);

27.6. The right to restrict the data processing;

27.7. An obliggtion to notify of the rectification or

erasure of@rsonal data or a restriction on the

processi f data;

27.8. TRE right to data portability;

27:9¢§F e right to object the data processing;

g@ The right not to be subject to a decision
sed solely on automated data processing,

ncluding profiling.

28. Be duomeny tvarkytojo prievolés pagdétr
duomeny valdytojui pagal Sutarties 13 purklg,
duomeny tvarkytojas, atsizvelgdamas j tvagkymo
pobudj ir duomeny tvarkytojui Inama
informacijg, taip pat padeda duome Idytojui

uztikrinti:
Q

28.1. duomeny valdytojo parei ?edelsmnt ir, jei
jmanoma, ne véliau kaip per 7 landas po to, kai
apie tai suzinojo, pranesti apie asmens duomeny
saugumo pazeidimg kompetentingai prieZitros
institucijai — Valstybinei duomeny apsaugos
inspekcijai, nebent asmens duomeny saugumo
pazeidimas neturéty kelti pavojaus fiziniy asmeny
teiséms ir laisvéms;

28.2. duomeny valdytojo pareigg nedelsiant
pranesti duomeny subjektui apie asmens duomeny
pazeidimg, kai asmens duomeny pazeidimas gali
sukelti didele rizikg fiziniy asmeny teiséms ir
laisvéms;

28.3. duomeny valdytojo pareigg atlikti numatyty
asmens duomeny tvarkymo operacijy poveikio
duomeny apsaugai vertinimg;

28. In addition to the Data Processor’s obligation
to assist the Data Controller in accordance with
Point 13 of the Agreement, the Data Processor,
taking into account the nature of data processing
and the information available to the Data
Processor, shall further assist the Data Controller
in ensuring compliance with:

28.1. An obligation of the Data Controller to notify
the competent supervisory authority, i.e. the State
Data Protection Inspectorate of the personal data
breach without undue delay and, if possible, within
72 hours of becoming aware of it at the latest
unless the personal data breach should not
jeopardize the rights and freedoms of natural
persons;

28.2. An obligation of the Data Controller to act
without undue delay and to inform the data subject
of personal data breaches where the personal data
breach may pose a serious risk to the rights and
freedoms of natural persons;

28.3. An obligation of the Data Controller to carry
out a personal data protection impact assessment
of the intended processing operations (data
protection impact assessment);




28.4. duomeny valdytojo pareigg konsultuotis su
kompetentinga priezidros institucija — Valstybine
duomeny apsaugos inspekcija prieS pradedant
duomeny tvarkymg, jei poveikio duomeny
apsaugos vertinimas rodo, kad duomeny
tvarkymas sukelty didele rizikg, jei duomeny
valdytojas nesiimty priemoniy tai rizikai sumazinti.

28.4. An obligation of the Data Controller to
consult the competent supervisory authority, i.e.
the State Data Protection Inspectorate before
starting the data processing if the data protection
impact assessment shows that the data processing
would pose a significant risk if the Data Controller
did not take any measures to reduce the risk.

29. Salys Sutarties 3 priede nustato tinkamas
technines ir organizacines priemones, kurias
naudojant duomeny tvarkytojas privalo padéti
duomeny valdytojui, taip pat reikalingos pagalbos
apimtj ir mastg. Tai taikoma prievoléms,
nurodytoms Sutarties 27 ir 28 punktuose.

29. The Parties shall establish the appropriate
technical and organisational measures to be taken
by the Data Processor in assisting the Data
Controller as well as the scope and extent of the
assistance required in Annex 3 to the Agreement.
This also shall apply to the obligations provided for
in Points 27 and 28 of the Agreement.

IX SKYRIUS
PRANESIMAS APIE ASMENS DUOMENUY
SAUGUMO PAZEIDIMA

30. Duomeny tvarkytojas, suZinojes apie asmens
duomeny saugumo pazeidimg, nepagrjstai
nedelsdamas apie tai praneSa duomeny valdytojui.
Duomeny  tvarkytojas praneSa  duomeny
valdytojui, jei jmanoma, per 24 valandas po to, kai
duomeny tvarkytojas suzinojo apie asmengg
duomeny saugumo pazeidimg, kad duom
valdytojas galéty jvykdyti duomeny valdyd®jo
pareigg pranesti apie asmens duomeny saggumo
pazeidimg kompetentingai priezitros ing§tucijai,
pagal Reglamento (ES) 2016/679 33 s&,@bsnj.

ES)

CHAPTER IX
NOTIFI%TION OF A PERSONAL DATA
) BREACH

&O
30. In theYevent of a personal data breach, the

Data P‘vmcessor shall, without undue delay and
aft.e‘&jaaving become aware of it, notify the Data
%&roller of such a breach. The Data Processor

all notify the Data Controller within 24 hours, if
Ppossible, after the Data Processor becomes aware
of the personal data breach, so that the Data
Controller can fulfil the Data Controller’s obligation
to report the personal data breach to the
competent supervisory authority, i.e. to the State
Data Protection Inspectorate under Article 33 of
the Regulation (EU) 2016/679.

31. Sutarties 28.1 papunktyje ng@&yta duomeny
tvarkytojo pareiga padéti du@enq valdytojui
pranesti kompetentingai priezghos institucijai apie
asmens duomeny pazeidimg reiskia, kad duomeny
tvarkytojas privalo duomeny valdytojui padéti
gauti toliau iSvardytg informacijg, kuri, remiantis
Reglamento (ES) 2016/679 33 straipsnio 3 dalimi,
turi bati nurodyta duomeny valdytojo pranesime
kompetentingai priezitiros institucijai:

31.1. asmens duomeny pobudis, jskaitant, jei
jmanoma,  atitinkamy  duomeny  subjekty
kategorijos ir apytikslis jy skaiCius bei atitinkamy
asmens duomeny jrasy kategorijos ir apytikslis
skaicius;

31.2. tikétinos asmens duomeny pazeidimo
pasekmés;

31. The obligation of the Data Processor
established in Point 28.1 of the Agreement to assist
the Data Controller in notifying the competent
supervisory authority of a personal data breach
shall mean that the Data Processor must assist the
Data Controller in obtaining the following
information, which, in accordance with Article 33
(3) of the Regulation (EU) 2016/679, must be
notified by the Data Controller to the competent
supervisory authority:

31.1 Nature of the personal data breach, including,
where possible, the categories and approximate
number of data subjects concerned and the
categories and approximate number of personal
data records concerned;

31.2. Possible consequences of the personal data
breach;




31.3. priemonés, kuriy émési ar situlo imtis
duomeny valdytojas asmens duomeny pazeidimo
pasalinimui, jskaitant, jei reikia, priemones, skirtas
suSvelninti galimg neigiamg pazeidimo poveikj;
31.4. bet kokia kita reikSminga informacija, kuri yra
ar gali bati reikalinga duomeny valdytojui rengiant
pranesimg arba atsakant j papildomus su asmens
duomeny saugumo  pazeidimu  susijusius
kompetentingos priezitiros institucijos rastus.

31.3. Measures taken or proposed by the Data
Controller to remedy the personal data breach,
including, where appropriate, measures to mitigate
any possible adverse effects;

31.4. Any other relevant information that is or may
be required for the Data Controller to prepare a
report or to respond to additional letters from the
competent supervisory authority concerning the
personal data breach.

32. Salys Sutarties 3 priede apibréZia visus
elementus, kuriuos turi pateikti duomeny
tvarkytojas, padédamas duomeny valdytojui
pranesti kompetentingai priezitiros institucijai apie
asmens duomeny saugumo pazeidimg. Jei
duomeny tvarkytojas duomeny valdytojui pateikia

ne visg informacijg apie asmens duomeny
saugumo pazeidimg arba véliau paaiskéja
papildoma informacija, duomeny tvarkytojas

privalo nedelsdamas, bet ne véliau kaip per 24
valandas nuo naujos informacijos suzinojimo
momento pateikti papildoma pranesimg duomeny
valdytojui, nurodydamas  visg  trukstamg
informacija. ]

32. The Parties shall define all elements to be
provided by the Data Processor when assisting the
Data Controller in notifying the competent
supervisory authority of a personal data breach in
Annex 3 to the Agreement. If the Data Processor
does not provide the Data Controller with full
information ,afjout the personal data breach, or
additional i@rmation becomes available later, the
Data Pr sor must immediately but not later
than W&in 24 hours of becoming aware of the
new@ ormation send an additional notification to
:&&ata Controller where all missing information
escribed.
g

33. Duomeny tvarkytojas duomeny vaIdyt@
prasymu, papildomai prie Sutarties 31 pugRte

33. At the request of the Data Controller, the Data
Processor shall provide copies of documents,

nurodytos informacijos, pateikia dokumgenty, | which, e.g., substantiate the actions taken, the
pavyzdziui, pagrindzianciy atliktus mus, | measures implemented or the internal inspections
taikytas priemones ar atliktus vidinius krinimus | carried out and their findings, in addition to the
ir jy iSvady, kopijas. Q information referred to in Point 31 of the
\\Qr Agreement.
X SKYRIUS LY v CHAPTER X
DUOMENU TRYNIMAS RAZINIMAS DATA DELETION AND RETURN
34. Pasibaigus asmens duomeny tvarkymo | 34. Upon expiry of the personal data processing

paslaugy teikimui, duomeny tvarkytojas privalo
iStrinti  visus asmens duomenis, tvarkomus
duomeny valdytojo vardu, ir patvirtinti duomeny
valdytojui, kad tai padaré.

services, the Data Processor must delete all
personal data processed on behalf of the Data
Controller and send a confirmation to the Data
Controller that it has done so.

35. DUOMENUY TVARKYTOJUI NETAIKOMAS
Pasibaigus asmens duomeny tvarkymo paslaugy
teikimui, asmens duomenys neiStrinami ir
negrazinami, nes juos saugoti duomeny
tvarkytojas jpareigotas pagal Siuos Europos
Sajungos ar jos valstybés narés teisés aktus.

35. DO NOT APPLY TO THE DATA PROCESSOR
Upon expiry of the personal data processing
services, personal data shall not be deleted or
returned because the Data Processor is obliged to
keep them under the following legal acts of the
European Union or its Member State.

36. NETAIKOMA
Duomeny tvarkytojas jsipareigoja tvarkyti asmens
duomenis tik Sutarties 35 punkte nurodytuose

36. NOT APPLICABLE
The Data Processor undertakes to process
personal data only for the purposes and within the

time limits and in accordance with the terms and




teisés aktuose numatytais tikslais ir terminais bei
grieztai pagal juose nustatytas salygas.

conditions laid down in legal acts referred to in
Point 35 of the Agreement.

XI SKYRIUS
AUDITAS IR TIKRINIMAS
37. Duomeny tvarkytojas duomeny valdytojui
suteikia visg informacijg, reikalingg jrodyti, kad
laikomasi Reglamento (ES) 2016/679 28
straipsnyje ir Sutartyje nustatyty pareigy, ir sudaro
saglygas ir padeda atlikti duomeny valdytojui ar
kitam duomeny valdytojo jgaliotam auditoriui
auditg, jskaitant patikrinimus.

CHAPTER XI
AUDIT AND INSPECTION

37. The Data Processor shall provide the Data
Controller with all information necessary to
demonstrate compliance with the obligations set
out in Article 28 of the Regulation (EU) 2016/679
and in the Agreement, and shall allow and
contribute to audits, including inspections,
performed by the Data Controller or another
auditor authorised by the Data Controller.

38. Duomeny valdytojo atliekamam duomeny
tvarkytojo ir pagalbiniy duomeny tvarkytojy
auditui, jskaitant patikrinimus, taikomos Sutarties
3 Priedo 7 ir 8 punktuose nurodytos proceduros.

38. The procedures set out in Points 7 and 8 of
Annex 3 to the Agreement shall apply to auditing
of the Data Processor and sub-processors,
including in%ections, performed by the Data
Controller, £

39. Duomeny tvarkytojas turi suteikti priezitiros
institucijoms, kurios pagal galiojancius teisés aktus
turi prieigg prie duomeny valdytojo ir duomeny
tvarkytojo jrenginiy, arba atstovams, veikiantiems
tokiy priezidros institucijy vardu, prieigg prie

duomeny tvarkytojo fiziniy priemoniy tinkamogf

identifikavimo pateikimui ar atlikti kitus priezid
institucijuy nurodytus veiksmus auditui ar @'m

39. The,Data Processor shall ensure access to
physicgfPracilities of the Data Processor for the
supe@isory authorities that have access to the
fagdties of the Data Controller and the Data

cessor in accordance with the applicable
egislation, or representatives acting on behalf of
such supervisory authorities for the proper
identification of such facilities or for performance

patikrinimui atlikti. o&, of other actions specified by the supervisory
8\5‘ authorities for the purpose of auditing or any other
[50 inspection.
XII SKYRIUS M CHAPTER XII
§ALIU SUSITARIMAS DEL K\lfv SALYGU AGREEMENT OF THE PARTIES ON OTHER
& TERMS AND CONDITIONS

Q

40. Duomeny tvarkytojas rgﬁus atsakingas uz
jokius asmens duomeny tvarkymo pazeidimus tais
atvejais, kai Sios Sutarties netinkamg vykdyma ar
asmens duomeny tvarkymo pazeidimus |émé
netikslios, netinkamos, neteisétos Duomeny
valdytojo instrukcijos, netikslis, nepilni ar
nekorektiski (netinkamu formatu pateikti) pateikti
asmens duomenys.

40. The Data Processor shall not be liable for any
violations of the processing of personal data in
cases where the improper performance of this
Agreement or violations of the processing of
personal data were caused by inaccurate,
inappropriate, illegal instructions of the Data
Controller or inaccurate, incomplete or incorrect
(presented in incorrect format) personal data.

XIII SKYRIUS
BAIGIAMOSIOS NUOSTATOS
41. Sutarties salygos jsigalioja nuo Sutarties
pasiraSymo dienos.

CHAPTER XIII
FINAL PROVISIONS
41. The terms and conditions of the Agreement
shall enter into force on the day of signing the
Agreement.

42. Abi Salys turi teise reikalauti, kad Sutarties

saglygos buty persvarstytos iS naujo, jsigaliojus

42. Both Parties shall have the right to request a
review of the terms and conditions of the




naujiems teisés aktams, susijusiems su Sutarties
vykdymu.

Agreement upon the entry into force of new legal
acts related to the performance of the Agreement.

43. Sutartis galioja visg asmens duomeny
tvarkymo paslaugy teikimo laikg. Asmens
duomeny tvarkymo paslaugy teikimo laikotarpiu
Sutartis negali bGti nutraukta, jei Salys néra
susitarusios  dél  kity  Sutarties  sglygy,
reglamentuojanciy asmens duomeny tvarkymo
paslaugy teikima.

43. The Agreement shall be valid for the entire
period of personal data processing services. During
the provision of personal data processing services,
the Agreement may not be terminated if the
Parties have not agreed on other terms and
conditions of the Agreement governing the
provision of personal data processing services.

44. Jei asmens duomeny tvarkymo paslaugy
teikimas yra nutraukiamas, o asmens duomenys
iStrinami arba grazinami duomeny valdytojui pagal
Sutarties 34 punktg ir Sutarties 3 Priedo 4 punktg,
Sutartis gali bdti nutraukiama bet kuriai Saliai
pateikus rasytinj pranesima.

44. If the provision of personal data processing
services is terminated and personal data is deleted
or returned to the Data Controller in accordance
with Point 34 of the Agreement and Point 4 of
Annex 3 to the Agreement, the Agreement may be
terminated by giving written notice to either Party.

45. Nedarant poveikio jokioms Reglamento (ES)
2016/679 nuostatoms, duomeny tvarkytojui
pazeidus pareigas pagal Sig Sutartj duomeny
valdytojas gali nurodyti duomeny tvarkytojui
laikinai sustabdyti asmens duomeny tvarkymg, kol
pastarasis laikysis Sios Sutarties arba Sutartis bus
nutraukta. Duomeny tvarkytojas nedelsdamas
informuoja duomeny valdytojg, jei dél kokios nogf
priezasties jis negali laikytis Sutarties. o~

S

ra

45. Withoute,prejudice to any provisions of
Regulation @J) 2016/679, in the event of a breach
by the Processor of its obligations under this
Agreer;@nt, the Data Controller may instruct the
Data@'%Processor to suspend the processing of
) fé\'onal data until the latter complies with this
§reement, or the Agreement is terminated. The
@Data Processor shall immediately inform the Data
Controller if it is unable to comply with the
Agreement for any reason.

46. Duomeny valdytojas turi teise nlggukti
Sutartj, jeigu: §

46.1. duomeny tvarkytojas iS esmés é@a nuolat
pazeidZia Sutartj arba savo jsipare@& mus pagal
Reglamentg (ES) 2016/679; o

46.2. duomeny tvarkytojas ne@?aiko privalomo
kompetentingo teismo ar. kompetentingos
priezilros institucijos sprendimo dél savo
jsipareigojimy pagal Sutartj arba Reglamentg (ES)
2016/679.

46. The Data Controller shall have the right to
terminate the Agreement if:

46.1. The Data Processor is in serious or persistent
breach of the Agreement or of its obligations under
Regulation (EU) 2016/679;

46.2. The Data Processor fails to comply with a
binding decision of a competent court or a
competent supervisory authority regarding its
obligations under the Agreement or Regulation
(EVU) 2016/679.

47. Sutartis turi pirmenybe prieS bet kokias
panasias nuostatas kituose Saliy susitarimuose.

47. The Agreement shall take precedence over any
similar provisions in other agreements between the
Parties.

48. Abi Salys turi saugoti Sutartj kartu su priedais
tiek popierine, tiek elektronine forma.

48. Both Parties shall keep the Agreement together
with the Annexes in both paper and electronic
form.

49. Kiekviena Salis paskiria asmenj, atsakingg uz
sutarties vykdyma.

49. Each Party shall appoint a person responsible
for the performance of the Agreement.

XIV SKYRIUS

CHAPTER XIV

SALIY REKVIZITAI, PARASAI

DETAILS OF THE PARTIES, SIGNATURES




Duomeny valdytojo vardu:/On behalf of the Data
Controller

pareigos/position
vardas, pavardé/name, surname

Duomeny tvarkytojo vardu:/On behalf of the Data
Processor

pareigos/position
varaas, pavardé/name, surname

data/date data/date
A V. A V.
&
oo\
S
D>
&
S
~




Standartiniy sutarciy salygy tarp duomeny
tvarkytojy
1 priedas

INFORMACIJA APIE ASMENS DUOMENY
TVARKYMA

1. Informacija apie asmens duomeny tvarkyma:

Annex 1
to Standard Contractual Terms and Conditions
between Data Processors

INFORMATION ABOUT THE PROCESSING
OF PERSONAL DATA

1. Information about the processing of personal
data:

1.1. Duomeny tvarkytojo asmens duomeny
tvarkymo tikslas yra:

IPR IS atskyrimo nuo ESPBI IS paslaugos (toliau —
Paslaugos). Paslaugy teikimo metu tiekejas turés
Jjgyvendinti IPR IS atskyrimg nuo ESPBI IS.
Atskyrimo  tikslas padidintas  sistemos
prieinamumas ir IPR IS izoliavimas nuo ESPBI
pokyciy duomeny lygyje.

1.1. Purpose of the processing of personal
data by the Data Processor shall be as
follows:

The services of separating the IPR IS from the
ESPBI IS (hereinafter referred to as the Services).
During the p\fgvision of the Services, the Provider
will have t%@omp/ete the separation of the IPR IS
from th PBI IS. The purpose of the separation
s to in@eéase the availability of the system and to
/'50/3@ the IPR IS from changes at the ESPBI data

ey,

1.2. Duomeny tvarkytojo asmens duomeny
tvarkymas daugiausia susijes su (tvarkymoy
pobudziu): . §
Valstybés jmonés Registry centro tvagkomy
informaciniy sistemy (toliau - IS), ESPBI e/l IPR
IS naudotojy asmens duomeny perZighs/atliekant
aviejy IS atskyrima. Q
I

2. Processing of personal data by the Data
fglsrocessor shall mainly refer to (nature of
processing):

Viewing personal data of the users of the following
information systems (hereinafter referred to as the
IS): ESPBI IS and IPR IS administered by the State
Enterprise Centre of Registers when performing
separation of two I8S.

1.3. Duomeny tvarkymagl™apima $iuos
asmens duomenis: 5)

ESPBI 1IS: Bendrieji pacienty duomenys
(elektroninés sveikatos istorijos (toliau - ESI)
identifikacinis numeris, asmens identifikacinis
numeris (Lietuvos Respublikos gyventojo asmens
kodas arba uZzsienio valstybés pilieCio asmens
kodas ar kitas identifikavimo numeris), rySys su
motina (Sis duomuo tvarkomas, kai pacientas yra
naujagimis ir neturi asmens kodo), vardas (vardai),
pavardé (pavardés), gimimo data, lytis, mirties
data, asmens tapatybe patvirtinanc¢iy dokumenty
duomenys (rdsis, numeris, iSdavusios Salies
pavadinimas), veido atvaizdas (nenustatytos
asmens tapatybés paciento asmens tapatybei

1.3. Processing of data shall include the
following personal data:

ESPBI IS: General data of patients (identification
number of electronic health record (hereinafter
referred to as the EHR), personal identification
number (personal identity code of a resident of the
Republic of Lithuania or personal identity code or
other identification number of a foreign citizen),
relationship with mother (this data is processed
when the patient is a new-born and does not have
the personal identity code), name(s), surname(s),
date of birth, sex, date of death, data of identity
documents (type, number, name of issuing
country), facial image (for verification of identity
and/or identification of an unidentified patient

patvirtinti ir (arba) nustatyti, teikiant batingjg

when providing emergency medical care if the




medicinos pagalbg, jeigu pacientas negali pateikti
asmens tapatybe patvirtinancio dokumento, ir

neatlygintinai  teikiamy sveikatos priezitiros
paslaugy sukéiavimo  prevencijai  vykdyti),
deklaruotos gyvenamosios vietos adresas,

kontaktiniai duomenys (faktinés gyvenamosios
vietos adresas, telefono numeriai, elektroninio
pasto adresai), kontaktiniy asmeny duomenys
(vardas (vardai), pavardé (pavardés), rysSio su
pacientu tipas (giminystés, atstovavimo ir kita),
telefono numeriai, elektroninio pasto adresai);

elektroninius  sveikatos jrasus suformavusiy
sveikatinimo specialisty duomenys (asmens
identifikacinis numeris (Lietuvos Respublikos

gyventojo asmens kodas arba uzsienio valstybés
pilieCio asmens kodas ar kitas identifikavimo
numeris), vardas (vardai), pavardé (pavardés),
licencijos ar saraso, j kurj jraSomi sveikatinimo
specialistai, duomenys (numeris, profesinés
kvalifikacijos rasis, licencijos ar sgraso jraso
bisena, licencijos panaikinimo ar iSbraukimo is
sgraso data), sveikatinimo specialisto spaudo
numeris). o
IPR IS: Paciento duomenys: vardas, pavardg

asmens kodas; draustumo privalomuoju sveikatds
draudimu duomenys; savivaldybé (kurioje ena
pacientas); elektroninio pasto adresas; telfoninio
rySio numeris; paciento papildomi I&ntaktiniai
duomenys (telefono rySio numerig)* el. pasto
adresas ir kt.); paciento komen.l@vas (paciento
nuomone svarbi informacija, kgMg turétu Zinoti
gydytojas ar operatorius); gy@wio jstaigos kodas;
gydancio gydytojo spaudo numeris; priraSymo prie
Seimos gydytojo duomenys (istaigos pavadinimas,
kodas ir gydytojo spaudo numeris). Vizito
sveikatinimo iStaigoje planavimo duomenys: vizito
pozymiai; vizito tipas; komentaras (laisva forma).
Vizito sveikatinimo istaigoje medicininé
informacija: paciento nusiskundimas; siuntimo
duomenys; informacija apie pacientu atvykimg,
elektroninio pasto (arba trumposios zinutés (SMS))
duomenys (gavimo ar iSsiuntimo datos, adresatai,
Visas zinutés tekstas, biisena, jstaigos kodas).
Sveikatinimo  specialisty ir administracinio
personalo duomenys: asmens kodas, vardas,
pavardé; sveikatinimo specialisto spaudo numeris.

patient is unable to provide a document proving
his/her identity and for the prevention of fraud in
the provision of free of charge healthcare
services), address of the declared place of
residence, contact details (address of the actual
place of residence, phone numbers, e-mail
addresses), details of contact persons (name(s),
surname(s), type of relationship with the patient
(kinship, representation, etc.), phone numbers, e-
mail addresses); data of health care professionals
who have compiled electronic health records
(personal identification number (personal identity
code of a resident of the Republic of Lithuania or
personal identity code or other identification
number of a foreign citizen), name(s), surname(s),
data of a Iicgwse or the list where health care
professionaée are enrolled) (number, type of
professi f%i qualification, status of the license or

list enty, date of revocation of the licence or
rem from the list), seal number of the health
‘%@professional).

5

4

IPR IS: Data of the patient: name, surname,
personal identity code; compulsory health
insurance data; municipality (where the patient
lives); e-mail address; phone number; additional
contact details of the patient (phone number, e-
mail address, etc.); comment of the patient
(information which, to the opinion of the patient,
is important and the doctor or operator should
know it); medical institution code; seal number of
the treating doctor; details of registration with the
general medical practitioner (name of the
institution, code and seal number of the doctor).
Planning data of appointment for consultation of a
doctor in the health care institution: indications of
the appointment for consultation of a doctor; type
of appointment for consultation of a doctor;
comment (free form). Medical information relating
to an appointment for consultation of a doctor in a
health care institution: patient complaint; referral
details; patient arrival information, e-mail (or SMS)
data (dates of receipt or sending, addressees, full
text of the message, status, institution code). Data
of health care professionals and administrative




staff: personal identity code, name, surname; seal
number of health care professional.

1.4. Duomeny tvarkymas Sias

duomeny subjekty kategorijas:

apima

Pacientai, sveikatos priezitros specialistai ir
farmacijos specialistai.

1.4. Processing of data shall include the
following categories of data subjects:
and

Patients, health care

pharmacists.

professionals

1.5. Duomeny tvarkytojas gali tvarkyti
asmens duomenis duomeny valdytojo
vardu, kai jsigalioja Sutartis. Duomeny

tvarkymo trukmeé:

Paslaugy pirkimo — pardavimo sutarties galiojimo
laikotarpis.

1.5. The Data Processor may process
personal data on behalf of the Data
Controller when the Agreement enters into
force. Duration of data processing shall be as
follows:

Period of validity of the Public Procurement — Sale
Contract for the Services.




Standartiniy sutarciy salygy tarp duomeny
tvarkytojy
2 priedas

INFORMACIJA APIE PAGALBINIUS
DUOMENUY TVARKYTOJUS

1. Igalioti pagalbiniai duomeny tvarkytojai:

Isigaliojus Sutarciai, duomeny valdytojas leidzia
pasitelkti Siuos pagalbinius duomeny tvarkytojus:

Annex 2
to Standard Contractual Terms and Conditions
between Data Processors

INFORMATION ABOUT SUB-PROCESSORS

1. Authorised sub-processors:

Upon entry into force of the Agreement, the Data
Controller shall allow the involvement of the
following sub-processors:

Pavadinimas, vardas, Imonés Buveinés adresas / Duomeny tvarkymo aprasymas
pavardé kodas / gyvenamosios vietos
gimimo data adresas
arba N
individualios oo
veiklos &
numeris 9
.
&
A
[Ny
[0 AN
Name of company, name, Company Leg) Description of data processing
surname code/ date address/dddress of
of birth or t ace of
number of £Sidence
individual S
activity b‘é
certificate  |RQ)
o
Y
$‘1
R

Isigaliojus Sutarciai, duome@/valdytojas leidZia
kitai Saliai Sutarties 1 priedo 1.1 papunktyje
nurodytais tikslais pasitelkti Siame Sutarties priede
nurodytus pagalbinius duomeny tvarkytojus,
laikantis Sutarties VI skyriaus reikalavimy.

Upon entry into force of the Agreement, the Data
Controller shall allow the other Party to involve the
sub-processors specified in this Annex to the
Agreement for the purposes specified in Point 1.1.
of Annex 1 to the Agreement in accordance with
the provisions of Chapter VI of the Agreement.

ISankstinis pranesimas del leidimo | Prior notification of granting authorisation
suteikimo pagalbiniams duomeny | to sub-processors
tvarkytojams

Duomeny tvarkytojas rastu informuoja Duomeny
valdytojg apie bet kokius numatomus pakeitimus,
susijusius su pagalbiniy duomeny tvarkytojy
pasitelkimu ar pakeitimu, pries 5 darbo dienas,
tokiv bddu Duomeny valdytojui  suteikiant
galimybe priestarauti tokiems pakeitimams iki

The Data Processor shall notify the Data Controller
in writing of any intended changes related to the
involvement or change of sub-processors 5
business days prior to such changes, thus giving
the Data Controller the opportunity to object to
such changes before involvement of the relevant
sub-processor(s). An information notice signed




atitinkamo  (-y) pagalbinio (-y) duomeny
tvarkytojo  (-y)  pasitelkimo.  Informacinis
pranesimas, pasirasytas elektroniniu parasu, turi
bati pateiktas el. pastu [@registrucentras./t].
Negavus Duomeny valdytojo nesutikimo per 5
darbo dienas, laikoma kad Duomeny valdytojas
sutinka su naujo pagalbinio duomeny tvarkytojo
pasitelkimu.

with electronic signature must be submitted by e-
mall [@registrucentras.lt]. If the Data Controller
does not object within 5 business days, the Data
Controller shall be deemed to have agreed to the
involvement of a new sub-processor.




Standartiniy sutarciy salygy tarp duomeny
tvarkytojy
3 priedas

NURODYMAI, KAIP TVARKYTI ASMENS
DUOMENIS

1. Duomeny tvarkymo nurodymas

Duomeny tvarkytojas duomeny valdytojo vardu
asmens duomeny tvarkymo metu atlieka Siuos
veiksmus:

Teikdamas IPR IS atskyrimo nuo ESPBI IS
paslaugas pagal numatytg grafikg bei suplanuotus
skirtingus sistemy atskyrimo etapus matys ESPBI
IS bei IPR IS naudotojy ir klienty duomenis.

Annex 3
to Standard Contractual Terms and Conditions
between Data Processors

INSTRUCTIONS FOR THE PROCESSING OF
PERSONAL DATA

1. Instruction for the processing of data

The Data Processor shall perform the following
actions on behalf of the Data Controller during the
processing of personal data:

When providing services of separating the IPR IS
from the ESPBI IS according to the planned
schedule an%y/anned different phases of system
separation,gie Data Processor will see the data of
users a. é‘customers of the ESPBI IS and the IPR

58

2. Duomeny tvarkymo saugumas

Apsaugos lygis nustatomas atsizvelgiant j tai, kad
dideliu mastu bus tvarkomi I kategorijos asmengg
duomenys, nustatomas ,aukstas" duomeﬁ
tvarkymo saugumo lygis. s

Duomeny tvarkytojas turi teise ir privalo &rilmti

sprendimus dél techniniy ir organizaciniy gstigumo
priemoniy naudojimo  uztikrinti r&iﬁama (ir
suderintg) duomeny saugumo lygj. Q

3
Taciau duomeny tvarkytojas @ kuriuo atveju
jgyvendina Sias su duomeny ytoju suderintas

priemones:

e VieSaisiais rySiy tinklais tvarkomos
asmens duomeny konfidencialumas turi bdati
uztikrintas, naudojant Sifravima, virtualy privaty
tinkla (angl. virtual private network), skirtines
linijas, saugy elektroniniy rySiy tinklg ar kitas
priemones;

Perduodami internetu tarp duomeny
valdytojo ir duomeny tvarkytojo duomenys turi
bati Sifruojami.

Perdavimo metu turi buati naudojami
saugus Sifravimo protokolai: TLS 1.3 arba TLS 1.2,

2. Sgeurity of the Processing of Data
: @c ty g

<

‘%e level of protection is determined by the fact
Phat the large-scale processing of personal data of
Category I will be performed; therefore, "high"
level of data processing security shall be set.

The Data Processor shall have the right and must
decide on the use of technical and organisational
security measures to ensure the required (and
agreed) level of data security.

However, the Data Processor shall, in any case,
implement the following measures agreed with the
Data Controller:

» The confidentiality of personal data
processed over public communications networks
must be ensured by means of encryption, a virtual
private network, dedicated lines, a secure
electronic communications network or other
means.

o Data transmitted over the Internet
between the Data Controller and the Data
Processor must be encrypted.

Secure encryption protocols must be
used during transmission: TLS 1.3 or TLS 1.2,

asimetrinio Sifravimo rakto ilgis ne maziau 2048

asymmetric encryption key length of at least 2048




bity, simetrinio — ne maziau 128 bity, maiSos
funkcija ne prastesné nei SHA-2.

e Duomeny valdytojo duomeny, perduoty
tvarkyti duomeny tvarkytojui, tvarkymo vietos turi
bati apsaugotos taip, kad baty uZtikrintas
duomeny konfidencialumas, vientisumas ir
apsauga nuo tycinio arba atsitiktinio sunaikinimo ar
sugadinimo.

e Nuotoliniu budu prie duomeny valdytojo
asmens duomeny prisijungimas galimas tik

naudojant legalig operacine sistemg ir kitg
programine jrangag;
e naudojama programiné jranga

(operacinés sistemos, narsyklés ir kt.) naujausios

versijos arba |diegti programinés jrangos
atnaujinimai;
e turi buati jdiegta programiné jranga

apsaugai nuo kenkéjisko kodo;
prisijungimui  turi buti naudojamas
Sifruotas rysSys (naudojant transporto lygmens TLS
(angl. Transport Layer Secure) protokolus);

e virtualiame tinkle turi buti naudojamas
IPsec (angl. Internet Protocol Security) protokol <
rinkinys;

o Sifro rakty ilgiai, Sifro rakty generay

N
o

algoritmai, Sifro rakty apsikeitimo pro olai
sertifikato paraso Sifravimo algorltmal kiti
Sifravimo algoritmai nustatomi atsj |ant

Lietuvos ir tarptautiniy organlzacu zf’ standartq
rekomendacijas, Orgamzacmlq\ techniniy
kibernetinio saugumo reikth’mq, taikomy
kibernetinio saugumo s tams, apraso,

patvirtinto Lietuvos Respublikos Vyriausybés 2018
m. rugpju¢io 13 d. nutarimu Nr. 818 ,Dél
Nacionalinés kibernetinio saugumo strategijos
patvirtinimo"  reikalavimus ir  Techniniuose
valstybés registry (kadastry), Zinybiniy registry,
valstybés informaciniy sistemy ir kity informaciniy
sistemy elektroninés informacijos  saugos
reikalavimuose, patvirtintuose Lietuvos
Respublikos krasto apsaugos ministro 2020 m.
gruodzio 4 d. jsakymu Nr. V-941 ,Dél Techniniy
valstybés registry (kadastry), zinybiniy registry,
valstybés informaciniy sistemy ir kity informaciniy
sistemy elektroninés informacijos  saugos
reikalavimy patvirtinimo".

bits, symmetric encryption of at least 128 bits,
hash performance not less than SHA-2.

The processing sites of the data
transferred by the Data Controller for processing
must be protected in such a way as to ensure the
data confidentiality, integrity and protection
against malicious or accidental destruction or
damage.

Remote access to the personal data
of the Data Controller is possible only using legal
operating system and other software.

The latest version of software should
be used (operating systems, browsers, etc.) or
software updates should be installed.

Malware protection software must be

installed.
&n encrypted connection must be
used for I‘égm (using Transport Layer Secure (TLS)
protoc '?
N
)
‘Sgﬁrity) mu

A set of IPsec (Internet Protocol
st be used in virtual network.

Cryptographic key lengths,
bcryptographlc key generation algorithms,
cryptographic key exchange protocols, certificate
signature encryption algorithms and other
encryption algorithms shall be determined taking
into account the recommendations of Lithuanian
and international organisations and standards,

requirements of the Description of the
Organisational and Technical Cyber Security
Requirements for Cyber Security Subjects
approved by Resolution No. 818 of the

Government of the Republic of 13 August 201 On
the Approval of the National Cyber Security
Strategy and the Technical Requirements for the
Electronic Information Security of State Registers
(Cadastres), Departmental Registers, State
Information Systems and Other Information
Systems approved by Order No. V-941 of the
Minister of National Defence of the Republic of
Lithuania of 4 December 2020 On Approval of
Technical Requirements for Electronic Information
Security of State Registers (Cadastres),
Departmental Registers, State Information
Systems and Other Information Systems.

3. Pagalba duomeny valdytojui

3. Assistance to the Data Controller




Duomeny tvarkytojas, kiek tai jmanoma ir
atsizvelgiant j toliau nurodytg pagalbos sritj bei
apimtj, padeda duomeny valdytojui pagal Sutarties
27 ir 28 punktus jgyvendinti Sias technines bei
organizacines priemones:

3.1. Atsizvelgiant | duomeny tvarkymo pobidj,
duomeny tvarkytojui nekyla pareiga teikti pagalbg
duomeny valdytojui dél duomeny subjekto teisiy
jgyvendinimo pagal Sutarties 27 punkta, duomeny
subjekty prasymus naudotis duomeny subjekto
teisémis, nustatytomis Reglamento (ES) 2016/679
III skyriuje.

3.2. Duomeny tvarkytojas, suzinojes apie asmens
duomeny saugumo pazeidima:

3.2.1. nepagrijstai nedelsdamas, bet ne véliau kaip
per 24 val. apie tai praneSa duomeny valdytojui
elektroniniu pastu pagalba@registrucentras.lt ir /
arba duomenusauga@registrucentras.lt.
PraneSdamas apie asmens duomeny Ssaugumo
pazeidimg duomeny tvarkytojas pateikia tiek
informacijos, kiek tuo metu turi; o
3.2.2. nepagrijstai nedelsdamas, bet ne véliau l@

per 24 val. elektroninio pasto adkedu
duomenusauga@registrucentras.lt pageikia
Valstybinés duomeny apsaugos i kcijos

direktoriaus 2018 m. rugpjacio 29 d. 'ﬁ{ymu Nr.
1T-82 (1.12.E) patvirtintos PraneSimgspie asmens
duomeny saugumo pazeidima rel@snenduojamos
formos uzpildyta projekta; 2

3.2.3. pateikia dokumenty, pg¥indzianciy atliktus
veiksmus, taikytas priemones ‘ar atliktus vidinius
patikrinimus ir jy iSvady, kopijas;

3.2.4. jei duomeny tvarkytojas nustato, kad dél
asmens duomeny saugumo pazeidimo gali Kkilti
didelis pavojus duomeny subjekty teiséms ir
laisvéms, kartu su 3.2.3 papunktyje nurodytais ir
duomeny valdytojui teikiamais dokumentais,
parengia ir duomeny valdytojui pateikia pranesimo
duomeny subjektams teksta.

The Data Processor shall, as far as possible and
taking into account the coverage and scope of
assistance set out below, assist the Data Controller
in implementing the following technical and
organisational measures in accordance with Point
27 and 28 of the Agreement:

3.1. Given the nature of data processing, the Data

Processor shall not be obliged to assist the Data
Controller in exercising the data subject’s rights
under Point 27 of the Agreement with reference to
the requests of data subjects to exercise the data
subject’s rights under Chapter III of the Regulation
(EU) 2016/679.

3.2. Upon becoming aware of a personal data
breach, the gta Processor shall:
3.2.1. Withg@®t undue delay but within 24 hours at
the latest™inform the Data Controller about the
breach.Qby e-mail pagalba@registrucentras.It
and/gr, duomenusauga@registrucentras.lt. When
?‘ting a breach of personal data security, the
a Processor shall provide as much information
ggs is currently available;

3.2.2. Without undue delay but within 24 hours at
the latest, send a draft Report on the Breach of
Personal Data Security of the recommended form
approved by Order No. 1T-82 (1.12.E) of the
Director of the State Data Protection Inspectorate
of 29 August 2018 to the e-mail address
duomenusauga@registrucentras.|t;

3.2.3. Provide copies of documents substantiating
the actions taken, measures implemented or
internal  inspections performed and their
conclusions;

3.2.4. If the Data Processor determines that a
breach of personal data security may seriously
jeopardize the rights and freedoms of data
subjects, prepare and provide the Data Controller
with the text of notification to the data subjects
together with the documents referred to in Point
3.2.3., which have to be provided to the Data
Controller.

4. Duomeny saugojimo laikotarpis/
duomeny trynimo proceduros

4. Data Storage Period/Data Deletion
Procedures




Asmens duomenys saugomi iki Pagrindinés
sutarties pabaigos po to duomeny tvarkytojas
automatiskai iStrina asmens duomenis.

Nutraukus asmens duomeny tvarkymo paslaugy
teikimg, duomeny tvarkytojui panaikinama prieiga
prie  Duomeny valdytojo informaciniy iStekliy.
Duomeny tvarkytojas privalo istrinti visus asmens
duomenis, jeigu pasidaré asmens duomeny kopija,
ir patvirtinti duomeny valdytojui, kad tai padaré.

Personal data shall be stored until the end of the
main Contract. Then, the Data Processor shall
automatically delete the personal data.

Upon termination of the personal data processing
services, the Data Processor shall no longer have
access to the information resources of the Data
Controller. The Data Processor must delete all
personal data if a copy of the personal data was
made and send a confirmation to the Data
Controller that it has done so.

5. Duomeny tvarkymo vieta

Atsizvelgiant j Sutartj, be iSankstinio rasytinio
duomeny valdytojo leidimo asmens duomenys
negali biti tvarkomi kitose vietose, iSskyrus Sias:
Vinco Kudirkos g. 18-3, Vilnius.

5. Site of the processing of data

Subject to the Agreement, personal data may not
be processed in sites other than those listed below
without the, grior written consent of the Data
Controller: O

Vinco K d‘vkos st. 18-3, Vilnius.

6. Nurodymai déel asmens duomeny
perdavimo | trecCiqjqa valstybe ar
tarptautinéms organizacijoms

Jei duomeny valdytojas nenurodo Sutartyje arbag

véliau nepateikia dokumentais pagrjsty nurody;,
dél asmens duomeny perdavimo j treciaja vaI@e
ar tarptautinéms organizacijoms, dugmeny
tvarkytojas neturi teisés atlikti tokj pﬁ\jﬂma
pagal Sig Sutartj. Q,Q)

6. Insf®uctions for the transfer of personal
datq}to a third country or to international

éq;amsatlons

fgff the Data Controller does not specify in the
Agreement or subsequently does not provide
documented instructions on the transfer of
personal data to a third country or to international
organisations, the Data Processor shall not have
the right to make such a transfer under this

Q Agreement.
7. Proceduros, skirtos duom\ valdytojo | 7. Procedures for audits of the Data
atliekamiems duomeny tvaégytOJo asmens | Controller, including inspections, with

duomeny tvarkymo a
patikrinimams

ms, jskaitant

7.1. Duomeny tvarkytojas Duomeny valdytojo
prasymu pateikia visg jo turimg informacija, kuri
yra batina jrodyti, kad vykdomos Sutartyje
nustatytos pareigos, ir sudaro salygas bei padeda
Duomeny valdytojui arba jo jgaliotam asmeniui
atlikti Sutarties vykdymo audita.

7.2. Duomeny valdytojas savo nuoziiira, ypac jei
jis turi informacijos ar pagrijsty jtarimy, kad
Duomeny tvarkytojas galimai netinkamai tvarko
Duomeny valdytojo asmens duomenis, gali
nuspresti pats arba pasitelkdamas nepriklausomg
auditoriy fiziSkai patikrinti tas vietas, kuriose

regard to the processing of personal data
performed by the Data Processor

7.1. At the request of the Data Controller, the Data
Processor shall provide all information in its
possession that is necessary to prove the fulfilment
of the obligations set forth in the Agreement and
shall facilitate and assist the Data Controller or its
authorised person in auditing the performance of
the Agreement.

7.2. The Data Controller, in particular if it has
information or reasonable suspicions that the Data
Processor processes personal data of the Data
Controller in a possibly improper way, may decide
in its sole discretion to inspect physically the sites

where the Data Processor processes personal data,




Duomeny tvarkytojas tvarko asmens duomenis,
jskaitant fizines priemones, taip pat sistemas,
naudojamas ir susijusias su duomeny apdorojimu,
siekiant jsitikinti, ar Duomeny tvarkytojas laikosi
Reglamento, galiojanciy Europos Sajungos ar
Lietuvos Respublikos asmens duomeny apsaugos
nuostaty ir Susitarimo arba Duomeny tvarkytojas
savo léSomis gali gauti auditoriaus audito arba
patikrinimo ataskaitg apie tai, kaip Duomeny
tvarkytojas laikosi Reglamento reikalavimy,
galiojan¢iy Europos Sajungos ar Lietuvos
Respublikos asmens duomeny apsaugos nuostaty
ir Sutarties.

7.3. Duomeny valdytojas, pageidaudamas
jgyvendinti savo teise atlikti auditg, privalo apie tai
tinkamai iS anksto, ne véliau nei prieS 30
kalendoriniy dieny, pranesti Duomeny tvarkytojui
ir imtis visy jmanomy priemoniy siekiant iSvengti
galimos zalos Duomeny tvarkytojui ir Duomeny
tvarkytojo  veiklos  sutrikdymo.  Duomeny
tvarkytojui  paprasSius, Duomeny valdytojas
pateikia audito ataskaitos kopijg.

7.4. Salys susitaria, kad tuo atveju, jei ne vélia R
nei pries 6 (SeSis) ménesius iki Duomeny vald
praSymo rastu dél audito atlikimo, Duonighy
tvarkytojas savo léSomis atliko vidaus arbagsorés

auditg, apimantj tvarkomy asmens du ny ir
operacijy su jais patikrg, Duomeny tvarigtojas gali
Duomeny valdytojui pateikti Sio ito iSvady

kopijg ir tokiu atveju bus Iaikoma,&ad Duomeny
valdytojo teisé atlikti Sios Sut@es XI skyriuje
numatyta audita yra igyvendij@tinkamai.

7.5. Duomeny valdytojas néra siejamas su
Duomeny tvarkytojo iSlaidomis, susijusiomis su
fizine apziira ar audito atlikimu. Duomeny
tvarkytojas privalo skirti iSteklius, reikalingus

including physical measures and systems, which
are used and related to data processing, itself or
through an independent auditor to find out if the
Data Processor complies with the Regulation, the
provisions of the European Union or the Republic
of Lithuania on personal data protection and the
Agreement. The Data Processor may obtain, using
its own resources, an audit or inspection report on
the compliance of the Data Processor with the
Regulation requirements, the provisions of the
European Union or the Republic of Lithuania on the
protection of personal data and the Agreement.

7.3. Wishing to exercise its right to auditing, the
Data Controller must duly notify the Data
Processor o Jjns fact 30 calendar days prior to
such audltOQ the latest and take all possible
measur avoid possible damage to the Data
ProcessQf and disruption of the Data Processor’s
actlvgxes Upon request by the Data Processor, the
g Controller shall provide a copy of the audit
ort

29.4. The Parties shall agree that in case the Data

[ Processor has performed an internal or external
audit at its own expense, including verification of
the personal data processed and transactions with
the data not later than 6 (six) months prior to the
Data Controller’s written request for an audit, the
Data Processor may provide the Data Controller
with a copy of the findings of this audit and in such
a case the right of the Data Controller to carry out
the audit provided for in Chapter XI of this
Agreement shall be deemed to have been properly
exercised.
7.5. The Data Controller shall not be liable for any
costs incurred by the Data Processor in connection
with a physical inspection or audit. The Data
Processor must allocate the resources necessary

Duomeny valdytojui atlikti patikrinima.

for the Data Controller to carry out the inspection.
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