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1. Background and Scope
The obligation for Member States to set up a "validation system" has been defined in the Control Regulation (EC) N° 1224/2009 Art.109 "General principles for the analysis of data", and Control Implementing Regulation (EU) N° 404/2011 Art.144-145 "Data to be validated" and "Validation procedures". Although the requirements in this legal instrument are very detailed, there is still a need to clarify some implementation aspects and to set clear technical guidelines for the Member States to implement this validation tool. 
The "VALID" (Member States' Data Validation Systems) project was set up not only to agree on guidelines to set up a validation system, but also to facilitate the implementation of these systems in the MS. 
The access to and exchange of data are not treated within the scope of this project, but are in the IFDM
 programme handled in the FLUX data exchange projects. Eventually a FLUX-VALID project will define all data elements and structures for the exchange of validation-related data and results in compliance with the FLUX framework. This project  will include the amendment of Annex XXXII of Reg. 404/2011. As long as this project is not finalized, the Commission Services will not access the MS databases using web services as specified under Reg. 404/2011 Art.146(3), but will use ad-hoc exchanges with Member States. 
2. Inventory and Analysis of Legal Obligations
This chapter contains all articles from the Control Regulation and its Implementing Regulation regarding the validation system, as well as some related comments. 

2.1. Set up a database

1224/2009 Art.109 (1.) Member States shall set up a computerised database for the purpose of validation of data recorded in accordance with this Regulation [...].

404/2011 Art.144 (1.) For the purpose of the computerised validation system, Member States shall ensure that all data referred to in Article 109(2) of the Control Regulation, are stored in a computerised database or databases.

A (computerized) database or databases have to be set up by Member States, containing control data (see further) for validation purposes. In most cases, MS have already set up one or multiple databases containing part of the required data, so in these cases this will be a review and/or extension of the available databases. 

404/2011 Art.144 (2.) The data in the databases referred to in paragraph 1 shall be accessible for the validation system on a continuous basis and in real-time. The validation system shall have direct access to all these databases without any human intervention. To this end all databases or systems in a Member State containing the data referred to in paragraph 1 shall be linked with each other.
The database or databases shall be accessible (to the validation system) all the time. "On a continuous basis" means that there should be no intentional interruptions, so that the system is designed to be accessible at all times in normal circumstances. "In real-time" means in this context at the actual moment on which the data entered into the system. 
No human intervention should be necessary in the sense that the validation procedures shall not require intermediate steps where a person has to export/prepare/copy data for a next step or in any way allow/initiate/start/direct the validation process. The linking of different databases could be in the form of web services to the different databases which are all accessible by the validation system. 

1224/2009 Art.109 (7.) If the data referred to in paragraph 2 are not transmitted by electronic means Member States shall ensure that they are entered manually into the database without delay.

404/2011 Art.144 (3.) If the data referred to in paragraph 1 are not stored automatically in a database, Member States shall foresee the manual entry or digitising into the databases, without delay and by respecting the deadlines set in the relevant legislation. The date of data receipt and data entry shall be correctly recorded in the database.
1224/2009 Art.109 (10.) The databases established and data collected by Member States referred to in this Regulation shall be deemed authentic under the conditions established under national law.

Furthermore, the Control Regulation requires the Member States to submit all non-electronic data to the database without delay, which implies two issues. The first is that all non-electronic data shall be submitted into the database: paper logbooks, paper sales notes, paper inspection reports, paper sightings etc. 
The second issue is that these manual data shall be entered in the database "without delay", synonym to "as soon as possible". This ensures that these data are available electronically for all further steps, including monitoring, verification and  submission of data within the deadlines. E.g. catch data should be available for constant follow-up, but the notification of aggregated catch data to the Commission should be submitted before the 15th of next month. 
2.2. Set up a validation system

1224/2009 Art.109 (1.) Member States shall set up [...] a validation system no later than 31 December 2013.

A validation system based on this database or these databases has to be set up no later than 31/12/2013. The specificities of the system are the subject of all further articles in the legislation. 

1224/2009 Art.109 (2.) Member States shall ensure that all data recorded in accordance with this Regulation are accurate, complete and submitted within deadlines laid down in the common fisheries policy. In particular: 

(a) Member States shall perform cross-checking, analyses and verifications of the following data through automated computerised algorithms and mechanisms: [...]
 (b) the following data shall also be cross-checked, analysed and verified where applicable: [...]
404/2011 Art.2 Definitions (17) ‘computerised validation system’ means a system capable of verifying that all data recorded in Member States databases is accurate, complete and submitted within the deadlines;

All data which are recorded in the database should in the end be accurate and complete. The way this shall be ensured is specified in the legislation as cross-checks, analysis and verification. Also the additional importance of submitting these data within CFP deadlines is mentioned. 
Several concepts of checks are mentioned in the legal text. Analysis is a very general concept; in this case it can be defined as studying the data in detail in order to gain a better understanding of it. Verification is testing the truth or accuracy of data, whereas validation rather checks the validity of the data in terms of formats and other input criteria. Cross-checking is referring to the comparison of one dataset with another one and vice-versa. Depending on the type of data, a different type of check can be defined under the form of business rules (see further). 

1224/2009 Art.109 (3.) The validation system shall allow the immediate identification of inconsistencies, errors and missing information in the data.
404/2011 Art.145 (1.) The computerised validation system shall validate each dataset referred to in Article 144(1) of this Regulation on the basis of automated computerised algorithms and procedures in a continuous, systematic and thorough manner. The validation shall contain procedures to control the basic data quality, to check the data format and the minimal data requirements, as well as more advanced verification by analysing several records of a dataset into detail, using statistical methods, or cross- checking data from different sources. 

The regulation is emphasizing the use of automated checks, which will allow for a permanent enhancement of data quality. "Continuous" in this context is referring to the permanent character of a checking system, "systematic" is referring to a methodical approach, and finally "thorough" means that the procedure should be complete regarding every detail and comprise the complete dataset. 
The legal text is differentiating between basic checks and more advanced verification, concepts which are discussed in more detail in §4.1. 
2.3. Data to be included

The data to be included in the validation database and system are exhaustively listed (1224/2009 Art.109(2a-b); 404/2011 Art.144(1), Annex XII, Annex XXIII, Annex XXVII, Annex XXXII). A summary is given below, of which the data marked with an (*) have to be verified obligatory, the other items where applicable/available. The details on fishing licenses and authorisations are not explicitly referred to in the validation articles, but correspond logically to the lists in Annexes II and III of 404/2011. 

· VMS data (*) (Annex XXXII)

· logbook data (*) (Annex XII)

· landing declaration (*) (Annex XII)

· transshipment declaration (*) (Annex XII)

· prior notification (*) (Annex XII)

· take-over declarations (*) (Annex XII)

· transport documents (*) (Annex XII)

· sales notes (*) (Annex XII)

· fishing licences (*) (Annex II)

· fishing authorisations (*) (Annex III)

· inspection reports (*) (Annex XXVII)

· engine power (*) (Annex II)

· VDS data

· sightings (*) (Annex XXIII)

· data relating to international fisheries agreements

· entry and exit data from fishing areas, restricted areas, RFMO areas and third country waters

· AIS data

· any other data deemed necessary for the purpose of the validation procedures - e.g. Vessel Traffic Service data (VTS), Bluefin Tuna Catch Documents (BCD), ...
Note that this list does not differentiate between data from electronic or paper origin. As a consequence, paper data should be stored using the same data structure as electronic data, and in accordance with the annexes mentioned. 

The category of VDS (Vessel Detection System) data is a special case, since VDS in itself is the result of analysis and cross-checking of different data sources (satellite imagery, VMS, AIS, sightings). On the other hand, the outcome of a VDS analysis can be a source for further verification. 

The data on validation business rules, inconsistencies and information should be available in the database, but should not be the subject of checks and analyses. They are rather the tools and results of such an analysis. These datasets are listed below: 
· validation business rules (*) (Annex XXXII)

· validation inconsistencies (*) (Annex XXXII)

· validation information (*) (Annex XXXII)

2.4. Business rules
404/2011 Art.145 (2.) For each validation procedure, there shall be a business rule or a set of business rules that defines which validations are executed by the procedure, as well as where the results of these validations are stored. Where applicable, the relevant reference to the legislation whose application is being verified shall be indicated. The Commission may define after consultation with Member States a standard set of business rules to be used. 

The business rules are at the heart of the validation system. The overview of business rules is giving all the necessary information on how the validation system is working, since this contains not only which validations are programmed, but also where the validated data and results can be found in the database. 
To assess the characteristics of a validation system, an overview of active business rules is a very good point of departure. In order to obtain a level-playing field for data quality across all Member States, at least some standard business rules should be identified to be applied in all MS systems. Further to this, MS are free to define a set of very specific business rules that are only relevant to their national or regional situation. 

2.5. Validation results

1224/2009 Art.109 (4.) Member States shall ensure that the database clearly displays any data inconsistencies detected by the data validation system. The database shall also flag all data that were corrected and indicate the reason for such a correction.

1224/2009 Art.109 (6.) Member States shall ensure that the dates for data receipt, data entry, data validation and the dates for the follow-up of detected inconsistencies are clearly visible in the database.

404/2011 Art.145 (3.) All results of the computerised validation system, both positive and negative, shall be stored in a database. It shall be possible to identify immediately any inconsistency and non- compliance issue detected by the validation procedures, as well as the follow-up of these inconsistencies. It shall also be possible to retrieve the identification of fishing vessels, vessel masters or operators for which inconsistencies and possible non-compliance issues were detected repeatedly in the course of the past 3 years. 

Primarily the validation system should display all inconsistencies detected (as a result of business rules). In addition corrections, reasons for correction, receipt date, data entry date, validation date, follow-up date, and the original value (see further) should be obtainable. The positive and negative validation results should only be stored in the database. A last requirement is that the system should foresee an overview of validation inconsistencies per fishing vessel, master and operator over a period of 3 years. 
It should be possible for the Member States' authorities to be warned immediately (=as soon as the data are submitted) of inconsistencies, errors and missing information. This is the reason why the validation system should be able to check data on a continuous basis, and should be able to connect automatically to all databases needed (see previous). 

1224/2009 Art.109 (5.) If an inconsistency in the data has been identified, the Member State concerned shall undertake the necessary investigations and, if there are reasons to suspect that an infringement has been committed, take the necessary action.

1224/2009 Art.109 (9.) If the Commission has identified inconsistencies in the data entered in the database of the Member State as a result of its own investigations, and after having presented documentation and consulted with the Member State, it may require the Member State to investigate the reason for the inconsistency and to correct the data if necessary.

404/2011 Art.145 (4.) The follow-up of the inconsistencies detected by the validation system shall be linked with the validation results, indicating the date of validation and follow-up.

If the detected inconsistency is identified as the result of a wrong data entry, that data entry shall be corrected in the database, clearly marking the data as being corrected, as well as reporting the original value or entry and the reason for correcting the data. 

If the detected inconsistency leads to a follow-up, the validation result shall contain a link to the inspection report, where appropriate, and the follow-up of it.

Inconsistencies resulting from the validation process can be followed-up with corrections, or in some cases further inspection. In the latter case, it should be possible to link the validation results with the inspection report. 
2.6. National implementation plan

1224/2009 Art.109 (8.) Member States shall establish a national plan for the implementation of the validation system covering the data listed under points (a) and (b) of paragraph 2 and the follow-up of inconsistencies. The plan shall allow Member States to make priorities for the validation and cross-checks and subsequent follow up on inconsistencies based on risk management. The plan shall be submitted to the Commission for approval by 31 December 2011. The Commission shall approve the plans before 1 July 2012 having allowed for the Member States to make corrections. Amendments to the plan shall be submitted to the Commission on an annual basis for approval.

All Member States have to send a national implementation plan to the Commission (=College of Commissioners), who shall approve the plans before 1 July 2012. The content of this plan is minimally described in the legal text: it should describe the implementation for the different datasets (listed in §2.3) and how inconsistencies will be followed-up. 
3. Inventory of Existing Databases and Validation Systems (status 2012)
Some Member States have already set up one or more databases and systems containing the required data for the validation system. This paragraph is providing the global picture, listing MS examples where possible. This is a factual description only, and does not approve any situation from a legal point of view. 
Information on the current state of play was retrieved directly from the MS representatives present in the VALID Working Group [GBR, IRL, FIN, DEU, EST, NLD, FRA, DNK, MLT]. A recent project by the EFCA (2010-2011) has also gathered information on this topic, and some general information from this project has also been added as input to this chapter. 
3.1. Current databases and systems

Typically, the MS systems are decentralized and dispersed over different services and/or locations. This structure has grown historically since some system components were required earlier and for other purposes than others, but it also has organisational grounds, as fisheries control and administration responsibilities are often spread over different services (fisheries/ environmental/ agricultural authorities, inspection service, navy, border/ coast guard, etc.) or regional offices. In some cases parts of the data input and management is externalized to third parties, which is sometimes raising problems with the responsibility over the data and changes into it. 
Some MS have started initiatives to migrate their fisheries data management into a more centralized system [IRL, DEU, DNK, MLT]. This action is not only to improve the current system(s), but also to take on board all new obligations as defined in the Control Regulation. Some MS are even updating the system so that all data from small vessels (<12m) are considered similarly [IRL, DNK]. 

A minority of MS does not possess a digital system for the management of fisheries data yet. In that case, information is stored in paper logbooks and other paper documents, combined with manual procedures to extract aggregated catch figures. 

3.2. Validation and verification
There are actually already quite a lot of validation and verification processes going on in MS, but as a consequence of the previous paragraph, these processes are generally spread over different departments. Due to the nature of validation (format, input criteria) and verification (truth, accuracy), these two checks are usually organised in a totally different way. 
All MS present in the WG apply validation checks at the time of data input, be it electronic data arrival, manual data entry from paper documents, or original manual input at the client side (e.g. the captain entering catch data). 
The intensity of these validation checks varies from MS to MS, but also between different stages in the system. For example some MS allow entering wrong values on purpose in order to detect possible errors in other datasets or misbehaviour afterwards. In this case, only critical values which would obstruct the system are rejected [DNK]. Some MS check against the data model of ERS, others have validation checks for each and every field in their database schema [DNK]. 
About the verification process, a common remark is that most procedures are imbedded all over their systems and mostly hard-coded. A common environment to create verification procedures is SQL [GBR, NLD], in some cases a Data Warehouse is used [DNK] or predefined reports are created [EST]. The concept of a central Business Rules Engine is nowhere applied, although some MS have looked into the possibility without finding a proper off-the-shelf solution [DEU, DNK]. 

The verification and cross-check procedures are organised very differently in all MS. Some of them have batch processes running constantly [DEU, NLD], every night [GBR, DNK] or every month for the purpose of the monthly catch reporting [FRA]. There are also semi-automated procedures which are triggered manually ad-hoc [EST, NLD, IRL, FIN, DEU]. 
In some MS these procedures are tied to systems in different departments, with multiple verification systems as a result [IRL], but in other cases the verification system is gathering data from dispersed databases in different departments [EST, NLD, FRA, in future: IRL]. 
The data which are verified and cross-checked in almost all cases are logbooks, landing data, sales notes [except DEU], VMS [except FIN]. Other data are cross-checked only in some of the MS: AIS, sightings, inspection reports, vessel lists, fishing licenses, authorisations, take-over declarations, departures, prior notifications, etc. 
It has to be noted that some MS don't have automatic cross-check procedures established, and perform regular or ad-hoc manual cross-checks between the main data sources. 

3.3. Follow-up and corrections

On the validation side, corrections are not stored by nature: if a value does not fit the data requirements, the record is rejected as a whole or the user is asked to correct. 

A verification procedure is typically resulting in a follow-up for some inconsistencies. This action is attributed to the most suitable instance: in some cases this is the FMC, otherwise the port authorities or inspectorate etc. 
It is difficult to check every inconsistency afterwards, so in many MS a ranking is made and the most important inconsistencies are investigated. Important data entries are the ones under a recovery plan, or where discrepancies are higher than a certain percentage. Another example is when the landed weight is less than 50kg: this case is not significant to cross-check with logbook entries since there is not even a logbook reporting obligation for such small quantities. 
Verification results are presented in a central stand-alone system [GBR], at multiple locations in the system [DNK], in the form of predefined reports [EST, NLD], or in log files which can be consulted afterwards [FRA]. Some systems allow "opening" a result of a cross-check, and closing it afterwards while adding a comment [GBR]. 

In case corrections have to be applied to the verified data, this is in all cases made directly in the source datasets. It is important to note that a new verification procedure will not raise an inconsistency any more in that case, in that respect verification results are a short-lived snapshot. An interesting concept [DNK] is the use of versioning: once a correction has been made, it will appear in the latest version of the dataset, but the original (wrong) data value has been stored in one of the previous versions. 
An additional comment has to be made regarding the ownership of the original data. According to several national legislations, the originator of the data (e.g. captain of the vessel) remains the owner of the data, even when the data are in the fisheries administration's database. When corrections to these data ought to be made, the official authorization has to be requested from the captain for every edit, since both parties should have legal certainty about which data are finally stored and used by the administration. This procedure is unfortunately slowing down the efficient management of corrections. 

4. Concepts and Definitions
In order to use common language when setting out guidelines, it is important that the core concepts are clearly defined. 
4.1. Validation vs. Verification checks

Although these terms are used in the legislation, they are not defined there. However, the difference between these two types of checks is important when discussing the details of the system. Basically both concepts are ways to check that the data in the database are correct, but they differ in approach, timing and goal for applying them. 
As put before, data validation is checking the validity of the data in terms of formats and other input criteria like presence, length or a predefined range. Even uniqueness criteria (comparing different records) and referential integrity (comparing with predefined lookup tables) are a kind of validation checks. In effect, all validation checks can be defined based on the database model (or XSD) - and this is what they are meant for: to be sure that the entered data are acceptable for a system, not blocking any process step. 
The concept of validation is ideally suited to be applied automatically at data entry stage. Invalid data are normally rejected and should be corrected in order to be accepted by the system. Some systems keep track of invalid data entries in a log, but don't take these data into account for further processing steps. 
On the other hand data verification is testing the truth or accuracy of data, by verifying if data are similar to the original source or to reality. Regular verification methods like double entry of the data or proofreading are not relevant for fisheries data management, so the accuracy should be established differently. 
The best suited method in this case is a cross-system consistency check, or commonly called cross-check. Cross-checking is the comparison of one dataset with another one and vice-versa. Another verification method could be the analysis of average values and outliers, in order to detect inconsistencies. Ultimately, an inspection can also be viewed as a verification check, since data can be compared with reality observations. 
	Validation
	Verification

	Valid for database model
	True/accurate compared to reality

	Typically automatically at data entry (continuous)
	Typically afterwards at scheduled times (continual)

	Mostly rejecting invalid data
	Mostly manual follow-up with possible correction

	Typically implemented inside input interface (at client and server level)
	Typically defined with business rules

	Result is either positive or negative
	Result can be positive or negative, but also a quantitative value

	Main goal to eliminate data entry errors
	Main goal to detect reporting errors and suspicious behaviour


In practice the boundary between validation and verification is not always clear. Sometimes validation checks are applied after data entry, whereby invalid data are deliberately accepted in the system and the validation procedure is used to detect reporting errors. On the other hand, in some cases lookup tables are not containing reference data but operational data, bringing the referential integrity validation to the verification level and rejecting input data on that basis. 
For the purpose of this document, the scope of validation is limited to checks applied at data entry time which accept or reject data, and verification to checks executed afterwards on accepted data in the database, in order to assess the accuracy of the data. 
4.2. Checking Levels

Further to the distinction between validation and verification checks, the complexity can also be considered and classified in different checking levels. The following levels can be distinguished (in line with CR business rules
).

(1) Level 0: Integrity control. These checks only test the field format, in other words if the value corresponds to the field definition regarding data type, maximum number of characters, obligatory fields, etc. The validation of input data against the XSD is in essence also "level 0" validation. 

(2) Level 1: Data field validation. Further to the format, this level is focusing on content, checking if the data correspond to the business logic. Checks include minimum and maximum values, sets of predefined values and comparison with code lists which could be placed in another table (only invariable code lists). 

(3) Level 2: Row validation. This comes down to checking if the content from different fields of a same record is compliant. For example when the subdivision code is available for a logbook entry, checking if all higher-level area codes are available as well. Or for a catch related to a certain fishery, checking whether all necessary fields required for that fishery are included (e.g. weight and number of species for BFT). 

(4) Level 3: Dataset validation. Validation including other records from the same dataset, for example comparing a VMS record with the previously sent record to verify that the interval time is less or equal than 2 hours. Or comparing the sales data with other sales from the same vessel and day to detect possible duplicates. 

(5) Level 4: Cross-checking. This is the most extensive level of checks, comparing data with other datasets (other than code lists). For example comparing the total catch weight of a certain vessel and species with the total landing and sales weight. Or verifying for a VMS record if the provided CFR number is available in the licensed vessels dataset, and if the IRCS and name correspond. Or if a certain landing was preceded by a prior notification message. In fact, the possibilities for this type of check are endless. 
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Figure 1: Overview of check levels and relation with validation and verification

Note that although the first four levels are described as "validation", they could possibly be implemented as verification checks. Especially row and dataset validations (level 2 and 3) are more complicated, and therefore more suited to be used as verification checks. As stated before, cross-checking (level 4) is relatively complex and is therefore a typical verification check. 

4.3. Business rules

From a general information system perspective, a business rule is a statement that defines or constrains some aspect of the business.  It is intended to assert business structure, or to control or influence the behaviour of the business.
 A business rule can be expressed in a natural language, but also in formal logic languages like UML, semantic languages, or with XML based languages. A business rule will always evaluate to either true or false. 
Examples of business rules are "a received letter should be registered in the document management system first, before attributing it to someone" or "a letter without signature is not valid for sending out". 
In any IT application, business rules change more frequently than the rest of the application code. When business logic is externalized in rules, business users are able to modify the rules frequently without the need of IT intervention. The system as a whole becomes more adaptable with business rules that can be changed dynamically. The software piece to manage the whole chain of definition and deployment of business rules is called a Business Rules Management System (BRMS).
Some of the main advantages of business rules are that they shorten development time and lower development cost of the core IT product, they lower the cost incurred in the modification of business logic, related to this changes can be made faster and with less risk, and finally rules are externalized and easily shared among multiple implementations, applications and organisations. 
Coming back to the context of this project, a validation or verification business rule is a statement that explicitly and accurately defines the validation or verification check, including the checked data fields and relevant constraints. Validation checks which are embedded in the input interface could be regarded as implicit business rules, but these are not considered in the scope of this definition because many of the typical business rule characteristics don't apply (externalized, editable without IT intervention, extractable, shareable). 
In many ways business rules are invaluable for the data validation and verification system. Firstly they are the only way of defining checks in a uniform language across all MS systems, in order to compare and assess which verification checks are used in different Member States. Moreover the verifications are typically driven by the business, so a business user should be able to manage them in a flexible way, being able to edit existing rules or adding new rules when a business need is coming up. 
Examples of checks formulated as business rules are "the interval between 2 VMS positions should be smaller than 2 hour" or "the difference between logbook and landing weight should be smaller than 10% of the logbook weight". 
Business rules can be distinguished based on the following characteristics:

· By dataset: e.g. VMS, landing data, fishing licenses.
· By checking level: as discussed in §4.2. 
· By weight: some rules are more important than others, and accordingly deserve more effort to follow up inconsistencies. The weight gives the possibility to set "categories" of follow-up effort related to the severity of the inconsistency. 
4.4. Data quality vs. Risk analysis

The main goal of a validation and verification system is obviously to improve the data quality. A superior data quality is not only important for proper data management within a Member States, but has far going consequences due to the extensive reporting requirements towards several DGs in the European Commission, third countries, RFMOs and other international bodies. It is indispensable to start from reliable data for proper policy management support at the level of the CFP or international negotiations: wrong data can lead to completely inappropriate policy decisions. 

An immediate spin-off of good data verification practices is the possibility for risk analysis. So when building the data validation and verification system, it should be kept in mind all along the process to keep the door open for risk management. This means that any part of the system should manage inaccuracies in such a way that they can be used later on as intelligence to detect possible infractions. It has to be stressed that the results of a verification check are not risk indicators on itself, but are only one of the inputs of a risk analysis. Risk analysis should not be considered as a synonym of data verification. 
5. Guiding Principles

In order to get from the current situation to a compliant validation and verification system in each Member State, this document presents a set of guiding principles to lead the developments and implementations towards a qualitative system. 
As an outline to this chapter: paragraphs 5.1 and 5.2 are about data validation, §5.3-5.10 about data verification, and §5.11-5.13 are only applicable for building new systems. 

5.1. Data should be validated automatically before entering the system

To ensure a properly working fisheries data management system, only valid data should enter the system. This condition should be accomplished by automated procedures controlling all input data flows, whether this is at a user input console or at an incoming data server. 

The data validation process is not directly linked to the verification of data, and it is very difficult to implement it in a centralized way and using business rules. Validation can be implemented in dispersed applications which take care of the validation of a certain data input flow. Since validation rules will simply accept or reject a data item, it is not required to keep track of validation results and follow up of corrections. 

5.2. Validation should at least cover database needs and XSD definitions

Input data validation should at least cover all conditions demanded by the MS databases, making sure that the data don't cause a blocking error in the system. On top of this, validation should make sure that data sent in the context of ERS/FLUX are complying with the agreed XSD definitions of the business layer for EU fisheries data exchange. Even though business rules are rarely used for validation, it should still be possible by the MS to provide a listing of validation checks applied in the system. 
A paradox worth mentioning in this regard is that "one should not validate too hard", i.e. if the input validation is so advanced that it allows only perfect data into the system, no additional intelligence will come out the verification process afterwards, so the additional value for tracing wrong behaviour and input for risk management is minimized. The balance should be struck between sufficient validations in order to get a system with clean data, and a sufficiently open input in order to allow real-life inconsistencies in the system which can be analysed afterwards. 

5.3. Data verification should be automatic and scheduled
After the data entered the system, verification procedures should be applied. The verification checks should be executed automatically by the system, either by being triggered by events, or by being scheduled at specific times. 
For example a check on AIS data should not be done every 10 seconds when a new position is available in the system, but rather in batches at preset time intervals (e.g. every night). On the other hand, less frequent data input like landing data or sightings could trigger a check event, so that these data are verified by the system directly upon arrival. 

Next to the scheduled verification checks, verification on demand should also be possible. This would be the case when for example an operator is investigating the verification results from the scoreboard and notices that some results are outdated because new data have entered the system. At this moment there should be a possibility to trigger the verification check to run once more on top of the predefined schedule. 

5.4. Verification should cover the agreed core verification rules

The VALID Working Group has established a list of "core verification rules" which is considered so important that every Member State should deploy these verifications as a minimum in their system. These rules will be listed in a separate document (see §6). Next to the core verification rules, the document will also list some recommended rules and optional rules. 
Note that core verification rules should be defined in such a way that they are applicable in all fisheries or Member States. If certain rules are redundant because of some specific fisheries practices, the preconditions included in these rules should very clearly exclude these rules. 

As the list of verification rules (including recommended and optional rules) is growing, it is not advisable to implement each and every rule on the list. Some rules are more applicable to the specific needs of a national fishery than others, which is why many rules on the list are variants of the same check. E.g. if all logbook data contain coordinates, then it is more efficient to cross-check logbook coordinates with VMS than to cross-check the logbook areas with VMS. Or when a MS is already cross-checking the species in logbooks with those in landing declarations, and those in landing declarations with sales notes, it is not useful to spend a lot of resources in an extra cross-check between logbooks and sales notes. It would be more efficient to avoid overlapping sequences of checks and to identify as many as possible different problems.
On a regular basis the VALID Working Group can review the list and can promote some rules currently denominated as "recommended" or "optional" to become "core" verification rule. As a result, the list of core verification rules will gradually become larger. 

All these agreed rules should be available as business rules in a central rules repository provided by the Commission. This repository can be seen as a kind of Master Data Register, but then for verification and validation business rules. 

5.5. Verification rules should be manageable by the business
The paragraph on business rules (§4.3) already discussed the fact that business rules change more frequently than the rest of the IT system, concluding that externalizing business rules has a lot of advantages. Whether the strategy to establish a complete Business Rules Engine is chosen or not, it is very important for the business responsibles that they have direct access to the management of the verification (business) rules. The need for specific checks changes over time, and even for the most basic verification rules fine-tuning is needed to get the desired results. This would be useless if every change in verification rules would take months or even a year due to rigid IT support or complex service contracts. 
5.6. Verification rules should be exchangeable via a rules exchange format
The exchange of verification rules is needed for multiple reasons. Firstly, the Control Regulation requires that all data, including verification business rules, shall be accessible by the Commission via web services. Secondly, once the Commission has set up a repository with the agreed rules (see §5.4), Member States who choose to establish a Business Rules Engine will be able to pull these rules to their system in order to deploy. 

It goes without saying that much effort is to be spent on how business rules should be described (tags, codes and data elements) and to derive a unique exchange language for these verification rules. An initial set of data elements has been defined in Annex XXXII of the Control Implementing rules (404/2011), but this Annex will have to be updated after data exchanges are defined in the FLUX project. Once this standardised language has been defined, it should be possible to exchange verification rules between systems. 
Equal to all projects under the IFDM umbrella, this project should make use of standards and existing formats wherever possible. The development of a new Business Rules Exchange Format should be in line with the current FLUX project and should therefore be XML-based, and follow UN/CEFACT standards. This format will be elaborated in a separate document
.
5.7. Reference data should be accessed via central web services

Common reference data which are currently accessible via the Commission (DG MARE Master Data Register) will be made available to the validation and verification systems by means of web services, either to use in real time or in a "master-slave" configuration. This is necessary in order to obtain identical reference data across all MS systems. 
A further technical study should investigate which other data should be centrally available via web services. Examples are the lists of ports, species, fishing areas, or a central repository of 3rd country fishing authorisations. 
5.8. Verification results should be accessible via a scoreboard

For the daily follow-up by the national authorities, the verification results should be accessible via a clear interface which provides an immediate overview of the most critical inconsistencies, hereby defined as a scoreboard. Thereby it would be useful to list the inconsistencies with the highest weight on top, so that they allow for urgent follow-up. 

Furthermore it would be useful that the overview window provides some filter facilities (per business rule, business rule level, data type, vessel/master/operator, etc.) and search possibilities. There should be links available towards corrections and investigations as a consequence of verification results, which normally lead to applications where the former can be consulted in more detail. 

5.9. The system should allow to correct inconsistencies
When an inconsistency is detected and identified as wrong data entry, the source data should be corrected. In the Member States where the originator of the data remains data owner (see §3.3), the necessary procedures should be foreseen to be able to correct wrong data nonetheless. In case part of the data management is externalised to a third party, all corrections shall be officially authorised by the national authorities. 
The Control Regulation (for a discussion see §2.5) requires that a trace is kept for every correction as a result of the verification process, together with the original value and a reason for correction. Typically, the system should also keep track of the correction date and time, as well as the name of the corrector. 
As soon as the corrected data appear in the database, a new verification run will no more indicate the old inconsistency, therefore the corrections and original values should be stored somehow in a separate dataset. In the case of versioned source data, the original values are kept in previous versions, but the other information regarding the correction should also be stored in the system. 
5.10. Verification results should be exploitable for risk analysis

The results of the verification process should not only be used for correcting inconsistencies, but they should be usable as one of the input flows for risk analysis on fisheries control. 

To this end, the verification results and scoreboard should not only be accessible by the responsible people for risk analysis, but even the necessary verification checks should be tailored to the needs of risk assessment business. If a crucial verification rule is missing, the users should be able to easily add it in the system. 
5.11. New systems would best be built using a BRMS
In case a Member State has to start from zero to build this system, the best possible architecture is to build one system including all necessary modules: scoreboard, check scheduling, verification rules management, tracking of corrections. 
In addition, taking into account all the advantages of externalized business rules, most effectiveness on the long term is gained by a Business Rules Management System (BRMS). For the Member States which have to build a completely new system, this new solution would best be built upon a BRMS. 

5.12. New systems would best be built using a DAL

In case software modules will be developed in common and afterwards deployed at the respective MS systems, it is necessary that these modules can communicate via one uniform interface with the database(s). This uniform interface will have to be implemented separately in every MS, taking into account the specificities of each MS system. Once this effort has been completed, all necessary modules can make use of this uniform layer, and it will be possible to implement exactly the same pieces of software across all systems. 

This strategy is commonly known as data abstraction, and the software component which translates the abstract data types to database-specific procedures is called a Data Abstraction Layer (DAL). 
5.13. New systems should be built in common where appropriate
The VALID project is striving to unite resources wherever possible, however the efforts which are much more efficient on regional or national level should be spent at that level - similar to the so-called "subsidiarity principle" in policy language. The cooperation can be divided in three different levels: 

· Producing common guidelines and specifications, of which this document is essentially a first deliverable. This level is related with the business analysis of the project. For a successful implementation of all verification systems, it is essential that all actors cooperate and agree to apply the same guidelines and specifications. 

· Acquiring or developing common software. Depending on the needs of the Member States or other relevant parties, full applications could be acquired or developed, or small modules could be commonly created to tailor for specific limited needs. 

· The most intense level of cooperation would mean a common implementation, even partially. Due to the characteristics of the required system (very MS specific) as well as the vast amount of data input/output, it is not desirable to build a centralised component. The only centralised system related to verification systems could be commonly accessible reference web services as discussed in §5.7, but the creation of these services are outside the scope of this project. 

6. Linked Documents
Excel file VALID_list_rules_WG5_v05 containing the following Worksheets:

· List of rules: all business rules definitions discussed during the VALID Working Groups together with the classification into "core", "recommended" or "optional";

· List of sources: all data sources used for defining the business rules. 

7. Approval of the Guidelines

· VALID Working Group with Member States on 14/05/2012
· ERS and Data Management Working Group with Member States on 15/05/2012 (incorporating comments until 25/05/2012)
· (For version 0.9) ERS and Data Management Working Group with Member States on 24/10/2013
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� 	The Integrated Fisheries Data Management (IFDM) Programme groups a series of projects of which the VALID project is only one. Other projects are Data Exchange Highway (DEH), Aggregated Catch Data Reporting (ACDR), FLUX (Fisheries Language for Universal Exchange), FLEET, etc.


� 	IFDM Project: The ERS Catch Reporting - The Business Rules (ers_cr_business_rules_v09.doc)


� 	Definition from "the Business Rules Group" (http://www.businessrulesgroup.org/)


� 	Data Exchange Format for Validation and Verification Business Rules (VALID_exchange_format_.doc)
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