
Annex No. ..
PERSONAL DATA PROTECTION AGREEMENT
UAB ILTE, Ukmergė st. 124, 08100 Vilnius, Lithuania, legal entity code 110084026 (hereinafter – the Contracting Authority or the Data Controller)
and
UAB XXX, legal entity code xxx, registered office xxx (hereinafter – the Supplier or Data Processor),
hereinafter collectively referred to as "the Parties" and each individually as a "Party", have agreed and entered into this agreement (hereinafter – Agreement).
1. SUBJECT, PURPOSE AND DURATION OF THE AGREEMENT
1.1. The Parties agree to enter into this Agreement to govern the processing of personal data arising in connection with the provision of services by the Supplier under the Public Procurement Contract concluded between the Contracting Authority and the Supplier (hereinafter – the Contract). 
1.2. This Agreement supplements the Contract and governs the processing of personal data in the context of the Supplier's provision of the services under the Contract.
1.3. The purpose of this Agreement is to ensure the proper implementation of the requirements for the protection of personal data set out in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR), and in the related legislation.
1.4. For the purposes of the Supplier's performance of the Contract, the Supplier acts as a data processor and the Contracting Authority as a data controller in relation to the processing of personal data within the meaning of the GDPR.
1.5. This Agreement shall become an integral part of the Agreement and shall be binding on the Data Processor and the Data Controller in accordance with the GDPR. 
1.6. This Agreement shall apply until the Supplier's obligations under the Contract have been fully performed.
1.7. The Data Processor shall, upon termination or expiry of the Contract, immediately cease its processing of the Data Controller's data and shall, at the Data Controller's option, erase or return (in the same form as received) all personal data to the Data Controller within no later than 5 working days, together with the deletion of all copies of such data in its possession, and shall provide the Data Controller with a written confirmation that it has done so.
1.8. This Agreement does not relieve the Data Processor from the obligations applicable under the GDPR or other legislation.
2. THE SUBJECT MATTER, PURPOSE, NATURE, TYPE OF PERSONAL DATA AND CATEGORIES OF DATA SUBJECTS OF THE PROCESSING
[bookmark: _Hlk514668083]2.1. For the purposes of the Contract, the Data Processor processes personal data under the responsibility of the Data Controller.
2.2 The nature, subject matter and purpose of the processing of personal data by the Processor on behalf of the Controller, as well as the information relating to the type of personal data processed and the categories of data subjects, are set out in Annex 1 to this Agreement.
3. PROCESSING OF PERSONAL DATA - OBLIGATIONS OF THE PROCESSOR
3.1 The Data Processor shall assess the risks of data processing that may arise to the rights and freedoms of natural persons and shall implement appropriate technical and organisational measures to ensure that its processing of personal data under the Contract and this Agreement complies with the applicable data protection legislation, specifically the GDPR, the Law on Legal Protection of Personal Data of the Republic of Lithuania, and other legal acts regulating personal data protection, and guarantees the protection of the data subject’s rights.
3.2 The Processor undertakes to process personal data only in accordance with written instructions given by the Data Controller, except where otherwise provided by applicable law. In this case, the Data Processor shall, to the extent permitted by law, inform the Data Controller of such legal requirement before processing personal data. If the Processor does not have instructions on how to process personal data in a particular situation, or if any instruction violates applicable data protection law, the Processor must inform the Controller without delay. The Processor undertakes to inform the Data Controller without delay if the instructions given by the Data Controller are, in the opinion of the Processor, contrary to the GDPR or any other legislation on the protection of personal data.
3.3 The Data Processor undertakes to ensure that the Data Processor's employees who process personal data and have access to them have confidentiality obligations and that access to personal data processed on behalf of the Data Controller is granted only on a need-to-know basis. In the event of termination of the employment relationship between the Processor and an employee who has access to the personal data of the Controller, the access rights to the personal data of the Controller shall be terminated no later than on the last day of the employee's work with the personal data of the Controller entrusted to him.
3.4 The Data Processor undertakes to ensure a level of security of the personal data processed that is appropriate to the nature of the data and the level of threat associated with it (for example, pseudonymization, encryption, ensuring the confidentiality of the systems and services of the data processor , the ability to restore the conditions for, and access to, the access to the personal data on a timely basis in the event of a physical or technical incident, the regular review of the technical and organizational measures ensuring the security of the processing of the personal data, the evaluation of the effectiveness of the technical and organizational measures ensuring the security of processing of the data, and so on). The Data Controller shall be entitled to obtain evidence of the application of these measures to the processing of the Data Controller's personal data by the Data Processor. 
3.5 The Data Processor undertakes to inform the Data Controller of any personal data breach or suspected personal data breach without delay, but at the latest within 24 hours from the time of becoming aware of the personal data breach, and to provide all information relating to the breach that the Data Processor is obliged to provide to the Data Controller in accordance with the provisions of GDPR. The Processor undertakes to take all steps to assist the Data Controller in the event of a personal data breach in order to mitigate the negative consequences of the breach. The Processor undertakes to provide additional copies of documents at the request of the Data Controller, for example, justifying the actions taken, measures applied, or internal checks carried out and their conclusions. 
3.6 The Processor shall, taking into account the nature of the processing and using appropriate technical and organizational means, assist the Data Controller in fulfilling the Data Controller's obligation to respond to requests to exercise the data subject's rights under the GDPR.
3.7 The Processor shall, taking into account the nature of the processing and the information available to it, assist the Data Controller in complying with specific obligations under applicable data protection legislation. The specific obligations include the security of the processing (Article 32 GDPR), the notification of a personal data breach (Articles 33 to 34 GDPR) and data protection impact assessment and prior consultation (Articles 35 to 36 GDPR). 
3.8 The Data Processor undertakes to keep records of how it carries out the processing of the Data Controller's data, to know where the data transmitted to it are stored and how they are processed. The Processor undertakes to provide all information demonstrating compliance with its processing obligations and to assist the Controller and/or third parties in auditing the personal data processed, including inspections.
3.9 The Data Processor undertakes to assist the Data Controller in relation to its processing activities, to assist in  the exercise of the data subject's rights, to assist in ensuring the security of the personal data, to assist in carrying out a data protection impact assessment, to inform of personal data processing infringements, and to endeavour to prevent the infringement of the processing of personal data and its consequences.
3.10. Upon written request by the Data Controller, the Data Processor must provide evidence and/or documentation confirming the Data Processor's compliance with the requirements set out in Article 28 of GDPR.
4. AUXILIARY PROCESSORS
4.1. The Data Processor shall not engage a sub-processor for performance of the processing carried out under these Clauses without general written authorisation of the Data Controller. The Data Processor has the general written authorisation to engage sub-processors of the Data Controller. The Data Processor shall notify the Data Controller of any planned amendments related to engagement or replacement of sub-processors in writing no later than 10 working days ago in advance, thus enabling the Data Controller to object to such amendments before engagement of the respective sub-processor(s).
4.2. Should the need arise to use sub-processors; the Processor will inform the Data Controller. In this case, the Processor will only be able to use a sub-processor with the prior written approval of the Controller and will ensure that the sub-processors are bound by written contracts.
5. TRANSFER OF DATA TO THIRD COUNTRIES
5.1 The Data Processor shall be entitled to transfer personal data to third countries or international organisations only after receipt of the documented instructions of the Data Controller and in accordance with the requirements of Chapter V of Regulation (EU) 2016/679 (GDPR). 
5.2. If personal data must be transferred to third countries or international organisations in accordance with European Union or Member State law which must be complied with by the Data Processor although the Data Controller has not given instructions to do this to the Data Processor, the Data Processor shall notify the Data Controller of the afore-mentioned legal requirement prior to transfer of data unless such legal act prohibits communication of such information.
5.3. The Data Processor shall not be entitled to carry out the following actions without the documented instructions of the Data Controller or the particular request under European Union or Member States law in accordance with this Agreement:
5.3.1. to transfer personal data to a Data Controller or a Data Processor in a third country or in an international organisation;
5.3.2. to transfer processing of personal data to a sub-processor in a third country;
5.3.3. to allow the Data Processor to process personal data in a third country.
5.4. if the Data Controller does not specify in this agreement, or later provide documented instructions regarding the transfer of personal data to a third country or international organizations, the Data Processor shall not have the right to carry out such a transfer under this Agreement
6. INFORMATION SECURITY AND CONFIDENTIALITY
6.1 The Processor shall ensure adequate protection of personal data in accordance with this Agreement with the aim of protecting personal data against destruction, except as provided for in Clause 1.7 of this Agreement, alteration, unauthorized dissemination or unauthorized access. Personal data shall also be protected against any other unlawful processing.
6.2 The Processor shall draw up and keep up to date a description of its technical, organizational and physical measures in order to comply with the requirements of applicable data protection legislation.
6.3 The Data Processor undertakes not to disclose the personal data processed under the Contract and this Agreement and to ensure that no third party[footnoteRef:1] has access to them, and not to copy, print or send the personal data processed under the Contract and this Agreement without the prior consent of the Data Controller. [1:  ‘Third party’ means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.] 

6.4 The processor shall ensure that all persons involved in the processing of personal data are bound by an obligation of confidentiality or are subject to an appropriate statutory obligation of confidentiality.
7. REMUNERATION FOR DATA PROCESSING
7.1 The Parties agree that the provision of services under the Contract shall include in the price of the service a proportion relating to the processing of personal data and the protection of personal data, to the extent required by the GDPR. If the Data Controller requests additional services related to the processing of personal data, they shall be charged according to the time spent by the Data Processor, in accordance with the specially established rates. Payment shall not be made for the performance by the Data Processor of actions which are required by the GDPR and other legal requirements and by this Agreement.
8. LIMITATION OF LIABILITY AND INDEMNITY
8.1 The Parties shall be liable for breach of this Agreement or breach of the obligations provided for in the legislation in the processing of personal data or improper performance thereof in accordance with the provisions of the applicable legislation of the Republic of Lithuania. 
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Annex 1 to the Personal Data Protection Agreement 

THE SUBJECT MATTER, PURPOSE, NATURE, TYPE OF PERSONAL DATA AND CATEGORIES OF DATA SUBJECTS OF THE PROCESSING
	Basis for processing
	Public Service Contract concluded on (date) between the Contracting Authority (Data Controller) and the Supplier (Data Processor) (Hereinafter - Contract) 

	Subject matter and purpose of processing
	Provision of the following Data Processor services or tasks to the Data Controller:
During the Service Contract, the subject of which is the provision of services for the identification (verification) of individuals and the provision of personal data, where information about individuals is provided by directly accessing the database and entering the individual’s identification information. 

	[bookmark: _Hlk521333480]Types of data processed
	I. Clients of the Data Controller, applicants and their representatives, participants, beneficiaries, and other persons related to the client by family or close relations:
· First name, Last name;
· Personal or other identification data;
· Date of birth;
· Citizenship(s);
· Place of residence;
· Assignment to politically exposed persons (PEP) (fact of being a PEP, PEP’s family or close relations);
· Data listed in sanctions lists (fact of being subject to international sanctions, family or close relations of the person).
II. Representatives and employees of the Data Controller
· Login name;
· Email address.

Detailed and other categories of data will be agreed with the Supplier upon determination of the winner.


	Categories of data subjects
	Clients of the Data Controller, applicants and their representatives, participants, beneficiaries, and other persons related to the client by family or close relations, as well as representatives and employees of the Data Controller.

	Data processing activities
	Organizing data, providing it to the Data Controller, receiving, storing, restoring, destroying, and correcting data.

	List of Sub-Processors
	To be agreed with the Supplier upon determination of the winner.

	Place of data processing
	The place of data processing shall be agreed with the Supplier upon determination of the winner.

	Description of technical and organisational measures
	The Data Processor shall implement appropriate technical and organizational measures to ensure that the processing of personal data is carried out under the Contract and this arrangement complies with data protection legislation and guarantees the protection of the data subject’s rights.

Detailed measures will be agreed with the Supplier upon determination of the winner.
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