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Confidentiality Agreement
[day / month / year], [place]
UAB "EPSO-G", a private limited liability company established and operating under the laws of the Republic of Lithuania, legal entity code 302826889, with its registered office at Laisvės pr. 10, Vilnius, company data stored and maintained in the Register of Legal Entities of the Republic of Lithuania (hereinafter - the Information Provider), represented by [position], [forename, surname],
and
[legal entity name, legal form] a legal entity established and operating under the laws of [country name], legal entity code [.........], with its registered office at [...........], data on the legal entity is collected and stored in the Register of Legal Entities of [country name] (hereinafter - the Information Recipient), represented by [position], [forename, surname],
hereinafter the Information Provider and the Information Recipient are collectively referred to as the Parties, and each separately as a Party,
whereas:
(A) The Information Recipient, in order to [specify the circumstances of the conclusion of this agreement, e.g., the Information Recipient, in order to evaluate/perform an analysis/properly fulfil contractual obligations, etc.], will receive information related to the company from the Information Provider;
(B) The Parties agree that [if applicable, other important circumstances related to the conclusion of this agreement shall be specified];
(C) both Parties are interested in ensuring the confidentiality of the information provided to the Information Recipient,
have entered into this Confidentiality Agreement (hereinafter referred to as the Agreement):
1. Confidential Information
1.1. For the purposes of this Agreement, confidential information shall mean any and all data and information recorded in any form (in documents, diagrams, information carriers, etc.) which the Information Recipient receives from the Information Provider or any person acting on his behalf or in his interest (including, but not limited to, employees, representatives, or consultants) in any form, whether written or oral, which is necessary for the Recipient to properly fulfil his obligations (hereinafter – the Confidential Information), but not limited to an employee, representative or consultant) and which is necessary for the Information Recipient to properly perform his obligations (hereinafter – Confidential Information).
1.2. Confidential Information shall not include information that:
1.2.1. is or becomes public in accordance with the laws of the Party;
1.2.2. was already publicly disclosed or was otherwise publicly available at the time of its disclosure;
1.2.3. the Information Provider notifies the Information Recipient in writing that it is not considered Confidential Information;
1.2.4. [other circumstances may be specified why confidential information will not be considered as such].
1.3. If there is any doubt as to whether information is considered Confidential Information, the Information Recipient shall undertake to treat it as Confidential Information until he receives confirmation from the Information Provider that such information is not Confidential Information.
2. Procedure for the use of Confidential Information
2.1. The Information Recipient, his employees, consultants, and if the Information Recipient belongs to a group of companies[footnoteRef:1] – all employees and members of collegial bodies of the group of companies (hereinafter – the Representatives) shall undertake to keep the Confidential Information confidential and not to disclose any Confidential Information or any part thereof to third parties in any form or by any means without the prior written consent of the relevant Information Provider. [1:  A group of companies is understood as a group of companies controlled by the Recipient, consisting of the Recipient and the Recipient's directly and indirectly controlled subsidiaries (legal entities) in which the Recipient holds at least 1/2 of the shares (parts, interests) of the subsidiary (legal entity) or, if the Information Recipient operates within a group of companies in which its parent company holds at least 1/2 of the shares (parts, interests) of the Information Recipient, including (if any) other subsidiaries (legal entities) of the parent company of the Information Recipient in which the parent company holds at least 1/2 of the shares (parts, interests).
] 

2.2. The Information Recipient and his Representatives shall undertake not to use the Confidential Information in any way that may cause damage or loss to the Information Provider.
2.3. The Information Recipient shall grant the right to access the Confidential Information only to his Representatives specified below:
2.3.1. who need to know the Confidential Information in view of their duties or profession, provided that they meet the requirements of Clause 2.3.2;
2.3.2. who have been informed of the confidential nature of the information and who have undertaken to comply with confidentiality obligations under the same conditions and for the same period as those set out in this Agreement.
2.4. The Information Recipient and his Representatives shall undertake to inform the Information Provider immediately, but no later than on the next working day, of any actual or threatened unlawful use and/or disclosure of the Confidential Information or any other circumstances that threaten the security of the Confidential Information. The Information Recipient shall immediately take the necessary measures to prevent further disclosure or loss of the information and to mitigate any negative consequences.
2.5. The Information Recipient and his Representatives are aware that certain Confidential Information may be considered non-public information within the meaning of the laws and regulations governing financial markets and are aware of the prohibition on using non-public information when trading in financial instruments. If the Information Provider shall disclose undisclosed information to the Information Recipient or his Representatives, the aforementioned persons shall be included in the Information Provider’s lists of persons holding undisclosed information in accordance with the procedure established by law. If necessary, the Information Recipient and his Representatives shall be included in the list of persons holding undisclosed information of the Information Provider at the request of the Information Provider. The Information Recipient shall undertake to submit, within 3 working days, a list of the Information Recipient’s Representatives to whom the Information Provider’s undisclosed information has been (or will be) disclosed, including other information necessary to complete the list.
2.6. The obligations of the Information Recipient regarding the non-disclosure of Confidential Information set forth in the Agreement shall not apply where the Information Recipient is reasonably required by law to disclose the Confidential Information to a State or municipal authority, institution, organisation, or his representative, or to a court or arbitration tribunal. If the Information Recipient is required by law to disclose or transfer any part of the Confidential Information, the Information Recipient shall, if permitted by law, immediately notify the Information Provider (by e-mail or other available means) before disclosing such Confidential Information, and the transfer shall be subject to the same (or stricter) procedures of information transfer as those under which the information was received.
2.7. With regard to information in electronic form that constitutes the Confidential Information, the Information Recipient shall undertake to ensure that:
2.7.1. a legal, functioning version of antivirus software is installed on all computer workstations where Confidential Information received in electronic form within the scope of this Agreement is processed;
2.7.2. information constituting the Confidential Information in electronic form will not be transferred and/or processed in relevant service areas on the Internet, such as Dropbox, Google Drive, One Drive, unless such services are provided to the Recipient under corporate (non-personal use) agreements concluded with these services. Dropbox, Google Drive, One Drive, unless such services are provided to the Information Recipient under corporate (non-personal use) agreements concluded with the manufacturers (providers) of these services;
2.7.3. portable electronic media (e.g., CD/DVD, USB memory sticks) containing information constituting the Confidential Information shall be encrypted or stored in locked information storage devices (e.g., cabinets, safes, separate locked rooms, etc.) or otherwise protected against theft or loss of such devices.
2.8. The Information Recipient shall undertake, no later than within 3 working days after the expiry/termination of the contractual relationship and obligations between the Information Recipient and the Information Provider, to destroy all media on which the Information Provider has provided the Information Recipient with information constituting the Confidential Information, without retaining or making any copies, transcripts, or extracts of the Confidential Information and/or media on which it is recorded (information received electronically must be deleted without leaving any copies), except in cases where the Confidential Information is used by the Information Recipient, his Representatives, collegial bodies in decisions (minutes) or other documents which cannot be destroyed for objective reasons. In such a case, the Information Recipient shall remain obliged to ensure the confidentiality of the Confidential Information as provided for in this Agreement.
3. Liability
3.1. If the Information Recipient breaches any obligation under this Agreement, the Information Recipient shall indemnify or compensate the Information Provider for any losses, expenses, and costs (including legal expenses) incurred or suffered by the Information Provider as a direct or indirect result of such breach.
3.2. The Information Recipient shall ensure that his Representatives comply with the confidentiality obligations set forth in this Agreement.
3.3. The Information Recipient is aware that the unlawful disclosure and use of Confidential Information shall be subject to the liability provided for in the laws of the Republic of Lithuania.
3.4. Each Party acknowledges and confirms that personal data obtained during mutual cooperation will be processed solely for the purposes related to the performance of obligations and in compliance with strict confidentiality obligations and personal data protection requirements. The requirements for the processing of personal data, the rights of data subjects and the obligations of data controllers are governed by Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).
4. Validity of the Agreement
4.1. The Agreement shall be concluded by signing it with electronic qualified signatures by the Parties or by signing it with physical signatures by the Parties in two copies.
4.2. The Agreement shall enter into force on the date of its signing.
4.3. The obligations of the Information Recipient under this Agreement not to disclose the Confidential Information are of a continuing nature and shall remain in force for 3 years from the date of signing of this Agreement (including the termination of the Agreement).
4.3. The Parties shall have the right to terminate this Agreement at any time by giving each other 15 calendar days’ written notice.
4.4. Amendments and additions to the Agreement, if any, shall form an integral part of the Agreement and shall be valid if they are made and signed in accordance with the procedure set out in Clause 4.1 of the Agreement.
5. Applicable law and dispute resolution
5.1. This Agreement shall be governed by the laws of the Republic of Lithuania. All disputes between the Parties arising out of the conclusion, validity or performance of this Agreement shall be settled through negotiations. If the Parties fail to settle the dispute through negotiations within 30 days, the dispute shall be settled by the competent court in Vilnius city.
6. Details and signatures of the Parties to the Agreement
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