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1. [bookmark: _Toc192782559]Description & context
1.1. [bookmark: _Toc192782560]Project description and context
1. The project aims to implement audit trail along with the necessary services to facilitate data collection into the engine to enhance the traceability and accountability of actions performed within the Electronic Health Services and Cooperation Infrastructure Information System (ESPBI IS). The need for it arises from legal disputes that require detailed tracking of actions to understand the sequence of events. Audit trail shall collect and store audit data for traceability purposes, ensuring that all necessary actions are recorded and can be reviewed when required.
2. In future stages, there may be consideration to display a broader range of data to users, such as patients viewing more extensive information about actions performed on their data through the patient portal. However, this functionality is not implemented currently.
1.2. [bookmark: _Toc192782561]Terms and abbreviations

3. Terms and abbreviations used are presented in table 1 “Terms and abbreviations used “.
[bookmark: _heading=h.2et92p0]Table 1. Terms and abbreviations used 
	Term/abbreviation
	Description

	Audit trail solution
	Possibility to track ESPBI IS events in centralized manner and analyse them. It includes both collection of audit data and audit trail engine itself. It should consist of at least: storage and collection of data, visualization of data, data search possibility.

	Audit trail engine
	The tool used to collect, store and manage audit trail data.

	ESPBI IS
	Electronic information system of health services and cooperation infrastructure (lit. Elektroninė sveikatos paslaugų ir bendradarbiavimo infrastruktūros informacinė sistema)

	HIS
	Healthcare information system

	RC
	State Enterprise Centre of Registers (lit. Registrų centras)

	SAM
	Ministry of Health (lit. Sveikatos apsaugos ministerija)

	Client
	State Enterprise Centre of Registers or RC

	Service provider
	The company that is providing Audit trail solution and implementation services



2. [bookmark: _Toc192782562]Project scope
2.1. [bookmark: _Toc192782563]Document purpose
4. The purpose of this document is to specify the technical requirements for the Audit trail. The document outlines the objectives, scope of data auditing, technical specifications, and service provision requirements to ensure that the auditing solution meets the necessary standards for reliability, security, and compliance.
2.2. [bookmark: _Toc192782564]Project expectations and core requirements
5.1. The audit trail solution shall be implemented. During the project it is expected that service provider will:
5.1.1. Service provider shall analyse the current situation and all specified logged events to ensure that events across all possible areas are appropriately logged. It must be ensured that specified events cannot be entered into the ESPBI IS without being logged (it should not be possible to bypass). To achieve this Service provider shall conduct a comprehensive analysis to confirm compliance. The analysis shall include:
5.1.1.1. Reviewing the programming code of the ESPBI IS (access rights will be granted during the project).
5.1.1.2. Examining existing documentation.
5.1.1.3. Conducting interviews with the Client's representatives.
5.1.2. Implement audit trail solution consisting of at least:
5.1.2.1. Audit trail engine that should be responsible for collecting audit events.
5.1.2.2. Search possibility to ensure user friendly search of events.
5.1.2.3. Data view of logged events in user-friendly way.
5.1.3. Ensure the actual data logs are logged:
Requirements specification for public procurement of centralized collection and management of audit trail logs


Audit trail engine preparation requirements 



5.1.3.1. Verify that new events are correctly logged and ensure they can be searched by data category.
2.3. [bookmark: _Ref185360851][bookmark: _Ref185361413][bookmark: _Ref187004768][bookmark: _Toc192782565]Scope of data auditing
6. Audit trail solution must be capable of auditing the following actions, as detailed in the following table. Client will request for work packages based on defined priorities:

[bookmark: _heading=h.2s8eyo1]Table 2. Data auditing scope
	Action
	Description
	Preliminary data source

	First priority

	Document creation
	Logging when a document is created (document-level logging is sufficient; the fact of change is logged without the need for actual data of what was changed).
	ESPBI core data exchange server

	Document revocation or deletion
	Logging when a document is revoked or delated. 
	ESPBI core data exchange server

	Document retrieving
	Logging when a document or list of documents is retrieved.
	ESPBI core data exchange server

	Document signing (confirmation)
	Logging when a document is signed or confirmed.
	ESPBI core data exchange server

	Document status changes
	Logging all status changes of documents by date and healthcare specialist.
	ESPBI core data exchange server

	Second priority

	Encounter creation
	Logging when an encounter (visit) is created.
	ESPBI core data exchange server

	Ordering of tests
	Logging when tests are ordered.
	ESPBI core data exchange server

	Laboratory test results
	Logging when laboratory test results are provided.
	eLAB back-end (WS)

	Diagnosis actions
	Logging creation, confirmation, edits, status changes, and certainty levels of diagnoses.
	ESPBI core data exchange server

	Allergy actions
	Logging creation, confirmation, edits, status changes, and certainty levels of allergies.
	ESPBI core data exchange server

	Health risk factor actions
	Logging confirmations and edits of health risk factors.
	ESPBI core data exchange server

	Editing patient form (for example Form E003)
	Logging when the patient form is edited.
	ESPBI core data exchange server

	Medication price inquiries from remote pharmacies
	Logging when medication price inquiries are made.
	Remote pharmacies module back-end (WS)

	Medication price responses from remote pharmacies
	Logging when medication price responses are received.
	Remote pharmacies module back-end (WS)

	Patient portal actions
	Logging actions performed by patients in the patient portal, including:
· Adding authorizations
· Editing patient data
	Portal back-end (WS)

	Document downloads in patient portal
	Logging document downloads, specifying with or without stamp.
	Portal back-end (WS)

	Viewing document attachments
	Logging when an attachment to a document is opened.
	Portal back-end (WS)

	Editing contact information
	Logging when patients edit their contact details.
	Portal back-end (WS)

	Third-priority

	Consent sent to patients
	Logging when consents are generated and sent to patients.
	ESPBI core data exchange server

	Patient portal logins
	Logging patient login and logout events.
	Portal back-end (WS)

	Visibility restrictions set by patients
	Logging when patients set or modify document visibility restrictions (The patient can hide documents from doctors. Also, patients can have their own records and grant others access to view specific entries).
	Portal back-end (WS)

	HIS data retrieval from ESPBI IS
	Logging when HIS retrieves data from ESPBI IS.
	ESPBI core data exchange server

	Adding related persons
	Logging when patients add or modify related persons.
	ESPBI core data exchange server

	Adding representative persons
	Logging when patients add or modify their representatives.
	ESPBI core data exchange server

	Video calls
	Logging when someone connects or disconnects during video calls (not implemented yet, but will be implemented with telemedicine).
	Not yet implemented.

	Administrator portal settings changes
	Logging changes made to system configurations by administrators.
	 Portal back-end (WS)



2.4. [bookmark: _Toc192782566]Limitations & possible audit trail solution schema
7. The audit data must be stored separately from the main ESPBI IS to ensure data integrity and security. This separation allows for independent management and protection of audit logs.
8. Diagram illustrating the audit trail solution architecture (e.g., figure provided below) is included to provide a visual representation of how the audit data flows and is stored (the provided diagram is an example and service provider can offer different type of logic and align it with the Client).
[image: ]
[bookmark: _heading=h.3rdcrjn]Figure 1. Example audit trail architecture
3. [bookmark: _Toc187009329][bookmark: _Toc187009394][bookmark: _Toc192782567]Audit trail solution technical specification
3.1. [bookmark: _Toc192782568]Requirements for audit trail solution engine
3.1.1. [bookmark: _Toc192782569]Functional requirements
9. Audit trail solution must fulfil the following functional requirements, organized into key categories:
3.1.1.1. [bookmark: _Toc192782570]Data send to audit trail engine
10. Audit trail solution must log and process all specified audit events received from the ESPBI IS. This includes recording detailed information such as Event ID, Event Action Code, Event DateTime, User ID, Patient ID (if applicable), session ID (if applicable), organization ID (if applicable) and other relevant event details for actions like Create, Update, Delete, Read/View, and Execute.
11. Audit trail solution must collect all specified events listed in section 2.3 that should be sent by ESPBI IS (Service provider shall not only prepare engine but also prepare all events and ensure they are sent to audit trial engine). Additionally, there must be a possibility to allow integration of additional events/data later. Technical logs, traces and metrics should be possible to include in the solution in the future. Service provide shall describe how audit trail solution could handle such events, what additional modifications would be needed to include them:
11.1. Technical logs are records of system operations and events, used for diagnosing issues, such as a server restart during an update.
11.2. Metrics are measurements of resource usage or performance, such as CPU utilization during peak load.
11.3. Traces detail the steps and durations of a request’s processing, like tracking a database query’s execution time.
12. Audit trail solution must anonymize sensitive information, such as authentication headers or tokens, from being recorded.
13. Audit trail solution must log (store ESPBI IS sent events) both successful and unsuccessful events or actions.
14. Audit trail solution must manage auditing tasks and activities performed by administrators and the engine itself, not limited solely to end-user interactions (not ESPBI IS audit, but the audit engine itself).
3.1.1.2. Data storage
15. Audit trail solution’s provided audit data must be stored separately from the main ESPBI IS. The Client will ensure the necessary infrastructure for storage, and all components must be on-premises. The service provider shall provide insights and what exactly storage capacity might be needed for Audit trail solution.
16. Audit trail solution must provide configurable options for storing, backing up, archiving, and deleting audit data, ensuring that these operations can be adjusted as needed to meet organizational policies and compliance requirements. Furthermore, the storage, archiving, and backup policies should be defined per data category (e.g., audit trail, system logs, metrics, and traces), allowing for granular management and policy enforcement.
17. Audit trail solution must allow new data categories to be created on demand, either through the user interface (UI) or, in specific cases, by using configuration files.
3.1.1.3. [bookmark: _Toc192782572]User role management
18. Audit trail solution must have a developed role-based access control (RBAC) mechanism in place.
18.1. The RBAC must be able to define different user roles and permissions for accessing Audit trail solution.
18.2. The RBAC must be able to restrict access to audit logs only to authorized personnel.
19. Audit trail solution must support multi-factor authentication for administrative access.

3.1.1.4. [bookmark: _Toc192782573]Alerts, monitoring, and anomaly detection
20. Audit trail solution must have the ability to support triggering alerts or notifications based on specific audit events or thresholds. Administrators must be able to define conditions under which alerts are sent to designated channels or personnel.
21. Audit trail solution must include a dashboard to display key metrics and the status of the audit trail engine, such as data storage usage categorized by type. Up to 10 dashboards are expected to be delivered during the project. Additionally, the solution must offer alerting capabilities for events related to its operation, such as notifications when the storage space for audit trail data is nearing or has reached its limit.
3.1.1.5. [bookmark: _Ref187699947][bookmark: _Toc192782574]Data archiving
22. Audit trail solution must enable automatic archiving of data to a separate database.
23. Audit trail solution must allow configuration of the types of data and the timing for data archiving based on predefined criteria. The configuration should be possible via UI.
24. Audit trail solution must store archived data for 7 years after it is removed from the active system and support data restoration within one business day.
3.1.1.6. [bookmark: _Toc192782575]Data analytics and reporting
25. Audit trail solution must have possibility for analysing audit data to identify trends and patterns. Custom reports are not required, the expectation is only to ensure that the Client has the capability to generate and create them.
26. Audit trail solution must have the ability to schedule automated reports that should be sent to configured address.
27. Audit trail solution reports must be exportable in standard formats (e.g., PDF, CSV).
28. Audit trail solution must support custom report creation based on defined criteria via user interface (UI).

3.1.1.7. [bookmark: _Toc192782576]Searching and filtering
29. Audit trail solution must have the ability to search (via API) audit logs using various criteria such as date range, user ID, event type, etc.
30. Audit trail solution must have the ability to apply filters to narrow down audit logs to relevant entries.

3.1.2. [bookmark: _Toc192782577]Non-functional requirements
3.1.2.1. [bookmark: _Toc192782578]General architecture requirements
31. Solution should be implemented following SOA (Service-Oriented Architecture) principles with the goal of minimizing dependencies between components.
32. Implementation of the solution must ensure data integrity and availability via use of dedicated data exchange layers. If some data is updated all other components must have the access to newest data available in real time.
33. The size of the data entity or the size of data storage must not be constrained by software or its architecture.
34. All the solution components must support Unicode UTF-8 encoding.
35. In cases where it is necessary, the solution must use well-established and stable third-party software solutions.
36. Audit trail solution must be developed to minimize individual coding and customization by using development systems, standards-based development environments, commercial off-the-shelf (COTS) software, and reusing proven existing software modules.
3.1.2.2. [bookmark: _Toc192782579]Compatibility
37. Audit trail solution must be operatively manageable and configurable using a user interface (UI) and an application programming interface (API) and must support the capability to perform searches and queries via an API and/or SDK.
38. Audit trail solution must prioritize, and process messages received on any interface in the order they are received, unless specific queuing rules are established for messages.
39. Audit trail solution must apply date and timestamp to all sent and received interface interactions, using Coordinated Universal Time (UTC).
40. Audit trail solution must perform both structural (schema) validation and content validation on messages to ensure data integrity and compliance with business rules.
41. Audit trail solution must have the capability to import and export data without continuous assistance from the software provider or component vendors, using open standards or reliable and flexible data transmission methods integrated with the software.
42. Audit trail solution must support commonly prevalent interaction models, protocols, and architectural styles, such as RESTful web services.
3.1.2.3. [bookmark: _Toc192782580]Scalability and performance
43. Audit trail solution must be scalable to handle increasing volumes of audit data without performance degradation.
44. Audit trail solution must have clear horizontal and vertical scaling strategies. Service provider shall setup and document clear horizontal and vertical scaling strategies.

3.1.2.4. [bookmark: _Toc192782581]Maintenance
45. Audit trail solution must use error codes with additional information containing a clear description to facilitate diagnosing and resolving issues, indicating at least the timestamp when the error occurred, system identifier, operation or process ID, and nature of the error.
46. Audit trail solution must ensure that software components are continually updated and improved using the latest releases or versions, including updated relevant licenses, according to an agreed service management schedule.

3.1.2.5. [bookmark: _Toc192782582]Usability & user-experience
47. Audit trail solution must provide a graphical user interface (GUI) and an application programming interface (API) for managing audit log settings and categories.
48. Audit trail solution must have the ability to validate data elements according to configurable business rules.
49. Audit trail solution must provide detailed error codes in response to incorrect incoming messages.
50. Audit trail solution must handle interface errors by returning them to the source via the same interface used for the original message. In cases of process failures during data exchange, failed messages should be routed to a dead letter queue. The system must log failures to log all errors, including entries that indicate when logging attempts have failed, without containing any information about the user.
51. Audit trail solution must use error codes for each message failure scenario identified during development, including message transmission errors, content validation errors, and message processing errors.
52. The user interface (UI) of Audit trail solution must be intuitive and user-friendly, ensuring that it is easily understandable by non-technical users. The UI should emphasize simplicity and clarity, avoiding programming jargon and providing a well-digested user experience.
3.1.3. [bookmark: _Toc187009346][bookmark: _Toc187009411][bookmark: _Toc187009347][bookmark: _Toc187009412][bookmark: _Toc192782583]Requirements for database
53. The configuration of the database must be discussed, negotiated, and approved by the Client prior to implementation.
54. Audit trail solution should have no limitations regarding the number of data entries except cases when there are hardware constraints.
55. Audit trail solution database should be implemented using open-source solutions (i.e. PostgreSQL or equivalent) if possible. The technological stack of audit trail solution database must be negotiated and agreed up on with the Client prior to implementation.
3.1.4. [bookmark: _Toc192782584]Performance
56. Audit trail solution must be suitable for storing 12 months of online transactions. The remaining data should be archived. Requirements for archiving is provided in separate section (see Data archiving).
57. Audit trail solution shall manage at least 50 thousand events per 1 minute.
58. Audit trail solution must support the simultaneous processing and receipt of multiple participant requests.
3.1.4.1. [bookmark: _Toc187009350][bookmark: _Toc187009415][bookmark: _Toc192782585]Security
59. Security measures should be ensured to be compliant with:
59.1. Law on Legal Protection of Personal Data of the Republic of Lithuania and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and by which repealing Directive 95/46/EC (General Data Protection Regulation).
59.2. Law on The Management of Information Resources of the State of the Republic of Lithuania, the Law on Cybersecurity of the Republic of Lithuania, the Description of the General Requirements for Electronic Information Security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the Description of general requirements for electronic information security, Description of the guidelines for the content of security documents T-29 Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania", and other relevant legal requirements including government resolutions on electronic information security
60. During implementation process Service provider shall follow best market practices for cybersecurity as security management standard LST ISO/IEC 27001:2022 "Information technology or similar.
61. Audit trail solution must ensure the integrity of audit logs, protecting them from unauthorized modifications.
62. Audit trail solution must detect and record onto audit trail unauthorized access attempts (to audit trail engine itself). 
63. Audit trail solution must encrypt audit data at rest using industry-standard encryption algorithms.
3.1.4.2. [bookmark: _Toc192782586]Reliability
64. Audit trail solution must have 99.75% overall availability and 99.99% communication availability outside of scheduled maintenance periods.
65. Audit trail solution must have mechanisms established to ensure that, in the event of a system failure, data is not lost.
66. Audit trail solution must implement a business continuity process that allows it to continue functioning in the event of a failure, operating at the required volume and processing any backlog within the required period.
67. Audit trail solution must be able to restore uncorrupted data from backups to a suitable point, resuming processing without losing or duplicating incoming or outgoing messages.
68. Audit trail solution must be able to detect the loss and duplication of messages transmitted to/from it and have the capability to correct them.
69. Audit trail solution must be consistent, ensuring that a specific incoming message request yields the same result regardless of how many times it is performed.
70. Audit trail solution must support the ability to deploy load balancing or other technologies to distribute the load across multiple processing nodes.
71. Audit trail solution must not utilize more computational resources than necessary to process the current volume of operations.
72. Audit trail solution must support backup, recovery, and restoration (including rollback), compatible and aligned with the broader disaster recovery solution. Service provider shall prepare business continuity plan.
73. Audit trail solution must ensure the completion and verification of scheduled periodic backups of data and software of audit trail solution data.
74. Audit trail solution must be able to continue receiving incoming requests and messages even if it cannot complete processing at that time and must provide controls and functions to process all received messages and provide appropriate responses.

3.2. [bookmark: _Toc192782587][bookmark: _Ref187700094][bookmark: _Ref187701317][bookmark: _Ref187701762][bookmark: _Ref187701935]Requirements for audit trail solution preparation (data capture from data sources).
75. Services must ensure not only the provision of an audit trail engine but also the creating and sending event to audit trail engine of data from existing systems.
76. The Service Provider shall coordinate with the Client to determine the exact data to be sent to audit trail engine based on the provided scope. The currently identified data is outlined in the table above (see Scope of Data Auditing). The Service Provider must analyze the Client’s systems, including source code when necessary, to identify all areas where the specified data can be sent. Additionally, the Service Provider must implement mechanisms to prevent data bypassing and provide a detailed description of the data integration process. The Service Provider shall identify and implement all necessary configuration changes in the Client’s systems to ensure the required data is sent to the audit trail engine.
77. Service provider shall ensure audit trail engine integration with existing source systems. Sources are provided in other section (see Scope of data auditing).
78. Data transfer from source systems to the centralized audit trail solution must be accurate, complete, and support real-time or near-real-time ingestion of data.
79. Data preparation and processing must be performed to standardize logs from multiple systems into a unified format.
4. 
5. [bookmark: _Toc192782588]Requirements for service provision
5.1. [bookmark: _Toc192782589]Requirements for analysis and design
5.2. [bookmark: _Toc192782590]Project language
80. Project documentation must be prepared in both Lithuanian and English languages. Interim documentation (non-final) may be prepared in a single language, however all final deliverables must be provided in both languages.
81. Project communication can be held in Lithuanian or English languages.
82. User training can be held in Lithuanian or English languages.
5.3. [bookmark: _Toc192782591]Requirements for documentation and its coordination
83. Client will review documentation, and the Service Provider shall adjust it constructively, arranging meetings if any remarks are unclear. Client may align the document internally based on its content, potentially involving cybersecurity, product owners, or other relevant parties in the review process.
84. All project documentation prepared by the Service provider must be prepared in accordance with the rules of the respective language grammar and formatting rules illustrated with diagrams, tables, graphs and other visual means, the presented material is arranged clearly, consistently and in detail.
85. Project documentation must be updated according to project stages, activities, and all approved decisions. Final versions must reflect any changes (even previously approved documents) unless agreed otherwise.
86. If a project has multiple streamlines, each must comply with all requirements, including full documentation, unless agreed otherwise.
87. Project documentation must be stored and coordinated in the Client's Confluence environment, while project task management must be carried out in the Client's Jira environment. Access to these systems will be provided by the Client at the start of the project.
88. The Service Provider must align all document templates with the Client. While document structure may evolve during the project, they should be submitted at the beginning each document preparation phase to align initial expectations.
89. The final versions of the documents must be submitted electronically in a format suitable for editing (e.g., .doc, .docx, or another agreed format), including diagrams and other content, unless agreed otherwise. Diagrams must be prepared using the draw.io tool.
90. Where applicable, the Service Provider shall apply use cases prepared in UML, BPMN, or an equivalent notation.
91. Client and other relevant parties commit to reviewing the documentation and providing comments within no more than 5 business days (unless agreed otherwise).
92. The Client’s GitLab repository must be used to store the system source codes (if applicable). 
5.4. [bookmark: _heading=h.23ckvvd][bookmark: _Toc187009360][bookmark: _Toc187009425][bookmark: _Toc187009361][bookmark: _Toc187009426][bookmark: _Toc187009362][bookmark: _Toc187009427][bookmark: _Toc187009363][bookmark: _Toc187009428][bookmark: _Toc187009364][bookmark: _Toc187009429][bookmark: _heading=h.ihv636][bookmark: _heading=h.1hmsyys][bookmark: _Toc187009365][bookmark: _Toc187009430][bookmark: _Toc187009366][bookmark: _Toc187009431][bookmark: _Toc187009367][bookmark: _Toc187009432][bookmark: _Toc187009368][bookmark: _Toc187009433][bookmark: _Toc187009369][bookmark: _Toc187009434][bookmark: _Toc187009370][bookmark: _Toc187009435][bookmark: _Toc187009371][bookmark: _Toc187009436][bookmark: _Toc187009372][bookmark: _Toc187009437][bookmark: _Toc187009373][bookmark: _Toc187009438][bookmark: _Toc187009374][bookmark: _Toc187009439][bookmark: _Toc187009375][bookmark: _Toc187009440][bookmark: _Toc187009376][bookmark: _Toc187009441][bookmark: _Toc192782592]Requirements for project management

93. Service provider must cooperate directly with the Client, Project partners, project supervision 3rd party suppliers and other interested parties involved in the Project. This includes maintaining open lines of communication and collaboration throughout the project duration.
94. Service Provider must regularly update the Client on the progress of the Services by organizing status meetings and, upon the Client's request, prepare and present results at various stages of service delivery.
95. Not later than within 30 (thirty) calendar days from the date of entry into force of the Contract, the Service provider shall organize a kick-off meeting . The exact agenda of the Project kick-off meeting must be agreed with the Client at the beginning of the Project;
96. During the implementation of the Project, to organize working meetings/teleconferences of the Project team at least 1–2 times a week. After each meeting/teleconference, to document the decisions made using a protocol template provided by the Client or an action points register agreed at the beginning of the Project. 
97. To assist the Client in the preparation of the materials for the meetings of the Project Steering Committee such as:
97.1. To detail problems, possible solutions, alternatives. To prepare cost-benefit analyses and to make decisions on budget increases, where appropriate;
97.2. To provide up-to-date summary information on the Project course, progress, etc.
98. To prepare all documents during the Project implementation taking into account the templates available to the Client or using the Client’s templates. To use other document templates only upon obtaining the Client’s approval.
99. Sharing of data, as well as documents created/under creation during the Project, shall take place through secure channels with or without encryption (password) protection. This shall be agreed with the Client at the beginning of the Project.
100. Considering that the client plans to implement not only this project but also additional projects simultaneously, the vendor must be prepared to allocate the necessary resources and participate in meetings to discuss inter-project interdependencies.
101. Project must be executed in accordance with recognized project management practices as SDLC, with a likely implementation of a hybrid Agile and Waterfall approach, ensuring that systematic planning, monitoring, and delivery methodologies are applied.
5.5. [bookmark: _Toc192782593]Requirements for change management

102. Client reserves the right (but is not obligated) to order additional services from the Service Provider based on the hourly rate specified in the proposal. The scope of additional services is up to 700 working hours.
103. Service Provider must apply an hourly rate no higher than specified in the proposal. Before starting additional work, the Service Provider must provide a detailed task description, time estimates with justifications, and an implementation timeline, all of which must be agreed upon with the Client. The Client reserves the right to approve or reject the change request based on the evaluation. The preparation of the estimate must be done at the Service Provider's expense.
104. Service Provider must establish and agree with the Client on a detailed procedure for providing additional services, including rules for identifying, calculating, and documenting additional service orders.
105. These are preliminary types of possible additional services:
105.1. Modifications for unforeseen areas or functionality.
105.2. Implementation of additional integration interfaces.
105.3. Additional training or consultations.
105.4. Issues addressed during the warranty period that were ultimately determined not to be actual issues or fell outside the warranty scope, but still required the Service Provider’s time and effort.
105.5. Other tasks agreed upon with the Client.
106. Service Provider must account for and include in their calculations all project documentation to be prepared or updated, along with any necessary modifications, to achieve the objectives of the change request.
107. Additional services are subject to the same warranty period as the System. If additional service results are delivered near the end of the warranty period, a minimum warranty of 2 months will apply to those results.
108. Service provider or Client may propose an alternative implementation method or equivalent functionality, ensuring no negative impact on tender objectives or legal compliance. Alternatives require Client approval. If substituting a requirement, the Service provider must justify the change in writing, assessing its impact, criticality, and time costs
5.6. [bookmark: _Toc192782594]Ownership of the project results
109. All documents and/or information prepared or received during the provision of Project services must be transferred to the Client (including documents and information provided in electronic or digital format) and become the property of the Client, which may use them at its discretion. If a standard solution is proposed by the Service Provider, this requirement does not apply, and ownership rights do not transfer. In such cases, only the ownership of created custom modifications is transferred to the Client.
110. Service Provider must transfer the System's source code, developed during the project.
5.7. [bookmark: _Toc192782595]General project requirements
111. Examples, attributes, criteria, parameters, rules, and classifiers mentioned in the requirements are indicative and not exhaustive. These must be detailed and agreed upon with the Client during analysis and design phases.
112. All necessary data fields for proper system functionality must be included, with character limits and integration methods agreed upon during analysis and design.
113. Solution must comply with current legal regulations (the ones that are valid at the date of the proposal submission).
114. Service Provider must align documentation with the Client and demonstrate system prototypes during analysis, design, and testing phases.
115. According to the specifics of the procurement object, the Service Provider's specialist may be granted access to the necessary database schemas in the PROD environment for the execution of the procurement object.
116. Service Provider, together with the Contract, signs a personal data processing agreement.
117. Service Provider ensures that the person responsible signs the Confidentiality Commitment provided by the Client.

6. 
7. [bookmark: _Toc192782596]Implementation activities & results
7.1. [bookmark: _Toc192782597]Project timeline requirements
118. All project services & deliverables (except for warranty) must be completed and submitted within the time specified in the contract.
119. Project initiation documentation shall be submitted no later than 10 business days after the contract signing.
7.2. [bookmark: _Toc192782598]Initiation & general project management stage
7.2.1. [bookmark: _Toc192782599]General stage requirements
120. Service provider must designate specific individuals responsible for executing the service provision contract and managing communication with the Client and the technical supervision service provider. The Client must be informed of these appointments within 2 business days from the date of signing the service provision contract.
121. Service provider must, within 2 business days, assign the project team and submit a list of required logins for JIRA, Confluence, or other necessary tools for the Client to provide.
122. Service provider must submit a list of open questions or required information from the Client within 10 business days of the service provision start date.
123. General results acceptance criteria:
123.1. If no critical issues are identified and no more than 10 non-critical issues are identified UAT stage can be confirmed.
123.2. If no critical issues are identified and no more than 5 non-critical issues are identified information system can be deployed to PROD environment.
7.2.2. [bookmark: _Toc192782600]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Prepares documentation.
	· Provides the necessary information;
· Makes comments and recommendations.



7.2.3. [bookmark: _Toc192782601]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-1. 
	Project initiation documentation
	· Prepared project initiation documentation, detailing:
· Project objectives, goals & priorities,
· results (deliveries) description (the scope and results of the stages)
· stakeholders (interested parties)
· project team & responsibilities (detailing organizational structure of decision-making process)
· work schedule (detailed with milestones and buffer time)
· risks and their management methods, 
· communication principles, 
· criteria for interim and results acceptance, 
· change management procedures.

	R-2. 
	Bi-weekly briefing report
	· Prepared project initiation documentation, detailing:
· Project schedule status
· Relevant project risks
· Existing open questions
· Main activities done during last 2 weeks
· Main activities planned for next 2 weeks


7.3. [bookmark: _Toc192782602]Requirements analysis stage
7.3.1. [bookmark: _Toc192782603]General stage requirements
124. Service provider shall organize meetings with Client representatives and review all relevant Client documentation. Each meeting must have a clear agenda, and topics for discussion must be shared in advance.
125. Service provider shall proactively offer insights and suggestions based on industry best practices.
7.3.2. [bookmark: _Toc192782604]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Carries out an assessment of the current and desired situation;
· Prepares documentation for detailed analysis;
· Carries out other activities provided for during the analysis phase.
	· Provides the necessary information;
· Makes comments and recommendations;
· Approves the presented results of the stage.


7.3.3. [bookmark: _Toc192782605]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-3. 
	Requirements analysis report
	· Prepared requirements analysis report, detailing:
· Description of each functional & non-functional requirement provided in the technical specification, unless agreed otherwise (some requirements might not require additional description). The purpose of the description is to align fully between Client and Service Provider on the objective of each requirement.
· Preparation of user stories and use cases, presented in the form of use case diagrams following UML (Unified Modeling Language) notation, with detailed descriptions of execution steps, including main course, alternative progress, and other restrictions. If necessary, descriptions of system users and their rights are also included (if applicable).
· Insights on identified required change requests.


7.4. [bookmark: _Toc192782606]Design stage
7.4.1. [bookmark: _Toc192782607]General stage requirements
126. Service provider shall configure the following solution environments unless otherwise agreed with the Client:
126.1. Demonstration
126.2. Training
126.3. Testing
126.4. Pre-production
127. All environments will be prepared by the Client. The service provider shall be responsible for configuring and deploying the system to all environments except for the production (PROD) environment, where deployment will be carried out by the Client.
128. Service provider shall review the Client’s existing infrastructure documentation to identify infrastructure requirements needed for the solution.
129. Service provider shall present the architecture to the Client’s architecture board and modify it based on the feedback received. Additional presentations may be required if needed.
7.4.2. [bookmark: _Toc192782608]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Performs design and prepares design documentation;
· Draw up and align the technical specification of the infrastructure requirements;
· Analyse and prepare documentation describing the integration interfaces;
· Aligns new integration interfaces with data providers and recipients;
· Develop specifications for the integration interfaces and align them with the recipients and providers of the data and the Client.
	· Provides the necessary information;
· Makes comments and recommendations.
· Approves the presented results of the stage.


7.4.3. [bookmark: _Toc192782609]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-4. 
	Solution design report
	· Prepared solution design report, detailing:
· Implementation and software configuration:
· Descriptions of requirements implementation, including functions, screens, rules, restrictions, and any additional functionalities beyond the specification.
· Clarification on whether requirements are implemented as part of the standard system or through modifications.
· Descriptions of system parameters and configurations.
· System architecture:
· System architecture diagram and component descriptions, detailing integration with the existing ESPBI architecture.
· Technologies used, including names and versions.
· Deployment view, illustrating the distribution of software components in hardware.
· Security, high availability, and scalability solutions.
· Technical architecture document covering key system components.
· Database architecture:
· Logical and physical database structure.
· Informative view, including database structures and interface diagrams.
· Developed logical database model.
· Built-in interface specifications, including developed interface and data exchange specifications.
· Functional & UX/UI Design
· Functional image, detailing system units, their functions, interrelationships, and UI prototypes.
· UX/UI design models, including:
· User interface diagrams.
· Structure and design.
· Initial user interface prototype.
· Integration and deployment:
· Integrative image, defining interfaces between internal and external systems.
· Detailed integration data, management, and deployment areas.
· Infrastructure requirements:
· Operational picture, describing system processes, algorithms, and periodic operations.
· Prepared technical specification of infrastructure requirements, covering:
· Technical and system software requirements for proper solution functioning.
· Analysis of additional hardware and software compatibility with the Client's existing infrastructure.
· Roles and permissions:
· Complete role and permission details, including a list of roles, their definitions, and purposes.

	R-5. 
	Testing scenarios (for UAT) report
	· Prepared testing UAT scenarios report, detailing:
· Testing scenario, it is description and expected outcome
· Each functional & non-functional (unless agreed otherwise) requirement shall be related to testing scenario (-s), ensuring that whole functionality will be tested.

	R-6. 
	Infrastructure requirements report
	· Prepared infrastructure requirements report, detailing:
· Required infrastructure need for solution deployment.

	R-7. 
	Solution environments report
	· Prepared solution environments report, detailing:
· Description of each solution environment and its purpose.
· Responsibilities of the Client and the Service provider for environment management.
· Timeline indicating when each environment will be used.
· Plan for deployment into the test and other environment.


7.5. [bookmark: _Toc192782610]Development and configuration stage
7.5.1. [bookmark: _Toc192782611]General stage requirements
130. Service provider shall prepare all development & configuration activities to prepare solution and achieve project objectives.
131. All development activities by the Service provider must be performed directly on Client servers.
132. Service provider shall conduct internal testing and ensure that solution provided for the UAT shall not have any significant bugs.
133. Data backup mechanism must be set up, and data recovery procedures must be documented and tested.
134. Service Provider must conduct internal testing of individual components without the participation of the Client's representatives. However, the Service provider must provide proof of such testing, including internal testing reports, automated test scripts uploaded to the Client’s GitLab version control system, and a list of identified discrepancies. Internal testing must be performed in the development environment. Automated tests must be integrated into the CI/CD processes. Internal testing activities must be conducted using test scenarios prepared by the Provider in the Client’s test management tool, XRAY.
135. Service Provider must develop automated testing and deployment processes for the System and its components using the Client’s GitLab platform for Continuous Integration and Delivery (CI/CD).
136. Service Provider shall conduct all necessary tests to ensure that the product meets the required quality and performance standards. The complete list of tests, which must be aligned with the Client, may include, but is not limited to:
136.1. Unit Testing
136.2. Integration Testing
136.3. System Testing
136.4. Regression Testing
136.5. Functional Testing
136.6. Non-Functional Testing
136.7. Performance Testing
136.8. Security Testing
136.9. Usability Testing
136.10. Compatibility Testing
136.11. Installation Testing
136.12. Configuration Testing
136.13. Smoke Testing
7.5.2. [bookmark: _Toc192782612]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Carries out the necessary development and configuration tasks (in its own development environment), implements functional and non-functional requirements;
· Performs unit testing, internal security testing, subsystem internal testing, interface testing with other systems;
· Conducts demonstrations of the subsystem being developed, takes into account the comments made by the Client;
· Prepares an internal testing report.
	· Provides the necessary information;
· Participates in demonstrations of the subsystem, provides feedback;
· Reviews and evaluates the results of internal testing;
· Makes comments and recommendations.


5. [bookmark: _Toc192782613]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-8. 
	Internal testing report
	· Prepared internal testing report, detailing:
· Comprehensive internal testing report, covering:
· Scope of testing.
· Execution methodology.
· Types of testing performed.
· Testing procedures.
· Entry and exit criteria.
· Insights or comments, where additional attention should be provided during UAT.
· Testing results for each testing scenario.
· Internal security testing results, including findings from security tests performed.

	R-9. 
	User manual (regular users)
	· Prepared user manual (regular users), detailing:
· All user functionalities should include detailed step-by-step instructions, relevant screenshots, possible alternatives, and any additional necessary information.

	R-10. 
	User manual (admin users)
	· Prepared user manual (admin users), detailing:
· Administrator instructions, as system configurations, data integration configuration, back-ups, etc. Service provider shall include relevant screenshots, possible alternatives, and any additional necessary information.


7.6. [bookmark: _Toc192782614]Deployment to test environment stage
7.6.1. [bookmark: _Toc192782615]General stage requirements
137. System shall be deployed to test environment.
7.6.2. [bookmark: _Toc192782616]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Prepares and submits the software suitable for installation in the Client’s testing environment;
· Advises the Client on the implementation of the Client’s testing environment;
· Prepares data loading scripts into the Client’s test environment;
· Develops acceptance testing scenarios, testing methodology and plan;
· Prepares instructions for users and administrators
	· Reviews and evaluates the deployment plan;
· Provides the necessary information;
· Controls the testing environment;
· Installs the submitted software into the Client’s testing environment;


6. [bookmark: _Toc192782617]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-11. 
	Deployment to test environment report
	· Prepared deployment to test environment report, detailing:
· Description of how software was prepared and installed in Client’s testing environment.
· Testing scenarios, acceptance testing methodology, and plan developed and agreed with stakeholders.
· Test data prepared (SQL and/or other scripts).
· User manuals and administrator instructions developed.


7.7. [bookmark: _Toc192782618]Data integration testing stage
7.7.1. [bookmark: _Toc192782619]General stage requirements
138. Service provider shall test all data integrations.
139. Client shall ensure communication with 3rd parties, however Service provider shall participate in meetings where necessary.
7.7.2. [bookmark: _Toc192782620]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Performs testing with data providers and recipients in the Client’s test environment;
· Makes adjustments according to the comments made and corrects errors;
· Creates all technical documentation for the project;
· Prepares a data integration test report.
	· Provides the necessary information and ensures communication with 3rd parties.
· Record the errors identified by the Client during the testing;
· Carries out control over the elimination of problems identified during testing.


7. [bookmark: _Toc192782621]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-12. 
	Data integration test report
	· Prepared data integration test report, detailing:
· Defects identified during integration testing, including their resolution methods and current status.
· Reports on error resolution and corrective actions.



7.8. [bookmark: _Toc192782622]UAT stage
7.8.1. [bookmark: _Toc192782623]General stage requirements
140. Service provider shall participate in all UAT sessions, provide insights, consultations and recommendations.
141. System shall be installed into Client’s testing environment and configured.
142. Service provider is responsible to register all scenarios into Client’s internal issue management system (JIRA).
143. If a bug is registered, the Service Provider shall conduct internal testing and ensure regression testing of the related functionality before making it available for UAT again.
144. Service Provider must prepare sufficient test data to ensure that, during acceptance testing, the System contains enough imported test data to fully validate all newly developed or modified functionality. The import of the test data into the TEST environment will be performed by the Client’s representatives using the import tools (scripts, descriptions, or other means) provided by the Service Provider.
7.8.2. [bookmark: _Toc192782624]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Actively participates in acceptance testing and provides consultations;
· Fixes recorded defects (bugs);
· Makes necessary adjustments based on Client’s penetration testing and performance testing results;
· Prepares an acceptance test report;
· Updates test scenarios as needed.
	· Performs acceptance testing;
· Provides the necessary information;
· Submits additional relevant testing scenarios;
· Provides feedback and recommendations.


8. [bookmark: _Toc192782625]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-13. 
	UAT report
	· Prepared UAT report, detailing:
· All incidents (bugs / questions) registered during UAT and their status
· All testing scenarios tested and their status.
· The client may conduct penetration and/or performance testing and share the results with the service provider. The service provider will address any identified issues by implementing the necessary changes and will perform re-testing to confirm that all issues have been resolved.


7.9. [bookmark: _Toc192782626]Training stage
7.9.1. [bookmark: _Toc192782627]General stage requirements
145. Service provider shall provide training to at least 20 users.
146. Each training session shall not be longer than 6 hours per day.
147. In total at least 12 hours of training should be provided to each user (unless agreed otherwise).
148. Service provider shall prepare both theoretical and practical tasks for users, configure training environment and update it for each training.
149. Training shall be provided online or live (based on Service provider preference).

7.9.2. [bookmark: _Toc192782628]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Prepares a training environment (if necessary);
· Conducts training.
	· Ensures the participation of the participants in the trainings organized by the Provider.
· Carries out control over training.


9. [bookmark: _Toc192782629]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-14. 
	Training plan
	· Prepared training plan, detailing:
· Training schedule
· User lists and assignment to training group.

	R-15. 
	Training report
	· Prepared training report, detailing:
· List of training sessions and their duration.


7.10. [bookmark: _Toc192782630]Deployment to production stage
7.10.1. [bookmark: _Toc192782631]General stage requirements
150. Service provider shall provide source code and detailed instructions for it.
151. Service provider shall ensure that the software is ready for installation in the production environment.
152. Service provider shall prepare the necessary data for production operation in the form of SQL and/or other scripts.
153. Service provider shall coordinate the launch plan for the new functionality with all data recipients and providers.
7.10.2. [bookmark: _Toc192782632]Responsibilities

	Service provider’s general responsibilities
	Client’s general responsibilities

	· Prepares software for deployment to PROD.
	· Deploy information system to PROD environment.


10. [bookmark: _Toc192782633]Required stage results
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-16. 
	PROD deployment plan
	· Prepared PROD deployment plan, detailing:
· Roles of Client and Service provider for deployment process.
· Requirements (implementation guide) for external information systems (if applicable).
· Deployment schedule.
· Detailed description of installation activities.
· Structured installation scheme.

	R-17. 
	PROD deployment report
	· Prepared PROD deployment report, detailing:
· Summary of the implemented solutions.
· Documentation of data structures, attributes, and data exchange processes.
· Description of the technical implementation, detailing the system's technical requirements and expansion capabilities.
· Any other relevant information.

	R-18. 
	Project insights & additional recommendations
	· Prepared project insights & additional recommendations, detailing:
· Service provider’s insights for project related aspects, as identified related risks, recommendations for future developments (projects).


7.11. [bookmark: _Toc192782634]Warranty stage
7.11.1. [bookmark: _Toc192782635]General stage requirements
154. Service Provider must ensure warranty for the developed solution and installed licensed software.
155. Warranty does not cover changes made by Client itself.
156. Warranty period is 12 months from the signing of the final delivery-acceptance act.
157. If the solution is delivered and implemented in parts (not as a full scope), the warranty will apply separately to each part upon its deployment. However, the overall warranty for the entire solution will start upon final deployment and remain valid for the full specified warranty period.
158. Service Provider must coordinate a detailed warranty maintenance procedure with the Client before the beginning of warranty period.
7.11.2. [bookmark: _Toc192782636]Incident management
159. Critical incidents. System failures, critical function malfunctions, or issues such as security breaches or data corruption.
160. Non-critical incidents. Minor disruptions, cosmetic errors, or issues with potential workarounds.
161. Incidents must be recorded and monitored in the Client's issue management software, JIRA.
162. Incident management must be handled according to the table below:
	Aspect
	Rule for the first 2 months
	Rule for the remaining 10 months

	Applicable period
	First 2 months of the warranty period
	Remaining 10 months of the warranty period

	Relevant operating hours
	24/7, including weekends, public holidays, etc.
	Warranty service must operate from 08:00 to 18:00 (Lithuanian time zone), considering the client's working days

	Critical incident response time
	Must be responded to within 2 hours
	Must be responded to within 2 working hours

	Non-critical incident response time	
	Must be responded to within 4 hours
	Must be responded to within 4 working hours

	Critical incident resolution time	
	Must be resolved within 1 day
	Must be resolved within 1 working day

	Non-critical incident resolution time	
	Must be resolved within 10 days
	Must be resolved within 10 working days


7.12. [bookmark: _Toc192782637]Support & maintenance
163. Support via phone and email ("Hotline") must be available during the Client's working hours, i.e., from 08:00 to 18:00 (Lithuanian time zone), considering the Client's working days. Only Level 2 hotline support must be provided, while the Client will ensure Level 1 support.
164. Updates to system source code must be provided for Client review after corrections are made.
165. During the warranty period, the Service Provider must update the software if a new version becomes available.
Table 3. Stage results
	Result no.
	Result name
	Result description

	R-19. 
	Warranty plan
	· Prepared warranty plan, detailing:
· Roles and responsibilities of Client and Service provider.
· Procedures of communication (channels, tools, etc.).

	R-20. 
	Warranty report
	· Prepared warranty report, detailing:
· All incidents registered during warranty and their status.
· All change requests (for all project long) and their status.




8. [bookmark: _Toc192782638]Licensing requirements
166. Audit trail solution must be provided under an open-source license that allows free use, modification, and distribution. The license must comply with the Open Source Initiative (OSI) approved licenses. 
167. GPL type licences are acceptable.
168. Audit trail solution must not require any licensing fees or costs for its use, whether initial or recurring.
169. Audit trail solution must be supported by an active community that contributes to and maintains the solution. It should not be a niche solution, but rather one with broad adoption and community engagement to ensure robust support and continuous development.
170. The source code of Audit trail solution must be accessible to the Client, allowing for inspection, customization, and enhancement as needed.
171. The Service Provider must ensure that all components and dependencies of Audit trail solution are also available under compatible open-source licenses without licensing fees.
172. Audit trail solution must not include any proprietary software components that would impose restrictions on its use, modification, or distribution.
173. Any modifications or customizations made to Audit trail solution by the Service Provider must also be provided under the same open-source licensing terms.
174. The Service Provider must provide documentation confirming compliance with all licensing requirements, including details of all open-source licenses applicable to Audit trail solution and its components.
175. All open-source licenses used must be compatible with each other and must not impose conflicting obligations on the Client.
176. Any future updates or upgrades to Audit trail solution provided by the Service Provider must continue to comply with these licensing requirements.
177. The Service Provider must disclose any third-party open-source components used in Audit trail solution and ensure they comply with the specified licensing terms.
178. The Service Provider warrants that it has the right to provide Audit trail solution under the specified open-source license and that the use of the engine will not infringe on any intellectual property rights of third parties.

9. [bookmark: _Toc180508251][bookmark: _Toc191901940][bookmark: _Toc191916216][bookmark: _Toc192782639]SPECIFIC REQUIREMENTS FOR THE PROVISION OF SERVICES

9.1. [bookmark: _Toc180508252][bookmark: _Toc191901941][bookmark: _Toc191916217][bookmark: _Toc192782640]Security requirements
9.1.1. [bookmark: _Toc180508253][bookmark: _Toc191901942][bookmark: _Toc191916218][bookmark: _Toc192782641] Requirements for data protection and information security management 
Data safety must be ensured in accordance with the Data Security Regulations of the System, the protection of personal data must be ensured on the basis the Law on Legal Protection of Personal Data of the Republic of Lithuania and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and by which repealing Directive 95/46/EC (General Data Protection Regulation).
The Provider must ensure compliance with the Law on The Management of Information Resources of the State of the Republic of Lithuania, the Law on Cybersecurity of the Republic of Lithuania, the Description of the General Requirements for Electronic Information Security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the Description of general requirements for electronic information security, Description of the guidelines for the content of security documents T-29 Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania", and other relevant legal requirements including government resolutions on electronic information security.
After the completion of the System Purchase activities, the data stored in the System must be protected from unauthorized access, use, alteration, disclosure, destruction or loss.
Personal data transmitted through public data transmission channels must be encrypted. 
It is forbidden to make personal identification numbers publicly available.
The system must ensure the correct management of emergency situations caused by incorrect user actions or other information system issues. Users or systems must be informed about the occurrence of such a situation and possible further actions.
Measures must be implemented to trace activities of system users through the System interface, with audited data specifics to be coordinated with the Buyer during analysis and design phases
To prevent excessive accumulation of audit information, moments for making audit records must be identified during detailed analysis in collaboration with the Buyer.
In the event of system malfunctions, appropriate notifications must be provided to users.
When designing modifications for the System, the Provider must coordinate with the Buyer on protections for specific functionalities to safeguard against various threats:
1.1. Security vulnerabilities such as unauthenticated access and software vulnerabilities must be addressed.
1.2. Unauthorized user session interception.
1.3. Unauthorised interception or insertion of data.
1.4. Insertion of harmful code, including Injection attacks and Cross-Site Scripting (XSS);
1.5. Other security breaches as listed in the Open Network Program Security Procurement (SSP) and documented by the Open Web Application Security Project (OWASP) at www.owasp.org.
Secure coding practices and standards such as those by OWASP must be adhered to in software development, ensuring no unauthorized data access or other security breaches. 
Security checks (threat simulations, source code views, etc. security checks provided for in the secure coding standards and good practice) must be carried out at each stage of software development in accordance with the methodology for the development of electronic services, approved by the Order of the Minister of Transport of the Republic of Lithuania of 7 October 2015, which sets out the requirements for intrusion resistance testing, which must be carried out from electronic ones the independent service provider of the entity carrying out the development of the services (the Provider). Security checks must be based on the security verification methods specified in generally accepted methodologies (OWASP application security verification standard, OWASP Testing Guide, Penetration Testing Execution Standard (PTES), Open-Source Security Testing Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), SANS, NIST SP 800-30" or equivalent security verification methodologies).
The security of web services provided by the system must comply with the WS-S (Web Services Security) standards.
The Provider must use certificates provided by the Buyer to secure web services.
The Provider must immediately inform about electronic information security incidents observed in the Buyer's information technology infrastructure during the performance of the contract, inoperative or improperly functioning security measures, non-compliance with information security requirements, signs of criminal activity, information system security vulnerabilities, other important security events and, in agreement with the Buyer, take appropriate measures and actions to identify electronic measures and actions to identify the cause of the information security incidents, to avoid the associated risks.
When providing services in accordance with the requirements set out in the Agreement, the Provider shall implement appropriate organizational and technical measures to protect information from accidental or unlawful destruction, alteration, disclosure, as well as from any other unlawful processing.

9.1.2. [bookmark: _Toc191901943][bookmark: _Toc191916219][bookmark: _Toc192782642]Requirements for the application of safety legislation

The main security (both software and data) legislation that must be followed in the development of the System are:
1.6. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons regarding the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation (GDPR)), security management standard LST ISO/IEC 27001:2017 "Information technology. Security methods. Information security management systems. Requirements", LST ISO/IEC 27002:2017 "Information Technology. Security methods. Information Security Controls Practice Regulations" and ISO/IEC 27701:2019 "Security Methods – ISO/IEC 27001 and ISO/IEC 27002 Supplement to Privacy Management – Requirements and Guidelines".
1.7. Law on Legal Protection of Personal Data of the Republic of Lithuania.
1.8. Law on Cybersecurity of the Republic of Lithuania.
1.9. Description of organizational and technical cybersecurity requirements applicable to cybersecurity entities, approved by Resolution No. 818 of the Government of the Republic of Lithuania of 13 August 2018 "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania.
1.10. Requirements for electronic information security of information systems, approved by Order No V-941 of the Minister of National Defense of the Republic of Lithuania of 4 December 2020 "On the approval of the Methodology for Conformity Assessment of Information Technology Security";
1.11. Description of the general requirements for electronic information security, approved by Resolution No. 716 of the Government of the Republic of Lithuania of 24 July 2013 "On the approval of the Description of the General Requirements for Electronic Information Security, the Description of the Guidelines on the Content of Security Documents and the Assessment of the Importance of Electronic Information Constituting the State Information Resources and the Description of the Guidelines for the Classification of State Information Systems, Registers and Other Information Systems";
1.12. Recommendations of data reporting formats and standards approved by order No T-36 of 25 March 2013 of the Director of the Information Society Development Committee under the Ministry of Transport and Communications "On the approval of recommendations for data reporting formats and standards".
The Provider will be required to carry out a system conformity assessment in accordance with the above-mentioned legislation and submit a report on such an assessment, which must be agreed with the RC. The conformity assessment shall be carried out no later than the start of the test operation of the System.

9.1.3. [bookmark: _Toc191901944][bookmark: _Toc191916220][bookmark: _Toc192782643]Data security requirements for the provision of services
Security of development and maintenance of information resources (secure coding, etc. must be ensured as required by the Lithuanian standards LST EN ISO/IEC 27001 and LST EN ISO/IEC 27002LST ES ISO/IEC 27002.
The security requirements set out in the data security regulations of the registers and information systems managed by the Buyer, documents implementing the security policy, the description of the procedure for managing cyber and electronic information security incidents and other legal acts (and in cases where such requirements change or arise after the signing of the public contract of sale).
Data security must be ensured by:
1.13. ensuring the integrity, availability and confidentiality of data.
1.14. recording the actions performed by the System users with the data, including the search and revision of the data (the identified group of System users must be required to enter the reason and/or legal basis for the actions performed in the system).
1.15. creating tools enabling the System Administrator to verify the actions of system users.
1.16. for work with components, the System users are divided into groups according to the nature of the data processing, with some of them being given special rights (roles) to perform certain processing activities. Descriptions of the groups and roles of system users must be drawn up at the analytical and design stage.
1.17. the information stored may not be deleted by any other means or under any circumstances other than those provided for at the analytical and design stages).
1.18. The provider must match the file formats that are allowed to be uploaded to the System and coordinate them with the Buyer (e.g. the attachment of potentially unsafe ones that can automatically launch (E.g., it must not be allowed to pin potentially unsafe ones that can automatically launch). Self-executive files).

9.1.4. [bookmark: _Toc191901945][bookmark: _Toc191916221][bookmark: _Toc192782644]Requirements for the security of user management
The system must automatically terminate a user's work session after a period of inactivity defined by parameters and inform the user of the reason for the disconnection with a message. The system administrator must be able to change the value of the inactivity period setting.
The system usernames, passwords, and other personal data that are subject to data protection laws must be stored with proper enforcement of access control and information encryption.
The system must be able to divide users into separate roles with different rights of access to individual system functions. A system user shall be able to view and modify only the information and use only the functions that are defined by their access rights. 
According to the requests made by a system user, only the data that they have the right to view must be displayed.
If the authentication method selected is "System Utilities", users must be able to initiate the procedure for changing their passwords.
It must be possible to:
1.19.  Set the minimum required number of characters for the login password.
1.20.  Change the value of the minimum number of characters required for the password. 
It must be possible to set and change the complexity requirements of login passwords for different groups of users. For example, a user's password must consist of at least 12 characters, including at least 2 numbers and at least 1 capital letter; an administrator's password must consist of at least 16 characters, including at least 2 numbers and at least 1 capital letter. 
The system must not allow the reuse of a user's previous six passwords.
The system must prevent passwords from being easily guessed. 
The system must not display the password as it is being entered.
9.1.5. [bookmark: _Toc182492707][bookmark: _Toc182492708][bookmark: _Toc191901946][bookmark: _Toc191916222][bookmark: _Toc192782645]Audit requirements
The use of all system components (user actions) and their operations must be audited.
An audit record-keeping component must be implemented, which:
1.21. Receives and stores data on the operation and use of the system.
1.22. Provides the ability to analyse audit records (search, filtering by various parameters). The required analytical actions with audit records must be identified and agreed upon with the Buyer during the analysis and design stages.
1.23. Protects log entries from unauthorized or unintentional alteration and deletion.
1.24. Performs removal and archiving of audit records in accordance with established rules, which must be agreed upon during the analysis and design stage.
1.25. Allows the export of selected audit entries to a standard file format, such as CSV or an equivalent file.
The system must allow users with appropriate permissions to review audit records to the extent defined during the detailed analysis and design stage.
The system must audit and store information (audit records) during the following events:
1.26. User authentication events, including login and logout sessions.
1.27. Searches performed and the search criteria (phrases) used.
1.28. Changes to system parameters or settings.
1.29. Modifications to data entities, including updating, inserting, and deleting data.
1.30. Viewing of data entities.
When storing audit records in the database, the following information must be stored:
1.31. Who performed the action (user).
1.32. When the action was performed (date and time).
1.33. What data was viewed.
1.34. What data was updated.
1.35. What data was inserted.
1.36. IP address of the user.
1.37. What data was deleted.
1.38. What search phrases were used.
1.39. Other information identified during the analysis and design phases.
Data sent to or received from internal and external systems through integration interfaces must be audited, retaining the following information:
1.40. From which system, register, or database the data was obtained.
1.41. To which system, register, or database the data was sent.
1.42. Date and time of data receipt or sending.
1.43. The data sent or received (if there is a need for this).
1.44. Other information identified during the detailed analysis and design phase.

9.1.6. [bookmark: _Toc191901947][bookmark: _Toc191916223][bookmark: _Toc192782646]Requirements for risk, threat and vulnerability management

The system must include risk, threat, and vulnerability management:
1.45. The Provider must follow recognized methodologies for the secure development of software, such as ISO/IEC 27034-1 or equivalent.
1.46. The Provider must ensure that all employees involved in the development of the software are familiar with methodologies for secure software development.
1.47. The Provider must provide a list of all third-party components used in the system.
1.48. The Provider must take appropriate action (i.e., reasonable effort) to ensure that third-party components meet the client's security requirements.
During the acceptance testing phase, pilot phase, or any other agreed-upon time, the provider shall provide all necessary conditions for client representatives who will conduct penetration testing. If necessary, the provider must perform configuration or programming work required to test the security of the system in various usage scenarios. The provider is not obligated to supply any software or hardware to run these tests.
The provider must carry out the necessary system programming and/or configuration work, considering the results of the penetration tests conducted by the client's representatives, to eliminate all identified significant security vulnerabilities before the system is put into operation.

9.1.7. [bookmark: _Toc180508259][bookmark: _Toc191901948][bookmark: _Toc191916224][bookmark: _Toc192782647]Requirements relating to national security
The Provider must ensure that the services offered comply with the requirements specified in the "Description of the Organizational and Technical Cybersecurity Requirements Applicable to Cybersecurity Entities," approved by Resolution No. 818 of the Government of the Republic of Lithuania dated August 13, 2018, "On the Implementation of the Law on Cybersecurity of the Republic of Lithuania“.
The Provider must sign an agreement on the processing of personal data as set out in Article 28(3) of Regulation (EU) 2016/679 (General Data Protection Regulation), which must determine the subject matter and duration of the processing of personal data, the nature and purpose of the data processing, the type of personal data and the categories of data subjects, as well as the obligations and rights of the Buyer.
The Provider is responsible for complying with the requirements of the occupational safety and health legislation in force in the Republic of Lithuania and other documents regulating occupational safety and health at work.

9.1.8. [bookmark: _Toc191901949][bookmark: _Toc191916225][bookmark: _Toc192782648]Other safety requirements

Management of security patches and updates:
1.49. The Provider must use the latest stable versions of the software and its patches/fixes for the development of the system. During the installation of the system into the production environment, it must be ensured that the system uses the latest stable versions of the software, if this does not change the essential principles of the system's architecture and functionality as defined at the design stage. Versions of software components that are in the testing stage or have been officially announced by the software manufacturer as no longer supported, improved, or developed from a certain date (end-of-life products) must not be used.
223. Prevention of unauthorized access:
223.1. Any unauthorized or undocumented remote or local access/accounts, or any secret (undocumented) functionality that may compromise the security of the system, is prohibited.
224. Secure configuration:
224.1. The Provider must provide detailed instructions for configuring the security of the system and platform (operating system, database management system, middleware);
224.2. The Provider must provide a list of platform components, system services, and ports necessary for the functioning of the system. All components that are not necessary for the system's functionality must be deactivated before the system begins operation.
225. Network architecture:
225.1. Data flows between different levels must be documented, indicating the ports and protocols required for communication, and must be limited by firewalls.
225.2. The external portal of the system must be in a network segment separate from the internal subsystems of the system.
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