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VIESOJO PIRKIMO — PARDAVIMO SUTARTIS

Pirkimo pavadinimas:

Patekimo kontrolés sistemos pirkimas

Prekiy vieSojo pirkimo-pardavimo sutartis
Nr.

Prekiy pirkimo-pardavimo sutarties Specialiosios salygos
1. straipsnis. Sutarties Salys
1.1. Pirkéjas:

. Pavadinimas: V] Ignalinos atominé elektriné

. Juridinio asmens kodas: 255450080

. Adresas: Elektrinés g. 4, K47, Druksiniy k., LT-31152, Visagino sav.

. PVM mokétojo kodas: LT554500811

. Atsiskaitomoji saskaita: LT10 7300 0100 0261 4996

. Bankas, banko kodas: AB "Swedbank", banko kodas 73000, SWIFT kodas: HABALT22XXX
. Telefonas: +370 386 28985

1.1.8. El pastas: iac@iae.lt

1.1.9. Salies atstovas:

1.1.10. Atstovavimo pagrindas: Valstybés jmonés Ignalinos atominés elektrinés generalinio
direktoriaus 2025-01-17 jgaliojimas Nr. ImIg-8(1.204E)
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Toliau — pirkejas
ir
1.2. Tiekéjas:

1.2.1. Pavadinimas: UAB ,,Spectra Baltic*
1.2.2. Juridinio asmens kodas: 304635904

1.2.3. Adresas: Balty pr. 145, LT-47125 Kaunas
1.2.4. PVM mokétojo kodas: LT100012460119
1.2.5. Atsiskaitomoji saskaita:

1.2.6. Bankas, banko kodas: AB SEB Bankas
1.2.7. Telefonas: +37037331620

1.2.8. El. pastas: info@spectrabaltic.lt

1.2.9. Salies atstovas:

1.2.10. Atstovavimo pagrindas: Imonés jstatai.

Toliau — tieké&jas

sudar¢ §ig prekiy vieSojo pirkimo-pardavimo sutartj (toliau — Sutartis).
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2. straipsnis. Atsakingi asmenys

2.1. Pirkéjo kontaktiniai asmenys, atsakingi uz Sutarties vykdyma, saskaity per saskaity
administravimo bendrajg informacing sistemg SABIS priémima:

2.2. Tiekéjo kontaktiniai asmenys, atsakingi uz Sutarties vykdyma:

3. straipsnis. Sutarties dalykas

3.1. Sutarties dalykas: Tiekéjas jsipareigoja Sutartyje numatytomis salygomis perduoti pirkéjui
Sutarties specialiyjy salygy 5 straipsnyje nurodytas prekes, jskaitant prekiy pristatymg, montavima,
paleidimg, derinimg, personalo apmokyma (toliau vadinama — prekes). ISsamus sutarties
dalyko aprasymas ir kiti reikalavimai nustatyti Sutarties priede Nr. 1 pateiktoje techninéje
specifikacijoje ir jos paaiSkinimuose (toliau — Techniné specifikacija) bei Sutarties priede Nr. 2
pateiktame tiekéjo pasitilyme ir jo paaiSkinimuose.

3.2. Pirkimo pavadinimas ir numeris: Patekimo kontrolés sistemos pirkimas, Nr. 1984530.
3.3. Informacija apie Europos Sajungos 1¢Somis finansuojama projektg arba kitg projekta: netaikoma.
4. straipsnis. Pristatymo terminai ir perdavimo-priémimo tvarka

4.1. Prekiy pristatymo terminas: Tiekéjas pagal atskirg uzsakyma jsipareigoja pristatyti Prekes ne
veliau kaip per Techninés specifikacijos 6 p. numatytus terminus.

Prekes turi biiti pristatomos Siuo adresu: Visos prekes turi buti pristatytos ir kitos susijusios paslaugos
suteiktos V] Ignalinos atomings elektrinés pagrindinéje aikSteléje, Panaudoto branduolinio kuro
saugyklos aikstel¢je ir Laikinosios panaudoto branduolinio kuro saugyklos aiksteléje Druksiniy k.,
31152 Visagino sav.

4.2. Prekiy (ar jy dalies) pristatymo termino pratgsimas: netaikoma.

4.3. Uzsakymy teikimo tvarka: UZsakymai teikiami tiekéjo nurodytu elektroniniu pastu ir laikomi
gautais po 24 (dvideSimt keturiy valandy) nuo uzsakymo pateikimo. Prekiy pristatymas ir visy
susijusiy paslaugy (prekiy montavimo, paleidimo, derinimo bei personalo apmokymo paslaugos)
suteikimas vykdomas Techninés specifikacijos 6 p. nustatyta tvarka ir terminais.

4.4. Del Prekiy pristatymo dalimis vertés / apimties: netaikoma.

4.5. Kartu su Prekémis pateikiami Sie dokumentai: Zr. techning specifikacija. Tiekéjui nepateikus
nurodyty dokumenty, laikoma, kad Prekés neatitinka Sutartyje nustatyty reikalavimy.

4.6. Techninés specifikacijos 4.1.- 4.2. p., 4.5.- 4.11. p. nurodytos prekés Tiekéjo pristatomos visa
Techningje specifikacijoje nurodyta apimtimi. D¢l Techninés specifikacijos 4.3-4.4. p. nurodyty
prekiy Tiekéjui bus pateiktas atskiras uzsakymas, kuriame bus nurodytas galutinis pristatomas Siy
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prekiy kiekis, techningje specifikacijoje nurodyti Siy prekiy maksimaliis (ir preliminariis) perkami
kiekiai.

5. straipsnis. Sutarties kaina ir atsiskaitymo tvarka

5.1. Sutarciai taikomas kainos apskaic¢iavimo biidas: fiksuoto jkainio kainodara.
5.2. Pradinés Sutarties verte ir Sutarties kaina:
Valiuta:[Eurai
Eil. Prekés Prekés Prekés Mato .Vl.e n.eto Preliminarus Preliminari
Nr.| pavadinimas |gamintojas modelis vnt flainis be Kkiekis! suma be
) | PVM PVM?
ki kol
PKS) programiné |Inner range 996940-60;
| |, ) prograrmn '£€1995200PEEU3; [kompl.| 42954,66 1 42954,66
iranga serveriui (1 |(Australija) i
vnt.) ir darbo 996018PCBK;
stotims (9 vnt.) 996535PCBK,;
PKS leidimy Inner range
2 ortele (Australija) 994610 vnt. 4,80 3000 14400,00
PKS skaitytuvas su |Inner range| 994725MF +
3 klaviattra (Australija) 999046 vat. 347,10 78 27073,80
PKS skaitytuvas be | Inner range| 994720MF +
4 Klaviatiiros (Australija)| 999037 | VP& | 1320 67 877,50
PKS korteliy FARGO
5 spausdintuvas (JAV) DTC1250e | wvnt. | 3982,90 2 7965,80
Nestandartiné,
Spectra pagal spec.
6 Vaﬁ? valdymo \poltic UAB| uzsakyma | vat. | 2500,00 1 2500,00
puitas (Lietuva) gaminama
preké
Pt | et
7 frenet . Packard | HP9504K |kompl| 200,00 2 400,00
tvirtinimo prie (JAV)
sienos laikikliais
Varteliy
uzblokavimo
N Eff-Eff |118E.13---A71
8 mechan}zmal, (Vokietija)| PROFIX2 vnt. 60,00 7 420,00
valdomi per dury
procesorius
Dury uzblokavimo
mechanizmai, Eff-Eff
0 valdomi per dury | (Vokietija) E7 vat. 28,50 2 57,00
procesorius
e Tl
10 [PAIICIMO, Baltic UAB . [kompl.| 30000,00 1 30000,00
derinimo ir . paleidimo,
) (Lietuva) ..
darbuotojy derinimo
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apmokymo ir darbuotojy
paslaugos 3 apmokymo
paslaugos

Bendra preliminari kaina be PVM:| 134648,76
PVM (21 %) kaina:| 28276,24
Bendra preliminari kaina su PVM:| 162925,00
Bendra preliminari kaina su PVM Zodziais:
Vienas Simtas SeSiasdeSimt du tiikstanciai devyni Simtai dvideSimt penki eurai 00 ct

Jei suma skaiciais neatitinka sumos zodziais, teisinga laikoma suma Zodziais.
!~ kiekvienoje pozicijoje nurodytas prekiy kiekis yra maksimalus.

Sioje Sutartyje Pradiné Sutarties verté yra lygi Tiekéjo pasiilymo kainai be PVM, apskaiiuotai
sudauginus maksimaly Prekiy kiekj i§ Tiekéjo pasiiilyto jkainio be PVM. Pirkéjas perka Prekes pagal
poreikj Sutartyje nurodytais jkainiais, nevirSijant jame nurodyto Prekiy maksimalaus kiekio. Pirkéjas
nejsipareigoja iSpirkti preliminaraus Prekiy kiekio ar bet kokios jo dalies. Pradiné Sutarties verté
vykdymo metu, i$skyrus Sioje Sutartyje numatytus atvejus negali biiti kei¢iama.

5.3. Sutarties kainos / jkainiy perskai¢iavimas taikant perziiiros taisykles:
Sutarties jkainiai bus perskai¢iuojami:

- d¢l PVM tarifo pasikeitimo;

- del kainy lygio pokycio.
5.3.1. Sutarties jkainiy perziiira dél PVM tarifo pasikeitimo:

Jeigu Sutarties vykdymo metu pasikei¢ia PVM mokéjima reglamentuojantys teisés aktai, darantys
tiesiogine itaka Tiekéjo tiekiamy Prekiy Sutartyje nurodytiems jkainiams, Sutarties jkainiai
perskai¢iuojami nekei¢iant Prekiy jkainio be PVM. PerskaiCiuota Sutarties jkainiai jforminami
Susitarimu, kuris tampa neatskiriama Sutarties dalimi, ir turi buiti taitkomi nuo naujo PVM jvedimo
datos (nepriklausomai nuo to, kada pasiraSytas Susitarimas).

5.3.2. Sutarties jkainiy perziiira deél kity mokesc¢iy, lemianc¢iy Prekiy kainos pokytj, pasikeitimo:
netaikoma.

5.3.3. Sutarties jkainiy perziiira dé¢l kainy lygio poky¢io:

5.3.3.1. Bet kuri Sutarties Salis Sutarties galiojimo metu turi teis¢ inicijuoti Sutarties jkainiy perZzitirg
(keitimg) ne anksciau kaip po 6 ($esi) ménesiy nuo Sutarties jsigaliojimo dienos (jeigu perzitira jau
buvo atlikta — nuo Susitarimo dé¢l paskutinio perskaiciavimo pagal §j Specialiyjy salygy punkta
jsigaliojimo dienos), jeigu kainy pokytis, apskaiciuotas kaip nustatyta Sutarties salygose, virsija 5
procentus. Sutarties jkainiy perZiiira atliekama ne dazniau kaip kas 6 (SeS1) ménesiai(-iy).

5.3.3.2. Sutarties jkainiai perzitirimi tik tai Sutarties daliai, kuri néra iSpirkta, t. y. Prekéms, kurios
néra priimtos ir apmokétos. Vélesné Sutarties jkainiy perziiira negali apimti laikotarpio, uz kurj jau
buvo atliktas perziiira.



T33238

5.3.3.3. Jeigu Prekiy tiekimas véluoja dél tiekéjo kaltés, uzdelsty pristatyti Prekiy jkainiai néra
perskaic¢iuojami dé¢l kainy lygio kilimo (negali biiti didinami).

5.3.3.4. Atlikdamos Sutarties jkainiy perziiira Salys vadovaujasi Valstybés duomeny agentiiros vieai
Oficialiosios statistikos portale paskelbtais Rodikliy duomeny bazés duomenimis. I3 kitos Salies
nereikalaujama pateikti oficialaus Valstybés duomeny agentiiros ar kitos institucijos iSduoto
dokumento ar patvirtinimo.

5.3.3.5. Salys privalo Susitarime nurodyti altinio, kuriuo vadovaujamasi atlickama perZiira, reikime
laikotarpio pradzioje ir jo nustatymo datg, reikSme laikotarpio pabaigoje ir jo nustatymo datg, kainy
pokyti (k), perskaiCiuotus Sutarties jkainius, perskai¢iuota Pradinés Sutarties vertg.

5.3.3.6. Nauji Sutarties jkainiai apskai¢iuojami pagal zemiau pateikta formule:

k
aa = a + (—x a )
100

jkainis be PVM (jei jkainis jau buvo perskaiciuotas, imamas jkainis po paskutinio
~ perskai¢iavimo);
ar - perskaiciuotas (pakeistas) jkainis be PVM;
kainos pokytis (padidé¢jimas arba sumazgjimas) procentais (teigiamas, kai yra kainos
padidéjimas, ir neigiamas, kai yra kainos sumazéjimas), apskaiciuotas pagal indeksg: Ukis ir

K- finansai
(makroekonomika) Kainy indeksai, poky¢iai ir kainos Importuoty prekiy kainy indeksai
(2021 m. -

100): B_ TO_E Pramoné..

"k" reikSme skaiCiuojama pagal formule:

Indnaujausias
k= (———x100) —100
Indpradzia

kreipimosi deél kainos perskai¢iavimo iSsiuntimo kitai Saliai data naujausias
paskelbtas indeksas;

laikotarpio pradzios datos (ménesio) indeksas. Pirmojo perskai¢iavimo atveju laikotarpio
pradzia (ménuo) yra Sutarties jsigaliojimo dienos ménuo. Antrojo ir véelesniy
perskai¢iavimy atveju laikotarpio pradzia (ménuo) yra paskutinio perskai¢iavimo metu
naudotos paskelbto atitinkamo indekso reikSmés ménuo.

Indnauj ausias™

Indpradiia =

5.3.3.7. Skai¢iavimams indeksy reikSmes (Indnavjausias, Indpraazia) Imamos keturiy skaitmeny po kablelio
tikslumu. Apskaiciuotas kainy pokytis (k) tolimesniems skai¢iavimams naudojamas, ji suapvalinus
iki vieno skaitmens po kablelio, o perskaiciuoti jkainiai (a;) suapvalinami iki tiek skaitmeny po
kablelio, su kiek skaitmeny po kalbelio buvo nurodyti atitinkami jkainiai Sutartyje iki pirmo
perskaiciavimo. Perskaiciavus jkainius, perskai¢iuojama bendra preliminari Sutarties kaina, prie iki
perskaiiavimo jvykdyty sutartiniy jsipareigojimy vertés su PVM pridedant likusiy sutartiniy
jsipareigojimy bendra preliminarig verte su PVM, apskaiciuotg remiantis perskaiciuotais jkainiais.

5.3.3.8. Salis, sickianti Sutarties jkainio perziiiros, privalo rastu kreiptis j kita Salj ir pragyme pateikti
visa reikalingg informacija: Sutarties pavadinimg, numeri, data, neperduoty ir neapmokéty Prekiy
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sarasg su kiekiais, Indekso reikSmes su nuorodomis j vieSus Saltinius Valstybés duomeny agentiiros
Oficialiosios statistikos portale arba kitus oficialius $altiniy duomenis, kita svarbi informacija.
Prasyme Salis neturi teisés nurodyti kito Indekso ar praSyti perskaiCiavimo pagal kitg Indeksg nei

nurodytas Sioje Sutartyje.

5.3.3.9. Susitarimas turi bati sudarytas per 10 darbo dieny nuo Salies pateikto tinkamo prasymo
perskaiciuoti Sutarties jkainius gavimo dienos.

5.3.3.10. Susitarimu Salys neturi teisés keisti Sutartyje nurodytos tvarkos ar kity Sutarties nuostaty,
i18skyrus, jei keitimas atlickamas pagal VP] nuostatas.

5.3.4. Sutarties jkainiy perziiira dél kainy lygio pokyc¢io pagal Prekiy grupiy kainy pokycius:
netaikoma.

5.4. Sutarties jkainiy apskaiciavimas taikant kiekio (apimties) keitimo taisykles: netaikoma.
5.5. Atsiskaitymo su tiekéju terminas ir tvarka:

5.5.1. Pirk¢jas atsiskaito su Tiekéju ne véliau kaip per 30 kalendoriniy dieny nuo Saskaitos gavimo
dienos.

5.5.2. Apmokeéjimo salygos: Mokejimas atliekamas remiantis tiekéjo pateikta elektronine sgskaita-
fakttira/PVM saskaita-faktiira (toliau — elektroniné saskaita) uz faktiskai jvykdytus tiekéjo

isipareigojimus. Elektroniné saskaita turi atitikti perdavimo-priémimo aktg pagal turinj.

5.5.3. Tarpiniai ir galutinis mokéjimai atliekami tik po to, kai abi Salys pasiraSo perdavimo -
priémimo akta, kaip nustatyta Sutarties Bendrosiose sglygose.

5.6. Avansas: netaikoma.
5.7. Avanso uztikrinimas: netaikoma.
6. Prekiu kokybé ir garantiniai jsipareigojimai
6.1. Garantinis terminas: Prekéms nustatomas Tiekéjo pasitilytas arba Prekiy gamintojo taikomas
Garantinis terminas, taciau bet kokiu atveju ne trumpesnis kaip 24 (dvideSimt keturiy) ménesiy

Garantinis terminas skai¢iuojamas nuo Prekiy perdavimo—priémimo akto pasiraSymo dienos.

6.2. Garanting prieziiira: Sglygos, susijusios su garantine priezitira yra nurodytos Sutarties priede Nr.
1 pateiktoje techninéje specifikacijoje.

7. straipsnis. Sutarties vykdymui pasitelkiami subtiekéjai

7.1. Sutarties vykdymui pasitelkiami subtiekéjai ir (ar) specialistai: Sutarties vykdymui subtiekéjai ir
(ar) specialistai nepasitelkiami.

8. straipsnis. Prievoliy pagal Sutartj jvykdymo uZtikrinimas
8.1. Prievoliy pagal Sutartj jvykdymas uZtikrinamas:

- netesybomis (delspinigiais, bauda).
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8.2. Sutarties jvykdymo uztikrinimo galiojimo terminas: netaikoma.
8.3. Sutarties jvykdymo uztikrinimo pateikimas: netaikoma.

9. straipsnis. Saliy atsakomybé
9.1. Pirkéjui taikomos netesybos uz mokeéjimy pagal Sutart] vélavima:
9.1.1. Jei pirkéjas, gaves tinkamai pateikty ir uzpildyta Saskaita, uzdelsia atsiskaityti uz tinkamai
tiekéjo perduotas kokybiskas Prekes per Sutartyje nurodytg terming, tiekéjas nuo kitos nei nustatytas
terminas dienos skaiciuoja pirkéjui 3 procento dydzio delspinigius nuo neapmokétos sumos be PVM
uz kiekvieng vélavimo dieng.
9.2. Tiekéjui taikomos netesybos:
9.2.1. Jeigu tiekéjas véluoja vykdyti uzsakyma, tiekti Prekes ar iStaisyti jy trakumus, arba nevykdo
kity sutartiniy jsipareigojimy, pirkéjas nuo kitos nei nustatytas terminas dienos tiekéjui skaiciuoja 3
procento dydzio delspinigius uz kiekvieng uzdelsta dieng nuo laiku neperduoty Prekiy ar Prekiy,

turin¢iy trikumy, kainos be PVM.

9.2.2. Tiekéjas privalo sumokéti Pirkéjui netesybas per 30 (trisdeSimt) dieny nuo pirkéjo
pareikalavimo, jeigu netesyby suma néra iSskaitoma 1§ tiek&jui mokeétinos sumos.

9.3. Tiekéjui / Pirkéjui tatkoma bauda nutraukus Sutartj dél esminio Sutarties pazeidimo:

9.3.1. Nutraukus Sutartj dél esminio Sutarties pazeidimo, nustatyto Sutarties Specialiosiose salygose,
mokama 10 (deSimt) procenty dydzio bauda nuo Pradinés Sutarties vertés, nurodytos Specialiyjy
salygy 5.2 punkte.

9.4. Tiekeéjui taikoma bauda dél esamy subtiekéjy ar specialisty pakeitimo / naujy subtiekéjy
pasitelkimo nesilaikant Bendrosiose salygose nurodytos subtiekéjy ir (ar) specialisty keitimo tvarkos:

netaikoma.

9.5. Tiekejui taikomos baudos dél aplinkosauginiy ir (arba) socialiniy kriterijy nesilaikymo:
netaikoma.

9.6. Tiekéjui / Pirkéjui tatkoma bauda dél konfidencialumo reikalavimy nesilaikymo: netaikoma.

9.7. Tiekéjui taikomos netesybos dél pirkimo dokumentuose nustatyty kokybiniy kriterijy
nepasiekimo Sutarties vykdymo metu: netaikoma.

9.8. Tiekéjui taikomos netesybos dél Sutarties jvykdymo uztikrinimo nepratesimo: netaikoma.
9.9. Kitos netesybos: netaikoma.
10. straipsnis. Sutarties galiojimas ir keitimas

10.1. Sutarties sudarymas ir jsigaliojimas: Si Sutartis laikoma sudaryta ir jsigalioja nuo Sutarties
pasiraS§ymo dienos (antrosios Salies pasiraSymo dieng).
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Sutartis galioja iki visiSko prievoliy jvykdymo (kol bus iSnaudota Pradinés Sutarties verte), bet jos
terminas negali biiti ilgesnis kaip 12 (dvylika) ménesiy nuo sutarties jsigaliojimo dienos.

10.2. Sutarties galiojimo termino pratgsimas: netaikoma.
11. straipsnis. Sutarties nutraukimas

11.1. Sutarties nutraukimo pagrindai: Sutartis gali biiti nutraukiama rasytiniu Saliy susitarimu arba
vienaSaliSkai Bendrosiose saglygose nustatyta tvarka.

11.2. Esminiai Sutarties pazeidimai:

11.2.1. jeigu tiekéjas nevykdo prisiimty jsipareigojimy uz Sutartyje nustatytg Sutarties kaing /
ikainius;

11.2.2. jeigu tiekéjas nesilaiko Sutartyje nustatyty Prekiy tiekimo terminy 2 (du) kartus i$ eilés arba
veluoja pristatyti Prekes daugiau nei 120 kalendoriniy dieny po Sutartyje nustatyto Prekiy
pristatymo termino pabaigos;

11.2.3. jeigu tiekéjas pazeidzia Prekiy pristatymo terminus ir priskai¢iuoty netesyby uz vélavima
suma virsija 20 (dvideSimt) procenty Pradinés sutarties vertes;

11.2.4. Tiekéjas pazeidzia Prekiy pristatymo terminus ir dél Prekiy pristatymo vélavimo Prekés tampa
nebereikalingos;

11.2.5. Tiek¢jas daugiau kaip 2 (du) kartus pristato Prekes, kurios neatitinka Sutartyje ir (ar)
Istatymuose nustatyty reikalavimy Prekéms;

11.2.6. Tiekéjo kvalifikacija tapo nebeatitinkancia pirkimo dokumentuose nustatyty Sutarties
tinkamam vykdymui biitiny reikalavimy, arba tiekéjas prarado teis¢ verstis veikla jonizuojancios
spinduliuotés aplinkoje, jei to buvo reikalaujama. ir Sie neatitikimai nebuvo iStaisyti per 14
(keturiolika) kalendoriniy dieny nuo kvalifikacijos tapimo neatitinkancia arba teisés praradimo
dienos;

11.2.7.Tiekéjas pazeidZia Sios Sutarties nuostatas, reglamentuojancias konkurencija, intelektinés
nuosavybés ar konfidencialios informacijos valdyma;

11.2.8. Tiekejas pazeidzia Bendryjy salygy nuostatas dél Sutarties vykdymui pasitelkiamy naujy
subtiekéjy ir (ar specialisty) / esamy subtiekejy ir (ar) specialisty keitimo.

12. Aplinkosauginiai ir (ar) socialiniai kriterijai
12.1. Aplinkosauginiy kriterijy nustatymo teisinis pagrindas: Aplinkosauginiai kriterijai Prekéms
nustatomi vadovaujantis Aplinkos apsaugos kriterijy taikymo, vykdant Zaliuosius pirkimus, tvarkos
apraso, patvirtinto 2011 m. birZelio 28 d. jsakymu D1-508 ,,D¢l Aplinkos apsaugos kriterijy taikymo,
vykdant  Zalivosius  pirkimus, tvarkos apraSo  patvirtinimo®  (toliau —  Tvarkos
aprasas) 4.4.4.1. papunkciu.

12.2. Su Prekiy pakuotémis susij¢ aplinkosauginiai kriterijai: netaikoma.

12.3. Su Prekiy pristatymu susije¢ aplinkosauginiai kriterijai: netaikoma.
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12.4. Su Prekémis susijusiy paslaugy (pavyzdziui, montavimo, apmokymo ir kitos parengimui
naudoti skirtos paslaugos) teikimu susij¢ aplinkosauginiai kriterijai: Maksimaliai mazinamas
popieriaus sunaudojimas dokumentams, dokumenty kopijavimui ir spausdinimui, teikiant pirmenybe
skaitmeninéms dokumenty kopijoms, siunciant elektroniniu pastu, pasinaudojant elektroninio paraso
funkcijos galimybémis ar kitais biidais. Esant biitinybei spausdinti, naudojamas perdirbtas popierius,
kuris atitinka zaliojo pirkimo reikalavimus, patvirtintus Lietuvos Respublikos aplinkos ministro 2011
m. birzelio 28 d. jsakyme Nr. DI-508 ,,Dél Produkty, kuriy vieSiesiems pirkimams taikytini aplinkos
apsaugos kriterijai, saraso, Aplinkos apsaugos kriterijy ir Aplinkos apsaugos kriterijy, kuriuos
perkanciosios organizacijos turi taikyti pirkdamos prekes, paslaugas ar darbus, taikymo tvarkos
apraso patvirtinimo*.

12.5. Su perkamomis Prekémis susij¢ socialiniai kriterijai: netaikoma.

12.6. Kiti su Prekémis susij¢ aplinkosauginiai ir (ar) socialiniai kriterijai: Maksimaliai mazinamas
popieriaus sunaudojimas dokumentams, dokumenty kopijavimui ir spausdinimui, teikiant pirmenybe
skaitmeninéms dokumenty kopijoms, siunciant elektroniniu pastu, pasinaudojant elektroninio paraso
funkcijos galimybémis ar kitais biidais. Esant biitinybei spausdinti, naudojamas perdirbtas popierius,
kuris atitinka Zaliojo pirkimo reikalavimus, patvirtintus Lietuvos Respublikos aplinkos ministro 2011
m. birzelio 28 d. jsakyme Nr. DI-508 ,,Dél Produkty, kuriy vieSiesiems pirkimams taikytini aplinkos
apsaugos kriterijai, saraso, Aplinkos apsaugos kriterijy ir Aplinkos apsaugos kriterijy, kuriuos
perkanciosios organizacijos turi taikyti pirkdamos prekes, paslaugas ar darbus, taikymo tvarkos
apraso patvirtinimo*.

13. straipsnis. Bendruyjuy salygu pakeitimai ir papildymai
13.1. Salys susitaria pakeisti nurodyta Sutarties Bendryjy salygy punkta ir idéstyti ji nauja redakcija:

13.1.1. Pakeisti Sutarties bendryjy salygy 3 skirsnio ,, Tiekéjas ir kiti sutarties vykdymui pasitelkiami
asmenys® 3.2. poskirsnio ,,Subtiekéjy bei specialisty pasitelkimas ir keitimas*“ 3.2.3. punkta ir
18déstyti ji taip:

»3.2.3. Tiekejas turi teise Sutarties vykdymui pasitelkti naujus, Specialiosiose salygose nenurodytus
subtiekéjus, kuriy pajégumais nesiréemé pirkimo dokumentuose numatytiems kvalifikacijos
reikalavimams pagristi. Sudarius Sutartj, taciau ne véliau negu Sutartis pradedama vykdyti, Tiekéjas
Jsipareigoja Pirkéjui pranesti tuo metu Zinomy subtiekéjy pavadinimus, kontaktinius duomenis ir jy
atstovus. Pirkéjas taip pat reikalauja, kad Tiekéjas ne véliau nei prie§ 5 (penkias) darbo dienas
informuoty apie minétos informacijos pasikeitimus bei naujy subtiekéjy pasitelkimg visu Sutarties
vykdymo metu. Pirkéjas (jeigu buvo taikoma pirkimo dokumentuose) turi patikrinti, ar néra
subtiekéjo paSalinimo pagrindy ir subtiekéjo atitikt] nacionalinio saugumo interesams ir kilmeés
reikalavimams. Jeigu subtiekéjo padétis neatitinka bet vieno i§ nurodyty reikalavimy, Pirkéjas
reikalauja pakeisti §j subtiekejg reikalavimus atitinkanciu subtiekéju. Pirkejas per 10 (deSimt) darbo
dieny rastu informuoja Tiekeja apie leidimg pasitelkti naujg subtiekéja, kurio pajégumais Tiekéjas
nesirémeé pirkimo dokumentuose numatytiems kvalifikacijos reikalavimams pagrjsti. Pirkéjui sutikus,
Salys pasira$o Susitarima, kuris laikomas neatsiejama Sutarties dalimi.*

13.1.2. Pakeisti Sutarties bendryjy salygy 3 skirsnio ,, Tiekéjas ir kiti sutarties vykdymui pasitelkiami
asmenys® 3.2. poskirsnio ,,Subtiekéjy bei specialisty pasitelkimas ir keitimas* 3.2.5. punktg ir
18déstyti jj taip:

»3.2.5. Subtiekéjus, kuriy pajégumais Tiekéjas nesirémé pirkimo dokumentuose numatytiems
kvalifikacijos reikalavimams pagristi, Tiekéjas gali keisti savo nuozitira, apie tai rastu ne véliau, kaip



T33238

prieS 5 (penkias) darbo dienas informuodamas Pirkéja. Pirkéjas (jeigu buvo taikoma pirkimo
dokumentuose) turi patikrinti, ar néra subtiekéjo paSalinimo pagrindy ir subtiekéjo atitiktj
nacionalinio saugumo interesams ir kilmés reikalavimams. Jeigu subtiekéjo padétis neatitinka bet
vieno i§ nurodyty reikalavimy, Pirkéjas reikalauja pakeisti §j subtiekéja reikalavimus atitinkanciu
subtiekéju. Pirkéjas per 10 (deSimt) darbo dieny raStu informuoja Tiekéeja apie leidima pakeisti
subtiekéja. Pirkéjui sutikus, Salys pasiraso Susitarima, kuris laikomas neatsiejama Sutarties dalimi.“

13.1.3. Pakeisti Sutarties bendryjy salygy 3 skirsnio ,,Tiekéjas ir kiti sutarties vykdymui pasitelkiami
asmenys® 3.2. poskirsnio ,,Subtiekéjy bei specialisty pasitelkimas ir keitimas* 3.2.9. punkta ir
18déstyti jj taip:

,»3.2.9. Pirkéjas, gaves Tiekéjo praSyma su kitais Sutartyje nurodytais dokumentais, per 10 (deSimt)
darbo dieny jvertina keitimo galimybes ir rastu informuoja Tiekéja apie leidimg pakeisti subtiekeja
ar specialistg. Pirkéjui sutikus, Salys pasiraSo Susitarima, kuris laikomas neatsiejama Sutarties
dalimi.*

13.1.4. Pakeisti Sutarties bendryjy salygy 3 skirsnio ,,Tiekéjas ir kiti sutarties vykdymui pasitelkiami
asmenys* 3.3. poskirsnio ,,Jungtinés veiklos partneriy keitimas* 3.3.4. punktg ir iSdéstyti ji taip:

»3.3.4. Pirk¢jas, gaves Tiekéjo prasyma su kitais Sutartyje nurodytais dokumentais, per 15
(penkiolika) darbo dieny jvertina keitimo galimybes ir rastu informuoja Tiekéja apie Sutarties
nutraukima arba apie leidima atsisakyti ar pakeisti partnerj. Pirkéjui sutikus, Salys pasiraso
Susitarima, kuris laikomas neatsiejama Sutarties dalimi.*

13.1.5. Pakeisti Sutarties bendryjy salygy 6 skirsnio ,,Prekiy tiekimo pabaiga ir prekiy priémimas*
6.2. poskirsnio ,,Prekiy perdavimas-priémimas‘ 6.2.3.1. punktg ir iSdéstyti jj taip:

,»0.2.3.1. ne véliau kaip per 20 (dvideSimt) darbo dieny nuo faktinio Prekiy perdavimo priimti Prekes,
pasiraSydamas Prekiy perdavimo—priémimo aktg; arba;*

13.1.6. Pakeisti Sutarties bendryjy salygy 6 skirsnio ,,Prekiy tiekimo pabaiga ir prekiy pri€mimas*
6.2. poskirsnio ,,Prekiy perdavimas-priémimas* 6.2.7. punkta ir iSdéstyti jj taip:

,»,0.2.7. Jeigu Pirkéjas per 20 (dvideSimt) darbo dieny nepateikia (neiSsiuncia) Tiekejui Defekty akto,
laikoma, kad Pirkéjas Prekes priémé ir joms pretenzijy neturi;*

13.1.7. Pakeisti Sutarties bendryjy salygy 7 skirsnio ,, Tiekéjo garantiniai jsipareigojimai® 7.3.
poskirsnio ,,Prekiy trikumy Salinimas* 7.3.7. punktg ir i§déstyti jj taip:

,»1.3.7. Pirkéjas per 20 (dvideSimt) darbo dieny po Tiekéjo praneSimo apie Prekiy trikumy pasalinima
gavimo privalo patikrinti trikumus, nurodytus Defekty akte arba Pirkéjo pretenzijoje, ir rastu
patvirtinti, kurie Prekiy trukumai buvo pasalinti.*

13.1.8. Pakeisti Sutarties bendryjy salygy 20 skirsnio ,,Sutarties pakeitimai‘ 20.3. punktg ir iSdéstyti
Ji taip:

,,20.3. Salis, inicijuojanti Susitarima, privalo pateikti kitai Saliai pranesima dél Sutarties pakeitimo
bei pagrindima dél to, jog yra faktinis ir teisinis pagrindas sudaryti Susitarima. Kita Salis per 15
(penkiolika) darbo dieny (arba per kita Saliy ra$tu sutarta termina) privalo i§analizuoti ir jvertinti
gautg informacija, pateikti savo pastabas ir pasililymus, pagristus Sutarties arba imperatyviomis
Jstatymy bei kity teisés akty nuostatomis.*
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13.1.9. Pakeisti Sutarties bendryjy salygy 21 skirsnio ,,Sutarties sustabdymas* 21.5.1. punktg ir
i8déstyti ji taip:

»21.5.1. Atsiradus aplinkybéms, dél kuriy Tiekéjas negali vykdyti sutartiniy jsipareigojimy, Tiekéjas
apie tai nedelsdamas privalo informuoti Pirkéja. Tiekéjo raSytiniame praSyme turi biti nurodyta
stabdymo aplinkybé (Bendryjy salygy 21.2 punktas) ir aplinkybés atsiradimg bei galimg terming
pagrindziantys argumentai, objektyviis faktai ir jrodymai. Pirkéjas, jvertings praSyma, ne veliau kaip
per 7 (septynias) darbo dienas rastu informuoja Tiekéja apie priimtg sprendimg dél sutartiniy
isipareigojimy vykdymo stabdymo. Tiekéjui nepateikus konkreciy argumenty, fakty, pagristy
jrodymais, Pirkéjas turi teise rastu atsisakyti patvirtinti stabdymag.*

13.1.10. Pakeisti Sutarties bendryjy salygy 22 skirsnio ,,Sutarties nutraukimas* 22.1. poskirsnio
»Pretenzijos dél Sutarties pazeidimy™ 22.1.2. punkty ir iSdéstyti jj taip:

,22.1.2. Pretenzija gavusi Salis privalo nedelsdama, bet ne véliau nei per 10 (desimt) darbo dieny,
atsakyti 1 pretenzijg ir nurodyti, kokiy priemoniy imsis siekdama iStaisyti pazeidima per pretenzijoje
nustatytg terming arba motyvuotai pasitlyti kitg pagrista terming. Tiekéjo teisé sitilyti kitg terming
nelaikoma Pirkéjo pareiga ta terming priimti. Pretenzija gavusios Salies pasiiilytasis terminas pakeiéia
termina, nurodyta pretenzijoje, tik jeigu kita Salis jj patvirtina.”

13.2. Salys susitaria papildyti Sutarties Bendrasias salygas nurodytu punktu, tatiau kity punkty
numeracijos nekeisti:

13.2.1. Papildyti Sutarties bendryjy salygy 3 skirsnio ,,Tiekéjas ir kiti sutarties vykdymui pasitelkiami
asmenys" 3.1 poskirsnj ,,Kvalifikacija ir kiti Tiekéjo pasitilymu prisiimti jsipareigojimai" 3.1.4.
punktu ir i8déstyti ji taip:

»3.1.4. Pirkéjas, pra¢jus daugiau kaip vieneriems metams nuo $ios Sutarties jsigaliojimo dienos, turi
teis¢ tarptautiniy sankcijy ir/ar Lietuvos Respublikos jstatymais nustatyty ribojamyjy priemoniy
igyvendinimo tikslu praSyti Tiekéja atnaujinti vieSojo pirkimo procediiry metu dé¢l Sios Sutarties
sudarymo pateikta Sio pobtidzio informacija.*

13.3. Salys susitaria iSbraukti nurodyta Sutarties Bendryjy salygy punkts, tatiau kity punkty
numeracijos nekeisti: netaikoma.

13.4. Sutarties Bendrosiose salygose nurodytos alternatyvios nuostatos (su prierasu ,,jei taitkoma* ir
pan.) taikomos tik tokiu atveju, jeigu jos konkreciai apraSomos Sutarties Specialiosiose salygose.

14. straipsnis. Sutarties priedai

14.1. 1 priedas. Techniné specifikacija ir perkanciosios organizacijos iki pasitlymy pateikimo
termino 18siysti paaiSkinimai:

14.1.1. 2025 m. balandZzio 16 d. ,,Patekimo kontrolés sistemos pirkimo techniné specifikacija® Nr.
Spc-25(13.66E);

14.1.2. V] Ignalinos atominés elektrinés (toliau — V] IAE) 2025-05-19 rastas ,,Dél pirkimo dokumenty
paaiskinimo* Nr. IS-1969(13.66E);

14.1.2. V] Ignalinos atominés elektrinés 2025-05-08 rastas ,,D¢l pirkimo dokumenty paaiskinimo ir
patikslinimo* Nr. IS-1830(13.66E).
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14.2. 2 priedas. Tiekéjo pasitlymas su priedais, perkanciosios organizacijos praSymai paaiskinti
pasitilyma bei tiek¢jo paaiskinimai, pateikti pirkimo procediiros metu:

14.2.1. UAB ,,Spectra Baltic* 2025-05-26 pasitilymas su priedais;

14.2.2. VI IAE 2025-07-09 rasto ,,Dél pateikto pasitilymo paaiskinimo (pirkimo Nr.1984530)“ Nr.
IS-2759(13.66E) nuorasas;

14.2.3. UAB ,,Spectra Baltic* 2025-07-15 praneSimo (pranesimo ID 280760), pateikto CVP IS
priemonémis, kopija.

14.3. 3 priedas. Prekiy perdavimo — priémimo akty formos.
14.4. 4 priedas. Garantiniy jsipareigojimy jvykdymo akto forma.
14.5. 5 priedas. Trisalés atsiskaitymo sutarties forma.

15. straipsnis. Salies atstovy parasai

Pirkéjas Tiekéjas
'Vardas, Pavardé: Vardas, Pavardé:
Pareigos: Pareigos:
Parasas: ParaSas:
Data: Data:
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PREKIU PIRKIMO-PARDAVIMO SUTARTIES BENDROSIOS
SALYGOS

1. PAGRINDINES SAVOKOS IR SUTARTIES AISKINIMAS
1.1. Savokos

.1.1. Sioje Sutartyje didZiaja raide raSomos savokos turi paskiau nurodytas reik§mes:

.1.1.1. Bendrosios salygos — §i Sutarties dalis, kuri vadinasi ,,Prekiy pirkimo—pardavimo sutarties
Bendrosios sglygos*;

1.1.1.2. Pirkéjas — asmuo, kuris Specialiosiose salygose yra jvardytas kaip Pirkéjas, jsigyjantis
Specialiosiose salygose ir Sutarties prieduose nurodytas Prekes;

1.1.1.3. Pradinés sutarties verté — Specialiosiose sglygose nurodyta verté¢ (be PVM);

1.1.1.4. Prekés — Specialiosiose sglygose ir Sutarties prieduose nurodytos prekes (prekiy pirkimas,
nuoma, finansiné nuoma (lizingas), pirkimas iSsimokétinai, numatant jas jsigyti ar to nenumatant),
taip pat isigyjamy prekiy pristatymo, montavimo, diegimo ir kitos jy parengimo naudoti paslaugos
(toliau — su Prekémis susijusios paslaugos), jeigu Sios paslaugos tik papildo prekiy tiekima, kurias
Tiekejas jsipareigoja tiekti Pirkéjui pagal Sutart] ir galiojanciy jstatymy bei kity teisés akty
reikalavimus;

1.1.1.5. Prekiy perdavimo—priémimo aktas — dokumentas, kuriuo Tiek¢jas perduoda, o Pirkéjas
priima Prekes ir kuriuo Salys patvirtina, kad pristatytos Prekés atitinka nustatytus reikalavimus. Jeigu
Sutartyje yra numatytas Prekiy pristatymas dalimis, Prekiy perdavimo—priémimo aktas gali biti
sudaromas dél kiekvienos dalies atskirai;

1.1.1.6. Prekiy trukumai— Prekiy perdavimo—priémimo metu ar Prekiy garantinio termino
galiojimo metu Pirkéjo ar (ir) tre¢iyjy asmeny nustatyti Prekiy kokybés neatitikimai Sutarties ar (ir)
jstatymy bei kity teisés akty reikalavimams, Prekiy gedimai, paslépti defektai, veiklos sutrikimai ar
pan., dél kuriy Prekiy nebiity galima naudoti tam tikslui, kuriam Pirkéjas (jas) ketino naudoti, arba
del kuriy Prekiy naudingumas sumazéty taip, kad Pirkéjas, apie tuos trukumus zinodamas, arba
apskritai nebuty ty Prekiy pirkes, arba nebiity uz Prekes mokejes tokio dydzio kaina;

1.1.1.7. Saskaita — Tiekéjo iSraSoma ir Pirkéjui apmokéjimui pateikiama saskaita faktiira, PVM
saskaita faktiira ar kitas mokejimo dokumentas uz Tiekéjo perduotas bei Pirkéjo priimtas
Prekes. Jeigu Sutartyje yra numatytas Prekiy pristatymas dalimis, Saskaita gali buti pateikiama dél
kiekvienos dalies atskirai;

1.1.1.8. Specialiosios salygos — Sutarties dalis, kuri vadinasi ,,Prekiy pirkimo-pardavimo sutarties
Specialiosios sglygos ir kurioje yra nurodytos konkretaus pirkimo objekto jsigijimg aptariancios
salygos (tokios kaip Pradinés sutarties verte, Prekiy tiekimo terminai ir pan.) bei kiti konkrettis
duomenys (tokie kaip Salys, Prekés ir pan.), i§vardyti priedai, taip pat nurodyti Bendryjy salygu
pakeitimai ir papildymai (jeigu tokie padaryti);

1.1.1.9. Susitarimas — tai dokumentas, kurj Salys sudaro keisdamos Sutarties saglygas VP] leidziama
apimtimi;

1.1.1.10. Sutarties kaina — pagal Sutart] Tiekéjui mokétina galutiné suma, jskaitant visus privalomus
mokescius ir i§laidas;

1.1.1.11. Sutarties salygos — Bendrosios salygos ir Specialiosios saglygos kartu;

1.1.1.12. Sutartis — Prekiy pirkimo—pardavimo sutartis, kuria sudaro Sutarties salygos,
Specialiosiose salygose iSvardyti priedai ir Susitarimai;

1.1.1.13. Salis — Pirkéjas arba Tiekéjas, kiekvienas atskirai, priklausomai nuo konteksto;

1.1.1.14. Salys — Pirkéjas ir Tiekéjas kartu;

1.1.1.15. Tiekéjas — asmuo, kuris Specialiosiose salygose yra jvardytas kaip Tiekéjas, tiekiantis
Specialiosiose salygose nurodytas Prekes;

1.1.1.16. VPI — Lietuvos Respublikos viesyjy pirkimy istatymas.

1.1.1.17. Kity Sutartyje didzigja raide raSomy sgvoky reikSmeés yra nurodytos Sutarties tekste.

1.1.1
1.1.1
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1.1.1.18. Sutartyje neapibréztos sgvokos suprantamos ir aiSkinamos taip, kaip jas apibrézia VP] ir
kiti jstatymai bei teisés aktai, galiojantys Sutarties sudarymo ir vykdymo metu.

1.1.1.19. Kitos Sutartyje vartojamos sgvokos ir terminai turi bendring reikSme arba artimiausig
Sutarties pobuidziui specialiaja reikSme, jei Sutartyje néra nustatyta ir paaiskinta kitokia jy reikSmé.

1.2. Sutarties aiSkinimas

1.2.1. Sutartis yra sudaryta ir turi buti aiSkinama pagal Lietuvos Respublikos teisés aktus.

1.2.2. Jei Bendrosios salygos ir (ar) Specialiosios salygos priestarauja VPI ir kity teisés akty
reikalavimams, taikomos VP] ir kity teisés akty nuostatos.

1.2.3. Diena Sutartyje reiskia kalendoring¢ diena.

1.2.4. Darbo diena Sutartyje reiskia bet kurig dieng, iSskyrus SeStadienj, sekmadienj ir Svenciy dienas
Lietuvoje, nurodytas Lietuvos Respublikos darbo kodekse.

1.2.5. Terminai pagal Sutart] yra skai¢iuojami metais, ménesiais, savaitémis, darbo dienomis,
kalendorinémis dienomis ir valandomis.

1.2.6. Kvalifikacija, rémimasis kity tikio subjekty pajégumais, Prekiy apimtis, perzitira suprantami
taip, kaip nustatyta VPI bei jj ijgyvendinanciuose teisés aktuose.

1.2.7. Jeigu Prekiy perdavimo—priémimo akto, kaip atskiro dokumento, reikalauti neprivaloma, Salys
susitaria, ir tai aiskiai nurodo Specialiosiose salygose, Prekiy perdavimo—priémimo aktu laikoma
Saskaita. Tais atvejais, kai iSraSoma Saskaita ir Prekiy perdavimo—priémimo aktas nepasiraSomas,
Sutarties nuostatos dél Prekiy perdavimo—priémimo akto iSraSymo taikomos ir Sgskaitos iSrasymui.
1.2.8. Informuoti, pranesti, jspéti arba atsakyti reiSkia pateikti informacija, pranesima, isp¢€jima arba
atsakyma Bendrosiose ir (ar) Specialiosiose salygose nustatyta tvarka.

1.2.9. Patvirtinti reiSkia pateikti patvirtinimg raStu arba pasiraSyti dokumenta be iSlygy ar su
iSlygomis, i§skyrus atvejus, kai asmuo, pasiraS§ydamas dokumentg, nurodo, jog atsisako ji patvirtinti.
1.2.10. Jeigu Sutartyje nenurodyta kitaip, Zodziai, vartojami vienaskaitos forma taip pat reiskia ir
daugiskaitg ir atvirk$¢iai, vienos giminés zodziai apima ir kitos giminés atitinkamus zodzius, Zodis
asmuo reiskia tiek fizinius, tiek ir juridinius asmenis.

1.2.11. Jeigu Sutartyje nurodyta reikSme skaiCiais ir zodziais skiriasi, vadovaujamasi zodziais
nurodyta reikSme.

1.2.12. Jei pateikiamos nuorodos ] teisés aktus, turi biiti tatkomos aktualios teisés akty redakcijos,
jeigu nenurodyta kitaip.

1.3. Dokumenty virSenybé

1.3.1. Sutart] sudarantys dokumentai turi biiti suprantami kaip papildantys vienas kita. Bet kokio
Sutarties dokumenty salygy neatitikimo ar neaiSkumo atveju, toks neatitikimas ar neaiSkumas
pasalinamas dokumentus aiskinant tokia eilés tvarka:

1.3.1.1. Technin¢ specifikacija;

1.3.1.2. Specialiosios salygos;

1.3.1.3. Bendrosios salygos;

1.3.1.4. Pirkimo dokumentai (i§skyrus techning specifikacijg);

1.3.1.5. Pasiiilymas;

1.3.1.6. Kiti Specialiosiose sglygose iSvardinti priedai.

1.3.2. Tuo atveju, kai Saliy Susitarimu yra kei¢iamos Sutarties salygos, naujai sutartos Sutarties
salygos turi virSenybe pries pakeistgsias.

1.3.3. Jeigu Salys susitaria dél Sutarties sglygy arba priedo papildymo nauja salyga, neatitikimo ar
neaiskumo atveju tokia salyga turi virSenybe atitinkamai kity Sutarties sglygy arba kity to priedo
salygy atzvilgiu.

1.3.4. Jeigu Salys susitaria dél naujo priedo, Salys turi sutarti dél naujojo priedo jtraukimo j priedy
sarasg vietos ir jo reikSmeés aiskinant Sutartj. Jeigu naujas priedas yra jterpiamas j priedy sarasa, jam
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turi biiti suteikiamas eilés numeris su virSutiniu indeksu, atsizvelgiant j priedy eiliSkumg ir svarbg
(pavyzdziui, priedas Nr. 41).

2. SUTARTIES DALYKAS

2.1. Tiekéjas jsipareigoja Sutartyje nustatytomis sglygomis ir tvarka perduoti Pirkéjui Prekes,
atitinkanCias Sutartyje nustatytus reikalavimus, o Pirkéjas jsipareigoja priimti Sutarties salygas
atitinkancias ir tinkamai patiektas Prekes bei sumokeéti Tiekéjui Sutartyje nurodytg kaing Sutartyje
nustatytomis sglygomis ir tvarka.

2.2. Salys, vykdydamos Sutart], jsipareigoja laikytis visy Sutarties vykdymui taikytiny jstatymy bei
kity teisés akty reikalavimy. Salis turi teise reikalauti, kad kita Salis jvykdyty visus jstatymy bei kity
teisés akty reikalavimus, taikomus Sutarties vykdymui. N¢ viena i$ Sutarties salygy nereiskia ir negali
buti aiSkinama kaip Pirkéjo atsisakymas jstatymuose bei kituose teisés aktuose numatyty ir Sutartimi
neaptarty Pirkéjo kity teisiy ir garantijy, susijusiy su netinkamu Prekiy tiekimu ar jy kokybe, arba
kaip Tiekéjo atsisakymas jstatymuose bei kituose teisés aktuose numatyty ir Sutartimi neaptarty
Tiekejo kity teisiy ir garantijy dél atlyginimo uz Prekes gavimo.

2.3. Tiekéjas privalo uztikrinti, kad Prekés atitikty techninés specifikacijos reikalavimus ir Tiekéjo
pasitilymo salygas, biity kokybiskos, tiekiamos tinkamai ir laiku, laikantis Sutarties salygy taip, kad
tai labiausiai atitikty Pirkéjo interesus, pagal geriausius visuotinai pripazjstamus profesinius,
techninius standartus ir praktika, panaudodamas visus reikiamus jgiidZius ir Zinias.

3. TIEKEJAS IR KITI SUTARTIES VYKDYMUI PASITELKIAMI ASMENYS
3.1. Kvalifikacija ir kiti Tiekéjo pasiulymu prisiimti jsipareigojimai

3.1.1. Tiekéjas atsako uz tai, kad visg Sutarties vykdymo laikotarp; Tiekéjas biity kompetentingas,
patikimas ir pajégus (iskaitant tikio subjekty, kuriy pajégumais remiasi Tieké&jas, pajégumus) jvykdyti
Sutarties reikalavimus:

3.1.1.1. turéty teise verstis ta veikla, kuri yra reikalinga Sutarc¢iai jvykdyti;

3.1.1.2. atitikty tiekeéjy kvalifikacijai pirkimo dokumentuose nustatytus Sutarties tinkamam
vykdymui biitinus reikalavimus bei neturéty pirkimo dokumentuose nustatyty pasalinimo pagrindy;
3.1.1.3. laikytysi Tiekéjo pasitilyme nurodyty jsipareigojimy, jskaitant, bet neapsiribojant — atitikty
pirkimo dokumentuose nustatytus kokybiniy kriterijy reikSmes ir parametrus;

3.1.1.4. uZztikrinty nustatyty kokybés vadybos sistemos ir (arba) aplinkos apsaugos vadybos sistemos
standarty taikyma, jeigu to reikalaujama pirkimo dokumentuose, ir turéty ta patvirtinancius
dokumentus;

3.1.1.5. atitikty nacionalinio saugumo interesus bei kilmés reikalavimus, jei tokie reikalavimai buvo
numatyti pirkimo dokumentuose.

3.1.2. Tuo atveju, kai Tiekéjas yra jungtines veiklos partneriai, jie Pirkéjui uz Sutarties vykdyma
atsako solidariai. Jeigu Tiekéjas remiasi Gikio subjekty pajégumais, sieckdamas atitikti finansinio ir
ekonominio pajégumo reikalavimus, Tiekéjas su tokiais Gikio subjektais uz Sutarties vykdyma atsako
solidariai (jeigu to buvo reikalaujama pirkimo dokumentuose).

3.1.3. Tiekéjas taip pat atsako uZz tai, kad Tiekéjas, Sutart] tiesiogiai vykdantys subtiekéjai ir
specialistai atitikty jiems jstatymy bei kity teisés aktyir (arba) pirkimo dokumenty nustatytus
profesinés kvalifikacijos ir kitus reikalavimus bei turéty teis¢ verstis ta veikla, kuriai jie pasitelkiami.

3.2. Subtiekéju bei specialisty pasitelkimas ir keitimas

3.2.1. Tiekéjas jsipareigoja uztikrinti, kad Sutartj vykdys pirkime pasialyti ir kvalifikacijos bei kitus
pirkimo dokumentuose nustatytus reikalavimus atitinkantys subtiekéjai ir (ar) specialistai. Siy
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asmeny veiksmai vykdant Sutart] Tiekéjui sukelia tokias pacias pasekmes ir atsakomybe, kaip jo
paties veiksmai. Tieké&jas atsako uz savo subtiekéjy ir specialisty veiksmus ar neveikima.

3.2.2. Sutarties vykdymui pasitelkiami subtiekéjai ir (ar) specialistai (jeigu tokie pasitelkiami)
nurodomi Specialiosiose salygose.

3.2.3. Tiekéjas turi teis¢ Sutarties vykdymui pasitelkti naujus, Specialiosiose salygose nenurodytus
subtiekéjus, kuriy pajégumais nesiréemé pirkimo dokumentuose numatytiems kvalifikacijos
reikalavimams pagristi. Sudarius Sutart], taciau ne véliau negu Sutartis pradedama vykdyti, Tiekéjas
jsipareigoja Pirkéjui pranesti tuo metu zinomy subtiekéjy pavadinimus, kontaktinius duomenis ir jy
atstovus. Pirkéjas taip pat reikalauja, kad Tiekéjas ne véliau nei pries 5 (penkias) darbo
dienas informuoty apie minétos informacijos pasikeitimus bei naujy subtiekéjy pasitelkimg visu
Sutarties vykdymo metu. Pirkéjas (jeigu buvo taikoma pirkimo dokumentuose) turi patikrinti, ar
néra subtiekéjo paSalinimo pagrindy ir subtiekéjo atitiktj nacionalinio saugumo interesams ir kilmes
reikalavimams. Jeigu subtiekéjo padétis neatitinka bet vieno i§ nurodyty reikalavimy, Pirkéjas
reikalauja pakeisti $j subtiekéja reikalavimus atitinkanciu subtiekéju. Pirkéjas per 5 (penkias) darbo
dienas rastu informuoja Tiekéjg apie leidimg pasitelkti nauja subtiekéja, kurio pajégumais Tiekéjas
nesiréme pirkimo dokumentuose numatytiems kvalifikacijos reikalavimams pagristi. Pirkéjui sutikus,
Salys pasiraso Susitarima, kuris laikomas neatsicjama Sutarties dalimi.

3.2.4. Tiek¢jas gali keisti Sutartyje nurodytus subtiekéjus ir (ar) specialistus Siame Sutarties
poskyryje nustatytais atvejais ir tvarka gaves Pirkéjo raSytinj sutikima.

3.2.5. Subtiekeéjus, kuriy pajégumais Tiek¢jas nesirémeé pirkimo dokumentuose numatytiems
kvalifikacijos reikalavimams pagristi, Tiekéjas gali keisti savo nuoziiira, apie tai rastu ne véliau, kaip
prie§ 5 (penkias) darbo dienas informuodamas Pirkéja. Pirkéjas (jeigu buvo taikoma pirkimo
dokumentuose) turi patikrinti, ar néra subtiekéjo paSalinimo pagrindy ir subtiekéjo atitikt]
nacionalinio saugumo interesams ir kilmes reikalavimams. Jeigu subtiekéjo padétis neatitinka bet
vieno i§ nurodyty reikalavimy, Pirkéjas reikalauja pakeisti §j subtiekéjg reikalavimus atitinkanciu
subtiekéju. Pirkéjas per 5 (penkias) darbo dienas rastu informuoja Tiekéja apie leidimag pakeisti
subtiekéja. Pirkéjui sutikus, Salys pasiraso Susitarima, kuris laikomas neatsiejama Sutarties dalimi.
3.2.6. Subtiekejas, kurio pajégumais Tiekéjas rémési, kad atitikty pirkimo dokumentuose nustatytus
kvalifikacijos reikalavimus, gali biiti kei¢iamas tik Siais atvejais:

3.2.6.1. kai subtiekejui iSkelta bankroto byla, pradétas bankroto procesas ne teismo tvarka, jis tampa
nemokus arba yra nemokumo tikimyb¢, sustabdo iikine veiklg ar kai jstatymuose ir kituose teisés
aktuose nustatyta tvarka susidaro analogiska situacija;

3.2.6.2. kai subtiekejas del objektyviy priezasCiy (pavyzdziui, subtiekéjui atsisakius dalyvauti
Sutarties vykdyme, nutriikus teisiniams santykiams su Tiekéju ir pan.) nebegali vykdyti visy ar dalies
Sutartyje numatyty jsipareigojimy.

3.2.6.3. Naujas subtiekéjas, kuris keiiamas vietoje subtiekéjo, kurio pajégumais Tiekéjas rémési,
kad atitikty pirkimo dokumentuose nustatytus kvalifikacijos reikalavimus (toliau — naujas
subtiekejas), turi atitikti pirkimo dokumentuose nustatytus reikalavimus dél paSalinimo pagrindy
nebuvimo, keliamus kvalifikacijos reikalavimus, Tiekéjo pasiiilyme nurodyta kei¢iamo subtiekéjo
kvalifikacijg pirkimo dokumentuose nustatytiems kokybiniams kriterijams pagrjsti ir nacionalinio
saugumo interesus bei kilmés reikalavimus (jei taikoma).

3.2.7. Tiekéjo (ar subtiekéjy) specialistas, vykdysiantis Sutartj, gali biti pakeisti Siais atvejais:
3.2.7.1. Tiek¢jo iniciatyva dél objektyviy priezasCiy (pavyzdziui, atostogy, ligos, nutriikus darbo
santykiams ir pan.), pateikus duomenis apie numatoma naujai skirti specialistg bei jo kvalifikacija ir
atitikt] kitiems pirkimo dokumentuose keliamiems reikalavimams patvirtinan¢ius dokumentus;
3.2.7.2. Pirk¢jo iniciatyva, jei Pirkéjas turi pagristy jtarimy, kad Tiekéjo Sutarties vykdymui
paskirtas specialistas nekompetentingas vykdyti nustatytas pareigas.

3.2.7.3. Naujas specialistas turi turéti ne Zemesn¢ nei pirkimo dokumentuose specialistui keliama
kvalifikacija, Tiekéjo pasiiilyme nurodytg keiciamo specialisto kvalifikacijg pirkimo dokumentuose
nustatytiems kokybiniams kriterijams pagristi ir nacionalinio saugumo interesus bei kilmes
reikalavimus, nurodytus pirkimo dokumentuose (jei taikoma).
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3.2.8. Tiek¢jas privalo ne véliau nei prie§ 5 (penkias) darbo dienas iki numatomo subtiekéjo, kurio
pajégumais Tieké¢jas rémési, kad atitikty pirkimo dokumentuose nustatytus kvalifikacijos
reikalavimus, ar specialisto keitimo pateikti Pirkéjui argumentuotg raSytinj praSymag ir Siuos
dokumentus:

3.2.8.1. praSyma pakeisti subtiekéjg ar specialista, paaiskinant keitimo aplinkybe. Pirkéjas pasilieka
teis¢ paprasyti jrodymy, pagrindzianciy keitimo aplinkybe;

3.2.8.2. naujo subtieké¢jo ar specialisto kvalifikacijg, pasalinimo pagrindy nebuvimag ir
atitikt] nacionalinio saugumo interesams bei kilmés reikalavimams jrodanc¢ius dokumentus pagal
Sutarties reikalavimus.

3.2.9. Pirkgjas, gaves Tiekéjo praSyma su kitais Sutartyje nurodytais dokumentais, per 5 (penkias)
darbo dienas jvertina keitimo galimybes ir rastu informuoja Tieké&jg apie leidimg pakeisti subtiekéjg
ar specialistg. Pirkéjui sutikus, Salys pasiraso Susitarima, kuris laikomas neatsiejama Sutarties dalimi.
3.2.10. Naujas subtiekéjas ar specialistas gali pradéti vykdyti jiems Tiekéjo pavestus jsipareigojimus
pagal Sutartj ne anksciau, nei bus pasirasytas Susitarimas.

3.2.11. Tiek¢jas privalo pakeisti subtiekeéja ar specialista, jei paaiSkéja, kad jis neatitinka jam
pirkimo dokumentuose keliamy reikalavimy.

3.2.12. Jei Tiekéjas pakeiCia esamg arba pasitelkia nauja subtiekéja ar specialista, negaves Pirkéjo
rastiSko sutikimo, arba sutartinius jsipareigojimus pagal Sutart] vykdo subtiekéjai ar specialistai,
neatitinkantys pirkimo dokumentuose nustatyty kvalifikacijos reikalavimy, reikalavimy dél
pasalinimo pagrindy nebuvimo, atitikties nacionalinio saugumo interesams bei kilmés reikalavimams
(jei taikoma) ir Tiekéjo pasitlyme nurodyty salygy pirkimo dokumentuose nustatytiems kokybiniams
kriterijams pagrijsti (jei tatkoma), Tiekéjui taitkoma Specialiosiose salygose nustatyto dydZio bauda.

3.3. Jungtinés veiklos partneriy keitimas

3.3.1. Tiek¢jas, vykdantis Sutart jungtinés veiklos pagrindu, turi teis¢ atsisakyti jungtinés veiklos
partnerio (toliau — partneris), jei del objektyviy ir pagristy aplinkybiy partneris nebegali vykdyti
Sutarties, jskaitant, bet neapsiribojant atvejais, kai partneris neatitinka VP] ar kity teises akty
nuostaty, kelia grésme nacionaliniam saugumui, partneriui pritaikytos tarptautinés sankcijos kaip jos
suprantamos Lietuvos Respublikos tarptautiniy sankcijy jstatyme (toliau — Sankcijy jstatymas),
partnerio sunki finansiné biikle, lemianti Sutarties nevykdyma ir (ar) atsisakyma jg vykdyti ar atsirado
kitos nenumatytos objektyvios priezastys, lemiancios partnerio pasitraukimg i§ jungtinés veiklos
sutarties.

3.3.2. Tiek¢jas, vykdantis Sutartj jungtinés veiklos pagrindu, turi teis¢ pakeisti partnerj, jei dél
reorganizavimo, restruktiirizavimo ar bankroto procediiry, pradinio partnerio teises ir pareigas
visiSkai arba i§ dalies perima kitas partneris. Toks Tiekéjo pakeitimas negali lemti kity esminiy
Sutarties pakeitimy ir taip negali biiti siekiama iSvengti VP] ir kity teisés akty taikymo.

3.3.3. Tiekéjas privalo ne véliau nei prie§ 10 (deSimt) darbo dieny iki numatomo partnerio keitimo
arba atsisakymo pateikti Pirkéjui argumentuotg rasytinj praSyma ir §iuos dokumentus:

3.3.3.1. praSyma pakeisti Tiekéjo sudét] ir jrodymus, pagrindZian¢ius bent vieng partnerio atsisakymo
ar keitimo aplinkybe, nurodyta Sutartyje;

3.3.3.2. naujos jungtinés veiklos sutarties ar esamos jungtinés veiklos sutarties pakeitimo kopija,
kurioje, jeigu partneris pasitraukia, turi biiti nurodyta, kad pasitraukianciojo partnerio jsipareigojimus
visa apimtimi perima pasiliekantis jungtinés veiklos partneris (toliau — pasiliekantysis partneris);
3.3.3.3. pasiliekanciojo ar naujai pasitelkiamo partnerio kvalifikacijg patvirtinanc¢ius dokumentus.
Visais atvejais pasiliekan¢iojo partnerio ar naujai pasitelkto partnerio kvalifikacija turi buti ne
zemesn¢ nei pasitraukianciojo partnerio (atitinkanti pirkimo dokumentuose nustatytus kvalifikacijos
reikalavimus, kuriuos atitiko pasitraukiantysis partneris, ir atitinkanti pasitraukianciojo partnerio
pasiiilyme nurodytg specialisty kvalifikacijg ir kitas salygas pirkimo dokumentuose nustatytiems
kokybiniams kriterijams pagristi (jei taikoma). Jei pasitelkiamas naujas partneris, taip pat,
vadovaujantis pirkimo dokumentuose nurodytais reikalavimais, pateikiami dokumentai,
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pagrindZiantys pasitelkiamo partnerio pasalinimo pagrindy nebuvimg ir atitiktj nacionalinio saugumo
interesams bei kilmés reikalavimams (jei taikoma).

3.3.4. Pirkéjas, gaves Tiekéjo praSyma su kitais Sutartyje nurodytais dokumentais, per 10 (deSimt)
darbo dieny jvertina keitimo galimybes ir rastu informuoja Tiekéjg apie Sutarties nutraukimg arba
apie leidima atsisakyti ar pakeisti partnerj. Pirkéjui sutikus, Salys pasiraso Susitarima, kuris laikomas
neatsiejama Sutarties dalimi.

3.4. Susitarimai dél tiesioginio atsiskaitymo su subtiekéjais

3.4.1. Subtiekéjams pageidaujant, Pirkéjas su jais atsiskaitys tiesiogiai. Pirkéjas numato tiesioginio
atsiskaitymo galimybe su Sutartyje nurodytais subtiekéjais tokiomis saglygomis ir tvarka:

3.4.1.1. sudarius Sutartj, Tiekéjas ne véliau negu Sutartis pradedama vykdyti, jsipareigoja Pirkéjui
rastu pateikti tuo metu zinomy subtiekéjy pavadinimus, kontaktinius duomenis ir jy atstovus. Pirkéjas
taip pat reikalauja, kad Tiekéjas informuoty apie minétos informacijos pasikeitimus bei naujy
subtiekéjy pasitelkima visu Sutarties vykdymo metu;

3.4.1.2. Pirk¢jas ne véliau kaip per 3 (tris) darbo dienas nuo Bendryjy salygy 3.4.1.1 punkte
nurodytos informacijos gavimo dienos rastu informuoja subtiekéjus apie tiesioginio atsiskaitymo
galimybe;

3.4.1.3. subtiekéjas, norédamas pasinaudoti tokia galimybe, rastu pateikia praSymg Pirkéjui. Kai
subtiekéjas iSreiskia norg pasinaudoti tiesioginio atsiskaitymo galimybe, sudaroma trisalé sutartis tarp
Pirkéjo, Tiekéjo ir Sio subtiekéjo, kurioje apraSoma tiesioginio atsiskaitymo su subtiekéju tvarka,
atsizvelgiant | Sutartyje ir subtiekimo sutartyje nustatytus reikalavimus;

3.4.1.4. tiesioginio atsiskaitymo su subtiekéjais galimybé nekeicia Tiekéjo atsakomybés dél Sutarties
ivykdymo.

4. SALIU BENDRADARBIAVIMAS

W

4.1. Saliy bendradarbiavimo pareiga

4.1.1. Vykdydamos Sutartj, Salys privalo maksimaliai bendradarbiauti ir operatyviai keistis
informacija, taip pat pateikti viena kitai raSytinius praneSimus nedelsiant apie tai, kad atsirado ar
egzistuoja bet koks jvykis, salyga ar aplinkybe¢, kuri gali paveikti Sutarties vykdyma ar salygoti jos
pazeidima.

4.1.2. Salys jsipareigoja uztikrinti, kad viena kitai teiks dokumentus ir (ar) kitg informacija, kurie yra
bitini Saliy tinkamam jsipareigojimy jvykdymui pagal Sutartj.

4.1.3. Jeigu Salis susiduria su Sutarties vykdymo klifitimi, ji turi nedelsdama, bet ne véliau kaip per
5 (penkias) darbo dienas, jspéti kita Salj apie tokias klifitis ir imtis visy nuo jos priklausanéiy protingy
priemoniy toms klititims paSalinti.

4.2. Kontaktiniai asmenys

4.2.1. Kiekviena i3 Saliy Sutarties sudarymo metu privalo paskirti kontaktinj asmenj, atsakingg uz
Sutarties vykdyma (pavyzdZziui, Prekiy priemima, uZsakymy teikimg ir gavima ir kt.), ir nurodyti jy
kontaktinius duomenis Specialiosiose salygose.

4.2.2. Tuo atveju, kai Salis nori atSaukti paskirtajj kontaktinj asmenj ir paskirti kita asmen;j arba nori
paskirti kita asmenj laikinai vykdyti kontaktinio asmens funkcijas kontaktinio asmens laikino
negaléjimo vykdyti savo funkcijas laikotarpiu, Salis privalo i§ anksto apie tai informuoti kita Salj ir
pateikti kitai Saliai tokio asmens kontaktinius duomenis: varda, pavarde, el. pasta ir telefono numerj.
4.2.3. Tuo atveju, kai paaiskéja, kad Salies kontaktinis asmuo laikinai negali vykdyti savo pareigy
(dél ligos, traumos ar kity nenumatyty prieZas¢iy), Salis privalo nedelsdama, bet ne véliau nei kita
darbo dieng, paskirti kitg kontaktinj asmen;j laikinai vykdyti kontaktinio asmens funkcijas ir pranesti
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apie tai kitai Saliai. Kei¢iant kontaktiniy asmeny funkcijas atliekan¢ius asmenis Susitarimas,
vadovaujantis Bendryjy salygy 20.5 punktu, nesudaromas.

5. SUTARTIES VYKDYMO METU PATEIKIAMI DOKUMENTAI

5.1.  Jeigu Tiekéjas turi parengti ir (ar) pateikti Pirkéjui Prekiy naudojimo instrukcijas, jos turi biiti
aiskios ir detalios, kad Pirkéjas, vadovaudamasis jomis, galéty tinkamai naudoti patiektas Prekes.
5.2. Tuo atveju, kai pagal Sutartj turi biiti vykdomi mokymai ir (arba) atlieckami bandymai, Tiekéjas
privalo perduoti Pirkéjui naudojimo instrukcijas prie§ tokius mokymus ir (arba) bandymus, o po
mokymy ir (arba) bandymy patikslinti ir papildyti naudojimo instrukcijas, atsizvelgdamas ] mokymy
ir (arba) bandymy eigg ir rezultatus.

5.3. Jei Prekiy naudojimui biitiniems dokumentams reikalingas vertimas, su tuo susijusios islaidos
tenka Tiekéjui. Jei Tiekéjas Prekiy naudojimui butinus dokumentus vercia savarankiskai, jis atsako
uz Siy dokumenty vertimo tiksluma.

6. PREKIU TIEKIMO PABAIGA IR PREKIU PRIEMIMAS
6.1. Prekiy tiekimo pabaiga

6.1.1. Prekiy tiekimas laikomas uzbaigtu, kai yra jvykdytos visos $ios salygos:

6.1.1.1. Tiekéjas pristaté visas Prekes pagal Sutarties ir jstatymy bei kity teisés akty reikalavimus (ir
kai suteiktos visos su Prekémis susijusios paslaugos, jei to reikalaujama),

6.1.1.2. Tiek¢jas perdave Pirkéjui visg reikalingg dokumentacija, iskaitant naudojimo instrukcijas ir
garantijas (jei to reikalaujama),

6.1.1.3. Tiek¢jas apmoke Pirkéjo personala, kaip naudoti Prekes (jeigu to reikalaujama),

6.1.1.4. buvo jformintas Prekiy perdavimo-priémimo aktas ar Prekiy perdavimo—priémimo aktai, jei
numatytas Prekiy pristatymas dalimis, ar kitas Sutartyje numatytas dokumentas, nuo kurio
pasiraS§ymo laikoma, kad Prekés buvo priimtos,

6.1.1.5. Tiekéjas jvykde kitas salygas, numatytas jstatymuose bei kituose teisés aktuose, Sutartyje ir
pasiiilyme, kurios turi buti jvykdytos tam, kad bty laikoma, jog Prekiy tiekimas yra uzbaigtas, ir
pateiké Pirkéjui tai jrodancius dokumentus.

6.2. Prekiy perdavimas—priémimas

6.2.1. Tiekéjas privalo pristatyti ir perduoti Prekes Pirkéjui, o Pirkéjas privalo kokybiskas ir Sutarties
bei jstatymy ir kity teisés akty reikalavimus atitinkancias Prekes priimti. Prekés pristatomos
Specialiosiose salygose nurodytais terminais ir adresu, pristatyma i§ anksto suderinus su Pirkéju.
6.2.2. Prekés perduodamos Salims pasirasant Prekiy perdavimo—priémimo akta, kuris pasirasomas 2
(dviem) vienoda teising galig turinCiais egzemplioriais (iSskyrus atvejus, kai Prekiy perdavimo—
priémimo aktas pasiraSomas saugiu elektroniniu para$u), po vieng kiekvienai Saliai. Jeigu Prekiy
perdavimo—priémimo akto, kaip atskiro dokumento, reikalauti neprivaloma, Salys susitaria, ir tai
aiSkiai nurodo Specialiosiose salygose, Prekiy perdavimo—priémimo aktu laikoma Saskaita.

6.2.3. Tieké&jui pristacius Prekes, Pirkéjas atlieka jy patikrinimg ir privalo:

6.2.3.1. ne véliau kaip per 5 (penkias) darbo dienas nuo faktinio Prekiy perdavimo priimti Prekes,
pasiraSydamas Prekiy perdavimo—priémimo aktg; arba

6.2.3.2. priimti Prekes su iSlygomis, pasiraSydamas Prekiy perdavimo—priémimo akta ir Prekiy
patikrinimo metu sudaryta defekty akta, kuriame Pirkéjas privalo nurodyti per Prekiy priémima
pastebétus Prekiy ar pateikiamy Tiekéjo dokumenty tritkumus ir ty trikumy pasSalinimo tvarka (toliau
— Defekty aktas); arba

6.2.3.3. atsisakyti priimti Prekes ar jy dalj ir jteikti (arba iSsiysti) Defekty akta Tiekéjui dél netinkamy
Prekiy ar jy dalies.
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6.2.4. Prekiy perdavimo—priémimo akte turi buiti nurodoma data, kada Tiekéjas pristaté visas Prekes
(ar atitinkama jy dalj, kai Sutartyje numatytas pristatymas dalimis) ir pateiké visus reikiamus
dokumentus.

6.2.5. Prekes, neatitinkanCias Sutarties, jstatymy bei kity teisés akty (jei taikoma) reikalavimy,
Tiekéjas privalo atsiimti savo sgskaita per Pirkéjo Defekty akte nustatytg terming, taip pat Pirkéjo
reikalavimu atlyginti tokiy Prekiy saugojimo isSlaidas.

6.2.6. Jeigu nustatoma Prekiy trikumy, kurie nereiSkia neatitikimo Sutartyje nustatytiems
reikalavimams, ir jy pasalinimas netrukdo Pirkéjui naudotis Prekémis pagal paskirti, Pirkéjas gali
priimti Prekes su iSlygomis, sudaryti Defekty aktg ir nustatyti protingus terminus Tiekéjui pasalinti
Prekiy trikumus. Tiekéjas privalo pasalinti Prekiy trikumus per Pirkéjo nurodytus protingus
terminus, vadovaudamasis Bendryjy salygy 7.3 poskyriu ,,Prekiy trikumy Salinimas®. Jeigu Tiekéjas
praleidzia Prekiy trikumy pasalinimo terminus, taikomos Bendryjy salygy 7.4 poskyrio ,,Pirkéjo
teisés, Tiekéjui nepasalinus Prekiy trilkumy* nuostatos.

6.2.7. Jeigu Pirkéjas per 5 (penkias) darbo dienas nepateikia (nei$siuncia) Tiekéjui Defekty akto,
laikoma, kad Pirkéjas Prekes priémé ir joms pretenzijy neturi.

6.2.8. Prekiy praradimo ar sugadinimo ar atsitiktinio Zuvimo rizika Pirkéjui i§ Tiekéjo pereina nuo
faktinio Prekiy pri€mimo momento.

6.2.9. Pirkéjas turi teis¢ naudotis Prekémis tik po Prekiy perdavimo-priémimo akto pasiraSymo.
6.2.10. Jeigu Tiekéjas Prekes pristaté per Specialiosiose salygose nustatyta Prekiy pristatymo
termina, taciau jos turi trilkumy ir Tieké&jas Siy triikumy neistaiso iki Specialiosiose salygose nurodyto
Prekiy pristatymo termino pabaigos, Tiekéjui iki tinkamy Prekiy pristatymo dienos taikomos
Specialiosiose salygose nurodyto dydZio netesybos.

7. TIEKEJO GARANTINIAI JSIPAREIGOJIMALI
7.1. Garantiniai terminai (jei taikoma)

7.1.1. Prekéms taikomas teisés aktuose nustatytas ir (ar) gamintojo taikomas garantinis terminas,
jeigu Techninéje specifikacijoje ar Specialiosiose salygose néra nurodytas kitas garantinis terminas.
Jeigu garantinis terminas néra niekur nustatytas, Prekéms taikomas 24 (dvideSimt keturiy) ménesiy
garantinis terminas. Garantinis terminas pradedamas skai¢iuoti nuo pristatyty Prekiy perdavimo—
priémimo akto pasiraSymo dienos.

7.1.2. Garantiniai terminai sustabdomi tiek laiko, kiek Pirkéjas negali tinkamai naudoti Prekiy dél
nustatyty Prekiy trikumy, uz kuriuos atsako Tiekejas. Jeigu Pirkéjas dél Prekiy trikumy negali
naudoti tik apibréztos Prekiy dalies, garantiniai terminai sustabdomi tik tokios dalies atzvilgiu.
7.1.3. Tiekéjas neatsako uz Prekiy trukumus, kurie atsirado dél Prekiy normalaus susidévejimo, jy
netinkamo naudojimo ar prieZiiiros arba Pirkéjo, jo personalo arba treciyjy asmeny kaltés, su salyga,
kad néra Tiekejo kaltés dél tokiy Prekiy trilkumy, Prekiy netinkamo naudojimo ar priezitros.

7.2. Pretenzijos dél Prekiy trikumuy

7.2.1. Pirkéjas, per garantinius terminus nustatgs Prekiy trikumy, turi nedelsdamas, bet ne véliau nei
per 30 (trisdeSimt) dieny ir ne véliau nei iki garantinio termino pabaigos, pareiksti raSyting pretenzija
Tiekéjui ir nustatyti protingus terminus, jeigu jy néra nustatyta Specialiosiose salygose, Prekiy
trukumams pasalinti.

7.2.2. Tiekéjas privalo neatlygintinai paSalinti visus Prekiy trikumus, uz kuriuos atsako Tiekéjas, per
Pirkéjo pretenzijoje nustatytus protingus terminus, jeigu konkretls terminai néra nustatyti
Specialiosiose salygose, kurie skai¢iuojami nuo pretenzijos gavimo dienos.

7.2.3. Jei Tiekéjas nepripaZjsta Prekiy trikumuy, kiekviena i Saliy gali kreiptis dél nepriklausomos
ekspertizés atlikimo. Jei Tiekéjas ilgiau nei 10 (deSimt) dieny nuo Pirkéjo kreipimosi neatsako /
nepasitelkia nepriklausomo su Pirkéju suderinto (Pirkéjas negali nepagristai neduoti pritarimo
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Tiekéjui pasitelkti sitilomg ekspertg eksperto gincui spresti ar (ir) jei gincas uztruko ilgiau nei 30
(trisdesimt) dieny nuo Pirkéjo pirmojo kreipimosi), tai Pirkéjas turi teis¢ savarankiskai kreiptis dél
ekspertizés atlikimo pries tai suderings su Tiekéju nepriklausomo eksperto kandidatiirg. Tokiu atveju
ekspertizés iSlaidas padengia:

7.2.3.1. jei Prekés atitinka Sutartyje nurodytus reikalavimus — Pirkéjas;

7.2.3.2. jei Prekés neatitinka Sutartyje nurodyty reikalavimy — Tiekéjas.

7.3. Prekiy trikumuy $alinimas

7.3.1. Tiekéjas privalo pasalinti Prekiy trilkumus, sutaisydamas Prekes ar jy dalj arba pakeisdamas
Preke nauja Preke ar jos dalimi.

7.3.2. Pirkéjas privalo suteikti prieigg Tiekéjui atlikti Prekiy trukumy pasSalinima, kad Tiekéjas galéty
atlikti tai per nustatytus terminus. Jei Prekiy trikumai Salinami Prekiy naudojimo vietoje, Pirkéjas ir
Tiekejas privalo susitarti dél Prekiy triikumy $alinimo laiko.

7.3.3. Sutaisytoje Prekiy dalyje pakartotinai nustacius Prekiy trukumy, Tiekéjas privalo pakeisti
Prekes naujomis kokybiSkomis Prekeémis, nebent Pirkéjas rastu sutikty Prekes dar kartg taisyti.
7.3.4. Pasalinus Prekiy truikumus, garantinis terminas sutaisytajai Prekiy daliai ar naujoms Prekéms
vél pradedamas skaiciuoti nuo tinkamai sutaisyty ar pakeisty Prekiy (ar jy daliy) perdavimo Pirkéjui
dienos.

7.3.5. Jeigu Prekiy trikumy Salinimas gali turéti jtakos Prekiy funkcionalumui, Pirkéjas gali
pareikalauti Tiekéjo pakartotinai atlikti bandymus, atliktus pagal Sutartj (jei tokie buvo numatyti).
Pirkéjas privalo raStu pateikti Tiekéjui toki reikalavima per 30 (trisdeSimt) dieny po Prekiy trikumy
pasalinimo. Tokie bandymai atliekami pagal anks¢iau atlikty bandymy salygas, iSskyrus tai, kad jie
visais atvejais turi biti atliekami Tiekéjo rizika ir saskaita.

7.3.6. Tiekéjas, pasalings visus Prekiy trilkumus, privalo apie tai informuoti Pirkéja.

7.3.7. Pirké&jas per 5 (penkias) darbo dienas po Tiekéjo praneSimo apie Prekiy trikumy pasalinimag
gavimo privalo patikrinti trikumus, nurodytus Defekty akte arba Pirkéjo pretenzijoje, ir rastu
patvirtinti, kurie Prekiy triikumai buvo paSalinti.

7.4. Pirkéjo teisés, Tiekéjui nepasalinus Prekiy trilkumy

7.4.1. Jeigu Tiekejas atsisako paSalinti arba nepaSalina Prekiy trikumy per Pirkéjo nustatytus
protingus terminus, Pirkéjas turi teise:

7.4.1.1. pasalinti Prekiy trikumus pats arba pasamdydamas treCiuosius asmenis, 1§ anksto apie tai
informuodamas Tiekéja, ir pareikalauti Tiek¢jo atlyginti Prekiy ekspertizés bei Prekiy trikumy
Salinimo i8laidas ir padengti patirtus nuostolius; arba

7.4.1.2. reikalauti sumazinti Tiek&jui mokéting sumg ir grazinti dél Sios sumos sumazinimo
susidariusig permoka per 30 (trisdesSimt) dieny nuo Tiekéjui nustatyto termino paSalinti Prekiy
trukumus pabaigos; arba

7.4.1.3. grazinti Prekes Tiekéjui ir nemokeéti uz tokias Prekes ar reikalauti grazinti uz Prekes sumokéta
suma bei nutraukti Sutart].

7.4.2. Tiekéjui pagal Sutart] mokétina suma sumazinama tiek, kiek sumaz¢ja Prekiy verté Pirkéjui
dél Prekiy trikumy. | Prekiy vertés sumazéjima, be kita ko, jskai¢iuojamos Pirkéjo iSlaidos Prekiy
trukumy jvertinimui ir Salinimui, Prekiy vertés sumaz¢jimas, Pirkéjo esamy ar biisimy iSlaidy Prekiy
eksploatavimui padidéjimas (jeigu tokios iSlaidos buvo vertinamos pirkimo metu).

7.4.3. Tiek¢jas privalo patenkinti Pirkéjo pagal Bendryjy salygy 7.4.4 punkty pareikSta piniginj
reikalavimg per 30 (trisdeSimt) dieny arba per ilgesnj Pirkéjo reikalavime nurodyta protingg terming.
7.4.4. Uz velavimg pasalinti Prekiy trikumus Pirkéjas privalo reikalauti Tiekéjo sumokeéti
Specialiosiose salygose nustatyto dydzio netesybas.

8. PRISTATYMO TERMINAI
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8.1. Pristatymo terminai ir Prekiy tiekimo grafikas
8.1.1. Tiekéjas privalo pristatyti Prekes laikydamasis terminy, nurodyty Specialiosiose salygose.

8.1.2. Jei taikytina, Pirkéjas privalo ne véliau kaip per 14 (keturiolika) darbo dieny nuo Sutarties
jsigaliojimo arba per kitg pirkimo dokumentuose nurodytg terming parengti ir pateikti Tiekéjui
suderinimui Prekiy tiekimo grafikg (toliau — Grafikas).

8.1.3. Jei aktualu, Grafike turi buti pazymeéta, kurios Prekés gali biiti pristatomos lygiagreciai, o
kurios gali biiti pristatomos tik numatytu eilisSkumu.

8.2. Netesybos uz Prekiy pristatymo vélavima

8.2.1. Jeigu Tiekéjas praleidzia Prekiy pristatymo terminus, nustatytus Specialiosiose salygose,
Tiekéjui iki Prekiy pristatymo datos taikomos Specialiosiose salygose nurodyto dydzio netesybos.

8.2.2. Tiekéjui praleidus Prekiy dalies pristatymo terming, netesybos skai¢iuojamos nuo Prekiy
dalies pristatymo termino pabaigos (nejskaitytinai) iki Prekiy dalies pristatymo datos (jskaitytinai),
nustatytos pagal Prekiy perdavimo—priémimo aktus.

8.2.3. Jei Tiekéjui pagal $ig Sutartj yra priskai¢iuotos netesybos, Pirkéjo uz Prekes mokétina suma
mazinama priskaiciuoty netesyby suma. Taip pat Pirkéjas turi teis¢ priskaiciuotas netesybas
vienasaliSkai iSskaiCiuoti i§ bet kokiy Tiekéjui atlickamy mokéjimy teisés akty nustatyta tvarka,
praneSant Tieké&jui rastu apie tokiy netesyby jskaityma.

9. PRIEVOLIU PAGAL SUTARTI I[VYKDYMO UZTIKRINIMO BUDAI

9.1. Saliy prievoliy pagal Sutartj jvykdymas yra uztikrinamas Specialiyjy salygy 8 skyriuje nurodytais
prievoliy pagal Sutartj jvykdymo uZtikrinimo buidais, Bendryjy salygy 10 skyriuje nustatyta sutartiniy
isipareigojimy jvykdymo uztikrinimo tvarka, Bendryjy salygy 12.1.3 punkte nurodytu avanso
uztikrinimu (jeigu Specialiosiose salygose yra nurodytas avanso dydis ir yra reikalaujama avanso
uztikrinimo), Specialiyjy salygy 9 skyriuje nurodytomis netesybomis.

10. SUTARTIES [VYKDYMO UZTIKRINIMAS (JEI TAIKOMA)

10.1. Sio skyriaus nuostatos taikomos tuomet, jei Specialiosiose salygose numatyta, kad tinkamam
Sutarties jvykdymui uZztikrinti Tiekéjas turi pateikti banko garantija arba draudimo bendroveés
laidavimo draudimo raSta arba kita Specialiosiose salygose nurodyta sutartiniy jsipareigojimy
ivykdymo uztikrinima.

Pastaba. Kai Specialiosiose salygose nurodoma, kad Pirké¢jas reikalauja pateikti kredito unijos
i8duotg Sutarties jvykdymo uZtikrinima, $io skyriaus nuostatos taikomos pagal poreikj ir Pirkéjas
gali nusimatyti papildomus reikalavimus Specialiosiose sglygose tokio Sutarties jvykdymo
uztikrinimo pateikimui, atitinkancius jstatymy bei kity teisés akty nuostatas.

10.2. Tiekéjas privalo pateikti Pirkéjui Specialiosiose saglygose nurodytos riisies ir dydzio Sutarties
jvykdymo uztikrinima — pirmo pareikalavimo banko garantija arba draudimo bendrovés laidavimo
draudimo rastg (kartu su draudimo bendrovés laidavimo draudimo rastu turi biti pateiktas ir
pasirasytas draudimo liudijimas (polisas) bei dokumentas, jrodantis, kad draudimo jmoka uz iSduota
laidavimo draudimo rastg yra sumokeéta), atitinkant] Bendryjy salygy 10 skyriuje nurodytas salygas,
per Specialiosiose sglygose nustatytg terming (toliau — Sutarties jvykdymo uztikrinimas).
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10.3. Jei Tiekéjas nepateikia Pirkéjui Sutartyje nustatytos vertés Sutarties jvykdymo uztikrinimo per
Sutartyje nustatytg terming, laikoma, kad Tieké¢jas atsisaké sudaryti Sutartj ir Pirkéjas turi teise VP
nustatyta tvarka pasitilyti sudaryti Sutartj kitam tiekéjui.

10.4. Pries pateikdamas Sutarties jvykdymo uZztikrinima, Tieké&jas gali prasyti Pirkéjo patvirtinti, kad
Pirkéjas sutinka priimti Tiekéjo siilomg Sutarties jvykdymo uztikrinimg. Tokiu atveju, Pirkéjas
privalo atsakyti Tiekéjui ne véliau kaip per 3 (tris) darbo dienas nuo Tiekéjo praSymo gavimo dienos.
10.5. Sutarties jvykdymo uZztikrinime bankas (draudimo bendrové) privalo neatSaukiamai ir
besalygiskai jsipareigoti ne véliau kaip per 15 (penkiolika) dieny nuo Pirkéjo rastisko praneSimo apie
Tiekéjo Sutartyje nustatyty prievoliy pazeidima, dalinj ar visiska jy nevykdyma arba netinkama
vykdyma gavimo dienos, sumokéti Pirkéjui Sutarties jvykdymo uztikrinime nurodyta suma, pinigus
pervedant  Pirkéjo saskaita.

10.6. Sutarties jvykdymo uztikrinime negali buti nurodyta, kad bankas (draudimo bendrové) atsako
tik uz tiesioginiy nuostoliy atlyginimg. Bankas (draudimo bendrové) neturi teisés reikalauti, kad
Pirkéjas pagristy savo reikalavimg. Pirkéjas praneSime bankui (draudimo bendrovei) nurodo, kad
Sutarties jvykdymo uztikrinimo suma jam priklauso dél to, kad Tiekeéjas 18 dalies ar visiSkai nejvykde
Sutarties ir (arba) ji buvo nutraukta dél Tiekéjo kaltés. Pirkéjas nejsipareigoja jrodyti realiai patirty
nuostoliy ir Tiekéjas, pasiraSydamas Sutart] ir pateikdamas Sutarties jvykdymo uztikrinima,
patvirtina, kad Sutarties jvykdymo uZtikrinimo suma laikytina minimaliais nejrodin¢jamais Pirkéjo
nuostoliais.

10.7. Sutarties jvykdymo uZtikrinimas turi jsigalioti ne véliau negu jo pateikimo Pirkéjui diena.
10.8. Sutarties jvykdymo uztikrinimo suma turi btiti nurodoma ir iSmokama eurais.

10.9. Sutarties jvykdymo uZztikrinimas turi biiti suraSytas lietuviy arba kita kalba (esant Pirkéjo
prasSymui, turi buti pateiktas vertimas j lietuviy kalbg).

10.10. Sutarties jvykdymo uZtikrinime nurodytas jo galiojimo terminas turi biiti ne trumpesnis nei
Sutarties galiojimo terminas.

10.11. Jeigu Sutarties trukme yra ilgesné nei 1 (vieneri) metai, Tiekéjas turi teis¢ pateikti 1 (vienerius)
metus galiojant] Sutarties jvykdymo uztikrinimg, taciau privalo pratesti Sutarties jvykdymo
uztikrinimo terming arba pateikti nauja Sutarties jvykdymo uZtikrinima ne veéliau kaip pries 10
(desimt) darbo dieny iki Sutarties jvykdymo uztikrinimo galiojimo termino pabaigos.

10.12. Jeigu Sutartyje nustatytomis salygomis Prekiy pristatymo terminas yra pratgsiamas arba
nukeliamas dél Sutarties sustabdymo arba pristatyti Prekes arba taisyti Prekiy trikumus yra
véluojama, Tiekéjas privalo uZtikrinti Sutarties jvykdymo uZtikrinimo galiojima visg Sutarties
galiojimo laikotarp] ir ne veéliau kaip iki Sutarties jvykdymo uZtikrinimo galiojimo termino
pabaigos privalo Pirkéjui pateikti nauja arba pratesta Sutarties jvykdymo uZztikrinima.

10.13. Tiekejui laiku nepratgsus Sutarties jvykdymo uztikrinimo galiojimo termino arba nepateikus
naujo Sutarties jvykdymo uztikrinimo, Pirkéjas turi teise reikalauti Specialiosiose saglygose nustatyto
dydzio netesyby uz kiekvieng pradelsta diena.

10.14. Pirkéjas nepriima Sutarties jvykdymo uZztikrinimo ir (ar) laiko jj negaliojanciu, ir (ar) kreipiasi
1 Tiekéja dél naujo Sutarties jvykdymo uztikrinimo pateikimo Pirkéjui, o Tiekéjas privalo Sutarties
ivykdymo uZztikrinimg pateikti per trumpiausiai jmanomg terming, jei Sutarties jvykdymo
uztikrinimas neatitinka Sutartyje keliamy reikalavimy arba Pirkéjas turi informacijos, susijusios su
Sutarties jvykdymo uztikrinimg iSdavusio banko (draudimo bendrovés) veiklos sustabdymu arba
galimu veiklos sustabdymu (jskaitant nemokuma, likvidavimg ar teisinés apsaugos taikymo
procediiras).

10.15. Jei Tiekéejas pazeidzia Sutartimi nustatytus jsipareigojimus, dalinai ar visiSkai jsipareigojimy
nevykdo (ar juos vykdo ne pagal Sutarties salygas), Pirkéjas gali pasinaudoti Sutarties jvykdymo
uztikrinimu. Tieké¢jas, siekdamas toliau vykdyti Sutarties jsipareigojimus, privalo per 10 (deSimt)
darbo dieny nuo praneSimo apie Sutarties jvykdymo uZtikrinimo sumokejimag Pirkéjui praneSimo
gavimo dienos pateikti Pirkéjui naujg Specialiosiose salygose nurodyto dydzio Sutarties jvykdymo
uztikrinima.
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10.16. Pirkéjas gali pasinaudoti Sutarties jvykdymo uztikrinimu, esant bet kuriai i§ Zemiau nurodyty
aplinkybiy:

10.16.1. Tiekéjas nejvykde, nevykdo arba netinkamai vykdo savo jsipareigojimus pagal Sutartj;
10.16.2. Tiekéjas per protingai nustatyta laikotarpj nejvykdo Pirkéjo nurodymo iStaisyti Prekiy
trakumus;

10.16.3. jei del bet kokiy Tiekéjo veiksmy (veikimo ar neveikimo) Pirkéjas patyré nuostolius
(jskaitant, bet neapribojant, papildomas iSlaidas, negautas pajamas ar kitus tiesioginius ir
netiesioginius nuostolius, delspinigius ir (arba) baudas (jei tai yra numatyta Specialiosiose sutarties
salygose);

10.16.4. Tiekéjas be pateisinamos priezasties (ne Sutartyje nustatytais atvejais) vienasaliSkai
nutraukia Sutartj.

11. SUTARTIES KAINA IR JOS PERSKAICIAVIMAS

11.1. Sutarties kaina, kurig Pirkéjas privalo sumokéti Tiekéjui uz faktiskai pristatytas Prekes pagal
Sutarties salygas, jskaitant visus Susitarimus, yra apskai¢iuojama, taikant kainos apskaiciavimo btidg
ar budus, nurodytus Specialiosiose salygose.

11.2. Pradinés sutarties verté yra nurodyta Specialiosiose salygose.

11.3. Laikoma, kad j Sutarties kaing yra jtrauktos visos Tiekéjo iSlaidos, susijusios su visy Prekiy
pristatymu, taip pat su tinkamu Sioje Sutartyje numatyty kity Tiekéjo jsipareigojimy jvykdymu,
jskaitant draudimus, muitus ir kitokias islaidas, Tiekéjo patirtas vykdant Sutartyje numatytus
Isipareigojimus.

11.4. Sutarties kainos perziiira atlickama Specialiosiose salygose nustatyta tvarka.

12. ATSISKAITYMO TVARKA
12.1. ISankstinis mokéjimas (avansas) (jei taikoma)

12.1.1. Bendryjy salygy 12.1 poskyrio salygos taikomos tuo atveju, jei Specialiosiose salygose yra
nurodyta, kad Tiekéjui mokamas iSankstinis mokéjimas (avansas) (toliau — avansas).

12.1.2. Pirkéjas sumoka Tiekéjui avansg — ne daugiau kaip Specialiosiose salygose nurodytas avanso
dydis.

12.1.3. Jei Specialiosiose salygose to reikalaujama, Tiekéjas, norédamas gauti avansa, kreipdamasis
dél avanso 1Smokéjimo, ne véliau kaip per 10 (deSimt) darbo dieny nuo Sutarties jsigaliojimo dienos
kartu su iSankstinio mokeéjimo saskaita Pirkéjui turi pateikti avanso uZtikrinima — banko garantijg arba
draudimo bendrovés laidavimo draudimo raSta arba kitg sutartiniy jsipareigojimy jvykdymo
uztikrinimg ne maZesnei kaip Specialiosiose salygose praSomo avanso dydZio sumai (toliau — Avanso
uztikrinimas).

Pastaba. Kai Specialiosiose salygose nurodoma, kad Pirkéjas reikalauja pateikti kredito unijos
1Sduota Avanso uZztikrinima, Sio poskyrio nuostatos taikomos pagal poreik; ir Pirkéjas gali nusimatyti
papildomus reikalavimus Specialiosiose salygose tokio Avanso uZtikrinimo pateikimui,
atitinkancius jstatymy bei kity teisés akty nuostatas.

12.1.4. Prie§ pateikdamas Avanso uztikrinima, Tiekéjas gali prasyti Pirkéjo patvirtinti, kad Pirkéjas
sutinka priimti Tiekéjo siilomg Avanso uztikrinimg. Tokiu atveju, Pirkéjas privalo atsakyti Tiekéjui
ne véliau kaip per 5 (penkias) darbo dienas nuo Tiekéjo praSymo gavimo dienos.

12.1.5. Avanso uztikrinimu bankas (draudimo bendrové) privalo neatSaukiamai ir besglygisSkai
jsipareigoti ne véliau kaip per 15 (penkiolika) dieny nuo Pirkéjo rastiSko praneSimo apie Sutarties
nejvykdymg ar Sutarties nutraukimg dél Tiekéjo kaltés, sumoketi Pirkéjui sumag, nevirSijancig
iSmokéto avanso sumos ir uztikrinimo sumos, pinigus pervedant i Pirkéjo saskaita.

12.1.6. Bankas (draudimo bendrové) neturi teisés reikalauti, kad Pirkéjas pagristy savo reikalavima.
Pirkéjas praneSime bankui (draudimo bendrovei) nurodys, kad Avanso uZtikrinimo suma jam
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priklauso dél to, kad Tiekéjas 1S dalies ar visiskai nejvykdé Sutarties saglygy ir (arba) ji buvo nutraukta
dél Tiekéjo kaltés ir Tiekéjas negrazino avanso.

12.1.7. Avanso uztikrinimo suma turi biiti nurodoma ir iSmokama eurais.

12.1.8. Avanso uztikrinimas turi biiti surasytas lietuviy arba kita kalba (esant Pirkéjo prasymui, turi
buti pateiktas vertimas j lietuviy kalbg).

12.1.9. Avanso uztikrinimas, neatitinkantis Siame Sutarties poskyryje nustatyty reikalavimy, nebus
priimamas.

12.1.10. Jei Sutarties vykdymo metu Avanso uztikrinimg i§daves bankas (draudimo bendrové) negali
1vykdyti savo jsipareigojimy, Pirkéjas gali raStu pareikalauti Tiekéjo per 10 (deSimt) darbo dieny
pateikti naujg Avanso uztikrinimg, tokiomis paciomis salygomis kaip ir ankstesnysis.

12.1.11. Pirkéjas sumoka Tiekéjui avansg per Specialiosiose salygose numatytg terming nuo
iSankstinio mokéjimo saskaitos ir Avanso uztikrinimo (jei taikoma) gavimo dienos. Sumokéto avanso
suma i$skaitoma i§ mokétinos sumos.

12.1.12. Nutraukus Sutartj, Tiekéjas privalo grazinti Pirkéjui gauta avansag per 5 (penkias) darbo
dienas (jeigu dalis Prekiy pristatyta, Pirkéjas jas yra priémes ir jomis gali naudotis pagal paskirt] —
grazinama ta avanso dalis, kuri vir$ija Pirkéjo priimty Prekiy kaing). Jei Tiekéjas negrazina gauto
avanso, Pirkéjas pasinaudoja Avanso uztikrinimu (jei taikoma). Tais atvejais, jei nebuvo taikytas
Bendryjy salygy 12.1.3 punktas, Tiekéjas turi sumokeéti Specialiosiose salygose nurodyto dydzio
netesybas, skaiiuojamas nuo grazintinos avanso sumos uz laikotarpj nuo avanso iSmoké¢jimo iki jo
grazinimo.

12.2. Mokéjimy tvarka

12.2.1. Tiekéjas idraso Saskaita tik Salims pasirasius Prekiy perdavimo—priémimo akta, jeigu kitaip
nenumatyta Specialiosiose salygose:

12.2.1.1. elektronine sgskaitg faktiira, atitinkan¢ig Europos elektroniniy saskaity faktiiry standarta,
kurio nuoroda paskelbta 2017 m. spalio 16 d. Komisijos jgyvendinimo sprendime (ES) 2017/1870
dél nuorodos j Europos elektroniniy saskaity faktiiry standartg ir sintaksiy saraso paskelbimo pagal
Europos Parlamento ir Tarybos direktyva 2014/55/ES (toliau — Europos elektroniniy saskaity
faktiry standartas), Tiekéjas gali pateikti per saskaity administravimo bendraja informacing
sistemg SABIS (https://sabis.nbfc.It/) arba per kitg savo pasirinktg informacing sistema;

12.2.1.2. Europos elektroniniy saskaity faktiiry standarto neatitinkancig elektroning saskaitg faktiirg
Tiekejas privalo pateikti, naudodamasis SABIS priemonémis (https://sabis.nbfc.It/).

12.2.2.  Pirkéjas elektronines saskaitas faktliras priima ir apdoroja naudodamasis SABIS
priemonémis, i§skyrus VP] nustatytus i§imtinius atvejus.

12.2.3. ISankstinio mokéjimo saskaitas (jeigu Specialiosiose salygose yra numatytas avanso
mokéjimas) Tiekejas privalo pateikti Siame Sutarties poskyryje nustatyta tvarka.

12.2.4. Pirke¢jas atlieka mokéjimus uz Prekes Specialiosiose salygose nustatytais terminais.

12.2.5. Uz mokéjimy pagal Sutart] vélavimus, Pirkéjui tatkomos netesybos Specialiosiose saglygose
nustatyta tvarka.

12.2.6. Jei Prekés pristatomos dalimis, aukSciau nurodyta atsiskaitymo tvarka galioja kiekvienai
tokiai daliai, jei Specialiosiose salygose nenustatyta kitaip.

12.2.7. Jeigu Salys sudaro trifalj susitarima su subtickéju, Pirkéjas privalo pervesti subtiekéjui
mokéting sumg | subtiekéjo banko saskaita, nurodyta triSaliame susitarime, o likutj pervesti | Tiekéjo
banko sgskaita po to, kai pagal Sutarties ir triSalio susitarimo reikalavimus sudaromas pristatyty
Prekiy perdavimo—priémimo aktas ir Tiekéjas pateikia Saskaitg uz Prekes Pirkéjui.

12.3. Kiti atsiskaitymo klausimai

12.3.1. Pirkéjas privalo pervesti mokéjimus Tiekéjui | Tiekéjo banko saskaita, nurodyta
Specialiosiose salygose.
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12.3.2. Pirk¢jas turi teis¢ sumas, gautinas i Tiekéjo, iSskaityti 1§ mokéejimy Tiekéjui pagal Sutart]
(vienasaliSkai daryti jskaitymus). D¢l Sios priezasties Tiekéjas neturi teisés perleisti arba jkeisti
reikalavimo teisiy ] gautinas pagal Sutart] sumas tretiesiems asmenims arba kitaip jomis disponuoti
be Pirkéjo sutikimo.

12.3.3. Visi mokéjimai pagal Sutartj atlieckami eurais.

12.3.4. Uz pavéluotus mokéjimus pagal Sutartj mokancioji Salis privalo sumokéti kitai Saliai
Specialiosiose salygose nurodyto dydzio netesybas.

13. KONFIDENCIALI INFORMACIJA

13.1. Salys jsipareigoja laikytis konfidencialumo ir be kitos Salies ragytinio sutikimo neatskleisti tos
Salies informacijos, nurodytos kaip konfidencialios, jokiems Salies darbuotojams, su Salimi
susijusiems ar kitiems tretiesiems asmenims, kuriems néra biitina Sig informacija naudoti jy darbo
tikslais, iSskyrus Zemiau nurodytus atvejus.

13.2. Salis turi teise atskleisti kitos Salies konfidencialia informacija $iais atvejais:

13.2.1. konfidencialios informacijos atskleidimas yra bitinas tinkamam Salies teisiy ar pareigy
pagal Sutartj jgyvendinimui — taciau tokiu atveju informacijg galima atskleisti tik ta apimtimi, kiek
tai yra reikalinga sutartiniy teisiy ar pareigy igyvendinimui, ir tik tokiems tretiesiems asmenims,
kuriems biitina, su salyga, kad konfidencialig informacija gaunantys tretieji asmenys prisiima tokius
pacius konfidencialumo jsipareigojimus, kokie yra nustatyti Sioje Sutartyje. Jeigu tretieji asmenys
atskleidzia konfidencialia informacija, Salis atsako uZ jy veiksmus kaip uZ savo;

13.2.2.  konfidencialia informacijg yra bitina atskleisti pagal jstatymy bei kity teisés
akty reikalavimus, jskaitant atvejus, kai to reikalauja vieSojo administravimo subjektai, taip, kai jie
apibrézti Lietuvos Respublikos vieSojo administravimo jstatyme.

13.3. Pries atskleisdama konfidencialig informacijg, Salis privalo informuoti kitg Salj (tiek, kiek tai
nedraudziama pagal jstatymus bei kitus teisé€s aktus) apie butinybe arba gautg vieSojo administravimo
subjekto reikalavimg atskleisti konfidencialig informacijg ir imtis protingy priemoniy, sieckdama
uztikrinti atskleistos informacijos konfidencialuma.

13.4. Salis atsako:

13.4.1. uz bet kokj neteiséta, jskaitant atsitiktinj, kitos Salies konfidencialios informacijos ar bet
kurios jos dalies atskleidimg ar perdavimg arba konfidencialios informacijos neteiséta naudojima;
13.42. uz tai, kad nesiémé visy protingy veiksmy, kad i$saugoty ir apsaugoty kitos Salies
konfidencialig informacijg ar bet kurig jos dalj, uzkirsty kelig tolesniam jos neteisétam atskleidimui,
perdavimui ar naudojimui.

13.5. Salis nepagrijstai atskleidusi kitos Salies konfidencialig informacija privalo sumokéti kitai Saliai
Specialiosiose saglygose nurodyto dydzio bauda.

14. ASMENS DUOMENU APSAUGA

14.1. Salys jsipareigoja uztikrinti asmens duomeny sauguma bei asmens duomeny tvarkyma vykdyti
teisétai, vadovaujantis 2016 m. balandzio 27 d. priimto Europos Parlamento ir Tarybos
reglamento (ES) 2016/679 dél fiziniy asmeny apsaugos tvarkant asmens duomenis ir dél laisvo tokiy
duomeny judéjimo ir kuriuo panaikinama Direktyva 95/46/EB (Bendrasis duomeny apsaugos
reglamentas) ir kity teisés akty, reglamentuojanciy asmens duomeny tvarkyma, nuostatomis.

14.2. Salys patvirtina, kad jeigu siekiant uztikrinti tinkamg Sutarties vykdyma bus tvarkomi asmens
duomenys, Salys jsipareigoja sudaryti atskirg susitarima dél duomeny tvarkymo, kuriuo nustato
duomeny tvarkymo dalykg ir trukme, duomeny tvarkymo pobiid; ir tiksla, asmens duomeny rasis ir
duomeny subjekty kategorijas bei duomeny valdytojo prievoles ir teises.

15. INTELEKTINE NUOSAVYBE
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15.1. Visi rezultatai ir su jais susijusios teisés, jgytos vykdant Sutartj, jskaitant intelektinés
nuosavybés teises, i§skyrus asmenines neturtines teises j intelektinés veiklos rezultatus, yra Pirkéjo
nuosavybé, pereinanti Pirkéjui nuo Prekiy perdavimo—priémimo momento be jokiy apribojimy, kurig
Pirkéjas gali naudoti, publikuoti, perleisti ar perduoti be atskiro Tiekéjo sutikimo tretiesiems
asmenims, jei Specialiosiose sglygose nenumatyta kitaip ar intelektinés nuosavybés teisés negali biiti
perduodamos nuosavybés teise dél Prekiy pobtidzio ar (ir) Prekiy gamintojo iSimtiniy teisiy, patenty
ir kt.

15.2. Tiekéjas jsipareigoja atlyginti nuostolius Pirkéjui dél bet kokiy reikalavimy, kylanciy dél
intelektinés nuosavybés teisiy, jskaitant, bet neapsiribojant, dél patento, prekiy Zenklo, pramoninio
dizaino savininko (naudotojo) teisés (registruojamos arba ne), teisés, kylancios i§ paraiSky bet
kurioms minétoms teis€éms jregistruoti, autoriaus teisés, duomeny baziy gamintojy (sui generis)
teiseés, firmy, jmoniy, organizacijy, verslo pavadinimy ar vardy savininky ir kitos panasios teisés ar
Jsipareigojimai, nepriklausomai nuo to, ar jie registruoti Lietuvos Respublikoje, ar kitose Salyse, ar
neregistruotini, kaip numatyta Sutartyje, iSskyrus atvejus, kai toks pazeidimas atsiranda dél Pirkéjo
kaltés.

15.3. Tiekéjas neturi teisés be iSankstinio rasytinio Pirkéjo sutikimo naudoti Pirkéjo simboliy,
pavadinimo ir Zzenklo reklamoje, rinkodaroje, taip pat naudotis Pirkéjo sukurtais intelektiniais veiklos
rezultatais. Pazeidus reikalavima, Tiekéjui taikoma 1 (vieno) procento bauda nuo Sutarties kainos be
PVM.

16. PAREISKIMAI IR GARANTIJOS

16.1. Kiekviena i§ Saliy pareiskia ir garantuoja kitai Saliai, kad:

16.1.1. yra teisétai priimti ir galioja visi bitini sprendimai, gauti leidimai bei sutikimai, taip pat
teisétai atlikti ir galioja kiti teisiniai veiksmai, reikalingi Sutarties sudarymui, galiojimui ir vykdymui;
16.1.2. sudarydama Sutartj, Salis nevirsija savo kompetencijos ir nepaZeidzia jai taikomy jstatymy
bei kity teisés akty, teismo ar arbitrazo teismo sprendimy, administraciniy akty, sutar¢iy ar kity
prievoliy pagal taikomg privating teis¢, vie$aja teis¢, Europos Sajungos teis¢ arba tarptauting teisg;
16.1.3. Salies atstovas turi visus reikiamus jgaliojimus sudaryti ir jvykdyti Sutartj; Salies atstovas,
sudarydamas ir pasiraydamas Sutartj, nepaZeidzia Salies jstaty, nuostaty ir kity vidaus dokumenty,
Salies valdymo ir kity organy ir (ar) kreditoriy teisiy ir teiséty interesy, sudarydamas Sutartj jis Salies
ir Salies organy nariy, kreditoriy atzvilgiu veikia saZiningai ir protingai;

16.1.4. Salis jvertino visas aplinkybes, turindias esminés reik§més Sutarties sudarymui ir jos
vykdymui; né viena i§ Sutartyje nurodyty salygy ir aplinkybiy neturi neigiamos jtakos Salies valiai
sudaryti Sutart] tokiomis sglygomis, kurios nurodytos Sutartyje, ir vykdyti i§ Sutarties kylancius
]sipareigojimus;

16.1.5. Sutartis sudaroma vadovaujantis saZiningumo, protingumo, teisingumo ir Saliy
lygiateisiskumo principais, nenaudojant apgaulés ar spaudimo. Salys atskleidé viena kitai visa joms
Zinomg informacija, turin¢ig esminés reikSmeés Sutarties sudarymui ir jos vykdymui;

16.1.6. visi Salies pareiskimai ir garantijos yra isamiis ir nepalieka nutyléty jokiy aplinkybiy, kurios
daryty Siuos pareiSkimus ar garantijas neteisingais.

16.2. Tiekéjas papildomai pareiSkia ir garantuoja Pirkéjui, kad Tiekéjas, subtiekéjai, jungtinés veiklos
partneriai ir specialistai turi galiojanCius ir teisétus visus jstatymuose bei kituose teisés
aktuose numatytus leidimus, licencijas, atestatus, teisés pripaZinimo dokumentus, reikalingus
vykdant Sutartj.

16.3. Tiek¢jas pareiskia, kad parduodamy Prekiy disponavimo, valdymo ir naudojimosi teisés néra
apribotos ir jokie tretieji asmenys neturi pretenzijy j Sutartimi perduodamas Prekes (jkeitimai, areStai
ar pan.).

17. BENDRIEJI ATSAKOMYBES KLAUSIMAI
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17.1. Netesyby uz vélavima ar pareigy pagal Sutartj pazeidima sumokéjimas neatleidzia Salies nuo
Sutartyje numatyty jos pareigy vykdymo.

17.2. Netesyby sumokéjimas ir (ar) Sutarties jvykdymo uZtikrinimo gavimas nepanaikina Salies
teisés reikalauti, kad kita Salis kompensuoty jos patirtus nuostolius. Sioje Sutartyje nustatytos
netesybos yra laikomos minimaliais, nejrodinétinais Saliy nuostoliais. Kiekviena i§ Saliy turi teise
gauti i§ kitos Salies nuostoliy, atsiradusiy dél kitos Salies netinkamo jsipareigojimy pagal Sutartj
vykdymo ar nevykdymo, nevirSijant Pradinés sutarties vertés be PVM, jei teisés aktai nenumato, kad
privalo bati kompensuota didesné suma. Siame punkte numatytas atsakomybés ribojimas netaikomas,
jei zala atsirado dél konfidencialumo jsipareigojimy, asmens duomeny apsaugg reglamentuojanciy
teisés akty ar intelektinés nuosavybés teisiy pazeidimo.

17.3. Tuo atveju, jei paaiskeja, kad kuris nors i8 Sioje Sutartyje pateikty pareiskimy ar garantijy buvo
i§ esmés neteisingas, melagingas ar klaidinantis, Salis pazeidéja nukentéjusiai Saliai privalo atlyginti
visus nuostolius, kuriuos nukentéjusioji Salis patyré dél tokio neteisingo, melagingo ar klaidinangio
pareiskimo ar garantijos.

17.4. Sioje Sutartyje numatytos teisiy gynybos priemonés neapriboja Saliy teisés pasinaudoti kitomis
teisétomis teisiy gynybos priemonémis.

17.5. Atsakomybés apribojimai pagal Sutartj netaikomi, kai Zala padaroma tyc¢ia arba dél didelio
neatsargumo, padaroma neturtiné zala, suzalojama sveikata ar atimama gyvybe, taip pat kai padaroma
7ala (nuostoliai) tretiesiems asmenims, jskaitant atvejus, jeigu vienos Salies padaryta Zala tretiesiems
asmenims atlygina kita Salis.

17.6. Pasibaigus Sutarties galiojimui, Salys neatleid?iamos nuo atsakomybés uz Sutarties pazeidima.
Pasibaigus Sutarties galiojimui, Salys nepraranda teisés reikalauti atlyginti dél Sutarties nevykdymo
patirtus nuostolius bei sumokeéti netesybas.

18. NENUGALIMA JEGA (FORCE MAJEURE)

18.1. Atsakomybé pagal Sutartj netaikoma, taip pat Salys gali biiti visiskai ar i§ dalies atleistos nuo
civilinés atsakomybés §iais pagrindais:

18.1.1. dé¢l nenugalimos jégos (force majeure) — taitkomos Lietuvos Respublikos civilinio kodekso
6.212 straipsnio ir Lietuvos Respublikos Vyriausybés 1996 m. liepos 15 d. nutarimu Nr. 840 ,,Dél
Atleidimo nuo atsakomybés esant nenugalimos jégos (force majeure) aplinkybéms taisykliy
patvirtinimo” patvirtinty taisykliy nuostatos;

18.1.2. dé¢l Europos Sajungos valstybiy veiksmy — kai prievole pagal Sutartj jvykdyti nejmanoma dél
privalomy ir nenumatyty Europos Sajungos valstybés institucijy veiksmy (akty), kuriy Salys neturéjo
teisés ginCyti ir Sie veiksmai negaléjo biti 1§ anksto numatyti.

18.2. Salis, prasanti jg atleisti nuo atsakomybés, privalo pranesti kitai Saliai apie nenugalimos jégos
aplinkybes nedelsiant, bet ne véliau kaip per 5 (penkias) dienas nuo tokiy aplinkybiy atsiradimo ar
paaiskéjimo, pateikdama jrodymus, kad ji émési visy pagrjsty atsargumo priemoniy ir déjo visas
pastangas, kad sumazinty iSlaidas ar neigiamas pasekmes, taip pat pranesti galimg jsipareigojimy
jvykdymo terming. Salis taip pat turi pateikti kitai Saliai atitinkama pranesima, kai i$nyksta
Isipareigojimy nevykdymo pagrindas.

18.3. Pagrindas atleisti Salj nuo atsakomybés atsiranda nuo nenugalimos jégos aplinkybiy atsiradimo
momento arba, jeigu laiku nebuvo pateiktas praneSimas, nuo praneSimo pateikimo momento. Jeigu
Salis laiku neissiun¢ia prane§imo arba neinformuoja, ji privalo kompensuoti kitai Saliai Zala, kurig §i
patyré d¢l laiku nepateikto praneSimo arba dél to, kad nebuvo jokio pranesimo.

18.4. Jeigu nenugalimos jégos (force majeure) aplinkybés tesiasi ilgiau negu 1 (vieng) ménesj nuo
prane§imo apie jas gavimo dienos, bet kuri Salis gali nutraukti Sutartj apie tai praneSusi kitai $aliai
pries 5 (penkias) darbo dienas. Nenugalima jéga nelaikoma tai, kad Salis neturi reikiamy finansiniy
iStekliy arba skolininko kontrahentai pazeidZia savo prievoles, arba skolininkas paZeidzia savo
prievoles kontrahentams.
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19. SUTARTIES NUOSTATU NEGALIOJIMAS

19.1. Jeigu kuri nors Sutarties nuostata yra arba tampa dalinai ar pilnai negaliojanti, Salys privalo
kuo skubiau sudaryti Susitarima, ir juo pakeisti negaliojancig nuostatg kita nuostata, kuri, kiek tai yra
jmanoma, turéty tokj patj ekonominj ir teisinj efekta, kokio buvo siekta susitariant dél negaliojancios
Sutarties nuostatos. Tokia negaliojanti nuostata nedaro negaliojanciomis kity Sutarties nuostaty, jeigu
tai nepazeidzia jstatymy bei kity teisés akty ir galima daryti prielaida, kad Sutartis buity buvusi teisétai
sudaryta ir nejtraukus nuostatos, kuri yra negaliojanti.

19.2. Jeigu Specialiosiose saglygose numatytas Bendryjy salygy nuostatos pakeitimas yra arba tampa
dalinai ar pilnai negaliojantis, negali buti taikoma tos Bendryjy saglygy nuostatos redakcija, buvusi iki
pakeitimo. Tokiu atveju Salys privalo veikti pagal Bendryjy salygy 19.1 punkta.

20. SUTARTIES PAKEITIMAI

20.1. Sutarties salygos Sutarties galiojimo laikotarpiu negali biiti kei¢iamos, iSskyrus tokias Sutarties
salygas, kuriy keitimas numatytas Sutartyje ir (ar) galimas vadovaujantis VP] nuostatomis.

20.2. Sutarties pakeitimai jforminami Salims sudarant Susitarima.

20.3. Salis, inicijuojanti Susitarima, privalo pateikti kitai Saliai pranesima dél Sutarties pakeitimo bei
pagrindima dél to, jog yra faktinis ir teisinis pagrindas sudaryti Susitarima. Kita Salis per 5 (penkias)
darbo dienas (arba per kita Saliy rastu sutarta termina) privalo iSanalizuoti ir jvertinti gauta
informacija, pateikti savo pastabas ir pasiiilymus, pagristus Sutarties arba imperatyviomis jstatymy
bei kity teisés akty nuostatomis.

20.4. Susitarimai jsigalioja nuo jy sudarymo, jei Susitarime nenurodyta kitaip. Susitarima Pirkéjas
privalo paviesinti VP] 33 ir 86 straipsniuose nustatyta tvarka.

20.5. Specialiosiose salygose nurodyty duomeny apie kontaktinius asmenis bei rekvizity pasikeitimas
nelaikomas Sutarties pakeitimu (iSskyrus Tiekéjo, jungtinés veiklos partnerio, subtiekéjo ar
specialisto pakeitima kitu asmeniu) ir Salis turi pakeisti tuos duomenis vienasaliskai, informuodama
apie tai kit Salj. Bet kuriuo atveju Sutarties pakeitimu negali biiti i§ esmés kei¢iama Sutartis.

21. SUTARTIES SUSTABDYMAS

21.1. Nesant Tiekejo kaltes ir esant aplinkybéms, kuriy Tiekéjas negaléjo numatyti, dél kuriy Tiekéjas
negali vykdyti savo sutartiniy jsipareigojimy ir (arba) esant kitoms nenumatytoms aplinkybéms,
Sutarties Salys turi teis¢ inicijuoti Prekiy (jy dalies) tiekimo sustabdymag iki atitinkamy aplinkybiy
pasibaigimo.

21.2. Prekiy (jy dalies) tiekimas gali biiti stabdomas esant bent vienai 1§ §iy aplinkybiy:

21.2.1. esant Bendryjy salygy 18 skyriuje numatytoms nenugalimos jégos aplinkybéms, sutartiniy
1sipareigojimy vykdymo terminai stabdomi nuo klitities atsiradimo momento arba jeigu apie jg néra
laiku pranesta, nuo praneSimo momento ir atnaujinami, kai minétos aplinkybés nebetrukdo vykdyti
Sutarties;

21.2.2. Pirkéjas Sutartyje nurodyta tvarka negali priimti Prekiy (pavyzdZiui, nebaigta jrengti patalpa,
kurioje turi biiti jmontuojamos Prekeés), o Tiekéjas dél to negali vykdyti Sutarties;

21.2.3. dél nenumatyty prekiy, paslaugy ir (ar) darby, susijusiy su perkamu objektu, kuriy poreikis
paaiskéjo tik vykdant Sutartj;

21.2.4. ne del Pirkéjo kaltés veluoja kitos Pirkéjo pirkimo sutarties, turin€ios tiesioginés jtakos Siai
Sutarciai, vykdymas;

21.2.5. esant jrodymais pagristoms klititims ar trukdymams, sukeltiems Tiekéjui kity treciyjy asmeny
ne dél Tiekéjo ne laiku ar netinkamai pagal Sutarties salygas ir tvarka jvykdyty sutartiniy
Jsipareigojimy;

21.2.6. pasikeitus galiojanc¢iam teisés aktui ar jsigaliojus naujam teisés aktui, kuris turi jtakos Sios
Sutarties vykdymui;
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21.2.7. sutartiniy jsipareigojimy stabdymo biitinybé¢ atsirado dé¢l sustabdyto / perskirstyto / negauto ir
panasiai Pirkéjo Prekiy pirkimui skirto finansavimo arba finansavimo trikumo;

21.2.8. dél teisminiy (arbitraziniy) gincy su Pirkéju ar treciaisiais asmenimis, kuriy dalykas yra
tiesiogiai susijes su Sutarties vykdymu.

21.3. Jei Prekiy (jy dalies) tiekimo stabdymas atlickamas dé¢l Bendryjy salygy 21.2 punkte nurodyty
aplinkybiy ir tesiasi ne ilgiau kaip 3 (tris) ménesius, toks stabdymas laikomas Sutarties keitimu joje
numatytomis sglygomis.

21.4. Jei Prekiy (jy dalies) stabdymas vykdomas dél kity aplinkybiy, nenurodyty Bendryjy salygy
21.2 punkte ar (ir) Bendryjy salygy 21.2 punkte nurodytos aplinkybés tesiasi ilgiau nei 3 (tris)
ménesius ir (ar) nesilaikant Siame skyriuje nustatytos tvarkos, tai laikoma Sutarties keitimu, kuris turi
buti atlieckamas, vadovaujantis VP] nuostatomis.

21.5. Sutartiniy jsipareigojimy vykdymas gali biiti stabdomas tik Sutarties galiojimo laikotarpiu tokia
tvarka:

21.5.1. Atsiradus aplinkybéms, dél kuriy Tiekéjas negali vykdyti sutartiniy jsipareigojimy, Tiekéjas
apie tai nedelsdamas privalo informuoti Pirkéja. Tiekéjo raSytiniame praSyme turi biiti nurodyta
stabdymo aplinkybé (Bendryjy salygy 21.2 punktas) ir aplinkybés atsiradimg bei galimg terming
pagrindziantys argumentai, objektyvis faktai ir jrodymai. Pirkéjas, jvertings prasyma, ne véliau kaip
per 3 (tris) darbo dienas rastu informuoja Tiekéjg apie priimtg sprendimg dél sutartiniy jsipareigojimy
vykdymo stabdymo. Tiekéjui nepateikus konkreciy argumenty, fakty, pagristy jrodymais, Pirkéjas
turi teis¢ rastu atsisakyti patvirtinti stabdymga.

21.5.2. Pirkéjui rastu informavus Tiekéja ir pateikus jam argumentuota paaisSkinimg, dél kokiy
aplinkybiy ir kuriam terminui yra biitina stabdyti sutartiniy jsipareigojimy vykdymo terming, Tiekéjas
ne véliau kaip per 3 (tris) darbo dienas rastu informuoja Pirkéja ir patvirtina, kad sutinka su stabdymu.
Tiekéjas turi teis¢ prieStarauti sutartiniy jsipareigojimy vykdymo stabdymui tik tuo atveju, jei
Tiekéjas savo saskaita ir jégomis gali pasalinti atsiradusias aplinkybes, dél kuriy kilo biitinybé
stabdyti sutartiniy jsipareigojimy vykdyma.

21.5.3. Tiekéjas, gaves Pirkéjo rastiska pranesimg apie stabdyma, privalo nedelsiant, bet ne véliau
kaip per 3 (tris) darbo dienas po patvirtinimo iSsiuntimo Pirkéjui dienos, sustabdyti sutartiniy
jsipareigojimy vykdyma. Jei Sutartis sustabdyta, Salys negali vykdyti jokiy jiems pagal Sutartj
priskirty jsipareigojimy.

21.6. Salys sutartiniy jsipareigojimy vykdymo stabdyma jformina rasytiniu susitarimu, nurodant
priezastis ir sustabdymo terming, bei pridedant dokumentus, patvirtinancius sustabdymo pagrinda, ir
patvirtina Saliy jgalioty atstovy parasais. Tokie susitarimai yra neatskiriama Sutarties dalis.

21.7. Sutartiniy jsipareigojimy vykdymas stabdomas ne ilgesniam kaip konkrecios, pagrjstos
aplinkybés egzistavimo laikotarpiui.

21.8. Salys susitaria, kad sutartiniy jsipareigojimy vykdymo sustabdymo terminas j Sutarties
vykdymo terming néra jskai¢iuojamas, jo metu sutartiniai jsipareigojimai nevykdomi ir uz §j perioda
Pirk¢jas Tiekéjui nemoka jokiy mokéjimy, baudy ar prastovy.

21.9. Jeigu Sutartyje numatyty prievoliy jvykdymo terminai buvo sustabdyti Sutartyje nustatytais
pagrindais, jie atnaujinami pasibaigus sustabdyma lémusioms aplinkybéms arba Saliy susitarime
nurodytam terminui, priklausomai nuo to, kuris jvyksta anksciau.

21.10. Atnaujinus Sutarties vykdyma, nejvykdyty prievoliy (jy dalies) jvykdymo terminai ir Sutarties
galiojimas nukeliami tokiam terminui, kiek buvo lik¢ laiko jy jvykdymui (Sutarties galiojimui) jy
sustabdymo metu.

21.11. Jei sutartiniy jsipareigojimy vykdymas buvo sustabdytas ilgesniam nei 3 (trijy) menesiy
laikotarpiui, praéjus $iam terminui, viena Salis gali radytiniu prane§imu kitos Salies pareikalauti
atnaujinti Sutarties vykdyma. Saliai be pagristy aplinkybiy neatnaujinus Sutarties vykdymo per 10
(desimt) dieny nuo atitinkamo kreipimosi, kita Salis gali nutraukti Sutartj, apie tai jspéjusi kita Salj
prie§ 10 (deSimt) dieny.

22. SUTARTIES NUTRAUKIMAS
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Sutartis gali biiti nutraukiama VP] 90 straipsnyje ir Sutartyje numatytais atvejais, jskaitant galimybe
nutraukti Sutartj Saliy susitarimu.

22.1. Pretenzijos dél Sutarties pazeidimuy

22.1.1. Jeigu Salis pazeidzia Sutartj arba jstatymus bei kitus teisés aktus, kita Salis turi teise pareiksti
jai raSyting pretenzija, nurodyti, kokig Sutarties ar jstatymy bei kity teisés akty nuostatg ir kokiu badu
priesinga Salis paZzeidé bei nustatyti protinga termina istaisyti pazeidima.

22.1.2. Pretenzija gavusi Salis privalo nedelsdama, bet ne véliau nei per 5 (penkias) darbo dienas,
atsakyti j pretenzijg ir nurodyti, kokiy priemoniy imsis sieckdama isStaisyti pazeidimg per pretenzijoje
nustatytg terming arba motyvuotai pasitilyti kitg pagrista terming. Tieké&jo teis¢ sidilyti kita terming
nelaikoma Pirkéjo pareiga ta termina priimti. Pretenzija gavusios Salies pasitilytasis terminas pakei¢ia
termina, nurodyta pretenzijoje, tik jeigu kita Salis jj patvirtina.

22.2. Sutarties nutraukimas Pirkéjo iniciatyva

22.2.1. Pirkéjas vienaSaliSkai nutraukia Sutarti, ispéjes Tiekéja raStu prie§ ne trumpesnj nei 5
(penkiy) dieny terming, jeigu Tiekéjas padaro esminj Sutarties pazeidima, nurodyta Specialiosiose
salygose. Pirkéjas taip pat turi teis¢ nutraukti Sutartj, jeigu Tiekéjas padaro Sutarties pazeidima, kuris
atitinka esminio Sutarties pazeidimo pozymius, nurodytus Lietuvos Respublikos civiliniame kodekse,
ir, gaves Pirkéjo pretenzija, per pretenzijoje nurodyta terming neistaiso pazeidimo.

22.2.2. Pirkéjas turi teis¢ vienaSaliSkai nutraukti Sutartj ar jos dalj rastu jspéjes Tiekéja prieS ne
trumpesnj nei 10 (deSimties) dieny terming, jeigu:

22.2.2.1. Tiekéjui yra iSkelta bankroto byla, pradétas bankroto procesas ne teismo tvarka, jis tampa
nemokus arba yra nemokumo tikimyb¢, sustabdo iiking veikla ar susidaro jstatymuose ir kituose
teisés aktuose nustatyta tvarka analogiSka situacija;

22.2.2.2. Tiekéjo padétis pasikei€ia ir jis atitinka pirkimo dokumentuose nustatyta pasalinimo
pagrinda, kuris taikomas ir Sutarties galiojimo metu;

22.2.2.3. pasikeicia teisés aktai, susije su Sutarties objektu, Sutarties vykdymu, ar su Pirkéjo vykdoma
veikla, kuriai buvo sudaryta Sutartis, ir d¢l tokiy pakeitimy Pirkéjas nusprendzia nutraukti Sutartj;
22.2.2.4. Pirk¢jas nusprendzia nebevykdyti veiklos, kurios vykdymui Sutartimi jsigyjamos Prekes ir
Sutarties poreikis iSnyksta;

22.2.2.5. Pirk¢jo valdymo organas priima sprendima, dél kurio Sutarties poreikis iSnyksta;

22.2.2.6. pasikeicia (pablogé¢ja) Pirkéjo finansiné padétis ar Pirkéjas negauna / netenka finansavimo
ir dél Sios priezasties nusprendzia nutraukti Sutartj;

22.2.2.7. keiciasi Pirke¢jo organizacing struktiira — juridinis statusas, pobiidis ar valdymo struktiira ir
tai gali turéti jtakos tinkamam Sutarties jvykdymui arba Sutarties poreikiui;

22.2.2.8. nebelieka perkamy Prekiy poreikio;

22.2.2.9. Pirk¢jas 1§ pirkimy prieziira atliekanciy institucijy gauna nurodyma / rekomendacija
nutraukti Sutartj;

22.2.2.10. Tieke¢jas véluoja pateikti Sutarties jvykdymo uZztikrinimo pratgsima ilgiau kaip 10 (deSimt)
darbo dieny nuo paskutinio Sutarties jvykdymo uZtikrinimo galiojimo termino pabaigos arba atsisako
ji pateikti;

22.2.2.11. Tiek¢jas atsisako pasalinti arba nepasalina Prekiy trilkumy per Pirkéjo nustatytus protingus
terminus;

22.2.2.12. Tiek¢jas pazeidzia Sutart] arba jstatymus bei kitus teisés aktus ir per Pirkéjo rasytinéje
pretenzijoje nurodyta terming neistaiso pazeidimo.

22.2.3. Sutartis laitkoma niekine ir negaliojancia, jei nustatoma, kad Sutarties vykdymas prieStarauja
Lietuvos Respublikoje jgyvendinamoms privalomoms tarptautinéms sankcijoms, kaip tai apibrézta
Sankcijy jstatyme ir kituose tarptautiniuose, Europos Sajungos ir Lietuvos Respublikos teisés aktuose
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(bent vienai 1§ taikomy sankcijy). Sutarties negaliojimo momentas nustatomas vadovaujantis minétu
istatymu.

22.2.4. Pirk¢jas nedelsiant, bet ne véliau kaip per 5 (penkias) dienas, vienasaliskai nutraukia Sutart]
arba sustabdo jos vykdyma privalomy tarptautiniy sankcijy, kaip tai apibrézta Sankcijy jstatyme ir
kituose tarptautiniuose, Europos Sajungos ir Lietuvos Respublikos teisés aktuose, jgyvendinimo
laikotarpiui, apie tai jspéj¢s Tiekéja rastu, jei Sutartis jsigaliojo iki $iy tarptautiniy sankcijy Lietuvos
Respublikoje jgyvendinimo nustatymo. Draudziama prisiimti naujas prievoles pagal Sutartj, kuriy
vykdymas priestarauty Lietuvos Respublikoje igyvendinamoms tarptautinéms sankcijoms.

22.2.5. Jei Sutartis nutraukiama Tiekéjui 1§ esmés pazeidus Sutartj ar Tiekéjui nepagrjstai nutraukus
Sutarties vykdyma ne Sutartyje nustatyta tvarka, ir jeigu Specialiosiose salygose néra numatyta, kad
tinkamas Sutarties jvykdymas yra uztikrinamas Sutarties jvykdymo uztikrinimu, Tiekéjas jsipareigoja
sumokeéti Pirkéjui Specialiosiose salygose nurodyto dydzio bauda ir atlyginti nuostolius, susijusius su
Sutarties nutraukimu. Jeigu Specialiosiose sglygose yra numatyta, kad tinkamas Sutarties jvykdymas
yra uztikrinamas Sutarties jvykdymo uZztikrinimu, Tiekéjas jsipareigoja Pirkéjui sumokéti likusig dalj
Specialiosiose salygose nurodyto dydZio baudos ir atlyginti nuostolius, susijusius su Sutarties
nutraukimu, kiek jy nepadengia Sutarties jvykdymo uztikrinimas. Pirkéjui pareiSkus reikalavima
atlyginti patirtus nuostolius, baudos suma jskaitoma j nuostoliy atlyginima.

22.2.6. Pirkéjas turi teise vienasaliSkai nutraukti Sutart ir kitais Specialiosiose salygose (jei taikoma)
ir jstatymuose bei kituose teisés aktuose jtvirtintais atvejais.

22.2.7. Sutartis laikoma nutraukta kitg dieng po to, kai pasibaigia ispéjimo apie Sutarties nutraukimag
terminas.

22.2.8. Tais atvejais, kai Tiekéjas pasalina pazeidima ar iSnyksta aplinkybés, dél kuriy buvo inicijuota
Sutarties nutraukimo procediira, Sutartis negali buiti nutraukiama ir jspé¢jimas apie Sutarties
nutraukimg netenka galios, jei Tiek¢jas informuoja Pirkeja apie pasalintg pazeidimg ar iSnykusias
aplinkybes, dél kuriy buvo inicijuota Sutarties nutraukimo procediira.

22.3. Sutarties nutraukimas Tiekéjo iniciatyva

22.3.1. Tiek¢jas turi teis¢ vienaSaliSkai nutraukti Sutartj, jspé€jes Pirkéja rastu prie§ ne trumpesnj nei
30 (trisdeSimties) dieny termina, jeigu Pirkéjas pazeidzia atsiskaitymo su Tiekéju terminus (iSskyrus
atvejus, kai Pirkéjas naudojasi savo teise sulaikyti mokéjimus), ir Pirkéjo skola Tiekéjui virSija 20
(dvideSimt) proc. Pradinés sutarties vertés be PVM ir Pirkéjas, gaves Tiekejo pretenzija, per 30
(trisdeSimt) dieny nesumoka Tiekéjui mokeétiny sumy.

22.3.2. Tiekéjas turi teis¢ vienaSaliSkai nutraukti Sutartj, jspéjes Pirkéja raStu pries§ ne trumpesnj nei
10 (desSimties) dieny terming, jeigu:

22.3.2.1. Pirkéjui yra iSkelta bankroto byla, pradétas procesas dél bankroto ne teismo tvarka, jis tampa
nemokus arba yra nemokumo tikimybe¢, Pirk¢jas sustabdo veikla, arba jstatymuose ir kituose teisés
aktuose numatyta tvarka susidaro analogiska situacija;

22.3.2.2. Pirk¢jas pazeidzia Sutart] arba jstatymus bei kitus teisés aktus ir per Tiekéjo rasytingje
pretenzijoje nurodyta terming neiStaiso pazeidimo, iSskyrus Bendryjy salygy 22.3.1 punkte nustatyta
atvej].

22.3.3. Jeigu Bendryjy salygy 22.3.1 punkte nurodytos aplinkybés yra susijusios tik su atskira dalimi
arba atskiru Susitarimu, Tiekéjas turi teis¢ nutraukti Sutartj tik tos dalies atzvilgiu arba nutraukti tik
tokj Susitarimg.

22.3.4. Tiek¢jas turi teise vienaSaliSkai nutraukti Sutart] ir kitais jstatymuose bei kituose teisés
aktuose jtvirtintais atvejais.

22.3.5. Jet Sutartis nutraukiama Pirkéjui 1§ esmés pazeidus Sutart] ar Pirkéjui nepagristai nutraukus
Sutarties vykdyma ne Sutartyje nustatyta tvarka, Pirkéjas jsipareigoja sumokeéti Tiekéjui
Specialiosiose salygose nurodyto dydzio baudg ir atlyginti nuostolius, susijusius su Sutarties
nutraukimu.
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22.3.6. Sutartis laikoma nutraukta kitg dieng po to, kai pasibaigia jspéjimo apie Sutarties nutraukima
terminas.

22.3.7. Tais atvejais, kai per jsp€jimo apie Sutarties nutraukimg terming Pirkéjas paSalina pazeidima
arba iSnyksta aplinkybés, dé¢l kuriy buvo inicijuota Sutarties nutraukimo procediira, Sutartis negali
biti nutraukiama ir jspéjimas apie Sutarties nutraukimg netenka galios, jei Pirkéjas informuoja apie
pasalintg pazeidimg arba iSnykusias aplinkybes, dél kuriy buvo inicijuota Sutarties nutraukimo
procedira, Tiekéja.

22.4. Saliy teisés ir pareigos Sutarties nutraukimo atveju

22.4.1. Sutarties nutraukimas neturi jtakos gincy nagrinéjimo tvarkg nustatanc¢iy Sutarties salygy ir
kity Sutarties salygy, kurios pagal savo esme lieka galioti ir po Sutarties nutraukimo, galiojimui.
22.4.2. Nutraukus Sutartj, Salys privalo:

22.4.2.1. jsitikinti, jog iki Sutarties nutraukimo dienos pristatytos Prekés ir kiti atlikti veiksmai
atitinka Sutarties reikalavimus ir Salys dél to viena kitai nebereik§ pretenzijy;

22.42.2. atsiskaityti uz iki Sutarties nutraukimo pristatytas Prekes, atitinkancias Sutarties
reikalavimus;

22.4.2.3. per 10 (deSimt) dieny nuo pranesimo apie Sutarties nutraukimg gavimo dienos ar Susitarimo
dél Sutarties nutraukimo sudarymo dienos perduoti viena kitai visus dokumentus, kuriuos buvo
biitina perduoti pagal Sutarties nuostatas.

23. PREKIU MODELIO AR GAMINTOJO KEITIMAS

23.1. Tiekejas turi teis¢ keisti Prekiy modelj ar gamintoja, jei yra visos toliau nurodytos salygos:
23.1.1. jei Tiek¢jo pasiiilyme nurodytos Prekés nebegaminamos ar i§ esmés sutriko jy tiekimas ir
gautas gamintojo patvirtinimas ir (ar) Prekes, jy gamintojas kelia grésme nacionaliniam saugumui ir
(ar) Prekiy tiekimas prieStarauja Lietuvos Respublikoje jgyvendinamoms privalomoms tarptautinéms
sankcijoms, kaip tai apibrézta Sankcijy jistatyme ir (ar) Prekés, jy sudedamosios dalys ar (ir)
gamintojas neatitinka VP] 45 straipsnio 21 dalies nuostaty;

23.1.2. jei keiCiamos Prekés visiSkai atitinka visus pirkimo dokumenty reikalavimus, yra ne
prastesnés, o lygiavertés ar geresnés kokybés nei Tiek¢jo pasitilyme nurodytos Prekés ir Tiekejas
pateikia tai patvirtinan¢ius dokumentus. Jeigu pirkimo procediiry metu Tiekéjas buvo pateikes Prekiy
pavyzdZius, pristatomos Prekeés turi biiti ne prastesnés kokybés nei pateikti pavyzdZiai;

23.1.3. jei Tiekéjas, ne véliau kaip prie§ 10 (deSimt) dieny iki numatomo Prekiy keitimo, pateiké
Pirkéjui rasytinj praSyma su keitimg pagrindzianciais dokumentais bei gavo Pirkéjo rasytinj sutikima.
Pirkejas turi teise¢ nesutikti su Prekés keitimu ir turi teise nutraukti Sutart], jei Tiekéjas nepateike
jrodymy ar jy pateikimas nepagrindZia kei¢iamos Prekés atitikimo pirkimo dokumentams ir
lygiavertiSkumo ar geresnés kokybés nei §iuo metu tiekiamos Prekeés;

23.1.4. Salys sudaré rasytinj susitarima prie Sutarties dél Prekiy keitimo.

23.2. Siame Bendrujy salygy skyriuje nurodytu atveju Prekés turi biiti pristatytos uZ ne didesne nei
pasitilyme nurodyta kaing.

24. BENDRAVIMO TVARKA IR KALBA

24.1. Sutartis sudaroma lietuviy kalba. Jeigu Sutartis ar kuris nors ja sudarantis dokumentas
sudaromas kita kalba arba iSver¢iamas ] kitg kalba, visais atvejais autentiSku laikomas tik lietuviy
kalba parengtas Sutarties tekstas (jei yra neatitikimy, pirmenyb¢ teikiama lietuviy kalba parengtam
tekstui).

24.2. Jeigu Salis pranesa kitai Saliai apie savo naujus kontaktinius duomenis, tai po to, kai kita Salis
gauna tokj praneS§ima, ji visus remiantis Sutartimi siun¢iamus praneSimus ir informacijg turi siysti
pagal naujuosius kontaktinius duomenis. Jei Salis nepranesa apie kontaktiniy duomeny pasikeitima
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arba kol kita Salis negauna tokio prane$imo, prane§imo i$siuntimas pagal paskutinius Saliai Zinomus
kontaktinius duomenis laikomas tinkamu.

24.3. Jeigu praneSimas yra jteikiamas asmeniskai arba siun¢iamas pastu ar per kurjerj, jis turi biiti
iteikiamas pasirasSytinai ir laikomas gautu gavimo patvirtinime nurodytg dieng.

24.4. Jeigu prane§imas siun¢iamas el. pastu, laikoma, kad Salis jj gavo kita darbo diena.

24.5. Jeigu praneSimas siunc¢iamas keliais skirtingais buidais, laikoma, kad gavéjas ji gavo tada, kai
jis gavo pirmesnjjj pranesima.

25. PRETENZIJOS IR GINCU SPRENDIMAS

25.1. Bet kokie gincai, nesutarimai ar reikalavimai, kylantys i§ Sutarties arba susije su Sutartimi, jos
pazeidimu, nutraukimu ar galiojimu, visy pirma privalo bati sprendziami derybomis tarp Saliy
vadovy arba jy jgalioty asmeny.

25.2. Jeigu Salys nei$sprendzia gin¢o deryby biidu tuomet toks ginéas, nesutarimas ar reikalavimas,
kylantis i§ Sios Sutarties arba susijes su ja ar jos pazeidimu, nutraukimu arba negaliojimu, yra
galutinai sprendziamas Lietuvos Respublikos teismuose Lietuvos Respublikos istatymuose nustatyta
tvarka.

25.3. Kile gincai nesudaro pagrindo Salims atsisakyti vykdyti savo prievoles pagal Sutartj. |



Nuorasas

1 priedas

VALSTYBES [MONES _
IGNALINOS ATOMINES ELEKTRINES
FIZINES SAUGOS SKYRIUS

TVIRTINU

PATEKIMO KONTR_OLES SISTEMOS PIRKIMO
TECHNINE SPECIFIKACIJA

2025 m. balandzio 16 d. Nr. Spc-25(13.66E)
Visaginas

I. PIRKIMO TIPAS

1. Prekiy pirkimas.

II. TIKSLAS

2.  Siekiant efektyvinti V] Ignalinos atominés elektrinés (toliau — IAE) objekty fizine
sauga bei atnaujinti nusidévéjusias fizinés saugos sistemas biitina jsigyti techninéje specifikacijoje
nurodytg jrangg su montavimo paslaugomis.

3. Perkamos saugai svarbios prekés.

lll. PREKIY APRASYMAS IR TIEKIMO APIMTIS

4, Perkama sistema (su montavimo paslaugomis), sudaryta is:

4.1. Patekimo kontrolés sistemos (toliau - PKS) programinés jrangos (toliau - PJ)
serveriui (1 vnt.) ir darbo stotims (9 vnt.), techniniai reikalavimai nurodyti 1 lenteléje;

4.2. PKS leidimy korteliy (3000 vnt.), techniniai reikalavimai nurodyti 3 lenteléje;

4.3. PKS skaitytuvy su klaviatira (maksimalus kiekis 78 vnt., preliminariai planuojama
jsigyti ne maziau kaip 70 vnt.), techniniai reikalavimai nurodyti 4 lenteléje;

4.4, PKS skaitytuvy be klaviatiros (maksimalus kiekis 67 vnt., preliminariai planuojama
jsigyti ne maziau kaip 60 vnt.), techniniai reikalavimai nurodyti 5 lenteléje;

4.5. PKS korteliy spausdintuvy (2 vnt.), techniniai reikalavimai nurodyti 6 lenteléje;

4.6. Dury procesoriai (kiekis priklauso nuo sililomos jrangos tipo);

4.7. Kompiuteriy tinklo komutatoriai (kiekis priklauso nuo siGlomos jrangos tipo);

4.8. Varty valdymo pultas (1 vnt.);

4.9. Fotografavimo jrenginiai su tvirtinimo prie sienos laikikliais (2 vnt.) , techniniai
reikalavimai nurodyti 7 lenteléje;

4.10. Varteliy uzblokavimo mechanizmai (7 vnt.), valdomi per dury procesorius;

4.11. Dury uzblokavimo mechanizmai (2 vnt.), valdomi per dury procesorius.

5. Esamos PKS (skirtingos) branduolinés energetikos objektuose, kurias batina

pakeisti ir sujungti j vieng sistema:



a. Sistema Nr. 1

Eil. Nr. Patalpos (pastato) Nr. su PKS Prijungty skaitytuvy skai€ius
jranga
1. LPBKS 01 past. R026 pat. 20 (1 turniketas, 8 durys, 2
valdymo pultai (toliau - VP))
2. LPBKS 21 past. R114 pat. 10 (2 turniketai, 3 durys)
3. LPBKS 02 past. RO08 pat. 4 (1 turniketas, 1 durys)
4, LMRAA (B19/2) 02 past. 105 pat. 9 (1 turniketas, 3 durys, 1 VP)

Visos patalpos sujungtos optinio tinklo komunikacijomis, visi skaitytuvai prijungti
UTP 5-tos kategorijos kabeliu.

b. Sistema Nr. 2

Eil. Nr. Patalpos (pastato) Nr. su PKS Prijungty skaitytuvy skai€ius
jranga
1. IAE 185 past. 113 pat. 28 (8 turniketai, 6 durys)
2. IAE 140/2 past. 105 pat. 6 (2 turniketai, 1 durys)
3. IAE 140/1 past. 6 (2 turniketai, 1 durys)
4. IAE 187/2 2 (1 durys)
5. IAE 185A past. 6 (3 durys)
6. IAE 101/1 past. DO blokas 301 10 (3 turniketai, 2 durys)
pat.
7. IAE 101/1 past. D1 blokas 4 (1 turniketas, 1 durys)
8. IAE 101/1 past. D2 blokas 4 (1 turniketas, 1 durys)
9. PBKS 194 past. 107 pat. 5 (2 durys, 1 VP)
10. PBKS 196 past. 8 (1 turniketas, 2 durys, 1 VP, 1
durys su vienu skaitytuvu)
11. PBKS 196A past. 3 (2 durys su vienu skaitytuvu,
1VP)
12. IAE 187/1A past. 7 (3 durys, 1 VP)
13. IAE 187/3 past. 5 (2 durys, 1 VP)
14. IAE KAIK 05 past. 8 (1 turniketas, 3 durys)

Visos patalpos sujungtos optinio tinklo komunikacijomis, visi skaitytuvai prijungti
FKAR-PG-2x2x0,5 (naujesné kabelio versija yra FQAR-PG-2x2x0,5) vytos poros kabeliu. Atstumai
nuo dury procesoriy iki skaitytuvy — iki 300 m.

6. Prekés, kartu su montavimo paslaugomis tiekiamos etapais:

6.1. ne véliau nei per 90 kalendoriniy dieny nuo sutarties pasiraSymo dienos privalo
pristatyti, suinstaliuoti ir suderinti/sukonfigdruoti P] (atitinkancias 1 lentelés reikalavimus,
konfigiravimas atliekamas pasinaudojant siGlomos programinés jrangos funkcionalumu pagal
UZsakovo pateiktas pastabas dél bendro sistemos veikimo) j Uzsakovo pateiktg dedikuotg server;j
su techniniais parametrais, nurodytais 2 lenteléje (jei pateikto serverio techniniai parametrai
neatitinka reikalingy P]| jdiegimui, Sio pirkimo apimtyje batina numatyti serverio techninés jrangos
iSplétimg iki programinés jrangos gamintojo numatyty parametry arba naujo serverio pateikimg),
pristatyti leidimy korteles (atitinkancias 3 lentelés reikalavimus), pristatyti, prijungti ir sukonfigaruoti

korteliy spausdintuvus (2 vnt.) su eksploatacinémis medziagomis (3000 korteliy atspausdinti) bei
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kitg jranga, kurig sujungus j vientisg sistema baty galima pradéti leidimy korteliy programavima,
spausdinimg bei patekimo zony priskyrimg. Jgyvendinus §j etapg uZsakovas planuoja atlikti korteliy
programavimo ir spausdinimo darbus, kurie preliminariai uZtruks iki 90 kalendoriy dieny. Tik
uzbaigus Siuos darbus bus Tiekéjas galés pradéti vykdyti antrg etapg;

6.2. Ne véliau kaip per 90 kalendoriniy dieny nuo uzsakovo rasto apie montavimo
paslaugy pradzig Tiekéjas privalo:

6.2.1.atlikti skaitytuvy (minimalds techniniai reikalavimai skaitytuvams nurodyti 4 ir 5
lentelése) bei visos kitos jrangos (dury procesoriy, tinklo komutatoriy ir t.t.), reikalingos sistemos
normaliai eksploatacijai, sumontavimo darbus (esamos jrangos demontavimg vykdys Uzsakovo
darbuotojai), taip pat jvertinant, kad esamy skaitytuvy tvirtinimo prie sienos, ar turniketo
konstrukcijos laikikliai gali netikti naujiems skaitytuvams, todél laikikliai turi bati jtraukti j Sio tiekimo
apimtj;

6.2.2. pateikti ir sumontuoti varty valdymo pultg 187/1A pastate (4 varty ir 2 antitaraniniy
jrenginiy valdymui, kiekvieno jrenginio valdymui skiriant ne maziau kaip 3 valdymo mygtukus
(atidaryti/stop/uzdaryti) ir su vienu bendru stop mygtuku bei 2 Sviesofory valdymui, kiekvieno
Sviesoforo valdymui skiriant 2 mygtukus (raudona/zalia)) su autorizacija (skaitytuvas su klaviatira
jtrauktas j Sios techninés specifikacijos apimtj);

6.2.3.atlikti vietoje Siuo metu naudojamy idejimo mygtuky (12 dury) skaitytuvy be
klaviatlros (j Sios techninés specifikacijos apimtj jtraukti) sumontavimo bei komunikaciniy linijy
(vienoms durims iki 20 m. atstumu, bendrai — iki 480 m.) pratiesimo ir sujungimo darbus (Cia ir
Zemiau esanciuose punktuose: komunikaciniy linijy tiesimui reikalavimai nekeliami, montavimas
turi bati atliktas uztikrinant gaisrinés ir elektrosaugos reikalavimus);

6.2.4.atlikti 7 varteliy skaitytuvy (j Sios techninés specifikacijos apimtj jtraukti)
sumontavimo ir komunikacijy pratiesimo darbus, jtraukiant j tiekimo apimtj varteliy uzrakinimo
mechanizmus, valdomus per dury procesorius;

6.2.5.pateikti ir atlikti fotografavimo jrangos (vaizdo kameros ar fotoaparato,
sumontuoto ant sienos ir prijungto prie darbo stoties ne ilgesniu nei 10 m. USB ar Ethernet kabeliu),
skirtos darbuotojy nuotrauky fotografavimui leidimy korteléms, sumontavimo darbus (2 vnt.);

6.2.6.atlikti 2 dury | patalpas (bus nurodytos sistemos jdiegimo metu) skaitytuvy
sumontavimo ir komunikacijy pratiesimo darbus, jtraukiant | tiekimo apimtj dury uzrakinimo
mechanizmus, valdomus per skaitytuvus;

6.2.7.uzbaigus sistemos jdiegimo darbus turi biti parengtas su UZsakovu suderintas

techninis darbo projektas.

1 lentelé. Programinés jrangos techniniai reikalavimai

Eil. Reikalavimas Reik§meé Kiekis,
Nr. vnt.

1. [Vartotojy valdymo modulis. Turi bati 1




Prieigos kontrolés modulis. Turi bati
Prieigy planavimo modulis. Turi bati
Modulis, leidziantis rengti leidimy Turi bati
“panaudojimo” ataskaitas, pagal
duomenis esancius PKS
5. |Modulis, generuojantis aliarminius Turi bati
praneSimus: bandymas patekti neturint
leidimo ir pan.
6. |Modulis, leidziantis atlikti jrenginiy, Turi bati
konfiglravima.
7. |Modulis, leidziantis realiu laiku stebéti |Turi bati
visy sistemos jrenginiy bdseng bei
siysti komandas jrenginiams.
»Anti-passback® funkcija Turi bati
Duomeny bazés tipas SQL Turi bati
10. |[Programiné jranga ne maziau kaip 9  |Turi bati
darbo stotims
11. |Licencija (jei reikalinga) prijungti prie  [Turi bati
Sioje techninéje specifikacijoje
nurodyto jrenginiy kiekio ne maZziau
kaip 10 dury su skaitytuvais papildomai
2 lentelé. Serverio techniniai reikalavimai
Eil. : . e s
NI Reikalavimas ReikSmé
1. [Modelis PowerEdge R360 Server
2. |Procesorius Intel® Xeon® E-2456 3.3G, 6C/12T, 18M
Cache, Turbo, HT (80W) DDR5
3. |Operatyviné atmintis 32GB UDIMM, 4800MT/s ECC
Operaciné sistema Windows Server 2022
Standard,16 CORE,FI,No Med,No CAL, Multi
Language
5. |Kietasis diskas 2TB Hard Drive SATA 6Gbps 7.2K 512n 3.5in
Hot-Plug
6. |Pagrindiné ploksté su tinklo plokste PowerEdge R360 Motherboard with Broadcom
5720 Dual Port 1Gb On-Board LOM
3 lentelé. Leidimy korteliy minimalds techniniai reikalavimai
Eil. Reikalavimas ReikSmé Kiekis,
Nr. vnt.
1. [Veikimo daznis 13,56MHz Turi bati 3000
2. |DESFire® EV3 lustas Turi bati
3. |Palaikomas standartas ISO14443A arba lygiavertis
4. |Spalva Balta
5. |Galimybé veikti -25° iki +40° Turi bati
temperatiros intervale




4 lentelé. Minimalus skaitytuvo su klaviattra techniniai reikalavimai

Maksima
Eil. . . s lus
NI Reikalavimas ReikSmé kiekis,
vnt.
1. |Klaviatara Turi bati 78
2. |Sviesos indikatoriai Turi bati
3. |Garsinis signalas Turi bati
4. |13,56MHz perdavimo daznis, Turi bati
5. |Darbineé jtampa 12v DC
6. |Korteliy su DESFire®EV1/EV2/EV3 Turi bati
lustais palaikymas
OSDP duomeny perdavimo protokolas, |Turi bati
Atsparumo aplinkos poveikiui klasé, ne |IP65
zemesné
9. |Galimybeé veikti -20° iki +60° Turi bati
temperatiros intervale
5 lentelé. Minimalls skaitytuvo be klaviatiros techniniai reikalavimai
Maksima
Eil. : : e lus
Nr. Reikalavimas ReikSmé kiekis,
vnt.
1. |Sviesos indikatoriai Turi biiti 67
2. |Garsinis signalas Turi bati
3. [13,56MHz perdavimo daznis, Turi bati
4. |Darbiné jtampa 12v DC
5. |Korteliy su DESFire®EV1/EV2/EV3 Turi bati
lustais palaikymas
OSDP duomeny perdavimo protokolas, |Turi bati
Atsparumo aplinkos poveikiui klasé, ne |IP65
zemesné
8. |Galimybe veikti -20° iki +60° Turi bati
temperatiros intervale
6 lentelé. Korteliy spausdintuvo minimalds techniniai reikalavimai
Eil. Reikalavimas ReikSmé Kiekis,
Nr. vnt.
1. |USB, Ethernet jungtys Turi bati 2
2. |Galimybé spausdinti spalvotai Turi bati
3. |Spalvoto spausdinimo rezoliucija, ne  |300x300 dpi
maziau
4. |Specializuota spausdintuvo Turi bati

programiné jranga




5. |Eksploatacinés medZiagos 3000 Turi bati
spalvoty korteliy spausdinimui
6. |Galimybé spausdinti ant leidimy Turi bati

korteliy su Sios techninés specifikacijos
3 lenteléje nurodytais parametrais

7 lentelé. Fotografavimo jrenginiy minimalds techniniai reikalavimai

o Reikalavimas Reiksmé Kields,
1. |[Maksimali vaizdo raiSka, ne mazesné |4K Ultra HD (3840 x 2160) 2
2. |Matymo kampas (Field of View - FOV) |Reguliuojamas
3. |Jungties tipas USB Turi bati

IV. REIKALAVIMAI SAUGAI SVARBIY PRODUKTY BRANDUOLINES ENERGETIKOS
OBJEKTO AIKSTELEJE PIRKIMUI

7. Tiekéjas privalo vadovautis Siais dokumentais (aktualiomis redakcijomis):

7.1. Branduolinés saugos reikalavimai BSR-1.6.1-2019 ,Branduolinés energetikos
objekty, branduolinés energetikos objekty aiksteliy, branduoliniy ir branduolinio kuro ciklo
medziagy fiziné sauga“;

7.2. V] IAE saugai svarbiy produkty tiekéjy ir subtiekéjy vertinimo bei jy veiklos
kontrolés tvarkos aprasas, DVSta-1708-4 (https://www.iae.lt/teisine-informacija/vidiniai-teises-
aktai/103);

7.3. Valstybés jmonés Ignalinos atominés elektrinés branduolinés energetikos objekty

fizinés saugos uztikrinimo tvarkos apraSas, DVSta-2108-6 (https://www.iae.lt/teisine-

informacija/vidiniai-teises-aktai/103);

8.  Tiekéjas privalo uztikrinti galimybes jgaliotiems V| IAE darbuotojams ir/arba
joaliotiems VATESI darbuotojams dalyvauti produkty bandymuose ir priemimuose, atlikti
nepriklausomus Tiekéjo (visy lygiy subtiekéjy) veiklos patikrinimus (auditus, inspekcijas ir pan.).
Neatitiktys, nustatytos Siy tikrinimy metu, privalo bati Salinamos laiku, bet ne véliau kaip iki sutarties
pabaigos. Tiekéjas turi suteikti galimybes jgaliotiems IAE darbuotojams ir / arba jgaliotiems VATESI
darbuotojams jsitikinti, ar vykdomi pirkimo dokumenty, sutarties, kokybés uztikrinimo plano,
vadybos sistemos dokumenty reikalavimai, t.y. pagal uzklausg privalo pateikti susijusius
dokumentus.

9. Tiekéjas privalo parengti Kokybés uztikrinimo plang pagal V| IAE nustatytus
reikalavimus (V) IAE saugai svarbiy produkty tiekéjy ir subtiekéjy vertinimo bei jy veiklos kontrolés

tvarkos apraSas, DVSta-1708-4 (https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103)).

Parengtg Kokybés uztikrinimo plang tiekéjas privalo suderinti su V| IAE ne véliau kaip per 30
kalendoriniy dieny nuo sutarties jsigaliojimo. Kokybés uZztikrinimo plano forma patalpinta adresu:

https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103.
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10. Reikalavimai dél Kokybés uztikrinimo plano rengimo ir derinimo netaikomi, jei
sidlomos standartinés, serijinés gamybos prekés (angl. COTS — comercial off-the-shelf products),
t. y. prekés, pritaikytos ir parduodamos placdiai visuomenei, kurioms pagaminti nereikia papildomo

projektavimo ir specialaus pritaikymo konkre€iam uzsakovui.
V. REIKALAVIMAI DARBUY/PASLAUGUY BEO AIKSTELEJE PIRKIMUI

11. Tiekeéjo (ir visy lygiy subtiekéjy) personalas prie§ pradédamas vykdyti veiklg V|
IAE priklausanciose BEO aikstelése, privalo V] IAE:

11.1. Zmoniy ir organizacijos vystymo skyriaus Kompetencijy centre iSklausyti saugos
kultdiros ir fizinés saugos mokymy kursus;

11.2. Saugos prieziuros ir kokybés valdymo skyriaus Saugos priezilros grupéje
iSklausyti jvadinj instruktazg apie civiline saugg ir avarine parengtj.

11.3. Zmoniy ir organizacijos vystymo skyriaus Kompetencijy centre biti apmokytas ir
atestuotas gaisrinés ir radiacinés saugos (radiacinés saugos mokymai bdatini tuo atveju, jei
gaunamas Lietuvos Respublikos jgaliotos institucijos iSduodamas dokumentas, suteikiantj teise
vykdyti veiklg jonizuojancios spinduliuotés aplinkoje branduolinés energetikos objekte) klausimais
pagal Rangoviniy organizacijy, vykdanciy darbus IAE, personalo mokymo programg, MC-1410-23.

12. Teikdamas paslaugas BEO kontroliuojamoje zonoje, teikéjas privalo vadovautis
Siy dokumenty aktualiomis redakcijomis:

12.1. 1999 m. sausio 12 d. Lietuvos Respublikos radiacinés saugos jstatymu
Nr. VIII-1019 (Zin., 1999, Nr. 11-239);

12.2. Branduolinés saugos reikalavimais BSR-2.1.2-2010 ,Bendrieji atominiy
elektriniy su RBMK-1500 tipo reaktoriais saugos uztikrinimo reikalavimai“;

12.3. Branduolinés saugos reikalavimais BSR-1.4.1-2016 ,Vadybos sistema®;

12.4. Branduolinés saugos reikalavimais BSR-1.9.3-2016 ,Radiaciné sauga
branduolinés energetikos objektuose®;

12.5. |IAE radiacinés saugos instrukcija, DVSed-0512-2 (https://www.iae.lt/teisine-

informacija/vidiniai-teises-aktai/103);

12.6. Radiacinés saugos uztikrinimo, dirbant kontroliuojamoje zonoje, instrukcija,

DVSed-0512-7 (https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103);

13. Paslaugy teikéjas (ir visy lygiy subteikéjai), vykdysiantis veiklg jonizuojancios
spinduliuotés aplinkoje branduolinés energetikos objekte:

13.1. gali vykdyti veiklg, turédami Lietuvos Respublikos jgaliotos institucijos iSduotg
dokumentg, suteikiantj teise vykdyti veiklg jonizuojancios spinduliuotés aplinkoje branduolinés
energetikos objekte;

13.2. neturintiems Lietuvos Respublikos jgaliotos institucijos iSduoto dokumento,
suteikianCio teise vykdyti veiklg jonizuojan€ios spinduliuotés aplinkoje branduolinés energetikos

objekte, paslaugy teikejo (ir visy lygiy subteikéjy) personalui bus taikomi apribojimai ir reikalavimai:


https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103
https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103
https://www.iae.lt/teisine-informacija/vidiniai-teises-aktai/103
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13.2.1. paslaugy teikéjo personalui bus taikoma gyventojams nustatyta metinés
efektinés apSvitos dozeés ribiné 1 mSv per metus verté. Pasiekes Sig verte, darbuotojas negalés
einamais metais testi darby kontroliuojamoje zonoje;

13.2.2.  paslaugy teikéjas, prie§ pradédamas darbus kontroliuojamoje zonoje, turi
nedelsdamas pateikti kiekvieno siunciamo darbuotojo duomenis apie einamaisiais metais gautas
dozes, atliekant darbus ne V] IAE;

13.2.3.  paslaugy teikéjo personalui bus iSduodami leidimai, suteikiantys teise patekti
j branduolinés energetikos objekty apsaugos zonas tik su palyda.

14. Tiekéjo (ir visy lygiy subtiekéjy) personalui, kuris pagal sutartj dél jiems priskirty
funkcijy ar pavesto darbo turi jgyti teise be palydos patekti j branduolinés energetikos objekto
apsaugos zonas (iSskyrus riboto patekimo zong) ir (ar) branduolinés energetikos objekto aikstele,
leidimas gali bati suteiktas tik atlikus fiziniy asmeny patikrinimg Branduolinés energijos jstatymo
numatyta tvarka, pateikiant nustatytos formos dokumentus V| IAE Fizinés saugos skyriui.
Patikrinimas ir sprendimo iSduoti leidimg priémimas trunka iki 40 darbo dieny, nuo visy reikiamy
dokumenty pateikimo dienos.

15. Paslaugos, susijusios su radioaktyviai uZtersta jranga, turi biti teikiamos IAE
kontroliuojamos zonos ribose.

16. Radioaktyviai uztersta jranga ir jrankiai paslaugy teikéjui negrazinami ir uz juos

nebus kompensuojama ar kitaip atlyginama.

VI. DOKUMENTAI

17. Tiekeéjas pasitlyme turi nurodyti pagal Sios techninés specifikacijos 1, 3-7 lenteliy
techninius reikalavimus sitlomy bei visos kitos jrangos, kuri bus pateikta (fotografavimo jrangos,
dury procesoriy, spausdintuvy ir t.t.) prekiy gamintojus ir modelius.

18. Kartu su pasidlymu Tiekéjas turi pateikti prekiy gamintojo parengtus techninius
apra8us ir/ar analogiSkus gamintojo parengtus dokumentus, jrodancius sitGlomy prekiy, nurodyty
Sios techninés specifikacijos 1, 3-7 lentelése techniniy parametry atitikimg Sios techninés
specifikacijos reikalavimams.

19. Kartu su prekémis Tiekéjas turi pateikti sillomy prekiy gamintojy techninius
apraSus ir 1 lenteléje nurodyty prekiy gamintojy numatytg eksploatavimo (vartojimo) instrukcijg

(lietuviy ir angly kalba).

VIl. REIKALAVIMAI DEL |DIEGIMO, PRISTATYMO IR PRIEMIMO-PERDAVIMO

20. Visos prekeés turi bati pristatytos ir sumontuotos V| Ignalinos atominés elektrinés
pagrindinéje aikSteléje, Panaudoto branduolinio kuro saugyklos aikSteléje ir Laikinosios panaudoto

branduolinio kuro saugyklos aiksteléje Draksiniy k., 31152 Visagino sav.
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VIll. JRANGA

21. Tiekéjas uztikrina, kad turés pakankamai sutarties jgyvendinimui reikalingy
priemoniy ir jrangos.

22. Pagal $ig sutartj perkanciosios organizacijos vardu negali buti perkama ar baigus
vykdyti sutartj perkanciajai organizacijai perduodama jokia techniné jranga, reikalinga sutarties
jgyvendinimui.

IX. KITOS ISLAIDOS

23. Visos kitos i8laidos, susijusios su sutarties jgyvendinimu, turi bati jskai€iuotos |
bendrg sutarties kaing. Jokios papildomos iSlaidos, nejskaiCiuotos | sutarties kaina,
kompensuojamos nebus.

X. APLINKOS APSAUGOS KRITERIJY REIKALAVIMAI
24. Maksimaliai mazinamas popieriaus sunaudojimas dokumentams, dokumenty
kopijavimui ir spausdinimui, teikiant pirmenybe skaitmeninéms dokumenty kopijoms, siunciant
elektroniniu pastu, pasinaudojant elektroninio paraso funkcijos galimybémis ar kitais badais. Esant
batinybei spausdinti, naudojamas perdirbtas popierius, kuris atitinka zaliojo pirkimo reikalavimus,
patvirtintus Lietuvos Respublikos aplinkos ministro 2011 m. birzelio 28 d. jsakyme Nr. DI-508 ,Dél
Produkty, kuriy vieSiesiems pirkimams taikytini aplinkos apsaugos kriterijai, sgraso, Aplinkos
apsaugos kriterijy ir Aplinkos apsaugos kriterijy, kuriuos perkanciosios organizacijos turi taikyti

pirkdamos prekes, paslaugas ar darbus, taikymo tvarkos apra$o patvirtinimo®.

Xl. APMOKYMAI
25. Tiekéjas turi apmokyti UZsakovo darbuotojus vykdyti programinés jrangos
administravimo (5 darbuotojus), naudojimo (5 darbuotojus) bei tiekiamos techninés jrangos
aptarnavimo bei gedimy Salinimo darbus.

XIl. KITI REIKALAVIMAI

26. Visoms sillomoms prekéms turi bati taikoma ne trumpesné nei 24 ménesiy
garantija nuo perdavimo-priémimo akto pasiraSymo dienos.

27. Garantiniu laikotarpiu, esant prekiy defektams, Uzsakovas kreipiasi j Tiekéjg su
praSymu atvykti Salinti gedimus telefonu arba el. pastu. Defekty Salinimo paslaugos pradedamos
teikti darbo dienomis ne véliau kaip per 48 valandas nuo praSymo atvykti gavimo momento, jei
praSyme atvykti nenustatyta vélesné data. Tiekéjas uztikrina atsiradusiy defekty pasalinimg savo
sgskaita ne véliau kaip per 30 kalendoriniy dieny nuo kreipimosi dienos.

28. Garantija — tai laikotarpis, per kurj i8aiSkéjus pateikty prekiy
trikumams/defektams, jie turi bati pasalinti prekiy tiekéjo sgskaita. Pakeistoms naujoms jrangos
dalims turi bdti taikoma ne mazesné kaip gamintojo garantija nuo remonto paslaugy perdavimo-
priémimo akto pasiraSymo dienos.

29. Visos sillomos prekeés turi bati naujos, nenaudotos.
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atsakymus ] pateiktus klausimus.

Eil.

PraSymai (kalba netaisyta):

Atsakymai | PraSymus:

PraSome paaiskinti kaip suprantamas
apibrézimas “darbo stotys (9vnt)? Ar tai
reiskia sistemos
administratoriaus/operatoriaus  nuotoliné
darbo vieta? Kokj sistemos funkcionaluma
galima atlikti naudojantis darbo stotimi:
kurti vartotojus, administruoti vartotojus,
valdyti jrenginius ir kt?

Darbo stotis tai kompiuteris su Windows operacine
sistema (Pastaba. IAE naudojamos ne Zemesnés kaip
Windows 11 x64 operacinés sistemos Vversijos),
kurioje turi buti jdiegta patekimo kontrolés sistemos
programiné jranga, kurioje gali prisijungti tiek
administratorius, tiek operatorius.

Taciau trys darbo stotys turi turéti administratoriaus ir
operatoriaus funkcionaluma, t. y. turi buti galimybé

kurti vartotojus, administruoti vartotojus, valdyti
jrenginius ir turéti visas administratoriaus teises.

O SeSios darbo stotys privalo turéti operatoriaus
funkcionaluma, t. y. turi turéti galimybe¢ minimaliai
atlikti Siuos veiksmus: sukurti leidima, keisti
leidimo prieigos teises, atspausdinti leidima,
keisti leidimy tvarkara$¢ius, matyti praneSimus,
matyti leidimy patekimo vietg realiu laiku, realiu
laiku keisti leidimo bukle (blokuoti/atblokuoti,
pakeisti leidimo zong), dirbti su ataskaitomis,
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taCiau gali turéti platesnes teises priklausomai nuo
sitilomo sprendimo.

Sistemos specifikacijoje néra aprasyta
kaip sistema turi veikti esant “offline”
rezimui. PraSome patikslinti ar reikalingas
sistemos veikimas neprisijungus (offline
rezimu), t. y. ar sistemos jvykiai turi biiti
i§saugomi kontroleriuose dingus rySiui?

Atsakydami j §j klausima, patiksliname Techninés
specifikacijos reikalavimus, keliamus sistemos
veikimui ir nustatome, kad sistema (jskaitant
kontrolerius) privalo veikti “offline” rezimu, t. y.
dingus rysiui tarp kontroleriy ir serverio kontroleriai
turéty vykdyti praleidima pro duris, kurias jie
kontroliuoja  bei  vykdyti  sisteminiy  jrasy
archyvavima.  RySiui  atsistaius  sisteminiai
praneS$imai tarp kontrolerio ir serverio turi biiti
sinchronizuoti.

Sistemos specifikacijoje néra keliamas
reikalavimas Sifruoti duomenis, nors
skaitytuvy techniniuose reikalavimuose
numatytas OSDP Sifruotas protokolas.
PraSome patikslinti ir/ar nurodyti ar turi
buti uztikrintas AES Sifravimas? Ir kokio

lygio?

Atsakydami j §j klausima, patiksliname Techninés
specifikacijos reikalavimus, ir nustatome, kad turi buti
naudojamas Sifravimo protokolas su ne trumpesniu
nei 128 bity raktu.

PraSome patikslinti kaip suprantamas ir
kokj funkcionalumg turi atlikti 1.3. punkte
minimas prieigy planavimo modulis. Koks
konkretus funkcionalumas turi  biti
iSpildytas?

Atsakydami j §j klausima, patiksliname Techninés
specifikacijos reikalavimus, ir nustatome, kad prieigy
planavimo modulis turi leisti konfigiiruoti prieigy
(korteliy) galiojimo tvarkarascius.

Prasome patikslinti kaip suprantamas ir
kokj funkcionalumg turi atlikti 1.5. punkte

apraSytas generuojamas aliarminis
praneSimas? Ar tai suprantama kaip
prane§imas  sistemoje? ar  garsinis
signalas?

Atsakydami ] §j klausima, patiksliname Techninés
specifikacijos reikalavimus, ir nustatome, kad
generuojamas aliarminis praneSimas - praneSimas
sistemoje, kurj galéty pamatyti operatorius, su
garsiniu signalu.

PraSome paaiskinti ir patikslinti 4.10
punkte aprasyta varteliy blokavimo
mechanizmg. Koks veikimo principas? Ar
teisingai suprantame, kad tai auks¢iausias
uzrakinimo statusas (net jeigu vartotojas
turi teis¢ praeiti, programiskai galima
apriboti dury atidarymg?)

Varteliy blokavimo mechanizmg rangovas galés
pasirinkti savo nuozilira (elektromagnetiné spyna,
elektromagnetas ir pan.) priklausomai nuo konkrecios
situacijos (konkreciy varteliy). Varteliy blokavimo
mechanizmai turéty blokuoti vartelius elektroniniu
bidu (negalima jy mechaniSkai — su raktu ar kaip
kitaip, atidaryti). Varteliai atsiblokuoti turi jei
vartotojas su teise praeiti pasinaudos skaitytuvais,
kurie kontroliuoja varteliy atidarymg. Programinis
vartotojo, turinio teis¢ praeiti, blokavimo
funkcionalumas nereikalaujamas.

Prasome paaiskinti ir patikslinti 4.11
punkte  aprasyta dury  blokavimo
mechanizmo veikimo principa.

Zr. Atsakyma j 6 klausima.

PraSome patikslinti ir paaiskinti 6 lentelés
4 punkte apraSytos “Specializuota
spausdintuvo programiné jranga”
funkcionalumg ir veikimo principa. Ar tai
reiskia, kad kortelés dizainas,
formatavimas ir spausdinimas turi biti

Atsakydami ] §j klausima, patiksliname Techninés
specifikacijos reikalavimus dél 6 lentelés 4 punkte
apraSytos “Specializuotos spausdintuvo programinés
jrangos” funkcionalumo ir nustatome, kad kortelés




atlickamas pragjimo sistemos

programingje jrangoje?

dizainas, formatavimas ir spausdinimas turi biti
atlickamas praéjimo sistemos programingje jrangoje.

Specializuota spausdintuvo programiné jranga turi
bliti suprantama, kaip spausdintuvo tvarkyklés
reikalingos spausdintuvo prijungimui prie darbo
stoties su Windows operacine sistema (Pastaba. IAE
naudojamos ne zemesnés kaip Windows 11 x64
operacings sistemos versijos).

a. Jeigu PO nereikalauja, kad kortelés
maketavimas turi vykti vienoje sistemoje,
tokiu atveju praSome nurodyti techninius
reikalavimus vartotojy duomeny
perkélimui tarp sistemy:
i. Koks turi biiti duomeny Sifravimas?
ii. Ar duomenys (ir kiek laiko) turi bati
saugomi korteliy maketavimo sistemoje?

9. 7 lentelé. PraSome patikslinti ar vartotojo | Atsakydami j §j klausima, patiksliname Techninés
foto nuotrauka turi biiti saugoma praéjimo | specifikacijos reikalavimus, ir nustatome, kad
sistemos programinés jrangos duombazéje | Vartotojo atvaizdavimas sistemoje (Vartotojo foto
prie vartotojo? Ar pridéjus kortele prie | nuotrauka turi buti saugoma pra¢jimo sistemos
skaitytuvo  sistemoje  bus  matoma | programinés jrangos duomeny bazéje prie vartotojo.
darbuotojos fotonuotrauka, Kkuri turi | Pridéjus kortele prie skaitytuvo sistemoje turi buti
sutapti su foto nuotrauka ant kortelés? | matoma darbuotojo fotonuotrauka, kuri turi sutapti su
(vizualiné darbuotojy patikra) foto nuotrauka ant kortelés (vizualiné darbuotojy

patikra).

10. Prasome patikslinti prie kokios jrangos bus | fotografavimo jrenginiai (2 vnt.) turi biiti prijungti prie
prijungti fotografavimo jrenginiai? Ar | skirtingy darbo stociy (2 vnt.)
teisingai suprantame, kad jie bus prijungti
prie vienos i§ “darbo stoties”?

11. Ar pragjimo sistemos vartotojai turi biiti | Tokio funkcionalumo reikalavimas néra numatytas
sinchronizuojami su kitomis duombazémis | Pirkimo dokumentuose, taciau jis néra draudziamas.
ar vartotojy sarasais? Pvz. MS Active
Directory

12. Kadangi Siuo metu PO (perkancioji | Sistema turi turéti dvigubos autentifikacijos metodo
organizacija) naudoja dvigubos | (kortelé+pin) funkcionaluma.
autentlﬁkacuos (.21.:A) metodg kortelé+pin Kiti metodai néra reikalaujami, bet gali biti siillomi
kodas patekimui | patalpas, o konkurso | . i qomi (pvz biometriniai duomenys, Zetonai
specifikacijoje yra numatyta jsigyti alpb.f_apl 12 L PVZ . . y.’l b_?
korteliy skaitytuvus su klaviatiromis, mvo.klr}ls ra ta:i),. ta]calau visals aj[lee(J als privao 1(11‘[1
prasome patikslinti ar perkama jeigos uzti 1r'1tas. vigubos  autentifikacijos metoco

L. . o (kortelé+pin)  funkcionalumas  su  perkamais

kontrolés sistema turi palaikyti 2FA ar skaitytuvais su klaviatiira

MFA  (multifactor  authentification) '

funkcionalumg? Jeigu toks

funkcionalumas numatytas ar visur bus

naudojama tik kortelé + pin kodas, ar

gali/turi  biiti  naudojami ir  Kkiti

identifikatoriai (pvz biometriniai

duomenys, Zetonai, mobilds raktai)?

13. Papildymas 8 klausimui. | i. Koks turi biiti duomeny Sifravimas?

Zr. Atsakyma j 3 klausima.

ii. Ar duomenys (ir kiek laiko) turi biiti saugomi
korteliy maketavimo sistemoje?

Korteliy maketavimo sistemoje turi biiti saugomi
korteliy Sablonai, bet ne vartotojo asmeniniai
duomenys. Duomeny saugojimo laikas neribojamas,
kiek butina pagal galiojancius t. aktus.




2x2x0,5 kabelis neatitinka OSDP v2
standartui  keliamo reikalavimo naudoti
vytos poros kabelj. Ar esant nekorektiSkam
sistemos veikimui, Perkancioji
Organizacija atliks kabelio keitimg savo
léSomis ?

14. Ar sistemoje turi biiti numatyta galimybé | Sis funkcionalumas nereikalaujamas, ta¢iau néra
palaikyti valstybiniy numeriy atpazinimo | draudziama siiilyti $io papildomo funkcionalumo.
funkcionaluma?

15. VI Ignalinos atominés elektrinés | PerkanCioji organizacija neprisiima rizikos dél
pagrindinéje aiksteléje esancioje | nekorektisko sistemos veikimo, net ir esant kabeliy
instaliacijoje panaudotas = FKAR-PG | neatitikimui sitilomai sistemai, todél tiekéjai turi

sitilyti suderinamas sistemas su turima infrastruktiira
arba pasirtipinti esamos infrastruktiiros pritaikymu
siilomai sistemai (pvz. jskaiciuoti kabeliy keitimo
i§laidas j savo pasiiilyma ir pan.).

Taip pat Komisija po Pirkimo paskelbimo be po gauty tiekéjy klausimu pastebéjo

netikslumus / neaiSkumus Pirkimo dokumentuose (toliau tekste — PD), t. y. ,,Pateikimo kontrolés

sistemos pirkimo techninéje specifikacijoje®, todél vadovaujantis PD A dalies 15.3 p. ,,Nesibaigus

pasiillymy pateikimo terminui, perkancioji organizacija savo iniciatyva turi teise paaiskinti

(patikslinti) PD <...>“, savo iniciatyva tikslina PD.

Tikslinami PD E dalies, t.

y. ,Pateikimo kontrolés sistemos pirkimo techninés

specifikacijos “ (toliau — TS)“ (toliau — TS) dalis punkty, i§déstomi nauja redakcija ir/ar papildomi

naujais reikalavimais.

Kei¢iami TS 1 lentelés 2, 5 ir 10 p. iS8déstomi nauja redakcija:

Prieigy planavimo modulis (turi leisti
konfigtiruoti prieigy (korteliy) galiojimo
tvarkarascius)

Turi buti

Modulis,  generuojantis  aliarminius
praneSimus (praneSimas sistemoje, kurj
galéty pamatyti operatorius, su garsiniu
signalu): bandymas patekti neturint
leidimo ir pan.

Turi buti

<...>

10.

Programiné jranga ne maziau kaip 9 darbo
stotims (3 (trys) darbo stotys turi turéti
administratoriaus ir operatoriaus
funkcionaluma, 6 (SeSios) darbo stotys
privalo turéti operatoriaus funkcionaluma).

Pastaba. Darbo  stotyse instaliuotos

Windows 11 x64 operacings sistemos.

Turi bati




TS 1 lentelé yra papildoma naujais reikalavimais ir jie yra iSdéstomi taip:

12. Sistema (iskaitant kontrolerius) privalo | Turi biti
veikti ,,offline* rezimu, t. y. dingus rysiui
tarp kontroleriy ir serverio kontroleriai
turéty vykdyti praleidimg pro duris, kurias
jie kontroliuoja bei vykdyti sisteminiy jrasy
archyvavimg. RySiui atsistacius sisteminiai
praneSimai tarp kontrolerio ir serverio turi
biiti sinchronizuoti.

13. Duomeny Sifravimui naudojamas Sifravimo | Turi biiti
protokolas su ne trumpesniu nei 128 bity
raktu

14, Vartotojo atvaizdavimas sistemoje | Turi buti
(Vartotojo foto nuotrauka turi biiti saugoma
patekimo sistemos programinés jrangos
duomeny bazéje. Pridéjus kortele prie
skaitytuvo sistemos praneSimy lange turi
bliti matoma darbuotojo fotonuotrauka,
kuri turi sutapti su foto nuotrauka ant
kortelés (vizualine darbuotojy patikra).

TS 4 lentelé yra papildoma nauju reikalavimu (4 lentelés 10 punktas) ir jis yra iSdéstomas

taip:

10. Galimybé naudoti dvigubos autentifikacijos|Turi buti
metoda (kortelé+pin)

Atitinkamai su praneSimu bus pridéta bei pavieSinta CVP IS prie PD patikslinta Tiekéjo

pasiiillymo forma (*docx), kurioje tiekejas turi uzdeklaruoti atitikimg Siam TS reikalavimui.

Pirkimo dokumentuose nustatytu terminu tikslinimas:

Atsizvelgiant | tai, kad buvo padaryti Konkurso pirkimo dokumento pakeitimai, Komisija
prieme sprendimg pakeisti Pirkimo dokumenty A dalies 2.1 p. nustatytus terminus ir Sis punktas
18déstomas taip:

., 2.1.1. Susitikimas su tiekéjais bus organizuojamas 2025-04-28 - 2025-05-02 dienomis.

2.1.2. Perkancioji organizacija prasymq paaiskinti pirkimo dokumentus turi gauti ne
véliau kaip iki 2025-05-13 imtinai.

2.1.3. Atsakymas j tiekéjo prasymq paaiskinti pirkimo dokumentus turi biiti siunciamas
taip, kad tiekéjas jj gauty ne véliau kaip iki 2025-05-20 imtinai.

2.1.4. Pasiiilymy pateikimo termino pabaiga: 2025-05-27 10:00 val.

2.1.5. Pradinio susipazinimo su pasiiilymais posédzio data: 2025-05-27.



Pridedama. Tiekéjo pasialymo forma (patikslinta), 7 lapai.
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Dokumento pavadinimas (antras$té)

DEL PIRKIMO DOKUMENTU PAAISKINIMO IR
PATIKSLINIMO

Dokumento registracijos data ir numeris

2025-05-08 Nr. JS-1830(13.66E)

Dokumento gavimo data ir dokumento gavimo registracijos
numeris

Dokumento specifikacijos identifikavimo Zymuo

ADOC-V1.0

ParaSo paskirtis

Para$a sukiirusio asmens vardas, pavardé ir pareigos

Sertifikatas i§duotas

PasiraSymas

Parag$o sukiirimo data ir laikas

2025-05-08 10:57:11 (GMT+03:00)

Para3o formatas

XAdES-T

Laiko Zymoje nurodytas laikas

2025-05-08 10:57:24 (GMT+03:00)

Informacija apie sertifikavimo paslaugy teikéja

EID-SK 2016, AS Sertifitseerimiskeskus EE

Sertifikato galiojimo laikas

2020-08-28 17:14:12 —2025-08-27 23:59:59

Informacija apie biidus, naudotus metaduomeny vientisumui
uZtikrinti

"Registravimas" paskirties metaduomeny vientisumas uztikrintas
naudojant "RCSC IssuingCA-2, VI Registru Centras - i.k.
124110246 LT" i8duota sertifikatg "Dokumenty valdymo sistema
Avilys, Ignalinos atominé elektriné, VI, 1.k. 255450080 LT",
sertifikatas galioja nuo 2024-12-18 09:12:37 iki 2027-12-18
09:12:37

' Pagrindinio dokumento priedy skai¢ius

1

Pagrindinio dokumento pridedamy dokumenty skaifius

Pridedamo dokumento sudarytojas (-ai)

Pridedamo dokumento pavadinimas (antra§té)

Pridedamo dokumento registracijos data ir numeris

Programinés jrangos, kuria naudojantis sudarytas elektroninis
dokumentas, pavadinimas

Dokumenty valdymo sistema Avilys, versija 3.5.63

Informacija apie elektroninio dokumento ir elektroninio (-iy)
para$o (-y) tikrinima (tikrinimo data)

Atitinka specifikacijos keliamus reikalavimus.
Visi dokumente esantys elektroniniai parasai galioja (2025-05-08
11:03:48)

PaieSkos nuoroda

Papildomi metaduomenys

Nuora$a suformavo 2025-05-08 11:03:49 Dokumenty valdymo
sistema Avilys




Elektroninio dokumento nuorasas

AE=

VALSTYBES IMONE

IGNALINOS ATOMINE ELEKTRINE

CVP IS tiekéjai

CVP IS priemonémis

2025-05- Nr. IS-

DEL PIRKIMO DOKUMENTU PAAISKINIMO

Informuojame, kad tarptautinio vieSojo pirkimo ,Pateikimo kontrolés sistemos

pirkimas*, vykdomo atviro konkurso btidu (pirkimo ID 1984530, toliau — Pirkimas), metu Centrinés

vieSyjy pirkimy informacinés sistemos priemonémis gauti tiekéjo (-y) praSymas (-ai) paaiskinti /

patikslinti Pirkimo dokumentus.

VI Ignalinos atominés elektrinés VieSyjy pirkimy komisija (toliau — Komisija) teikia

atsakymus ] pateiktus klausimus.

Eil. | Prasymai (kalba netaisyta): | Atsakymai j PraSymus:

Nr.

L Prasome patikslinti ar esama | Esamoje sistemoje nejrengti dury padéties davikliai.
patekimo kontrolés sistema turi
rengtus dury padéties
daviklius (magnetinius
kontaktus). Jei taip, tai ar jie
liecka (nebus demontuoti) ir ar
juos reikés prijungti prie naujos
sistemos?

2. Ar rangovas turi jsivertinti ir | Dury padéties davikliy jsivertinti nereikia, kadangi tokio
naujus dury padéties daviklius | funkcionalumo, t. y. dury padéties davikliy jrengimo,
(magnetinius kontaktus) | nereikalaujame.
vietose, kur naujai jrengiama
(jei tokiy viety yra) patekimo
kontrolés sistema?

Valstybés jmoné Tel. (+370~386) 28985 Duomenys kaupiami ir saugomi  Atsiskaitomoji saskaita LT10 7300 0100 0261 4996
Elektrinés g. 4, K 47 Juridiniy asmeny registre »Swedbank®, AB

Driksiniy k. El p. iae@iae.lt Kodas 255450080

31152 Visagino sav. PVM mokétojo kodas

LT 554500811


mailto:iae@iae.lt

Prasome pateikti informacijg
(apraSymus) kokio tipo
uzblokavimo mechanizmai yra
sumontuoti iSnaudojami
duryse/varteliuose su patekimo
kontrolés sistema.

Siuo metu naudojamose duryse / varteliuose yra sumontuotos
paprastos raktu rakinamos spynos.

PraSome pateikti informacija
(apraSymus, nuotraukas) apie
vartelius, kuriems rangovas,
pagal TS (techniné
specifikacija) punkta Nr. 4.10,
turi numatyti uZzblokavimo
mechanizmus.

Standartiniai varteliai atrodo taip (nuotraukos pridedamos):

1 variantas:

2 variantas:




Prasome pateikti informacijg
(aprasymus, nuotraukas) apie
duris, kurioms rangovas, pagal
TS punkta Nr. 4.11., turi
numatyti uzblokavimo
mechanizmus.

Durys atrodo taip (nuotraukos pridedamos):

Durys Nr. 1

Durys Nr. 2




Prasome pateikti informacijg
(apraSymus, nuotraukas) kaip
§iuo metu ant/prie turnikety yra
sumontuoti skaitytuvai, kokie

laikikliai ~ naudojami, kad
jvertinti  naujus  reikiamus
laikiklius.

Siuo metu sumontuoti skaitytuvai atrodo taip (nuotraukos
pridedamos):

Skaitytuvas Nr. 1

Skaitytuvas Nr. 2

Pagal TS punkta Nr. 6.2.2.

rangovas turés pateikti ir

sumontuoti  varty  valdymo
pulta (varty ir anti-taraniniy
varty valdymui). Ar nuo varty
iki pulto vietos yra jrengtas
reikiamas kabeliy kiekis ar
rangovas turi juos nusimatyti ir

turés juos jrengti naujai?

Komunikacinés linijos nuo varty / antitaraniniy jrenginiy yra
nutiestos iki operatorinés. Reikéty jsivertinti esamy kabeliy
prailginima (iki 5 metry kiekvieng kabelj) nuo sienos
operatoringje iki stalo, ant kurio turés buiti sumontuotas valdymo
pultas.




Pagal TS punkta Nr. 6.2.4
rangovas turés atlikti 7 varteliy
skaitytuvy sumontavimg ir
komunikacijy pratiesimo
darbus. Taip pat reikia
numatyti uzrakinimo
mechanizmus. Atsizvelgiant ]
tai, kad  reikia  naujy
komunikacijy ir uZrakinimo
mechanizmy, bei todél, kad TS
punkte Nr. 5 esama PKS néra
minimi varteliai, ar teisingai
suprantame, kad Siuose
varteliuose S§iuo metu néra
jrengta pateikimo kontrolés
sistema ir ja reikéty jrengti
naujai? Jei taip, tuomet
prasome nurodyti kiek ir kokio
jrangos (skaitytuvai,
magnetiniai kontaktai ir pan.)
reikia numatyti.

Minimuose varteliuose $iuo metu néra jrengty patekimo kontrolés
sistemos elementy. Biity reikalingi skaitytuvai (jskaiciuoti j TS
tiekimo apimtj) bei dury procesoriai. Dury padéties davikliy
nereikalaujame.

Pagal TS punkta Nr. 6.2.6
rangovas turés atlikti 2 dury |
patalpas skaitytuvy
sumontavimo ir komunikacijy
pratiesimo darbus, jtraukiant |
tiekimo apimtj dury
uzrakinimo mechanizmus,
valdomus per skaitytuvus.
Atsizvelgiant | tai, kad reikia
naujy komunikacijy ir
uzrakinimo mechanizmy, ar
teisingai suprantame, kad Siose
duryse S§iuo metu néra jdiegta
pratekimo kontrolés sistemos ir
ji bity diegiama naujai? Jei
taip, tuomet prasome nurodyti
kiek ir  kokio  jrangos
(skaitytuvai, magnetiniai
kontaktai ir pan.) reikia
numatyti.

Analogiskai kaip atsakyme j 8 klausima.

10.

PraSome patikslinti kas turima
omenyje, kai sakoma: "dury
mechanizmus, valdomus per
skaitytuvus"? PanaSiu atveju
TS punkte 6.2.4 nurodoma, kad
varteliy uzrakinimo

aaiSkiname, kad reikalavimas “dury mechanizmus, valdomus
Paaisk kad reikal “d h 1d

per skaitytuvus‘ turi biti suprantamas kaip “dury mechanizmus,
valdomus per dury kontrolerius (=procesorius)”.




mechanizmai turi biiti valdomi
per dury procesorius.

klojami naujai kabeliai?

11 TS punkte 6.2.7 nurodoma, kad | Techninis darbo projektas turi biiti suprantamas kaip visy atlikty
uzbaigus sistemos diegimo | darby apraSymas ir sumontuotos jrangos iSdéstymo schemos
darbus turi buti parengtas su | pateikimas, t. y. jis neprivalo buti parengtas remiantis STR
Uzsakovu suderintas techninis | reikalavimais.
darbo  projektas.  Prasome
patvirtinti, kad techninis darbo
projektas turés buti parengtas
remiantis STR reikalavimais.

Taip pat atkreiptinas démesys,
kad jprastai projektas yra
rengiamas prie§ darby pradzia.

L2. Prasome informuoti ar po | Demontavimo metu esami kabeliai bus suzyméti. Taip pat
esamos jrangos demontavimo, | pazymime, kad demontavimas ir montavimas turéty buti
kuria atliks Uzsakovo | vykdomas tuo paciu metu, t. y. atjungus ir demontavus esama
darbuotojai, kaip nurodoma TS | skaitytuva jo vietoje turéty buti montuojamas naujas bei
punkte Nr. 6.2.1., bus suzyméti | prijungiamas prie naujo dury kontrolerio. Visame tame procese
kabeliai? dalyvaus UZsakovo atstovai, kurie operatyviai spres tokio tipo

klausimus.

1. Prasome informuoti, ar | Uzsakovas negali garantuoti, kad esami komunikaciniai kabeliai
Uzsakovas garantuoja, kad | (nuo dury kontroleriy iki skaitytuvy) tiks siiilomai sistemai
esami kabeliai yra tinkami | (negalime zinoti kokia sistema bus pasitlyta). Turéty biti
naudoti, ar rangovas turi | pasitlyta tokia sistema ir tokia jranga, kuriai esami
jsivertinti ir kabeliy testavimg | komunikaciniai kabeliai tikty.
prie prijungiant naujg jrangg?

14. Prasome nurodyti kokiame | Jei kalbame apie nauju kabelius prijungti duris/vartelius —
aukstyje ir kokiomis | situacija yra pakankamai skirtinga visiems objektams, todél
konstrukcijomis bus/buty | negalime nurodyti konkreciai. Didesné dalis kabeliy tikriausiai

bty klojama vir§ pakabinamy luby jprastinio aukscio patalpose

Atsizvelgiant | tai, kad Pirkimo dokumentai aiSkinami PD nustatytais terminais, PD A

dalies 2 punkte nustatyti terminai nesikeicia.*

Viesyjy pirkimy komisijos pirmininké

2025-05-19

2025-05-19+PD_paaiskinimas_(1984530).docx
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r. TIEKEJO PASIULYMAS 1-AI PIRKIMO
DALIAI

Patekimo kontrolés sistemos pirkimas

2025-05-26

(Vieta)

Tiekéejo pavadinimas [jei tai tickejy grupé, nurodyti:
fungtines veiklos sutarties pagrindu veikianti tiekéjy grupe,
sudaryta is: [nurodyti visy partneriy pavadinimus]]

Spectra Baltic UAB

IAtsakingasis partneris [nurodyti atsakingojo partnerio
avadinima, jei pasitilyma teikia tiekéju grupé]

Tiekéjo adresas [jei pasililyma teikia tiekéjy grupeé,
nurodyti visy partneriy adresus]

Balty pr. 145, LT-47125 Kaunas

U7 pasitilyma atsakingo asmens vardas, pavardé

Telefonas, el. pasto adresas

Siuo pasifilymu pazymime, kad sutinkame su visomis $io pirkimo salygomis, nustatytomis pirkimo
dokumentuose.

Sttlomos Sios prekes ir

prekiy pristatyma, montavima, paleidimg, derinima, personalo apmokyma (toliau vadinama —

prekeés)
ValiutajEurai
. . . Vieneto - Preliminari
Eil Prekés Prekés . . |Mato|, .. [Preliminarus,
Nr.| pavadinimas' |gamintojas Prekes modelis vnt kainis be kiekis* suma be
i | PVM PVM?
Patekimo
kontrolés
sistemos (toliau 996901C; 996940-
- PKS) Inner range| 60;995200PEEU3;
! programiné (Australija)| 996018PCBK; fompl 42954.66 I 42954,66
iranga serveriui 996535PCBK;
K1 vnt.) ir darbo
stotims (9 vnt.)
o [PKS leidimy | Inner range 994610 vat. | 4,80 3000 14400,00
kortelé [(Australija)
PKS skaitytuvas [ Inner range 994725MF +
3 su klaviatiira (Australija) 999046 vit. | 347,10 78 27073,80
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PKS skaitytuvas | Inner range 994720MF +
4 be klaviatiiros  |(Australija) 999037 vat. | 132,50 67 877,50
PKS korteliy FARGO
5 spausdintuvas (JAV) DTC1250e vnt. | 3982,90 2 7965.80
Nestandarting,
Varty valdymo Spectra pagal spec
6 Baltic UAB b ’ vnt. |2500,00 1 2500,00
pultas . uzsakymag
(Lietuva) . i
gaminama preke
Fografavim | o,
7 prengtiat st Packard HP 950 4K [kompl.| 200,00 2 400,00
fvirtinimo prie_ |-y Ay
sienos laikikliais
Varteliy
q “mzel’:glevzlr‘;‘; EfFEff | 118E13--A71 | | 60,00 . 420,00
. > [(Vokietija) PROFIX2 ’ ’
valdomi per
dury procesorius
Dury
uzblokavimo
9 |mechanizmai, EIT-EIT E7 vnt. | 28,50 2 57,00
. (Vokietija)
valdomi per
dury procesorius
Irangos
montavimo, Irangos montavimo,
paleidimo, Spectra |paleidimo, derinimo
10 |derinimo ir Baltic UAB| ir darbuotojy  [kompl.|30000,00 1 30000,00
darbuotojy (Lietuva) apmokymo
apmokymo paslaugos
paslaugos *
Bendra preliminari kaina be PVM?2:| 134648,76
PVM (21%) kaina®:| 28276,24
Bendra preliminari kaina su PVM2:| 162925,00
Bendra preliminari kaina su PVM ZodZiais: Vienas Simtas SeSiasdeSimt du tukstanciai devyni
Simtai dvideSimt penki eurai

Jei suma skaiciais neatitinka sumos Zodziais, teisinga laikoma suma ZodZiais.

' - prekeés (-iy) pavadinimas turi atitikti techningje specifikacijoje nurodytg prekeés (-iy) pavadinima.

? - kainos nurodomos suapvalintos, paliekant du skaitmenis po kablelio.

’ - tais atvejais, kai pagal galiojanCius teises aktus tiekéjui nereikia mokéti PVM, jis atitinkamy
skil¢iy nepildo ir nurodo prieZastis, del kuriy PVM nemoka.

* - kiekvienoje pozicijoje nurodytas kiekis yra maksimalus.

5 - | paslaugy kaing yra jskaciuotos visos islaidos susijusios su perkamos jrangos montavimu,

paleidimu, derinimu bei darbuotoju apmokymu, taip pat i $ia kaing yra jskai€iuota tiekiamy dury

procesoriy (TS 4.6. p.) ir kompiuteriy tinklo komutatoriy (TS 4.7.p.) kaina, kuriy kiekis priklauso

nuo sitilomos jrangos tipo, todel yra parinktas tiekejo savarankiskai taip, kad patekimo kontrolés

sistema funkcionuoty tinkamai).



T33238

Sialomos prekés visiSkai atitinka pirkimo dokumentuose nurodytus reikalavimus ir jy
charakteristikos pateikiamos pasiilymo priede Nr. 1.

Teikdami §j pasiiilyma, mes patvirtiname, kad j miisy siilomg kaing jskaiciuoti visi mokes¢iai
bei visos sutarties vykdymo iSlaidos ir kad mes prisiimame rizika uz visas iSlaidas, Kkurias,
teikdami pasiilymg ir laikydamiesi techninés specifikacijos salygy, privaléjome jskaiciuoti j
pasiiilymo kaina.

Informacija apie sutarties vykdymo metu numatomus pasitelkti subtiekéjus ar specialistus ir
ekspertus: (Pildoma, jei tiekéjas ketina sutarties vykdymui pasitelkti subtiekéjg ar specialistus ir
ekspertus, kurie pasiiilymo pateikimo metu néra tiekéjo ar jo pasitelkiamo (-y) subtiekéjo (-y),
darbuotojai, taciau laiméjimo atveju bus jdarbinti):

Isipareigojimy dalis, nurodant konkrecius pagal

Subtiekéjo pavadinimas, sutartj prisiimamus jsipareigojimus, kuriai ketinama
Eil.Nr.| specialisty ir/ar eksperty pasitelkti subtiekéjg, ir/ar kvalifikacijos reikalavimas
vardas, pavardé (-ai), kuriam (-iems) pagristi bus remiamasi nurodytu

subtiekéju, specialistu ir/ar ekspertu

Kartu su pasitilymu pateikiami pasiiilymo 1 priedas ir Sie dokumentai:

Eil.Nr. Pateikty dokumenty pavadinimas Dokumento puslapiy skaicius
1. |..Tiekéjo deklaracija .2
2. |..Nacionalinio saugumo deklaracija .2
3. |...ESPD deklaracija .17

Pasitilymas galioja 180 kalendoriniy dieny nuo pasiiilymy pateikimo termino pabaigos.

Nurodome, kad Siose pasitilymo dalyse (dokumentuose) yra pateikta konfidenciali informacija:
Eil.Nr. Konfidencialios pasialymo dalies (konfidencialaus dokumento) pavadinimas

Teikdami §j pasitlymg, patvirtiname, kad:

o tiekéjui, subrangovams, tiekéjams ir subjektams, kuriy pajégumais remiamasi (tais
atvejais, kai jiems tenka 10 % sutarties vertés) netaikomi ribojimai, nustatyti 2014 m.
liepos 31 d. Tarybos reglamentu (ES) Nr. 833/2014 dél ribojamyjy priemoniy
atsizvelgiant j Rusijos veiksmus, Kkuriais destabilizuojama padétis Ukrainoje[1],
iskaitant 2022 m. balandzio 8 d. Tarybos reglamentu 2022/576[2] padarytus pakeitimus;

o tiekéjui netaikomi ribojimai, nustatyti 2014 m. kovo 17 d. Tarybos reglamentu (ES) Nr.
269/2014 dél ribojamyjy priemoniy, taikytiny atsizvelgiant j veiksmus, Kkuriais
kenkiama Ukrainos teritoriniam vientisumui, suverenitetui ir nepriklausomybei arba i
juos keésinamasi[3], jskaitant pakeitimus, padarytus 2022 m. balandzio 8 d. Tarybos
reglamentu (ES) Nr.2022/581[4].

[1] https://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX %3A02014R0833-20220413
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|12] https://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX %3A32022R0576
[3] https://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX %3A02014R0269-20220421
[4] https://eur-lex.europa.eu/legal-content/LT/TXT/HTML/?uri=CELEX:32022R0581 & from=LT
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1-0s pirkimo dalies pasiiilymo priedas Nr. 1.

Sitlomos prekés visiSkai atitinka pirkimo dokumentuose nurodytus reikalavimus ir jy savybés yra

tokios:
Fi Prekes Techninés [Sitilomos prekés
L. . . _|charakteristi techninés Atitikimg jrodancio dokumento pavadinimas ir
pavadinim .. .
Nr as kos charakteristikos puslapio Nr.
pavadinimas verté
Patekimo
kontrolés
sistemos
(toliau -
PKS)
programiné
1. |s jrangos
(toliau - P])
serveriui (1
vnt.) ir
darbo
stotims (9
vnt.)
1.1, Vartotojy Vartotojy https://www.innerrange.com/products/software-
valdymo . .
. valdymo modulis licenses/996901c¢
imodulis
1.2. Prieigy
planavimo Prieigy
modulis (turi planavimo
leisti . modulls_( lelsitl https://www.innerrange.com/products/software-
konfigiiruoti konfigiiruoti .
. . . licenses/996901¢
pricigy prieigy (korteliy)
(korteliy) galiojimo
galiojimo tvarkara$cius
tvarkaraScius)
1.3. Prieigy Yra prieigy .
. . https://www.innerrange.com/products/software-
planavimo planavimo .
. . licenses/996901c¢
modulis modulis
l'f"VMOd.UhS’ Modulis,
leidZiantis e .
A leidziantis rengti
rengti leidimy L
» .. leidimy .
panaudojim | .., | https://www.innerrange.com/products/software-
- : panaudojimo .
0” ataskaitas, . licenses/996901¢
aval ataskaitas, pagal
pasal duomenis
duomenis esancius PKS
esancius PKS
l'esn.e];/lu(;q;;;is; léi.e]::[lgq;llﬂiss’ https://www.innerrange.com/products/software-
seneruo): generuojal licenses/996901c¢
aliarminius aliarminius
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praneSimus praneSimus
(pranesimas (pranesimas
sistemoje, sistemoje, kurj
kurj galéty gali pamatyti
pamatyti operatorius, su
operatorius, |garsiniu signalu):
su garsiniu  [bandymas patekti
signalu): neturint leidimo
bandymas ir pan.
patekti
neturint
leidimo ir

an.
1.6. Modulis,
leidZiantis Modulis,
atlikti leidziantis atlikti | https://www.innerrange.com/products/software-
irenginiy jrenginiy licenses/996901c¢
konfigiiravim | konfigliravima
a
1.7. Modulis,
leidZiantis Modulis,

realiu laiku
stebéti visy

leidZiantis realiu
laiku stebéti visy

sistemos sistemos https://www.innerrange.com/products/software-
irenginiy jrenginiy bliseng licenses/996901c¢
biiseng bei bei siysti
siysti komandas
komandas jrenginiams
irenginiams
1.8. ,,Ant‘1‘- Yra ”Amf‘- https://www.innerrange.com/downloads/programmi
passback passback . NP .
funkcija funkcija ng_manual-integriti_guide global anti_passback
1.9.
[b)auz(é?teiggs Dugg;zng(l?)izes [ntegriti Hardening Guide
SQL
1.10. 1.10. Programiné
Programiné [jranga ne maziau
iranga ne kaip 30 darbo
maziau kaip 9jstotims.
darbo stotims [Kiekvieng darbo
(3 (trys) stotj galima
dar.bo sjcojcys suprogr.amuotl https://www.innerrange.com/products/software-
turi turéti kad turety i
. . . . icenses/996901c¢
administratorifadministratoriaus
aus ir ir/arba
operatoriaus [operatoriaus
funkcionalum funkcionaluma.
a, 6 (Sesios) Darbo stotyse
darbo stotys instaliuotos

rivalo turéti

Windows 11 x64
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rezimu, t. y.
dingus rySiui
tarp
kontroleriy ir
serverio
kontroleriai
turety vykdyti
praleidima
pro duris,
kurias jie
kontroliuoja
bei vykdyti
sisteminiy
jirasy
archyvavima.
Rysiui
atsistacius
sisteminiai
pranesimai
tarp

kontrolerio ir
serverio turi

kontrolerius) gali
veikti ,,offline*
rezimu, t. y.
dingus rySiui tarp
kontroleriy ir
serverio
kontroleriai
vykdo praleidimg
pro duris, kurias
jie kontroliuoja
bei vykdo
sisteminiy jrasy
archyvavima.
Rysiui atsistacius
sisteminiai
praneSimai tarp
kontrolerio ir
serverio bus
sinchronizuoti.

operatoriaus operacinés
funkcionalum sistemos.
a).
Pastaba.
Darbo stotyse
instaliuotos
'Windows 11
x64
operacinés
sistemos.
1.11.
Licencija (jei
reikalinga) Licencija
prijungti prie | prijungti prie
Sioje Sioje techninéje
techninéje specifikacijoje
Zplfjrlgé(;gjoj jrenr;lilrrl?s}l?i(:akio Inner Range| 99694 0Integriti Door License
irenginiy ne maziau kaip
kickio ne 60 dury su
maziau kaip skaitytuvais
10 dury su papildomai
skaitytuvais

apildomai
1.12. Sistema
(iskaitant
kontrolerius)
privalo veikti [ 1.12. Sistema
,,offline* (iskaitant

https://www.innerrange.com/products/software-

licenses/996901¢

a8357f 9b86fbSbac5240ee90a08431400d5317.pdf
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. EV3 lustas

biiti
sinchronizuot
i.
Duomeny
Sifravimui
. Duomeny
naudojamas g e
Sifravimo 51fra\{1mu1 .
brotokolas su na.udOJ?lmas https://www.1nn§rrange.com/products/software-
Sifravimo licenses/996901c¢
ne
irumpesniu protokolas su
nei 128 bity 128 bity raktu
raktu
Vartotojo
atvaizdavima
s sistemoje
(Vartotojo Vartotojo
foto atvaizdavimas
nuotrauka turi sistemoje
biiti saugoma | (Vartotojo foto
patekimo nuotrauka yra
sistemos saugoma
programings patekimo
irangos sistemos
duomeny programinés
bazéje. jrangos duomeny
Pridéjus bazéje. Pridéjus
kortele prie kortele prie https://www.innerrange.com/products/software-
skaitytuvo skaitytuvo licenses/996901¢
sistemos sistemos
praneSimy praneSimy lange
lange turi bitif turi biiti matoma
matoma darbuotojo
darbuotojo fotonuotrauka,
fotonuotrauka| kuri turi sutapti
, kuri turi su foto nuotrauka
sutapti su ant kortelés
foto (vizualiné
nuotrauka ant|  darbuotojy
kortelés patikra).
(vizualine
darbuotojy
atikra).
PKS
2. leidimy
[kortele
2.1. Veikimo Veikimo daznis
daznis 13.56MHz Inner-Range-994610-ISO-Card-Data-Sheet.pdf
13,56MHz ’
22 DESFire&reg;
DESFire&reg ’ Inner-Range-994610-1SO-Card-Data-Sheet.pdf
EV3 lustas
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dvigubos

2.3. Standartas
Palaikomas Mifare Inner-Range-994610-ISO-Card-Data-Sheet.pdf
standartas DESFire©
2.4. Spalva Spalva balta Inner-Range-994610-1SO-Card-Data-Sheet.pdf
2.5.
Galimybé Veikia -25° iki
veikti -25° iki +40° )
400 temperatros Inner-Range-994610-1SO-Card-Data-Sheet.pdf
temperatliros intervale
intervale
PKS
3 skaitytuvas
" lsu
klaviatiira
3.1 . Yra klaviatlira |a8357f 696¢cb4cblc144d048a6d41a198da888f.pdf
Klaviattira
3.2. Sviesos |Programuojamas e
dikatoriai | LED indikatorius a8357f 696cb4cblc144d048a6d41a198da888f.pdf
3.3. Garsinis | Programuojamas | e355¢ 696 chach]c144d048a6d4 1a198da888F.pdf
signalas pypeklis
3.4.
13’56MHZ 13’§6MHZV . |a8357f 696cb4cblc144d048a6d41a198da888f.pdf
perdavimo  |perdavimo daznis
daznis
ftfﬁ];:‘rbme 11-14VDC  |a8357f 696cbdcblc144d048a6d41a198da888 . pdf
3.6. Korteliy Korteliy su
su DESFire DESFire
EVI1/EV2/EV| EV1/EV2/EV3 |a8357f 696¢cb4cblcl144d048a6d41a198da888 . pdf
3 lustais lustais
alaikymas palaikymas
3{170'H?CSHDP OSDP duomeny
4 perdavimo  |a8357f 696cb4cblc144d048a6d41a198da888f.pdf
perdavimo
protokolas
rotokolas
8. Atsparumo
IAtsparumo aplinkos
aplinkos Pk . |a8357f 696¢b4cblc144d048a6d41a198da888 . pdf
o poveikiui klase
poveikiui
. P67
klase
3.9. o o
Galimybé Veikia -25° iki
o s a0 T +60°
1‘;‘(1)‘? 207 iki temperatiiros [a8357f 696cbdcblc144d048a6d41a198da888f.pdf
temperatiiros intervale
intervale
éelll?m be Galima naudoti
Y dvigubos a8357f 696cb4cblc144d048a6d41a198da888f.pdf
naudoti : ..
autentifikacijos
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autentifikacij metoda
0s metodal (kortelé+pin
(kortelé+pin)
PKS
skaitytuvas
4.
be
[klaviatiiros
4.1. Sviesos  |Programuojamas
dikatoriai  |LED indikatorius a8357f 11965cdc55¢74eabb22ab7b720bb0637.pdf
3.2. Garsinis | Programuojamas | e357¢ | 65cdcsse74cabb22ab7b720bb0637.pdf
signalas pypeklis
4.3.
[3,56MHz ] 13,56MHz | 0357¢ | 165cdesseaeabb22ab7b720bb0637.pdf
perdavimo  |perdavimo daznis
daznis
4.4. Darbiné
itampa 11-14V DC  |a8357f 11965cdcS5e74eabb22ab7b720bb0637.pdf
4.5. Korteliy Korteliy su
su DESFire DESFire
EVI/EV2/EV| EVI/EV2/EV3 |a8357f 11965cdc55e74eabb22ab7b720bb0637.pdf
3 lustais lustais
alaikymas palaikymas
3{16(;rgesnDP OSDP duomeny
nd perdavimo  |a8357f 11f965cdc55e74eabb22ab7b720bb0637.pdf
perdavimo
protokolas
protokolas
4.7. Atsparumo
IAtsparumo aplinkos
aplinkos U . |a8357f 11965cdc55e74eabb22ab7b720bb0637.pdf
o poveikiui klase
poveikiui
. P67
klasé
4.8.
Galimybé Veikia -25° iki
veikti -2071kil - +60° ) .8357¢ 11965cdc5SeT4eabb22ab7b720bb0637.pdf
+60 temperatiiros
temperatliros intervale
intervale
PKS
[korteliy
5. :
spausdintuv
as
5.1. USB, .
Ethernet USB 2.0 Ethernet| HID FARGO DTCI1250e Printer Datasheet | HID
. jungtis Global
ungtys
-2 Yra galimybe
Galimybé saimy! HID FARGO DTC1250e Printer Datasheet | HID
. spausdinti
spausdinti . Global
. spalvotai
spalvotai
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5.3. Spalvoto Spal\fo:[o .
.. spausdinimo | HID FARGO DTC1250e Printer Datasheet | HID
spausdinimo .
rezoliucija rezohucpa Global
300dpi
5.4. Specializuota
Specializuota | spausdintuvo
spausdintuvo | programiné https://www.hidglobal.com/products/enterprise
programine jranga Asure
iranga ID™ Enterprise
D-3- . https://www.spectrabaltic.lt/leigos-
Eksploataciné kontrole/K orteliu- bos-i deklai/Tuosteles-
s medziagos YMCKO-250 |Kontrole/Korteliu-gamybos-iranga-deklai/Juosteles
3000 spalvoty < 12 vnt 1r-lammatal-kortehu-spau§d1ntuvams/04?000-
Korteliy Fargo-YMCKO-250-spausdintuvo-kasete-tinkama-
L DTC1000-DTC1250e.html

spausdinimui
5.6.
Galimybé Yra galimybe
spausdinti ant| spausdinti ant
leidimy leidimy korteliy
korteliy su | su Sios techninés | HID FARGO DTC1250e Printer Datasheet | HID
Sios techninés| specifikacijos 3 Global
specifikacijos lenteléje
3 lenteléje nurodytais
nurodytais parametrais
parametrais

Fotografavi

mo

irenginys

6. [su

tvirtinimo

prie sienos

laikikliais
6.1.
Maksimali 4K HP 950 4K Webcam | HP® Official Site
vaizdo raiska
6.2. Matymo
l(‘li‘?e‘l‘zlaz . N{%tzy‘;“l’alfggfss b12871Ff4473bed0937128722dbf22eb7c9.pdf
View - FOV)
6.3 Jungties | Jungties tipas | 15671 (14473bed0937128722dbf22eb7c9.pdf
tipas USB USB ]




Elektroninio dokumento nuorasas

AZE:

VALSTYBES [MONE _
IGNALINOS ATOMINE ELEKTRINE

UAB ,Sectra Baltic*
Nr. ]S-

CVP IS priemonémis
| Nr.

DEL PATEIKTO PASIULYMO PAAISKINIMO (PIRKIMO NR. 1984530)

V| Ignalinos atominés elektrinés Viesyjy pirkimy komisija, jvertinusi Jasy pasitlymo,
pateikto tarptautiniame vieSajame pirkime ,Patekimo kontrolés sistemos pirkimas®, vykdomame
atviro konkurso budu (pirkimo Nr. 1984530, toliau — Pirkimas), technine dalj, nustate, kad

pasitlymas yra neaiSkus.

Vadovaudamasi Lietuvos Respublikos vieSyjy pirkimy jstatymo (Pirkimo paskelbimo
metu aktualios redakcijos) 45 straipsnio 3 dalimi ir Pirkimo dokumenty A dalies 17.4 punktu,
praSome ne véliau kaip iki 2025-07-16 (imtinai) CVP IS priemonémis paaiskinti/patikslinti, kaip
Jusy sidlomos prekés atitinka tokius ,Patekimo kontrolés sistemos pirkimas pirkimo techninés

specifikacijos’ (toliau — TS) reikalavimus:

U el Pasitlymo neaiSkumai ir praSymas juos paaiskinti

TS 1 lentelé — Modeliai-
Patekimo kontrolés sistemos (toliau - 996901C;
PKS) programiné jranga serveriui (1 996940-60;
vnt.) ir darbo stotims (9 vnt.) 995200PEEUS;
996018PCBK;
996535PCBK;*
*Neaisku.

Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasitlymo Lenteléje Nr. 1 sidlomy prekiy
gamintojy apraSymus.

1.2. Prieigos kontrolés modulis — Pasidlymo formos 1 priede nurodote — <Prieigy planavimo modulis
turi bati (leisti konfigdruoti prieigy (korteliy) galiojimo tvarkarasc€ius>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

PraSome paaiskinti Jdsy pasillymg, pateikiant gamintojy
apraSymus ir/arba lygiaverCius gamintojy parengtus ir/ar
patvirtintus dokumentus, jrodancius atitiktj Siam TS reikalavimui (-
ams) (toliau tekste - Jrodymai)

1.3. Prieigy planavimo modulis (turi leisti | Pasillymo formos 1 priede nurodote — <Yra prieigy planavimo
konfigaruoti prieigy (korteliy) galiojimo | modulis>

tvarkarascius) - Turi bati
Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c

Valstybés jmoné Tel. (+370~386) 28985 Duomenys kaupiami ir saugomi Atsiskaitomoji sgskaita LT10 7300 0100 0261 4996

Elektrinés g. 4, K 47 Juridiniy asmeny registre ~Swedbank*, AB
Driksiniy k. El p. lae@iae.It Kodas 255450080
31152 Visagino sav. PVM mokétojo kodas

LT 554500811


mailto:iae@iae.lt
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patvirtinancios informacijos neradome.

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.

1.7. Modulis, leidziantis realiu laiku stebéti
visy sistemos jrenginiy bldseng bei siysti
komandas jrenginiams - Turi bati

Pasitlymo formos 1 priede nurodote — <Modulis, leidziantis realiu
laiku stebéti visy sistemos jrenginiy biseng bei siysti komandas
jrenginiams>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Prasome paaiskinti Jisy pasitulyma, pateikiant [rodymus.

1.8. ,Anti-passback” funkcija - Turi bati

Pasitlymo formos 1 priede nurodote — <Yra ,Antipassback"
Funkcija>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Tokia funkcija Integrity nurodyta Siame aprase
https://www.innerrange.com/downloads/programming_manual-
integriti_guide global anti passback

Taciau i$ pateikty dokumenty neaisku, ar jranga komplektuojama
batent tokiu kontroleriu (Siame aprase pagal nuorodg minima
kontrolieriy serija Controller firmware V3.2.X.XXXXX).

Prasome paaiskinti Jisy pasitlyma, pateikiant Jrodymus.

1.9. Duomeny bazeés tipas SQL - Turi bdti

Pasidlymo formos 1 priede nurodote — <Duomeny bazés tipas
SQL>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda - Integriti Hardening Guide- neatsidaro, todél i$ jos
komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).

Prasome paaiskinti Jisy pasitulyma, pateikiant Jrodymus.

1.10. Programiné jranga ne
maziau kaip 9 darbo stotims (3 (trys) darbo
stotys turi turéti administratoriaus ir
operatoriaus funkcionaluma, 6 (SeSios)
darbo stotys privalo turéti operatoriaus
funkcionaluma).

Pastaba. Darbo stotyse instaliuotos
Windows 11 x64 operacinés sistemos —
Turi bati

Pasidlymo formos 1 priede nurodote — <1.10. Programiné jranga
ne maziau kaip 30 darbo stotims.

Kiekvieng darbo stotj galima suprogramuoti
administratoriaus ir/arba operatoriaus funkcionaluma.
Darbo stotyse instaliuotos Windows 11 x64 operacinés sistemos.>

kad turéty

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuorodg) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.

1.11. Licencija (jei reikalinga)
prijungti prie Sioje techninéje specifikacijoje
nurodyto jrenginiy kiekio ne maziau kaip 10
dury su skaitytuvais papildomai- Turi bati

Pasitlymo formos 1 priede nurodote — <Licencija prijungti prie
Sioje techninéje specifikacijoje nurodyto jrenginiy kiekio ne maziau
kaip 60 dury su skaitytuvais papildomai>.

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda, pateikta PasiGlymo Priede Nr. 1 — Inner Range|
996940Inteqriti Door License — neatsidaro, todél i$ jos komisija taip
pat negali jsitikinti dél atitikimo TS reikalavimui (-ams)

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.
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1.12. Sistema (jskaitant kontrolerius)
privalo veikti ,offline“ rezimu, t. y. dingus
rySiui tarp kontroleriy ir serverio kontroleriai
turéty vykdyti praleidimg pro duris, kurias
jie kontroliuoja bei vykdyti sisteminiy jrasy
archyvavimg. RysSiui atsistaCius sisteminiai
praneSimai tarp kontrolerio ir serverio turi
bati sinchronizuoti - Turi bati

Pasitlymo formos 1 priede nurodote — < 1.12. Sistema (jskaitant
kontrolerius) gali veikti ,offline” rezimu, t. y. dingus rySiui tarp
kontroleriy ir serverio kontroleriai vykdo praleidimg pro duris, kurias
jie kontroliuoja bei vykdo sisteminiy jraSy archyvavima.

Rysiui atsistaCius sisteminiai praneSimai tarp kontrolerio ir serverio
bus sinchronizuoti.>

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuorodg) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda, pateikta Pasidlymo Priede Nr. 1 -
a8357f 9b86fb5bac5240ee90a08431400d53f7.pdf — neatsidaro,
todél iS jos komisija taip pat negali jsitikinti dél atitikimo TS
reikalavimui (-ams).

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.

1.13. Duomeny Sifravimui
naudojamas Sifravimo protokolas su ne
trumpesniu nei 128 bity raktu - Turi bati

Pasitlymo formos 1 priede nurodote — <Duomeny Sifravimui
naudojamas Sifravimo protokolas su 128 bity raktu>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuorodg) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.

1.14. Vartotojo atvaizdavimas
sistemoje (Vartotojo foto nuotrauka turi bati
saugoma patekimo sistemos programinés
jrangos duomeny bazéje. Pridéjus kortele
prie skaitytuvo sistemos praneSimy lange
turi bati matoma darbuotojo fotonuotrauka,
kuri turi sutapti su foto nuotrauka ant
kortelés (vizualiné darbuotojy patikra) — turi
bati

Pasidlymo formos 1 priede nurodote — < Vartotojo atvaizdavimas
sistemoje

(Vartotojo foto nuotrauka yra saugoma patekimo sistemos
programinés jrangos duomeny bazéje. Pridéjus Kkortele prie
skaitytuvo sistemos pranesimy lange turi bati matoma darbuotojo
fotonuotrauka, kuri turi sutapti su foto nuotrauka ant kortelés
(vizualiné darbuotojy patikra).>

Taciau gamintojo apraSyme (kuris pasiekimas pagal nuorodg) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Prasome paaiskinti Jisy pasitlyma, pateikiant Jrodymus.

TS 2 lentelé
PKS leidimy kortelés

Modelis — 994610

Gamintojas —
Inner range (Australija)

2.1. Veikimo daznis 13,56MHz  Turi bdti | PasiGlymo formos 1 priede nurodote — < Veikimo daznis-
13,56MHz >
Pasitlymo formos 1 priede pateikta nuoroda j gamintojo apraSyma
(Inner-Range-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todél
iS jos komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui
(-ams).
PraSome paaiskinti Jisy pasitlymag, pateikiant Jrodymus.

2.2. DESFire® EV3 lustas Turi bdti | Pasidlymo formos 1 priede nurodote — < DESFire&reg;

EV3 lustas >

Pasitlymo formos 1 priede pateikta nuoroda j gamintojo apraSyma
(Inner-Range-994610-1SO-Card-Data-Sheet.pdf ) neatsidaro, todél
i$ jos komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui
(-ams)
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https://www.innerrange.com/products/software-licenses/996901c

Prasome paaiskinti Jisy pasitlyma, pateikiant [rodymus.

2.3. Palaikomas standartas 1SO14443A | Pasiglymo formos 1 priede nurodote — <Standartas Mifare

arba lygiavertis DESFire©>
Pasitlymo formoje pateikta nuoroda j gamintojo aprasymg (Inner-
Range-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todél i$ jos
komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams)
Be to, jeigu sillomas standartas pavadintas ,Standartas
Mifare DESFire", todél jeigu sitlomas ISO 14443A lygiavertis
standartas, turite pateikti jo lygiavertiSkumo jrodymus.

2.4. Spalva - Balta Pasitlymo formos 1 priede nurodote — < Spalva balta>
Pasitlymo formoje pateikta nuoroda j gamintojo aprasymg (Inner-
Range-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todel iS jos
komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).
Prasome paaiskinti Jisy pasitulyma, pateikiant [rodymus.

25. Galimybé veikti -25° ki +40° | pPasialymo formos 1 priede nurodote — < Veikia -25° iki +40°

temperatdros intervale - Turi bati

temperatiros intervale>

Pasitlymo formoje pateikta nuoroda j gamintojo aprasymg (Inner-
Range-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todél i$ jos
komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).

Prasome paaiskinti Jisy pasitlyma, pateikiant Jrodymus.

TS 3 lenteleé-
Skaitytuvas su klaviatiira

Modelis —
994725MF +999046

Gamintojas — Inner Range
*Neaisku.
Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasidlymo Lenteléje Nr. 1 siilomy prekiy
gamintojy aprasymus.

3.6. Korteliy su
DESFire®EV1/EV2/EV3 lustais
palaikymas - Turi bati

Pasidlymo formos 1 priede nurodote — <Korteliy su DESFire
EV1/EV2/EV3 lustais palaikymas>

Nors pasitlymo formoje pateikta nuoroda j gamintojo apraSymag
(a8357f_696¢cb4cb1c144d048a6d41a198da888f.pdf) neatsidaro,
todél i$ jos komisijos nepavyko jsitikinti dél jasy sidlomo skaitytuvo
su klaviatdra atitikties TS reikalavimams, ta€iau Komisijai pavyko
surasti gamintojo svetainéje siilomos jrangos aprasyma, i$ kurio
Komisijai pavyko jsitikinti dél dalies reikalavimy. Taciau, teikiant
atsakymg praSome pateikti veikian€ig nuorodg | gamintojo
aprasSymag ir/arba gamintojy aprasymus.

Pazymétina, kad i$ vieSai skelbiamos informacijos Komisija mato -
< Credentials: Mifare DESFire© EV1/EV2 with AES encryption >

PraSome paaiskinti Jasy pasidlymg, pateikiant Jrodymus, kad
sillomas skaitytuvas turi ne tik Korteliy su DESFire®EV1/EV2
lusty palaikyma, bet ir EV3 lusty palaikyma.

TS 4 lenteleé-
Skaitytuvas be klaviatiros

Modeliai:
994720MF + 999037*

Gamintojas —
Inner Range




*Neaisku.
Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasidlymo Lenteléje Nr. 1 sidlomy prekiy
gamintojy aprasymus.

4.5. Korteliy su DESFire®EV1/EV2/EV3
lustais palaikymas - Turi bati

Pasitlymo formos 1 priede nurodote — <Korteliy su DESFire
EV1/EV2/EV3 lustais palaikymas>

Nors pasitlymo formoje pateikta nuoroda j gamintojo apraSymag
(a8357f_696¢cb4cb1c144d048a6d41a198da888f.pdf) neatsidaro,
todél i$ jos komisijos nepavyko jsitikinti dél jlsy sitilomo skaitytuvo
su klaviatdra atitikties TS reikalavimams, taCiau Komisijai pavyko
surasti gamintojo svetainéje sitlomos jrangos aprasyma, i$ kurio
Komisijai pavyko jsitikinti dél dalies reikalavimy. Taciau, teikiant
atsakymg prasome pateikti veikian€ig nuorodg | gamintojo
apraSymag ir/arba gamintojy aprasymus.

Taciau i$ Sis vieSai pasiekiamos informacijos Komisija mato —
< Credentials: Mifare DESFire©EV1/EV2 with AES encryption >

PraSome paaiskinti Jisy pasitlymg, pateikiant Jrodymus, kad
sidlomas skaitytuvas turi ne tik Korteliy su DESFire®EV1/EV2
lusty palaikyma, bet ir EV3 lusty palaikyma.

Taip pat primename, kad visi pateikiami dokumentai turi atitikti visus pirkimo

dokumenty reikalavimus, tarp jy:

- A dalies 7.1. punkto reikalavimai: ,Pasitlymai turi bati rengiami lietuviy kalba.

Pazymos, diplomai, sertifikatai, pagrindziantys tiekéjy pasalinimo pagrindy nebuvimg, techniniai

apras$ai ir analogiski dokumentai, jrodantys siGlomy prekiy techniniy parametry atitikimg techniniy

specifikacijy reikalavimams, priimami ir lietuviy ar angly ar rusy kalba. Jeigu dokumentai yra iSduoti

kita kalba, tokiu atveju prie Siy dokumenty turi biti pridedamas viso pateikiamo dokumento

teisingas vertimas j lietuviy ar angly ar rusy kalbg, patvirtintas vertéjo paradu®.

Papildomai primename, kad aiSkindamas pasililyma, tiekéjas privalo laikytis VieSuyjy

pirkimy tarnybos direktoriaus 2022 m. gruodzio 30 d. jsakymu Nr. 1S-240 patvirtinty Taisykliy

reikalavimy (placiau zr. — 1S-240 Dél Pasitlymy patikslinimo, papildymo ar paaidkinimo taisykliy

patvirtinimo).

Viesuyjy pirkimy komisijos pirmininké

1, 2025-07-09

2025-07-09-Dél-pasialymo-paaiskinimo-SpectraB.docx
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Spectra Baltic, UAB

Balty pr. 145, LT-47125 Kaunas

Sis sertifikatas apima daugiau nei viena veiklos padalini; kitas(-i) padalinys(-iai) nurodytas(-i) kitame(-uose) puslapyje(-iuose)
Siuo sertifikatu Bureau Veritas Certification Holding SAS - UK Branch patvirtina, kad jvertino
nurodytos organizacijos vadybos sistemgq ir nustaté, jog ji atitinka toliau nurodyto vadybos
sistemos standarto reikalavimus

ISO 9001:2015

Sertifikavimo sritis

Elektronikos, elektrotechnikos, silpny sroviy: apsaugos ir jeigos sistemy, vaizdo
stebéjimo, informaciniy technologijuy, telekomunikacijy sriciy prekiy tiekimas,
pardavimas, projektavimas ir techniné prieziiira

Pirmojo sertifikavimo ciklo pradzios data : 11-10-2021

Ankstesnio sertifikavimo ciklo pabaigos data:
Sertifikavimo (pakartotinio sertifikavimo) audito data: -

Sertifikavimo (pakartotinio sertifikavimo) ciklo pradZios data: 31-07-2023

Organizacijos vadybos sistemai nuolat atitinkant nurodyto standarto

reikalavimus, Sis sertifikatas baigia galioti: 30-07-2026

Sertifikato Nr.: LT0O06837 Ver.: 1 ISdavimo data: 31-07-2023
//

L

v

BVCH SAS UK Branch vardu
Sertifikavimo jstaigos adresas: 5th Floor, 66 Prescot Street, London, E1 8HG, Jungtiné Karalysté

Sertifikatq isSdavé: Ukmergés g. 369A, LT-12142 Vilnius

Norédami gauti daugiau informacijos apie Sio sertifikato sritj ir galiojima bei apie vadybos sistemos reikalavimy taikyma,
prasom skambinti: +370 5 233 79 75

UKAS Certificate Template Multi Site Rev.3.10 22 Mar 2023
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Spectra Baltic, UAB

ISO 9001:2015

Sertifikavimo sritis

Padalinio pavadinimas
ir(arba) adresas

Padalinio adresas

Padalinio sertifikavimo sritis

Kauno centrinis padalinys

Balty pr. 145, LT-47125 Kaunas

Elektronikos, elektrotechnikos, silpny
sroviy: apsaugos ir jeigos sistemuy,
vaizdo stebéjimo, informaciniy
technologiju, telekomunikacijy sriciy
prekiy tiekimas, pardavimas,
projektavimas ir techniné priezidra

Klaipédos padalinys

Baltijos pr. 113, LT-93221 Klaipeda

Vilniaus padalinys

T. Sevéenkos g. 20-44, LT-03111

Elektronikos, elektrotechnikos, silpny
sroviy: apsaugos ir jeigos sistemuy,
vaizdo stebéjimo, informaciniy
technologiju, telekomunikacijy sriciy

Vilnius prekiy tiekimas, pardavimas ir
techniné priezitra
Sertifikato Nr.: LT006837 Ver.: 1 ISdavimo data: 31-07-2023

(/Z//

BVCH SAS UK Branch vardu
Sertifikavimo jstaigos adresas: 5th Floor, 66 Prescot Street, London, E1 8HG, Jungtiné Karalysté

Sertifikatq iSdavé: Ukmergés g. 369A, LT-12142 Vilnius

Norédami gauti daugiau informacijos apie Sio sertifikato sritj ir galiojima bei apie vadybos sistemos reikalavimy taikyma,

prasom skambinti: +370 5 233 79 75

UKAS Certificate Template Multi Site Rev.3.10

2/2
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CVP IS

Centriné viesyjy pirkimy informaciné sistema

ISSAMI INFORMACIJA

PIRKIMO ID
PIRKIMO PROCESAS
PRANESIMO ID
SIUNTEJAS
KONFIDENCIALU
TEMA

ISSIYSTA
ATIDARYTA
STATUSAS

PRIEDAI

TURINYS

0On 09/07/2025, Valstybés jmoné Ignalinos atominé elektriné wrote:

Zr. pridedama dokumenta.
Laba diena,

Siunciame jums misy pasitlymo paaiskinimus

PRANESIMU ISTORIJA

10

atitiktys.

Vartotojas av

Rezultatai viename puslapyje | Rodomos visos 2

Veiksmas av

1984530

1

280760

Spectra Baltic

Ne

RE: Dél pateikto pasitlymo paaiskinimo
15/07/2025 14:43

15/07/2025 14:44

Skaityti

Dokumentai pasitlymo paaiskinimui siuntimui.zip
(12.784145355224609375 MB)

Data v

Perziaréti

Siysti

15/07/2025 14:44

15/07/2025 14:43


https://viesiejipirkimai.lt/epps/messaging/downloadMessageFile.do?resourceId=1984530&id=196410
https://viesiejipirkimai.lt/epps/messaging/downloadMessageFile.do?resourceId=1984530&id=196410
https://viesiejipirkimai.lt/epps/messaging/viewMessage.do?messageId=280760&resourceId=1984530&d-1335586-s=0&d-1335586-p=1&d-1335586-o=2
https://viesiejipirkimai.lt/epps/messaging/viewMessage.do?messageId=280760&resourceId=1984530&d-1335586-s=1&d-1335586-p=1&d-1335586-o=2
https://viesiejipirkimai.lt/epps/messaging/viewMessage.do?messageId=280760&resourceId=1984530&d-1335586-s=2&d-1335586-p=1&d-1335586-o=2
https://viesiejipirkimai.lt/epps

VALSTYBES JMONE

IGNALINOS ATOMINE ELEKTRINE
Elektrinés g. 4, K47, DrikSiniy k.
31152 Visagino sav.

DEL PATEIKTO PASIULYMO PAAISKINIMO (PIRKIMO NR. 1984530)

2025-07-15
Kaunas

Siun€iame jums kaip muasy sidlomos prekés atitinka ,,Patekimo kontrolés sistemos pirkimas pirkimo
techninés specifikacijos' (toliau — TS) reikalavimus:.

TS reikalavimas

Pasidlymo neai8kumai ir praSymas juos paaiskint

NeaiSkumy paaidkinimai

TS 1 lentelé —
Patekimo
kontrolés
sistemos (toliau
- PKS)
programiné
jranga serveriui
(1 vnt.) ir darbo
stotims (9 vnt.)

Modeliai

996901C;

996940-60;

995200PEEUS;

996018PCBK;

996535PCBK;*

*Neaisku.

Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasitlymo Lenteléje Nr. 1 sidlomy prekiy
gamintojy apraSymus.

Siunciame nurodyty modeliy
gamintojy apraSymus:
https://www.innerrange.com/produ
cts/software-licenses/996901¢c
https://www.innerrange.com/produ
cts/software-licenses/996940
https://www.innerrange.com/produ
cts/enclosures-power/995200
https://www.innerrange.com/produ
cts/expansion-
modules/996018pcbk
https://www.innerrange.com/produ

cts/expansion-
modules/996535pcbk

.2. Prieigos
kontrolés
modulis — turi
bati

Pasitlymo formos 1 priede nurodote — <Prieigy planavimo modulis
(leisti konfiglruoti prieigy (korteliy) galiojimo tvarkarasc¢ius>
Taciau gamintojo aprasyme (kuris pasiekimas pagal nuorodg)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

PraSome paaiskinti Jusy pasitlymag, pateikiant gamintojy
aprasymus ir/arba lygiavercius gamintojy parengtus ir/ar
patvirtintus dokumentus, jrodancius atitiktj Siam TS reikalavimui (-
ams) (toliau tekste - Jrodymai)

Jrodymai, kad prieigy planavimo
modulis leidzia konfigdruoti prieigy
(korteliy) galiojimo tvarkarascius:
Jrodymai yra suraSyti prisegtuose
dokumentuose:

Integriti User Guide.pdf 8,9 psl. ir
System Configuration
Handbook.pdf 41 psl.

visy sistemos
jrenginiy bdseng

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901¢c

1.3. Prieigy Pasitlymo formos 1 priede nurodote — <Yra prieigy planavimo Jrodymai, kad Prieigy planavimo
planavimo modulis> modulis leidzia

modulis (turi Taciau gamintojo aprasdyme (kuris pasiekimas pagal nuoroda)- konfiglruoti prieigy (korteliy)
leisti https://www.innerrange.com/products/software-licenses/996901¢c galiojimo tvarkara$c€ius:
konfigdruoti Elektroninio dokumento nuorasas Jrodymai yra sura8yti prisegtame
prieigy (korteliy) | 2 dokumente:

galiojimo patvirtinancios informacijos neradome. Integriti User Guide.pdf 10 psl.
tvarkara$cius) - Prasome paaiskinti Jisy pasitlyma, pateikiant Jrodymus.

Turi bati

1.7. Modulis, Pasitlymo formos 1 priede nurodote — <Modulis, leidziantis realiu Jrodymai, kad Modulis leidZiantis
leidziantis realiu | laiku stebéti visy sistemos jrenginiy bldseng bei siysti komandas realiu laiku stebéti visy sistemos
laiku stebéti jrenginiams> jrenginiy blseng bei siysti

komandas jrenginiams:
Jrodymai yra sura8yti prisegtame

funkcija - Turi
bati

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Tokia funkcija Integrity nurodyta Siame aprase
https://www.innerrange.com/downloads/programming_manualintegriti
_guide_global_anti_passback

Taciau i$ pateikty dokumenty neaisku, ar jranga komplektuojama
batent tokiu kontroleriu (Siame aprasSe pagal nuorodg minima
kontrolieriy serija Controller firmware V3.2.X.XXXXX).

PraSome paaiskinti JUsy pasitlymag, pateikiant Jrodymus.

bei siysti patvirtinancios informacijos neradome. dokumente:

komandas Prasome paaiskinti Jisy pasillymg, pateikiant Jrodymus. Integriti User Guide.pdf 4, 21, 33
jrenginiams - psl.

Turi bati

1.8. ,Anti- Pasitlymo formos 1 priede nurodote — <Yra ,Antipassback* Jrodymai, kad jranga yra pasitlyta
passback® Funkcija> su ,Anti-passback” funkcija:

Jrodymai yra sura8yti prisegtuose
dokumentuose:

System Configuration
Handbook.pdf 41 psl, Guide -
Global anti-passback.pdf visas
dokumentas



https://www.innerrange.com/products/software-licenses/996901c
https://www.innerrange.com/products/software-licenses/996901c
https://www.innerrange.com/products/software-licenses/996940
https://www.innerrange.com/products/software-licenses/996940
https://www.innerrange.com/products/enclosures-power/995200
https://www.innerrange.com/products/enclosures-power/995200
https://www.innerrange.com/products/expansion-modules/996018pcbk
https://www.innerrange.com/products/expansion-modules/996018pcbk
https://www.innerrange.com/products/expansion-modules/996018pcbk
https://www.innerrange.com/products/expansion-modules/996535pcbk
https://www.innerrange.com/products/expansion-modules/996535pcbk
https://www.innerrange.com/products/expansion-modules/996535pcbk

1.9. Duomeny
bazés tipas SQL
- Turi bati

Pasitlymo formos 1 priede nurodote — <Duomeny bazés tipas
SQL>

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda - Integriti Hardening Guide- neatsidaro, todél i$ jos

komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).

Prasome paaiskinti JUsy pasidlymag, pateikiant Jrodymus.

Jrodymai, kad Duomeny bazés
tipas SQL:

Jrodymai yra surasyti prisegtame
dokumente:

Hardware and Software
Prerequisites.pdf -3 psl

1.10.
Programiné
jranga ne
maziau kaip 9
darbo stotims (3
(trys) darbo
stotys turi turéti
administratoriau
sir
operatoriaus
funkcionaluma,
6 (Sesios)
darbo stotys
privalo turéti
operatoriaus
funkcionaluma).
Pastaba. Darbo
stotyse
instaliuotos
Windows 11 x64
operacinés
sistemos —

Turi bati

Pasitlymo formos 1 priede nurodote — <1.10. Programiné jranga
ne maziau kaip 30 darbo stotims.

Kiekvieng darbo stotj galima suprogramuoti kad turéty
administratoriaus ir/arba operatoriaus funkcionaluma.

Darbo stotyse instaliuotos Windows 11 x64 operacinés sistemos.>
Taciau gamintojo aprasyme (kuris pasiekimas pagal nuorodg) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

PraSome paaiskinti Jisy pasitlyma, pateikiant Jrodymus.

Jrodymai, kad Programiné jranga
yra 30 darbo stotims.

Kiekvieng darbo stotj galima
suprogramuoti kad turéty
administratoriaus ir/arba
operatoriaus funkcionaluma.
Darbo stotyse instaliuotos
Windows 11 x64 operacinés
sistemos:

Jrodymai yra surasyti prisegtuose
dokumentuose:

apie 30 darbo viety -Integriti
License Change Release
Notes.pdf - lentelé 2 psl.;

apie operatoriy
rogramavima:Guide - Operator
Tenancies.pdf - visas failas,
System Configuration
Handbook.pdf 150 psl.;

apie darbo stotis - Hardware and
Software Prerequisites.pdf -5 psl

1.11. Licencija
(jei reikalinga)
prijungti prie
Sioje techninéje
specifikacijoje
nurodyto
jrenginiy kiekio
ne maziau kaip
10

dury su
skaitytuvais
papildomai- Turi
bati

Pasidlymo formos 1 priede nurodote — <Licencija prijungti prie
Sioje techninéje specifikacijoje nurodyto jrenginiy kiekio ne maziau
kaip 60 dury su skaitytuvais papildomai>.

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuorodg)-
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda, pateikta Pasidlymo Priede Nr. 1 — Inner Range|
996940Integriti Door License — neatsidaro, todél i§ jos komisija taip
pat negali jsitikinti dél atitikimo TS reikalavimui (-ams)

PraSome paaiskinti Jisy pasitlyma, pateikiant Jrodymus

Jrodymai, Licencija prijungti prie
Sioje techninéje specifikacijoje
nurodyto jrenginiy kiekio ne
maziau kaip 10

dury su skaitytuvais:

Jrodymai yra sura8yti prisegtame
dokumente:

Integriti License Change Release
Notes.pdf -2 psl

Ir nuorodoje:
https://www.innerrange.com/produ
cts/software-licenses/996940

1.12. Sistema
(jskaitant
kontrolerius)
privalo veikti
,offline” rezimu,
t. y. dingus
rySiui tarp
kontroleriy ir
serverio
kontroleriai
turéty vykdyti
praleidimg pro
duris, kurias
jie kontroliuoja
bei vykdyti
sisteminiy jrasy
archyvavima.
RySiui
atsistacCius
sisteminiai
pranesimai tarp
kontrolerio ir

Pasidlymo formos 1 priede nurodote — < 1.12. Sistema (jskaitant
kontrolerius) gali veikti ,offline” rezimu, t. y. dingus rySiui tarp
kontroleriy ir serverio kontroleriai vykdo praleidimg pro duris, kurias
jie kontroliuoja bei vykdo sisteminiy jrady archyvavima.

Rysiui atsistaCius sisteminiai praneSimai tarp kontrolerio ir serverio
bus sinchronizuoti.>

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Kita nuoroda, pateikta Pasitlymo Priede Nr. 1 —
a8357f_9b86fb5bac5240ee90a08431400d53f7.pdf — neatsidaro,
todél i$ jos komisija taip pat negali jsitikinti dél atitikimo TS
reikalavimui (-ams).

Prasome paaiskinti Jisy pasillymg, pateikiant Jrodymus.

Jrodymai, kad Sistema (jskaitant
kontrolerius) gali veikti ,offline”
rezimu, t. y. dingus rySiui tarp
kontroleriy ir serverio kontroleriai
vykdo praleidimg pro duris, kurias
jie kontroliuoja bei vykdo
sisteminiy jraSy archyvavima.
Rysiui atsistaCius sisteminiai
praneSimai tarp kontrolerio ir
serverio

bus sinchronizuoti:

Jrodymai yra sura8yti prisegtame
dokumente:

Guide - ILAM Offline Operation.pdf
1 psl

serverio turi

bati

sinchronizuoti -

Turi bati

1.13. Duomeny Pasidlymo formos 1 priede nurodote — <Duomeny Sifravimui Jrodymai, kad Duomeny Sifravimui
Sifravimui naudojamas Sifravimo protokolas su 128 bity raktu> naudojamas Sifravimo protokolas
naudojamas Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda) — su 128 bity raktu:

Sifravimo https://www.innerrange.com/products/software-licenses/996901¢c Jrodymai yra surasyti prisegtame

protokolas su ne
trumpesniu nei
128 bity raktu -

patvirtinancios informacijos neradome.
Prasome paaiskinti Jisy pasitlymg, pateikiant Jrodymus.

dokumente:
Inner Range Integriti Cyber
Security Summary May 2025.pdf. -
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Turi bati

visas dokumentas ir Integriti -
Encryption Overview.pdf. — visas
dokumentas

1.14. Vartotojo
atvaizdavimas
sistemoje
(Vartotojo foto
nuotrauka turi
bati

saugoma
patekimo
sistemos
programinés
jrangos
duomeny
bazéje. Pridéjus
kortele

prie skaitytuvo
sistemos
pranesSimy lange
turi bati matoma
darbuotojo
fotonuotrauka,
kuri turi sutapti
su foto
nuotrauka ant
kortelés
(vizualiné
darbuotojy
patikra) — turi
bati

Pasitlymo formos 1 priede nurodote — < Vartotojo atvaizdavimas
sistemoje

(Vartotojo foto nuotrauka yra saugoma patekimo sistemos
programinés jrangos duomeny bazéje. Pridéjus kortele prie
skaitytuvo sistemos pranesimy lange turi bati matoma darbuotojo
fotonuotrauka, kuri turi sutapti su foto nuotrauka ant kortelés
(vizualiné darbuotojy patikra).>

Taciau gamintojo aprasyme (kuris pasiekimas pagal nuoroda) —
https://www.innerrange.com/products/software-licenses/996901c
patvirtinancios informacijos neradome.

Prasome paaiskinti Jusy pasiulyma, pateikiant Jrodymus

Jrodymai, kad yra Vartotojo
atvaizdavimas sistemoje
(Vartotojo foto nuotrauka yra
saugoma patekimo sistemos
programinés jrangos duomeny
bazéje. Pridéjus kortele prie
skaitytuvo sistemos praneSimy
lange turi bati matoma darbuotojo
fotonuotrauka, kuri turi sutapti su
foto nuotrauka ant kortelés
(vizualiné darbuotojy patikra).:
Jrodymai yra sura8yti prisegtame
dokumente:

Guide - Operator Challenge.pdf 5

psl

TS 2 lentelé Modelis — 994610

PKS leidimy Gamintojas —

kortelés Inner range (Australija)

2.1. Veikimo asitlymo formos 1 priede nurodote — < Veikimo daznis13,56MHz > Jrodymai, kad Veikimo
daznis Pasitlymo formos 1 priede pateikta nuoroda j gamintojo aprasymg daznis13,56MHz:

13,56MHz Turi
bati

(Inner-Range-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todél
i$ jos komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui
(-ams).

PraSome paaiskinti Jusy pasitlyma, pateikiant Jrodymus.

Jrodymai yra sura8yti prisegtame
dokumente:

Inner Range - Sifer
Credentials.pdf visas failas ir
nuorodoje:
https://www.innerrange.com/produ
cts/user-interface/994610

2.2. DESFire®
EV3 lustas Turi
bati

Pasidlymo formos 1 priede nurodote — < DESFire&reg;

EV3 lustas >

Pasitlymo formos 1 priede pateikta nuoroda j gamintojo aprasymg
(Inner-Range-994610-1SO-Card-Data-Sheet.pdf ) neatsidaro, todél
i$ jos komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui
(-ams)

4

PraSome paaiskinti Jisy pasitlymag, pateikiant Jrodymus.

Jrodymai, kad Veikimo
daznis13,56MHz:

Jrodymai yra suraSyti prisegtame
dokumente:

Inner Range - Sifer
Credentials.pdf visas failas ir
nuorodoje:
https://www.innerrange.com/produ
cts/user-interface/994610

2.3. Palaikomas
standartas
ISO14443A
arba lygiavertis

Pasitlymo formos 1 priede nurodote — <Standartas Mifare
DESFire©>

Pasitlymo formoje pateikta nuoroda j gamintojo aprasymag
(InnerRange-994610-1ISO-Card-Data-Sheet.pdf) neatsidaro, todél i§
jos

komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams)
Be to, jeigu sillomas standartas pavadintas ,Standartas

Mifare DESFire®, todél jeigu sitlomas ISO 14443A lygiavertis
standartas, turite pateikti jo lygiavertiSkumo jrodymus.

Jrodymai, kad yra palaikomas
standartas 1ISO14443A yra pateikii
oficialiame gamintojo laiske Sifer
ISO Cards.pdf

2.4. Spalva - Pasitlymo formos 1 priede nurodote — < Spalva balta> Jrodymai, kad spalva yra Balta yra
Balta Pasitlymo formoje pateikta nuoroda j gamintojo aprasymg pateikti oficialiame gamintojo

(InnerRange-994610-ISO-Card-Data-Sheet.pdf) neatsidaro, todél i$ laiske Sifer ISO Cards.pdf

jos

komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).

PraSome paaiskinti JUsy pasidlymag, pateikiant Jrodymus.
2.5. Galimybé Pasitlymo formos 1 priede nurodote — < Veikia -25° iki +40° Jrodymai, kad kortelés gali veikti -
veikti -25° iki temperatdros intervale> 25° iki +40° temperatdros intervale
+40° Pasitlymo formoje pateikta nuoroda j gamintojo aprasymg yra pateikti oficialiame gamintojo
temperatiros (InnerRange-994610-1SO-Card-Data-Sheet.pdf) neatsidaro, todél i$ laiSke Sifer ISO Cards.pdf

intervale - Turi
bati

jos
komisija taip pat negali jsitikinti dél atitikimo TS reikalavimui (-ams).



https://www.innerrange.com/products/user-interface/994610
https://www.innerrange.com/products/user-interface/994610
https://www.innerrange.com/products/user-interface/994610
https://www.innerrange.com/products/user-interface/994610

Prasome paaiskinti JUsy pasitlymag, pateikiant Jrodymus

TS 3
lenteléSkaitytuv
as su klaviatlira

Modelis —

994725MF +999046
Gamintojas — Inner Range
*Neaisku.

Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasidlymo Lenteléje Nr. 1 siGlomy prekiy
gamintojy apraSymus

Siunc¢iame nurodyto modelio
gamintojo apradyma:
https://www.innerrange.com/produ
cts/user-interface/994725

3.6. Korteliy su

Pasidlymo formos 1 priede nurodote — <Korteliy su DESFire

|rodymai, kad skaitytuvas palaiko

DESFire®EV1/E | EV1/EV2/EV3 lustais palaikymas> Kortelies su DESFire
V2/EV3 lustais Nors pasitlymo formoje pateikta nuoroda j gamintojo apraSymag EV1/EV2/EV3 lustais Sioje
palaikymas - (a8357f_696cb4cb1c144d048a6d41a198da888f.pdf) neatsidaro, nuorodoje:
Turi bati todél is jos komisijos nepavyko jsitikinti dél jisy siGlomo skaitytuvo https://www.innerrange.com/produ
su klaviatlra atitikties TS reikalavimams, tadiau Komisijai pavyko cts/user-interface/994725
surasti gamintojo svetainéje sillomos jrangos aprasyma, i$ kurio
Komisijai pavyko jsitikinti del dalies reikalavimy. Taciau, teikiant
atsakymg prasome pateikti veikian€ig nuorodg j gamintojo
aprad8ymag ir/arba gamintojy apraSymus.
Pazymétina, kad i$ vieSai skelbiamos informacijos Komisija mato -
< Credentials: Mifare DESFire© EV1/EV2 with AES encryption >
PraSome paaiskinti Jasy pasidlyma, pateikiant Jrodymus, kad
sitlomas skaitytuvas turi ne tik Korteliy su DESFire®EV1/EV2
lusty palaikyma, bet ir EV3 lusty palaikyma.
TS 4 Modeliai: Siuncgiame nurodyto modelio
lenteléSkaitytuv | 994720MF + 999037 gamintojo apraSyma:
as be klaviatiros | Gamintojas — https://www.innerrange.com/produ
Inner Range cts/user-interface/994720
5
*NeaiSku.

Vadovaujantis Pirkimo dokumentuose nustatytais reikalavimais
turite pateikti visy Pasitlymo Lenteléje Nr. 1 siGlomy prekiy
gamintojy aprasymus

4.5. Korteliy su
DESFire®EV1/E
V2/EV3

lustais
palaikymas -
Turi biti

Pasitlymo formos 1 priede nurodote — <Korteliy su DESFire
EV1/EV2/EV3 lustais palaikymas>

Nors pasillymo formoje pateikta nuoroda j gamintojo apraSymag
(28357f_696cb4ch1c144d048a6d41a198da888f.pdf) neatsidaro,
todel i$ jos komisijos nepavyko jsitikinti del jisy sidlomo skaitytuvo
su klaviattra atitikties TS reikalavimams, tadiau Komisijai pavyko
surasti gamintojo svetainéje siilomos jrangos apraSyma, i$ kurio
Komisijai pavyko jsitikinti dél dalies reikalavimy. Taciau, teikiant
atsakymg prasome pateikti veikiancig nuorodg j gamintojo
aprasymag ir/arba gamintojy apraSymus.

Taciau i$ Sis vieSai pasiekiamos informacijos Komisija mato —

< Credentials: Mifare DESFire©EV1/EV2 with AES encryption >
Prasome paaiskinti JGsy pasitlyma, pateikiant Jrodymus, kad
sitllomas skaitytuvas turi ne tik Korteliy su DESFire®EV1/EV2
lusty palaikyma, bet ir EV3 lusty palaikymag

Jrodymai, kad skaitytuvas palaiko
Kortelies su DESFire
EV1/EV2/EV3 lustais Sioje
nuorodoje:
https://www.innerrange.com/produ
cts/user-interface/994720

Tikimés tolimesnio produktyvaus bendradarbiavimo.

spectra

baltic

(Parasas)

UARB Spectra Baltic
|mones kodas 304635904
PVM kodas LT100012460119

Balty pr. 145,
LT-47125 Kaunas
+370 37 334074

info@spectrabaltic.lt
www.spectrabaltic.it
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Back

Integriti Corporate Edition

996901C

The Corporate Edition takes everything from Professional and Business and adds the ability
to have up to 30 operators utilising the system at the same time as well as the ability to
connect an unlimited number of CCTV cameras.

Advanced security applications for organisations requiring a high level of security and
advanced onsite guarding features are also included such as Advanced Alerts, Operator
Challenge, Guard Tour and SNMP Health monitoring.

Business to Corporate Upgrade — 996901UPGC

[ Related products ] [ Ordering Options ] [ Documents ] [Software & Firmware] [

Media

Included Features

User Management, System Programming, System Status, Programming History
(Audit Trail)

Hassle Free IP Connection with SkyTunnel *a

Software Operator Permissions

GateKeeper — A Dedicated Application for Daily End User Operations
Additional Workstations / Clients (Floating or Fixed)

Support for Multiple Controllers

Schematic Graphical Maps with Scalable Vector based graphics
Alarm Management

Smartphone-Server Interface

Communicator - Email, SMS & Pager

Photo ID Card Design

Dynamic User Import Module (DUIM)

Advanced Reports

Web-based Client for Desktop or Mobile Devices (Responsive)
CCTV Integration *b

CCTV Licence Plate Recognition Integration

Active Directory Integration - Operators

Active Directory Integration - Users

User Qualifications Manager

Advanced Alarm Management, Alarm Escalation, Response Plans & Operator
Challenge. *c

SNMP & Health Monitor

Guard Tour Manager



Optional Features
e 3rd Party Door Integration
¢ Event Review |/O Communications
¢ Milestone XProtect Access ACM Integration
¢ Mobile Credential Management Integration
¢ Modbus BMS Integration
e KeylLocker/ Locker Integration
e Elevator Management Integration (Lift HLI)
e Additional Server Node - HA / Load Spreading
¢ Inner Range Mobile Reader Application
e Biometric Management Integration
e Intercom Integration
e Visitor Management Integration
¢ VingCard Integration
e RightCrowd Enterprise Integration
e Real-Time Location System (RTLS) Integration
e Active User Rotation Module (AURM)
e XML Integration (Technology Partner Program)

a. - SkyTunnel provides non-permanent connections between Integriti Controllers,
Integriti software and the Integriti Mobile App.

b. - Businness Edition includes 32 Cameras, which can be expanded further.

c. - Basic alert functionality is included as standard with the Professional & Business
Editions. However, advanced alert functions such as Response Plans, Alert Escalations,
Alert Reporting

and Operator Challenge requires the Corporate Edition.
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Integriti Door License
996940

The base packages of Integriti Professional, Business and Corporate include the connection
of the first 16 Doors. Additional Door licenses are required (per door), where more than 16

Doors are needed.

The Integriti server totals the number Doors across all Controllers that are connected to the

server.

Global

Integriti Door License 996940
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Small Enclosure
995200

The Small Enclosure is a universal sturdy metal enclosure designed for
general purpose installation of small size Inner Range modules and
equipment. In addition to the power supply PCB, 1 x “B” size or 2 x “C"
size PCB’s may be fitted per enclosure.

A range of powered or non-powered versions are available.

The Small Enclosure’s low profile side elevation protrudes less than
90mm from the mounting surface.

[ Related products ][ Ordering Options ][ Documents ]

Enclosure Features:
¢ Robust metal enclosure
e Mounting option for a 9Ah Lead Acid Battery
e Low Profile design Size 252(L) x 358(W) x 85(D) (mm)
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Intelligent LAN Access
Module (ILAM)

996018PCB&K

The Intelligent LAN Access Module (ILAM) can be used to control and monitor up to 8 Doors
or Lift cars on the Inner Range RS-485 LAN, or via IP LAN if connected using Ethernet
Bridge or CLOE devices. The base module supports 2 doors/2 readers and is expandable up
to 8 doors/8 readers with the simple addition of 2 Door expander boards via the UniBus in-
cabinet expansion interface.

The Intelligent LAN Access Module offers a complete suite of programmable options to
provide advanced high-security access control, security area control and door alarm
monitoring functions.

Offline intelligence is also provided via the on-board database to provide access control
functionality and event logging even if communications to the master controller are severed.
Upon reconnection, all buffered events and any programming changes are automatically
synchronised with the main Controller.

The ILAM is also used for integration of wireless door locking systems from Assa Abloy
Aperio, SimonsVoss or Salto Sallis.

Intelligent LAN Access Module with UniBus In-Cabinet Expansion
e Up to 8 Doors
e Up to 8 Wiegand readers or 16 SIFER RS-485 Readers
e Up to 8 Lift cars

[ Related products ][ Ordering Options ][ Documents

] [Software & Firmware] [

Media

Module Features
e RS-485 LAN connectivity

e RS-485 Reader connectivity (up to 16 SIFER or third party OSDP Readers)
e Reader options to control Doors, Lifts, Areas and User Logon

e Supports Wiegand card readers up to 88bits

e Reader outputs with individual self-resetting overcurrent protection

e UniBus in-cabinet expansion interface
e Dedicated lock power input
e External Inner Range power supply connection

e Full monitoring of external Inner Range power supply

e Heavy duty lock relays

e Reader Valid & Invalid outputs

e Door reed & tongue sense inputs per door

e Door request to enter & exit inputs per door
e DOTL relay outputs per door

e Dedicated cabinet tamper input

e Small PCB size 200 x 95mm

e Over-The-Wire firmware upgradable

e Built-in module locater buzzer

Doors, Expansion & Integration Options
e Expandable to 8 Doors (2 Doors on-board)

e Expandable to 16 Inner Range SIFER or third party OSDP RS-485 readers via the

dedicated RS-485 reader port

e Expandable to 8 Wiegand Readers (2 Readers on-board)

e Five enclosure sizes allow 2, 4, 6 or 8 Door/Reader configurations



e Three plug on external power supply options (2A, SMART 3A or SMART 8A
Switch Mode)

e Aperio, SimonsVoss, Salto Sallis integration - up to 8 Doors via RS-485 Reader
port

e Lift button I/O interfacing via optional UniBus Lift interface card (Up to 96 Floors)

Offline Intelligence
e Offline intelligence provided for all Wiegand readers and standard lock outputs
e Offline Access Control database for 100,000 users with Integriti and 10,000 users
with Inception
e Offline time periods
e Offline event database of 100,000 events

Back
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UniBus 2 Door 2 Reader
Expander
996535PCB&K

The UniBus 2 Door / 2 Reader Expander can be used to provide control and monitoring of 2
additional Doors or Readers on a compatible UniBus host module. When connected to the
Intelligent LAN Access Module, the UniBus 2 Door / 2 Wiegand Reader expander can
provide installation configurations for 4, 6 or 8 doors. SIFER or third party OSDP RS-485
readers can be assigned via the host module for Read In & Read Out access control on each
door.

The UniBus 2 Door / 2 Reader Expander is designed for installation within the same
tamper-protected enclosure as its UniBus host module. The UniBus device is connected
directly to the host module or daisy-chained to another UniBus device via the UniBus patch
cable supplied. Up to 3 UniBus 2 Door / 2 Reader Expander devices can be connected.

Host Module Compatibility
The UniBus 2 Door / 2 Reader Expander is compatible with the following UniBus Host
Modules:

e |Intelligent LAN Access Module (Part. 996018PCB&K).
e Integriti IAC Controller (Part. 996035PCB&K)

[ Related products ][ Ordering Options ][

Documents ] [Software & Firmware ]

Module Features

e Provides an additional 2 Doors / 2 Wiegand Readers for Host Module
e Assign Read In & Read Out SIFER or third party OSDP RS-485 readers for each

door via the Host Module
e UniBus connectivity to Host Module

e Reader options to control Doors, Lifts, Areas and User Logon

e Supports Wiegand card readers up to 88bits

e Reader outputs with individual self-resetting over current protection

e UniBus loop-through connectors

e LED Status & Fault Indicators

e Dedicated lock power input

e Heavy duty lock relays

e Reader Valid & Invalid Outputs

e Door reed & tongue sense inputs per door

e Door request to enter & exit inputs per door
e DOTL relay outputs per door

e Integriti “B” size footprint 200 x 94mm

e Over-The-Wire firmware upgradable

Back
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INTEGRITI SOFTWARE °
SOFTWARE APPLICATIONS

The Integriti software suite includes two applications:
e Integriti System Designer for system programming and configuration.

e Integriti GateKeeper for everyday control and monitoring.

INTEGRITI SYSTEM DESIGNER

Integriti System Designer is commonly used to configure and administer your site; this application contains setting and options that
if changed can affect the overall functionality of the site. In most cases System Designer is used by your Installer to commission the
system or to perform maintenance. Your site administrator may need access to Integriti System Designer to make programming
changes.

INTEGRITI GATEKEEPER

Integriti GateKeeper provides you with a simplified version of System Designer, which only shows items commonly used to monitor
your site. GateKeeper does not allow you to access options that if changed would affect the overall security of the site. GateKeeper
is commonly used to monitor and change the state of areas or doors and programme users.
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LOGIN WINDOW

To launch System Designer or GateKeeper, navigate to the Start Menu > All Programs > Inner Range folder and click the applications
icon. Once an application is launched a login window will appear, this window is identical for System Designer and GateKeeper. To
log into the application, enter your operator name and password then click the Login button.

The Login window contains the following options:
i o . (1
1. The Software Version number identifies which
version of the software you have installed.

2]

2. The default method for logging into System (3]
Designer and GateKeeper is Use These Login (1)
Credentials. This method allows you to login by
entering your user name and password. If your
software has been configured to use the Current (5
Windows User option, you can login without
needing to enter a user name and password. This (6 )
login option is configured by your installer and o
requires additional licenses.

3. Enter your User Name in this field.

4. Enter your Password in this field.

5. Do not change the Integriti Server settings unless
instructed to do so by your Installer.

6. The Server Icons show the status of the servers that
are required for the software to operate.

The Integriti servers are required for System Designer and GateKeeper to run, connect to

controllers and CCTV systems.

Before you login to System Designer or GateKeeper make sure the Integriti servers are

started, this is indicated by a green dot. If they have not started, right-click the Servers

Icon and click Start.

If the integriti servers are not visible you may be on a client workstation or the

application was not launched with administrator privileges.

The table below shows all the possible states for the Integriti servers.

Stopped Stopping Starting Started

Integriti Application Server
Integriti Controller Server

Integriti Integration Server
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SOFTWARE NAVIGATION °
USER INTERFACE

The default layout for System Designer and GateKeeper share common elements. Below is a breakdown of the System Designer
interface.

Quick Access Tool-bar I Ribbon Workspace
1

Femmmmm———— ==

I""""""I

1
Review Panel 1 Navigation Panel

Actions Panel

RIBBON

The Ribbon is designed to help you quickly find the items you need to programme or monitor the system. Items are organized into
logical groups, which are collected under tabs. Each tab relates to a type of function, such as Intruder or Access Control tabs.

: Tabs I Groups : Icons
1
1 The tabs arrange all the items by 1 Eachtabis divided into smaller 1 Eachicon relates to a specific system
I' category. The Home Tab has the 1 groups based on their function I item that can be programmed or
: most commonly used items. 1 : monitored.
1
- I | — q
[ ———n "
1
H— - e o ol 1 1 1
1 i r=l=q
! 1 1 I I
1 1 1 1 1
1 1 1 [
1 b o e e e e e e e e o mm mm d
: Quick Access Toolbar
: The Quick Access Toolbar provides a location that you can save commonly
I used items so that they can be opened without navigating through the
1 ribbon. Right-click on any icon and select the Add to Quick Access Toolbar
1 option to display the item in the Quick Access Toolbar.
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REVIEW PANEL

The Review panel is located at the bottom left of the Integriti System Designer window by default. Review is a historical log of the
events that have occurred on the security controller or within the software.

Review (=T 4

¢ Source | | Message | | Review Type l:l Review Level o
¢ Period |F‘.eoer1t History v| Last | 1 :| |Days v| &y Print / Export CSV
e
Local Time ¥ | Source Text Type
¥ 13/04/2016 12:00:38 PM Mew Contraller 'S... Module Secured: C3K-LcdTerm: 01 ({TO1) {01} Module Event
13/04/2016 12:00:38 PM Mew Controller 'S... Module Secured: WiredExp: 01 (E01) {03} Module Event
13/04/2016 12:00:37 FM Mew Controller 'S... WiredExp: 01 -> FT_FIRMWARE Version: 1,3.0_20682 Serial; 00001140 - Error: 00 State: 00 Module Info
13/04/2016 12:00:37 PM Mew Contraller 'S... Module Found: WiredExp: 01 (E01) {03} Module Event
ACTIONS PANEL o
Status Date Time Action Performed  Affected Entity
N NS 23{03/2012 10:52:29 &AM Unlack B staff Entry
The Actions panel displays actions that are performed by an operator from the > @ ok 23/03/2012 10:52:23 40 Unlock B a2 Roler
software. The action list will display if the action was successful or failed. S W s L Rler

NAVIGATION PANEL

The Navigation panel displays the sites, sub-sites, controllers and hardware
modules on the system. This display can be used to view the state of controllers
and modules or to trigger commands such as connecting or disconnecting a
controller.

EDITOR WINDOW

When an item such as a user, area or door is edited, all the options and properties appear in an Editor Window. There are some
common elements between editor windows for different items.

: Tool Bar : Properties / Options Context-based Help

1 Most of the toolbar icons appear on j The main part of the editor window
I every editor window. I displays all the properties for the
! I' item you are editing.

The help displayed will change based
on the selected property or option.

1
L
1

R

U
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EDITOR WINDOW TOOL BAR

The toolbar contains the following buttons:

O 00600 O 00000 (1] 1)

1. The Save button will save the item that is currently 7. The Last Item button will move forward to the last item
displayed in the editor window. in the list.
2. The Undo button will revert the last change since the 8. The Create New button will make a new blank item.

editor window was opened.
9. The Delete button will remove the currently selected
3. The First Item button will move backwards to the first item.
item in the list.
10. The Show Cross References button will open a window
4. The Previous Item button will move backwards one item. that shows the other system items that relate to the
currently displayed item.
5. The Item Number field displays what number that

current item is in the series. You can type in a number to 11. The Show Item History will open a window that shows
jump to a particular item. the entire history of the item.
6. The Next Item button will move forward one item. 12. The Item Specific Commands will change based on the

item you have open.

You can toggle the automatic save feature by clicking the Save button drop-down and selecting the
Auto Save option. The Save icon will change to a green icon when the automatic save feature is
active. When you make a programming change to an item and close the window or navigate to the
next item, your changes will automatically be saved.
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USER PROGRAMMING °
CREATING A USER

A user is any person that will interact with the Integriti system via a keypad or card reader. The User Editor window allows you to
assign the user a PIN number, access card, user permissions or even a photo.

To create a new user from System Designer, navigate to the Home tab then click the Users icon, this will open the Users List. Click
the Add button to open the User Editor window containing a blank user record.
rF==n
b el d
1

r=L4-4
oo d

To create a new user from GateKeeper, navigate to the Users tab then click the Users icon, this will open the Users List. Click the Add
button to open the User Editor window containing a blank user record.
r==—n

I-T-J

1
i ———

USER EDITOR WINDOW

The top left section of the User Editor window contains the basic user information.

1. The Site field is used to associate a user with a site or 2. TheID field is a unique number that you can use to identify
sub-site, this will not have any impact on the user. The the users. Each time you add a new user, the user will be
user will only be visible in the software if the operator given the next available number. The ID field is just a number
logged in has permission to view users from that sub-site. that has no effect on the user.

3. The First & Second Name fields are where you enter the
user’s first and last name.
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4. The Security PIN is required for a user to interact with 5. The Qualify PIN can be used instead of the Security PIN
the Integriti system via a keypad. If the user needs to be when entering a door that requires the user to enter a
able to arm or disarm areas from the keypad, you will PIN to unlock. The qualify PIN is used so that the PIN
need to assign the user a security PIN and a menu group. number that is used for keypad access can be different to
There is no minimum or maximum length for a Security the PIN number used for door access. Please check with
PIN by default; however your system may have been your installer if you are unsure if you need to use the
configured to have a fixed PIN code length. If you enter qualify PIN.

a Security PIN that is either too long or too short the
following error will occur.

Warnings : 1 outstanding
Time Affected Controller Description
4/12/2015 3:06:33 PM  New Controller 'SC002604 Data Write Error (RET_PIN_LENGTH_ERROR - User 3)

j_ Warnings : 1 outstanding

INTRODUCTION TO PERMISSIONS

It is important to understand how user permissions are structured before assigning permissions to a user. A permission is an item
that you assign to a user to allow or deny that user the ability to interact with the item. Permissions include doors, areas, floors, lift
cars and menu groups. In most cases more than one door or area is assigned to a user. It is recommended that you use a list of items
such as area lists, door lists or floor lists when assigning permissions for many of the same item.

PERMISSION GROUPS

A permission group is a collection of permissions that can be assigned to one or more users. Many organizations have an internal
structure where users share similar roles, for example, Warehouse Staff. It is easier to assign a single permission group to all of the
Warehouse Staff rather than adding individual areas, doors or menu groups to each user. In most cases, the permission groups will
closely match the roles within the company. Permission groups make it easier for you to add a single door to a group of users as it
only requires the change to be made to a permission group and it will affect all users assigned that permission group.

CREATING A PERMISSION GROUP

Permission groups can only be created or edited from System Designer. To create a new permission group, navigate to the Home tab
and click the Permission Group icon. Click the Add New button to open the Permission Group Editor window.

r==n
b =y=d r==n
1 1 1
bmmmmg
[—

PERMISSION GROUP EDITOR WINDOW

The Permission Group Editor window only contains a Name field and it is primarily used to add or remove permissions. To add a
permission to a permission group click the Add button.
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The Search for What window will open, this window has two sections:

1. The List Filter allows you to filter all the available items 2. The Filtered Item list allows you to choose one or more
that can be assigned to a user as a permission based on items to assign to the user. To select more than one item
the item type. at a time, hold down the CTRL button and click multiple

items.

PERMISSION STRUCTURE

Once you have selected an item from the Search for What window click the OK button to add it to the permission group.
The item is then displayed in the Permission Group editor window and has the following options:

1: ALLOW OR DENY

This column determines if the permission is allowing or denying access to the item. Please note that if
you deny an item that has already been allowed within the permission group, the deny will override the
allow.
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2 : WHAT

The What column is used to determine which item the permission refers to. Clicking the ellipsis, (button
with three dots) will open the Search for What window allowing you to select a different item.

3 : OPTIONS

The Options column is used to determine how the user can interact with the assigned item. This allows
you to assign a user permissions only to arm a particular area and not disarm it. Alternatively, you can
assign the user permissions to only enter or exit a door.

! Door 1

set the IS column to invalid. This is easier than creating a new time period called
Non-Working Hours.

ASSIGNING USER PERMISSIONS

The Permissions for this User window is divided into two sections,

the Primary Permission Group and the Extra Permissions. It is ﬂ
important to understand the structure of permissions before

assigning permissions to a user

1: PRIMARY PERMISSION GROUP

The Primary Permission Group option is where a user’s permissions are usually assigned. This field only allows you to assign a single
permission group, in most cases a user will be assigned a primary permission group based on their role in the company.

2 : EXTRA PERMISSIONS

The Extra Permissions section lets you allow or deny permissions for items independent of the primary permission group.
This feature is commonly used to reduce the number of permission groups within the Integriti system.

If two users have similar roles, for example Warehouse Staff and Warehouse Manager, they can both be assigned the same primary
permission group. You would then add extra permissions for the additional doors and areas that the Warehouse Manager needs.

The extra permissions use the same What & When structure as in the permission group programming.
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USER PROPERTIES

There are many settings found in the Properties section of the User Editor window, most of these options are rarely used and should
not be edited unless instructed to do so by your installer.

Below are three more commonly used options:

1: USER CANCELED

If flagged, the user’s permissions will be disabled. The user
will not be able to interact with the Integriti system via a
keypad or an access control door.

Properties

Basic Details

2 - START DATE TIME Created 4/12/2015 2:52:22 PM

= - - - Last Modified 7/12/2015 2:20:32 PM
The Start Date Time option prevents the user from interacting st Modified B S —

with the Integriti system until the date and time specified.

User Options

. Cancel On Card Access |

3 : EXPIRY DATE TIME oo o .

The Expiry Date Time option prevents the user from Disability O

interacting with the Integriti system past the date and time Duress Code |

specified. User Cancelled O

a . . Mo Greeting |:|

The Start Date Time and the Expiry Date Time can be used ————r— O

separately or combined. For example, a visitor that attends a Exclude From Ask PC O

site for a set duration of time between two dates. The Start ALRM Permanant 0
Date Time will ensure that visitor will not be able to access Default Floar

the site early and the Expiry Date Time will ensure that the Start Date Time

card can not be used past the end of the visit. Erore

kInsL—:IIer Lockout

Is Installer (Level 3)

Can toggle Installer Lockout
Tenancy

ASSIGNING CARDS T0 USERS

Once a user has been created and programmed, the next step is to assign them a card. There are numerous card formats and card
types in Integriti, therefore, there is more than one way for you to assign a card to a user.

The following methods for assigning cards will depend on the types of cards you currently use on-site. Check with your installer to
confirm which method is correct for you.

DIRECT ENTRY

Direct Entry is a method of using the raw information

that is read from a card by a reader. Integriti does not P
interpret the raw information. Direct Entry cards can not be
preprogrammed in Integriti as every card needs to be badged
to read its information.

To assign a direct entry card to a user, click the Acquire Card
button found in the Cards section of the User Editor window.
The Acquire Card window provides you three methods to
acquire a card.
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1. Review: Selecting this option will scan for review
messages of card badges at any reader on the site.
Simply badge the card you want to assign to a user at
a reader, once it appears in the list double click it to
assign it to the user.

2. Wiegand Console Reader: If many direct entry cards
are going to be assigned, it may be easier to use
a Wiegand Console Reader method. The Wiegand
Console Reader method uses the enrollment station
that attaches to the PC via a serial port. To assign a
card to a user, badge a card at the enrollment station
and double-click the most recent card information.

Once the card has been double clicked the card will appear in
the Cards section of the user programming.

SITE CODED CARDS

Site Coded cards unlike Direct Entry cards can be pre-
programmed on the Integriti System and do not require you
to badge the card to assign it to a user. In some cases, the
number will be printed on the card itself.

If your system has been configured by your installer for site
code, you will be able to enter the card number rather than
badging the card to assign it to a user.

To assign a Site Coded card to a user, click the Enter Number
button in the Cards section, this will open the Manual Card
Entry window.

SIFER Enrollment Station: If SIFER Cards and readers
are being used, the SIFER enrollment station can

be attached to a PC via a USB port to make the
enrollment of many SIFER cards easier.
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The Manual Card Entry window contains two fields that are
required to assign a card to a user.

1. The Card Template is used to define what type of card
you are assigning. In some cases there may be more than
one template, this usually occurs when a combination of
new and old cards are being used on a site.

2. The Card Number field is were you enter the unique card
number. In some cases the number will be printed on the
card, if it is not printed you may need to badge a card at a
reader to view the card details.

Below is a review message that contains the card information. The card number is 00027417.

Recent History
Local Time Source
16/09/2015 1:11:07 PM Auto-Discovered...  Unknown User Card Access at <R02:Rdr01> out of Door 000 Denied - Wrong Card
(3 16/09/2015 1:11:07 PM Auto-Discovered... Wiegand Site (26): Site =00000039(dec) Card = 00027417 (dec) Issue = 00000(dec) at <ROZ:Rdrl1:=

EXISTING CARD

When users that have cards assigned to them are deleted

from the Integriti System, the card remains behind with an ===
unallocated status. L e e e d
This unallocated card can be assigned to a new user.

To assign an existing card to a user, click the Existing Card

button in the Cards section.

This will open the Find Entity window that displays all the
unallocated cards. Select a card from the Available Cards list
and click the OK button to assign it to the user.
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DOOR LISTS °
INTRODUCTION TO DOOR LISTS

A door list is a collection of doors that can be used for user permissions, door control or automation. When assigning multiple doors
to a user, it is easier to assign a single door list.

An operator can lock or unlock a door list, instead of having to control doors one at a time. The Integriti controller can be configured
to automatically lock or unlock a door list.

THE DOOR LISTS MENU

To program a door list, navigate to the Home tab and click the Door Lists icon.

The Door Lists menu will open; this list contains all the currently programmed door lists.

o 2] 2] 0 5] 0

1. The Add New button will create a new blank door list. 4. The Delete button will delete the selected door list(s).

2. The Edit button will open the selected door list for 5. The Export button saves the selected door list(s) as an
programming changes. IR-Entities file.

3. The Duplicate button will create a new door list that is 6. The Print/Export CSV button provides a printable version
identical to the selected door list. of the contents of the Door Lists window.
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CREATING A NEW DOOR LIST

Click the Add New button to open the Door Lists Editor window.

= -9 1 of kems | & - Tt D | £=) Show tem History é Unlo:aé Lock

Site List Items

@ Default Site n | f Controller Mame Address Mame 1
ID o

DLO 2] |

Mame

New Door Listl:]

Last Changed By

Created Modified

o

In List (0}

(18/08/2015 -] [18/08/2015 Bl [ [vewcontolerProooss px  Joffedor |
Notes = Mew Controller ‘FTO00023 D2 Warehouse Door
P Mew Controller 'PTO00083 D3 Server Room Door
E Mew Controller FTOO0033 D4 Foyer Doar
4 of 4 Doors shown (0 in list / 4 not in list)
1. The Site field determines which site this door list will be 4. The Unlock and Lock buttons will control all of the doors
associated with. assigned to the door list.
2. TheID field displays the unique identification code for 5. TheIn List section displays all doors that are assigned to
each door list, this ID cannot be changed. the door list.
3. The Name field is where a name can be assigned to the 6. The Not In List section displays all of the doors that are
door list. not assigned to the door list.

ADDING/REMOVING A DOOR FROM A DOOR LIST

1. Select one or more doors from the Not In List section. 1. Select one or more doors from the In List section .
2. Click the Add button to add the door(s) to the door list. 2. Click the Remove button to remove the door(s) from the
door list.
3. The door will move from the Not In List section to the In
list Section. 3. The door will move from the In List section to the Not In
list Section.
ty, | Cp | (3 Showltem History | [ Unlock [ Lock || e, T | ) Showltem History [ Unlock [ Lock
List Items List Items
Controller Mame Address Mame ) Controller Name Address MName )
7 7

In List (0}
InList (1)

P Mew Controller FT000083 D2 Warehouse Door Mew Controller PTO00083 D3 Server Room Door
ho \ .

o MNew Controller 'FT000083 D3 Server Room Door Mew Controller FTOO00E3 D4 Foyer Doar

E MNew Controller 'FTO00083 D4 Foyer Door

Mot In List (3)

4 of 4 Doors shown (0 in list / 4 not in list) g A 4 of 4 Doors shown (1 in list/ 3 not in list)

== Remove
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AREA LISTS °
INTRODUCTION TO AREA LISTS

An area list is a collection of areas that can be used for user permissions, area control or automation. When assigning multiple areas
to a user, it is easier to assign a single area list.

An operator can arm or disarm an area list instead of having to control areas one at a time. The Integriti controller can be configured
to automatically arm or disarm an area list.

THE AREA LISTS MENU

To program an area list, navigate to the Home tab and click the Area Lists icon.

The Area Lists menu will open; this list contains all the currently programmed area lists.

o 2] 3] 0 (5] 0

1. The Add New button will create a new blank area list. 4. The Delete button will delete the selected area list(s).

2. The Edit button will open the selected area list for 5. The Export button saves the selected area list(s) as an
programming changes. IR-Entities file.

3. The Duplicate button will create a new area list that is 6. The Print/Export CSV button provides a printable version
identical to the selected area list. of the contents of the Area Lists window.
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CREATING A NEW AREA LIST

Clicking the Add New button will open the Area Lists Editor window.

H L7 R R 1 of ltems | & E_ q. E} Show Item History | =g Arm 3 Disarm =g Arm (24 Hour)

Site List Items

@ Default Site “ | Controller Mame Address Mame

ID o

ALO (2] |

Mame

New Area Listil ;) g (5 )

Last Changed By E

Created Modified

|18/08/2015 - || 18/08/2015 -|

Motes
Mew Contraller ‘PTO00033 A2 Warehouse
Mew Controller 'FTO00083 A3 Foyer

1. The Site field determines which site this area list will be
associated with.

2. The ID field displays the unique identification code for
each area list - this cannot be changed.

3. The Name field is where a name can be assigned to the

area list.

ADDING/REMOVING AN AREA FROM AN AREA LIST

4. The Arm and Disarm buttons will control all the areas
assigned to the area list.

5. The In List section displays all the areas that are assigned
to the areas list.

6. The Not In List section displays all the areas that are not

assigned to the area list.

REMOVING AN AREA

1. Select one or more areas from the Not In List section. 1. Select one or more areas from the In List section .
2. Click the Add button to add the area(s) to the area list. 2. Click the Remove button to remove the area(s) to the area
list.
3. The area will move from the Not In List section to the In
list Section. 3. The door will move from the In List section to the Not In
list section.
List Items List Items
r Controller Mame Address Mame ) r Controller Mame Address Mame )
7 7

In List (0)

New Controller 'FTO00083

A2 Warehouse
A3

New Controller 'FTO00083

(@ New Controller 'PT000083 Foyer

3 of 3 Areas shown (0 in list / 3 not in list)

& Add

Mew Controller 'FT000083

—
!
]
o
=

i R S

Mew Controller 'PTO00083 A3 Foyer

Not In List (2)

Areas shown (L in list / 2 not in list) == Remove
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ALERTS °
INTRODUCTION TO ALERTS

An alert is a notification that draws an operator’s attention to an event or alarm.

For example, when a duress panic/duress button is pressed by a user it will require a guard to respond in person. Without an alert
the event may be completely missed or actioned too late.

Alerts are viewed and actioned from Integriti GateKeeper. The alert will remain in the software until it is finalized by an operator.

USING AN ALERT

Alerts are usually configured by your installer, as an end user you will interact with alerts from an Alert View window. An alert view
is a collection of different types of alerts, in some cases the alerts that you are able to see and respond to may differ from other
operators.

Alert views are only visible in Integriti GateKeeper and are part of the default layout. If the alert views are not visible, navigate to the
Home tab and then click the Alert Views icon.

ALERT CREATION

When the event that triggers an alert occurs, the alert is created and appears in the Alert View window. The appearance of the alert
is determined by how it is configured. Alerts can be configured to have different foreground and background colors, this allows the
you to easily identify the type of event that has occurred.

READING ALERT INFORMATION

The Alert window has multiple columns that contain information to help you identify the alert priority, what triggered the alert and
when the alert was generated. These columns can be used to filter the currently displayed alerts.

Alert View: Combined View; Showing 1

£ Claim  +# Action &2 ForceFinalize @ Un Mute 3¢ Un Claim M Hide Alerts Claimed by Other Operators

Date / Time Updated a Message Q Acﬁvaﬁunse Priority Q State G Qperator 6
F | Type here to search... Q | Type here to search. .. Q) Type here tohd | Type here tohd | Type here tohd | Type here to seald

bl 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office FIR by Office 1| Priority 1 Undaimed

1: DATE / TIME UPDATED

This displays the most recent occurrence of the event that triggered the alarm.

____________ o
Date  Time Updated ¥ I Message Activations Priority ¥  State Operator
T | Type here to search... Q IType here to search. .. Q| Type here tob | Type here tofs) | Type here tofd, | Type here to seahy

by 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office 1| Priority 1 Undaimed

This field can be searched by a specific date or a range of dates, such as last hour.

By selecting the Show All check-box, it will display all un-finalized alerts.

Yesterday
Earlier this week
Last week
Earlier this month

Earlier this year

] s s

Prior to this year
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This provides a summary of the event(s) that have occurred to trigger the alert.

r
Date / Time Updated ¥ IMessage 1 Artivations Priority ¥ State Operator
% | Type here to search... Q IType here to search. .. Q1 Type here tobd | Type here told) | Type here tofd, | Type here to seald

oty Jundamed |

bl 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office | 1

The Message field is a basic text-based filter that you can use to filter

Message
the displayed alerts by typing the name of an item, for example: office.

This would filter the alerts to only display the ones that contain the
word office in the Message field.

3: ACTIVATIONS

Alerts can be grouped by the input, area or review message that created them. The Activations column provides a count of how
many times the event has occurred, rather than having individual alerts for each event.

b |
Date / Time Updated ¥  Message 1 Artivations I Priarity ¥ State Operator
F | Type here to zearch... Q | Type here to search. .. Q IType here tob 0 Type here tohd | Type here tohd | Type here to seald

Y 12/08/2015 9:35:27 AM +10:00 | Alarm Activated on Office PIR by Office ilpriorityt  |Undaimed |

This column can also be filtered by entering a number into the search field.

4 : PRIORITY

An alert can be configured to have a priority; you can use this priority to determine which event to action first. The priority scale is
from 1 (high) to 16 (low).

Activations

Py
Date  Time Updated ¥ | Message Activations IF'riu:rity.«' Y | State Operator
T | Type here to search... Q| Type here to search. .. Q| Type here tobd IType here tofa I Type here tofd, | Type here to seahy

b8 12/08/2015 9:35:27 AM +10:00

Alarm Activated on Office PIR by Office Priority 1 | Undaimed

The Priority column can be filtered by selecting one or more of the check boxes.

B (Select All)

Priority2
| Priority3

o _a

Priority 1
You can view all alerts by checking the (Select All) check box. =

5: STATE

The state of an alert will either be Unclaimed, Claimed or Finalized; this allows you to identify which alert to action in order to avoid
two operators dealing with the same alert.

-_— . - 1

r
Date / Time Updated ¥  Meszage Activations Priority ¥ 1 State 1 Operator
F | Type here to search... Q | Type here to search. .. Q Type here b | Type here tof3 IType here tohJ) Type here to seald

Alarm Activated on Office PIR by Office Priority 1 | Undaimed

The State column can be searched by selecting one or more of the check boxes.

b3 12(08/2015 9:35:27 AM +10:00

You can view all alerts by checking the (Select All) check box.

6: OPERATOR

Once an alert has been claimed by an operator, the operator’s name will appear in the Operator column.

r
Date / Time Updated ¥  Message Activations Priority ¥  State IOperatDr I
% | Type here to search... Q | Type here to search... Q Type here tohd | Type here tofd | Type here tofd Type here to seald)

Alarm Activated on Office PIR by Office

The Operator column has a basic text-based search field; you can filter the alerts by typing the name of an
operator, for example, David.

Hl 12082015 9:35:27 AM +10:00 Undaimed

Operator
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CLAIMING ALERTS

Integriti GateKeeper can have multiple operators logged in who can view and action alerts at the same time. Claiming alerts is a way
to identify who is dealing with an alert, this prevents two operators both actioning on the same alert.

CLAIMING ALERTS

The Claim button is used to assign the alert to yourself;
this will change the state from unclaimed to claimed.

Additionally your operator name will appear in the
Operator column in the alert view. Once claimed, only
that operator can action and finalize the alert.

UNCLAIMING ALERTS [ ]

Once an alert is claimed, the Claim button will change to
an Un Claim button

If you have claimed an alert and needed another operator
to action it, you can unclaim the alert by clicking the
Unclaim button in the alert view.

Note: Claiming an alert will only work if each operator logs in with a unique operator name.

ACTIONING ALERTS

Once an alert has been claimed, the next step is to action it. The Action button opens the Finalize Response window.

The Finalize Response window is used to enter a
summary of how you responded to the alert and the
alerts outcome.

FINALIZING ALERTS

False alarm on Duress point.

The last step in actioning an alert is to finalize the alert; this removes the alert from the alert view permanently. Finalized alerts are
viewable by clicking the Finalized Alerts icon in the Home tab.

There are two methods for finalizing an alert:

You can click the Finalize button on the Finalize Response
window when actioning an alert

False alarm on Duress point.

FORCE FINALIZE

Force Finalize allows more than one alert to be finalized
by an operator, this is used to clear multiple alerts at once.

To force finalize select one or more alerts from the alert
view and click the Force Finalize button.

The Finalize Response window will open allowing you to
submit a response for all the selected alerts.

INTEGRITI USER GUIDE
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THE ALERT LIFESPAN

Alerts can be configured to perform actions at specific stages of its lifespan.
These actions may occur when the alert is created, claimed or finalized.

The most common alert action draws the attention of an operator to the workstation when the alert is first created. This can be
done by performing one of the following actions:

PLAYING A SOUND DISPLAYING A SCHEMATIC MAP

The alert can control a workstation and play an audio file The alert can control a workstation and launch a
such as a siren sound. schematic map.

The alert may be configured to play the sound This is commonly used to show the operator a map
continuously, the sound can be muted by clicking the relating to the alarm.

Mute button in the Finalize Response window when
actioning an alert.

DISPLAYING CCTV FOOTAGE

The alert can control a workstation and launch CCTV footage.

This is commonly used to show the operator live footage from a camera relating to the Alarm.

INTEGRITI USER GUIDE PAGE 20 WWW.INNERRANGE.COM




Inner Range Pty Ltd WWW.INNERRANGE.COM

SCHEMATIC MAPS °
INTRODUCTION TO SCHEMATIC MAPS

Schematic maps are a graphical representation of your site; they allow you to control and view the state of areas, doors,
inputs, auxiliaries and many more items.

A schematic map may be as simple as a single map containing a floor plan with a couple of icons representing detectors
or as complex as multiple maps that are navigated for more detailed views.

Schematic maps are usually created and configured by the installer.

OPENING SCHEMATIC MAPS

Schematic maps are usually viewed from Integriti GateKeeper, the Schematic Maps item list is a part of the default layout.

To open a Schematic map select a map from the Schematic Maps Item list and click the Open button. You can also open a schematic
map by double-clicking on it.

If the Schematic Map Item list is not visible, click the Schematic Map icon in the Home tab.

TOOLBAR & NAVIGATION

The schematic map window is made up of three sections:

(3] = (3]

The Zoom option allows you to set a zoom percentage, this The View menu toggles the visibility of the Camera,
determines how close or far away you are from the displayed Layers, Commands and Status Summary windows.
map.

The Window option will fit the
map in the current window, if

the window is resized, the map Window
will resize.
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DOCKED WINDOWS

The four docked windows are used to interact with the map, see the status of entities, toggle the visibility of layers and view CCTV
footage.

The purpose of these docked windows are explained later in this guide. By default
the Commands and Status Summary windows are visible and the Layers and Camera
windows are hidden.

To dock or auto-hide a window, click on the Drawing Pin icon.

Dock Panel:
Auto-Hide: E

If set to Auto-Hide, the window will collapse once the operator selects a different window or an item on the map.

MAP ELEMENTS

Elements are shapes, icons, text or images that are placed on a schematic map. These elements can be static or dynamic.

Static elements are used for design or labeling purposes. For example, a label displaying the name of a map would not need to
change, so this would be a static element.

Dynamic elements are used to display the state of item within the Integriti system. For example, an icon representing a particular
door will change as the doors state changes from locked to unlocked.

Dynamic elements have an associated or linked item that can be configured when the map is created or edited.

ELEMENT TYPES

There are four element types that you may have on your schematic maps:

e Shapes
e lcons
e Llabels
e Images

Shapes are used when the associated entity cannot be represented by an icon, for example, a perimeter fence or a large area.

In addition to this, shapes are commonly used for design elements such as map legends or buttons.

There are five different shapes in schematic maps, they all differ in appearance but have some common features. All shapes
have interior and exterior colors. However, the interior color of lines and multi-segment lines are not visible. The Line Size setting

determines the thickness of the outline.

All shapes have an Opacity setting which determines their level of transparency. These settings are configured when creating or
editing the schematic maps.

1. Rectangle 4. Multi-Segment Line
The rectangle is used as a representation of an area, The multi-segment line is used as a representation of a
button or border. complex fence line or an area without an internal color.
2. Ellipse 5. Freeform
The ellipse is used as a button. The freeform shape is used as a representation of a
complex area.
3. Line
The line is used as a representation of a fence line or as a
border.
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Icons provide a simple, dynamic and flexible means of representing system items.

A schematic map can contain hundreds of icons and can still be easily understood as the icons change in appearance as the
associated items change state.

A map will never have an icon that is not linked to an entity, but in some cases the map legend may contain what appears to be an
icon. The legend only uses the image that is contained within the icon for a particular state.

It would not be appropriate for the key to change state.

LABELS

Labels are elements that display text on a schematic map.
When configured as a static element, the text appearance and contents will not change - this is commonly used for map legends.

The label element can be configured as a dynamic element - doing so will cause its appearance and contents to change based on the
state of the entity it is associated with. E.g.: A temperature sensor’s label could display ‘Server Room Temp: 18.5 degrees C'.

Images can only be used as static elements; they are generally used for design purposes, such as adding a company logo to the map.

ELEMENT STATUS

When an element is linked to an entity, it will change in appearance based on the entity’s state.

Each entity in the system has a set of rules that determine its appearance depending on whether it is displayed as a shape, icon or
label.

The most commonly found entities on a map are doors, areas, inputs and outputs. In most cases, areas will be displayed as a shape
due to the fact that an area does not have a single point location that an icon can represent.

Below are the states for the most commonly used elements:
DOORS

State

Description

Door Locked The door is currently locked.

Unlocked The door is currently unlocked.
Forced The door is currently locked and has been forcefully opened.
The door was unlocked, opened then relocked, but has not been closed for a long time.
DOTL

This state requires numerous other settings to work, not all doors will show DOTL.

Timed Unlocked The door has been unlocked for a set period of time.

Has Alarms The door is referenced in an alert; see the alerts section for more details.

Oeleloeo
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INPUTS

State Icon Description
Sealed 6 The PIR detector does not sense movement.
Alarm 6 The PIR detector senses movement.
Isolated 6 The PIR detector has been isolated to ignore the alarm and tamper states.
Tamper The cover of the PIR detector has been removed or someone has tampered with the
P cabling.
OUTPUTS
State Icon Description
On 6 The auxiliary is on.
Off o The auxiliary is off.

State Shape Option 1 | Shape Option 1 Description

Disarmed The area is currently disarmed.
Armed The area is currently armed.
Alarm The area is referenced in an alert.

STATUS SUMMARY

The Status Summary window provides a summary of the item linked to the map element. This summary includes the type, name
and the current status:

irype: Input
Mame: Office PIR
Summary: Sealed

rype: Area
Mame; Office
Summary: Disarmed
Extended: 1

rype: Auxliary
Mame: Office Lights
Summary: Off

Type: Door
Mame; Office Door
Summary: Locked
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Each element on a map that is linked to a door, area, input or auxiliary is accompanied with a list of commands.

These commands include viewing review, showing videos and controlling the item. The control commands will change based on the
type of item you have selected.

The commands are accessed in one of two ways:

1. Clicking an element on the map will display the commands in the Commands window if it is visible. If the Commands
window is not visible, click the View button and select the Commands option.

2. Right click an element on the map to
display the Commands menu.

More than one element can be selected by holding the CTRL button and clicking the elements
you wish to select.

If all of the selected elements are linked to the same type of entity (i.e. areas), the commands
will apply to all the selected areas.

There will also be an individual area command that will appear under the areas name (right).

If more than one element is selected and they are not linked to the same entity type (i.e. a door
and an area), the commands window will display a drop down menu for each of the selected
elements (below).
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GENERIC COMMANDS

There are three commands that appear for most items that are displayed on schematic maps.

Recent Activity

This displays all review messages that relate to the selected entity for the last hour. This allows you to easily see the recent activity

for an area or door.

Show Video in New Tab

If you have the CCTV Integration license, you can launch CCTV footage from cameras that are associated to items on your map.
The video will open in a new tab and the schematic map will remain open in the background.

Show Un-Finalized Alerts

If alerts have been configured on your system for the items displayed on your map, clicking this option will display the alerts that are

still outstanding for the selected item.

Area Commands

Descriptions

Arm

This will arm the selected area or areas.

Disarm

This will disarm the selected area or areas.

Arm (24 Hour)

This will arm the 24 hour part of the selected area or areas.

Disarm (24 Hour)

This will disarm the 24 hour part of the selected area or areas.

Area Commands

Descriptions

Isolate

This ignores state changes for the input until the area is re-armed.

Sticky Isolate

This ignores state changes for the input until de-isolated.

De-lsolate

This reverses the isolate & sticky isolate command.

Area Commands

Descriptions

Unlock

This unlocks the door indefinitely.

Unlock (Timed)...

This unlocks the door for the specified amount of time, at the end
of the time the door will relock.

Lock

This locks the door.

Door-User Activity Report

This generates a review report of all users that have accessed the
door in the last day.

Door-User Reference Report

This generates a report that contains all the users that have
permission to access the door.

Area Commands

Descriptions

On

This turns the auxiliary on indefinitely.

On (Timed)...

This turns the auxiliary on for the specified amount of time, at the
end of the time the auxiliary will turn off.

Off

This turns the auxiliary off.

Set Analogue Value ...

Not commonly used.
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If you are licensed for CCTV integration and have a CCTV system enrolled, you can view video
footage from within the Schematic Map window.

Cameras can be placed on a schematic map as an icon; the icon provides you with the following
commands:

e Invoke Command
e Show Video in New Tab
e Show Video in Side Panel

Show Video in Side Panel

This will display live footage from the camera in the Camera tab. If any other camera
icon is clicked, the window will automatically change to the selected camera.

If the camera window is not visible in the Schematic Map window, click the View
button and select Cameras.

LAYERS

Schematic maps can be configured to contain layers. Layers are a way to group and
stack elements on a map. A layer can be made visible or hidden by selecting the
Visibility check-box.

On a busy schematic map with a large number of icons/shapes, you can hide layers to
simplify the map and shift the operators focus on more important items.

You can restrict the layers an operator can view and therefore add or remove map items and commands for an operator. For
example, a map can have an administrator layer that has controls and buttons that most operators can not see.

MAP LINKS

If you have more than one schematic map, you may want to navigate from one map to another rather than opening a map from the
Maps item list.

Some schematic maps are setup so that each map is zooming in or out from the previous map, navigation can be simplified by
having a button that returns you to the home/site map.

Map links are a shape, icon, label or image that allow you to navigate between schematic maps.
The following commands are available for map links:

View in New Tab
Opens the linked map in a new tab and the original map remains in the background.

General Commands &

Jump to Map
Opens the linked map in the current tab and replaces the original map.

View in Mew Tab

Jump To Map

ADDITIONAL MAP FUNCTIONALITY

Depending on how your schematic maps have been setup, the following features may be available to you:

| ADDITIONAL COMMANDS |

Additional commands can be used to add extra control options to an element on a schematic map.

For example, an image of a large red button could have an additional command to lock down the
entire site.

In the Commands window, additional commands will appear at the bottom of the default
commands for the linked item.

By default, an additional command will be displayed as a cog icon.
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| SINGLE CLICK ACTIONS |

Single click actions trigger an item action or additional command with a single mouse click; this is useful if the map is displayed on a
touchscreen. The default commands are still available by right-clicking the element.

|__ACTIONS AND COMMANDS REQUIRE VALIDATION |

The Action and Commands Require Validation option is used to verify that
the operator wants to perform the command they clicked.

When the operator attempts to perform a command that is using this feature,
the system will prompt them with a confirmation window.

This feature can be applied to only certain elements on a schematic map.
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NAVIGATION PANEL
INTRODUCTION TO THE NAVIGATION PANEL

The Navigation panel is an ordered list of all the sites, sub-sites, controllers and LAN 9 6

modules. This panel is only visible in System Designer

The Navigation panel allows you to easily find a module, identify its state and make

programming changes.

Initially, the Navigation view only contains the default site, as additional sites and

controllers are added, the navigation tree will expand.

NAVIGATION PANEL BREAKDOWN

1. The Docking PIN determines if the navigation bar
automatically hides when not in use.

2. The Search field filters the items within the Navigation
panel to entered text

3. The Refresh button will refresh the Navigation panel if
there has been a change made that is not being displayed.

4. The Name column contains the names of the site,
keywords, controllers and LAN modules.

All entities in the Navigation panel can be sorted by
name in ascending or descending order by clicking on the
column heading.

MODULE STATUS

The Navigation panel will display the following status:

Module online

The Status column displays the state of the Integriti
control module, LAN modules and Unibus expanders. This
is explained further in the next section.

The Visible check-box will filter item list to the selected
site, controller or module.

This makes finding an item that relates to a particular site,
controller or module much easier.

Module offline

Controller online with modules offline

Controller offline

Controller syncing

Controller with warnings

SITE OPTIONS

Right clicking on a site will present you with the following options:

1. The Site Properties option opens a menu containing basic site details, CCTV

playback buffer and PIN requirements.

2. The Rename option allows you to rename the site.

3. The Export option will create an IR.Entities file containing all the programming
relating to this site. This includes all sub-sites, keywords and controllers.

This export will not contain software related entities such as operators and

operator types.

0000

4. The Run Site Setup Wizard option launches the site setup wizard allowing you to configure access cards. This allows you to
specify a card template, card format and site code for the site. Any changes will be applied site-wide. In addition to this, the site
setup wizard will prompt you to enroll a controller, change the installer password and setup regular backups.

5. The Add New menu allows additional sites, controllers and CCTV devices to be added to the Navigation panel.
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SITE PROPERTIES MENU

The Site Properties menu contains the Site Name

following settings:

Default Sitel1]

1. The Site Name field is used to set Default Card Format

the name for the site. | = Direct Entry Wiegand 6 X .
Default Card Template
2. The Default Card Format field lets | Cards (Defaultsits) @) X -
you define the card format that will Notes

automatically be selected when °
assigning new cards to users.

3. The Default Card Template field lets
you define the card template that
will automatically be selected when
assigning new cards to users.

Properties
[H==| A&
284 || Q
) Basic Details e
Contact Name
Contact Phone
Contact Email
Address
Automatic Card Expiry e 0
= ocTv

CCTV Review Playback Buff 00:00:00 G
=/ PIN Requirements

Security PIN Prefix

Security PIM Minimum Lengt 0 0

Security PIN Maximurn Leng 0

Qualify PIN Minimum Length 0 @

Qualify PIN Maximum Lengt O

4. The Notes field is used to record any notes for the site.

8. The Security PIN Prefix is used to add a prefix to the start

5. The Basic Details section lets you assign contact
information for the site including a contact’s name, phone
number, email and address. 9.

of the security PIN for all users on the site.

The Security PIN Minimum Length and Security PIN

Maximum Length fields are used to restrict the length of

6. The Automatic Card Expiry field sets the number of days
that a card, when assigned, will remain valid for before
automatically expiring. If this value is set to zero, access 10.
cards will not automatically expire.

users security PIN to a specific number of digits.

The Qualify PIN Minimum Length and Qualify PIN
Maximum Length fields are used to restrict the length of

users qualify PIN to a specific number of digits.

7. The CCTV Review Playback Buffer determines how much
footage prior to an event is displayed when viewing old
footage.

For example: if this option is set to 10 seconds the footage
will start 10 seconds before the event.

ADD NEW OPTIONS

The Add New menu allows additional sites, controllers and CCTV devices to be added to the
Navigation panel.

The options available are:

[ADDSITE |

The Add Site option will create a new unnamed sub-site.
1. Once named, the sub site will be located in the hierarchal view below the default site.

2. If asubsite is added to an existing sub site, it will appear nested within the first.

[ ADD KEVWORD |

This option creates a keyword that is located in the selected site.

[ NEW SECURITY CONTROLLER |

1

This option opens the Controller Editor window where a new Integriti Security Controller (ISC) can be programmed.

[ NEW ACCESS CONTROLLER |

This option opens the Controller Editor window where a new Integriti Access Controller (IAC) can be programmed.
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| DISCOVER CONTROLLERS |

This option opens the Discover Controllers window and
will automatically start scanning the local network for
controllers.

[_ENROLL CCTV DEVICE |

This option launches the Plug-in Selection window where
the CCTV system can be selected and then configured.

SUB-SITE OPTIONS

The right-click options for a sub-site are identical to a normal site with one exception:

DELETING SUB-SITES

The Delete option will remove the sub-site from the Navigation panel. Since the sub-site may reference a number of other entities
within the software, you may find it hard to delete a sub-site.

To solve this you can move entities that reference the sub-site to another site or sub-site.

CONTROLLER OPTIONS

Right clicking a controller will present you with
the following options:

1. The Edit option will open the Controller
Editor window allowing you to make
programming changes to the controller

options. a

2. The Edit in Dashboard option will open the Controller dashboard, which 6
simplifies the programming of the controller. The dashboard also provides 6
the status panel entities such as macros, comms tasks and UniBus devices. o

3. The Delete command will remove the controller and all of the items on a
the controller. This will not delete global items such as door lists, area lists e
or users. a

4. The Export command will create an IR.Entities file containing all of the
Items contained within the panel. This does not contain any global items 9
such as door lists, area lists or users. @

5. The Manage License Keys command will open the License Keys for
Controller window that displays the controller serial number, SMART card
serial number and the licenses held on the SMART card. @

=1

6. The Browse Controller Files command will open the file browser for the selected controller. The prﬁnry purpose of this
window is to upload, rename or delete files located on the controllers Serial Flash, SD Card or a USB Flash Drive.

A common use for the Browse Controller Files command is to clear the previous versions of firmware stored on the serial flash.
If the serial flash storage on the controller is full, no additional files can be copied to this location. This stops any future firmware
updates.

In addition to file management, you can use this window to test, install or install and default the controller firmware.
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10.

The Move Review Pointer command will synchronize the
specified number of review events on the controller.

This is commonly used if there is a synchronize issue
where some review messages are generated by the panel,
but do not appear in the software.

The review pointer can be moved back to a certain time
or number of events.

The Human Readable Programming Summary command
will generate a full programming summary of your
Integriti controller. This will include the inputs, areas,
doors etc.

Once generated, the programming summary can be saved
or printed.

The Connect (Auto) command reconnects the panel with
the last used connection method.

The Connect (Manual) command launches the Connect to
Controller window allowing you to choose the connection
method.

MANAGE LICENSE KEYS MENU

The Manage License Keys menu contains
the following:

1.

11.

12.

13.

14.

15.

The Disconnect command disconnects the controller from
the Integriti software, this includes USB connections.

The Resynchronize (Server -> Controller) command
resynchronizes the current programming held within the
Integriti software with the Integriti controller.

The Resynchronize (Controller - > Server) command
resynchronizes the current programming held within the
Integriti controller with the Integriti software.

The LAN menu provides multiple LAN related commands
for the currently selected controller.

The Add New menu allows you to add additional modules
to the Integriti controller without having the physical
module.

This can be used to create and program a new module
before physically connecting it.

Once the module is selected, it will appear in the
Navigation panel and all related items (such as inputs,
auxiliaries etc.) will be created.

The Controller Serial Number and
Smart Card Serial Number are both
displayed in this menu.

The License Key column contains

the unique key associated with each

license.

The Description column provides

additional information relating to

the licenses.

The Expiry column displays the
expiry information for the licenses.

The Add License Key button is used
to input new license keys.

D e
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The Integriti Security Controller is not fitted with a beeper, this command will work on an Integriti Access Controller.

[

8: BEEPER OFF

This will turn the controllers beeper off.
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LAN MODULE OPTIONS

Most of the options in the right-click menu for a LAN module are the same as the
right-click options for the Integriti controller.

Some of the options that are unique to certain modules are:

|_ENABLEONLAN |

This command reverses the Disable on LAN command and restores the module
functionality.

| DISABLE ONLAN |

This command allows you to disable the LAN module, this will cause the Integriti
controller to ignore the module and the module itself will become unresponsive.

If you disable an Integriti module, the Enable on LAN command will restore the
modules functionality. However if you disable a older Concept module, the module
will need to power cycle the module.

| NEW DOOR ON ‘LOCK 1/L0CK 2" |

This command is available for Access Control modules and keypads. Selecting this command will open the Door Editor window,
allowing the programming of the door on the selected module, using the selected lock.
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USER COMMANDS (GATEKEEPER)
INTRODUCTION TO USER COMMANDS

Right-clicking a user in GateKeeper will display the following user commands.

Credentials

First Mame(s)

Type here to search. .. Q Type here to search...

q Type here to search...

'

'T{ Type here to search...

Installer Installer

Master Master

Mason Hilder Mason

Finn Weedon “ o Edit

Isla Du Rieu 6 [ Duplicate Ctrl+D
Eeau Bird @ < Delete

Ellie Jamiesan o JF  Recent Activity

Gabrielle Langdon @) %7, Show Video in New Tab

Lity ODea O A\ Show Un-finalized Alerts
Jake Fahey 0

Uzer-Door Activity Report
Flynn Beckett ! ty Hep

o8
9 3|

User Activity Report
Elizabeth MNettefold

Isabel Alngindabu
Matasha Gall

User reference report

Print Card

1. The Edit command will open the User Editor window
allowing you to make programming changes for the
selected user.

2. The Duplicate command creates a copy of the currently
selected user in the User Editor window. This can be used
to streamline programming by duplicating similar users
and making some minor changes. Be careful not to leave
the card number or security PIN the same, as this will
cause a credential clash.

3. The Delete command will permanently remove the
user from the system. You will be presented with a

conformation dialogue after clicking the Delete command.

4. The Recent Activity command provides a filtered review
report containing all of the events that relate to the
selected user or users for the last one hour. From this
window, the duration of the report can be changed and
the report can be printed or exported.

5. The Show Video in New Tab command will open a new
window containing live footage of the associated camera
or cameras. This will only work if the selected user is
associated to a CCTV camera.

Hilder
Weedon
Du Rieu
Bird
Jamieson
Langdaon
O'Dea
Fahey
Bedkett
Mettlefold
Alngindabu
zall

6. The Show Un-finalized Alerts command will open a
window containing any un-finalized alerts relating to the
selected user.

7. The User-Door Activity Report command provides a
filtered review report containing all of the access events
that relate to the selected user or users for the last one
hour. This does not contain any review for the lock state
or card data. From this window, the duration of report can
be changed and the report can be printed or exported.

8. The User Activity Report command provides a filtered
review report containing all the events that relate to the
selected user or users for the last one hour. From this
window, the duration of report can be changed and the
report can be printed or exported.

9. The User Reference Report command provides a report
containing all the items that the selected user or users
have permission to access; this includes areas, area lists,
doors, door lists, permissions groups, menu groups etc.

10. The Print Card command uses the Photo ID license and
allows you to print photo ID cards for users. Clicking the
Print Card command will open the Card Print Preview
window.
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USER COMMANDS (SYSTEM DESIGNER]

INTRODUCTION TO USER COMMANDS

Right-clicking a user in System Designer will display the following user commands.

0000000000000

1. The Edit command will open the User Editor window
allowing you to make programming changes for the
selected user.

2. The Duplicate command creates a copy of the currently
selected user in the User Editor window. This can be used
to streamline programming by duplicating similar users
and making some minor changes. Be careful not to leave
the card number or security PIN the same, as this will
cause a credential clash.

3. The Export button will export the selected user(s) as an
IR-entities file.

4. The Delete command will permanently remove the
user from the system. You will be presented with a
conformation dialogue after clicking the Delete command.

5. The Recent Activity command provides a filtered review
report containing all of the events that relate to the
selected user or users for the last one hour. From this
window, the duration of the report can be changed and
the report can be printed or exported.

6. The Show Video in New Tab command will open a new
window containing live footage of the associated camera
or cameras. This will only work if the selected user is
associated to a CCTV camera.

7. The Edit Permissions option will open the User
Permissions window, allowing the primary permission
group and the extra permissions to be edited without the
User Editor window being opened. This is used to change
the permissions for multiple users at the same time.

11.

12.

13.

The Send Message command will send an SMS, email
or pager message to the selected user or users. This
functionality requires the Communicator license.

The Send PIN command will send the security PIN number 3-
to the selected user or users. The PIN can be sent as an
email or SMS and requires the Communicator license.

. The User-Door Activity Report command provides a 4.

filtered review report containing all of the access events
that relate to the selected user or users for the last one
hour. This does not contain any review for the lock state
or card data. From this window, the duration of report can
be changed and the report can be printed or exported.

The User Activity Report command provides a filtered
review report containing all the events that relate to the
selected user or users for the last one hour. From this
window, the duration of report can be changed and the
report can be printed or exported.

The User Reference Report command provides a report
containing all the items that the selected user or users
have permission to access; this includes areas, area lists,
doors, door lists, permissions groups, menu groups etc.

The Print Card command uses the Photo ID license and
allows you to print photo ID cards for users. Clicking the
Print Card command will open the Card Print Preview
window.
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CCTV o
INTRODUCTION TO CCTV INTEGRATION

The CCTV Integration allows some of the functionality of a third party camera system to be incorporated into the Integriti Software.
This allows an operator to view live and historical CCTV camera footage and even control PTZ cameras.

The setup and configuration of the CCTV Integration is usually done by a Certified Technician.

VIEWING CCTV FOOTAGE FROM A CAMERA

To view the live footage from a CCTV camera in GateKeeper, select the Home tab and click on the CCTC Cameras icon.

This will launch the CCTV Cameras list that contains all of the cameras that can be viewed by the operator.

To view the live footage from a camera, select the Camera and click the Open button or double-click on the camera.

A new window will open containing the live footage.
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VIEWING HISTORICAL FOOTAGE

In some cases, the CCTV cameras are associated to areas, doors, inputs or outputs in your system. You can view historical footage
from the camera by finding the event you would like to see in the Review window.

Once you have found the event, right-click the Review Record and select the Show CCTV Footage option.

A new window will open containing the historical footage that matches the date and time that the event occurred.

This will only work if there is footage available to view, this may be restricted by the storage space available to the CCTV system.

AUTOMATIC CCTV POP-UPS

If configured, live CCTV footage can pop-up in the Integriti GateKeeper software, this pop-up is based on a particular event. This is
commonly used when live footage is required to be seen by an operator for an event such as a duress or panic button being pressed.
This functionality requires that either alerts or scheduled tasks are configured.

CONTROLLING THE PLAYBACK OF FOOTAGE

Once you open the camera window, the footage can be controlled with the playback controls, found in the Playback Control tab.

DATE & TIME SELECTOR

The Date & Time field is used to retrieve footage from a certain time
by entering the date and time of the event.

Alternatively the Date & Time drop down is used to select the date
using a calendar preview.

o =y
| |
1 1
1 1
1 1
1 1
1 1
| |
L . |

Once the date has been set, the time can be set using the Time slider.

Drag the slider to the nearest time to the time the event occurred. The P gy

time slider is in a 24-hour format. :. "

As the time slider is changed, the date and time selector will update.
o e =

This is the start time that is used when using the other playback b -

controls.
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PLAYBACK BUTTONS

The playback buttons allow you to easily play, rewind, fast-play and pause CCTV footage.

The controls below will differ from one CCTV system to another.

PLAY

This button plays the footage forward at normal speed.

|_FAST FORWARD |

This button plays the footage forward at high speed; each click increases the speed of playback.

%

This button plays the footage backwards at normal speed.

|_FAST REWIND |

This button plays the footage backwards at high speed; each click increases the speed of playback.

This button will pause the footage on the current frame.

LIVE VIEW

This button display live footage from the CCTV camera.

| STEP FORWARD |

This button advances the footage one frame at a time.

STOP

This will stop the current footage stream.

| STEP BACKWARD |

This button rewinds the footage one frame at a time.
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CONTROLLING A PTZ CAMERA

If you have a PTZ (Pan, Tilt and Zoom) CCTV camera you can control the PTZ functionality via Integriti GateKeeper or System

Designer.

Select the PTZ Control tab to view the PTZ controls, some of these commands may not work based on your camera’s capabilities.

PLAYBACK BUTTONS

The directional arrows are responsible for the pan and tilt of the camera. Single-clicking an arrow will
move the camera in the direction you clicked.

If the arrow is clicked and held down, the camera will move until the button is released.

The zoom buttons control the amount that the camera is zoomed in or out.

The “+” button increases the amount of zoom and the “— “button decreases the amount of zoom.

The focus buttons control the area that the camera is focused on, this may be used to bring a
foreground object into focus.

The “+” and “—" buttons shift the focal area forward or backward.

The iris control will result in more or less light entering the camera through the lenses. This is used to
increase or decrease the brightness of the camera footage.

“_u

The “+” button increases the amount of light reaching the camera and the button decreases it.

PRESET

If the CCTV camera has been configured to use preset locations, you can trigger the camera to move to
a preset by using the preset field.

Once a preset number has been entered, clicking on the Preset button will result in the camera moving
to that particular preset location.
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VIEWING MULTIPLE CAMERAS

In some cases an area, door, input or auxiliary may be associated to more than one camera, when viewing historical footage the
Camera window will contain more than one camera.

The number of cameras viewed at once can be changed by using the Layout Control tab found in the Camera window, this will work
for historical and live footage.

The layout of the camera window can be set to: 1x1, 2x2, 3x3 or 4x4.

[1XT ] [2x2 ]

Once you have selected a camera layout, drag additional cameras onto the Camera window to be displayed. Closing the Camera
window will reset the layout.
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OPERATORS

INTRODUCTION TO OPERATORS

Operators are the users who login to the Integriti System Designer or GateKeeper software.

Most programming changes to the Integriti system are audited, this audit includes the operator that made the change. It is
recommended that each user logging into the software has a unique operator name and password.

To view, edit, create or delete operators navigate to the Administration tab and click the Operators icon.

OPERATOR EDITOR WINDOW

The Operator Editor window is broken down into five sections:

User Details = = = = = = = = = = = =

Password = = = = = = = = = = ===

Account Options = = = = = = = = = o=

Preferred Layouts = = = = = = = = =

Notes-——---——--———--

USER DETAILS

1.

The Name field is used to identify the operator.

The User Name field is used by the operator to log-in to the Integriti
Professional or GateKeeper software.

The Operator Type determines the permissions/access levels that the
operator has.

The User field allows a user in the controller to be assigned to the
operator. The operator will only be able to control items as assigned to
the user.

Active Directory User allow users to login to the Integriti software
using their window credentials. Active Directory is a licensed feature

The Site field sets the default site for any entities that the operator
creates (areas, doors, etc.)

00000
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PASSWORD

The Password and Confirm Password
fields are used in conjunction with the
User Name field to allow operators to log Password ﬂ Confirm Password
into the Integriti Professional or Integriti
GateKeeper software.

ACCOUNT OPTIONS

=

Password

1. Enabling the Account Disabled option will

disable the operator and prevent them

from logging in. “ Q
2. Enabling the Password Expired option

will force the operator to change their
password the next time they log in.

PREFERRED LAYOUTS

The Preferred Layouts are used to define the
default layout for the operator when they first

login. 0 Q

1. The System Designer Layout field defines the default layout for the Integriti Professional software.

2. The GateKeeper Layout field defines the default layout for the Integriti GateKeeper software.

ASSIGNING USERS T0 OPERATORS

The user section allows a user in the system to be assigned to the operator, the operator will only be able to control the items that
are assigned to the users permissions. When user is assigned to an operator and the operator controls an item such as a door,

the system will generate a review message that contains the user. Below are examples of an operator unlocking a door from the
software with and without a user assigned.

| WITHOUT AN ASSIGNED USER |

8/07/2015 4:29:01 PM SAMSUMNG TMC Front Door Unlocked by Comms Task 01 {Integriti CT) {Integrit) {remote) (DO22)

The message describes the event correctly, however there is no information regarding the individual responsible for remotely
unlocking the door.

| WITH AN ASSIGNED USER |

072015 4:32: 26 PM SAMSUNG IMC Front Door Unlocked by Rob Steed (Integriti) {remote) (D022)

The review message now contains both the event and the user responsible. For tracking and auditing purposes, it’s recommended
that all operators who control system entities, such as areas, doors, lift cars etc have an associated user.

If the operator attempts to control an item that their assigned a user does not have permission to control, the following review
message will be generated:

| 9072015 3:56: 25 AM SAMSLING IMC Area Action by Rob Steed (Integriti) (remote] failed in queue 4 because Mot Allowed

ACTIVE DIRECTORY USERS

If Active Directory Operator authentication is enabled it will allow users to sign on with their currently logged-on windows account
or with the provided Active Directory credentials. This can provide a single sign on (SSO) type functionality to the Integriti software.
An Active Directory Operator License is required.

There are two methods that can be used to link Active Directory users to Integriti Operators:

Via Operators
Individual operator records can be manually linked to a domain account.

Via Operator Types
Active Directory Groups can be linked to Integriti Operator Types. Operators are created and controlled by domain administrators.

INTEGRITI USER GUIDE PAGE 43 WWW.INNERRANGE.COM




Inner Range Pty Ltd WWW.INNERRANGE.COM

OPERATOR TYPES °
INTRODUCTION TO OPERATORS TYPE

Operator Types determine what items and features an operator can access within the Integriti System Designer or GateKeeper
software. The relationship between an operator and the operator type is similar to the relationship between the user and a
permission group.

To create, edit or delete an operator type navigate to the Administration tab and click the Operator Types icon.

CREATING AN OPERATOR TYPE

It is quicker to duplicate an operator type such as Master and edit it rather than adding a
new operator type and starting from scratch.

Right-click an operator type and select Duplicate, this will create an unnamed copy. The
Operator Type window contains the following items:

0 © O
o
2]

@00

1. The Site field is used to identify which site the operator 5. The GateKeeper Layout determines the appearance of the
type belongs to. GateKeeper software. This layout will load for any operator
assigned this operator type. If left empty the default System
2. The Name field is used to identify the purpose and Designer layout is used.

contents of the operator type. i.e. Security Guard
6. The Type Permissions tab determine the groups of items

3. The Editor Layout Set determines the appearance of the an operator can view, edit, create or delete. Permissions for
editor window for each item. This editor layout will load items can be assigned separately for sites and sub-sites.
for any operator assigned this operator type. If left empty
the default editor layout is used. 7. The Extra Permissions tab allows you to set permissions for

individual items such as specific door or a specific user.
4. The System Designer Layout determines the appearance

of the System Designer software. This layout will load for 8. The Features tab determine the additional functionality the
any operator assigned this operator type. If left empty operator will have in the System Designer or GateKeeper
the default System Designer layout is used. software.
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THE TYPE PERMISSIONS TAB

| SITE PERMISSIONS |

2] 3] 0 5]

1. Enabling the View option allows the Operator to see the
site in the Navigation panel. The View option can not be
disabled for the default/top site.

2. Enabling the Edit option allows the operator to edit the
properties of the site such as the site name.

3. Enabling the Add Sub Site option allows the operator to
add sub-sites to the selected site.

[_ENTITY TYPE PERMISSIONS |

Enabling the Add Key Word option allows the operator to
add a keyword the site.

Enabling the Delete option allows the Operator to delete the
site. The Delete option can not be enabled on the default/
top site.

Entity Type Permissions

MName

view @ |Edit @ |Create @)|Delete @

-

» &% Common Entities

» ! Access Control Entities
¥ i Administration Entities
> h LAN Modules

¥ ' Automation Entities

S ﬂﬂ Communications Entities
» BB Entity Types

» &% Other Entities

1. The View check-box allows the operator to view the item
for the currently selected site.

2. The Edit check-box allows the operator to edit the item
for the currently selected site.

You will notice there is 4 selectable options to choose from:

Allow

Deny

The Create check-box allows the operator to create the item
for the currently selected site.

The Delete check-box allows the operator to delete the item
for the currently selected site.

Inherit Allow (this inherits permissions from the parent site)

Inherit Deny (this inherits permissions from the parent site)
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EXTRA PERMISSIONS TAB

Type Permissions Extra Permissions Features

op Add == Remove v
Deny  Entity View Edit Delete Change Per...
L 1] (=) (=) (=) (=)

The Type Permissions tab provides an operator permission to view, edit, create or delete an entire group of items. This means that if
an operator is provided the permission to edit users there is no restriction on which users they can edit.

The Extra Permission tab is used to add and remove permissions for single items. For example, you may have an operator that has
permission to edit users, however you want to stop them from editing the Installer user. To do this, add an extra permission that
denies the edit permission for the Installer user.

The example below demonstrates how to restrict an operator from viewing a single user:

1. Inthe Type Permissions tab the Common Entities > User options to view, edit and create users are enabled. This allow the
operator to view and edit all users.

2. Inthe Extra Permissions tab the Installer user is added and the Deny and View options are enabled to stop the operator
viewing the Installer user.

Type Permissions Extra Permissions Features

g Add == Remove

Deny  Enfity View
y @ (=)
. l'ﬁ & Tetler ............... lﬂ ..............

The example below demonstrates how to increase an operators permissions using extra permissions.

1. Inthe Type Permissions tab the Common Entities > User option only allow the operator to view users. The operator can open
and view users however changes will not be saved.

Entity Type Permissions
Name View Edit Create
¥ e Common Entities
1 & User

2. Inthe Extra Permissions tab two users are added and the View and Edit options are enabled. This allows the operator to edit
just these two users.

Type Permissions Exira Permissions Features

gp Add = Remove

Deny Entity View Edit
C o] o]
[0 & Steve Jones [/ W
v O @ TomSmith R &;" ...............
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FEATURES TAB

The Features tab allows you to enable access to specific features within the System Designer and GateKeeper software.

These features are broken up into seven sub-categories:

1. Administration 4. Licensing 7. Software Modules

2. Review 5. Layout

3. Controllers 6. Integration

| ADMINISTRATION |

The Import Data option allows operators to access the Import v Administration -
Data feature from the Administration tab. Import Data

. . . Zan Administer Servers
The Can Administer Servers option allows operators to

view servers, workstations and client connections from the View Audit
Administration tab. Reveal PINs

Send PIMs
The View Audit option allows operators to view a historical log Force Finalize Alerts

of all programming changes to system items.

The Reveal PINs option allows an operator to view other users PINs.

The Send PINs option allows an operator send a PINs to users via e-mail or SMS, this feature is used when a user forgets their PIN. A
license is required to send SMS or emails from the Integriti software.

The Force Finalize Alerts option allows an operators to finalize (close) one or more alerts without writing a response.

[_REVIEW OPTIONS |

The View Review option allows operators to see review. w Review
The Highest Review Level determines the highest level of review

) o i View Review
that thg operators will have permission to view. Highest Review Level Everyone =
The review levels are:
1. Everyone 4. User — Detailed
2. User - Essential 5. Installer — Detailed
3. User - Standard 6. Inner Range - Debug
| CONTROLLERS OPTIONS |
The Send Actions option allows operators to control items such as v Controllers
areas, doors or outputs from the System Designer or GateKeeper send Actions
software.

Enrol Controllers
Upgrade Controller Firmware

The Enroll Controllers option allows operators to add new controllers
View Controller Data

to the site from the System Designer software.

LockfUnlodk the LAM
The Upgrade Controller Firmware allows the operator to upgrade the Femote Hard Reset Contraller
firmware of the Integriti controller and hardware modules. Disable Enable LAM modules
Can Allow Keypad Edit
View Controller Data allows operators to view controller related See Blank Entities

information and data such as hardware licenses.

The Lock/Unlock LAN option allows operators to perform a LAN lock on integriti controllers, once the LAN is locked no modules can
be added to the system until the operator unlocks the LAN. This option should only be enabled for the Installer or site administrator.

The Remote Hard Reset Controller option allows operators to reset on a controller via the Integriti software. A hard reset will
disable all security and access control for about a minute. This option should only be enabled for the Installer or site administrator.

The Disable/Enable LAN Modules option allows operators to disconnect or connect a LAN modules to the Integriti controller.
Disabling a LAN module may result in doors, inputs or automation not working correctly. This option should only be enabled for the

Installer or site administrator.

The Can Allow Keypad Edit option allows operators to change the data synchronization mode for a controller; this can be used to
enable or disable programming changes from a keypad. This option should only be enabled for the Installer or site administrator.

The See Blank Entities option allows operators to see a list of all blank entities currently present in the system.
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LICENSING

The Can Manage Licenses option allows operators to add software
and hardware licenses to the Integriti System Designer software. To

add licenses click the Administration tab and select License Manager.

LAYOUT

The Can Move Dock Windows option allows operators to change the
location of windows for the Integriti System Designer and GateKeeper
software.

The Can Switch Dock Layouts option allows operators to load System
Designer or GateKeeper layouts.

The Can Use Personal Layouts option allows operators to keep

the changes they make to a layout after exiting the software. Their
personal layout will automatically be loaded when they next login to
the software

| INTEGRATION |

The Enroll Integration Device option allows operators to enroll new
third party devices such as CCTV recorders or intercom systems.

[ SOFTWARE MODULES |

The System Designer option allows the operator to log into the
System Designer software. This option can be disabled to provide the
operator with access to only GateKeeper.

The GateKeeper option allows the operator to log into the
GateKeeper software. This option can be disabled to provide the
operator with access to only System Designer.

The Client Timeout Mode is used to automatically log an operator out
of the Integriti software. The mode can be set to auto log-out after

no system activity, this mode uses the time specified in the Inactivity
Timeout Time.

The Inactivity Timeout Time determines how long the operator needs
to be inactive before the system automatically logs them out.

w Licensing
Can Manage Licenses

w Layout
Can Move Dock Windows
Can Switch Dock Layouts
Can Use Personal Layouts

w Integration
Enrol Integration Device

v Software Modules
System Designer
Gatekeeper
Client Timeout Mode
Inactivity Timeout Time

None
02 hours 00 mins 00 seq
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CUSTOM FIELDS °
INTRODUCTION TO CUSTOM FIELDS

Custom fields allow you to add fields to almost any programmable item in the Integriti Software. These custom fields allow you to
capture or display extra information that is otherwise not present in the default Integriti menus. For example: a users date of birth
or driver’s license number.

To access the Custom Fields menu, you must navigate to the Administration tab and select Custom Fields

CREATING A CUSTOM FIELD

When creating a custom field, you will be presented with the following menu:

o

1. The Key Name field allows you to create a database name for this custom field. This is particularly useful if you are going to use
this custom field in a report. It is a recommended standard that all custom field key names contain the cf_ prefix.

2.  When creating a custom field you have the option of selecting an Item Type. This will determine where the field will appear.

3. Field Type setting allows you to define the type of data that the custom field will contain. These field types ensure that
operators are capturing the data in the correct format.
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FIELD TYPES

Field Types allow you to define the type of data that the custom field will contain. These field types ensure that operators are
capturing the data in the correct format. Below is a list of available field types:

Text

Notes

Integer

Decimal

Currency

Date and Time
Date

Time

Image

Check Box
Editable Drop Box
Drop Down Box
Email Address
Telephone Number

DEFAULT VALUE

A simple text field up to 8000 Characters.

A multi-line text box with up to 8000 Characters.

A number ranging from -2,147,483,648 to 2,147,483,647
A number with 15-16 decimal places

A monetary value

A combination of the following 2 field types

A date selector From 01/01/0001 to 31/12/9999

A time selector Hours, minutes, seconds, AM/PM

A BMP, GIF, JPG, JPEG, ICO or PNG image

Ticked or not ticked

A drop down list of selectable items, you may enter custom text
A drop down list of selectable items

An Email address field

A Telephone number field (no spaces required)

If you specify a Default value then this will be displayed in the field unless changed by the

operator.

MANDATORY

If the Mandatory check box is enabled an operator will not be able to save the changes to
an item without entering the custom field.

CUSTOM FIELD EXAMPLE

A commonly used custom field is a users email
address. The Email Address field can be used to
send the user emails containing their PIN number

or alert messages.

Creating email custom field:

1. Name the custom field.
2. Select Email Address from the Field Type

option.

3. Ifthe field has to be entered by an operator
flag the Mandatory field.

Field Type
Text b

Default Value

[C] Mandatory

The Email custom field bellow will appear in the User Editor window

» Custom Fields

Email
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BUILT IN REPORTS °
INTRODUCTION TO BUILT IN REPORTS

You can run basic user or door reports from the Integriti Software. These reports can identify what doors a user can access or which
users have accessed a door in the last 24 hours.

RUNNING A USER BUILT IN REPORT

Select one or more users and right click to view the user options. The following user reports are available:

USER DOOR ACTIVITY REPORT

This report displays review events for each time the selected user or users accessed a door in the period specified. This includes
door access events where the user is granted access or denied.

USER ACTIVITY REPORT

This report displays all the review events that relate to the selected user or users in the period specified. This includes door access
events, keypad login and logout.

USER REFERENCE REPORT

This report displays the permissions assigned to the selected user or users.

RUNNING A DOOR BUILT IN REPORT

Select one or more doors and right-click to view the door options. The following user reports are available:

DOOR USER ACTIVITY REPORT

This report displays review events for each time a user accesses the selected door in the period specified. This includes door access
events where the user is granted access or denied.

DOOR USER REFERENCE REPORT

The report displays the users with permission to access the selected door or doors.

BUILT IN REPORTS WINDOW

Once you select a report; the report window will open. Below is an example of the User-Door Activity Report:

0 0
2] 2] 0 5]

1. The Period filter sets the range of dates and times that 4. The Text column displays the logged information for the

the report includes. You can select either a date range or event that occurred.

number of days.

5. The Type column displays the category of the review event.

2. The Local Time column shows the date that the event

occurred. 6. The Print/Export button will print or save the contents of

the report to a PDF or CSV file.

3. The Source column displays the controller that generated

the review message.
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REVIEW °
INTRODUCTION TO REVIEW

Review is a historical log of the events that occur in the Integriti System. These events can be created by the Integriti controllers, the
Integriti application or even third party devices such as CCTV systems.

Review is commonly used to find historical evidence of an event, such as finding out which users accessed a particular door on a
particular date. Review can also be used to generate advanced reports such as Time on Site reports for payroll.

The Review window below appears in System Designer and GateKeeper by default.

Review

¢ Perind |Recent History

Local Time

29102015 11:30:36 AM Mew Controller 'S... Installer Security Pin code changed by Installer (C3K-LcdTerm: 01) Pin Changed E]
29/10/2015 11:30:28 AM Mew Controller '5... Installer Fin Logon at C3K-LcdTerm: 01 User Access
29/10/2015 11:29:24 AM Mew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access
29102015 11:29:04 AM Mew Controller 'S... Installer Pin Logon at C3K-LedTerm: 01 User Access
25/10/2015 11:29:02 AM Mew Controller '5... Installer Logoff at C3K-LocdTerm: 01 User Access
29/10/2015 11:29:01 AM Mew Controller 'S... Installer Access at C3K-LcdTerm: 01 (Door not defined) Denied - Mo Location User Access
29102015 11:29:01 AM Mew Controller 'S... Installer Pin Logon at C3K-LedTerm: 01 User Access -

1. The Local Time column displays the date and time that 3. The Text column contains the review message.

the review event was generated.
4. The Review Type column displays the category of the review

2. The Source column displays the name of the device that message. Every review message falls into a single category,

generated the review event. Controller based events this includes User Access, Card Info and Area Change etc.

will display the name of the controller. Alternatively,

there may be review events generated by the Integriti

application which will have the source AppServer:

IntegritiApplicationServer.

REVIEW FILTERS

Located at the top of the Review window are a series of filter options that will assist you in locating review records of particular
interest.

The Source text box is used to filter review based on the controller or application
that created the event. This is commonly used on sites with many Integriti Source
controllers to filter review to a single panel.

The Message text box is a quick way to filter review if you know part of the
message you are searching for. This method of searching review can often return MF’—";E‘QE
records that may match your entry but aren’t exactly what you’re looking for.

For more accurate search results, you will need to use a wild-card. A wild-card is a placeholder symbol that represents one or more
characters in the message. In Integriti the wild-card symbol is the % character.
Below is an example of how a wild-card is used:

Installer Pin Logon at C3K4LcdTerm: 04
Entering the text Installer or Inst% will show this review message.
Entering the text Installer Logon will not show this review message as the text does not contain the word PIN.

A wild-card can be used to replace words between Installer and Logon; entering Installer%Logon will show this review message.
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REVIEW TYPE FILTERING

The Review Type filter allows you to display review records based on one or more -
Review Type categories. This can be used to display all records of a particular Review Type | General/Start/Sto... -
type, for example User Access events.

REVIEW LEVEL FILTERING

The Review Level filter allows you to filter review record to different levels. The -
lowest review level is Everyone, this level will show the least number of review Review Level | Inner Range -De... -
events. The highest review level is Inner Range - Debug, this level will display
every generated review message.

PLAY / PAUSE REVIEW BUTTON

On sites that generate a large amount of review messages it is difficult to read
review messages before they are replaced by new events. The Play / Pause button
will start and stop new review messages from appearing in the Review window.
When in the play mode the button will appear highlighted.

PERIOD FILTERING

The Period is a time-based filter that filters the review messages based on the - :
date and time setting specified. Period |Live -

The three period filters are:

Live: This option will clear all review events from the review window and only display new events as they are created. If you wish to
clear the review window a second time, click the Refresh Live button.

I: 1 Live et

Recent History: This filter allows you search historic review based on a last number of weeks, days, hours or minutes. Below is an
example of a recent history filter set to one day:

Date Range: This filter allows you to search historic review based on events occurring between to specified dates and times. Below is
an example of a Date Range filter containing a one hour period of time on a particular day:

Period Date Range ¥ From 23/10/2015 11:00 AM |*4 To 23/10/2015 12:00 AM | ¥

RIGHT CLICK OPTIONS

Right-clicking on a review message will open a list of all the system entities that
were involved in generating this review message. Each of the items listed is a hyper-
link to the editing screen for that item, this allows you to easily jump to that item to
edit it.
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EXPORTING REVIEW

In some cases you may need to provide a copy of the review to someone else in a particular format. Once you have filtered the
review records review you can export these review records in the format of your choice. To export review click the Print Export

button, this will open the Preview window.

Installer - Detailed

Recent History
Local Time + Source
14/12/2015 1:47:496 PM MNew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access
14/12/2015 1:47:46 PM MNew Controller 'S... Installer Pin Logon at C3K4 cdTerm: 01 User Access
14/12/2015 1:47:45 FM MNew Controller 'S... Installer Logoff at C3K-LcdTerm: 01 User Access

The Preview window contains a number of options, the most commonly used ones are:

1. The Open command is used to open and view a preview
that was saved in the native format using the Save
command.

2. The Save command is used to save the contents of the
preview window in the native .prnx file. This file can be
opened at a later date using the Open command.

3. The Print command will open the Windows Print window
allowing you to select a printer and set the appropriate
printing options.

00 0O

The Export To command allows you to save the contents

of the Preview window in the file format of your choice.
Commonly used formats are PDF, XLS or CSV. After selecting
a format the Format Options window will open, these
setting are best left as default.

The Email As command works the same as the Export To
command, however, once the file is saved it will be attach to
a blank email in your default mail client.

The Close Print Preview button will exit the Preview window
without saving the contents.
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UPDATES AND ADDITIONAL INFORMATION:

Check the Website regularly for:

e Additional applications and tables not included in this manual.
e Updates and/or changes to existing documents.
e New documents added to this manual.

Advanced Tech Support:

e http://www.onlinetraining.innerrange.com/
(Restricted downloads)

e http://www.onlinetraining.innerrange.com/login/signup.php
(Restricted account creation)

e http://www.innerrange.com.au/support.php
(Support contacts)

Home Page:

e http://www.innerrange.com

Please send or fax any comments regarding this manual to:

e “Publications” at the Head Office address. (See front cover)
— Or —
e e-mail to: Publications@innerrange.com

Disclaimer:

1. The manufacturer and/or its agents take no responsibility for any damage,
financial loss or injury caused to any equipment, property or persons resulting
from the correct or incorrect use of the Inner Range system and its peripherals.

2. Whilst every effort has been made to ensure the accuracy of this manual,
Inner Range Pty Ltd assumes no responsibility or liability for any errors or

omissions. Due to ongoing development the contents of this manual are subject to
change without notice.
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1. Hardware and Software Prerequisites

The Integriti suite consists of Server and Client software. Integriti software installation files
contain all of the client and server software in one package for easy deployment. The entire
software suite can be installed on a single machine for typical installations or as one server and

n clients.
For detailed information, please refer to the document titled ‘Hardware and Software

Prerequisites’.
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2 Installing the Software

Before installing Integriti, please make sure your computer hardware specifications meet
the minimum hardware requirements as explained in the document titled ‘Hardware and
Software Prerequisites’.

Integriti should only be installed by someone logged on to the machine locally as an
administrative user.

2.1 Installation packages available

There are two installation packages available — the full installer and the web installer.

The full installer is the larger of the two and contains all of the files and resources required
to install the Integriti software management suite on your computer without the use of
internet connectivity.

The web installer is much smaller and quicker to download, but requires an internet
connection for the duration of the installation process and may take a little longer to install
depending on the dependencies required for your computer.

The web installer is a good option when upgrading an existing Integriti installation.

To begin the Integriti installation, double click the Integriti setup executable:

ﬁ;E:r! Integriti_Pro_Full_xxx_setup_( )exe —or-— ﬁ;E:r! Integriti_Pro_web_setup_( ).exe

Make sure you have the latest version of Integriti before installing. Visit
http://www.onlinetraining.innerrange.com/login/index.php (login
required).

2.2 Installation options

After accepting the license agreement and reviewing the release notes you will have the
following options:

e Installation path
e Components to install
o Server & Client
o Client Only
o Stand Alone Controller Server
e Where should setup create the database?
o Upgrade my existing database
o Inanew SQL Express Instance


http://www.onlinetraining.innerrange.com/login/index.php
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o | will specify an existing SQL Instance (advanced)

2.2.1 Registration

On first use of the Integriti management software, you will be presented with the software
activation wizard. You will be required to enter a valid product key before continuing with the
registration process.

Figure 1

Upon entering your license key you will have the option of selecting from one of three
registration methods:

Figure 2

2.2.1.1 Register online (Default, recommended option).

If the machine has access to the internet, you can register online. Once you have
provided some basic site details, the software will automatically register itself.

Figure 3
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2.2.1.2 Register using your smart phone.

If the machine does not have access to the internet, you have the option to register
the software using your mobile device.

Using your mobile device, take a photo of the QR code shown on the screen (not the
one in this document). The QR code will translate to a URL on your mobile device. This web
page will request the same information as if you were registering online.

Activate using your Smart Phone

Scan the QR code on the left to
E E complete the activation process using
your Smart Phone

Free QR Code Scanning Apps are available for
download from your phone's app store.

Mote: Inner Range take no responsibility for
the quality of 3rd Party Applications
downloaded for this purpose

=

Figure 4

When the registration page has been completed, you will be given a unique activation
code. Enter this code in to register your copy of the software using the method below.

2.2.1.3 Register using another computer or by contacting your distributer.

If you are unable to register the software due to security or connectivity issues, this
option allows you to go through the process by either contacting your distributor or by
using another computer that has internet access.

Activate using another computer
If vou dont have an internet connection available on this computer, you can activate Integriti using
another computer connected ko the internet by Following these simple skeps,

If you ars unahls to gat ta anather computer, your Distributor can da this far you
1. Go to https://license.innerrange.com/activate

2. Enter your Product Key and Activation Request Code

Product Key

Activation Request Code

3. Press Next to enter your Activation Code

Figure 5

2.2.1.4 I Already have an Activation Code.

If you have already been through the registration process and have been given your
activation code, you can select the ‘I Already have an Activation Code’ option to register
your copy of the software.

Enter Activation Code

©nee the registration process is complete you will be provided with an Actvation Code.

Enter your Activation Code below to skart using Inkegriti

Activation Code

Figure 6

11
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3 Login

Operators are presented with a login dialog when they run Integriti. To log in, simply enter

your operator name and operator password then click the Login button.
Operator credentials are defined within the Integriti management software.

The default Integriti operator login is a user name of ‘installer’ with the
default password of ‘installer’. It is strongly recommended that you
remove this operator or change the password as soon as possible.

Login type

aal

Integriti version number.

Integriti Services.

Log Utility.

Figure 7

Make sure the Integriti services are running before you attempt to log in.

See Integriti Services on page 13.
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3.1 Integriti Services

The Integriti services should be running before you log in to Integriti. If they are not, right-
click the service icon and click Start.

Figure 8

The service icon should appear solid (with a green indicator), indicating that the service is
running:

Stopped Stopping Starting Running
Integriti controller server
Integriti application server
Integriti Integration server 5,
Table 1

3.2 Log Utility

The log utility is used for diagnostic / fault finding purposes. You can access the log utility
by clicking the  icon either in the login dialog or in the Integriti title bar. For more

information on the log utility, see the section titled ‘Integriti log viewer’ towards the end of
this document.
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4 User Interface

Please read the document titled “Interface Elements for Integriti” for more information on
how to make good use of the user interface.

4.1 The Review Panel

The review panel is located at the bottom left of the Integriti window by default. At a
glance, operators can see events as they occur and action them if required.

The name of the controller that The text message stored in the
. R —\ ]
transmitted this event. controller.
The date and time the event The type of message stored in
occurred at the controller. the controller.
o [ )
Figure 9
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The review panel has a ‘heat signature’ feature which allows the operator to see the age of
the displayed review events. The background colour of the review events in the first column
‘Your Local Time’ represents the age.

Present

Your Local Time

21711§2011 8:33:50 AM
21/11)2011 8:18:28 &M
2101142011 8:18:28 &AM
2111)2011 8:03:16 AM
21/11/2011 3:03:16 AM
211142011 8:03:16 AM

¥ | Controller

Mew Controller (...
Mew Controller ¢, ..
Mew Cantroller (...
Mew Controller ¢, ..

Mew Caontroller (...

Past
Text

Controller Mew Conkraller (PTO00031 ) disconnect
Maodule UnSecured: Fronk Entry & Car Park,
Module Found: Front Entry & Car Park.

System Date/Time sek bo Mow 21 2011 03:02:50 |
Timezone set to UTC+11:00 by Inkegriti 01 {Inkeq

Comms Task 02 (Inteqgriti) - Integriti Connected di
Figure 10

The single greatest advantage of this feature is the ability to notice how review events are
grouped without reading individual timestamps. Figure 10 is a simple example of this feature.

Your Local Tirme
2101142011 9:58:06 AM
2111112011 9:58:06 &AM
211112011 9:58:05 AM
2171142011 9:00:00 Ak
¥ 2111)2011 9:58:35 &M

¥ | Controller

Mew Controller ¢, ..
Mew Controller (...
Mew Controller (...

Mew Cantraller [, ..

Text

System Date/Time set ko Mov 21 2011 09:53:36 |
Timezone set bo UTC+11:00 by Inkegriti 01 (Inkeq
Comms Task 02 {Inteqgriti) - Integriti Connected dv
Wiarking Hours became Yalid (TPOOOO1)

Contraoller ‘Mew Contraller (PTO00031 ) connecked
Figure 11

In the example above an older event has been placed in between newer events. This scenario
can occur when communications to one or many controllers has been (re-)established.
Review filtering and organisation occurs at the time the filter is applied.
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4.2 The Actions Panel

The actions panel will display various action types as they occur and their status. For
instance, if you were to upgrade the firmware of a controller, a progress bar will appear in the
actions panel indicating the firmware upgrade progress.

Figure 12
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4.3 Editor windows

Most editor windows will look like the following example...

Basic information. Programming tabs. Toolbar.

Context sensitive
help.

Figure 13

The left side of the editor window contains items relevant to all programmable entities
within the Integriti management software.

The right side of the editor window contains a number of programming tabs (usually two).
The first tab (e.g. ‘Properties’) will contain all of the required programmable items relevant to
the entity. Other tabs will usually contain advanced options or lists to associate other entities
with the currently programmed item (e.g. inputs to an area).

Context sensitive help will appear at the bottom right hand corner of the editor window
for items selected under the programming tabs.

Depending on the editor window position and layout, not all of the information contained
in the context sensitive help box may be visible. You can adjust the size of the context sensitive
help box by clicking and dragging the top section of the box (Figure 14).

Figure 14

17
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4.3.1 Toolbar

The toolbar contains the following buttons:

Save

Save the currently displayed record settings.

Undo

Undo the last change since the window was opened.

First Record

Go to the first record in the series.

Previous Record

Go back one record.

Next Record

Go forward one record.

Last Record

Go to the last record in the series.

New Record

Create a new record.

Delete Record

Delete the currently displayed record.

Property page view

Change the view to the default property page layout.

Show Cross References

Open a dialog with a tree view that displays the
references to and references from this entity.

Show Synchronisation
Warnings

Displays the synchronisation warning panel.

Audit

Open a new window displaying the entire history of
changes made to this record.

Customize Layout

Change the layout of the editor window.

Table 2

Other buttons specific to the current entity may be visible on the toolbar.
You can toggle an automatic save feature by clicking on the save button dropdown

followed by ‘Auto Save’. The Save icon will change to a green icon when the automatic save
feature is active.

Figure 15
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4.3.2 Hyperlinks

Integriti has the added convenience of hyperlinks. Hyperlinks are blue text labels that
allow you quickly navigate between related items, without using the ribbon and panels to
manually locate them. To follow a hyperlink, simply click on it. Clicking on a hyperlink will open
a window with the properties for the clicked item.

Site

Contraller

1&% s

MName

Bay 2 Roller

Figure 16
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5 Setting up an intruder system

The following will step you through what is required to commission a basic intrusion
system.

It is assumed that the operator is logged in to the System Designer. An Integriti controller
with the necessary modules attached should already be online, communicating with the
server.

The instructions provided are based on the default layout.

5.1 Introduction and programming summary

Areas

Security management operation is designed around the concept of Areas. Areas are groups
of Inputs such as movement detectors that can be collectively enabled when the Area is turned
on or disabled when the Area is turned off.

The system determines which Areas each User can control during which times and with
which options.

Inputs

An Area can contain one or more detection devices or other devices (wired to Zone Inputs)
and/or one or more System Inputs. If a Zone detects an intruder or a System Input is activated
(e.g. Low Battery, Cabinet Tamper, etc.) it will only be actioned if the Area that the Input is in,
is turned on. The action which is taken when an Input is activated in a particular Area (e.g.
activate Siren/s, activate Auxiliaries, report to Central Station, etc.) is determined by how that
Input is programmed in that particular Area.

An Input can be programmed into more than one Area. The Alarm action taken by an Input
when in the Alarm condition is dependent on how that Input is programmed in each Area, and
on the Area/s being turned on.

This allows a particular Input alarm to be actioned in different ways depending on what
Areas it is assigned to, and which of those Areas are on.

Process Groups

Defining how an Input will be actioned in each Area is primarily done by allocating an
appropriate Process Group, to every Input in each Area that it is assigned to. Process Group
programming includes defining the Input states (Seal/Alarm/Tamper/Isolate/...) that will be
recognised, Entry/Exit delay processing options, Reporting & message options, and Auxiliary
and Siren control options.

Programming summary
Inputs are assigned to areas with a process group. Input programming records cover the

physical attributes of the input on the module. Process group programming records contain
the rules that govern how the input will behave within the assigned area.
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Recommended programming sequence:
e Configure Inputs
e Create and populate Areas
o Set up Area reporting
o Assign Sirens to Areas
o Assign Inputs to Areas and Assign Process Groups
e Create Telephone Number records
e Configure a Communications Task for monitoring
o Assign Telephone Numbers to a Communications Task
e Create an Area List
e (Create a Menu Group
o Give arming permissions to a Menu Group
e Create a Permission Group
o Adding Areas and Area Lists
o Adding Menu Groups
o Create Users
e Assigning Permissions to Users
o User PIN codes

5.2 Inputs & input behaviour

On some Modules, a number of the Zone Inputs have pre-defined functions. These can
only be used as general purpose Zone Inputs if the operation relating to the pre-defined
function is not being implemented.

5.3 Setup inputs

All inputs should be named according to their application and some additional options may
need setting.

1. Click onthe & tntruder tab followed by

Double-click an input to program. The Editor Window for the input should appear.
3. Change the name of the input to something more appropriate.

e eg. “Front Door Reed Switch”
4. On the right-hand side of the window, expand-out Options.

N

21
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7.
8.

Figure 17

If there is a possibility that the input will be in an unsealed state at the time of
arming, then click “No test on exit”.

If the input is physically wired to a normally open device then you might need to
tick the “Swap Alarm and Seal” option.

Save and close the editor window for the Input.

Repeat steps 2 - 6 for the other inputs you are using.

The input item editor, like all item editor windows in Integriti contains a context sensitive help
box at the lower right which can help remind users of the effect of each option.

5.4 Setup areas

Once all of the Inputs have been programmed, you can configure the Areas.

1. Click onthe tab followed by

2. Click . The Editor Window for a new area should appear.

3. Give the Area a name.

Under the tab...

4. Expand-out reporting.

a. If openings for the area should be reported, click the “Report Openings”
option.

b. If closings for the area should be reported, click the “Report Closings” option.
c. Enter the Client Code in “Client Code” field provided by the monitoring centre.

5. Expand-out Entry / Exit.

22
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a.
b.

If an entry delay is required, fill in the “Entry Delay” option.
If an exit delay is required, fill in the “Exit Delay” option.

6. Expand-out Sirens

a.

g.

h.

To make use of the sirens, click on the *" to the right of Siren Modules.

Properties | Inputs

®=- A

=2 Z ‘lf q
Entry Delay 0 hours 00 mins 00 secs i
Exit Delay 0 hours 00 mins 00 secs s

[+ Process Alarm Actions

4 Sirens

Siren Modules b ]}

Siren Time 0 hours 00 mins 00 secs -

Holdoff Time 0 hours 00 mins 00 secs :

Siren Pulse Mode Hormal pulse mode -

Internal Siren Mo siren -

External Siren Mo siren -

Maximum Siren Triggers ]

Siren Action -
Figure 18

A new window “Siren Modules” should appear. Click on the button.

From the window that appears, select the required siren module(s) and click
Verify that all of the required siren modules have been selected and click

Change the siren time option as required. (Note local laws etc...)

Click on the “Internal Siren” drop-down and select the mode of operation for

the siren modules internal siren.

Click on the “External Siren” drop-down and select the mode of operation for
the siren modules external siren.

If required, adjust the “Maximum Siren Triggers” that can occur before a siren
is disabled.

Under the| ™% [tab...

7. Clickon to add inputs to the area.
From the window that appears, select the input(s) you want to add to the area and

8.

click . If you have a large list of available inputs, you may wish to filter
the list by typing into the filter row at the top of the Input selection window. The
Controller, ID, and Name fields are particularly useful here.

Pick a Process Group that defines how each input will operate. See the section
titled ‘Default entities’ for a summary of the process groups and their behaviour.
Change the Process Group of an input (if required) by selecting the input and
clicking Change Process Group.

23




24

SYSTEM CONFIGURATION HANDBOOK

Figure 19

Figure 20

10. Save and close the editor window for the area.

5.5 Setup a System Area

The Integriti security controller has various system input types which should be placed in
to an area for local alarms and reporting purposes. Alarms such as AC failure, Low battery, LAN
communications failure and cabinet tampers are some of the types of system inputs that
should be included in a system area.

Integriti has a feature in area programming that allows you to automatically populate a
designated system area with the inputs you specify. To do this you will need to create a
Systems area and using the ‘Assign System Inputs’ feature, enter the systems input types for
all of the required Integriti/Concept 4000 LAN modules.

This systems area can be any area you choose, and the below step by step guide shows
you how to create this Systems area.
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Creating a new System Area...

8.
9.

nnewN B

% Intruder

Click on the tab followed by

Click . The Editor Window for a new area should appear.

Give the area a name such as ‘System Area’.

Give the Area a new name and enter any necessary notes in the Notes field.
Establish what Systems inputs will be required for available LAN modules.

Refer to the ‘System Input Process Group Defaults’ in the appendix for more
information on what process group is appropriate for each individual system input.
Click on the Inputs tab.

Click on . The following window should appear...

Figure 21

Select what module category you will be assigning inputs from (1).
Select (or unselect) modules as required in the list below (2).

10. Select the Process Groups based the various input types you want to assign to this

area (3). Usually intrusion and access system inputs are divided in to two separate
system areas for easier system wide control and monitoring.

. is used in cases where system inputs are being
updated or appended to an area with pre-existing inputs. If the Process
Group selected for a particular type of input was something other than
factory default, Integriti will use that Process Group instead (e.g. The
‘Duress’ Process Group was used for ‘Panic’ Inputs).

e Clicking will change the Process Groups for the various
input types to factory default.
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11.

12.
13.

14.

15.

e Checking the Exclude Alarm option will exclude any inputs that are in
alarm at the time the button was pressed from the area.

e If Update Existing is checked, inputs assigned to this area will be updated
or appended (if they do not already exist).

Click to display a total of all of the inputs that will be added (or
updated) to the area. Totals for each Input type will also appear.

Click

Add any additional area processing you may require, such as reporting options for
open and close etc...

Ensure access to the System Area is restricted to the integrator and/or on site
technician.

Save and close the editor window for the system area.

5.6 Configure PSTN reporting

To setup reporting via the telephone dialler you will need to configure Telephone Number(s)
and a Communications Task.

Configuring the Telephone Number...

PWwhN @B
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Click on the tab followed by

Click . The Editor Window for a new phone number should appear.
Give the telephone a name.

Enter the phone number on the right-hand side of the phone number editor
window.

Save and close the editor window for the telephone number.

Repeat steps 1 - 5 if additional telephone numbers are required.

Configuring the Communications Task...

Click on the tab followed by
Click . The Editor Window for a new communications task should
appear.

Give the communications task a name.

On the right-hand side under Comms Task Setup, click on the “Type” dropdown
and select “Dialler”.

On the right-hand side under Dialler Programming.

Expand-out Reporting.

a. Change the “Format” to “Contact ID".
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7.

8.

Contact ID is common however; IRFast is preferred when the Central Station
supports it as more information is available to aid in achieving an appropriate
response. SIA, 4+2 and other less common formats are also available if
desired.

b. Enter the Client Code in “Client Code” field provided by the monitoring centre.

c. Click on the ™" to the right of the Telephone number fields to open the
Telephone number selection window.

d. Select the Telephone number from the list and click

e. Repeat for the second phone number if required.

Expand-out Contact ID.

a. The “Standard” map is the default used for Contact ID. If necessary, change
the format here.

Save and close the editor window for the Communications Task.

5.7 Configuring dialler test reports

Monitoring centres usually ask for a routine dialler test to be configured on the controller
to test the integrity of the communications path and to ensure the controller is still online
and functional.

To configure the Integriti controller for a dialler test report you will need to change
controller settings, program an area and assign the Time Report input to the area.

Configuring the Time Report...

niew NMNRE

o

10.
11.

12.
13.

Click on the tab followed by
Double-click the controller. The Editor Window for the controller should appear.

Click on the | 'eduleDetais |, ),

Expand-out Time Report.

Enter the hour of the day that the controller should send a dialler test report to
the monitoring centre.

Tick the day(s) of the week that the controller should send dialler test reports to
the monitoring centre.

Tick Holidays to allow dialler test reports on holidays.

Save and close the editor window for the controller.

% Intruder

Click on the tab followed by

Click . The Editor Window for a new Area should appear.
Give the Area a new name and enter any necessary notes in the Notes field.

Click on the Inputs tab.

Click the to open the Input selection window.

27
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14.

15.
16.

17.
18.

Type “time” in to the filter row under the Name column.

Select the Time Report system input from the list and click .
Type “time” in to the filter row under the Name column of the process group
assignment window.

Select the Time Report process group from the list and click
Save and close the editor window for the area.
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5.8 User security permissions

5.8.1 Area Lists

Area lists provide convenience and functionality. Example usage of area lists:
e Assigning the same areas to a number of users.
e Assigning many areas (more than 8) to users.
e Controlling a number of areas using a named action.

Creating Area Lists...

1. Clickon the| & Intruder |tab followed by
2. Click . The Editor Window for a new area list should appear.
3. Give the Area List a name.
List Items
Controller Mame Address Mame
¥
¥¥Z Shopping Centre A3 Shop 2
¥¥Z Shopping Centre A4 Shop 3
¥'¥Z Shopping Centre A5 Shop 4
™
&
)
=
¥¥Z Shopping Centre Al Commaon Area Ground Floor
¥¥Z Shopping Centre AZ Shop 1
¥¥Z Shopping Centre AR Shop 5
4]
i
—_
=
E
6 of 6 Areas shown (3 in list / 3 not in list) gp Add

Figure 22
4. Itemsin the top section of the window are in the area list. Items in the bottom
section are not. Double click items to move them from one section to the other.
5. Save and close the editor window for the Area List.
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5.8.2 Menu Groups

Menu Groups are permission sets used to grant or deny user’s terminal access to the
Integriti controller.

User Terminal

N J
Figure 23
Menu groups can be assigned to compound entities, permission groups and users.
Menu Groups...
Click on the tab followed by
Click . The Editor Window for a new menu group should appear.

Give the Permission Group a name.

On the right-hand side under Properties.

Expand-out Main Menu Items.

a. Tick the “Area” option.

Save and close the editor window for the Menu Group.

niewWN B

o

5.8.3 Permission Groups

A permission group can contain a list of areas, area lists, doors, door lists, menu groups
and other permission groups from all of the accessible controllers within Integriti.

Instead of individually assigning the same individual permissions to every user, you can
assign these permissions to a permission group. The permission group is then assigned to



SYSTEM CONFIGURATION HANDBOOK

users. Changing the permissions for all of the users with the same permission group is simple
as the only change required is in the permission group.

7

to delete the permission from the

Delete column. Click the icon1 ~
group. J

\\

Valid( )orinvalid( ).

When item. (Door, time period,...) 1

; What Item. (Doors, areas, groups)

Allow( )ordeny( ).

Figure 24

Permission Groups can have a maximum of 16 permissions.

Permission Groups can contain other permission groups but they are not permitted to
create cyclic references.

Permission Groups can only go 4 levels deep from the top level entity.

Example:

Permission
Group

Permission
Group

Permission
Group

Figure 25
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5.8.3.1 Using Allow and Deny permissions

Most permission groups will only contain ‘allow’ permissions as they are created for a
large group of users that need these permissions assigned to them. There may be applications
where the permission group could be assigned to other users but might include a few too
many permissions.

This can be solved by assigning the permission group to the user and then adding an extra
deny permission to filter out the permission.

Permission
Group

A
>
=
o
)
N

User

Figure 26

The highlighted user in the figure above has the same permission group as other users.
However, the extra deny permission for area 2 will ensure the highlighted user only has access
to Door 1 and Area 1.

Figure 27
1. Click on the tab followed by
2. Click . The Editor Window for a new permission group should appear.
3. Give the Permission Group a name.
4. On the right-hand side, click on . A new window should appear.
5. On the left side of the window, select or
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6. Select the area/ area list on the right side and click

7. The permission group will have a new row added to it under permissions. In the

left-hand column, select whether the permission is allowing access or denying it.

The “What” column is the selected door, door list, area, etc...

9. Depending on the entity selected in the “What” column, the “Options” column
may have a drop-down selection available. Figure 28 is an example of the area
control options.

i

wControl | Always "
Armning: v ,ﬁ.rm | Disarm

Access Control: Grant Access bo Area

X

Figure 28

10. The “When” column is an optional qualifier for the permission itself. Its default
value is “always”. Permissions are often qualified by times (e.g. Time Periods or
Holidays, but can also be qualified by many other things, like the state of doors or
areas.

11. The “Is” column determines whether the optionally selected qualifier (“When”)
needs to be valid or invalid. Permission

12. Repeat steps 4 - 12 and make sure you add the Menu Group you created earlier. If
additional areas or area lists are required, repeat the steps again accordingly.

13. Save and close the editor window for the Permission Group.

5.8.4 Users

Users within the Integriti management software are global. This means that the user
record is only created the one time and individual permissions will tie the user to one or many
controllers.

Qualify PIN codes may be used in association with cards for access control to provide a
“something you have plus something you know” method of user authentication, in a card and
PIN system. Many users can have the same Qualify PIN codes (just like an ATM card).

Security PIN codes are unique codes (passwords) used to identify users. These PIN codes
are used to log in to the Integriti controller and perform various tasks. Because individual PIN
codes are used to identify users at the controller, duplicate PIN codes are not permitted.

You can add individual permissions to a user by clicking the button within the User
Programming dialog or if many users are likely to have the same permissions, permission
groups should be used.

Permissions that can be added to a user are Doors, Door Lists, Areas, Area Lists, Menu
Groups and Permission Groups.
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Each User record has a default Permission Group. Permission Groups are an optional
resource used for organisation of granular user permissions.

There are two methods used to create new users:
Creating a new user by duplicating an existing record:

If an existing user has the same configuration as the new user you are about to create then
the easiest method of creating that new user is by clicking the existing user you want to

duplicate followed by the button. A new dialog window will appear with the new
user details.

Assigning permissions to users...

Click on the tab followed by

Click . The Editor Window for a new user should appear.

Give the User a name.

Give the user a Security PIN.

Users have two PIN codes. The Qualify PIN is used for access control purposes
where a PIN qualification is required for access control. This number can be
duplicated across the system.

The purpose of the Security PIN is to log in to the terminal. This PIN code must be
unique. If a duplicate PIN is entered, the PIN will not be allowed and the original
owner of the PIN will be notified when they log in next that their PIN has been
discovered.

PWN @B

5. On the right-hand side of the window, click onthe  to the right of Primary
Permission Group.
The primary permission group should contain most (if not all) of the required
permissions for the user to control areas, doors and other items with relevant
access from a terminal or external interface (e.g. web interface).

6. Select the Permission Group you created earlier from the window that appears

and click
In cases where the primary permission group does not cover all of the required
permissions for the user, extra permissions can be used to give additional
permissions or deny permissions that were allowed but not required within the
primary permission group.

7. Save and close the editor window for the User.
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5.9 Using the intrusion system

5.9.1 Arming / Disarming...

5.9.1.1 Terminal access

Arming an area from the terminal...
1. Enter your PIN followed by OK:
2. Gointo the area menu:

3. Use the up/down directional arrows to select an area:

4. Turn the area on by pressing ON:

5.9.1.2 Software access

Arming Areas...

1. Clickonthe ©1U | tollowed by
e Method 1

2. Right-click an area from the list.

3. Click or
e Method 2

2. Double-click the area from the list.

3. Click or in the toolbar.

Arming Area Lists...

1. Click onthe & tntruder tab followed by
e Method 1

2. Right-click an area from the list.

3. Click or
e Method 2

2. Double-click the area from the list.

3. Click or in the toolbar.

24 Hour Areas...

[0], [1], [OK]
[Menul], [0]
[A]/[V]
[On]

Arming and disarming 24 hour areas is the same as the procedures listed above for arming

and disarming areas.
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5.9.2 Isolating

There are three isolation options available, isolate, sticky isolate and de-isolate. When an
input is isolated its states are ignored.

Isolating an input will result in states of that input being ignored until any area that the
input is associated with is disarmed.

Sticky Isolation is more permanent. By sticky isolating an input, the input will remain
isolated until something or someone de-isolates it.

Isolating the input...

1. Click onthe tab followed by
e Method 1

2. Right-click an input from the list.

3. Click , or
e Method 2

4. Double-click the input from the list.
5. Click , or in the toolbar.

5.10 Advanced

5.10.1 Auto arm / disarm by Time Period

Automatic arming and disarming of an area can be achieved by using named actions. You
will need to create a time period defining the when the area will automatically arm and/or
disarm before creating the named action.

Creating a Time Period...

1. Click onthe tab followed by

2. Click . The Editor Window for a new Time Period should appear.
3. Give the Time Period a name.

Under the tab...

4. Clickon to create a new row for the Time Period.
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8.

9.

Click on the Start Time and enter the time that the area should arm.

Click on the End Time and enter the time that the area should disarm.

Click on the days which this time should apply to. Note that you can enter any
number of start / stop time pairs and that these can occur on different days if

desired (e.g. 9am — 12pm and 1pm to 5 pm on weekdays and 9am to 12:30 pm
Saturday)

If this time is to ignore holidays then tick the Ignore Holidays check box at the end

of the row.
Save and close the editor window for the Time Period.

Creating a Named Action...

newN B

Automation

Click on the tab followed by

Click . The Editor Window for a new Named Action should appear.

Give the Named Action a name.

On the right-hand side under Properties.

Expand-out Action.

a. Click on the drop-down arrow to the right of Action to Take.

b. Select Control Area from the list that appears.

c. Click onthe ™" to the right of the Area field to open the Area selection
window.

d. Select the Area from the list and click

Expand-out Optional Trigger.

a. Click onthe " to the right of the Entity field to open the Entity selection
window.

b. Click on on the left side of the window.
c. Select the Time Period that was created earlier from the list and click

Save and close the editor window for the Time Period.

5.10.2 Defer area arming

Defer area arming is used in applications where automatic re-arming of an area is required
to ensure an area remains secure. Users with defer arming enabled will be able to disarm areas

but will start a timer that when expired will re-arm said area. This is also often used as an
alarmin a lone worker scenario.

The following procedure assumes that an area has already been created and a user has
access to this area.
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Enabling Defer arming for the Area...

w

5.

Click on the tab followed by

Double-click the area to enable defer arming on. The Editor Window for the area

should appear.

On the right-hand side under Properties.

Expand-out General.

a. Tick the Defer Area check box.

b. Change the Defer Time to an appropriate value. Make sure you factor in the
exit delay time for the area (if any).

Save and close the editor window for the Area.

Enable Defer arming for the Menu Group...

Click on the tab followed by .

Double-click the Menu Group given to the users that have permissions to disarm
the area to be Defer armed. The Editor Window for the Menu Group should
appear.

On the right-hand side under Properties.

Expand-out Area Control Permissions.

a. Tick the Initiate Defer check box.

Save and close the editor window for the Menu Group.

5.10.3 Process Groups

Defining how an Input will be actioned in each Area is primarily done by allocating an
appropriate Process Group to every Input in each Area that it is assigned to. Process Group
programming includes defining the Input states (Seal/Alarm/Tamper/Isolate/...) that will be
recognised, Entry/Exit delay processing options, Reporting & message options, and Auxiliary
and Siren control options.

e |

' Process Group Area

Figure 29

A large number of predefined process groups exists (see ‘Default entities’) for common use
cases or you can create your own process group if unusual functionality is desired.
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5.10.4 24 Hour Areas

Each individual area has its own 24 hour area. The 24 hour area is for inputs using a
process group with the Process 24 Hour option set.

Normally, zone inputs and system inputs that require the alarm condition to be processed
24 hours a day (e.g. Smoke detectors, duress buttons, LAN communications problems, AC
failure, etc...) must be assigned to an area that is always turned on.

Inputs associated with an area using the process group option “Process 24 Hour” allows a
zone input alarm to be processed in an area that is off; or a system input alarm to be
processed as an alarm rather than a tamper in an area that is off. If the process group option
“Process 24 Hour” is set, then an alarm condition on the zone/system input is processed as an
alarm even if the area is turned off.

This option allows for 24 Hour alarm inputs such as fire, duress, emergency, etc... to be
assigned to the same area as other inputs (e.g. intruder alarms) that are only processed when
the areais on.

24 Hour
Area

Figure 30
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6 Setting up an Access System

The following will step you through what is required to commission a basic access control
system.

It is assumed that the operator is logged in to the System Designer. An Integriti controller with
the necessary modules attached should already be online, communicating with the server.
The instructions provided are based on the default layout.

6.1 Introduction and programming summary

The Integriti range of products integrates Access Control, Security Management and Building
Automation. Access Control functionality and Building Automation operations can be kept
completely separate from Security Management or can be fully integrated, if desired. Access
Control operation is designed around the concept of Doors. The system simply determines
which Users are allowed to use which Doors, at which times and with which options or
restrictions.

Security Management operation is designed around the concept of Areas. Both Access Control
and Security come together at Doors. For each Door in the system, one side is defined as the
“outside” Area and the other side as the “inside” Area. Each Door can optionally be
programmed as to which Area is on the outside and/or inside of the Door. If Area/s are
programmed at a Door, then access at that Door will also be controlled by security
considerations (via Areas).

e.g.

1. A User requiring access at a Door may be denied access because the Area they are
about to enter is turned on, and they are not allowed to turn that Area off. If the User
was allowed to turn that Area OFF then this may be done automatically on un-locking
the Door, if programmed.

2. A User requesting access at a Door may be denied because the system has not seen
the User leave the Area they are attempting to enter (Anti-Passback).

Doors

When designing an access system, Doors are the logical place to start. Each Door is numbered
from Door 001 (D001), to the maximum available on your system. Each Door is individually
programmed to define the functionality (via an Access Group) and the related Area/s,
Auxiliaries and Timers, etc.

Access Modules

These Modules are required whenever access Cards are required, such as Proximity, Wiegand,
Mag swipe, etc.
e Single Door Access Modules can control 1 Door with an Entry Reader.
e 2 Door Access Modules can control either 1 Door fitted with Entry and Exit Readers OR
2 Doors with Entry Readers.
e Intelligent 4 Door Access Modules can control 4 Doors with Entry and/or Exit Readers
for all 4 Doors.
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Each Access Module is individually programmed to define the Door/s controlled, Off-line
operation, Zone input and Auxiliary options, Area control options and the direction (in or out),
format, read mode, etc. for each Reader.

LCD Terminals

LCD Terminals can be used for Door Access Control if access to a Door is to be gained via a PIN
code. Each Terminal may be individually programmed to define the Door controlled, Zone
input & Auxiliary options & the direction (in or out).

Access Groups when Applied to Doors

Access Groups are a set of options that can be applied as a group to a Door. The typical system
may have up to 32 Access Groups (depending upon system configuration) and each group may
be individually programmed. A Door is assigned one of these Access Groups to use in
determining the basic access control at the Door. The basic options that can be programmed
for each Access Group are the modes of operation for Entry and Exit readers, Anti-passback
options, REN/REX button options, Area control options, etc.

Time Periods

A Time Period can be used by any programming item that needs to be made Valid/Invalid
according to the time of day and/or day of the week. A Time Period, once programmed, can be
assigned to more than one item.

Holidays

A holiday comprises a start date and an end date and is used to set specified Time Period in-
valid when a holiday occurs.
Each holiday can be defined as to which Time Period it will effect.

Programming summary
This section will take you through the creation of a basic access control system.

e Cardtemplate
e Door configuration
o Reader module selection
o Door types
e Reader module configuration
e User access permissions
o Door lists
o Permission Groups
o Menu Groups
o Credentials
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6.2 Card Template

In cases where proximity technologies are used, a card template is required to define how
the data on the proximity device will be interpreted. Card Templates also store the Site Code.

Creating a card template...

Click on the tab followed by

Click . The Editor Window for a new Card Template should appear.
Give the Card Template a name.

On the right-hand side under Properties.

Expand-out Card Format.

newWN R

a. Clickonthe to the right of the Format field to open the Card Format
selection window.

b. Select the Card Format from the list and click
6. Expand-out Site Code.
a. Enter the Site Code in decimal or hexadecimal in either one of the Number
fields.
7. Save and close the editor window for the Card Template.

6.3 Door configuration

Creating a door...

1. Click onthe tab followed by

2. Click . The Editor Window for a new Door should appear.
3. Give the Door a name.
Under the tab...
4. Clickonthe to the right of the Module field to open the Reader Module
selection window.

Select the Reader Module from the list and click

Click onthe  tothe right of the Relay field and select the desired lock relay from
the list.

7. Clickonthe to the right of the Door Type field and select the desired door type
from the list.

8. Under the Outside heading

a. Clickonthe totheright of the Reader field and select the desired reader
(or PIN device) from the list.
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9. If you have chosen an Internal (Read In / Read Out Door) you will want to set up
the internal reader or PIN Device as well.
10. Save and close the editor window for the Door.

6.4 Reader module configuration

Reader modules usually require little or no configuration changes. Most of the
programming had been taken care of when the Door was created and assigned to the reader
module.

Reader Module configuration...

1. Click onthe B Access control tab followed by

2. Double-click a Reader Module. The Editor Window for the Reader Module should
appear.

Give the Reader Module a name.

On the right-hand side under Properties.

5. Expand-out Readers followed by Reader 1.

Pw

a. Click onthe ™" to the right of the Card Format field to open the Card Format
selection window.

b. Select the Card Format from the list and click
6. Save and close the editor window for the Reader Module.

6.5 User access permissions

6.5.1 Door Lists

Creating a Door List...

@ Access Control

1. Click onthe tab followed by

2. Click . The Editor Window for a new Door List should appear.
3. Give the Door List a name.
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Figure 31
4. Items in the top section of the window are in the Door List. Items in the bottom
section are not. Double click items to move them from one section to the other.
5. Save and close the editor window for the Door List.

6.5.2 Menu Groups

Menu Groups...

Click on the tab followed by

Click . The Editor Window for a new menu group should appear.
Give the Permission Group a name.

On the right-hand side under Properties.

Expand-out Main Menu ltems.

a. Tick the “Access” option.

Save and close the editor window for the Menu Group.

nepwN PR

o
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6.5.3 Permission Groups

Creating Permission Groups...

Access Control

Click on the tab followed by

Click . The Editor Window for a new permission group should appear.
Give the Permission Group a name.

On the right-hand side, click on . A new window should appear.

i & WN R

On the left side of the window, select or

6. Select the Door / Door List on the right side and click .

7. The permission group will have a new row added to it under permissions. In the
left-hand column, select whether the permission is allowing access or denying it.

8. The “What” column is the selected door, door list, area, etc...

9. Depending on the entity selected in the “What” column, the “Options” column
may have a drop-down selection available. Figure 32 is an example of the Door
control options.

‘Entry / Exit - | Always g Valic

o | Permit Exit

Figure 32

10. The “When” column is an optional qualifier for the permission itself. Its default
value is always.

11. The “Is” column determines whether the optionally selected qualifier (“When”)
needs to be valid or invalid.

12. The last column is a button to allow you to remove the individual permission.
Double-click this if you want to remove the row.

13. Repeat steps 4 - 12 and make sure you add the Menu Group you created earlier. If
additional areas or area lists are required, repeat the steps again accordingly.

14. Save and close the editor window for the Permission Group.

6.5.4 Credentials (Cards & RF fobs)

You can associate multiple credentials with a single user. A credential can be one of a number
of things including but not limited to a swipe card, proximity card or wireless fob.
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Assigning permissions to users...

Click on the tab followed by

Click . The Editor Window for a new user should appear.
Give the User a name.
Give the user a Security PIN.

newN PR

On the right-hand side of the window, click on the  to the right of Primary
Permission Group.
6. Select the Permission Group you created earlier from the window that appears

and click

To add a new credential to a user:

e C(lick on the tab for swipe/proximity cards or tab for
wireless devices.

e If you selected the tab you have 3 options for adding a credential to the
user record.

e Using
1. Clicking will open a new window where you have the
option to select cards from or froma . Select one

of these two items.

2. Ifyou selected , You might need to change the serial
communications port.

e Using .
1. Selecting this option allows you to directly enter the card number.
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Figure 33

2. Select the desired card template.
3. Enter the card number.

4. Click

e Using .
1. Clicking this button will open a new window. The default view will display

all of the . By clicking

, you will be able to see cards belonging to
users.

2. Select a card from the list and click

Selecting a card that has already been allocated to a user will generate a
synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards

list.
o Ifyouselected the| "7 REMOES [iap

e Using .
1. Afind remote window will appear.
2. Once the window is open, press a button on the remote. It should

then appear in the list.

3. Double-click the remote in the list.

e Using .

1. Afind remote window will appear.

2. Select a remote from the list and click

Removing a credential from a user is as simple as double-clicking on the  button

to the right of the credential. Click the button to commit these changes.

7. Save and close the editor window for the User.
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6.6 Using the access control system

6.6.1 Locking / Unlocking

Locking Doors...

1. Click onthe tab followed by
e Method 1
2. Right-click an door from the list.
3. Click ,
or
e Method 2

2. Double-click the door from the list.

3. Click , or in the toolbar.

Unlocking Doors...

1. Click onthe tab followed by
e Method 1

2. Right-click an door from the list.

3. Click , or
e Method 2

2. Double-click the door from the list.

3. Click , or in the toolbar.

6.7 Advanced access control

6.7.1 Time based door control

Timed door access requires the configuration of a Time Period and a Named Action. The
Named Action will use the Time Period as an optional trigger to control the Door (or Door List).



SYSTEM CONFIGURATION HANDBOOK

Creating a Time Period...

Fiy
1. Clickonthe! =M™ [4ah followed by

2. Click . The Editor Window for a new Time Period should appear.
3. Give the Time Period a name.
See “Time Periods” for details on setting up a time period.

Under the Time Periads tab...

4. Click on to create a new row for the Time Period.

5. Click on the Start Time and enter the time that the area should arm.

6. Click on the End Time and enter the time that the area should disarm.

7. Click on the days which this time should apply to.

8. If this time is to ignore holidays then tick the Ignore Holidays check box at the end
of the row.

9. Save and close the editor window for the Time Period.

Creating a Named Action...

Automation

Click on the tab followed by

Click . The Editor Window for a new Named Action should appear.
Give the Named Action a name.
On the right-hand side under Properties.

Expand-out Action.
a. Click on the drop-down arrow to the right of Action to Take.
b. Select Control Door from the list that appears.

nnewN PR

c. Click onthe ™" to the right of the Door field to open the Door selection
window.

d. Select the Door from the list and click
6. Expand-out Optional Trigger.

a. Click onthe " to the right of the Entity field to open the Entity selection
window.

b. Click on on the left side of the window.
c. Select the Time Period that was created earlier from the list and click

7. Save and close the editor window for the Time Period.
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6.7.2 Disabled access

To give a disabled user extended access to a door you will need to configure the
Handicapped Unlock Time of the Door and change the User to a Handicapped User.

Change the Handicapped Unlock Time of a Door...

1. Click onthe tab followed by
2. Double-click a Door to program. The Editor Window for the Door should appear.
3. On the right-hand side under Properties.

Under the tab...
4. Expand-out Advanced Door Configuration.
a. Change the Handicapped Unlock Time.
5. Save and close the editor window for the Door.

Changing a User to a disabled User...

Click on the tab followed by

Double-click a User to program. The Editor Window for the User should appear.
On the right-hand side under Properties.

Expand-out User Options.

a. Click on Handicapped User.

5. Save and close the editor window for the Time Period.

PWnNPRE
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7 Credentials

This section covers the creation and management of credentials. You can associate
multiple credentials with a single user. A credential can be one of a number of things including
but not limited to a swipe card, proximity card or wireless fob.

7.1 Card Format

Within each card format is a card type, and this will tell the reader how to operate,
including whether to expect Magnetic card data or Wiegand card data, whether it needs to
convert the raw data to site code, card number and issues number, or if it needs to hash or
decrypt the card data. Some of these operations are done by the reader module and some by
the control module. Different Card Types selected in the Card Format dialog of the software
should display different fields where relevant, i.e. display site code bit lengths and offsets for
Wiegand Custom Sitecodes and display Secure 40 scheme type for IR Secure 40.

All Card Formats that use a Wiegand type can also take a parameter called Wiegand Card
Type. This can be N Bit meaning any bit length is allowed or it can be set to a particular bit
length. N Bit will always return all the bits read. For fixed bit lengths, the behaviour varies
between legacy Concept and new Integriti modules. For legacy modules, for cards equal to or
longer than the bit length, it will return the first n bits, as if the card read were n bits long. If
the card is shorter than the bit length, it is ignored. For Integriti modules if the card is not
equal to the bit length, it is ignored completely.

Most of the common card formats have been added to the Integriti System Designer for
convenience.

Card Types...

None The Card Format will be unusable with this setting.

For direct entry wiegand cards of any length.
Credential is number of bits read followed by 11 bytes
Wiegand Raw of data with the card data right justified and the rest
of the filled padded with 0's. If no format is specified
on the door then this is the format that will be used.
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Wiegand Site

Allows user credentials to be entered as site code
and card number providing the format is known for
that user (i.e. HID 26 bit H10301), including migrations
from Concept and other systems. Assumes that the
bits that don't form the site code and card number
(i.e. start and stop parity bits) conform to a
manufacturer’s specification that Inner Range was
aware of at the time we implemented the SW/FW.
There is an option in these formats called "encoding"
which allows for different parity schemes than the
standard one we assume from a particular card length,
although none have been added as yet. All the
underlying credentials are actually compared and
stored as wiegand Raw.

Wiegand Custom Sitecode

Allows for site code formats unknown to Inner
Range. This is now the recommended format when
only one card format is used throughout the system.
User credential stored is actually just the site code,
card number and issue number, not the raw data.
Parity and other unused bits are discarded and not
compared.

Mag Raw 40

This magnetic swipe card format read the first 10
characters (40 bits) from a mag card, nibble swapping
each byte (i.e. swapping each character pair). This
allows for compatibility in migrations where Concept
Mag Direct was used.

Mag Site

Reads mag cards in character mode. Like Wiegand
Custom Sitecode allows user definable site code,
except lengths and offsets are specified in characters
instead of bits. Unlike IRMag, the cards are assumed
to not be encrypted. Credentials are store as site code,
not raw data.

Mag Hash 5

Reads the first 22 characters from a mag card and
generates a 5 byte hash from this, using the same
algorithm as the Concept "Credit Card" format.

IR Mag Swipe

Decrypts a Concept Secure Mag card and returns
its site code, card number and issue number. Although
site code parameters are user definable for this
format, the decryption part will probably only work if
it follows the IRMag Secure scheme.




N E

SYSTEM CONFIGURATION HANDBOOK

Decrypts an IR Secure 40 card and matches it on
site code and card number. Only needs to be put in
the card template of the user. If the reader is set to
this format it will operate as a wiegand raw format. In
the format the scheme in use must be chosen,
whether Standard, Registered Site or Enterprise.

IR Secure40

Reads up to the first 22 characters of a mag card,
until it gets an end or separator sentinel character.
Mag Raw 88 This usually reads financial cards as the number is
written on them (no nibble swap) prepended with the
number of bits read (4 per character) and O's.

This format makes the reader return the binary
data from the card instead of the characters. For most
mag cards (i.e. financial cards) this is 4bits for the
character and one bit of parity. This supports
hypothetical cards where the site info is stored as
binary data instead of characters

Mag Site (bits)

Reads the wiegand card data, removes the start
bit and puts the data in a 5 byte field and left justifies
that data. It then prepends the credential with
"28000000000000" For instances, the 26bit wiegand
card with binary data
'11001111000001111010101000' (Wiegand Raw (26)
= 1A00000000000000033C1EA8(hex)) would be read
as per the next column. This helps migrations from
concept direct entry wiegand systems where the start
bit was not used (99% of all sites).

Wiegand 3K Raw

Table 3

Creating a new Card Format...

Access Control

Open the panel from the tab.

Click the button to create a new Card Format.

Give the Card Format a new name and enter any necessary notes in the Notes field.
Expand-out Options and select the desired Card Type from the drop down list. Refer to Table 3
for details.

Expand-out Card Programming and select the bit length of the card in the Wiegand Card Type
field. If the bit length is variable or unknown, ‘N Bit’ can be used.

Expand-out Site Code Parameters (Card Type dependant).

a. Enter the bit length of the card format in the Total Bits field.

b. Enter the offset from the first bit where the site code begins in the bit stream.

c. Enter the total bit length of the site code in the Site Code Length field.

d. Enter the offset from the first bit where the card number begins in the bit stream.
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Enter the total bit length of the card number in the Card Number Length field.

Enter the offset from the first bit where the card issue number begins in the bit stream.
Enter the total bit length of the card issue number in the Issue Number Length field.

If the selected Card Type is Secure 40, there are three schemes to choose from:

e Standard

e Registered Site

e Enterprise

Save and close the editor window for the Communications Task.

> Q@ ™o

7.2 Card Templates

Card Templates have been created to make life easier when adding new credentials to the
Integriti system.

To create a new Card Template...

Open the panel from the tab.

Click the button to create a new Card Template.

Give the Card Format a new name and enter any necessary notes in the Notes field.
Expand-out Card Format and select the desired Card Format for this Card Template.
Expand-out Site Code and enter the Site Code for the credentials you will be adding to the
system in either binary or decimal.

Save and close the editor window for the Communications Task.

7.3 Cards

User credential (proximity card, swipe card, fob...) programming only requires a card
template selection and data. The data field commonly refers to the card number (or issue
number) of the credential that is to be issued to the user.

Card templates are created using a card format. Card formats contain detail explaining
where data is situated on a card.



SYSTEM CONFIGURATION HANDBOOK

To add a new credential to a user:

Access Control

Open the panel from the tab
Double-click a user for editing.
Click on the| €% |tap for swipe/proximity cards
e C(lick to open the card acquire window.
a. Clickon or to select your card acquisition source.
e If you selected , You might need to change the serial
communications port.
Console Reader Com Port: COMI7'|§| Badge / Swipe Card Now...
T... Site Card Type Card Number Status Associated User Motes
[ Type here to seakd Type here to search... Q 'Type here to search... Q! Type here to search... Q Type here to search... Q |T Q

Click card number to select

b. Present the card to a reader attached to the controller (if you selected Review) or
to the enrolment station.
c. Double-click the card that appears in the list.

e C(lick for manual card entry.
a. Selecting this option allows you to directly enter the card number.

b. Select the desired card template.
c. Enter the card number.

d. Click

e C(lickon to select an existing card in the system. A new card selection
window will appear.
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a. The default view will display all of the . By clicking
, you will be able to see cards belonging to users.

b. Select a card from the list and click

Selecting a card that has already been allocated to a user will generate a
synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards
list.

Removing a credential from a user is as simple as double-clicking on the  button to the right
of the credential.

Click the button to commit these changes.

7.4 RF Remote Templates

RF Remote Templates map the various messages sent from the RF remote to actions,
inputs and area control on the Integriti controller.

To map a button, you will need to observe the messages displayed in review for
information on what button was pressed. RF expanders will need to have the option ‘Log RF
Remote Details’ ticked.

To enable logging on the RF expander...

Open the panel from the tab.
Double-click the RF expander to open for editing.
Expand-out Misc.

Tick the option ‘Log RF Remote Details’.

Save and close the editor window for the RF Expander.

Pressing buttons on the RF remote will result in review messages similar to the following:
Unknown User Paradox REM2 Prgl button Unlicensed..
Unknown User Paradox REM2 Arml button Unlicensed..

In the two example review lines above, you can see Prgl and Arm1. These labels indicate
the buttons being pressed. Review text containing ‘Prg’ indicate actions. e.g. Prgl = Actionl,

Prg2 = Action2, etc...

Creating a new RF Remote Template...

Open the panel from the tab.
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Click the button to create a new RF Remote Template.

Give the RF Remote Template a new name and enter any necessary notes in the Notes field.

Expand-out Button Definitions

a. Drop-down actions 1-4 and select an action as required for each button available on the RF
Remote.

b. Click onthe ™ to the right of the Area fields to open the Area selection window.

Select the Area from the list and click

d. If the RF Remote reports input states, click on the "™ to the right of the Input fields to

open the Input selection window.
¢ Inputs mapped using RF Remote Templates should have the option ‘Ignore Physical
Input’ set.

Paradox REM3 RF Remotes support PIN codes. There are three options available for these

remotes. Expand-out Options.

a. Ticking ‘Needs 6 Digits’ sets a requirement for all PIN codes used with a REM3 must be 6
digits.

b. Ticking ‘Needs PIB for Programming’ sets a requirement for PIN entry to control Actions
(Action 1-4).

c. Ticking ‘Needs PIN for Area On/Off’ sets a requirement for PIN entry to control Areas (Area
1-2).

Save and close the editor window for the RF Remote Template.

7.5 RF Remotes

ouk W NE

There are two methods available for creating RF remotes. The simplest method is to create
a new RF remote by enrolling a remote to a user. The alternative method is manual entry.
RF Remotes need to have an RF Remote Template.

To create a new RF Remote (enrolling to a user)...

Access Control

Open the panel from the tab

Double-click a user for editing (The user you want to enrol the RF Remote to).
Click on the| ™ RE™™=5 |ah for wireless devices.

Click on to open the find remote window.

Once the window is open, press a button on the remote. It should then appear in the list.
Double-click the remote in the list.

e Alternatively you can use to open a list of enrolled RF Remotes.

e Select a remote from the list and click
Save and close the editor window for the User.
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Selecting a remote that has already been allocated to a user will generate
a synchronisation warning (users can not share the same remote).To
resolve this issue, go to the other user record and remove the remote.

To create a new RF Remote (manual entry)...

Open the panel from the tab

Click the button to create a new RF Remote.

Give the RF Remote a new name and enter any necessary notes in the Notes field.
Expand-out Credential.

Enter the unique serial number of the remote in the Remote Data field.

Clickonthe  to the right of Remote Template.

Select the appropriate RF Remote Template from the list and click
Save and close the editor window for the RF Remote.

The unique ID of the RF Remote can be determined by looking at the end of a RF Remote
review message. Pressing a button on the RF Remote will produce a review event similar to the
following:

Unknown Paradox Door Alarm at C3K-RadioExp: 01 Sig=07
ID=00000B2B

You will need to ensure ‘Log RF Remote Details’ is enabled on the RF Expander. Details on

how to set this option have been explained in the section titled ‘RF Remote Templates’.

7.6 Cards

User credential (proximity card, swipe card, fob...) programming only requires a card
template selection and data. The data field commonly refers to the card number (or issue
number) of the credential that is to be issued to the user.

Card templates are created using a card format. Card formats contain detail explaining
where data is situated on a card.

To add a new credential to a user:

Open the panel from the tab
Double-click a user for editing.
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3. Clickonthe| ¥ |tab for swipe/proximity cards
e Click to open the card acquire window.
a. Clickon or to select your card acquisition source.
e Ifyou selected , You might need to change the serial
communications port.
Console Reader Com Port: com7-|§| Badge / Swipe Card Now...

T... Site Card Type Card Number Status Assodiated User MNotes
*| Typehere to sed Type here to search e to search... Q Type here to search... Q  Type

0
0

Click card number to select

b. Present the card to a reader attached to the controller (if you selected Review) or
to the enrolment station.
c. Double-click the card that appears in the list.

® C(lick for manual card entry.
e. Selecting this option allows you to directly enter the card number.

f. Select the desired card template.
g. Enter the card number.

h. Click

® Clickon to select an existing card in the system. A new card selection
window will appear.

c. The default view will display all of the . By clicking
, you will be able to see cards belonging to users.

d. Select a card from the list and click



SYSTEM CONFIGURATION HANDBOOK

Selecting a card that has already been allocated to a user will generate a
synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards
list.

® Removing a credential from a user is as simple as double-clicking on the  button to the right
of the credential.

4. Click the button to commit these changes.
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8 Scheduling

8.1 Time Periods

A
The time periods panel is accessible from the o Hame | and | & System |

tabs.

Time periods are most commonly used as the “when” in permissions, but can also be used
in named actions.

Time periods are created by adding a schedule period by clicking the button
directly below the schedule pane.

e Overlapping schedule periods do not impact one another.

e Only Holidays associated with the Time Period will have an effect on the validity of
the Schedule Periods.

e Time Periods without the Holidays check box ticked will be invalidated when the
Holidays associated with the Time Period are valid.
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To create a new Time Period:

Open the time periods panel.

Click the icon in the time periods Panel.
Give the Time Period a name and add any necessary details in the notes field.

Click the button and change the parameters of the newly created schedule period.
e Ticking the Ignore Holidays option will cause any of the Holidays specified in the Holidays
tab of this Time Period to be ignored.

Click on the tab followed by to add holidays to the Time Period.

Click the button and close the dialog.

Figure 34

8.1.1 Schedule Overrides

Schedule Overrides are managed by the Integriti server. The addition of Schedule Overrides
allows the operator to easily adjust Time Periods over specific date ranges during the year.

To create a new Time Period Override:

1. Clicking the button will open the Edit Time Peiod Override dialog.



SYSTEM CONFIGURATION HANDBOOK

2. Change the Begin and End override dates accordingly.
3. Optionally enter notes in the Notes / Reason text box.

4. Click the button to add the Time Period Override to the list.

To remove a Time Period Override, click on the Time Period Override followed by the

button.

Figure 35

Figure 36
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8.2 Schedules

The schedules panel is accessible from the tab.

Schedules allow for reoccurring events. Schedules can be set to trigger hourly, daily,
weekly, monthly, yearly or weekday of month.

To create a new Schedule:

© NV HEWN B

Open the schedules panel.

Click the button in the schedules panel.

Give the Schedule a Name and add any necessary details in the Notes field.
If UTC time is used, tick the UTC check box.

Set the recurrence of the schedule as required.

Change the start date to that of the schedule.

Change the end date to that of the schedule.

Tick the days that the schedule is to be valid.

Click the button and close the dialog.
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8.3 Holidays

Y
The holidays panel is accessible from the ImiHome | 4ng & System tabs.

To create a new Holiday:

newWN PR

Open the holidays panel.

Click the button in the holidays Panel.

Give the Holiday a Name and add any necessary details in the Notes field.
Change the start time and date to that of the holiday.

Change the end time and date to that of the holiday.

—or—

Change the Duration (Days) to the appropriate number of days the holiday is to
last for.

If the holiday is to recur annually, tick the Recur Annually check box.

If UTC time is used, tick the UTC check box.

Click the button and close the dialog.
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8.4 Scheduled Tasks

Scheduled tasks contain one or many actions that can be executed sequentially, parallel or
a combination of both on predefined triggers.

Scheduled Tasks are for automated actions in response to a trigger (which can be either
time or review messages).

There are 15 action types to choose from:
e Backup Database
e Control Workstation
e Controller Action
e Escalate Alert
e Custom Enhancement
e Execute Report
e Invoke Integrated Device Command
e Log Review
e Parallel Task List
e Pause
e Run External Program
e Send Communication Message
e Send Integrated Device Event
e Sequential Task List
e Synchronise Controller Time

Detail on these actions can be found in the section titled “Action types” in the appendix.

Triggers can be a combination of either Time or Review. Click under the
tab to add a new trigger.

Time Trigger
Time based triggers can be configured to activate once, daily, weekly or monthly.

Time based triggers will only operate when the Enabled checkbox is ticked.
An optional configurable expiry can be set. The expiry can be adjusted to the minute.
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Review Trigger

To add a new criteria to the Review Trigger, click the button. The first drop down
list specifies the review component to test against. The Second drop down list specifies the
criteria operator. The last drop down list is the operand value.
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Creating Scheduled Tasks...

1. Click onthe tab followed by
2. Click to create a new Scheduled Task.
3. Give the Scheduled Task a Name and add any necessary details in the Notes field.
4. Specify an action to take if the task is already running.
® Do Nothing — The Scheduled Task will not execute.
® Run After Completion — If the Scheduled Task was triggered while it

was already running at the Scheduled Task will
re-run immediately after completion.
® Run In Parallel — The Scheduled Task will run immediately
regardless of whether the task was already
running or not.
5. If required, tick the Retry On Fail check box.
a. Specify the Maximum Retry Attempts. Leaving this value set at 0 will cause
the Scheduled Task to retry until it passes.
6. Add one or many Time or Review based triggers.
7. Add one or many Actions to the Scheduled Task.
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9 Automation

9.1 Counting Input Types

There are four input types to allow for scenarios where counting is required.

Inputs with the ‘Count up’ or ‘Count Down’ type will have their own count value.
Whenever the input transitions to the ‘Alarm’ state, the input will count up or down
depending on the input type selected. Count inputs can be any value from 0 to 65535.

The ‘Previous Count Up’ and ‘Previous Count Down’ types will change the count value of
the nearest ‘Count Up’ or ‘Count Down’ input type with a lower ID. ‘Previous Count Up’ and
‘Previous Count Down’ types must be on the same module as the ‘Count Up’ / ‘Count Down’
input.

Z O 1 [ Count Up ]
202 [ Count Down }4' \\\\\
\\§\
Z O 3 [ Analogue ] \ \\
S
’ 1
Z O 4 [ Previous Input Count Up }’ )
/7
4
Z O 5 [ Previous Input Count Down }’/
Z O 6 [ Count Down ]

Figure 37

In the example above we can see that input 2 is affected by zones 4 and 5. Each time input
2 or 5 transitions to the alarm state, the count value of input 2 will decrease by 1. Each
time input 4 transitions to the alarm state, input 2 will increase by 1.



70

SYSTEM CONFIGURATION HANDBOOK

- 214 [ Count Up }

3

-8 Z 1 5 [ Count Down ]‘\

2 N
Z 1 6 [ Previous Input Count Down }/ \\%
Z O 1 [ Previous Input Count Up } -

~

2 202 [ Analogue }

o

o

2 Z O 3 [ Count Down }

Figure 38

In the example above input 16 on module 1 will decrease the count of input 15 on module
1. However input 1 on module 2 will not increase the count of input 15 on module 2
because the inputs are not on the same module.

9.2 Auxiliaries

Auxiliaries are the digital outputs on the Integriti system. There are three different types of
auxiliary that you can use.

Relay Output

Relay outputs are the most common and most practical of auxiliary output types. The
relay output may provide an optional voltage out (jumper selection). The auxiliary relay ratings
have different voltage and amperage ratings depending on the module used.

Open Collector

Open collector outputs are switched by a small semiconductor.. Open collector outputs
are mainly found on Concept compatible LAN modules. As a result, the load can only be small.
These types of outputs are good for LEDs and driving slave relays.

Phantom

Phantom auxiliaries are outputs that don’t physically exist. They will still operate the same
as a normal auxiliary. The Integriti controller has 30 phantom auxiliaries available unless
expanded using UniBus relay expanders. LAN modules may also have auxiliaries available.
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9.3 Auxiliary Lists

Auxiliary Lists can contain up to 16 auxiliaries. Auxiliary lists are particularly useful for
applications where a number of auxiliaries may need to be controlled simultaneously.

9.4 Compound entities

Compound Entities represent the logical state of a collection of up to 8 entities. The state
returned is a result of the logical relationship between them.
The logical relationship between entities is processed sequentially from lowest to highest.

Compound entities can be used to combine multiple controller entities for anything an
entity is used as the source (e.g. as the “When” of a permission or permission group, the
trigger for a named action, in an expression in a Macro).

Compound Entities can be used to combine multiple controller entities and trigger named
actions (e.g. open a door, unsecure a floor, etc.).

Using Compound Entities to concatenate a time period and a schedule:
e C(Create a time period (e.g. “Opening Hours” 9:00 am to 5:00 pm Mon - Sat)
e Create a “never repeats” schedule that overlaps (e.g. “Extended Hours 1”

24/12/2013 4:50 p.m. to 10:00 p.m.).

o Note: Don’t start the schedule at the same minute that the time period
expires as a race condition may ensue and an open door condition could get
there just before a close door condition (for example).

e Create a compound entity (e.g. “Modified Trading hours” that is the OR of these
two entities)
e Create a named action that performs the action you want (e.g. Control a door)
e Use the compound entity you created as the “Optional Trigger” for this action.
Note that to find the compound entity in the “Search for Entity of Named Action” window
you will currently need to look in “Unfiltered Controller Iltems” and filter on either Name or ID.

In this way you can program up a named action with modified hours in advance.

If you chose, you could have more than 1 “Extended Hours” feature that occurred in the
future.

Because you have set it up never to repeat, there’s no need to clear these out after they’ve
activated.

You can re-use them the next time you get a special event that you want to schedule.

In a similar way, Compound Entities can be used to combine multiple time periods, or time
periods with other state (e.g. the state of an Aux).
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Creating Compound Entities...

Click on the tab followed by

Click . The Editor Window for a new Compound Entity should appear.
Give the Compound Entity a name.

On the right-hand side under Properties.

Expand-out Misc.

a. Clickonthe to the right of Entity 1.

nnewN B

b. Select the entity from the window that appears and click
c. If the state of the entity needs to be inverted, click the Invert Entity 1
checkbox.
d. Clickonthe to the right of Logical Relation 1.
e. Select the relationship between entity 1 and entity 2 (none, AND, OR, XOR).
e ‘none’ is only required if the entity is the last in the list.
f. Repeat steps a - f for the remaining entities as required.
6. Save and close the editor window for the Compound Entity.

9.5 Named Actions

Named actions provide a means to perform an action on the controller. These actions can
be controlled by the user or from a trigger (entity).

User access is controlled by Action Groups. Users with the appropriate Action Groups can
view and control the Named Action.

Creating Named Actions...

Click on the tab followed by

Click . The Editor Window for a new Named Action should appear.

Give the Named Action a name.

On the right-hand side under Properties.

Expand-out Action and select an action to take from the drop-down list.

More detail on Action types is available in the appendix.

If required, expand-out Optional Trigger.

7. Specify an optional trigger by clicking on the ellipsis to the right of Entity and select
an entity from the list.

8. Optionally users can have direct control over Named Actions via the Terminal.

a. Expand-out User Interface.

b. Click on the drop-down list to the right of Interface Style and select the
appropriate option based on the configured Action to Take.

ninewWN B
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c. If aSense Entity is specified the state of the Named Action will reflect the state
of the selected Sense Entity. If no entity is specified the state of the Named
Action is determined by the entity controlled by the action.

d. Ticking the Invert Sense Entity will invert the reported state of the Named
Action.

e. Allow Logged Off Access will allow terminal users to control the Named Action
without logging in to the terminal.

9. Expand-out User Access followed by Action Groups.

10. If no Action Groups are selected, any user can control the Named Action. If one or
many Action Groups have been selected, users must have any one (or more) of the
same Action Groups.

11. Save and close the editor window for the Named Action.
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9.6 Macros

Macros within the Integriti controller provide an advanced level of flexibility where the
use of actions is inadequate.

Programming of macros can only be created through the Integriti system management
software.

9.6.1 Macro characteristics

All macros are implicitly looped —
Once a macro has started it will continue to run until stopped or the controller is restarted.
Macros can start automatically —
A macro can be configured to automatically start on controller start-up.
Actions are only asserted within macros —
‘Do an Action’and ‘Do an Action 1if..’statementtypes will only assertthe
specified action.

The Dis-asserted option(s) are ignored.

Timing accuracy -
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‘Pause for Time..’ statements are expressed in units of 100 milliseconds. Macro
timings are accurate to roughly 100ms depending on the overall load on the Integriti
controller.

Macro timing is affected by other higher priority processes taking place on the controller.
Communications tasks and module communications are two examples of higher priority
processes.

9.6.2 Controlling / Running macros

You can control macros from the Integriti management software or from the terminal
(using ‘Named Actions’). You can also configure macros to run on controller start-up or
from an action.

Please refer to the section titled ‘Named Actions’ for more information on how to create a
named action that will control a macro.

The section titled ‘Actions’ describes how to create an action with ‘Run Macro’ as the
action.

9.6.2.1 Running macros from the Integriti management software

1. Open the macros panel.

2. Right-click the macro in the automation the macro panel and select ‘Start’. (Figure
39)

Figure 39
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9.6.2.2 Running macros on controller start-up

Open the macros panel.
Double-click the macro.
Tick ‘Run at Controller Startup’.

A .

Save ( ) the macro and close the dialog.

9.6.3 Creating a new macro

Open the macros panel.

Click in the Macro panel.

The properties window will appear with the usual basic options on the left side.
Tick ‘Run at Controller Startup’ if you need the macro to run once the controller is
online.

PwWwnhN »

To add a new statements to macros

e Click the button.

To remove a statements from macros

® C(lick on the statement you want to remove followed by the button.

To relocate statements within macros

® Click the statement you want moved followed by the or button.

5. Save ( ) the macro and close the dialog.

9.6.4 Statements

Each macro consists of one or many statements. At the very least an expression will have a
type and a comment. Each statement must be one of the following types:

Statement type Description

Do an Action Perform the defined action.
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Statement type

Description

Do an Action when the
Expression Changes..

When this statement is evaluated for
the first time it will perform the
defined action.

Every time the statement is evaluated
after this, the defined action will
only be performed if the result of
the expression has changed.

Goto <label> if..

Go to a label defined elsewhere
within the macro if an expression is
true.

Pause for Time..

Suspend further execution of the
macro for n X 100ms.

Define a Label

A placeholder within a macro that
execution can carry over to.

Set Entity To Expression..

Set an input to a specific count or
analogue value.

Wait for Condition..

Further execution is suspended until
the defined condition is met.

Execute Modified Action..

Perform the defined action using the
values of entities to control the
variables of the selected action.

End Current Macro

Terminates the macro.

9.6.5 Execute Modified Action...

This is a complex and powerful macro statement type. As described above, ‘Execute
Modified Action...” will perform the defined action using the values of entities to control the

variables of the selected action.
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Figure 40

Entities are associated with the variables of the selected action. In Figure 40 there are two
variables for the selected action (Control Aux). On Time will be controlled by the value of the
global variable ‘Custom On Time’. Off Time could be controlled by the value of Entity 2 (If set).

Control Aux & Control Aux List
® Entity 1 will control the On Time
® Entity 2 will control the Off Time

Control Door & Control Door List
® Entity 1 will control the Door Unlock Time

Trigger Input
e Entity 1 will control the Desired Global State

Ooo~NOOULL A~ WNPEO

All states sealed

Alarm

Sensor Mask

Sensor Orientation

Sensor Fault

Sensor Range

Tamper Low (e.g. short circuit)
Tamper High (e.g. open circuit)
General Tamper (e.g. Cabinet tamper)
Zone self test fail

Low battery

Encryption fail on encrypted link
Poll fail

Input is in "soaking test"

Input has failed a soak test
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16 Inputis isolated

Set Input Counters
e Entity 1 will control the Count value

Control Siren
e Entity 1 will control the Siren Time (value is multiples of 100ms)
e Entity 2 will control the Tone

9.6.6 Macro Expressions

Macro Expressions are represented as infix notation strings and have support for
bracketing and operator precedence. They can include numeric constants (entered as decimal
numbers) and entity references (entered in standard Inner Range address notation)

As with all things in Integriti, when an entity is evaluated in an expression it can have
either an analogue (numeric) or Boolean value. The type used by a particular expression is
chosen automatically by the controller based on context.

A few examples of valid macro expressions:

“D03 && DO05” = Both Door 3 and 5 are unlocked.

“C01:X01 > 55" = C01:X01 has an analogue value greater than 55.
“C01:X01 > C01:X02” =C01:X01 is greater than C01:X02.

Expressions are not sensitive to whitespace, so the expression
“((5+3)/7>C01:X01) &&D01” is interpreted identicallyto“( (5 + 3) / 7 >
C01:X01) && DO1”.

There are two special zone value modifiers. The ‘hash’ (#) modifier can be used to test the
count value of an input entity. The ‘at’ (@) modifier can be used to test the analogue value of
an input entity. To use the modifiers, place either one before the entity to be evaluated in the
macro statement.

Example usage — Test the input count is above 5: “#C01:Z01>5".

The following table is a list of all operators, in order of precedence.
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Operator Name Arguments Argument Type RTe}t,:Zn
! NOT 1 Boolean Boolean
* Multiply 2 Numeric Numeric
/ Divide 2 Numeric Numeric
+ Plus 2 Numeric Numeric
- Minus 2 Numeric Numeric
<< Shift Left 2 Numeric Numeric
>> Shift Right 2 Numeric Numeric
< Less Than 2 Numeric Boolean
<= Less Or Equal 2 Numeric Boolean
> Greater Than 2 Numeric Boolean
>= Greater Or Equal 2 Numeric Boolean
== Equal 2 Numeric or Boolean Boolean
& Bitwise AND 2 Numeric Numeric
A Bitwise XOR 2 Numeric Numeric
| Bitwise OR 2 Numeric Numeric
&& Logical AND 2 Boolean Boolean
[ Logical OR 2 Boolean Boolean
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9.7 General Variables

Aukomation

The general variables panel is accessible from the tab.

General variables are used to store values for a number of applications. Values are
assigned by other entities such as inputs, macros or named actions.

To create a General Variable:

1. Click the button in the General Variable panel.
2. The properties window will appear with the usual basic options on the left side.
3. The only property that can be set is the optional test value.

The test value is used to determine whether the general variable evaluates to true or false
when tested in a logic statement.

For example:

The general variable has been assigned a test value of 50.

e |f the general variable is equal to 50 or less, the general variable when tested will
return false.

e |f the general variable is equal to 51 or greater, the general variable when tested will
return true.
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9.8 General Timers

The general timers panel is accessible from the tab.

General timers are used similarly to general variables. You can use another entity such as
an input, macro or named action to set its value. The general timer will count back down to 0.
The timer counts down every 100ms. When counting down, the general timer will be in an
invalid state. When the general timer reaches 0 it will be in a valid state. General timers do not
automatically restart.

To create a General Timer:

1. Click the button in the General Variable panel.
The properties window will appear with the usual basic options on the left side.
3. Simply give the general timer a name, save the record and close.

N
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10 Hardware and LAN management

Once Integriti hardware has been installed and is running, the next thing you will need to
do is enrol controllers. Integriti controllers can be added (enrolled) either manually or

automatically to the Integriti server.
If you are connecting a controller over the internet or between networks, you will need to

ensure that TCP port 4711 is forwarded to the Integriti Controller Server.

10.1 Controller configuration

Before enrolling a controller, you will need to ensure it has been appropriately configured
for the network it has been attached to.

Determining what IP address was given to an Integriti controller:

This procedure assumes the controller is connected to a LAN with a DHCP server and a
terminal is attached to the device bus with its address set to 1.

If you can’t determine if there is a DHCP server present on the network, follow this
procedure through to step 7. If the displayed IP addressis 0. 0.0 . 0, the controller was not
issued with an IP address. Follow the procedure ‘Manually assigning an IP address of the
Integriti controller’ below.

After performing the pre-power up checks, turn the Integriti controller on.
Wait for the controller to start. When the controller is up and running, the Status 1 and Status
2 LEDs will flash in an alternating pattern (Figure 41).

— P
900 |UnBus

Fault |
Fault 2
Prompt

' UniBus |m

E‘w@ ﬁmy\f‘@
H IO ew? mjES™N Status 1 & Status 2
R |_|™ Stes 2 LEDs.

: [
z A e
:{ij -%*E%W
e[ mE
v _ TIEU
ot i T

DAZ PASS —

Figure 41
Log in to the terminal by pressing: [0], [1], [OKk]
Go in to controller information by pressing: [Menu], [1], [9]

Press [ ¥] once to display the controller serial number.

Press [ ¥] once more to display the controller MAC address.

Press [ ¥] two more times to reveal the controller IP address. (assuming the controller is
connected to a network and a DHCP server has assigned an IP address to the controller)
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Manually assigning an IP address of the Integriti controller:

This procedure assumes the controller is connected to a LAN without a DHCP server and a
terminal is attached to the device bus with its address set to 1.

After performing the pre-power up checks, turn the Integriti controller on.

Wait for the controller to start. When the controller is up and running, the Status 1 and Status
2 LEDs will flash in an alternating pattern (Figure 41 above).

Log in to the terminal by pressing: [0], [1], [OK]
Go in to controller NIC configuration by pressing: [Menu], [7], [3], [4]
Press [Ok] once to configure NICO1.

Enter in the desired IP address for the Integriti controller followed by [Ok].

Enter in the subnet mask followed by [OK].

Enter in the gateway address (if required) followed by [Ok].

Enter in the primary DNS address (if required) followed by [Ok].

. Enter in the secondary DNS address (if required) followed by [Ok].
. The controller is configured to use DHCP by default. Press [5] to disable DHCP.

10.2 Enrolling controllers

Integriti controllers can connect to Integriti Controller Servers via Ethernet, USB or
Modem. Ethernet connectivity can be direct or with the aid of the Inner Range SkyTunnel
service.

With the exception of USB, at some point during the enrolment procedure you will need to
decide how the data synchronisation is handled. Selecting a data synchronisation method will
determine whether the data on the server or the data on the controller will take precedence in
the event of a clash. When an entity within the controller does not match the corresponding
entity in the Integriti server, one of the three options will occur:

Merge Changes —

Differences between the Software and Controller databases are merged, such that
both the controller and server have a consistent database containing all programmed
records. If there is a conflict on a particular record, the record from the Software will
overwrite the record in the Controller.

This mode is suitable for single controller installations or installations where
keypad programming is desired.

Disallow Changes From Controller —
All global entities in the Controller database are overwritten with the records from
the Software database. This mode will NOT allow changes to global entities to be made

via the keypad.

This mode is suitable for multi-controller installations where the system is
centrally managed using the Integriti Pro Management Software.
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Prefer Controller Changes —

Differences between the Software and Controller databases are merged, however
records from the Controller database will overwrite records in the Software database.

This mode is suitable for situations where the only copy of the system
programming is currently held within the controller and you wish to retrieve it.

If you are unsure about what option you should select, leave the default
(recommended) setting- ' Prefer Controller Changes’.

10.2.1 Automatic controller discovery (Method 1)

The simplest method of adding controllers to Integriti is by using the ‘Auto Discover new
Controllers...” feature. This feature will only work if the controller is on the same subnet.

Please note that Automatic controller discovery can only work across the
local network. To connect to controllers over the internet, see Method 4.

To access this feature, click on the| fal Home |tab followed by the button
(Figure 42).

Figure 42

85



86

SYSTEM CONFIGURATION HANDBOOK

The ‘Connect to Controller’ window will appear.

Figure 43

Click on the button and the ‘Discover Controllers’ window will appear.
Automatic controller discovery will begin (Figure 44).

When the automatic controller discovery has completed the Integriti controllers will be
listed in the upper section (Discovered Controllers) of the window (Figure 44).

The automatic controller discovery progress is displayed as a green progress bar to the
right of the Integriti server under ‘Scan Status’.
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4 ) 4 N
The IP address of The MAC address of
the discovered ~ ) EEEE— the discovered
Integriti controller. controller.
\, J \, J
4 N 4 N\
The serial number The firmware
of the discovered — Y version of the
Integriti controller. Integriti controller.
\L J \
o [ [ ) ([
(
The enrol column. Click the
The name of the ‘ ’ button to
Integriti server PC. enrol the controller.
\_
®

Click to (re-)start
controller discovery. —
(Starts automatically) & Integriti server scan
status.

Figure 44

Each individual controller has its own unique serial number. The serial
number and MAC address are printed on a label which is placed on the
Integriti controller during production.
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You can enrol controllers as soon as they appear in the ‘Discovered Controllers’ list. Simply

click the button to go back to the ‘Connect to Controller’ window (Figure 45).
There is no limit on the number of controllers you can enrol simultaneously. As soon as the
controller is visible, you can begin enrolment.

Discovered controllers with a greyed out enrol button ( ) are
controllers that have already been enrolled.

Controller basic
details.

l

Conflicting entity
resolution.

Enrol controller.

° Controller
enrolment status. l

Figure 45
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After clicking the * Select | putton, there is only one item that requires your attention
before starting the enrolment process. You will need to select one of the three Data
Synchronisation Policy options. See ‘Enrolling controllers’ (above) for detail on the
synchronisation options available.

When you are ready to enrol the controller, click the button.
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10.2.2 Manual controller enrolment (Method 2)

Please note that there is no need for any port forwarding on the controller
side.

To manually enrol a controller, use the following procedure:

LCD Terminal specific instructions:

1. Loginto the terminal by pressing: [0], [1], [OKk]
2. Gointo controller communications task programming: [Menu], [7], [3], [1]
3. Configure communications task CT01: [Ok], [9], [OK]
4. Select‘Integriti CT’ asthe communications task type: [»1, [™], [OKk]
5. Enter the exposed IP address of the server followed by [Ok].
e Values less than 3 digits should be entered with leading zeros.

6. Enter the Port used to connect to the server: [0], [0], [4], [7], [1], [1], [OK]
7. Skip the DNS option: [Ok]
8. Setthe encryption method to AES128: [»], [OK]
9. Enable P under the Gip options: 1,0, 0>L0>1L ™11 [™], 9], [Ok]
10. Leave the site fields blank: [OKk], [OK]
11. Leave the GUID fields blank: [Off], [OK], [Off], [OK]
12. Leave the telephone number fields blank: [OKk], [OK]
13. Select Ethernet for Priority 1: ™1, [»™], [Ok]
14. Skip the remaining priority options: [Ok], [OK], [Ok]
15. Enable the C and A options: >0 0>1 0> ™1 ™1 9], [9], [Ok]
16. Skip the remaining C and A options: [OK], [Ok], [Ok]
17. Skip the Imodem and Emodem options: [Ok], [Ok], [OKk], [Ok]
18. Enable the communications task and log out: [9], [End]

Software specific instructions:

N

Click on the button under the tab.
The Controller panel should appear.

In the controller panel, the configured controller should appear automatically in
the list of controllers as ‘Auto-Discovered’.

e If the controller does not appear in the list, check the following:
i. Double-check your NIC and Comms Task programming options.
ii. Check / update your licenses.
iii. Verify the ‘IR Integriti Controller Server’ service is running.
iv. Check your network configuration, firewall, port forwarding...
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4. Select the auto-discovered controller and click
5. Change the name of the controller to something more appropriate.

Module Details

6. Under module details, expand out the Inputs group.

7. Click on the ellipsis ™" to the right of each EOL configuration option and select
Concept3K

Connection Details

8. The connection configuration changes required have been highlighted below:

4 Connectivity

Connection Mode Auto Ay
Preferred Connection Type TCP Ay
Connection Timeout 30000
Connection Poll Time 10000
Modem Serial Port -

Modem Configuration string
Modem Phane Mumber
4 Synchronisation

Review Synchronisation Mode | Continuous Ay |

Don't Sync Time Upon Connection |:|

Time Zone (UTC+10:00) Canberra, Melbourne, Sydney | >

Enable Data Synchronisation A«

Data Sync Mode Server to Controller Ay

Prevent State Syncing ]

Figure 46

9. Click the button and close the window.

10. An icon ( ¥ ) should appear to the right of the controller in the Hardware panel
indicating that the server is synchronising with the Integriti controller.

10.2.3 Controller enrolment using the SkyTunnel service (Method 3)

Inner Range has provided a service where controllers can be connected to the Integriti
controller server provided there is internet connectivity at both ends.

To make use of this service, the controller must be configured to connect to the SkyTunnel
service before the Integriti server can enrol it.
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To connect a controller to the SkyTunnel service:

LCD Terminal specific instructions:

1. Loginto the terminal by pressing: [0], [1], [OK]
2. Goin to the SkyTunnel communications task quick start: [Menu], [8], [0]
3. Start the SkyTunnel communication task: [On]
4. Write down the 8 digit password provided.

5. Log off: [End]

If you are using Integriti CS, you will need to change the Installer PIN code or create a new
user with a PIN code other than 01. To do this, follow these instructions:

1. Login to the terminal by pressing: [0], [1], [OK]
2. Gointo user programming: [Menu], [2], [1]
3. Edit the Installer user: [Ok]
4. Change the user PIN: [Ok], [OK], {enter a 2 to 8 digit PIN}
5. Log off: [End]

To enrol a controller connected to the SkyTunnel service from the System Designer:

1. Click onthe button under the tab.
2. The ‘Connect to Controller’ window should appear.

3. Click onthe tab and enter the serial number of the controller in the
‘Controller S/N’ field provided.

4. Enter the randomly generated 8 digit password from the procedure above in the
Sky Tunnel Password field.

5. Select the synchronisation method from the drop down list box. See ‘Enrolling
controllers’ (above) for more detail.

6. Select either Server Authentication or User Login to connect to the controller.

10.2.4 Connecting directly to a controller using USB (Method 4)

Connecting to a controller using USB is very simple. After logging in to System Designer,
connect your controller to an available USB port on the server. On the PC, you should notice
the driver for the controller being installed automatically. Shortly after, the controller should
appear under the ‘Default’ site as an ‘Auto-Discovered’ controller.

10.2.5 Connecting to a controller using a modem (Method 5)

In circumstances where any of the connection methods above cannot be achieved,
controller connections using a dialler has been made available.
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To configure the controller for a dialler connection:

LCD Terminal specific instructions:

1. Loginto the terminal by pressing: [0], [1], [OK]
2. Gointo controller module programming: [Menu], [7], [2], [0], [1]
3. Change the number of rings to answer: [ ], [0], [0], [0], [O], [6], [Ok]
e |f you are using ‘User Login’ to authenticate with the controller, follow the
remainder of this procedure.

4. Go into user programming: [Menu], [2], [1]
5. Edit the Installer user: [Ok]
6. Change the user PIN: [Ok], [OK], {enter a 2 to 8 digit PIN}
7. Log off: [End]

To enrol a controller connected via dialler from the System Designer:

Q Home

Click on the button under the tab.

The Connect to Controller window should appear.

Click on the | PP [tap.

Select the communications port that the modem is connected to.

Enter the telephone number of the controller.

If required for your specific make/model of modem, enter an initialisation string.
Select the synchronisation method from the drop down list box. See ‘Enrolling
controllers’ (above) for more detail.

8. Select either Server Authentication or User Login to connect to the controller.

Nounhkw NR

10.3 Maintaining Firmware

Controller and module firmware can be managed easily via the Integriti firmware manager

under the tab.

Click to open the update manager (Figure 47).
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Firmware description.

Controllers / modules j
Controllers / modules

: firmware revision.
to firmware update.

° Firmware upgrade
status.

Upgrade selected
module(s) /
Controller(s).

Figure 47

The available firmware list at the top of the window will display all of the firmware files you
add to the update manager.

If you select a firmware file in the update manager you will see the list of modules to update
change according to the type of firmware file selected.

Click to add new firmware revisions to the update manager.

Updated firmware files are made available to qualified installers from time
to time via the Inner Range support website.

The firmware upgrade status will indicate the progress of each individual controller / module
being upgraded. The process is completed when the controller / module has come back online.
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10.3.1 Upgrading module & controller firmware

1. Select the firmware revision you want to upgrade to from the list at the top of the
update manager.

2. Select one or many controllers/modules from the modules to update list by ticking
the appropriate check box(es).

3. Click

The time it takes to upgrade the firmware of a particular module or
controller will vary depending on connectivity to the Integriti server.
Please allow up to 30 minutes for the upgrade process to complete.

&

4 N
We recommend stopping, re-starting and testing communications tasks
after controller firmware upgrades.

& J
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10.4 Module Programming

It is recommended that the Integriti controller LAN remains locked during normal
operation. This will prevent the addition of new modules and the possibility of foreign modules
interfering with the existing infrastructure.

To access the controller LAN settings, right-click the controller in the navigation panel:

Figure 48
Secure System

Securing the LAN will send out a secure flag to all of the modules currently connected to
the controller. The modules will remain secure until the next time the LAN is secured.

Modules that are not secured will have the status: “Present (Unsecured)”. This
usually occurs when a module has been attached to the LAN after secure system has been
selected.

Lock LAN

Locking the LAN prevents any newly attached module from connecting to the Integriti
controller. Modules that are not present at the time the LAN was locked will be ignored by the
controller. The controller will log the presence of any foreign modules. This excludes new

UniBus devices being attached to existing LAN modules.

Un-Lock LAN

Unlocking the LAN is required before adding new modules to the Integriti controller.
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10.4.1 Adding New Modules

Once a module has been attached to the Integriti LAN, the controller will detect the
presence of the module and it will appear under the controller in the site navigation panel.

10.4.2 Deleting Modules

To remove and delete a module from an Integriti controller simply right-click the module

and select
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11 CCTV

Integriti integrates with a large number of video surveillance products. Support for
products is provided as a plugin installer. The plugin must be installed separately on the
Integriti server and any clients that will be used to view images provided by the integrated
device.

11.1 Installing Insight DVR plugins

98

The Integriti software management suite can be used with Insight DVR plugins. Installing
and using these plugins requires a slight change to the install procedure.

To install Insight Professional DVR plugins for use with Integriti:

e Stop all Integriti services.

e Run the Insight DVR plugin installer and continue through until you get to the
“Select Destination Location” dialog.

e Change the destination folder from the default to your Integriti installation folder.
Typically this path is “C: \Program Files\Inner Range\Integriti
Pro\” on a Windows 7 64bit platform.

e Complete the installation.

e Start all Integriti services.

If you click the browse button to select the destination folder location
when installing Insight Professional DVR plugins, ‘\Insight’ will be
appended to the destination folder. You will need to remove this to
continue.

11.2 Enrolling video systems

1. Click onthe tab followed by .
2. Select the DVR plugin from the list in the new dialog that appears and click



SYSTEM CONFIGURATION HANDBOOK

Figure 49

3. Enter the necessary connection settings for the plugin. These settings will vary from
plugin to plugin but will mostly consist of an IP address, User name and Password.

Site
[fll pefault site

Marme

(® Refresh Device o Refresh Child Devices

|:| Maintain Persisted Connection

Last Changed By

‘ Device Attributes | Child Devices

Connection
Address
MName

Created Madified
2/10/2013 | = 2/10/2013 |-
Motes

Passward

Manitoring
Actions
Monitor Actions
Monitor Events

False

False

If available, click the and

Figure 50

buttons to

ensure the actions, cameras and/or any other devices are detected and enrolled

accordingly.

The option Maintain Persisted Connection is only required for situations where

messages are sent and/or received from the device.
Save and close the editor window for the CCTV Recorder.
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11.3 CCTV camera configuration

Once a video system has been enrolled, not all of the cameras may be required. Enabled
cameras take up camera licenses.

Disabling CCTV cameras...

1. Click onthe tab followed by

2. Double-click a CCTV Camera to disable. The Editor Wlndow for the CCTV Camera
should appear.

On the right-hand side, click on Disable Device.

4. Save and close the editor window for the CCTV Camera.

w

11.4 Associating cameras with entities

By associating cameras with entities, operators can play back archived video from CCTV
Recorders when review events are generated for the entity.

Associating cameras with entities ...

1. Click onthe tab followed by
2. Double-click a Camera to associate entities to. The Editor Wmdow for the Camera
should appear.

3. On the right-hand side under , click on the button.
4. From the window that appears, select the entity to associate with the Camera.
5. Save and close the window.

11.5 Viewing associated video from associated entities

100

If an entity has been associated with one or many cameras, you can view live video by

right-clicking the entity and selecting
Live feeds will appear for all cameras associated with the entity.
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11.6 Viewing associated video with review

If an entity has been associated with one or many cameras, you can view archived video by

right clicking the entity and selecting from review or filter
windows.
18/03/2013 1:51:53PM Door 1 Lock Off by R&D (Door Logic) (RO1:X01) Details...
158/03/2013 1:51:53 PM R&D Locked by (Door Logic) (DO01) SE,  Show CCTV Fo otage
158/03/2013 1:51: 458 PM Door1 Lock On by R&D (Door Logic) (RO1:X01) ! Edit RD (D1)...
18/03/2013 1:51:48 PM RE&D Timed Unlocked for 00005 secs by R&0 Readers &  Edit Darryl Hammitt (U3)..
158/03/2013 1:51:48 FM Darryl Hammitt Card Access at RO1:Rdr01 into R&D I},
amdmmlmeaam 4 e A e - - 1 - e e ' % fema remah Figure 51

If more than one CCTV Camera has been associated with the one entity, clicking

will open a panel with a camera matrix.

The video will begin playback from the time that the entity appeared in review.

11.7 Viewing video from schematics

You can view video from a schematic using one of two methods:

1. Right-click an icon used to represent a camera and click on Show Video

Figure 52
2. Click on anicon used to represent a camera then click on Show Video in the
Commands toolbox.

Figure 53
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12 Photo ID

Photo ID allows you to create Photo ID designs and print identification tags and badges for
Users (employees, contractors, visitors, etc...)

The Photo ID designer features include rotation and flipping of images, creation of various
arbitrary shapes, object alpha, support for double sided cards, barcodes, user photos and
custom field images.

There is no restriction on the number of designs or design dimensions. Photo ID designs
can be any one of a number of standard formats or user defined.

Printing ID cards is a two step process. First, you must create a Photo ID Design. Photo ID
provides simple tools which allow you to customise the design by inserting the required
graphics and fields into the card design and defining what fonts and colours will be used.

You can create and save as many different deigns as you like, each with a different layout.
Designs may include images, simple graphics, text and user database information such as user
names, company details and photos.

Once a design has been created, it can be used to print a batch of Users. To print designs,
you first select the users who will be issued with the new Photo ID Design, then issue the print
command from the context menu.

Card properties

Element Z-index
—— Toolbar control

|

Firmware description Design element list |———@

|

Selected item
properties

Design work area

Figure 54
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12.1 Creating a Photo ID Design

To create a Photo ID Design...

Access Control

Open the panel from the tab.

Click the button to create a new Photo ID Design.
Give the new design a name and enter a description in the notes field.

Click on Card Properties

Specify whether the design will be single or double sided.

Select the card orientation.

Specify the card measurement units.

Select the physical dimension standard or custom from the Card Type drop-down list.
a. If custom was selected, specify the Width and Height.

If required, adjust the DPI.

Click
Place items on the design area.
Select an item from the toolbar.
a. Click and drag in the design area to place a new design element.
b. Adjust the placement of the newly placed design element by adjusting the element
handles.

c. Tweak the display element further by modifying the element properties to the right.

Continue creating items as required.
Save and close the editor window for the Photo ID design.
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13 Schematics & Element Presenters

104

Schematic allows operators to monitor status and control entities via an intuitive interface
based around graphical floor plans, site maps and mimic panels. Special items can be placed on
each diagram that indicate the status of various entities such as inputs, areas and auxiliaries in
real time.

Schematic can be used to:

e Import site plans

e Navigate between maps / diagrams

e Add entities to maps / diagrams

e Monitor site activity in real time

e View and acknowledge alarms

e Control items

e View video from associated CCTV sources.

Schematic maps, mimic panels and similar graphical interfaces are created using the Integriti
System Designer. Schematic maps can then be viewed in either Gate Keeper or System

Designer.

Items placed on the schematic are called map elements. Map elements are optionally linked to
entities. These can either be icon based, or be drawn as shapes.

Map elements can be used to highlight items on the schematic or indicate the state of entities.
Map elements do not update when you are modifying or creating a schematic map.

Supported image formats used throughout Integriti:

e BMP
o JPG
e GIF
e PNG
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13.1 Element Presenters

A presenter is a collection of format settings and rules that govern how a map item will
behave on the schematic. Presenters can only be assigned to a schematic map item if it is
linked to an entity.

A significant number of element presenters with a common theme exist by default within
the Integriti system, but there are occasions where the customer wants something a little
more specific to their particular installation. Integriti includes the ability to create new
presenters.

To create element presenters, click on the button in the Schematics group
under the| #eSvstem | p
Click on the button to create a new element presenter.

Often, it is desirable to create a new element presenter, based on an existing one (we do
not suggest editing default presenters as these may be over-written during software updates).
To achieve this, right click on the presenter on which you wish to base a new presenter, select
“Duplicate” and change the name, then edit the new presenter.

Double-click an existing element presenter to edit it.

Shape format parameters

Conditions

Icon format parameters Label format parameters

Figure 55
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13.1.1 Condition

The condition under which the Icon, Shape or Label format will change to the values
specified.

Clicking on the button will open the presenter rule/condition for editing.

Item specific property. Comparison operator. Comparison value.

i l l

Figure 56

Depending on the selected item type of the presenter, options in the presenter rule editor
will vary.

Examples of item specific properties for a door are:

e |[sOn

e Summary

e last Updated

e Extended Status
e Entity

If a number of conditions are met, the icon shape or label format associated with the last
(bottom-most) condition in the list is used. Because of this, it is often desirable to have, as the
very topmost condition in the list, an “Always True” condition which will be displayed when
none of the other conditions are met.
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13.1.2 Icon Format

From here you can select an image for the specific condition.

Clicking on the ™" button will open the icon format window.

Figure 57

Click Change o select the desired image.

If the image is to be used to overlay other images of the element presenter, check the ‘Use
Image as Overlay’ checkbox.

If the selected image is an animated GIF, you can change the ‘Animate Once’ to True to
play the animation once or False to loop the animation.

13.1.3 Shape Format

Show Outline -
Cutline Thickness

Opacity

Interior Colour [ - X
Cutline Colour — - | X

Figure 58

13.1.3.1 Show outline

Default value: True

Setting this option to False will disable the outline of the item.
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13.1.3.2 Outline Thickness

Default value: 5 pixels

The value specified here will determine the thickness of the border / outline. A value of 0
will leave a 1 pixel border.

13.1.3.3 Opacity 0-255

Default value: 128 (semi-transparent)

The opacity affects both the Interior and outline colour. Use a value of 255 for opaque and
a value of O for transparent.

o TR

13.1.3.4 Interior colour:

Default value: Grey (128,128,128)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.
You can manually enter the colour or click the drop down to select the colour from the colour
picker.

Manual colour entry examples:

0,0,255 Blue .
255,0,0 Red .
0,255,0 Green.

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found
under the Web or System colour picker tabs, it will automatically change to
the colour name.
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Custom | Web | System

Figure 59

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your

own colour.

Hue: - Red: o

Sat: EI Green: 0
EDIDrISDIId Lum: 0 Blug: 0

| AddColor | | Close

Figure 60
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13.1.3.5 Outline color

Default value: Black (0,0,0)

The value specified here determines the colour of the outline/border surrounding the
schematic map item.

If the border is transparent, only the opacity setting will affect the specified border width
of the map item.

Example:
e Interior color — Web -> Cyan
e Opacity — 128
e Qutline color — Web -> Transparent
e Qutline Thickness — 5
e Show Outline — True

Outline —>

<+ Interior

Figure 61

13.1.4 Label Format

Figure 62

13.1.4.1 Use Name For Text

Default value: True

When set to True, the name of the item associated with the presenter will be displayed.
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When set to False, the name of the item associated with the presenter will not be
displayed.

13.1.4.2 Use State For Text

Default value: (Blank)
When set to True, the state of the item associated with the presenter will be displayed.

When set to False, the state of the item associated with the presenter will not be
displayed.

13.1.4.3 Use Alarm Count For Text

Default value: (Blank)

When set to True, the alarm count of the item associated with the presenter will be
displayed.

When set to False, the alarm count of the item associated with the presenter will not be
displayed.

If the item associated with the presenter does not have an alarm count, setting this option
has no effect.

13.1.4.4 Additional Text

Default value: (Blank)

Text entered in this field is appended to the end of the label for the associated map item.
The text will be separated by a hyphen.

13.1.4.5 Text colour:

Default value: Black (0,0,0)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.
You can manually enter the colour or click the drop down to select the colour from the colour

picker.

Manual colour entry examples:

0,0,255 Blue .
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255,0,0 Red .
0,255,0 Green.

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found

under the Web or System colour picker tabs, it will automatically change to
the colour name.

Figure 63

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your
own colour.

Figure 64
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13.2 Configuration of Schematic Maps

Schematic maps are created, modified and removed through the Integriti System Designer.

Schematic maps are found in the Schematics group under the tab. Click the

button to open the schematic maps panel.

1. Clickon to open the schematic map designer.

To modify an existing schematic map:

1. Login to the Integriti System Designer.

2. Click on the tab followed by
3. Double-click one of the existing the maps.

Open the map in a
panel for viewing.

v

Open the map j
properties.

Schematic map
toolbar.

Change the map J
zoom level.

Figure 65
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13.2.1 Map properties

Click the button will open the schematic map properties.

13.2.1.1 Background

The map background width and height are determined automatically when loading a
background image. You can adjust these values manually but this will stretch the background
image (if one has been specified).

The background colour is white (255,255,255) by default. It is only visible if there is no
background image or the image has transparent regions.

To load a background image, click on the button.

To remove the background image, click on the button.

13.2.1.2 Grid Overlay

Grid overlay —>

o— Rulers

Figure 66
Enabling the grid overlay will place dotted grid lines over the schematic.
Enabling the rulers will place alphanumeric grid reference rulers to the top and left of the

schematic map.

The grid block width and height are measured in pixels. The scale of the grid will vary with
the schematic map zoom level.
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13.2.1.3 Default Font

The default font used for schematic maps is Arial, 12pt. This can be adjusted by clicking
on the ellipsis ("™") and selecting your font preferences in the font selection window.

The default font will be used for all newly created schematic map items. Changing the
default font will not override font settings for existing map items.

13.2.2 Schematic map toolbar
The schematic toolbar contains all of the controls necessary for creating the schematic.

Select tool

The select tool allows you to select and modify properties of items on the schematic.
Ticking Auto Switch to Select Tool will cause the select tool to become active after a new
item has been successfully added to the schematic.

Pan tool

If the schematic is at a zoom level larger than the screen, use this tool to move the
schematic around the screen.

Rectangle tool

To draw a rectangle on the schematic:
1. Select the rectangle tool.
2. Click and drag to draw a rectangle. Where you press and release your mouse
button will define the shape of the rectangle.
e Pressing and holding shift for this step will allow you to create a square.
3. The Map Element Properties window will appear immediately after the element
has been drawn.

Ellipse tool
To draw an eclipse on the schematic:

1. Select the eclipse tool.
2. Click and drag to draw an ellipse. Where you press and release your mouse button
will define the shape of the ellipse.
e Pressing and holding shift for this step will allow you to create a circle.
3. The Map Element Properties window will appear immediately after the element
has been drawn.
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Line tool
To draw a line on the schematic:

1. Select the line tool.

2. Click and drag to draw the line. Where you press and release your mouse button
will define the position and length of the line.

3. The Map Element Properties window will appear immediately after the element
has been drawn.

Freeform tool
To draw a freeform element on the schematic:

1. Select the freeform tool.

2. Click once at the starting point of where you want to create the freeform object.

3. Continue clicking on the schematic to place multiple points on the freeform
element.

4. When you have finished, double-click.

5. The Map Element Properties window will appear immediately after the element
has been drawn.

Once you have closed the Map Element Properties window, you can continue to fine tune
the freeform element.
Click and drag your mouse along any freeform line to create a new node on the element.

Right-click any node on the freeform element to delete it.
You can click and drag any existing nodes on the freeform element.

Icon tool

Click where you would like to place the icon.

Label tool

Click where you would like to place a text label.

Image tool

Click where you would like to place the image.
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13.2.3 Map Element Properties

Every item placed on the schematic map has its own set of properties.

Linked Ttem
X
Presenter
| x
Default Display Settings
Default Display Settings [
Interior Color Gray
Dpadity 128
Outline Color Black
Outline Thickness 5
Show Outline True

Additional Commands
gp Add == Remove

Mame Command

Figure 67

13.2.3.1 Linked Item

If a map element is linked to something, it will reflect the status of whatever it is linked to
which is determined by the selected presenter.

To link the element to an item, click the *** and select the item from the list that appears.

To remove the link, click on the *.
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13.2.3.2 Presenter

A presenter is a collection of format settings and rules that govern how a map item will
behave on the schematic. Presenters can only be assigned to a schematic map item if it is
linked to an entity.

When a linked item has been selected, an element presenter will automatically be
associated with the schematic map item. If a default element presenter for the item type has
not been designated, the element presenter that is automatically associated with the map
item will be randomly selected.

Some presenters have been included with the Integriti software to cover common map
item types. The included presenter item types are:

e Area

e Auxiliary

e Camera

e Controller

e Door

e Input

e LCD Terminal
e Macro

e Schematic Map
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13.2.3.3 Default Display settings

13.2.3.3.1 Interior colour:

Default value: Grey (128,128,128)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.

You can manually enter the colour or click the drop down to select the colour from the colour
picker.

Manual colour entry examples:

0,0,255 Blue .
255,0,0 Red .
0,255,0 Green.

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found

under the Web or System colour picker tabs, it will automatically change to
the colour name.

Custom | Web | System

Figure 68

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your
own colour.
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Figure 69

13.2.3.3.2 Opacity 0-255

Default value: 128 (semi-transparent)

The opacity affects both the Interior and outline colour. Use a value of 255 for opaque and
a value of O for transparent.

(o T

T30 |
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13.2.3.3.3 Outline color

Default value: Black (0,0,0)

The value specified here determines the colour of the outline/border surrounding the
schematic map item.

If the border is transparent, only the opacity setting will affect the specified border width
of the map item.

Example:
e Interior color — Web ->Cyan
e Opacity — 128
e Qutline color — Web -> Transparent
e OQutline Thickness — 5
e Show Outline — True

Outline —>

] Interior

Figure 70

13.2.3.3.4 Outline Thickness

Default value: 5 pixels

The value specified here will determine the thickness of the border / outline. A value of 0
will leave a 1 pixel border.

13.2.3.3.5 Show outline

Default value: True

Setting this option to False will disable the outline of the item.
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13.2.3.4 Additional Commands

Schematic map items can have custom commands assigned to them. When an operator
clicks (or right-clicks) a schematic map item, a list of the available commands will be presented
to them. Additional commands are appended to the end of the list.

Figure 71

13.2.3.4.1 Creating additional commands

Click on to create an additional command in the additional commands list.
Click in the name field and give a name to the new command.

Click on the command field followed by
Select an option from the Action Type drop down list.
e See the table below for more information.

W NPE
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None

Does not perform any action. Can be used as a place holder
for future use or for entering notes.

ControllerAction

Can assert or dis-assert any action on the controller.
Specify the action to send and the edge type.

DBBackup

Backup the entire database to a specified location. DB
Backup has two options:

e Include review data.

e Append a date/time stamp the exported filename.

Delay

Not used here.
This action type should only be used within a sequential list
(below).

LogReview

Put a message in review. You can specify the review level
and the message text.

Parallellist

Execute a list of commands in parallel.
This will open a new Configure Task Action window where a
list of actions can be executed in simultaneously.

Sequentiallist

Execute a list of commands in order.
This will open a new Configure Task Action window where a
list of actions can be executed in order.

SyncTime

Synchronise the time/date of one or many controllers.

To update the time of all Integriti controllers, leave the
controller field blank.

To update a specific Integriti controller, open a controller for
editing, copy its name and paste it in to this field.
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14 Layouts & Editors

The layout of the entire management suite can be customised and stored. Stored layouts

include:

e Positioning of each individual docking panel.
e Its own layout set. Which includes:
o Positioning of each individual dialog window.
o Content layout of each entity editor dialog window.

Layouts can be assigned to individual operators as required.

To customise an individual docking panel, open it and click the button.
Additional layout configuration settings are found under the tab.
Pressing the button will restore the entire layout back to the factory

default settings.

14.1 Layouts

124

Layouts contain information about the panel(s) that are displayed and their position. Client
workstations can be configured to automatically load a layout on start-up. There are two
types of layouts — Personal and System.

Personal layouts are tied to the individual operator. Where permitted, operators can
create their own System Designer and Gatekeeper layout.

System layouts can be used as the ‘default’ or an ‘enforced’ layout by configuring operator
type permissions.

Personal layouts are automatically associated with the operator who created them. They
are intended to be used by “Power Users” who wish to define several layouts for their own
personal use. System Layouts on the other hand can be associated with operators for
whom it is desired that they have 1 fixed layout whenever they use the software. If you
have already created a personal layout with your own operator, and need to change it into
a System Layout, simply load the personal layout, then select the “Save Layout” button and
press “System Layout”. This can then be associated with another operator.
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14.2 Creating and saving layouts

Click on the or buttons to open one of the layout managers.

Figure 72

Each client can have its own layout that is loaded in start-up. To select the desired layout,
click on the radio button in the ‘Load On Startup’ column to the right of the desired layout.

The active layout can be changed at any time by opening the layout manager and clicking
on the radio button in the ‘Active Layout’ column to the right of the desired layout.

If the active layout has the ‘Save On Exit’ checkbox ticked, the layout will be saved when
the Integriti software management suite is closed. Next time the layout is loaded, the
layout will restore to the state it was in prior to Integriti closing.

Clicking the button will save the currently active layout over an existing
layout.
Clicking will allow you to save the current layout as a new layout. A dialog

window will appear prompting the user to enter a name for the new layout.

Figure 73

Enter the name of the layout then click on the or
button to save.
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Click on the button to load a specific layout.

Figure 74
Click on the desired layout followed by
14.3 Editor layout sets
Click on the button under the tab to open the editor layouts panel.

The ‘Default’ editor layout set is suitable for most applications. The ability to create
custom editor layouts allows you to:

e Hide unused / unnecessary portions of the layout.
e Rearrange each individual layout.

e Add custom content to layouts.

Editor layouts may be customised to suit individual operators or operator groups.

Double-click an editor layout set to re-configure it or click to create a new one.
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Editor. —@

Editor modified? ®
Clicking the icon will
default the editor L]
L layout. )
Figure 75
Individual editor layouts can be defaulted by clicking the  icon.

To edit an editor layout, double-click it to open the editor dialog window in layout mode.

Editor layout.

Layout toolbox.

Figure 76
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Please refer to the document titled ‘Interface Elements for Integriti’ for more information
on how to use the layout manager.

Toggle between the Editor and a preview of the

Save the current layout.

Restore the layout back to the factory default. (Click Save to commit changes)
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15 Communications Tasks

All external system communication is controlled by means of ‘Comms Tasks’. As the name
suggests a Comms Task is a communications task or job that you wish the system to carry out.
Because there can be more than one Comms Task, it is also possible for more than one
communications task to be operating at once.

e.g. To configure the system for a review printer you simply allocate one of the available
Comms Tasks to perform the automation function. If you wish an alarms dialler to be
operational as well, you simply assign another Comms Tasks the job of being a dialler format
such as Contact ID.

The total number of available Comms Tasks available is ten (including the Integriti Comms
Task). Comms Tasks can either be “active” or “idle”. When the system is powered up, all
programmed Comms Tasks are set to active so they can immediately start their intended
function. If you wish to stop a Comms Task, for example abort a dialler format halfway
through reporting, simply set that Comms Task to idle.

15.1 Serial Channel

Comms Tasks use communications ports to communicate with the outside world.

When a Comms Task is set to carry out a function, for example send data to a printer, it
will be configured to use one of the available communications ports. For example a Comms
Task programmed for automation may be configured to use “Unibus UART 1 (1)”. This means
that “Unibus UART 1 (1)” cannot be used for any other purpose unless the Comms Task is set
to idle. Some Comms Tasks may share ports with other Comms Tasks. For example, Comms
Tasks designed to be used with the modem can share the one communications port. Although
these tasks may be configured to use the modem, when they are not reporting they are not
using the port. If both tasks needed to use the modem for reporting at the same time, one
Comms Task will use the port first and, when finished, the other Comms Task will use the port.

Comms Task types describe the job a particular Comms Task is to perform. For example,
programming a Comms Task to Dialler will invoke a Contact ID, IR Fast, SIA or 4+2 dialler. The
programming of options for the Dialler is unique to that Comms Task. If another Comms Task
were also to be programmed to Dialler, the options for this Comms Task will be separate from
those of the pre-existing one. This allows the commissioning of dual reporting with each
Comms Task using its own Telephone Numbers and options. Listed below are the possible
Comms Task types.

A maximum of 10 communication tasks can exist on the Integriti controller.
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The number of serial channels available will depend upon the number of
UniBus devices fitted to the Integriti controller.

Available Serial Channels:

e None

e Modem

e Onboard RS485 Reader Port
e UARTO

e Unibus UART 1 (1
e Unibus UART 1 (2
e Unibus UART 2 (1
e Unibus UART 2 (2
e Unibus UART 3 (1
e Unibus UART 3 (2
e Unibus UART 4 (1
e Unibus UART 4 (2
e USB Master

e USB Slave

)
)
)
)
)
)
)
)
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15.2 Communications tasks:

15.2.1 Integriti

This communications task is usually present and active on an Integriti controller. The
Integriti communications task is used to connect an Integriti controller its server. The Integriti
communications task is usually the 1°* communications task in the system.

15.2.2 Monitor

The Monitor communications task is reserved for use by Inner Range.

15.2.3 Dialler

This communications task uses the on board legacy modem to transmit messages back to
the monitoring centre. Supported communications formats are:

e |RFast

e ContactID

o S|A

o 4+2
15.2.4 GSM

The GSM Communications Task can interface with one of the many Inner Range FE3000 or
Inner Range Multipath STU products. The Integriti Controller's GSM Communications Task is
used to communicate reportable events to a Central Monitoring Station, to send reportable
events via SMS message and/or to receive SMS control messages.

15.2.5 Automation

The automation communications task can be used for review printing and
acknowledgement as well as control and interrogation of the controller. This communications
task works over a serial UART or Ethernet.

Control and interrogation options require licensing.
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15.2.6 EMS

Low and high level lift interfacing is available using this communications task. This is a
licensed option.

15.2.7 Securitel

The Securitel network was a “direct-line” alarm transmission network that was supplied
and maintained by Telstra. Alarm panels in the field were connected to a Subscriber Terminal
Unit (a STU) and the STU would communicate events via the PSTN to Nodes that were hosted
by Telstra. These events were then transmitted to a Central Monitoring Station for
processing/actioning.

15.2.8 Intercom

The Integriti Controller has an Intercom Comms Task and an Apartment entity structure.
The Integriti Controller’s philosophy for an Intercom system is that there is an Apartment that
can grant access to a Call Location. An Apartment can optionally have a Floor defined as well
as having an Intercom System Floor and an Intercom System Unit. Up to 32 Call Locations can
be defined in the Intercom Comms Task and each can optionally have a Door and/or up to 4
Lift Cars defined. When the Intercom Comms Task detects that an Apartment has granted
access to a Call Location, the defined Door and Lift(s) are temporarily unlocked/unsecured to
allow access.
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16 Communications Handlers

Communications Handlers work as a conduit between the Integriti Application Server
service (the Integriti server) and other 3™ party products.

16.1 Review Receiver

Integriti 3rd party review receiver allows review to be streamed from a third party TCP client
to the Integriti server for review logging.

Please refer to the document titled ‘Integriti Communications Handlers - Review Receiver’ for
more information.

16.2 Review Sender

Integriti review sender allows review to be streamed to a third party TCP client.

Please refer to the document titled ‘Integriti Communications Handlers - Review Sender’ for
more information.

16.3 REST/XML Web Service

The Integriti application server hosts a REST/XML based Web Service allowing integration
with a wide variety of programming languages and environments in a stateless, query based
fashion.

Please refer to the document titled ‘Integriti Communications Handlers - REST XML Web
Service’ for more information.
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17 Alerts

Alerts bring to the attention of one or many operators the change of state of one or many
events.

Alerts consist of Alert Definitions, Alert Groups, Alert Views and Response Plans. Alert
Definitions contain all of the information necessary to define the source of the alert and the
appearance of the alert. Alert definitions can optionally invoke actions at various stages of the
alerts lifecycle.

Alerts are created and configured in the Integriti System Designer. Alerts are actioned
within Integriti Gate Keeper.

Alerts should only be used in situations where human intervention is required.
i.e. “An Operator must acknowledge an alert”
For automated actions, a Scheduled Tasks should be configured.

Figure 77
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Alert Definitions

Alert Source | Basic |Created | Retriggered I Claimed | Finalised | Claim Timeout | Finalise Timeout

Enahbled

Priarity Priarity1 -
[ Allow finalize without requesting response

Response Plan CELND- 4
Foreground Color Jo,0,0,0 -
Background Color Jo,0,0,0 -
Groups X e

Figure 78

To create a new Alert Definition...

_ Adrminiskrakion

Open the panel from the tab.

Click the button to create a new Alert Definition.
Give the new Alert Definition a name and enter a description in the notes field.

Click on the Alert Source tab.

a. Select an alert source from the drop down list.
e Intruder Events
i.  Three filters are available for intruder events. If a field is left blank then it is
considered as ‘all’. The three filters use OR logic.

ii.  Select one or many sites, areas or inputs by clicking the "**' to the right of the
field to open a selection window.

iii. Select one or many items from the list and click
iv. The two ‘Group Alerts by’ buttons will group alerts of the same type in the
alert view based on Areas, Inputs or both.
e Review Filter
i Information on how to create filter stacks is available in the appendix under
the section titled ‘Filter Stacks’.
ii.  Tick ‘Group All Active Alerts for this Alert Definition’ to group alerts of the
same type in the alert view.
e Hardware Offline
i.  Two filters are available for hardware offline. If a field is left blank then it is
considered as ‘all’. The filters use AND logic.

ii.  Select one or many sites and/or modules by clicking the " to the right of the
field to open a selection window.
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iii. Select one or many items from the list and click
iv. Tick the group alerts by bodules checkbox to group alerts of the same type in
the alert view.

The remaining tabs have their own action list that will execute at various stages of the alert.
a. To execute all of the items in the list simultaneously, click on the button.

b. To add actions to a list, click on the button.
e For more information on the various actions available, see the section titled ‘Actions’.

c. If ‘Supress if muted’ is ticked under the tab, actions in that list will not be
executed.

The and tabs each have their own time out in hours, minutes
and seconds. Setting these values will cause the actions in the list to be executed once the
time specified has expired.

Click and close the Alert Definition.

17.1 Alert Groups

A .
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An Alert Group is a logical place holder for Alert Definitions. An Alert Group has no
properties of its own. It is used for organising alerts only (such as in Alert Views).

To create a new Alert Group...

Open the panel from the tab.

Click the button to create a new Alert Group.
Give the new Alert Group a name and enter a description in the notes field.

Click and close the Alert Group.
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17.2 Alert Views

Alert Views are lists containing Alerts belonging to the groups specified within the Alert
View.

To create a new Alert View...

-4 Administration

Open the panel from the tab.

Click the button to create a new Alert View.
Give the new Alert View a name and enter a description in the notes field.

Expand-out Settings and click on the ™"/ to the right of groups.

In the window that appears, click on the button and select one or many Alert Groups

from the list that appears.

Click to confirm your selection. Click once more to go back to the
Alert View editor window.

Click and close the Alert View.
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17.3 Response Plans

Response Plans can be used as an alternative to the default Finalize Response window.
Response Plan windows can contain custom text in the form of instructions, checklists,
buttons, alert details, response history and operator response items.

For more information on the Response Plan layout manager, please refer to the document
titled ‘Interface Elements for Integriti’.

Switch between
Preview / Design
modes

Propertles_for the o
selected item.

Layout toolbox

Response Plan layout

Figure 79

17.3.1 Delete Selected Item

Clicking this button will delete the selected item from the response plan layout.
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17.3.2 Information Box Item

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
text box containing configurable text.

Intrusion Event Instructions

1. Motify guard to patrol to investigate,
2. Motify duty manager.
3. Log patrols findings in response windaow,

Figure 80

There are three configurable options available:

Information Text — Contains plain text. Format strings can be used here by clicking the
ellipsis button.

Caption Text — This is an optional text label for the Instruction Box item.

Font — Set the type of font used.

17.3.3 Information Display Item

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
box containing configurable important text. This text can be horizontally and vertically aligned,
as well as have different sizes and formatting options.

Figure 81

There are five configurable options available:

Information Text —This can contain formatting tags and Format String Keywords alongside
text. The Configure Format Strings form can be opened by clicking the ellipsis button.

Vertical Alignment — Allows setting of vertical alignment to Default, Top, Center, or
Bottom.

Horizontal Alignment — Allows setting of horizontal alignment to Default, Top, Center, or
Bottom.

Caption Text — This is an optional text label for the Checklist Step item.

Font — Set the type of font used.
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17.3.4 Alert Custom Field

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
field that is linked to a selectable Alerts Custom Field. This allows the operator experiencing
the Response plan to add customisable input, which appears in Gatekeeper beside the alert.

17.3.5 Action Button

Clicking this button adds a Button Item to the Response Plan. Response plan buttons can
invoke any action in the section ‘Action types’'.

Figure 82
Button Action — Set the action for this button to invoke when clicked.
Button Text — Text for this button to display.

Button Image — Optional button image. Click the  to open a .bmp, .gif, .jpg, .png or .ico.
Button Text — Optional text displayed on the button

Image Width — The width of the image in pixels

Image Height — The Height of the image in pixels

17.3.6 Alert Details

The Alert Details View Item displays review history that is directly related to the alert.

Figure 83
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17.3.7 Response History Item

The Response History Item displays information regarding the alert such as the creation
time, who claimed it, what checklist items have been given values and what response text
operators have added to the alert.

Response History

Response Time Message Operator
¥ Type here to search. .. Q Type here to search. .. 3 Type here to seahd
¥ 8022013 2:16:45 PM Alert was created
12/02/2013 11:45:00 AM Operator Installer daimed the alert Installer
12/02/2013 11:45:03 AM Operator Installer un-daimed the alert Installer
12/02/2013 11:45:05 AM Operator Installer daimed the alert Installer

Figure 84

17.3.8 Add Operator Response Item

Clicking this button adds an Operator Response Item to the Response Plan. Operators can add

their own text to the alert. Clicking the will add the text to the Response
History.

Operator Response
Found Ethan Hunt dangling in the middle of the server room.

Submit Response

Figure 85

There are two options available:
Caption Text — Text to display above the stream.
Text Font — Which font to use.
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17.3.9 CCTV Stream

Selecting this and dragging it over to the Layout Designer will create an area which displays
a CCTV camera feed when the response plan is shown. This will automatically show feed from
the CCTV Camera which has been associated with one or more of the entities which functioned
as the trigger for the Alert.

There are two options available:
Caption Text — Text to display above the stream.
Text Font — Which font to use for the caption.

17.3.10 Browser Item

Selecting this and dragging it over to the Layout Designer will create a section which
functions as a web browser displaying a single page when the response plan is shown. The URL
can be configured via the ‘Browser Url’ setting of the item.

There are three options available:

Browser Url — The URL to open when the Plan is shown.
Caption Text — The text to display above the Browser Item.
Text Font — Which font to use for the caption.

17.3.11 Creating a new Response Plan

To create a new Response Plan...

Open the panel from the tab.

Click the button to create a new Response Plan.

Give the new Response Plan a name and enter a description in the notes field.

Using the information provided above, create your response plan layout. For information on
layout editor usage, please read the document titled ‘Interface Elements for Integriti’.

Click and close the Response Plan.
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18 Importing Data

Operators with access to the Import data button (accessible from the administration tab)
can sort data from a CSV file in to the Integriti database. This feature gives the operator the
ability to create, modify or remove a number of records with ease.

The import tool caters for CSV files with varying layouts and column placement. CSV
exports from Insight or files provided by end users can be imported directly in to Integriti.

There are two methods used to import a CSV file. Users can manually import CSV files on a

case by case basis or they can create CSV import settings if a known CSV format is going to be
used regularly.

18.1 Importing CSV files - manually

{4 administration

1. Start by clicking on the button under the tab.

2. An open file dialog window will appear. Find and open your CSV file.
3. The following dialog will ask you to select your saved pre-set, from the list of options (if any),

select ‘Define settings as you go’ and click

Figure 86

4. The CSV settings dialog window will appear (Figure 86). Click MJ to see if the CSV file
will be imported correctly.

If it does not look correct you have a few options:
e You can attempt to open the CSV file yourself with a text editing program and see
how the file is structured.

e You can play with the CSV settings and use the MJ button to see if you
can use a few educated guesses to determine the CSV layout.
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e You can consult whoever issued you with this CSV file and see if they can provide
details on the file structure.

Bad test import examples:

& £

Figure 87
A good example of what a test import should look like:
Figure 88
If you are importing from Insight, the settings required are Comma
delimiter, Double quoted and Has column headers.
5. Asof Version 17, the software does not allow duplicate credentials in the database.
For example, 2 users each with an active card that has the exact same card data.
This feature also extends to PIN’s and RF Remotes.
Figure 89

This option allows the user to choose how to resolve imported data that would otherwise
cause a clash:

e Remove / Invalidate Credential
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Still import all of the other user data / but without the problematic
Credential
For Cards, this will leave the imported user with the card, but it will be
marked as “Inactive — Duplicated”
For PIN’s, the imported users PIN will be blank (no PIN)
e Skip Row
Only relevant for imports that contain more than one user. Keep
importing, but don’t import this user at all.
e Take Existing Credential
This option removes the Credential from the other (not being imported)
user so the import can proceed.
Caution: This could result in an existing user no longer having the access
rights they should.
Use this option if you are certain the imported data has the correct card
assignments.

6. Click to proceed to field mappings.
Property of import Optional
type within Integriti. transformation.
Column in CSV.

Add new mapping.

Figure 90

The field mappings dialog allows you to create a lookup table for as many fields in your CSV
file as you require.

6.1. Select the type of data you will be importing from the CSV file.

Figure 91
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6.2. Begin filling in the lookup table by entering the 1% Property name of the import type.

6.3. Select the Import column to map to the CSV file.

6.4. Transformation is a powerful option that gives you the ability to govern how the data
within the CSV field will be interpreted. In most cases you can leave this field blank.

6.5. Repeat steps 5.2 — 5.3 until the necessary mappings have been created.

7. When you are ready to proceed with the import, click and the import process will
begin.
Figure 92
8. Click

18.2 Importing CSV files - Import Configuration

Import configuration allows you to save the import settings for use every time you need to
import a file of the same type.

Start by clicking on the button under the tab.

Click the button in the Import Configuration panel.
Give the new Import Configuration a name and enter a description in the notes field.

Click the button and select the file that is to be opened and imported.
Just as in the manual import procedure above click the appropriate CSV settings.
Select the Type to Import.

Fill in the lookup table with the appropriate fields to match the imported file.

©® Nous WN B

Click and close the Import Configuration.
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18.2.1 To use the newly created Import Configuration:

Start by clicking on the button under the tab.

An open file dialog window will appear. Find and open your CSV file.

The following dialog will ask you to select your saved pre-set, from the list of options. Drop the
list box down and select the pre-set (Import Configuration) you created earlier and click

Click
Click
Click
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19 Integriti Server Management

19.1 License Management

Use the license manager to view, add and update licenses.

. . Adrminiskrakion .
License key management is found under the| El tab. Click on the
button to open the license manager.
Registration Details
Froduct Key  XXXXX-XXXXX-XXXXX-XXXHN-XXKXXX
Totals Past and Present Cliert Connections
Feature Name Cuantity HostMName SeatType KeyData
1 Server XOOO00G000M... | Make Fed
Fixed Client Connections 1
Floating Client Connections o
CCTV Cameras 32
Doors 66
License Keys
License Key Description Expiry
B O s D o0 s S cuariced Alert Features x | 8/1/2014 Click to Disable
KHHHA-X XA XN HNK-HNNXK-,, | CCTV Integration (30 Cameras) x 1 8/1/2014 Click to Disable
XXMM, | Advanced Reports x 1 12/31/2013 Click to Disable
KOO0 XONHNNNN-.. | Bi-Directional Ird Party Gatewayx 1 11/13/2013 Click to Disable
KHHHN-XXXHH- XN HKN-MHNNNH-..,, | Advanced Reports x 1 6/14/2014 Click to Disable
XN XN HNNHHNNNN-,.. | Doorx 50 9/21/2013 Click to Disable
NN NN XNHNN-HNNNN-.. | Bi-Directional Ird Party Gatewayx 1 £/27/2014 Click to Disable
KHHHA-XXKRH-XHHRK-HHNHNH-,. | Server Activation 11/13/2013 Click to Disable
Add License Key | | Update From Web Close
Figure 93

A summary of your license keys is displayed in the ‘totals table’ on the left side of the

license manager.

Each individual license key is displayed in a list at the bottom of the license manager.
‘Fixed Client Seats’ are licenses allocated to client machines that are going to connect to

the Integriti server.

Click L Click to Dissble | 4 gisable a license key. Once you have clicked the | Click to Disable
button, it will change to | Hlickte Enable | 14 re-enable the license click | Hick to Enable |

CIick[ i igenas Key ]to open a new dialog and manually enter in your license key.

CIick[ hiprinies ke Mich ]to automatically update your license keys from the Integriti

software license server.
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19.2 Operators and Operator Types

Operators are used to access the Integriti software management suite. The Operator Types
are groups of settings that define what content can be viewed, modified, removed, etc...

Each Operator is given an Operator Type that defines how much (or how little) they can
access within the System Designer and Gate Keeper.

19.3 Operator Type

The Operator Types panel is accessible from the tab.

Figure 94

Each Operator Type can have an Editor Layout Set assigned to it. This gives the installer the
opportunity to add, remove and re-arrange programming items on each individual editor page.
Custom System Designer and Gate Keeper layouts can also be assigned to the Operator

Type.
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19.3.1 Type Permissions

Tvpe Permissions

Under the Type Permissions tab there are two sections - Site Permissions and Entity Type
Permissions.

Site Permissions contains a list of all of the sites within the database and the option to set
View, Add sub site, Add Keyword and Delete permissions.

19.3.1.1 Site Permissions

Site permissions are used to grant access to view, add entities, add to site, add keyword
and delete from the navigation panel.

Clicking on the View, Add Entities, Add Sub Site, Add Keyword or Delete check boxes will
allow/deny access to all of the entity type permissions that fall under the selected site.

Permission Description
View Operators with this permission can see the site.
Edit Operators with this permission can modify entities belonging to this site.

Add sub site Operators with this permission can create sub sites.

Add keyword  Operators can add keywords.

Delete Operators with this permission can delete this site and / or items under it.
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19.3.1.2 Entity Type Permissions

The Entity Type Permission tree defines four levels of access to entities within the Integriti
system. These are:

152

Permission Description
View Operators can see the entity.
Edit Operators can modify the entity.
Create Operators can create new entities of this type.
Delete Operators can delete entities of this type.
Table 5
Values set at the top level of the tree cascade through to every branch entity.
Name Description
Use the inherited permission. h
Deny. — Deny
One or many of the deny permissions are inherited. B
Use the inherited permission. h
Allow. — Allow
One or many of the allow permissions are inherited. B
Table 6

A blank / empty box indicates that the entities for the group are a mixture of allow and
deny permissions.

19.3.1.2.1 Entity Type examples

The following illustration indicates that the Operator Type has allow permissions for all
Entity Types excluding Communication Entities. Edit permissions have been revoked from one
or many of the Communication Entity Types. This is indicated by the blank edit permission box.
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Mame View Edit Create Delete
[ 4% Common Entities
I ! Access Control Entities
I+ ¢z Administration Entities
b h LAN Modules

¥ [y Automation Entities
[ QEI Commurnications Entities
I B8R Entity Types
[+ 4% Other Entities

Figure 95

If we expand out the Communication Entities we can see that edit permissions have been
removed from Comms Task entities.

Mame View Edit Create Delete

[+ 4% Commaon Entities

b ! Access Control Entities

I+ ¢i= Administration Entities

[ h LAN Modules

¥ [ Automation Entities

A ﬂ Communications Entities
é‘é Comms Task
I Telephone number
J8 Telephone Number List
4 Metwork Interface
“H DMS Server

- B8R Entity Types

[+ 4% Other Entities

Figure 96

If at this point we were to add a new sub site, we would see the inherited permissions for
the sub site appear like so.

Mame View Edit Create Delete

[ 4% Common Entities

¢ B Access Control Entities

I» iz Administration Entities

[ h LAN Modules

[+ s Automation Entities
[N ﬂ!l Communications Entities

i B9 Entity Types

[- 4% Other Entities

Figure 97
If we were to expand out Communication Entities, we would see that edit permissions

have been revoked from Comms Task Entities. These permissions were all inherited from
the parent site.
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Figure 98
To override this inherited permission, click on the box to change it from deny to
allow . You will notice that the Edit permission for Communication Entities will
changetoa , indicating that the group contains a mixture of allow permissions.
Figure 99
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19.3.2 Extra Permissions

Extra Permissions

This allows you to give an Operator specific access to an individual item, in any entity
across the entire Integriti System. The interface is extremely granular and should not be used
to create the majority of the Operator programming. Use this tab to fine tune access to
specific entity items.

The checkboxes in the Deny, View, Edit, Delete and Change Permissions columns are there
to help you filter your extra permissions. The Entity column can be filtered / sorted by text
entered.

The Extra Permissions dialog has four states for each item added to the list:

Permission Description
View Operators can see the item.
Edit Operators can edit the item.
Delete Operators can delete the item.
Change

D . Operators can change the access other operators have to this item.
Permissions

155



156

SYSTEM CONFIGURATION HANDBOOK

19.3.3 Features

19.3.3.1 Administration

e Ticking the Import Data checkbox allows the operator to import records.

19.3.3.2 Review

e Operators with View Review ticked will be able to view review.
e Highest Review Level sets the detail / view level of the review data the operator
can see

19.3.3.3 Controllers

e Ticking Send Actions allows the operator access to control controller items.

e Ticking Enrol Controllers gives the operator permission to enrol additional
controllers.

e Ticking Upgrade Controller Firmware gives the operator permission to upgrade
controller firmware.

e Ticking View Controller Data gives the operator permission to access version /
hardware information.

e Ticking Lock/Unlock the LAN

e Ticking Remote Hard Reset Controller allows the operator to remotely restart the

controller.

e Ticking Disable/Enable LAN modules allows the operator to enable or disable LAN
modules.

e Ticking See Blank Entities allows the operator view records that have been
‘blanked’.

19.3.3.4 Licensing

e Tick Can Manage Licenses to allow the operator to view, add and update license
keys.

19.3.3.5 Layout

e Tick Change Dock Layouts to give operators permission to change dock layouts.
e Tick Can Switch Dock Layouts to give operators permission to use different dock
layouts.
e Tick Can Use Personal Layouts to give operators permission to use their own
layout.
o The operator must have Can Switch Dock Layouts ticked to be able to use
personal layouts.
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o The operator must have Change Dock Layouts ticked to be able to
customise personal layouts.

19.3.3.6 CCTV

e Tick Enrol CCTV Device to give operators permission to enrol new DVRs.
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19.4 Operator

The Operators panel is accessible from the tab.

Figure 100

[ s
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Operators consist of a few basic details:

Field

Description

Name

The actual name of the operator.

User Name

The name the operator enters when logging in to the Integriti client.

Operator Type

Configuration settings and permissions given to the operator.

Optionally, the operator can be associated with an Integriti

User

controller user.
Site
Password The password the operator uses to log in to the Integriti client.
Account L . . o1
Disabled Ticking this option will disable the operator account.
Password Ticking this option will force the operator to change his/her
Expired password next time they login to the Integriti client.

System Designer

Layout

The default layout for the operator when using System Designer.

Gate Keeper
Layout

The default layout for the operator when using System Designer.

Notes

Optional space for placing notes on the operator.
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19.5 Custom Fields

Custom Fields provide a means through which the installer can add custom content to

entity programming dialog windows.

Usage examples include but are not limited to:

e  Users — Employee Payroll Number. (Figure 102)

e  Users — Credit for goods and services available at a facility. (Figure
102)

e  Powered modules — Date & Time the last service / battery change. (Figure 101)

e All modules — Photo / map of physical location of modules. (Figure 101)

e Air conditioner — A drop down editable list of the last mechanic to service the

air conditioning.

Custom fields can be configured by clicking on under the

To create a new custom field:

1. Click to open a new custom field dialog.

Enter a Name to describe the custom field.

Select the item type.

Enter a category name.

Enter a description describing the purpose of the custom field.
Select the field type.

ounkwnN

a. If one of the drop-down box options was selected, click
items to the custom field.
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Figure 101
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Once created, you cannot change the item type or the field type of custom
fields.

Custom field descriptions appear at the bottom of the property grid.
If you create a custom field with the same category name as another property or custom
field, the custom field will be grouped with it.

4 Employes Details
Payrall number 54321
Avvailable credit %23.50

Available credit

sed:

- @ym

- Pool

- Parking

- Wending machines
- Lockers

Figure 102

If the custom field type is an “editable drop down box” or “drop down box”, the values can
be modified at any time. If an existing item with a custom field has a value that is modified at a
later date, the item will retain the old value.
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Field Type Description
Text A simple text field with up to 8000 characters.
Notes A multiline text box with up to 8000 characters.
Integer A number ranging from -2,147,483,648 to 2,147,483,647.
Decimal A number with 15-16 decimal places ranging from -

1.79769313486232E+308 to 1.79769313486232E+308.

Currency A monetary value.
Date and Time A combination of the following two field types.
Date A date selector. From 01/01/0001 to 31/12/9999.
Time A time selector. Hours, minutes, seconds, AM/PM.
Image A BMP, GIF, JPG, JPEG, ICO or PNG image.
Check Box Ticked or not.

Editable Dro . .
P A drop-down list of selectable items. Custom text can be entered.

Down Box
Drop Down Box A drop-down list of selectable items.
Email address An email address.

Telephone number A Telephone number.

Large image sizes are supported but not recommended as they will impact
Integriti client performance.

The checkbox will initially appear as  because it is in an unknown state.
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19.6 Synchronization warnings

Synchronization warnings usually occur when there is a conflict between one or many
controllers and the Integriti server.

Clicking on the button under the tab will display the
synchronisation warnings panel.

Example:

Two users have been given the same security PIN. When both records are saved, the
server will attempt to download these records to the appropriate controllers. The
controllers will reject the last one of the two users that were sent. The server will report a

synchronization warning.

e The affected controllers will appear with an exclamation mark next to them in the
hardware navigation panel to indicate that something needs attention.

e The user that was not sent to the controller(s) will be highlighted in the Users

panel.
& Default Site U7 Julianne Wetherell 14/01/2013 10:25:44 AM
e A warning message will appear at the bottom of the users programming window
(Figure 103).
e The synchronisation warning will also appear as an entry in the system warnings
panel.
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Figure 103
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19.7 Cross references

Cross references can be used to quickly discover what entities the current entity is

referenced to or referenced from. Click the button to display the cross references for the

entity.
L Entity.

Figure 104
Clicking the triangle to the left of the entity displayed will expand-out said entity,
displaying other entities referenced to/from.
Property
4 T Lucy Coolahan
= Referred From
A W= Referred To

[ Tz 266it Wiegand Credentials, CardType

[ ':?: OWNER. PrirnatryPermissioraroup
Figure 105

In Figure 105 we can see that the user ‘Lucy Coolahan’ has been expanded out. There are
two other entities that this entity refers to — a credential and permission group.
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19.8 Audit Trail

The Audit panel contains a list of all changes made. Each individual change is logged within
the Integriti database.

Take advantage of the audit feature. If you've made a programming error, use
audit to help review the changes you made.

You can view the audit trail of an individual item by going in to that item’s programming

screen and clicking the button.

Figure 106

Entity programming

Enti it hi .
snapshot. ntity audit history

Changes made to
entity.

Figure 107

The entity audit history list will display the date / time, change type and actor for each
event. Clicking on an item in this list will display a programming ‘snapshot’ of the entity at the
selected time. A summary of the changes is easily viewed in the bottom right-hand corner of
the screen.
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A. Integriti log viewer

APPENDICES

INTEGRITI

LOG VIEWER

It's important to understand how to use the Integriti log viewer in the event of an error. In
most cases it is worthwhile for the administrator to read the most recent events in the log to

diagnose errors.

GUI layout

Log level

B int 2griti Log Viewer

Search criteria.

bion $70CE1T

ARREFRA P Fooy

[¥] il Source | @) Last hours
v 0
[#] Waming Categary [ O Last [T % days
[ Message Message © Show All Events
[] Trace
[] Debug Log Folder: | C:\Documents and Settings\All Users\dpplication Datablnner Rangetntegitis A_Logs | [ choose Log Flder... ],[ ClearLog_|
Severity | Source Category Message ~
Won, &Y Error AppServer Socket Enor 'ConnectionR eset’ in & cBoc711d0EG32871 982228037 thad333d
Mon, §7 Oct 11 £:2346.728 PM Eror IntegritiContr... Mew connection at 104172017 4:23:45 PM +11:00 from 192.168.105.60:56221 encquntered a...
bfon, N7 Oct 11 4:23:3 kel Log file Selection / Clear 51 th4d333d
Log entry.
Mon, {7 0ct 11 4:15:5 cke log. 1ib4d139d 3
Mon, §7 Oct 11 41555 N— T ocket 031bdd233d
kion, §7 Oct 11 & 156E.0EG PR Eror AppServer Socket Enor 'Operationdborted' in & codBDesce1858830/fE558d36h 76 ebel
Mon, §7 Oct 11 41456793 P Error App in &.cBocT11d0BG32671 98eeeB031 (b4d333d
kfon, §7 Oct 11 &051E119 P Error AppSel . . in & cBoc11d0BA32871 98eeeB091 th4d333d
Mon, §7 Oct11 40516103 P Error Irteqrit VISIbIe / Hldden Beect0IbAd339d
Maon, 7 Oct 11 40516072 PM Enar AppSe| entries. in A.280c711d06532871 9Pees003 (h4d333d

Lot o

w0 ‘Noerationfborted in

B, 195 fERRRATER TR ehel)

Lie view [New events are automatically added)

Find

Visible Messages: 4S‘|idden: 1}

Sockel Error Conned

—

tionReset' in & c8ee?1 1d0853287 1 38 B0d] faddonnd

Search within results.

Log level

Figure 108

There are 6 log levels available — Fatal, Error, Warning, Message, Trace and Debug. By
default only the first three items are ticked. Usually these items are all that is required to

diagnose an error.
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Search criteria

There are three search boxes available — Source, Category and Message. When applying
your search criteria the returned results will match all three search boxes. The search boxes
match the source, category and message columns in the list below.

Log file selection / clear log

Logs are simply groups of text files created with particular time & date stamps for
organisation.

Log entry

Clicking on an individual log entry will reveal more detail in the box below.

Visible / Hidden entries

The total visible and hidden entries are filtered by the search criteria and the time frame
selected.

Using the log viewer

Log file management

Clicking the button will delete the log files in the currently selected directory.
It is recommended that you clear your logs regularly. This will make searching your log files
easier if an error occurs.

If you require a complete audit trail you can optionally move your log files
on a scheduled basis with use of the Windows Task Scheduler.

Clicking the button allows you to select another folder that contains
log files.
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Using filters in the log viewer

The log viewer search boxes (Source, Category, Message and Find) support the following
delimiters:

;A semicolon can be used to separate search terms (logic OR).
- Adash (minus) can be used to exclude search terms (logic NOT).

Searches performed are not case sensitive.

Examples

e “Initializing database” will search for log entries containing
“Initializing database” whereas “Initializing;database” will
search for results with “Initializing” or “database”.

e “Initializing;-database” will search for entries containing
“Initializing” that do notinclude “database”.

B Int :griti Log Viewer

Source @ ast hours
Category e} " daye ®

Message © Show AllEvents
Log Folder | C:\Dacuments and Settings\All Users\pplication Diatatlrnner Fange\lrteqitihIF_Logs [ Choose LogFolder.. | [ Clearlfog |
Seveily  Source Calegory  Message ~
ol oo AppServer Socket Enor ‘ConnectionFiesel' in #.c8cc711dIEE3287198eeeB03]

Eror IntegriiContr... New connection at 10/17/2011 4:23:45 PM +11:00 from 152.168.1 4 —
Mon, 17 0ct 11 423.36743PM Enmor AppServer Socke! Enor ‘ConnectionRieset' in #.c8cc711d06532871 982228091
bon, 17 0ct 11 41568098 PM Enmor Integritsyste. ki 'in #.cBoc71 1 dOEB328719BeeeB091 (b4d333d 3
bon, 17 0ct 11 41556065 PM  Enor AppServer Socke| hed in 4 cBecT1 1406532671 S8eecB091 fudd333d
Mon, 17 0ct 11 41568085 PM  Ermor AppServer Sockel 6 (ed in 4 codBDeece1 8588GCHEEEd3ELTE ebol)
Mon, 17 0ct 11 41456799 PH Ener AppServer Socket 2set in b c8cc7110BE32871 9Beec8091 fb44333d
Mon, 17 0ct 11 £05.16119PM  Emor AppServer Socket Enor ‘ConnectionAieset' in #.c8cc71 1006532871 98e2=8091 (b4d333d
Mon, 17 Dct 11 40516103PM Ener Socket Enor ‘Dperationdborted in & cBec?1 1408532671 S8eeeB0d1fbdd339d
Mon, 17 0ct 11 40516072 PM Error P Socket Enor ‘ConnectionAieset’ in #.c8cc711dIEE3287198eeeB091 (b4d333d
bldowy 17 Oe499 TARREARO P Frer nrC e ket Frrer 'f, i b, d'in v
Live view [New svents are automalicaly acdded) Visile Messages: 48 Hidden: 0

g [ @ |

Socket Enor ConnectionReset’ in 4 cBoc?11d0BE32871 982268091 (44339

Figure 109
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newNR

INTEGRITI LOG VIEWER

Select the desired log level.

Enter your search criteria.

Select the time period to search through.

Apply your search terms.

Optionally, use the “Find” box to narrow your search results.

Example usage

Search for errors where there was an issue initializing the database because the required
services were not running in the last hour.

1.
2.

v

Ensure the Error checkbox is ticked. Un-tick the other checkboxes. (Figure 109)
Type “AppServer” in the Source search box.

a. Type“Initializing database” inthe message search box.
Select the Last Radio button. Type “1” in to the hours box to the right of the Last
radio button.

Click Apply and wait for the results to be filtered.

If many results are returned you might want to search through the displayed
results using the Find search box below the displayed results.

Click on a log entry to see more detail in the box at the bottom of the window.
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B. Glossary of terms

GLOSSARY OF TERMS

ACCESS CONTROLLER (AC)

One type Integriti control module.
(See also “CONTROL MODULE” and “SECURITY
CONTROLLER”)

A number allocated to every module in the system that

ADDRESS is connected to a Control Module via the LAN. Allows
the Control Module to identify each module.
The condition of a zone or system input when it is in an
ALARM abnormal condition and the system has been set to

respond to that condition. i.e. Area/s turned ON.

ALPHA-SEARCH

Many items in the system are identified with text
names (as well as ID number).

The Alpha-search option allows the User to quickly
locate items by using the digit keys of the LCD Terminal
to jump to names beginning with a specific letter.

ANTI-PASSBACK

A system to monitor/prevent a user passing through a
door into the same area as the system records them as
being already in. e.g. Prevents a user from passing
their card back under a door for another person to use.

AREA

Dividing a system into areas allows different parts of
the system to be protected differently. i.e. Turned ON
or OFF at different times, Reported separately, etc.
Areas are named for easy identification. e.g.
WORKSHOP, OFFICE, STORE, etc.

See TWENTY-FOUR HOUR.

AUXILIARY

A device used to control an external device or indicate
that a particular condition or conditions exist in the
system. An auxiliary may be a physical output (Lock
auxiliary, Entry warning device, Strobe, etc.), or a
“phantom” auxiliary used in the programming to link
two or more functions together.

CREDENTIAL

General term for Magnetic Stripe, Proximity, Wiegand
cards & other devices such as Insert keys, Barcodes,
etc. that can be utilized to operate the system.

CONTROL MODULE

The Control module stores all data, communicates with
all modules connected to the system LAN, and reports
alarms & system activity to the central station and/or
computer.

DE-BOUNCE

See “Zone De-bounce”
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Option to define specific Area/s that when turned Off
by specific User Type/s, will start a timer running. When

DEFER AREA the timer expires, the Area will automatically turn On
again, unless the User enters their code to “Defer” the
Area On function and re- start the timer.
An access point in a system that can be programmed to
DOOR provide and restrict access to users as required, and

monitored for abnormal conditions.

DOOR FORCED

A System Input for each Door to indicate when a Door
is Locked and has been opened without a valid unlock
command. i.e. Without valid User Access, REN / REX
button, Auto unlock via Time Period, etc.

DOOR OPEN TOO LONG
(DOTL) (or DOOR HELD)

A System Input for each Door to indicate when a Door
is held open for too long when opened with a valid
unlock command. The “Maximum Door Open Time” is
programmable for each door.

Requirement for two Users to present their Cards / PIN

DUAL USER
codes at specified Door/s before access is granted.
PIN code/s can be programmed that will activate a
System input on the Terminal where the code was
used, to report a Duress condition to the Central

DURESS Station.
i.e. When a user is being forced to turn OFF the system
by an intruder, they would do so using their “Duress”
PIN code.

DVR Digital Video Recorder.

EMS Elevator Management System.

ENTRY DELAY

The maximum time that a user has to turn OFF an area,
after entering the area and activating any detection
devices nominated as “Primary Entry” types.

The maximum time that a user has to exit the area after
turning the area ON.

EXIT DELAY . . . UEigh .
Detection devices nominated as “Exit” types, will not
generate alarms during this time.

High-level Lift Interface. Serial data protocol that

HLT allows communications between an Elevator

Management System and an Access Control System.
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HOLIDAY

Specific dates or periods may be programmed as
“Holidays”. Holidays may then be utilized in the “Time
Periods” to specify whether the Time Period will be
valid OR in-valid on the holiday date/s specified.

INPUT

An input may be a physical Zone Input on a Module, or
a System input activated when specific conditions occur
on a Module. (e.g. Low Battery, Line fault, Cabinet
Tamper, Door Open Too Long, lllegal Card, etc.)
Programming of Inputs and Areas will determine how
(and if) the system will respond (generate an alarm,
activate an auxiliary, etc.) when any input changes
state.

(See also “ZONE” and “SYSTEM INPUT”)

INTERLOCK GROUP

A programming option allowing a List of Doors to be
interlocked together. i.e. A Door will not un-lock unless
all the other Doors in the List are locked and closed.
Interlock Groups can also be programmed to check the
status of a specific Area, Auxiliary or Zone before
allowing access if required.

ISOLATE / DE-ISOLATE

Isolating enables faulty devices wired to Zone inputs, or
System inputs that cannot be immediately restored, to
be temporarily taken out of service in order to prevent
them causing alarms when the area is turned ON.

Once the problem is rectified, the device is De-isolated
to restore normal operation.

(Local Area Network) Data communications network
used in the system to connect modules (LCD terminals,
Expander Modules, Reader Modules, etc.) into the
system.

LCD

(Liquid Crystal Display) A display that allows
information to be viewed in plain

English text. The LCD used in the LCD Terminals is
backlit to allow viewing in any lighting conditions.

LED

(Light Emitting Diode) A semiconductor light source
used as an indicator lamp with the advantages of lower
power, longer life and higher speed over conventional
filament lamps. Used on module PCBs to indicate status
and diagnose problems. Also used on Elite LCD
Terminals to indicate Area status and/or other sys- tem
conditions.
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LIFT

A special access point in a system that can be
programmed to provide and restrict user access to Lift
Cars and Floors. This is achieved by enabling specific
Floor selection buttons via a Reader in a Lift Car.

LISTS

Lists are used to simplify system programming. Once a
List is created it can then be assigned in other
programming options such as User Types, Time Periods,
Calculated Auxiliaries and Named Actions, to define the
items that are allowed to be controlled / accessed.
There are 6 different types of Lists; Area, Siren, Door,
Lift Car, Floor and Auxiliary Lists.

MCP

Main Control Panel. (See also “ACCESS CONTROLLER”
and “SECURITY CONTROLLER”)

MENU GROUP

Menu Groups are programmed to define system
operations & menu options allowed, and are then
allocated to User Types and/or LCD Terminals to
determine the control and menu access available.

MODULE

Module is the general term used for any device that
connects to the system LAN to

form part of the system, and includes LCD Terminals,
Several types of Expander

Modules, Reader (Door) Modules and Analogue Input
Modules.

PANIC

A Panic alarm can be activated by a User by pressing
the [Help] key 3 times in quick succession.

PIN CODE

A unique numerical code of 1 to 8 digits, allocated to
any user in the system required to perform functions at
an LCD Terminal or Keypad.

PRIMARY ENTRY ZONE

A type of Input (defined in the Process Group) that will
start an Entry delay timer running when a User first
enters an Area. (See “Entry Delay”)

PROCESS GROUP

Process Groups are programmed to define how Inputs
(zones & system inputs) will be processed. Every Input
in an Area is assigned a Process Group to deter- mine
what processing (if any) will take place when the input
changes state in that Area. (States include: Seal, Alarm,
Tamper and Isolate)
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PULSE COUNT

An option in Process Group programming that requires
an Input to register a specified number of Seal to Alarm
transitions within a specified time before it will be
regarded as being in alarm. The number of pulses, and
time are defined in Area programming if required.

READER

General term for a variety of card, insert key, biometric
readers, etc. which may be utilized on the system to
access Doors, access Lifts, Login, Logout, etc. Includes
Magnetic swipe or insert, Proximity, Wiegand, Barcode,
Hand geometry, Fingerprint, or scrambling Wiegand
Keypads.

REED (or REED SWITCH)

(Also known as “Door Contact”) Switch Contact
activated with the presence of a magnetic field. Used
to indicate the status of a Door/Window etc.

(Request to Enter) Typically a button provided to unlock
a door from the outside, bypassing the need to use a
reader during low security periods.

(Request to Exit) Typically a button provided to unlock
a door from the inside either bypassing the need to use
a reader during low security periods, or because an
internal (exit) reader is not required. The “REX” device
can also be a PIR or Photo-Electric beam to detect the
User approaching the door.

REVIEW

Log of alarms and events that can be viewed at an LCD
Terminal or PC. Each event is time/date stamped and
programming options allow the installer to define
which events are not logged.

SECURITY CONTROLLER (SC)

(Integriti Security Controller) See Control module.

SITE CODE

Used in conjunction with certain types of access control
cards to identify a particular batch of cards when using
the Site Code method. The system allows multiple

Site Codes to be programmed.

SYSTEM INPUT

System inputs are activated when specific conditions
occur on a Module.

They are used to indicate situations such as Cabinet
tamper, Siren tamper, AC fail, Low Battery, Fuse
tamper, Communications problems, LAN problems,
Panic, Duress, Door Open Too Long, etc. etc.
Programming of Inputs and Areas will deter- mine how
the system will respond (generate an alarm, activate an
auxiliary, etc.) when any system input changes state.
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GLOSSARY OF TERMS

An abnormal condition on a zone input or other device
connected to the Integriti controller that indicates that
interference or damage has occurred to the device or

TAMPER . . o L o
it's cabling. e.g. Open circuit or Short circuit condition.
The system can be programmed to provide 24Hr
monitoring for the tamper condition.
Device connected to the system via the LAN to allow
TERMINAL user interface via keypad entry and alphanumeric

display. e.g. Elite LCD Terminal.

TIME PERIOD

A time period specified in terms of START time, END
time, and valid DAY/S of the week. Four such periods
can be specified in each Time Period. Time Periods are
utilized in many functions such as specifying the valid
period of user access, groups and lists, and turning
areas and auxiliaries on and/or off automatically.

TWENTY-FOUR HOUR

Any person allocated a PIN code and/or card who is

USER )
able to perform operations on the system.
Data protocol originally developed for sending Wiegand
access card data from the Reader head to the host
WIEGAND controller and now adopted as an industry standard for

access credential Readers including Proximity and
Smart Card Readers.

ZONE (or ZONE INPUT)

A physical Input on any Module in an Integriti system.
Zone inputs are used for connecting detection devices
(PIRs, Door/Window Reeds, Photoelectric beams, etc.),
Keyswitches, “Request to Exit” buttons, Smoke
detectors, Seismic detectors, etc., etc. Programming of
Inputs and Areas will determine how the system will
respond (generate an alarm, activate an auxiliary, etc.)
when any zone input changes state.

GUI

(Graphical User Interface) A user interface based on
graphics (icons and pictures and menus) instead of text;
uses a mouse as well as a keyboard as an input device.
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C. Identifying the Integriti controller serial number

APPENDICES
INTEGRITI CONTROLLER SERIAL NUMBER

Each individual controller has its own unique serial number located on the CPU near the

centre of the Integriti PCB. Controller serial numbers have the following format:

SC — Security Controller
AC — Access Controller

SC000010

=

snum: SC000010

Unique serial number.

CPU-SC/AC

Figure 110
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D. Random Number

180

The Integriti controller has the ability to generate a random number between 1 and
8388607.

To generate a random number, you will need to use a macro to ‘Set Entity To
Expression...”. If the expression value used is 8388607, the actual value of the entity that is
being set will be a random number between 1 and 8388607.
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E. Filter Stacks

Filter stacks can be found in a number of locations throughout the Integriti management
software. This section describes how to use them.

® Top level group
Row
Sub group
Use the and buttons to expand and collapse groups.
Click to add a new sub group to the group.
Click to add a new row to the group.
Click to remove the row / group.

A group is a set of conditions combined by the same logical operator. The filter criterion
above contains two groups.

Each group has its own operator that defines the logical relationship between the sub rows
and groups. Group sub items can use a logical AND or OR.

Each row has three properties — criteria, criteria operator and operand value.
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F. Action types

Configure Format String

The Configure Format String editor will appear when editing customisable messages that
can be sent as part of an action.
Actions such as Log Review or Run External Program have flexible text fields that can

contain keywords relevant to the action it is being created for. Click on the ellipsis  to open
the Configure Format String editor.

The keywords (1) shown in the Configure Format String editor will differ depending on
where the editor was opened from. E.g. ‘Log Review’ or ‘Run External Program’

If a keyword has been selected from the list (1) a basic description may appear (2).

The format string field (3) allows direct entry of custom text including keywords. Keywords
can be entered manually, by double clicking or selecting the item and clicking Insert

Backup Database

182

This action type will save the database as a .bak file in the specified folder. The default
locationis ‘C:\Program Files\Inner Range\Integriti Pro\Backups’.
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Action Type: Backup Database i-

Backup Location: | C:'Program Files\Inner Range\Integriti Pro'E | Browse
[] Also Indude Review

[| Append Date/Time To Filename

Ok ] | Cancel

Figure 111

Backup Location

Click the to select a save folder location or you can manually enter a location
in the text box provided.

Also Include Review
Ticking this checkbox will cause all review events in the database to be saved in the
database backup.

Append Date/Time To Filename
If this option is ticked, databases backed up by this action will have the date and time
appended to the filename. Ticking this option is recommended.

An example of a database backup with this option ticked:
Integriti Backup 20130130 170613.bak
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Control Workstation

Control workstation allows remote control of a workstation running the Gate Keeper client
application.

Figure 112

Workstations, Operator Types and Operators are all optional fields. At least one of the
three fields must be filled in in order for the action to work. Each of the three fields are
bound by AND logic. So for example, if the Workstations and Operators fields were
populated, only the specified workstations with the specified operators logged in to them
would be controlled by the action.

Ticking the Maximize Window checkbox will cause the Gate Keeper application to
maximise from a minimised or floating state. If the Gate Keeper application was not
already maximised, the application will be given focus.

Play the following g sound will play the selected .wav audio file on the Gate Keeper client
application. The frequency can be set to Once, Twice, Thrice or Continuously.

When playback has been set to ‘continuously’, the sound can be stopped by another
Control workstation action. Use the ‘Play the following sound’ once option, select ‘Stop
Playing Sound’ or the operator can close the Gate Keeper client.

Select Start or Stop Slideshow to start/stop the pre-configured slideshow. These options
have no effect on clients where the slideshow has not been configured.
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Please refer to the Gate Keeper documentation for information on configuring slideshows.

Controller Action Types

This section covers items specific to the individual action types within the Integriti
controller. For more information on actions please refer to the section titled Named Actions.
The following is a list of all of the available action types:

Control Area &
Control Area List

These action types can be used to control an area, set an area defer, control a 24 hour area
or cancel an area exit delay.

Control Type Normal - Controls the selected area.
Defer - Set/Reset the area defer.
Twenty-four Hour Controls the 24 hour area.
Cancel Exit Delay Stops the exit delay and arms the area.

When Asserted... Nothing - Don’t do anything.
Arm - Arm the area / 24 hour area, Set/Reset the
area defer or stop the exit delay.
Disarm - Disarm the area / 24 hour area.
Toggle - Toggle the arm/disarm state of the area / 24
hour area.

When Disasserted... Can be used to arm, disarm or toggle the selected area or its
associated 24 hour area.

Control Aux &
Control Aux List

These action types will control an auxiliary / auxiliary list.

Control Type Normal - Normal auxiliary control
Timed Only -
Leave Timer -

When Asserted/

When Disasserted... Can be used to turn on, off or toggle the selected auxiliary.

Delay On/
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Delay Off. Ticking these options will change the On/Off Time to a Delay On/Off
Time.
Update Dynamic Only
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Control Door &
Control Door List

These action types will control a door / door list.

Unlock time Time to unlock the door for (up to 18 hours, 12 minutes and 15
seconds.

When Asserted/
When Disasserted... Can be used to turn on, off or toggle the selected aukxiliary.

Secure/Unsecure a floor on a lift car,
Secure/Unsecure a floor on a lift car list,
Secure/Unsecure a floor list on a lift car &
Secure/Unsecure a floor list on a lift car list

These action types will secure / unsecure a floor on a lift car / lift car list.

Floor The floor to secure / unsecure.
Lift Car/
Lift Car List The lift car / lift car list to secure / unsecure.

Cancel Button Timer

Floor Time Up to 4 minutes and 15 seconds.

When Asserted/

When Disasserted... Can be used to turn secure, unsecure or toggle the selected lift car /
lift car list.
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Trigger Input

This action type will control the state of the selected input.

Input State One of the 16 possible input states.

Update State If selected, it will make state change persistent (rather than
momentary). The input state can be changed by another action or by

the physical input.

When Asserted/
When Disasserted... Can trigger, restore or toggle the state of the selected input.

Set Area User is in

This action type can be used to relocate a user to a specific area.

User The user to .

Area One of the 16 possible input states.

Don’t update area user counts One of the 16 possible input states.
When Asserted/

When Disasserted... Can trigger, restore or toggle the state of the selected input.

Set Area User Count

This action type can be used to adjust the user count of the specified area.

Input State One of the 16 possible input states.

Set Input Counters

This action type can adjust the count on the specified input.

Input State One of the 16 possible input states.
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Control Siren

This action type will control the state of the selected siren.

Input State One of the 16 possible input states.

Set Timer Variable

This action type can be used to set a timer variable.

Input State One of the 16 possible input states.

Set Variable

This action type can be used to set the value of the specified variable.

Input State One of the 16 possible input states.

Control Airconditioning

This action type will control the specified air-conditioning unit.

Input State One of the 16 possible input states.

Macro Control

This action type will control the specified macro.

Input State One of the 16 possible input states.

[solate

This action type will control the state of the selected input.

Input State One of the 16 possible input states.
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Comms Task Control

This action type will control the specified communications task.

Input State One of the 16 possible input states.

Grant Amnesty

This action type will grant controller wide amnesty for one transaction per user.

Controller The controller to grant/deny amnesty.
When Asserted/

When Disasserted... Can Grant, Deny or toggle controller wide amnesty.

Set Air-Conditioner Temperature

This action type will set the temperature of the specified air conditioning unit.

Air conditioner The air conditioning unit to control.

Unit The number of the unit to control.

Zone The number of the zone to control.

Temperature The temperature in degrees Celsius to set the air conditioning to.
When Asserted/

When Disasserted... Can Turn On, Turn Off or toggle the air conditioning unit.

Call Floor

This action type will call a floor on a lift car.

Only the "Floor™ and "Lift Car’ fields are required. The remaining ‘Action To Take options
have no effect.

Floor The Floor to send the lift car to.
Lift Car The Lift Car to control. The lift car must be a '"Home Floor Caller’.
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Escalate Alert

This action will escalate alerts within the specified alert groups. The priority, colour and
alert definition can be modified.

Action Type: Escalate Alert |-
Alert Properties
|:| Change Priority  Priority 1 *
[] change Color
Foreground [_10,0,0,0 -
Background [10,0,0,0 -
Alert Groups
[] change Alert Groups
.
Advanced
[] Re Assign Alert Definition
.
oK ] [ Cancel

Figure 113

Change Alert Groups

The alert groups that the alerts belong to that are to be modified.
Re Assign Alert Definition

The Alert Definition of the alerts can be changed to the definition selected here.
Change Priority

Changes the priority of the Alert.
Change colour

Changes the foreground and background colours of the alert text seen in the alert viewer.
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Log Review

Use Log Review to send custom text to review.

Figure 114
Message
The text to log to review.
Review Level

The review level for the message text.
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Parallel Task List

Parallel Task List creates a new task list. All tasks added to this task list will be executed
simultaneously.

Figure 115

Pause

Pause will suspend execution of the action list for the duration set. This action has no
effect in a Parallel Task List.

Figure 116
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Run External Program

This action can be used to run a 3™ party program.

Figure 117
Program To Run

Click on the ellipsis to the right of ‘Program To Run’ to select the 3™ party application that
will be launched.

Command Line Arguments

Optional command Line Arguments can be sent if required. Clicking on the ellipsis for this
option will open the Configure Format String editor.

Execute Locally

Ticking the Execute Locally option will result in the application being launched on the client
workstation instead of the Integriti server.

Send Communication Message
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Use Send Communication Message to send an email or SMS to one or many recipients.

Figure 118
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Message

Message Type
Set to SMS or Email. Use None to disable.
Sender

A communications handler must be created for sending of the SMS or Email.

Recipients
Click under the| "S9P [4ah to add users to the list of recipients.
Clicking allows entry of a custom number/email/... for the message type
selected.

Cleanup Database

This action type will purge review messages, audit history or alerts.

Figure 119

This action cannot be undone. Before using any of the three options, make sure the
database has been backed up.
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Custom Enhancement

Custom Enhancements are arranged by Inner Range Professional Services.

Sequential Task List

Sequential Task List creates a new task list. All tasks added to this task list will be executed
in the order that they appear in the list.

Figure 120

Synchronize Controller Time

Synchronise the time on one or many controllers.

Figure 121

Execute Report
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Using Execute Report will run the selected report and send the result to file, a printer or as
an email attachment.

Figure 122

To send the report generated by this action as an email attachment, add the Send
Communication Message after this action in a sequential list.

Example...
o Add Remove Executeln Parallel
Action Type Details
» Execute Report Export Repart as Txt then send as email

Send Communication Message  Send Communication Message by Email
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Various entities have different valid and invalid states to make more sense of their
application. For instance, instead of a door being valid / invalid it is represented as locked /

unlocked.
Entity Name Valid state Invalid state
24 bit constant Not zero Zero
AiJ:: conditioning Always
Unit
Area Areaison Area is off
Area List All areas on One or many areas off

Area Timer eg exit
timer

Timer is running

Timer is not running

Aux List All auxiliaries on At least one aux off
Auxiliary Output on Output off
Button Always

Card Format Always

Card Template Always

Communications Task

Communications task is
running

Communications task is not
running

Compare

Value is >= threshold1 and <=
threshold2

Value is < threshold1 or Value
is > threshold2

Compound Entity

If evaluates to TRUE

If evaluates to FALSE

DNS names

Always

Door

Locked, reed & tongue (if
present) sealed.

Unlocked or tongue or reed
unsealed

Door List

All doors are valid.

One or many doors are
invalid

Door Type

Always

EOL

Always




SYSTEM CONFIGURATION HANDBOOK

APPENDICES
ENTITY STATES

Entity Name Valid state Invalid state
FAT file-system file Always
file/item Al
combination ways
Floor Floor secured One or many floors not

secured

Floor List

All floors secure

At least one floor unsecure

Foreign Entities

Always

General Timer
(100ms)

Expiry time has elapsed

Expiry time has not yet
elapsed

General Variable

Current Value => The Test
Value

Current Value < The Test
Value

Generic Always
Holidays Valid Invalid
Input No State Asserted Any state asserted

Input analogue value

Value is not 0

Value equals 0

Input Counter

Countisnot O

CountisO

Interlock Interlocked Not interlocked

LAN Module Present on the LAN Not present on the LAN
LCD message Always

Lift Button timer running Button timer not running
Lift Group Always

Lift List Always

Lift Type Always

Macro procedure

Macro Procedure is running

Macro Procedure is not
running

Menu Group

Always

None

Always
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Entity Name Valid state Invalid state
Named Actions Always
Pre-set text types Always
Process Group Always
Process ID Always
Permission Group Always
Qualify Door Type Always
Qualify Lift Type Always
Reader Always
RF Remote Template Always
Schedule Valid Not Valid

Siren module

Internal or external siren(s)
are sounding with any tone

Siren(s) are not sounding

Telephone number Always
Tglephone number Always

list

Time Period Valid Not Valid

User User Exists User does not exist
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Note that for area lists, door lists, floor lists, compound entities and interlocks if the

reverse flag is set then:

Entity Name

Valid state

Invalid state

Area List

All areas off

Oneor many areas on

Compound Entity

Expression == TRUE

Expression == FALSE

Door List

All doors are invalid

One or many doors are valid

Floor List

All floors unsecure

One or many floors are
secure

Interlock

Not interlocked

Interlocked

Auxiliary List

All auxiliaries off

One or many aukxiliaries on

Table 8
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H. Entity types

All of various entity types are listed in this section.

Modules can have inputs and / or outputs attached to them. The following notation is used
to refer to an individual input or output on the module:

C01:X02]

C - Module Designator
01 - Module Address
. - Separator
X - Input / Output Designator
02 - Input / Output Address
Module Designator Description
Cc Control Module
T LCD Terminal
K Touch Terminal
P LAN Power Supply
G Graphic Terminal
E Expander
R Two Door Reader
I Four Door Reader
F Radio Expander
\' Virtual Module
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Entity Type Name Entity Type Name

AC Air Conditioner LG Lift Group

AL Area List LL Lift Car List

A Area LT Lift Type

CE Compound Entity MA Macro

CF Card Format MG Menu Group

CP Analog Comparison NIC Network Interface

CT Communications Task PA Named Action

(o] Control Module PG Process Group

DL Door List P Power Supply Module
DT Door Type QD Qualified Door Type
D Door QG Permission Group

EL EOL configuration QL Qualified Lift Type

E Expander Module R Reader Module

FL Lift Floor List TL Telephone Number List
FT RF Remote Template ™ Card Template

F Radio Expander TN Telephone Number
GT General Timer TP Time Period

GV General Variable T Terminal

G Graphic Terminal U User

HY Holiday XL Aucxiliary List

IA Analog Calibration feble?
IL Interlock

1C Lift Car

LF Lift Floor
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I. Calibrations

There are two types of calibrated values - scaled and unscaled.
The unscaled value is always an integer and it is determined using the following formula:

Gain X RawValue
Zshif t

+ Of fset

To know what RawValue is you must know something about the underlying hardware of
that input.
Examples:
e The RawValue of a standard voltage input on a C3K analog module will be a
number between 0-254 directly proportional to 0-5V on the input.
e The temperature sensor on a graphic terminal is an integer which is the decikelvins
of the temperature measured.

These inputs can be arranged in a straightforward manner to display what is actually being
measured at the input using a calibration.

A number of calibrations have been created for your convenience. These
calibration records are for the Graphic Terminal, Concept analogue module
and IR-994089 temperature sensor.

Offset

Offset allows us to have values that can go into the negative region have minima above 0,
i.e. Degrees Celsius. It is expected that RawValueis an unsigned number.

Gain

Gain is simply an integer that multiplies the RawValue.

Shift
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Shift is the exponent to the power of 2, so a shift of 3 will divide the Gain X RawValue
product by 8 (23 = 8).

Let’s say we have a module with an analogue input that is measuring 0-10V and it has a
10bit resolution (so its RawValueis 0-1023). We will choose our unscaled calibrated value to
be millivolts as we won’t gain any more accuracy by going to a smaller integral unit as there
are 10000mV in 10V which is much greater than the 1024 possible values we can have. So we
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will choose a gain of 10000 as this is our base unit. If we leave shift as 0 we would have a value
between 0-10,240,000. We typically make the shift the same number of bits as our ADC so this

will become 0-10,000 which is what we want. (Actually this isn’t true, we will get:0 —

1023

(10000 X (M)))' this inaccuracy can be compensated for in the gain, If you are interested,

view the calibration example for an example of how to make a sensor correctly display its full
range using a calibration).

It is important to note that for Macros and Compare structures you will
need to use the unscaled analogue value for any comparison.

Format / Scale

This way we end up with an integer which is an unscaled calibrated value, which will be
representative of the quantity measured, e.g. microvolts, millibar, decikelvin, etc. We need to
scale and format it to make it more human readable, using the Format/Scale string. This takes
the form of:

Kx {S|Fl}ly.x
Where x and y are a value from 0 to 9.

The number after K is the number of places to move the decimal point to the left (up to 9),
which allows us to display a fractional number. The S or F determines whether we display a
sign in front of the displayed value, with S displaying the sign. Note that if the value becomes
negative and the format uses ‘F’ then the negative sign won’t be displayed. Also, if the ‘S’
option is used then positive values will always display a ‘+’ sign in front.

The number before the dot is the number of digits before the decimal place to display. This
has to be large enough to display the full number, and will always display leading zeroes on
smaller numbers, as the formats are always fixed width currently. The same is true for the
number after the dot, which is the number of digits shown after the decimal place. This also is
fixed width and will always show trailing zeroes if empty. It is expected that usually the
number after the decimal place will equal the number after ‘K’.

As an example, if we want to display millivolts as 0-10 volts with no sign we would use the
following string: K3 F2.3. To display decikelvin as -99.0 to +99.0 Celcius (assuming offset of -
2730 to make 0 the melting point of water) we would use: K1 S2.1.

Display String

The Display String is merely a string that follows the formatted value with a whitespace in
between. If the Display String is “C” then the displayed value for our temperature example
would be “+22.3 C”. If we use “Volts” with the volts example we might get “09.812 Volts”.
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Minimum & Maximum String

The minimum string and maximum string state what we expect the minimum and
maximum values that are di splayed would be. This has no effect on the text of the displayed
analogue value but it does affect graphical displays. On the iPhone app if a meter icon is used
to display an analogue value. The minimum and maximum deflections on the scale will
correspond to the minimum and maximum string values. In future this will also happen on
some of the Graphic Terminal icons and some of the presenter elements in Integriti
Schematics. The minimum and maximum strings should be the same format as the
Format/Scale string, i.e. same sign and number of digits and decimal places, so 0 volts should
be “00.000” and 10 volts should be “10.000”.

Calibration Example
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This example describes how to make a calibration record for a sensor that has linear output
of 4-20mA into Concept 3/4K Analog module (with current mode inputs):

Let us say a sensor measures some value over range MINvalueto MAXvalue:
MINvalue (4mA) - MAXvalue(20mA)

Let us say it measure percentage of relative humidity (RH) from 000.0% to 100.0% as four
significant figures, we define M/Ninteger and MAXinteger as:
MINinteger = MINvalue x 10"
MAXinteger = MAXvalue x 10"

n = number of significant figures required in the output display — max digits in the integer
part of MAXvalue.

So heren =4 —3 =1, so MINinteger = 0000 and MAXinteger = 1000.

Range = MAXinteger — MINinteger, in this case MAXinteger = 1000.

256
GAINfloat = S04 X Range = 1254.902

51
OFFSETfloat = MINinteger — 555 X GAINfloat = —250.98039215686274509803921568627

Now we can get the real calibration values:

Offset = [OFFSETfloat] (Rounded up = -250)

Gain = [GAIN float](Rounded up = 1255)

Shift = 8 (Always in this example)

% = Kn Sx.n where n = n, x = max digits in the integer part of MAXvaie, Yy = n
Display String: Anything, perhaps “%RH” for relative humidity.

Minimum String = MINvaue

Maximum String = MAXvalue
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J. Default entities

This section contains lists of all of the entities found within a defaulted Integriti database.
These entities have been created for your convenience.
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Analogue Calibrations
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Card Formats
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K. System Input Process Group Defaults

The table below describes what System Input should be assigned to a system Area with what

Process Group.

Process Group

System Input Name

AC fail
S pEed Ext AC fail
Low Volts
Access Alarm Door DOTL
Doorx DOTL

Access Silent

Door Forced
Doorx Forced

Battery Problem

Batt Test
Ext Low Batt
Ext Batt Test
Low Batt

Comms Problem

Phone Line

Duress

Duress
Deadman
Rdrx Duress

LAN Fault

LAN Comms
Unibus

Local Alarm

DET Fuse

Ext DET Fuse
Ext LAN Fuse
Ext Low Volts
Invalid Card
LAN Fuse
Light Level
Low Volts
Pin Attempts
Reset
Temperature

Local Silent

DBase Changed
Rdrx Fault
Rdrx Invalid

Panic

Panic
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Process Group System Input Name
Ext PS Fail
P S ly Fault
WS SR PRY S PS Fail

Xmit LowBatt

RF Tx Fault . .
XmitPollFail

RF Tx Jam Xmitter Jam

Cab Tamper
Door Reed
Door Tamper
Door Tongue
Tamper Doorx Fault
Ext Sir Tamp
Int Sir Tamp
Pin Attempts
Rdr Tamper

Time Report Time Report

Table 10

L. Integriti Programming Examples

This portion of the document contains programming examples to help get a better
understanding of how to fully utilise the Integriti controller.

Example 1 - Flashing auxiliaries during a time period

This example demonstrates the use of macros in conjunction with a few entities. This
example will toggle an auxiliary once every 5 seconds. Every fifth toggle, another auxiliary will
turn on for 10 seconds. This macro will only run while a time period is valid.

Entities used:
e 1x General variable
e 1x Macro
e 1xTime period
e 2x Auxiliaries
Entity configuration:
In this example we have created a time period called ‘Working Hours’. This time

period has been configured for 09:00 to 17:30 Monday to Friday.
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The general variable used has been called ‘Example Counter’. The test value for the

general variable has been set to 4.

The two auxiliaries (C01:X01 and C01:X02) have been labelled ‘Flasher 1’ and 'Flasher

2.

Macro statements:

A total of eight statements are required to achieve this goal:

Macro: Example 1

Statement

B3

Wait for Condition..
2 Do an Action

3 Pause for Time..

4 Set Entity To Expression..

5 Goto <label> if..

6 Do an Action

7 Set Entity To Expression..

8 Define a Label

Configuration
Expression: TP1
Action: Control Aux
Auxiliary: C01:X01
When Asserted: Toggle
Expression: 50
Expression: GV1+1
Entity to Set: GV1
Expression: 1GV1
Label: SkipOn
Action: Control Aux
Auxiliary: C01:X02
On Time: 00:00:10
Expression: 0
Entity to Set: GV1
Label: SkipOn

Statement summary for macro: Example 1

1. Prevent further execution of the macro until the time period (TP1) is valid.
e TPI1 (Work Hours) has been configured for 09:00 to 17:30 hours Monday to
Friday. If the panel time and day fall within these values then the test of time period
TP1 will return true and remainder of the macro will be executed.
2. This statement toggles the first auxiliary (Flasher 1).
e (C01:X01 (Flasher 1) has been to toggle on assert. Every time this statement is
executed the state of the auxiliary will be inverted.

3. Pause for 50 x 100ms (5 seconds).

e The macro will pause for a period of 5 seconds.

4. Add 1 to the general variable (GV1).

o The general variable GV1 is set to a value that is itself plus one.
5. |If the test of general variable (GV1) does not return true, go to the label ‘SkipOn’.
e When the general variable (GV1) was configured, its test value was set to four. If
the general variable is greater than this value, it will return true.
o The expression ‘! GV1’is a test to see if GV1 is not returning true (If the value is

equal to four or less).

o |[f the expression returns true, the following two statements will be skipped.
6. Turn on the second auxiliary (Flasher 2) for 10 seconds.
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e If an on time other than zero is specified for an auxiliary action, the target auxiliary
will turn off after the time expires.
Reset the general variable (GV1) back to 0.
o The general variable GV1 is set to zero.
This is the label (SkipOn) that the macro moves execution to if the general variable
(GV1) does not return true (GV1 is greater than 4).
Return to step 1.
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Example 2 - Random bag inspections

During work hours random bag inspections are carried out. Users going through door x will
be denied access at random. An input or users with special access can be used to reset the
random bag inspection and allow the user to pass through.

Entities used:

e IxDoor
e 1x General variable
e IxlInput

e 1x Named Action

e 1x Reader module

e 1x Time period

e 2x Macros

e 2x Permission Groups
e 2x Users

Entity configuration:

In this example we have configured a door (Door x) as a normal entry door associated with
a reader module (Reader x).

We have two users - User ‘Employee’ is subject to random bag inspections. The
‘Supervisor’ useris not. We will name the two permission groups ‘Employees’ and

‘Supervisors’ respectively. Each user has its own credential.

We have called the time period ‘Working Hours’. This time period has been configured
for 09:00 to 17:30 Monday to Friday.

The general variable ‘Random inspection’is used to determine user access. It is
assigned a random number using the first macro ‘Random bag’ and reset to zero by the other

macro ‘Reset random bag’.

The named action ‘Start random bag’ is triggered by ‘Door x’ but only when working hours
are valid. ‘Start random bag’ will start the macro ‘Random bag’ every time ‘Door x’ is opened.

The Input ‘Reset bag’ is used by the supervisor on duty. Pressing the button attached to
the input ‘Reset bag’ will start the macro ‘Reset random bag’.

Macro statements:
Both macros are small (only containing two statements each):
Macro: Random bag

# Statement Configuration

1 Set Entity To Expression.. Expression: 8388607
Entity to Set: GV2
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2 End Current Macro

Macro: Reset random bag

# Statement Configuration

1 Set Entity To Expression.. Expression: 0

Entity to Set: GV2
2 End Current Macro
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Statement summary for macro: Random bag

1. Theentity GV2 ‘Random inspection’is assigned a value of 8388607.

e The number 8388607 is a magic number. Entities assigned this number are
actually given a random number between 1 and 8388067. For more information,
please refer to the appendices.

2. Stop the macro.
e This statement will cause the macro to stop.

Statement summary for macro: Reset random bag
1. Theentity GV2 ‘Random inspection’is assigned a value of 0.

2. Stop the macro.
e This statement will cause the macro to stop.
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LICENSES

Software and hardware licenses are used to enable specific features within the controller
or software management suite.

Integriti licenses are managed online by KeyPoint.

Licenses can be managed from https://license.innerrange.com/

Software licenses

Below is a list of all of the available Integriti licenses.

# Name Description
996905UPG Integriti Express to Pro Users .rltmmng I.ntegr.|t| Fxpress can upgrade to
Upgrade Integriti Pro using this license key.
996909 Allow RI?P Remote This Ilce.nse allows remote desktop
Connections connections.
This license is reserved for a specific client
machine. (Can be changed to another computer
996910 Software Client License if needed). . o
(Fixed) Ideal for situations where specific client
machines must / should be connected to the
Integriti server at all times.
This client license adds to a pool of available
Software Client License client connections.
996911 ) Ideal for situations where many machines may
(Floating) i )
connect to the Integriti server for a session but
not all simultaneously.
996912 Extra Controller Connection  Licenses the connection of an additional
License for Integriti Pro Integriti controller.
996920 CCTV — First 32 Cameras Permits the connection of up to 32 cameras.
Permits the connection of additional cameras.
996921 CCTV - Extra 8 Cameras The ‘CCTV — First 32 Cameras’ license (996920)
is required.
996922 Integriti Photo ID Enables printing of Photo IDs.
996923 Integriti Advanced Reports Enables Integriti advanced reporting.
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# Name Description
Integriti Advanced Alert - Enables more functionality in the Integriti alert
996925 Alarm event & Escalation 4 g
handler.
Manager
Integriti Communications Enables the SMS and eMail communication
996930
Module SMS & EMAIL handlers.
996940 IntegrlFl Pro — Additional
Door License
996950 XML READ — 3™ Party Enables 3" party read functionality. 3™ party
Interface software can interrogate the Integriti database.
996951 XML Write — 3™ Party Enables 3" party write functionality. 3™ party
Interface software can write to the Integriti database.
__qrd
996952 R e Rt Enables 3 party control of Integriti entities.
Interface
Enables the dynamic user import module.
996955 Integriti DUIM Automatically imports users for creation,

modification or deletion from a 3™ party
product.

Hardware licenses (Smart card)

Table 11

There are 5 license levels the Integriti controller can have. The following table describes
the controller limitations for each level. Integriti controllers without a smart card will have a
license level of ‘none’.

License Review Users Zones Doors
none 10,000 200 100 16
Level 1 20,000 2,000 200 40
Level 2 30,000 10,000 600 80
Level 3 60,000 65,000 2,000 160
Level 4 100,000 100,000 3,000 240

Table 12

Below is a list of all of the available Integriti controller licenses.

218



SYSTEM CONFIGURATION HANDBOOK

APPENDICES
LICENSES

# Name Description
ISC Smart Card Level 1 license:
996020001 Upgrade BLANK to 20,000 Review events, 2,000 Users, 200 Zones and 40
Level 1 Doors
ISC Smart Card Level 2 license:
996020012 Upgrade Level 1to 30,000 Review events, 10,000 Users, 600 Zones and
Level 2 80 Doors
ISC Smart Card Level 3 license:
996020013 Upgrade Level 1to 60,000 Review events, 65,000 Users, 2,000 Zones and
Level 3 160 Doors
ISC Smart Card Level 4 license:
996020014 Upgrade Level 1to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
ISC Smart Card Level 3 license:
996020023 Upgrade Level 2 to 60,000 Review events, 65,000 Users, 2,000 Zones and
Level 3 160 Doors
ISC Smart Card Level 4 license:
996020024 Upgrade Level 2 to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
ISC Smart Card Level 4 license:
996020U34 Upgrade Level 3 to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
Enables remote web access to the Integriti controller.
996021 ISC Smart Card 5 User Designed to be used in conjunction with the Android
Web Interface License .
or Iphone Integriti app.
ISC Smart Card
996022 Automation Interface  Enables 3™ party interface communication tasks.
License
ISC Smart Card EMS
996023 License (Lift Enables high-level lift integration.
Integration)
996024 BIGEmeNE CEel Ce] Enables Salto integration.

Salto

996020L1

ISC Smart Card — Level
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# Name Description

ISC Smart Card Blank

996020L1T )
Card Version 1

Table 13
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Introduction

Anti-passback on the Integriti controller is managed using Locations and/or Areas.
Locations are specific to global (multi-controller) anti-passback. Areas are local to the
controller.

Doors can have an inside and outside location and an inside and outside area. Location is a
global entity used for access and global anti-passback. Area is a local entity used both for
access control and security. A users location can either be a global location or a local area, not
both at the same time. If a door has both, the user is put in the location when they enter.

Global Anti-passback not flagged in controller

The following occurs when the ‘Enable Global Antipassback’ option is not set in the
Integriti controller.

Users can get access through a door if they have the inside area (or area list containing
inside area) as a permission and that permission has the access area flag set in the permission,
even if they don't have the door as a permission (but not if they have a deny on that door).

Users can get access through the door if they have the door as a permission (or it is in their
door list permission) unless they have a deny permission with the enter area flag set which
includes the inside area.

Area counting and automatic area arming when user count is 0 can be used wherever area
based access control is used.

When doors are setup for anti-passback, the controller will only look at the user’s area
when deciding whether to allow or deny. If the user is currently located in a location it will
appear as if they are in no area for the purpose of anti-passback processing.

Global Anti-passback flagged in controller

The following occurs when the ‘Enable Global Antipassback’ option has been set in the
Integriti controller.

A user can enter a door if they have the inside location as a permission, even if they do not
have the door as a permission (but not if they have a deny permission on the door).

Note that at the time of writing there is currently no location list. Locations would have to
be aggregated in permission groups if users start to run out of permissions when using location
based access.

Users with the location permission inherit access, as the permission serves no other
purpose (area permissions are also for arming/disarming).

If a user has a door as a permission, they will be denied if they have a deny permission on
the inside location.

Area counting is disabled when global anti-passback is enabled. If doors have inside and
outside areas, no area counting will be done.



When doors are set up for anti-passback, they will only look at the users location. If the
user is currently in an area they are considered to be in no location for the purpose of anti-
passback.

Not affected by Global Anti-passback

Doors can still allow or deny if the entry/exit area is armed based on Menu Group (allowed
disarm on entry), user area off list, Door Type (disarm entry area, deadlock).

Users can arm/disarm areas on access at a door (eg: pushbutton arm, disarm entry/exit
area on egress/ingress, 3 swipe arm, etc) depending on programming and user permissions.

Configuring global anti-passback

To enable global anti-passback in the controller...

Click on the | =TT tab followed by

Double-click a controller to open the editor window.

Under Module Details, expand-out General Behaviour.

Tick the Enable Global Antipassback option.

Save and close the Editor Window for the controller.

Repeat steps 1-5 for the remaining controllers that are to be used for global anti-
passback.
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PREREQUISITES

PREREQUISITES

The Integriti suite consists of Server and Client software. Integriti software installation files contain all
of the client and server software in one package for easy deployment. The entire software suite can
be installed on a single machine for typical installations or as one server and n clients.

We recommend the use of a dedicated computer for the purpose of running the Integriti server.

Controller/Panel Requirements

e Inner Range Integriti controllers (Integriti Security Controllers or Integriti Access Controllers).

Supported platforms

e Microsoft Windows 11 Pro Version 21H2 or higher
e  Microsoft Windows 10 Pro Version 21H2 or higher
e Microsoft Windows Server 2022
e  Microsoft Windows Server 2019
e  Microsoft Windows Server 2016

NOTE: 64-bit (x64) operating systems are required for all Integriti server installations.
64-bit (x64) operating systems are preferred (but not required) for Integriti client installations.
All operating systems should be maintained with the latest service packs.
Operating systems that have reached end of support or retirement are not supported.

Supported MS SQL versions

SQL Server 2016
SQL Server 2017
SQL Server 2019
SQL Server 2022

NOTE: SQL Server Standard edition or higher may be required depending on system size.
Not all versions of SQL Server listed above are supported by the operating systems that we support.
Please refer to Microsoft’s SQL Server documentation to find out if your preferred SQL Server version
is supported.

MS SQL Configuration

It is recommended to explicitly restrict the SQL Server Memory usage in the SQL configuration. This prevents
SQL from using all memory in the system.

The recommended maximum memory allocation for SQL is the amount of memory installed — 12GB. E.g. for
a system with 32GB of RAM installed, the maximum SQL Server Memory usage should be set to 20GB or less.
This value should be further reduced if the system regularly gets close to 100% memory usage.
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SERVER HARDWARE REQUIREMENTS

Dot Net Version Requirements

The Integriti software suite requires a minimum Dot Net version of v4.8.
The Dot Net version installed should be consistent across all Server and Client installations.

SERVER HARDWARE REQUIREMENTS

Installations of the Inner Range Integriti system range from small, low traffic single controller/single
computer installations to enterprise-wide systems that need to cope with millions of events every
week.

To determine your hardware requirements, choose your “Installation type”

To be classified as a “Small” or “Medium” installation, you must be able to answer YES to ALL of

Type the questions for that type.
e Number of controllers: 1-3
Small e Average review rate (including all controllers): Less than 5,000 per day
e Highest Burst review rate: 100 per minute
e Number of concurrent Integriti Clients: 1 — 3
e Number of controllers: 1-8
Medium e Average review rate (including all controllers): Less than 25,000 per day
e Highest Burst review rate: 200 per minute
e Number of concurrent Integriti Clients: 1 — 6
e Number of controllers: 1-50
Large e Average review rate (including all controllers): Less than 200,000 per day
e Highest Burst review rate: 500 per minute
e Number of concurrent Integriti Clients: 1 — 20
Enterprise Please contact Inner Range to further discuss your requirements.
.lnnerrange INNERRANGE.COM

Copyright © Inner Range PTY LTD April 2025 4



Integriti Hardware and Software Prerequisites

INTEGRITI

CLIENT WORKSTATION SPECIFICATIONS

CLIENT WORKSTATION SPECIFICATIONS

At the time of writing, almost any PC purchased today should easily run the Integriti client software.
These specifications are also suitable for installations where there is one PC and one Controller in use.

e Any of the operating systems listed in the Supported Platform section and are still under Microsoft
support.

2GHz or higher quad core processor.

8GB DDR Il memory or higher.

500GB SATA HDD or higher.

Gigabit Ethernet adaptor.

SERVER WORKSTATION SPECIFICATIONS

Please refer to the table in Server Hardware Requirements to determine the “installation type”.

Small sites

The following specifications are suitable for a PC used as a dedicated Integriti server. Additional client
workstations should have specifications equal to or better than the client workstation specifications listed

above.

Processor A core i5 family or higher processor

Memory Capacity 16GB Minimum Recommended

Hard Drives 1TB SATA HDD or higher

Network Adapter Gigabit Ethernet Adapter

Operating System Microsoft Windows 10 or greater

SQL Microsoft SQL Server Express 2019 or greater
.lnnerrange INNERRANGE.COM
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Integriti Hardware and Software Prerequisites

INTEGRITI

SERVER WORKSTATION SPECIFICATIONS

Medium sites

The following specifications are suitable for a PC used as a dedicated Integriti server. Additional client
workstations should have specifications equal to or better than the client workstation specifications listed

above.

Processor A core i7 family or higher processor

Memory Capacity 32GB Minimum Recommended

RAID Controller Hardware RAID Controller

Hard Drives - Raid 1 2x 1TB SATA HDD or higher

Network Adapter Gigabit Ethernet Adapter

Power Supply Dual, Hot-plug, Redundant Power Supply (1+1)

Operating System Microsoft Windows Server 2019 or greater

SQL Microsoft SQL Server Standard 2019 or greater
Large sites

The following specifications are suitable for a PC used as a dedicated Integriti server. Additional client
workstations should have specifications equal to or better than the client workstation specifications listed

above.

Processor Intel® Xeon® Processor — Minimum of 6 Cores
Memory Capacity 64GB Minimum Recommended

RAID Controller Hardware RAID Controller

Hard Drives - Raid 1 (OS) 2x 10K RPM SAS 6Gbps Hot-plug Hard Drive
Hard Drives - Raid 5 (Integriti) 3x 10K RPM SAS 6Gbps Hot-plug Hard Drive
Network Adapter Intel Ethernet Server Grade Adapter

Power Supply Dual, Hot-plug, Redundant Power Supply (1+1)
Operating System Microsoft Windows Server 2019 or greater

SQL Microsoft SQL Server Standard 2019 or greater
.lnner‘range INNERRANGE.COM
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Integriti Hardware and Software Prerequisites

INTEGRITI

INTEGRITI SPECIFICATIONS

INTEGRITI SPECIFICATIONS

Approximate disk usage:

e ~100MB - Integriti software management suite
e 550MB-10GB - SQL Express 2017t

Running processes:

e ~120MB - IntegritiSystemDesigner.exe
e ~42MB - IntegritiControllerServer.exe
e ~35MB - IntegritiApplicationServer.exe

There will also be additional SQL processes running. Memory usage and process names will vary
depending on the SQL instance name, database size and version of SQL server. For more information,
please refer to the Microsoft SQL documentation.

Ports used:
e 44000 -TCP  Client € Application server communications
e 4711 -TCP  Controller € Controller server communications

By default, Integriti uses the Microsoft SQL Server 2017 Express database engine, which limits the
database to 10 GB of data.

Whilst the installation itself only takes approximately 600MB of hard disk space, the SQL Express
database can grow to 10GB over time with the storage of your controllers’ historic review data. If up
to 4 or 5 million review events are expected over a 12 month period and SQL Express is required to
host the Integriti database, then 5GB of free hard disk space is recommended. The average review
event takes up approximately 1.5KB/review event, so the 10GB database will allow room for more
than 6 million review events, but note that a moderate to busy site could easily generate that number

1 Database size can vary dramatically due to a number of factors such as the version of MS SQL or number of Integriti controllers
and Integriti controller activity.

.lnner'r'ange INNERRANGE.COM
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Integriti Hardware and Software Prerequisites

INTEGRITI

INTEGRITI SPECIFICATIONS

of events every year. For large / busy sites, (more than 6 million review events per year) it is strongly
recommended to purchase the full version of Microsoft SQL Server Standard.

Contact the manufacturer for hardware specifications when the recommended number of review

events will be exceeded.

To ensure any sized site continues to operate smoothly, Scheduled Tasks should
be setup to purge / archive old review.

.lnner'r'ange INNERRANGE.COM
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V20 Licensing Change Release Notes

Overview

A major part of the Integriti V20.0 release involved assessing and evaluating the full Integriti hardware and
software licensing model. The primary focus was to simplify the story.

The result is a condensed and lean license model that should be much easier to understand and explain, should
remove many pitfalls from the old model and significantly reduce the time and effort it takes to produce a system
quote.

All of the changes mentioned in this document will be included with V20.0 of Integriti Software and Hardware.
This document will highlight many of the changes that come with this licensing restructure and includes a detailed
breakdown of all changes at the end.

New Product Editions

A major new change with Integriti is the introduction of two new Integriti product editions. Instead of having
individual feature licenses for features such as Advanced Alerts or Photo ID, there are now software editions that
include sets of features.

The editions are designed so that it should be obvious which edition of the software is required for a job. However,
upgrade options (like the existing Express to Professional Upgrade license) are available.

O & Hiab

Express Professional Business Corporate
Basic administration Extends management For businesses who Fully featured
of single controller abilities to multiple use Integriti in enterprise-grade
sites controllers and their daily routines software that unlocks
Itiple sit Integriti’s full potential
multiple sites CCTV integration ntegriti’s full potentia
3rd-party integration starting point Ideal for onsite guards

starting point
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A breakdown of the editions and their included features can be seen in the following table.

EXPRESS PROFESSIONAL BUSINESS CORPORATE
Controllers 1 Unlimited Unlimited Unlimited
Included Doors 16 16* 16* 16*
Included Clients 0 2 5 30**
Allows Integrations  No Yes Yes Yes
Integriti Mobile Unlimited Unlimited Unlimited
Communicator Yes Yes Yes
DUIM Yes Yes Yes
Photo ID Yes Yes Yes
CCTV (w. LPR) First 32, expandable  Unlimited
Advanced Reports Yes Yes
Web Server Yes Yes
Active Directory Yes Yes
(Operators)
Active Directory Yes Yes
(Users)
Advanced Alerts Yes
Operator Challenge Yes
User Qualifications Yes
Guard Tour Yes
SNMP Health Yes
Monitor

*Additional doors can be licensed

Some highlights include:

e Controller connections are no longer licensed in Professional, Business, or Corporate editions of the

**Contact Inner Range Sales if more clients required

software. Controllers can be freely connected to these product editions.

e All client seats are now floating and the number of seats is part of the editions
e Integriti Professional now includes Communicator, the Dynamic User Import Module and Photo ID as built-

in features.
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Controller + Smart Card Changes

Multiple changes are also being made around Controllers and their smart cards. Almost all licenses are being
removed, but some will remain. With this in mind, as with the Integriti Access Controller, smart cards will now be
included with Integriti Security Controllers.

Smart Card Level Licenses Removed

The major change with Controllers is that Controller Level licenses are being removed. From V20.0 firmware
onwards, controllers will all support maximum expansion capacity of 250 doors, 100,000 users, 3,000 inputs and
100,000 events.

Smart Card Included Features
Several features are no longer licenses and will be included with V20.0 firmware. Specifically:

e Integriti Mobile App Connections
e Virtual Modules

e (C-Bus Lighting

e Wireless Doors

e Locker Banks

Specialist Smart Card Licenses

High-Security Fence Integration and Honeywell Fire Integration licenses remain, however they have been
improved to no longer be quantity-based per virtual module. Instead, a once-off price unlocks the integration and
as many virtual modules can be created as necessary.

May 2020
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New Parts List

The following table illustrates the remaining parts list after the Integriti 20.0 release. It condenses down over 75
licenses to only 37 licenses. With the introduction of the product editions, most of those remaining licenses are
used only for specialised expansion of the system.

Ideally, choosing the base edition and how many extra doors or cameras to include should make up most of the
license quoting process.

License Number License
Software Products
996905 Integriti Express
996901 Integriti Professional
996901B Integriti Business
996901C Integriti Corporate
996905UPG Integriti Express to Professional Upgrade
996901UPGB Integriti Professional to Business Upgrade
996901UPGC Integriti Business to Corporate Upgrade
996940 Integriti Door
996921 CCTV - Extra 8 Cameras (Business Only)
Specialist Software Integrations
996928 Real-Time Location System (RTLS) Integration
996932 Intercom Integration
996933 Elevator Management Integration (Lift HLI)
996934 KeyLocker Integration
996935 Visitor Management Integration
996936 Integriti Biometric Export Licence for Morpho Manager Software
996937 VingCard Integration
996939 Milestone XProtect Access Integration
996941 3rd Party Door
996931 Event Review I/O Communications
996950 XML READ
996951 XML WRITE
996952 XML CONTROL
996962 RightCrowd Enterprise Integration
996964 Mobile Credential Management Integration
996968 Modbus Slave Integration
996969 Biometric Management Integration
Specialist Expansion
996915 Partition License
996965 Additional Server Node (High Availability)
996906 Integriti Mimic Viewer
996907 Inner Range Mobile Reader
996956 Active User Rotation Module
Specialist Controller Licenses
996022 ASCIl Automation Interface
996023 Elevator Management System HLI (Lift EMS)
996025 High-Security Fence Integration
996030 Advanced Peer-to-Peer
996228M Modbus BMS Interface
996239 Honeywell Fire Integration
May 2020
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SMAs + Upgrades

All of the changes described require version 20.0 or later of Integriti software and hardware. Like currently,
upgrade fees are required to upgrade the system, however, this process has been overhauled too.

After the included upgrade period has expired, an upgrade fee must be paid to upgrade the system. The fee is
calculated based on the system’s total software license value.

New Software — Up to 24 Months of Upgrades

New software systems come with up to 24 months of upgrades from the date of purchase, covering releases in
the calendar year it was purchased in and the following calendar year. So, a system purchased in 2020 is
automatically entitled to all V20.X and V21.X releases. This applies to existing systems too, so all systems purchased
in 2019 are eligible for V20.X software and firmware updates.

Software Upgrades

To upgrade an older site, one option is a simple Software Upgrade.

No backdating is involved, it is the same fee whether the system is 3 or 5 years old

No contracts or agreements are required. It is just a simple upgrade license

Once purchased, it allows upgrades for the calendar year it was purchased in. If purchased any time during
2025, then the system can be upgraded up to and including all 25.X releases.

Software Maintenance Agreement (SMA) *australian and New Zealand Markets Only

Another option is to purchase an SMA. An SMA includes:

No backdating when starting an SMA

Software upgrades for the years that it is active

Access to a priority manufacturer support line (Victorian business hours)
Direct end-user support

Options for 1, 2, 3 or 5-year SMAs

Optional 24/7 Support addon

Upgrades and SMAs Now Sold via Distributors

Previously, software upgrade or SMA fees were paid directly to Inner Range which required up-front payments.
With Integriti V20.0 onwards, these are now sold from distributors, allowing them to be placed onto distributor
accounts with standard payment terms.

Contact your distributor for more information about these options and on pricing.
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Existing Sites

Once these changes are live, the old licensing model will be retired and the new model will take effect. This means
that any licenses that have been removed in the model, replaced by another license or are now bundled with
Integriti product editions can no longer be purchased separately.

Many licenses remain unchanged or have just been remaned though and can still be added to existing sites, like
additional doors for basic expansion.

See the detailed table on the following pages for the full breakdown.
Automatic Level 4 Controller Upgrade

As mentioned, with Integriti V20.0, Controller Level Licenses are being removed. Version 20.0 Integriti firmware
will no longer look at the level license on a smart card, but that does not help the existing controllers out there.

To assist this, when these changes go live, Level 4 licenses will be automatically issued to all smart cards. This will
allow existing sites to expand with additional users, doors and inputs without worrying about running into a level
limit.

Automatic Edition Upgrades

For sites that already have additional licensed features, upgrading to V20 of Integriti will automatically upgrade
their software edition to the one that contains those features.

For example, an existing Integriti Professional system with Advanced Reports would automatically be upgraded to
Business with V20. In addition to gaining Communicator, Photo ID and DUIM functionality from V20 Professional,
they would also gain CCTV integration, the web interface, and Active Directory (Operators) functionality.

Having existing client connections does not qualify a system for an automatic edition upgrade. Instead, the existing
clients are added to the clients that come with the edition. So, a system with 3 client connections that is being
promoted to Business, will now have 8 client connections.

In short, existing Professional systems will be upgraded to Business if they have:

e CCTV —Initial 32 Cameras, or

e Advanced Reports, or

e At least one Web Client Interface, or
e Active Directory (Operators), or

e Active Directory (Users)

Similarly, existing Professional systems will be upgraded to Corporate if they have:

e Advanced Alerts, or

e User Qualifications, or
e Guard Tour, or

e SNMP Health Monitor
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Detailed Part Changes

The following is a full breakdown of the Integriti licenses, including which licenses have been removed, replaced,
modified, renamed, or unchanged.

Part Number @ License / Part ‘ Change Type Change Summary

996020L0 ISC/IAC Blank Feature License (Level 0) Controller level I|censes.are being rer.noved. Fr_om 20.0, all
controllers support maximum expansion capacity.
996020L1 ISC/IAC Smart Card - Level 1 Controller level I|censes'are being removed. Fr.om 20.0, all
controllers support maximum expansion capacity.
99602014 ISC/IAC Smart Card - Level 4 Controller level Ilcenses'are being removed. Fr.om 20.0, all
controllers support maximum expansion capacity.
996020001 ISC/IAC Smart Card Upgrade BLANK Controller level licenses are being removed. From 20.0, all
(LO) to Level 1 controllers support maximum expansion capacity.
996020U12 ISC/IAC Smart Card Upgrade Level 1 to Controller level licenses are being removed. From 20.0, all
Level 2 controllers support maximum expansion capacity.
996020U13 ISC/IAC Smart Card Upgrade Level 1 to Controller level licenses are being removed. From 20.0, all
Level 3 controllers support maximum expansion capacity.
996020U14 ISC/IAC Smart Card Upgrade Level 1 to Controller level licenses are being removed. From 20.0, all
Level 4 controllers support maximum expansion capacity.
996020U23 ISC/IAC Smart Card Upgrade Level 2 to Controller level licenses are being removed. From 20.0, all
Level 3 controllers support maximum expansion capacity.
996020U24 ISC/IAC Smart Card Upgrade Level 2 to Controller level licenses are being removed. From 20.0, all
Level 4 controllers support maximum expansion capacity.
996020U34 ISC/IAC Smart Card Upgrade Level 3 to Controller level licenses are being removed. From 20.0, all
Level 4 controllers support maximum expansion capacity.
996021 Smartphone-Controller Interface Rem9ved. No limits anymore when connecting the Integriti
Mobile App to Controllers
996022 iztc)matlon - BMS Interface (Std & Renamed Renamed License: ASCII Automation Interface.
996023 Elevator Management System HLI (Lift Ui
EMS)
Smartcard Wireless Door licenses have been removed. To
996024 Salto SALLIS Door Integration (Per add wireless doors to a controller, smart card level licenses
Door) or smart card wireless door licenses are no longer needed,
however a software Additional Door License is still required.
Changed to be a once-off purchase instead of quantity-
High Security Fence Integration e based. Enables the High Security Fence integration on a
996025 (32zn/32aux) izl controller. Virtual Modules can be freely created for fence
segments.
996026 Virtual Module (32zn/32aux) Removed. No limits to Virtual Module creation anymore
May 2020
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Change Summary

Removed. C-Bus Lighting is an included feature from 20.0
onwards

Removed. Modbus interface is natively supported with
license 996228M. Other protocols (BACnet, KNX, etc)
require additional 3rd party hardware that convert from
Modbus to those protocols. Contact Inner Range Sales for
more information.

Already removed with Integriti CS 19.0.1 release.

Smartcard Wireless Door licenses have been removed. To
add wireless doors to a controller, smart card level licenses
or smart card wireless door licenses are no longer needed,
however a software Additional Door License is still required.

Smartcard Wireless Door licenses have been removed. To
add wireless doors to a controller, smart card level licenses
or smart card wireless door licenses are no longer needed,
however a software Additional Door License is still required.

Smartcard Wireless Door licenses have been removed. To
add wireless doors to a controller, smart card level licenses
or smart card wireless door licenses are no longer needed,
however a software Additional Door License is still required.

Removed. From 20.0, Infiniti IAC no longer has module
count restrictions.

Note: Other protocols (Bacnet, KNX, etc) use this interface
and require additional 3rd party hardware that convert
from Modbus to those protocols. Contact Inner Range Sales
for more information.

Removed. No limits to the Locker Bank feature

Changed to be a once-off purchase instead of quantity-
based. Enables the Honeywell Fire integration on a
controller. Virtual Modules can be freely created for fire
points.

Now includes unlimited controller connections, an
additional Client license, unlimited Integriti Mobile App
connections, Communicator feature, DUIM feature and
Photo ID feature

Part Number @ License / Part Change Type
996027 C-Bus Lighting Integration
996028 BACnet/IP, Modbus, KNX Integration
HLI
996029 ISC/IAC'AII'ow CS Remote Connection
(Subscription)
996030 Advanced Peer-to-Peer Unchanged
996032 Aperio Door Integration (Per Door)
996032NC Aperio Door Integration (Per Door)
996033 SimonsVoss Door Integration (Per
Door)
996034 IAC Infiniti Expanded Mode
996228M Modbus BMS Interface Unchanged
996235 Locker Bank Feature (Block of 10) -
996239 Honeywell Fire Integration - 32 Points Modified
(Standard)
996901 Integriti Professional Modified
996901B Integriti Business
996901C Integriti Corporate
996905 Integriti Express Unchanged
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Part Number

License / Part

Change Type

Change Summary

Integriti Express to Professional

996905UPG Upgrade Unchanged
996901UPGB Integriti Professional to Business New License Alloyvs upgrading of Integriti Professional to Integriti
Upgrade Business
996901UPGC | Integriti Business to Corporate Upgrade | New License Allows upgrading of Integriti Business to Integriti Corporate
996906 Integriti Mimic Viewer Unchanged
Software Feature Expansion
996907 Inner Range Mobile Reader Unchanged
No longer purchased separately. Business edition provides
. . . Bundled . . .
996908 Web Client Interface (Floating Session) Web Interface now. Web client logins use standard client
Component
seats now.
996909 Allow Remote RDP Connections Removed Removed. No longer a restriction in Integriti
No longer purchased separately. Additional seats require
Integriti edition updates. Sites with existing Client
. . . Bundled Connection licenses will keep them in addition to those
996910 Client Connection (Fixed) Component included in their product edition. "Fixed" client seat logic is
now a built-in feature to Integriti. See the V20 Integriti
software release notes for more information.
No longer purchased separately. Additional seats require
. . . Bundled Integriti edition updates. Sites with existing Client
11 | FI . . . . -
9969 Client Connection (Floating) Component Connection licenses will keep them in addition to those
included in their product edition.
996912 Extra IAC/ISC Controller Connection Removed Rem0\./e'3d. From.Z0.0, controllers can be freely connected to
Integriti Professional and above
R .F 20. Il freel
996912IAC Enable Unlimited IAC Connections Removed em0\./¢'ed rom. 0.0, controllers can be freely connected to
Integriti Professional and above
996915 Integriti Partition License Unchanged
996922 PhotolD Card Design Bundled No Ionger purchased separately. Included with Integriti
Component Professional
996923 Advanced Reports Bundled No .Ionger purchased separately. Included with Integriti
Component Business
B No | h ly. Incl ith | iti
996924 User Qualification Manager undled o longer purchased separately. Included with Integriti
Component Corporate
Advanced Alert - Alarm Escalation, Bundled No longer purchased separately. Included with Integriti
996925
Response Plans & Operator Challenge Component Corporate
996926 Smartphone-Server Interface Bundled No Ionger purchased separately. Included with Integriti
Component Professional
996927 Guard Tour Module Bundled No longer purchased separately. Included with Integriti
Component Corporate
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Part Number | License / Part Change Type Change Summary
996930 Communicator - Email, SMS & Pager Bundled No Ionger purchased separately. Included with Integriti
Component Professional
996940 Additional Door Key Unchanged
996956 AURM Active User Rotation Module Unchanged
996957 Active Directory USERS Bundled No .Ionger purchased separately. Included with Integriti
Component Business
996958 Active Directory OPERATORS Bundled No .Ionger purchased separately. Included with Integriti
Component Business
Renamed License: Additional Server Node (High Availability
996965 High Availability Multi-Activation Modified / Load Spreading). No longer requires two for the first
purchase.
Software Integrations
996920 CCTV - Initial 32 Cameras Bundled No 'Ionger purchased separately. Included with Integriti
Component Business
Renamed License: CCTV - Extra 8 Cameras (Business Only).
996921 CCTV - Extra 8 Cameras Renamed Can add 8 extra cameras to Integriti Business. Corporate
includes unlimited cameras
Renamed License: Real-Time Location System (RTLS)
EkoTek User Location System Integration.
2
996928 Integration (Receiver) Reames Generalized license that will support Ekotek, Stanley, Bosch
Security Escort, and future RTLS integrations
996931 Event Review /O Communications Unchanged
996932 Intercom Integration Unchanged
Removed. CellGuard Intercom integration now requires
996932CG CellGuard Intercom Integration Replaced 996932 Intercom Integration license from Integriti V20
onwards
Renamed License: Elevator Management Integration (Lift
. ) . HLI).
996933 Schindler PORT Lift Integration HLI LT Generalized license that supports Schindler PORT, Kone
Access and future elevator integrations
996934 KeyLocker Integration Renamed Renamed License: Keylocker / Locker Integration
996935 Visitor Management Integration Unchanged
996936 Biometric Reader Integration Renamed Renamed License: Morpho Biometric Reader Integration.
. C g Li Vi ion.
996937 VingCard Integration - VingCard as Modified Renamed License .VlngCard Integr.altlon Changed to be a
Master once-off purchase instead of quantity-based.
996939 Milestone Accgss Control Manager Renamed Renamed License: Milestone XProtect Access Integration
(ACM) Integration
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Part Number | License / Part Change Type Change Summary
Renamed License: 3rd Party Door.
Quantity-based license per-door. Generalized license for
996941 Salto XS4 Integration (SHIP Interface) Renamed integrating and controlling 3rd party door systems via the
Integriti software that does not connect via Inner Range
hardware.
996950 XML READ Unchanged
996951 XML WRITE Unchanged
996952 XML CONTROL Unchanged
996955 DUIM Dynamic User Import Module Bundled No Ionger purchased separately. Included with Integriti
Component Professional
996960 SNMP & Health Monitor Bundled No longer purchased separately. Included with Integriti
Component Corporate
Stanley Real Time Location System Removed. Requires 996928 Real-Time Location System
996961 (RTLS) Integration Replaee (RTLS) Integration from Integriti V20 onwards
996962 RightCrowd Enterprise Integration Unchanged
. . Removed. Requires 996928 Real-Time Location System
996963 Bosch Security Escort Integration Replaced (RTLS) Integration from Integriti V20 onwards
996966 License Plate Recognition Integration Bundled No 'Ionger purchased separately. Included with Integriti
Component Business
HID Mobile Credential - Allow 1000 Removed. Requires 996964  Mobile  Credential
996967 . Replaced . -
Credentials Management Integration from Integriti V20 onwards
HID Mobile Credential - Allow Removed. Requires 996964  Mobile  Credential
996967UL Unlimited Credentials Ripeeed Management Integration from Integriti V20 onwards
. . Replaces the 996967 licenses.
Mobil M
996964 Intoeblrzt%identla anagement New License Generalized license that will support HID Origo and future
& Mobile Credential Management integrations
996968 Integriti ModBus TCP Slave Service Renamed Renamed License: Modbus Slave Integration.
" . . Renamed License: Biometric Management Integration.
996969 ::tzg::tli:;is Biometric Reader Renamed Generalized license that will support TBS and future
& biometric management integrations
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Operator Tenancies

Operator Tenancies are programmed in Integriti using a combination of Sites and
Keywords. These Sites and Keywords allow for easy assigning of operator permissions through
the Operator Type window.

The following Programming steps are for a tenancy in a single panel site where the
installer operator retains all access and two tenants are restricted to their respective
permissions.

1. The Integriti panel is to remain under the default site.

2. Create three additional sites:
a. Common: this will be used to provide permissions to entities that all tenants
will have access to. e.g. primary entry door, entry area
b. Tenancy1
c. Tenancy?2



3. In each of these sites a Keyword is to be created. The site is to resemble the following
layout.

Default Site
\—P[ Integriti Controller ]
\_ Site:
Common
;P[ Keyword: Common ]
\_ Site:
Tenancy 1
\—P[ Keyword: Tenancy 1 ]
Site:

Tenancy 2

I

(— Keyword: Tenancy 2 ]

4. Create two new Operators and Operator Types. E.g. Tenant 1 & 2



5. Inthe Operator types the Tenant 1 Site Permissions will be limited to Common and
Tenancy 1 sites. The ability for the tenant to add Subsite, Keyword or Delete a site can
be changed here.

6. Inthe Entity Type Permissions while each site is individually selected the permissions
must be set to Allow for the Common site and the Tenant site.

Make sure that the Default site and the other Tenancy sites are set to deny.

This will be the division in the entities for the use of tenancy.



Many entities in the system can relate to a specific site. This occurs when a new item is
created while a specific site is highlighted. Alternatively the Installer can just drag and
drop entities onto the specific site if they wish to change the site.

Below are users under Tenant 1 and others under Tenant 2 sites.

As the tenants only have access to the common site and their own, any users they
create will automatically be assigned to one of the two.

Entities that are not site specific but panel specific will need to be added to the
keywords. The Installer can just drag and drop entities onto a specific Keyword to
grant a certain operator access to that entity. Since the keywords are under the sites
they inherit the ‘allow’ given in the operator types.

Once all the operator types permissions are set and the entities are in their
Sites/Keywords logging in as either tenant only their specified items will be visible.



Intelligent LAN Access Module (ILAM)
Offline Operation

The Inner Range Intelligent LAN Access Module (ILAM) is a 2-door access control module, which is expandable up
to 8 doors with 2-door UniBus expanders. Up to 8 Wiegand readers, or 16 SIFER or OSDP readers can be connected
to the module. Lock outputs, door reed and tongue inputs, door REX and REN inputs, valid and invalid outputs and
Door Open Too Long (DOTL) outputs are all on-board for wired doors. Additionally, the ILAM can be used with
various wireless door locks such as Aperio, Salto, Intego and Allegion.

In normal operation, the ILAM connects to an Integriti Controller via the RS-485 LAN, or IP LAN if using an Ethernet
Bridge or CLOE module. When a credential is presented to an ILAM’s reader, the ILAM sends a message to the
Controller to notify it of the access attempt. The Controller determines if access should be granted and responds
to the ILAM. The ILAM then provides feedback via its outputs, the reader LEDs & beeper, and activates lock relays

if access is granted.

In the rare event of the ILAM losing connection to the controller, the ILAM will detect that it is offline and will
switch to its offline operation mode. In offline operation, the ILAM processes all access requests locally using its
onboard database. The ILAM will also store up to 100,000 access granted and door event review events in its
onboard database and will send these to the controller once a connection is re-established.
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ILAM Onboard Database

The Integriti Controller maintains a database with all programming for the controller and its connected modules.
A subset of this database is synchronised with the ILAM's onboard database over the RS-485 LAN, so the same
programming applies to online and offline operations. The ILAM’s database is stored permanently in non-volatile
memory. In the event of a power cycle, the ILAM’s database and its operation will be intact, without the need to
connect to a controller, allowing user access through the ILAM’s doors.

Whenever an ILAM module connection is detected by a controller or programming changes are made that are
relevant to an ILAM’s offline operation, the controller initiates a priority database synchronisation and logs ‘ILAM
database downloading now Started’ in the controller review.

Local Time ¥ | Source Text Category
15/06/2023 12:42:59 PM Head Office ILAM database downloading now Started LAN FR DLoad

The time taken to complete a database synchronisation depends on a range of factors, including the number of
users in the database, how many credentials, PINs, time periods and holidays. The number of other modules on
the LAN, the amount of LAN traffic and the use of Ethernet Bridge and CLOE modules also affect the
synchronisation time. Large and complex User databases with the maximum of 100,000 credentials can take up to
20 hours to download to the ILAMs, with smaller databases of 100 Users downloading in less than 15 minutes.

Once the priority database synchronisation is completed, the controller will log ‘ILAM database downloading now
Synchronised’ in the controller review.

Local Time ¥ | Source Text Category
15/06/2023 2:29:02 PM Head Office ILAM database downloading now Synchronised LAN FR DLoad

The database synchronisation process is continual. Once a priority download is complete, a lower priority
synchronisation is initiated in the background, to ensure the ILAM onboard database is current and complete.

Changes to the ILAM’s module programming are communicated outside of the database synchronisation process
and are typically completed within seconds.

Copyright © Inner Range PTY LTD July 2023

The specifications and descriptions of products and services contained in this document were correct at the time of release of this document.
Inner Range Pty Ltd (Inner Range) reserves the right to change specifications or withdraw products without notice.

This document cannot be re-published or re-hosted without the prior written consent of Inner Range.

For the latest version of this document, please visit the Inner Range website: www.innerrange.com.


https://www.innerrange.com/

ILAM Firmware V4.0.0 Onwards

ILAM firmware V4.0.0 and later expand the ILAMs onboard database and offline operation capabilities. The offline
behaviour of ILAMS now more closely follows that of an Integriti Controller.

To enable the offline functionality of ILAM firmware V4.0.0 or later, it is necessary to have the Integriti controller's
firmware version V22.2.0 or later. If an ILAM with firmware V4.0.0 or later is used alongside an Integriti controller
running firmware version V22.1.0 or earlier the ILAM will be limited to the offline functionality available in V3.3.0
and lower.

Offline Operation

Features supported when offline by ILAM firmware V4.0.0 or later include:

Credential Types

Card, Face Biometric, Hand Biometric, Eye Biometric and License plate Credential Types are supported.

A maximum of 100,000 credentials in total are supported, if users have multiple credentials, this will decrease the
number of offline users supported. e.g. If each User has 2 different credential types, there can be a total of 50,000
offline Users.

User PIN Codes
A maximum of 100,000 Users’ security and qualified PINs are stored in the ILAM onboard database for use when
the ILAM is offline.

Credential Mode
The following Door Type Credential Modes are supported offline:

e None
e Credential Only
e PIN Only

e Credential or PIN
e Credential and PIN
¢ Single Credential

e Dual Credential

e Triple Credential

The Door Type’s Credential mode is individually selectable for both door Entry and door Exit paths in Door Type >
Entry > Credential Mode and Door Type > Exit > Credential Mode.

8. Door Type: Entry Door — (m] X
‘H - « 1 of6ltems b M + X T, C§ & Show ltem History (=]
Site: Properties
Ml Inner Range - |(2E] 8 Q
D v Entry -
DT1 Dual User
Name Mask Forced Mode
Anti Passback Mode None -

Entry Door Entry Button Mode Enabled -
Last Changed By Disarm Door Entry Area v.
@ Bruce Weaver Disarm User Area
Created Modified Credential Mode Credential Or Pin -
8/07/2019 - 8/06/2023 - > Exit v

Note T
ores Credential Mode

Select the credential mode for entry:

None - No credential requirement.
Credenlial Only - Credenlial musl be used.

PIN Only - PIN Code must be used.

Credential/PIN - Credential or PIN code may be used.

Credential + PIN - User’s Credential must be followed by the User’s PIN Code.
Single Credential - A single credential of the types specified may be used.
Dual Credential - Two types of the chosen credential types must be used.
Triple Credential - Three of the chosen credential types must be used.

Credentials are specified by selecting Single, Dual or Triple Factor
Authentication options, then editing the 'Entry Accept’ options in this Door Type

Using the Single/Dual/Triple Credential Modes will not allow for offline access.
Tt also prevents the use of PIN Device programming on associated readers (je.
using a keypad as a PIN entry device on the reader).
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Dual User Access

The Door Type Dual User feature requires access authentication of two users and is configurable for both Entry
and Exit paths in the Door Types. This operates in conjunction with the Credential Mode setting, where a user is
required to present the selected number of credentials. To qualify for Dual User authentication, a user must be set
as Dual User Provider in their Menu Group > Access Control Options.

Overrides

§ Menu Group: All Menus = ]
H > « 1 ofdltems b Ml + X T, @ & Show ltem History

Site Properties

Ml Inner Range ol (1 1

D > Main Menu Ttems

MG1 > Sub Menu Items

Name > Area Control Permissions

~ Access Control

A" Menus Qutside Area Off on Egress (Exit)

Last Changed By User Area Off on Egress (Exit)

% AppServer@DAVID-IVM-DEMO Inside Area Off on Ingress (Entry)

Created Modified User Area Off on Ingress (Entry)

8/07/2019 - | 8/07/2019 > Dual User Provider T A

Notes Dual User Override

Anti-Passback Override
Dual Credential Override
Ignore Door Override
Dynamic Locker Override
> Advanced Options
> Remote Access Permissions
> Review
> Message Acknowledge
Dual User Provider
This User can provide a credential to validate another User when 'Dual
User" access is required.

X

J)

=]

User permissions of “Dual Credential Override” and “Dual User Override” are supported offline. Users with
override permissions do not need to provide multiple credentials or have a second user authenticate to access the
door. A user must be given override permissions in their Menu Group > Access Control Options.

i}- Menu Group: All Menus = O
‘H - -~ 1 ofditems b Ml + X T, [§ 5 Show ltem History
Site Properties
Ml Inner Range = K]
D > Main Menu Items
MG1 > Sub Menu Items
Name > Area Control Permissions

v Access Control

A" Menus Outside Area Off on Egress (Exit)

Last Changed By User Area Off on Egress (Exit)

@ AppServer@DAVID-1VM-DEMO Inside Area Off on Ingress (Entry)

Created Modified User Area Off on Ingress (Entry)

8/07/2019 ~ | 8/07/2019 - Dual User Provider

Notee Dl User Override g
Anti-Passback Override
Dual Credential Override v

Ignore Door Override
Dynamic Locker Override
> Advanced Options
> Remote Access Permissions
> Review
> Message Acknowledge
Dual User Override
This user can override the need for a 2nd user to validate.

X

©n

=]
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REX and REN Functionality

ILAM REX and REN inputs can be configured to work in offline mode. Settings for Door Offline REX and REN
functionality are configured in both the ILAM modules Offline Operation settings and the Door Type or first door
in a Qualified Door Type.

The ILAMs REX and REN function the same whether the ILAM is online or offline based on the configuration, or
they can have explicitly different functionality depending on the ILAM's connectivity.
See the Offline REX and REN Programming example below for more details.

Time Zones and Holidays
Users’ door access permissions can be qualified by Time Zones and Holidays. Time Zones and Holiday periods are
applied in the user’s permissions.

NOTE: The ILAM does not retain time across a reset, so it must remain powered and not reset while offline
to accurately determine the validity of Time Zones and Holidays. In the event of a power loss to the
ILAM, the time periods and holidays will become out of sync with real-time.

For example, if an ILAM loses power for one hour, and then regains power but does not connect to a
controller, the onboard time will be one hour behind real time. Time zones and Holidays will begin
one hour behind real time. Events logged by the ILAM will be recorded one hour behind real time,
and reported as such when connection to a controller is restored.

Wireless Locks
Aperio, Salto Sallis, Intego and Allegion wireless locks operate as normal when an ILAM is offline.

Offline Door Operation
The offline behaviour of individual doors on the ILAM can be configured in the Door > Advanced > When Offline
setting. Three settings are available:

Permissive Normal access based on Door permissions, Time Zones and Holidays. If entities from other modules
are used as door access qualifiers such as areas, inputs, or auxiliaries, these will be assumed invalid,
and door access will be denied.

Restrictive Access to doors with Time Zone, Holiday or other qualifiers will be denied. Access to unqualified
doors will still be allowed.

No Access All Users are denied access at this Door when ILAM is Offline.
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. Door: Front Door

H v« K 4 |2 of6ltems b Ml + X T
iz Door Programming = Advanced

Ml Inner Range =

Controller D =8

. Head O Ke LUK Moue
= D2 No Passback On Entry

Hae No Passback On Exit
Front Door Force Debounce

Last Changed By Door State Follows Area State

Physical Type

® Controller Server@ir-n-david =K
Created Modified Inhibit Inp.ut
8/07/2019  ~ 26/05/2023 ~ When Offline

Access Granted Action
Notes

Two Badge Action
Configuration Type
Inside Area

OQutside Area

Inside Location
Outside Location
Door Unlock Time
Disability Unlock Time
Free Access

When Offline

— [m]

9 < Show Item History

UIl JOUT LIUSE

0 hours 00 mins 00.0 s...
(None)
Normal

:Permissive
Permissive

Restrictive %

No Access
< Offices

v Offices

00 hours 00 mins 00 secs

00 hours 00 mins 00 secs

X X X X

O )

X e

Determines how this door will behave when offline from the controller.

0

Offline Operation Limitations

When an ILAM is offline from a controller, it cannot communicate with other parts of the system, and entities

existing in those other parts cannot be controlled from the ILAM.

Due to this, the following functions are not supported in ILAM Offline operation:

e Reader Purpose: Control a Lift, Log On, Area control or Access Locker / Locker Bank.

e Reader LED control based on Area or Locker states.
e User Cancel on Card.
e Cancel on PIN.
e Duress Code.
e Disabled User unlock time extension.
e Card Format / Direct Entry Ignore Mask.
e Area-related operations including:
o Area Control.
o User Counting.
o Tenancy Control.
o Defer Arming.
o Input Isolation.
e Door-related features including.

o Interlocking (including when the interlocked doors are on the same ILAM).

o Anti-passback.

e Door access qualifiers from other entities such as areas, inputs, or auxiliaries.

e Lift operation.

e Qualified Door Types, the first door type in a qualified door type will be used offline.
e Door Relock modes, On Door Close will always be used offline.
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Offline REX and REN Programming

REX and REN offline operation is controlled both individually per door in the ILAM module programming and also
in the Door Type programming. Offline REX and REN functionality requires ILAM firmware V4.0.0 or later and

Controller firmware V22.2.0 or later.

In the ILAM Offline Operation settings, REX and REN offline functionality can be enabled for each door on the

module when the ILAM is in offline mode.

‘8 Inteligent Reader Module: 8DoorRdr: 01

H -+« 1

Controller i}
B Head Office

MName

8DoorRdr: 01
Last Changed By
%) Bruce Weaver
Created
31/05/2023
Motes

Modified
~ | 31/05/2023 -

of 1 ltems

— O X
+ X %, 4 Show ltem History H
Properties
= | A
o= | 2 2
~ Offline Operation -
Door 1 Entry ren button v
Door 2 Entry ren button v

Door 3 Entry ren button

Door 4 Entry ren button

Door 5 Entry ren button v
Door & Entry ren button W,
Door 7 Entry ren button

Door 8 Entry ren button

Door 1 Exit rex button

Door 2 Exit rex button

Door 3 Exit rex button v

Door 4 Exit rex button v

Door 5 Exit rex button v

Door 6 Exit rex button v

Door 7 Exit rex button

Door 8 Exit rex button

Historic review download pace time (ms) | 0 mins 00.000 secs -

» Inputs

S NEND Dindinne

If those options are not flagged, the REX and REN operation is determined by the door type. In Door Type >
Entry> Entry Button Mode and Door Type > Exit > Exit Button Mode

ﬂ Door Type: Entry Door

B -« 1

Site

MName

Entry Door

Last Changed By

Created
8/07/2019 -
Motes

Modified
8/07/2019 -

of 6 ltems

b oMl 4+ X W, T & Showltem History

Properties
o] 2 Q
~ Entry -
Dual User
Mask Forced Mode
Anti-Passback Mode MNone -
Entry Button Mode  Enabled -

Disarm Door Entry Area "

Disarm User Area

Credential Mode Credential Or Pin -

w Exit
Dual User
Mask Forced Mode
Anti-Passback Mode None -
Exit Button Mode Enabled -

If set to Enabled, the buttons will be enabled regardless of if the ILAM is online or offline.

If set to None, the buttons will be disabled. This can be overridden in the individual door programming as shown

in the Offline Operation settings above.

If set to Deadlock, the buttons are enabled if the ILAM is online and the area containing the buttons is disarmed.
If the ILAM is offline, the buttons will be disabled, as the ILAM cannot verify area state.
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Scenario 1 — REX and REN Enabled for Online and Offline Operation

In the ILAM Offline Operation settings, leave all options unticked.

" Intelligent Reader Module: Intelligent Reader Module 1 - O X
‘H - & 4 4 l:lof items b »| + X W, [§ .5 Show Item History H
Site Properties
[l Inner Range ‘ Q ‘
Controller i 1D ~ Offline Operation E
|! Head Office e HIOI | Door 1 Entry ren button ]
Name Door 2 Entry ren button ]
Intelligent Reader Module 1 | Door 3 Entry ren button Ll =
Door 4 Entry ren button ]
Last Changed By
Door 5 Entry ren button ]
- elist oo g et -
5/07/2023 ~ 5/07/2023 -
s Door 8 Entry ren button ]
Door 1 Exit rex button ]
Door 2 Exit rex button [l
Door 3 Exit rex button ]
Door 4 Exit rex button ]
Door 5 Exit rex button ]
Door 6 Exit rex button [l
Door 7 Exit rex button ] —
Door 8 Exit rex button ]
Historic review download pace time (ms) 0 mins 00.000 secs -
> Inputs E

In Door Type > Entry > Entry Button Mode and Door Type > Exit > Exit Button Mode, set the mode to Enabled.

‘H~ «| 1

! Door Type: Entry Door - m] X

ofeltems b Pl + X W, @ & Show ltem History H

Site Properties
[ tnner Range - (844 || q
D ~ Entry [a]
‘DTl ‘ Dual User ] M
Name Mask Forced Mode ]

Anti-Passback Mode None -
‘Entry Door ‘ Entry Button Mode Enabled -
Last Changed By Disarm Door Entry Area

Disarm User Area D
Created Modified Credential Mode Credential Or Pin -
8/07/2019 8/07/2019 = ~ Exit
Notes Dual User ]

Mask Forced Mode ]

Anti-Passback Mode None -

Exit Button Mode :Enabled ]

Disarm Door Exit Area D

Disarm User Area D

Credential Mode (None) - E

Exit Button Mode
Defines Exit button operation:

None - Exit button is Disabled

Enable - Exit button is Enabled

Deadlock - Exit button is Enabled, but only while the Area that the button is located in is
Off (Disarmed) i.e. The Area on the same side of the Door.
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Scenario 2 — Deadlock REX Enabled for Online Operation, REX Enabled for Offline Operation. REN

Disabled for Online and Offline Operation

In the ILAM Offline Operation settings, tick the REX option for the doors that must have offline REX operations

enabled.

1= R L
Site

Ml Inner Range
Controller

" Intelligent Reader Module: Intelligent Reader Module 1

I:l of tems » »l

= O X

+ % | W, [ & Show ltem History H
Properties

o 2l || Q

~ Offline Operation

|l Head Office

x - |101

| Door 1 Entry ren button

Name

Door 2 Entry ren button

‘Intelligent Reader Module 1 ‘

Door 3 Entry ren button
Door 4 Entry ren button

Last Changed By

Created
5/07/2023
Notes

Modified
~ 5/07/2023

Door 5 Entry ren button
Door 6 Entry ren button
Door 7 Entry ren button
Door 8 Entry ren button

Door 1 Exit rex button
Door 2 Exit rex button
Door 3 Exit rex button
Door 4 Exit rex button
Door 5 Exit rex button
Door 6 Exit rex button
Door 7 Exit rex button
Door 8 Exit rex button

> Inputs

[+]

COO0OORROCOCOODOO

Historic review download pace time (ms) 0 mins 00.000 secs

[-]

In Door Type > Exit > Exit Button Mode, set the mode to Deadlock. In Door Type > Entry > Entry Button Mode, set

the mode to None.

H -« |4

Site

! Door Type: Entry Door

ofﬁ\tems b M 4+ X W, T 5 Show ltem History

‘m Inner Range

D

Properties

3l

Pe]

IDT1

Name

\Entry Door

Last Changed By

Created
8/07/2019 -
Notes

Modified
8/07/2019

~ Entry
Dual User
Mask Forced Mode
Anti-Passback Mode None
Entry Button Mode None
Disarm Door Entry Area
Disarm User Area
Credential Mode

v Exit
Dual User
Mask Forced Mode
Anti-Passback Mode None

Credential Or Pin

O] O

(I

[»]

Exit Button Mode Deadlock

Disarm Door Exit Area
Disarm User Area
Credential Mode

(None)

O

Exit Button Mode
Defines Exit button operation:

None - Exit button is Disabled
Enable - Exit button is Enabled

Deadlock - Exit button is Enabled, but only while the Area that the button is located in is

Off (Disarmed) i.e. The Area on the same side of the Door.
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Scenario 3 — REX Enabled for Offline Operation Only. REN Disabled for Online and Offline Operation

In the ILAM Offline Operation settings, tick the REX option for the doors that must have offline REX operations

enabled.

'. Intelligent Reader Module: Intelligent Reader Module 1

H v &~ 4 4 l:lof\teme
Site

M Inner Range

Controller D

|® Head Office x - |101 |
Name

‘Intelligent Reader Module 1 ‘

Last Changed By

Created Modified
5/07/2023 ~ 5/07/2023 -
Notes

+ X | W B

Properties

& Show Item History

o x
=]

LA

fe}

~ Offline Operation
Door 1 Entry ren button
Door 2 Entry ren button
Door 3 Entry ren button
Door 4 Entry ren button
Door 5 Entry ren button
Door 6 Entry ren button
Door 7 Entry ren button
Door 8 Entry ren button

[*]

Door 1 Exit rex button

Door 2 Exit rex button
Door 3 Exit rex button
Door 4 Exit rex button
Door 5 Exit rex button
Door 6 Exit rex button
Door 7 Exit rex button
Door 8 Exit rex button

Historic review download pace time (ms) 0 mins 00.000 secs

> Inputs

I {

In Door Type > Entry > Entry Button Mode and Door Type > Exit > Exit Button Mode, set the mode to None.

! Door Type: Entry Door - ] X
‘H ~ « |« 4 ofeltems b Pl + X T, [ & Show ltem History H

Site Properties
[ inner Range - [ 44 || a
D ~ Entry [a]
‘DT:I. | Dual User | N
Name Mask Forced Mode ]

Anti-Passback Mode None -
‘Entry Door ‘ Entry Button Mode None -
Last Changed By Disarm Door Entry Area

Disarm User Area D
Created Modified Credential Mode Credential Or Pin -
8/07/2019 ~  8/07/2019 M v Exit
Notes Dual User ]

Mask Forced Mode ]

Anti-Passback Mode None -

Exit Button Mode None =]

Disarm Door Exit Area D

Disarm User Area D

Credential Mode (None)

Exit Button Mode
Defines Exit button operation:

None - Exit button is Disabled
Enable - Exit button is Enabled

Deadlock - Exit button is Enabled, but only while the Area that the button is located in is

Off (Disarmed) i.e. The Area on the same side of the Door.
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ILAM Firmware V3.3 and Lower

Offline Operation

Features supported when offline by ILAM firmware V3.3 or earlier are listed below.

If an ILAM with firmware V4.0.0 or later is used alongside an Integriti controller running firmware version V22.1.0
or earlier, the ILAM offline functionality will be limited to these same features.

100,000 User Cards
A maximum of 100,000 Card type credentials are supported.

Time Zones and Holidays
Users’ door access permissions can be qualified by Time Zones and Holidays. Time Zones and Holiday periods are
applied in the user’s permissions.

NOTE: The ILAM does not retain time across a reset, so it must remain powered and not reset while offline
to accurately determine the validity of Time Zones and Holidays. In the event of a power loss to the
ILAM, the time periods and holidays will become out of sync with real-time.

For example, if an ILAM loses power for one hour, and then regains power but does not connect to a
controller, the onboard time will be one hour behind real time. Time zones and Holidays will begin
one hour behind real time. Events logged by the ILAM will be recorded one hour behind real time and
reported as such when connection to a controller is restored.

Wireless Locks
Aperio, Salto Sallis, Intego and Allegion wireless locks operate as normal when an ILAM is offline. Support for these
locks was added in the following firmware versions:

Wireless Lock \ ILAM Firmware

Aperio V2.1.0
Salto Sallis V3.2.1
Intego V3.2.1
Allegion V3.4.0

Offline Operation Limitations

In addition to all limitations in firmware V4.0 and higher, earlier ILAM firmware also has these additional
limitations:

e No User PINs

e No Biometric or License Plate credentials

e No Door Credential Types, only Card Only access is supported.
e No Door Dual User or Dual User override

e No Door REX/REN
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Information Security and Cybersecurity Overview

Inner Range is a manufacturer of unified Video, Access Control and Security solutions. Founded in
Melbourne, Australia, Inner Range has over 35 years of innovation and has more than 150,000
systems deployed globally. With a strong foundation in cybersecurity, Inner Range offers advanced,
reliable, and secure solutions tailored for critical infrastructure and high-security environments. This
document outlines the cybersecurity and information security capabilities of the Inner Range
“Integriti” platform, highlighting our encryption protocols, governance practices, certifications, and
alignment with international standards. It’s important to note that this document must be read in
conjunction with Inner Range’s general cyber security statement, which can be found on our
homepage here: www.innerrange.com

1. Data Ownership and Privacy

Integriti is designed as an on-premises or privately hosted solution. Inner Range does not operate
Integriti as a SaaS. All data entered into the system is customer-owned and resides within the
domain of the customer. Optionally, Inner Range only holds basic contact information during
support interactions, and this is handled securely and confidentially.

2. Information Security Governance
Inner Range maintains a comprehensive and robust information security program. This program is
underpinned by internal policies aligned with industry-recognised standards such as ISO 27001 and
NIST SP 800-53. Security measures include:
¢ Mandatory use of Inner Range-managed devices with endpoint protection for accessing
corporate resources.

e Enforced multi-factor authentication (2FA) for access to services such as email, VPN, and
internal systems.

e  Full-disk encryption (BitLocker) on all PCs and laptops.

e Enterprise-grade malware and ransomware protection incorporating intrusion detection and
prevention systems (IDS/IPS).

e A principle of least privilege enforced through a tightly controlled and regularly audited
permission structure.

e VPN access with 2FA, secure backups, and data encryption both at rest and in transit.

Internal awareness training programs help staff understand and implement secure computing
practices. These programs are reinforced with regular independent audits, such as a recent security
governance audit conducted by IBM.

3. Certifications and Cybersecurity Compliance
e ISO 27001: Inner Range’s parent company, Wesco, holds ISO 27001 certification. Inner
Range is actively pursuing 1ISO 27001 certification, targeted for completion in 2025-2026.

e Essential Eight Maturity Model: Integriti aligns with the Australian Cyber Security Centre’s
Essential Eight Maturity Level 3. Key alignment features include:

o User authentication enforcement with no unauthenticated access.

{. Phone: +61 3 9780 4300 enquiries@innerrange.com Q Inner Range Pty Ltd
PO Box 9292, Scoresby, VIC 3179
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o Granular, role-based permission structures for all operator accounts.

o Integration with Active Directory and OAuth for central account management.
o Full support for multi-factor authentication.

o Regular patching, OS hardening, and secure software update procedures.

4. Encryption and Secure Communication
Integriti implements layered encryption to secure all communication and data:
e AES-128:

o Between card reader and door module (using OSDP).

o Between controller and field modules (via Ethernet Bridge or CLOE).

o Between peer controllers (peer-to-peer multicast).

o Between controller and server software.
e AES-256:

o Between client software and server software.

o  Within MS SQL Server using Transparent Data Encryption (TDE).
e SSL/TLS:

o For web client sessions.

o Between controllers and SkyTunnel cloud service.

o Between SkyCommand/Mobile apps and SkyTunnel.

o For third-party integrations, depending on the external system.
e SkyTunnel and SkyCommand: Support TLS 1.2 and 1.3.

e Cipher Suites: Governed by Windows OS configuration. Integriti field devices use proprietary
protocols layered on AES128 (CBC mode), with additional authentication layers applied.

5. Product Security and Penetration Testing
Inner Range engages third-party experts to conduct regular penetration tests. Independent
assessments have been carried out by:

e Sense of Security.

o  Wipro.
e Protiviti.
e IBM (focused on infrastructure and governance).

Testing includes:
e Static and dynamic application security testing (SAST/DAST).

e Secret scanning and dependency analysis.
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e Hardware, firmware, and network security reviews.

Inner Range follows secure coding best practices inspired by OWASP. This includes:
e Input validation.

e Zero warning policies in code builds.
e Principle of least privilege.

Penetration test results are confidential and not publicly distributed.

6. Vulnerability and Patch Management

Inner Range issues regular updates that often contain cybersecurity enhancements. If a critical
vulnerability is discovered, patches are released for both the current and previous major versions.
Release Notes always include details of resolved bugs and security fixes.

7. Integriti Application Access Control and Audit Logging
e Supports detailed operator role configuration with granular permissions (create, view, edit,
delete per site or entity).

e Authentication through local accounts, Entra ID, Active Directory, or Okta.
e All activity is logged in internal Review and Audit tables.
e Data can be exported or viewed via Advanced Reports.
e SIEM integration is achievable via:
o REST XML API
o Review Sender tool
o Scheduled Advanced Reports

8. Infrastructure and Networking
e DMZ: Deployments behind a DMZ are fully supported when the network and proxies are

correctly configured.
e VPN: TCP/IP communication works reliably over VPN connections.

e Cloud/Virtualisation: Integriti can be hosted on AWS, Azure, or other virtual environments
under customer control.

9. Standards and Integrations
e Supported Standards: OSDP, DC09, CSV IP Alarm standards.

e ODBC: Supported for interoperability but native SQL client preferred for performance and T-
SQL compatibility.

e SQL Server: Integriti uses advanced TSQL features like triggers, stored procedures, and user-
defined types.

e Database Compatibility: While ODBC provides basic access, high-performance features are
optimised for Microsoft SQL Server.

{. Phone: +61 3 9780 4300 enquiries@innerrange.com Q Inner Range Pty Ltd
PO Box 9292, Scoresby, VIC 3179

www.innerrange.com
1 Millennium Court, Knoxfield, VIC 3180



iNnNner range

May 2025

Inner Range remains committed to continuous improvement in cybersecurity. By aligning with global
standards and incorporating rigorous testing, encryption, and governance measures, we ensure the
ongoing security and reliability of our solutions. This dedication supports customers in achieving and
maintaining compliance in even the most demanding security environments.
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Integriti Encryption

The Inner Range Integriti system secures not only buildings and personnel but also user data. All
user credentials such as card data and PIN and user details such as usernames, passwords and
other personal information are secured as they move through the Integriti system.

IP connections between the Integriti Server and user interfaces are encrypted using SSL/TLS or
AES-256 encryptions. All connections between the Integriti Server and field controllers, whether by
direct IP or via SkyTunnel, are also encrypted. Credential data and PIN entries from readers and
keypads are all encrypted as they are transmitted over the Integriti LAN.

N
.
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Inner Range is committed to ensuring all our systems' security, as seen in our Cyber Security
Statement. As well as relying on the inbuilt security of Integriti we recommend following the best
practices laid out in the Integriti Cyber Security Hardening guide.

September 22
The specifications and descriptions of products and services contained in this tech bulletin were correct at the time of
publishing. Inner Range reserves the right to change specifications or withdraw products without notice.
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Introduction

Operator Challenge displays information to the operator about a card access request.

Operator Challenge can be set up to randomly select users, allowing random bag searches
or drug tests for example to be administered.

Users who do not have access permissions to particular doors can be granted access by
using Operator Challenge.

In Integriti, the Challenge dialog is completely customizable allowing User Photos, CCTV
streams, Allow/Deny buttons, Challenge History, Information display with changeable
font/colours and several other items to be arranged and sized as desired.

The Operator Challenge can be used to passively view or interactively grant/deny access to
users as they pass through one or many doors.

Operator Challenge dialogs can optionally display:

e CCTV footage

e The User's photo

e Custom text

e Challenge history

e Allow button

e Deny button

e A web page

A list of Task Actions can be executed automatically on any challenge, random selection,

allow or deny. These Task Actions are the same as used throughout the system, allowing
control of controller items, sending of messages, etc...

Configuring Integriti hardware

The Integriti hardware needs to be configured to use the Operator Challenge feature. If
configured for Operator Challenge, the controller will attempt to contact the Integriti server.
The door, user and other details are sent to the Integriti server for processing access control.

There are four entity types that need to be configured for Operator Challenge:
e Integriti controller records
e Integriti communications task records
e Reader modules
e Userrecords

=

Click on the tab followed by or .
2. Double click on a reader module that will be used for Operator Challenge.



3. Expand out Readers followed by Reader n.
O n=The number of the reader to be used for Operator Challenge.

4. Tick the Ask PC option.

b

Save and close the editor window for the Reader Module.

6. Repeat steps 7 — 11 for any additional reader modules.

7. Click onthe

& Intruder tab followed by

® Forone user...

a.
b.
c.
d.

Double click on a user that will be used to trigger Operator Challenge.
Expand out User Options.

Tick the Ask PC option.

Save and close the editor window for the User.

® For many users...

o0 oo

e.

Select a group of users.

Right-click one of the selected users and select edit.
Expand out User Options.

Tick the Ask PC option.

Save and close the editor window for the selected Users.

20. Repeat step 13 for any additional users.



Creating an Challenge Definition

A Challenge Definition consists of three sections:
e What To Challenge.
e Challenge Response Layout.
e Automatic Actions.

To create a new Challenge Definition...

Click on the tab followed by

2. Click

. The Editor Window for a new Operator Definition should

appear.
Give the Operator Definition a name.

4. Click onthe tab.
® You can use a combination of Doors, Sites/Keywords and Filters to specify
what doors you want to monitor using this Challenge Definition.
You should specify at least one Door, Sites/Keyword or Filter.
Otherwise the Operator Challenge will not work.
a. You can add individual doors by clicking on the tab followed by the
button.
b. You can add an entire site or keyword by clicking on the tab
followed by the button.
€. You can add doors by creating a filter.
5. Click on the tab.
® You can use a combination of Users, Sites/Keywords and Filters to specify
what users you want to monitor using this Challenge Definition.
You should specify at least one User, Sites/Keyword or Filter.
Otherwise the Operator Challenge will not work.
a. You can add individual users by clicking on the tab followed by the
button.
b. You can add an entire site or keyword by clicking on the tab
followed by the button.
€. You can add users by creating a filter.

6. Click on the tab.



7. The Show Challenge To Operator settings determine when the Challenge dialog
will appear.

e Setting this option to Never will mean that the Operator Challenge will never
display. If users, readers, etc... are configured for Operator Challenge and
there is no corresponding Operator Challenge, the controller will send a
challenge request, time out after 20 seconds, then process the user based on
their permissions.

® Setting this option to Always will result in the Operator Challenge appearing
on every access event.

® Only on Random Selection will result in the Operator Challenge appearing on
a random access event based on X occurrences out of Y challenges.

8. Settings for Requires Operator Input behave the same way as Show Challenge To
Operator. When an Operator is not required to Input anything, the controller will
continue to process the user based on their permissions.

9. Select X Occurrences and Out of Y Challenges is used to represent the random
percentage of access events that will trigger the Operator Challenge.

E.g. Select 1 Occurrences Out of 3 Challenges will give you a 33% chance
that the user will be picked for Operator Challenge.

10. Random Selection Message is a simple text string used to display a message to the
Operator when an Operator Challenge event occurs.

11. Click on the Challenge Response Layout tab.

12. The Challenge response layout is configured the same way as an Alert Response

Plan.

a.

b.

13. Click on the
14. Under the On Challenge On Random Selection On Allow and On Deny

Information Boxes display custom text. ‘%’ tags and multiple lines are
supported.

Information Displays support basic HTML tags. The supported tags are
listed below.

Challenge Pass Button is required for situations where Operator response
is required.

Challenge Deny Button is required for situations where Operator response
is required.

User Image can display either the user image or a custom image field of
the user that triggered the Operator Challenge.

CCTV stream will display live CCTV video from the camera or cameras
associated with the door(s) associated with the Operator Challenge.
Challenge history displays a live stream of past and present Operator
Challenges.

Browser Item will display the web page specified. Keywords associated
with the user can be used in the browser URL.

Automatic Actions tab.

you can

’ 7

add one or many actions to perform on each of the four events.

On challenge occurs on every occurrence of the Operator Challenge based
on the What To Challenge criteria.

On Random Selection occurs on a random Operator Challenge event based
on the What To Challenge Settings.


edvinas.ignatavicius
Highlight
1.14


® On Allow and On Deny occur when an Operator selects these options via
the Operator Challenge dialog.



Information Display supported HTML

Tag End Tag Description
<br> Inserts a single line break.
<color=value> </color> Specifies the text color.

Examples:

<color=red>

<color=0,255,0>

<color=#0000FF>

<backcolor=value>

</backcolor>

Specifies the background color.

Examples:

<backcolor=red>

<backcolor=0,255,0>

<backcolor=#0000FF>

<size=value> </size> Specifies the font size.
Examples:

<size=10>

<size=+4>

<size=-4>

<b> </b> Defines bold text.

<i> </[i> Defines italic text.

<u> </u> Defines underlined text.

Note that if you need to use angle brackets ('<' and '>') in the text of the controls that
support HTML text formatting, you need to use an additional '<' bracket as a prefix. For
example, to get "<some text>" you should assign "<<some text>" to the corresponding

property.



Testing Challenge Definitions

Challenge Definitions should be tested by observing messages sent to the review log.

The following is an example of a typical Operator Challenge:

Locker 9B Actuator Off by Locker 9B (Door Logic) (R01:X01l) Single Aux Change
Locker 9B Locked by (Door Logic) (D002) Door Event

Locker 9B Actuator On by Locker 9B (Door Logic) (R01:X01) Single Aux Change
Locker 9B Timed Unlocked for 00005 secs by Storage (Door Logic) (D002) Door Event
John Card Access at R0O1:Rdr0l into Locker 9B User Access

John Card Access at RO1:Rdr0l into Locker 9B - Software Auth. Response User Access
John Card Access at RO1:Rdr0Ol into Locker 9B - Software Auth. Request User Access
Wiegand Raw (26) = 1A00000000000000004E00F7 (hex) at RO1:Rdr0l Card Info

You will be able to determine if the challenge request is coming through to the Integriti

server to be processed by observing the following messages...
The following messages are appended to review data (as seen in the above example).

Review message Description

A card has been presented to a reader that is
configured for operator response. The
controller is waiting for an operator response
and...
Software Auth. Overflow e Another card has been presented to
the same reader.
e Acard has been presented to a
different reader which is a part of the
same Challenge Definition.

Software Auth. Denied An Operator denied access to the user.

An Operator did not action the Challenge
request.

Software Auth. Timeout

A card has been presented to a reader

Software Auth. Request
T configured for Operator Challenge.

Software Auth. Response An Operator has allowed access to the user.

If a Challenge Definition does not exist for a reader that has been configured for
Operator Challenge then users with the Ask PC option will be granted access.
This includes users without access permissions to the associated door record(s).



Viewing Challenge Definitions

Once created, Challenge Definitions need to be manually opened by the operator.

Viewing a Challenge Definition in System Designer...

1. Clickonthe| BAcessContral [ e o by

2. Right-click on the Challenge Definition and select

Viewing a Challenge Definition in GateKeeper...

ﬂ Home

=

Click on the tab followed by
2. Double-click on the Challenge Definition.

2. Select the Challenge Definition and click



DATA SHEET
SIFER Credentials
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A wide variety of credentials are available to suit Inner Range SIFER card readers.
SIFER credentials are available in various form factors for use with physical

and logical access control systems. All SIFER credentials use the highly secure
MIFARE® DESFire© EV3 card format.

Form factor types for SIFER credentials include:

ISO Cards, Key Fobs, self-adhesive Tags/Coils and Wristbands.
Three ordering options are available for each form factor type.

SIFER-P: Pre-programmed ‘Stock’ Credentials.

SIFER-P credentials are pre-programmed with the Inner Range Global Encryption Key and can be used with standard SIFER Readers without
any need for card or reader configuration. SIFER-P credentials are supplied with a pre-programmed site code and a card number that is
guaranteed to be unique and are ‘locked’ to disallow re-programming in the field. SIFER-P credentials are supplied with the SIFER-P mark and
are printed with the unique card number.

SIFER-U: User-programmable Credentials.

SIFER-U credentials have an identical set of specifications to that of SIFER-P with the major difference being that they can be reprogrammed in
the field. By default SIFER-U credentials are shipped pre-programmed with the Inner Range SIFER Global Encryption Key and can be used with
standard SIFER Readers without any need for card or reader configuration. Although SIFER-U credentials are supplied pre-programmed, the

site code and encryption key can be re-programmed in the field using a SIFER card programming station. (It is not recommended to re-program
SIFER-U card numbers as they are already unique)

When SIFER-U credentials have been re-programmed, the SIFER readers must also be re-configured to use the same encryption key. To
perform the Reader configuration, a “Reader Configuration Card” must be produced using the SIFER card programming station. SIFER-U
customisation is a process that is carried out by the installer and as such the unique encryption key must be stored and managed for
safekeeping by the installer, this facilitates additional card batches at a future date. Where a unique SIFER-U encryption key has been lost it
cannot be recovered.

SIFER-U: Gold Card Service.

As an alternative to the installer specifying their own custom encryption key, Inner Range offers a ‘Gold Card’ service, providing the installer
with a unique Gold Key Configuration Card (‘Gold Card’). The Gold Card delivers a guaranteed unique custom encryption key for use with the
SIFER programming station and SIFER-U credentials. Inner Range assigns a unique encryption key from the reserved ‘Gold Card’ range. The
encryption key is then associated with the customer’s site to facilitate future card orders. The encryption key is securely stored within Inner
Range where it cannot be viewed or shared. Being a reserved key, the key can never be manually entered using a SIFER programmer.

SIFER-C: Custom Programmed Credentials & Reader Configuration Cards.

The SIFER-C option allows installers to order reader configuration cards and user credentials from the factory with specific custom
programming. SIFER-C allows the card number range, site code and encryption key to be programmed to order. SIFER-C card numbers are
guaranteed to be unique and are ‘locked’ to disallow credential re-programming in the field. SIFER-C credentials are supplied with the SIFER-C

mark and are printed with the unique card number. Where SIFER-C credentials are to be deployed the SIFER readers/keypads on the site must
also be re-configured to use the matching encryption key. To accommodate this a Reader Configuration Card (994614CNF) is also required.

ECOLITE: Budget-friendly, Less Secure..

ECOLITE is a budget range of credentials that is compatible with Inner Range SIFER Readers, Integriti & Inception systems. These credentials
are based on the MIFARE Ultralight EV1 technology which is a lower priced - lower security option compared to the standard DESFire EV3
technology used in our SIFER-P, SIFER-U & SIFER-C range of credentials.

Ordering Options

Standard SIFER Credentials. All credentials are MIFARE® DESFire© EV3 4K - ECOLITE Cards are MIFARE Ultralight EV1 technology

ISO Cards Silicon Wrist Bands Special Order Multi Application Cards & Fobs*
SIFER-P I1SO Card 994610 SIFER-P Wristband 994625P 994614A Dual Application ISO card SIFER/Aperio
SIFER-U ISO Card 994612 SIFER-U Wristband 994625U 994614H Dual Application ISO card SIFER/HID
SIFER-C ISO Card 994614 SIFER-C Wristband 994625C 994614AH Tri Application I1SO card SIFER/Aperio/HID
ECOLITE ISO Card 994580

Key Fobs SIFER-U Gold Card

SIFER-P Key Fob 994616 994612.G for use with SIFER-U 994620A Dual Application Key Fob SIFER/Aperio
SIFER-U Key Fob 994618 credentials

994620H Dual Application Key Fob SIFER/HID
994620AH Tri Application Key Fob SIFER/Aperio/HID
*All multi-application credentials must be based on
MIFARE® DESFire©® EV1/EV2 media (56 bit)

SIFER-C Key Fob 994620

Self Adhesive 20mm Coils
SIFER-P Tag/Coil 994621P
SIFER-U Tag/Coil 994621U
SIFER-C Tag/Coil 994621C

SIFER Reader Configuration Card
994614CNF for use with SIFER-C
credentials

& SIFER readers and Keypad Readers
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Inner Range Sifer ISO Cards

Inner Range confirms the following in relation to our Sifer ISO cards.

The cards support the ISO 14443A standard or equivalent.
The temperature range of the cards is -25°C to +40°C.
The ISO card is white.

The card frequency is 13.56 Mhz.

PN~

For clarification please do not hesitate to contact the undersigned.

Yours on behalf of Inner Range

. Digitally signed by Tim
TI m Northwood

Date: 2025.07.14 13:52:49

Northwood ;%

Tim Northwood
Sales Director EMEA

{‘ Phone: +44 (0) 845 470 5000 enquiries.uk@innerrange.com Q Inner Range
www.innerrange.com Inspired, Easthampstead Road, Bracknell,
Berks RG121YQ, UK
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SIFER ISO Card

994610/994612 / 994614

The SIFER ISO Card is a MIFARE DESFire EV3 credential. There are three ordering options
available which are mentioned below. These cards are printable and punchable. This form of
credential is commonly used for sites where the credential itself can be used as an ID badge
or where a custom printing is required. Designated hole punchouts can be used to connect
lanyards.

Related products

Global
SIFER-P ISO Card 994610
SIFER-U ISO Card 994612
SIFER-C ISO Card 994614

Back
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SIFER Keypad Card Reader

994725

The SIFER Keypad is a combined IP67 rated Keypad and Smart Card reader that allows dual
credential Card & PIN high security access control. (PIN only or Card only is also supported)

The SIFER Keypad is a multi-drop RS-485 device that employs 128 bit AES encryption from
the card/keypad through to the door module, providing a far superior level of security than
that of traditional Wiegand based keypads & card readers.

SIFER Keypads utilise the Mifare DESFire© EV1/EV2/EV3 card format. As SIFER Keypads
utilise a superset of the OSDP protocol, the keypads may also be deployed on any system
capable of using OSDP. SIFER Keypads are connected to the RS-485 reader port for full
Reader-In and Reader-Out operation of various Inner Range products as below.

e Integriti Access Controller (IAC) - Up to 16 on-board
¢ Intelligent LAN Access Module (ILAM) - Up to 16 Keypads/Readers
e Standard LAN Access Module (SLAM) - Up to 4 Keypads/Readers
¢ Inception Controller - Up to 8 on-board
SIFER Keypads are IP67 rated and available with site-specific encryption keys.

Multi-Format Version

A SIFER Multi-Format Keypad/Card reader is also available and offers an identical set of
features to the Standard SIFER Keypad with additional support for reading the CSN of third
party 13.56 Mhz credentials.

[ Related products ][ Ordering Options ][

Documents

] [Software & Firmware ]

Reader Features
e Secure 128bit AES Encryption

e Encrypted from Keypad/Card through to Access Module

e Supports Card & PIN, Card only or PIN only modes
e Auto-dimming backlit Silicon rubber keypad

e Mifare DESFire© EV1/EV2/EV3 Card Format

e Water & Dust Resistant to IP67

¢ Vandal Resistant (fully potted)

e Flexible LED colour & function Assignment

e Audible Buzzer (can use as DOTL)

e Multi-drop RS-485 Reader LAN

¢ Individual Reader Heartbeat Monitoring

e Auto Reader Discovery on Inner Range systems
e OSDP Compatible

e Read Card Serial Number (CSN) From 3rd Party Cards (Multi-Format Version Only)
e Support for Custom Site Codes and Site Specific Encryption

e User Programmable Cards Offer Great Flexibility for Installers

e Global Configuration from Inner Range Systems (including firmware updates)
¢ Small Footprint (Dimensions: 64 (W) x 106(H) x 18 (D) mm)

Back
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SIFER Reader

994720

The SIFER card reader is a Smart Card reader designed and manufactured by Inner Range.

Itis a multi-drop RS-485 based reader that employs 128 bit AES encryption from the card

through to the door module, providing a far superior level of security than that of traditional
Wiegand based card readers. SIFER readers utilise the Mifare DESFire© EV1/EV2/EV3 card
format.

As SIFER readers utilise a superset of the OSDP protocol, the readers may also be deployed
on any system capable of using OSDP. SIFER readers are connected to the RS-485 reader
port for full Reader-In and Reader-Out operation of various Inner Range products as below.

e Integriti Access Controller (IAC) - Up to 16 Readers on-board
e Intelligent LAN Access Module (ILAM) - Up to 16 Readers
e Standard LAN Access Module (SLAM) - Up to 4 Readers
e Inception Controller - Up to 8 Readers on-board
SIFER readers are IP67 rated and available with site-specific
encryption keys.

Multi-Format Version

The SIFER Multi Format Card reader offers an identical set of features to the Standard
SIFER Reader with additional support for reading the CSN of third party 13.56Mhz
credentials.

[ Related products ][ Ordering Options ][

Documents

] [Software & Firmware]

Reader Features
e Secure 128bit AES Encryption

e Encrypted from Reader/Card through to Access Module

e Mifare DESFire© EV1/EV2/EV3 Card Format

e Water & Dust Resistant to IP67

e Vandal Resistant (fully potted)

e Flexible LED colour & function Assignment

e Audible Buzzer (can use as DOTL)

e Multi-drop RS-485 Reader LAN

¢ Individual Reader Heartbeat Monitoring

e Auto Reader Discovery on Inner Range systems
e OSDP Compatible

e Read Card Serial Number (CSN) From 3rd Party Cards (Multi-Format Version Only)
e Support for Custom Site Codes and Site Specific Encryption

e User Programmable Cards Offer Great Flexibility for Installers

e Global Configuration From Inner Range Systems (including firmware updates)
¢ Small Footprint (Dimensions: 39(W) x 95(H) x 15(D) mm)

Back
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3 priedas

PREKIU PERDAVIMO - PRIEMIMO AKTO FORMA

PREKIU PERDAVIMO - PRIEMIMO AKTAS NR.

(data)

Tiekejas:

Sutarties Nr.:

Sutarties pavadinimas:

Visos tiekiamos prekés, nurodytos prekiy sarase, buvo pristatytos, pateikti visi reikalingi dokumentai
(sertifikatai, naudojimo ir prieziiiros instrukcijos ir panasiai).

Visos su prekiy vieSojo pirkimo-pardavimo sutarties vykdymu susijusios paslaugos buvo suteiktos
(jei numatyta sutartyje): [jraSyti suteiktas paslaugas].

Pirkéjas pristatytas prekes priémé ir patvirtina, kad pristatytos prekés atitinka sutarties salygas ir yra

tinkamos naudoti.

Prekiy sgrasas:

Valiuta:| Eur
Prekés pavadinimas
. . . . . ivardinant tikslius Vieneto | Suma
i‘: Prl;t:gmo a\(;lreets();s (i::i:;:::;s [()!rekiq gamintojy ir 1\;11?:0 Kiekis| kaina be | be
) prekiy modeliy ) PVM | PVM
pavadinimus)
1 2 3 4 5 6 7 8 9=7x8
IS viso be PVM:
PVM [tarifas]*:
IS viso su PVM:
Perdavé Tiekéjas Priémé Pirkéjas
Vardas, Pavardé: Vardas, Pavardé:
Pareigos: Pareigos:
Parasas: Parasas:
Data: Data:
A.V. A.V.

* - tais atvejais, kai pagal galiojancius teisés aktus tiekéjui nereikia mokéti PVM, atitinkamos skiltys nepildomos ir nurodomos
priezastis, dél kuriy tiekéjas PVM nemoka.
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PREKIU PERDAVIMO - PRIEMIMO AKTO FORMA

PREKIU PERDAVIMO - PRIEMIMO AKTAS NR.

(data)

Tiekejas:

Sutarties Nr.:

Sutarties pavadinimas:

Visos tiekiamos prekés, nurodytos prekiy sarase, buvo pristatytos, pateikti visi reikalingi dokumentai
(sertifikatai, naudojimo ir prieziiiros instrukcijos ir panasiai).

Visos su prekiy vieSojo pirkimo-pardavimo sutarties vykdymu susijusios paslaugos buvo suteiktos
(jei numatyta sutartyje): [jraSyti suteiktas paslaugas].

Pirkéjas pristatytas prekes priémé ir patvirtina, kad pristatytos prekés atitinka sutarties salygas ir yra

tinkamos naudoti.

Prekiy sgrasas:

Valiuta: Eur
Prekés
pavadinimas
Eil.|UZsakymo|Pristatymo| Vietos |Garantinis .(;vz.urdlnant. Mato|,.. . . Vl-eneto Suma
Nr.| data data adresas| terminas tikslius prekiy vnt. Kiekiskaina b be
gamintojuy ir PVM | PVYM
prekiy modeliy
pavadinimus)
1 2 3 4 5 6 7 8 9 10=8x%9
IS viso be PVM:
PVM [tarifas]*:
IS viso su PVM:
Perdavé Tiekéjas Priémé Pirkéjas
Vardas, Pavardé: Vardas, Pavardé:
Pareigos: Pareigos:
Parasas: Parasas:
Data: Data:
A.V. A.V.
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* - tais atvejais, kai pagal galiojancius teisés aktus tiekéjui nereikia moketi PVM, atitinkamos skiltys nepildomos ir nurodomos
priezastis, dél kuriy tiekéjas PVM nemoka.
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GARANTINIU ISIPAREIGOJIMU IVYKDYMO AKTO
FORMA

GARANTINIU ISIPAREIGOJIMU IVYKDYMO AKTAS NR.

(data)

Tiekejas:
Sutarties Nr.:
Sutarties pavadinimas:

buvo pasiraSytas Prekiy perdavimo - priémimo aktas.

(metai, ménuo, diena)

Siuo aktu Pirkéjas patvirtina, kad Tiekéjas ivykdé Sutartyje numatytus
garantinius jsipareigojimus. (metai, ménuo, diens)
Tiekéjas Pirkéjas
'Vardas, Pavardé: 'Vardas, Pavardé:
Pareigos: Pareigos:
Parasas: Parasas:
Data: Data:

AV. AV.
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5 priedas
TriSalés atsiskaitymo sutarties forma

TRISALE ATSISKAITYMO SUTARTIS

20 m. d. Nr.

Vilnius
Perkanciosios organizacijos pavadinimas:
Imonés kodas:
PVM mokétojo kodas:
Adresas:
Atsiskaitomosios sgskaitos numeris:
toliau — Pirkéjas,
Tiekéjo pavadinimas:
Imonés kodas:
PVM mokétojo kodas:
Adresas:
Atsiskaitomosios (-yjy) saskaitos (-y) numeris (-iai) mokéjimams vykdyti:
toliau — Tiek¢jas,
(Jeigu tai jungtinés sutarties veiklos pagrindu veikianti tiekéjy grupé, nurodyti, is kokiy iikio subjekty
sudaryta, visy Siy subjekty pavadinimus, jmonés ir PVM kodus, adresus, atsakingojo partnerio
pavadinimgq bei sj partnerj atstovaujancio asmens pareigas, vardg ir pavarde)
ir
Subtiekéjo pavadinimas:

Imonés kodas:

PVM mokétojo kodas:
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Adresas:

Atsiskaitomosios (-yjy) saskaitos (-y) numeris (-iai) mokéjimams vykdyti:
toliau — Subtiekéjas,

toliau kiekviena atskirai vadinama Salimi, o visos kartu vadinamos Salimis, atsizvelgdamos j tai, kad
[Pirkéjas ir Tiekéjas] [jrasyti datg] sudaré vieSojo pirkimo-pardavimo sutart] Nr. [jrasyti numerj]
(toliau — Pirkimo sutartis), sickdamos nustatyti tiesioginio atsiskaitymo tvarka pagal Pirkimo sutarties
specialiyjy salygy [irasyti punkto numerj| punkta, sudaré §ig triSale atsiskaitymo sutartj (toliau —
Trisalé sutartis).

1. straipsnis. Sutarties dalykas
1.1. Sios Trisalés sutarties dalykas yra tiesioginio atsiskaitymo su Subtiekéju tvarka ir salygos.

1.2. Siuo Susitarimu yra jgyvendinamos Pirkimo sutarties salygos. Jokios §ios TriSalés sutarties
nuostatos neturi buti aiSkinamos kaip prieStaraujancios ar panaikinanc¢ios Pirkimo sutarties salygas.

1.3. straipsnis. Atsiskaitymo tvarka

1.4. Avansinis mokéjimas nemokamas. Pirkéjo pareiga sumokeéti Subtiekéjui pagal Sig TriSale sutart]
atsiranda tuo paciu momentu, kaip ir Pirkéjo pareiga sumokéti Tiekéjui pagal Pirkimo sutartj.

1.5. Kiekvieno mokeéjimo suma nustatoma pagal faktiSkai [suteikty paslaugy kiekj bei jy verte ir/arba
[pristatyty prekiy kiekj bei jy verte].

1.6. Subtiekéjas prie§ teikdamas mokéjimo dokumentus Pirkéjui pateikia Tiekéjo pasiraSymui ir
patvirtinimui tinkamai jformintus Pirkimo sutarties vykdymo dokumentus (po 3 (tris) egzempliorius):
TriSalés atsiskaitymo sutarties perdavimo-priémimo aktg ir Pirkimo sutarties jgyvendinimo ataskaitg
(jeigu taikoma).

1.7. Sutarties Salys susitaria, jog Subtickéjo pateikti Pirkimo sutarties vykdymo dokumentai laikomi
tinkamai jformintais ir pateiktais, jeigu nurodytuose dokumentuose pateikta informacija apie
Subtiekejo [suteiktas paslaugas) [pristatytas prekes] yra teisinga, [suteiktos paslaugos] [pristatytos
prekés] bei dokumenty jforminimas atitinka Pirkimo sutarties salygas;

1.8. Tiekejas gaves 1§ Subtiekejo Pirkimo sutarties vykdymo dokumentus patikrina juos ir nustatgs,
kad dokumentuose pateikta informacija apie Subtiekéjo [suteiktas paslaugas] [pristatytas prekes] yra
teisinga, [suteiktos paslaugos] [pristatytos prekes] atitinka Pirkimo sutarties salygas, pateikti
dokumentai jforminti tinkamai, ne véliau kaip per 3 (tris) darbo dienas nuo tokiy dokumenty gavimo
dienos:

1.8.1. pasiraSo ir patvirtina TriSalés atsiskaitymo sutarties perdavimo-priémimo akta;

1.8.2. PasiraSo ir patvirtina Pirkimo sutarties jgyvendinimo ataskaitg (jeigu taikoma);

1.8.3. pateikia Pirkimo sutarties vykdymo dokumentus Pirkéjui.
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1.9. Jeigu Tiekéjas nustato, kad Subtiekéjo pateikti Pirkimo sutarties vykdymo dokumentai yra
netinkamai jforminti, pateikti ne visi Pirkimo sutarties vykdymo i$laidas pagrindziantys dokumentai,
dokumentuose pateikta informacija apie [suteiktas paslaugas] [pristatytas prekes] yra neteisinga,
[suteiktos paslaugos] [pristatytos prekés] neatitinka Pirkimo sutarties sglygy ar esant kitiems
neatitikimams Tiekéjas turi ne véliau kaip per 5 (penkias) darbo dienas nuo tokio sprendimo
priémimo dienos, rastu informuoti apie tai Subtiekéja, nurodydamas trukumus ir nustatydamas
protingg terming trukumams pasalinti.

1.10. Per Tiekéjo nustatyta terming Subtiekéjui paSalinus trikumus, Tiekéjas nustatyta tvarka
pakartotinai patikrina dokumentus ir pateikia pasiraSytus ir patvirtintus dokumentus Pirkéjui.

1.11. Pirkéjas ne véeliau kaip per [nurodyti terming ne trumpesnj kaip 5 darbo dienos] nuo Pirkimo
sutarties vykdymo dokumenty gavimo dienos, patikrina pateiktus dokumentus ir, jeigu pateikti
dokumentai yra tinkamai jforminti, dokumentuose pateikta informacija apie [suteiktas paslaugas]
[pristatytas prekes] yra teisinga, [suteiktos paslaugos] [pristatytos prekes] atitinka Pirkimo sutarties
salygas, pasiraso TriSalés atsiskaitymo sutarties perdavimo-priémimo aktg ir kitus dokumentus, jei
taikoma, bei pateikia pasirasytus dokumentus (po 1 (vieng) egzemplioriy) Tiekéjui ir Subtiekéjui.

1.12. Jeigu Pirk¢jas nustato, kad Tiekéjo pateikti dokumentai yra netinkamai jforminti arba pateikti
ne visi Pirkimo sutarties vykdymo iSlaidas pagrindziantys dokumentai arba dokumentuose pateikta
informacija apie [suteiktas paslaugas] [pristatytas prekes] yra neteisinga, [suteiktos paslaugos]
[pristatytos prekes] neatitinka Pirkimo sutarties salygy ar esant kitiems neatitikimams, ne véliau kaip
per 5 (penkias) darbo dienas nuo tokio sprendimo priémimo dienos, rastu informuoja Tiekeja,
nurodydamas triikumus ir nustatydamas protingg terming trikumams pasalinti.

1.13. Per Pirkéjo nustatyta terming Tiekéjui paSalinus triikumus ir pakoregavus dokumentus, Pirkéjas
ne véliau kaip per 3 (tris) darbo dienas nuo visy tinkamai jforminty dokumenty gavimo dienos,
pasiraso TriSalés atsiskaitymo sutarties perdavimo-priémimo aktg ir kitus dokumentus, jei taikoma,
ir pateikia pasiraSytus dokumentus Tiekéjui ir Subtiekéjui.

1.14. Subtiekéjas tik gaves be islygy visy Saliy suderintg ir pasiraSyta Tridalés atsiskaitymo
sutarties perdavimo-priémimo akta, suformuoja elektroning sgskaitg-faktiira/PVM saskaitg-faktiirg
(toliau — Elektroniné saskaita) ir per saskaity administravimo bendraja informacing sistemg SABIS
adresu https://sabis.nbfc.It/ pateikia jg Pirkéjui.

1.15. Jei Subtiekéjas pateikia saskaitag kitomis priemonémis, Pirkéjas turi teis¢ tokios sagskaitos
neapmokeéti.

1.16. Pirkéjas ne véliau kaip per [nurodyti terming, kuris turi biiti ne ilgesnis, uz Pirkimo sutartyje
nurodytq atsiskaitymo terming] nuo Elektroninés saskaitos gavimo dienos, patikrina Elektroning
saskaitg ir, jeigu pateikta Elektroniné sagskaita yra tinkamai jforminta perveda 1¢Sas | Subtiekéjo
nurodytg banko saskaitg.

1.17. Ne véeliau kaip per 5 (penkias) darbo dienas po kiekvieno kalendorinio ménesio pabaigos
Pirkéjas rastu teikia informacijg Tiekéjui apie per ataskaitin} ménes;j atliktus mokéjimus Subtiekéjui..

2. straipsnis. Pakeitimo ir nutraukimo sglygos

2.1. Visi Trisalés sutarties pakeitimai galioja tik tada, kai jie sudaryti rastu ir pasiradyti Saliy jgalioty
atstovy. Tokie TriSalés sutarties pakeitimai yra neatskiriama TriSalés sutarties dalis.


https://sabis.nbfc.lt/
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2.2. Sutarties salygy keitima gali inicijuoti kiekviena Sutarties Salis, pateikdama kitai Saliai
atitinkama pradyma bei jj pagrindzianéius dokumentus. Salis, gavusi tokj pradyma, privalo ji
iSnagrinéti per 10 (desimt) darbo dieny ir kitai Saliai pateikti motyvuota rastiska atsakyma. Saliy
nesutarimo atveju sprendimo teisé priklauso Pirkéjui.
2.3. Trisalé sutartis keiiama $iais atvejais:
2.3.1. kai keiciamos Pirkimo sutarties salygos, turincios jtakos TriSalés sutarties jgyvendinimui;
2.3.2. kai keiciamos Subtiekimo sutarties sglygos, turincios jtakos Trisalés sutarties jgyvendinimui;
2.3.3. kitais atvejais.
2.4. Trisalé sutartis gali bati nutraukiama rastisku visy Saliy susitarimu $iais atvejais:
2.4.1. kai atsisakoma tiesioginio atsiskaitymo biido;
2.4.2. kai nutraukiama Subtiekimo sutartis;
2.4.3. kai nutraukiama Pirkimo sutartis.

3. straipsnis. Saliy atsakomybé
3.1. Saliy atsakomybé yra nustatoma pagal galiojan¢ius Lietuvos Respublikos teisés aktus, $ia Trisale
sutart] ir kitus su Sios sutarties vykdymu susijusius dokumentus. Salys jsipareigoja tinkamai vykdyti
savo ]sipareigojimus, prisiimtus $ia sutartimi, ir susilaikyti nuo bet kokiy veiksmy, kuriais galéty

padaryti Zalos viena kitai ar apsunkinty kitos Salies prisiimty jsipareigojimy jvykdyma.

3.2. Tiekéjas atsako Pirkéjui uz Subtiekéjo prievoliy neivykdyma ar netinkamg jvykdyma, o
Subtiekéjui — uz Pirkéjo prievoliy nejvykdyma ar netinkama jvykdyma.

3.3. Pirk¢jas ir Subtiekéjas neturi teisés reikSti vienas kitam piniginiy reikalavimy, susijusiy su
sutarciy, kiekvieno 18 jy sudaryty su Tiekéju, pazeidimu.

4. Straipsnis. Baigiamosios nuostatos
4.1. Né viena Salis neturi teisés perleisti visy arba dalies teisiy ir pareigy pagal §ia TriSale sutart].

4.2. Bet kokios nuostatos negaliojimas ar prieStaravimas Lietuvos Respublikos jstatymams ar kitiems
norminiams teisés aktams $ioje Sutartyje neatleidzia Saliy nuo prisiimty jsipareigojimy vykdymo,
taip pat neturi jtakos kity Sutarties nuostaty galiojimui. Siuo atveju tokia nuostata turi biiti pakeista
atitinkancia teisés akty reikalavimus kiek jmanoma artimesne TriSalés sutarties tikslui bei kitoms jos
nuostatoms.

4.3. Trisalés sutarties Salys susiradinéja lietuviy kalba. Visi prane$imai, sutikimai ir Kkitas
susizinojimas, kuriuos Salis gali pateikti pagal §ia sutartj, bus laikomi galiojandiais ir jteiktais
tinkamai, jeigu yra asmeniskai pateikti kitai Saliai arba i$siysti registruotu ar elektroniniu pastu
preambuléje nurodytais adresais, kitais adresais, kuriuos nurodé viena Salis, pateikdama pranesima.

4 4. Sutarties jsigaliojimo data laikoma sutarties pasira§ymo diena, jei Salys pasiraso skirtingu metu,
Sutarties jsigaliojimo data laikoma paskutiniosios Salies paraso data.
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4.5. Susitarimas pasiraSomas Saliy kvalifikuotais elektroniniais paragais.

4.6. Siuo Salys patvirtina, kad Sutartj perskaité, suprato jos turinj ir pasekmes, priémé ja kaip
atitinkancig jy tikslus.

Tiekéjo atstovas Subtiekéjo atstovas Pirkéjo atstovas
'Vardas, Pavardé: 'Vardas, Pavardé: \Vardas, Pavardé:
Pareigos: Pareigos: Pareigos:
Parasas: Parasas: Parasas:
Data: Data: Data:
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1 priedas

TRISALES ATSISKAITYMO SUTARTIES PERDAVIMO - PRIEMIMO AKTO FORMA

PERDAVIMO - PRIEMIMO AKTAS NR.

(data)

Pirkimo sutarties Nr.:

Pirkimo sutarties pavadinimas:

Pirkimo sutarties pasiraSymo data:

TriSalés sutarties Nr.:

Trisalés sutarties pasiraS§ymo data:

Tiekéjas:

Subtiekéjas:

Pirkéjas:

Visos [tiekiamos prekeés| [suteiktos paslaugos] nurodytos [prekiy] |[paslaugy] sarase, buvo
[pristatytos] [suteiktos], pateikti visi reikalingi dokumentai (sertifikatai, naudojimo ir prieziiiros

instrukcijos ir panasiai).

Pirkejas [pristatytas prekes]| [suteiktas paslaugas] priémée ir patvirtina, kad [pristatytos prekés|
[suteiktos paslaugos] atitinka sutarties salygas.

[Prekiy] [Paslaugy] sarasas:

Valiuta:| Eur

[Prekés] [Paslaugos] pavadinimas Vieneto

Eil. | [2sghyms [Prfszzatymo] Vietos [Gara'ntmts (ivardinant tikslius gamintoju ir modeliu Mato Kiekis| kaina be Suma be
Nr. data] [Suteikimo] data | adresas | terminas] <. vnt. PVM
pavadinimus) PVM
1 2 3 4 5 6 7 8 9 10=8x9

IS viso be PVM:

PVM [tarifas]*:|

IS viso su PVM:

Sis aktas neatleidZia Tiekéjo bei Pirkéjo nuo likusiy jy sutartiniy jsipareigojimy pagal nurodyta

Pirkimo sutartj vykdymo.

Perdavé Subtiekéjo atstovas | Patvirtino Tiekéjo atstovas Priémé Pirkéjo atstovas
'Vardas, Pavardé: \Vardas, Pavardé: 'Vardas, Pavardé:
Pareigos: Pareigos: Pareigos:
ParaSas: ParaSas: Parasas:
Data: Data: Data:
A.V. A.V.
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* - tais atvejais, kai pagal galiojancius teisés aktus tiekéjui nereikia moketi PVM, atitinkamos skiltys nepildomos ir nurodomos
priezastis, dél kuriy tiekéjas PVM nemoka.
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