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I SKYRIUS
SALYGU TIKSLAS

1. Teikdama Palantir Foundry licencijos i$plétimo papildomais
infrastruktiiros iStekliais pirkimo sutartyje (toliau — Sutartis) numatytas
paslaugas, Palantir Technologies UK, Ltd. (toliau — duomeny
tvarkytojas) tvarkys asmens duomenis Valstybés duomeny
agentiiros (toliau — duomeny valdytojas) vardu pagal Sias Asmens
duomeny tvarkymo salygas (toliau — Salygos).

2. Salygomis jgyvendinami 2016 m. balandzio 27 d. Europos
Parlamento ir Tarybos reglamento (ES) 2016/679 dél fiziniy asmeny
apsaugos tvarkant asmens duomenis ir dél laisvo tokiy duomeny
judéjimo ir kuriuo panaikinama Direktyva 95/46/EB (Bendrojo
duomeny apsaugos reglamento) (toliau — Reglamentas (ES) 2016/679)
28 straipsnio 3 dalies reikalavimai, nustatomos duomeny valdytojo ir
duomeny tvarkytojo teisés bei pareigos, duomeny valdytojo vardu
tvarkant asmens duomenis. Salygomis siekiama apsaugoti duomeny
subjekty teises, mazinti konkrecig asmens duomeny apsaugos rizika ir
uztikrinti duomeny valdytojo ir duomeny tvarkytojo santykiy bei
atitinkamy teisiy ir pareigy aiSkuma.

II SKYRIUS
SALIU JSIPAREIGOJIMALI

3. Duomeny valdytojas:

3.1. isipareigoja uztikrinti, kad asmens duomenys bty tvarkomi
laikantis Reglamento (ES) 2016/679, kity asmens duomeny apsaugg ir
(ar) tvarkyma reglamentuojanciy Europos Sajungos ar Lietuvos
Respublikos teisés akty ir $iy Salygy;

3.2. turi teis¢ ir pareigg priimti sprendimus dél asmens duomeny
tvarkymo tiksly ir priemoniy;

3.3. yra atsakingas, jskaitant, bet neapsiribojant, uz tai, kad asmens
duomeny tvarkymas, kurj duomeny tvarkytojui pavesta atlikti, turéty
teisinj pagrinda.

4.  Duomeny tvarkytojas jsipareigoja:

4.1. tvarkyti asmens duomenis tik pagal duomeny valdytojo pateiktus
dokumentais jformintus nurodymus, iSskyrus atvejus, kai to
reikalaujama pagal Europos Sgjungos ar Lietuvos Respublikos teisés
aktus, kurie yra taikomi duomeny tvarkytojui (tokiais atvejais
duomeny tvarkytojas informuoja duomeny valdytoja apie Siuos
reikalavimus, iSskyrus atvejus, kai teisés aktai draudziama minéta
informacija pateikti dél svarbaus viesojo intereso). Tokie nurodymai
pateikti Salygy 1 ir 2 prieduose. Duomeny valdytojas taip pat gali
pateikti tolesnius nurodymus viso asmens duomeny tvarkymo metu,
taCiau tokie su Sglygomis susij¢ nurodymai visada turi biiti pagrjsti
dokumentais;

4.2. nedelsiant informuoti duomeny valdytoja, jei duomeny valdytojo
nurodymai, duomeny tvarkytojo nuomone, priestarauja Reglamentui (ES)
2016/679 arba kitiems asmens duomeny apsauga reglamentuojantiems
Europos Sajungos ar Lietuvos Respublikos teisés aktams;

4.3. tvarkyti su asmens duomeny tvarkymo veikla, vykdoma duomeny
valdytojo vardu, susijusius jraus. Si pareiga taikoma kiekvienam
duomeny tvarkytojui ir, kai taikoma, duomeny tvarkytojo atstovui
pagal Reglamento (ES) 2016/679 30 straipsnio 2 dalj.

5. Atsakomybé uz duomeny valdytojo nurodymus, prieStaraujancius
Reglamentui (ES) 2016/679 arba kitiems asmens duomeny apsauga
reglamentuojantiems Europos Sajungos ar Lietuvos Respublikos teisés
aktams, kuriuos duomeny valdytojas reikalavo vykdyti nepaisant
Salygy 4.2 papunktyje nustatyta tvarka duomeny tvarkytojo pateiktos
duomeny valdytojui informacijos apie duomeny valdytojo pateikty
nurodymy prieStaravimga Reglamentui (ES) 2016/679 arba kitiems
asmens duomeny apsauga reglamentuojantiems Europos Sajungos ar
Lietuvos Respublikos teisés aktams, ir dél $iy duomeny valdytojo
nurodymy vykdymo kilusias pasekmes tenka duomeny valdytojui.

6. Sios Salygos neatleidzia Saliy nuo kity pareigy, kurios joms
taikomos pagal Reglamentg (ES) 2016/679 ar kitus teisés aktus.

CHAPTER I
PURPOSE OF THE CLAUSES

1. By providing the services provided in the Purchase Contract for
the extension of the Palantir Foundry license with additional
infrastructure resources (hereinafter referred to as the “Contract”),
Palantir Technologies UK, Ltd. (hereinafter referred to as the “Data
Processor”) will process personal data on behalf of the State Data
Agency (hereinafter referred to as the “Data Controller”), in
accordance with these Clauses for Data Processing (hereinafter
referred to as the “Clauses”).

2. The Clauses implement the requirements of Article 28(3) of
Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection
Regulation) (hereinafter referred to as “Regulation (EU) 2016/679),
and set out the rights and obligations of the Data Controller and the
Data Processor in processing of personal data on behalf of the Data
Controller. The Clauses shall be aimed at protecting the rights of the
data subjects, minimising the specific risks with respect to protection
of personal data and ensure the clarity of the relationship between the
Data Controller and the Data Processor and the respective rights and
obligations of the Data Controller and the Data Processor.

CHAPTER II
OBLIGATIONS OF THE PARTIES

3. The Data Controller:

3.1. is responsible for ensuring that personal data is processed in
accordance with Regulation (EU) 2016/679, other European Union or
the Republic of Lithuania law governing protection and/or processing
of personal data and these Clauses;

3.2. has the right and obligation to make decisions on the purposes
and means of processing of personal data;

3.3. shall be responsible, among other, for ensuring that processing of
personal data which is assigned to the Data Processor has legal grounds.

4.  The Data Processor:

4.1. processes personal data only in accordance with the documented
instructions issued by the Data Controller, except for the cases where this
is required by the European Union or Member State law applicable to
the Data Processor (in such cases, the Data Processor shall inform the
Data Controller of the legal requirement before processing, unless that
law prohibits such information for reasons of substantial public interest).
Such instructions shall be set out in Annex 1 and Annex 2 to the Clauses.
The Data Controller shall also be entitled to issue further instructions
during the entire period of the processing of personal data; however,
such instructions related to the Clauses must always be documented;

4.2. shall immediately notify the Data Controller if, in the opinion of
the Data Processor, the Data Controller’s instructions are in conflict
with Regulation (EU) 2016/679 or other European Union or the
Republic of Lithuania law governing protection of personal data;

4.3. shall maintain records related to the activities of processing of
personal data carried out on behalf of the Data Controller. The afore-
mentioned obligation shall apply to each Data Processor and, where
applicable, the representative of the Data Processor in accordance with
Article 30(2) of Regulation (EU) 2016/679.

5. The liability for the Data Controller’s instructions that are in
conflict with Regulation (EU) 2016/679 or other legal acts of the
European Union or the Republic of Lithuania that regulate the governing
protection of personal data, which the Data Controller required to
implement in spite of the information on contradiction of the Data
Controller’s instructions with Regulation (EU) 2016/679 or other
European Union or the Republic of Lithuania law governing protection
of personal data provided by the Data Processor to the Data Controller in
accordance with the procedure laid down in Subparagraph 4.2 of the
Clauses, as well as for the consequences of the execution of such
instructions of the Data Controller, shall be borne by the Data Controller.

6.  These Clauses shall not release the Parties from other obligations
applicable to them under Regulation (EU) 2016/679 or other legal acts.
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IIT SKYRIUS
KONFIDENCIALUMAS

7.  Duomeny tvarkytojas prieiga prie duomeny valdytojo vardu
tvarkomy asmens duomeny suteikia tik tiems asmenims, kuriems
vadovauja duomeny tvarkytojas, ir kurie yra jpareigoti laikytis
konfidencialumo arba kuriems taikoma teisiné konfidencialumo pareiga,
ir tik tuo atveju, jei jiems biitina su jais susipazinti. Salys uztikrina, kad:
7.1. Pasikeitus asmenims, kurie tvarko asmens duomenis, jy prieigos
teisés prie duomeny valdytojo asmens duomeny panaikinamos ne
véliau nei paskuting jo uzduociy, dél kuriy jiems bitina prieiga prie
duomeny valdytojo asmens duomeny, patikéty tvarkyti duomeny
tvarkytojui, diena, o tuo atveju jei nutriiksta duomeny tvarkytojo
darbuotojo darbo santykiai — ne véliau nei paskuting jo darbo diena.
7.2. Asmeny, kuriems suteikta prieiga prie asmens duomeny, sarasas
turi biiti periodiskai perzitirimas ne re¢iau kaip kartg kas tris ménesius.
Vadovaujantis Sia perzidira, tokia prieiga prie asmens duomeny
panaikinama, jei tokia prieiga nebereikalinga, todél asmens duomenys
nebegalés biti prieinami tiems asmenims.

8. Duomeny tvarkytojas duomeny valdytojo prasymu jrodo, kad
asmenims, kuriems vadovauja duomeny tvarkytojas ir kuriems pavesta
tvarkyti asmens duomenis, taikoma Salygy 7 punkte nurodyta
konfidencialumo pareiga. Sie jrodymai duomeny valdytojui teikiami
neatlygintinai.

IV SKYRIUS
DUOMENU TVARKYMO SAUGUMAS

9. Vadovaujantis Reglamento (ES) 2016/679 32 straipsniu,
duomeny valdytojas ir duomeny tvarkytojas jgyvendina tinkamas
technines ir organizacines priemones, kad biity uztikrintas pavojy
atitinkan¢io lygio saugumas, atsizvelgiant | techniniy galimybiy
i§sivystymo lygj, igyvendinimo sanaudas bei duomeny tvarkymo
pobidi, aprépti, konteksta ir tikslus, taip pat duomeny tvarkymo
keliamus jvairios tikimybés ir rimtumo pavojus fiziniy asmeny teiséms
ir laisvéms.

10. Duomeny valdytojas jvertina fiziniy asmeny teiséms ir laisvéms
galincig kilti rizikg tvarkant asmens duomentis ir jgyvendina priemones
Siai rizikai sumazinti. Priklausomai nuo jy tinkamumo, priemonés gali
biti Sios:

10.1. asmens duomeny pseudonimizavimas ir (ar) Sifravimas;

10.2. galimybé uztikrinti nuolatinj duomeny tvarkymo sistemy ir
paslaugy konfidencialuma, vientisuma, prieinamumag ir atsparuma;

10.3. galimybé laiku atkurti prieinamuma ir prieigg prie asmens
duomeny, jvykus fiziniam ar techniniam incidentui;

10.4. techniniy ir organizaciniy priemoniy, uZztikrinan¢iy duomeny
tvarkymo sauguma, reguliaraus testavimo, tikrinimo ir jvertinimo
procesas.

11. Pagal Reglamento (ES) 2016/679 32 straipsnj duomeny
tvarkytojas, nepriklausomai nuo duomeny valdytojo, taip pat jvertina
duomeny tvarkymo rizika, susijusia su asmens duomeny tvarkymo
veikla, kuriai atlikti duomeny valdytojas pasitelké duomeny tvarkytoja,
galinig kilti fiziniy asmeny teiséms ir laisvéms, ir jgyvendina
priemones §iai rizikai sumazinti. Siuo tikslu duomeny valdytojas
duomeny tvarkytojui pateikia visg informacija, reikalingg tokiai rizikai
nustatyti ir jvertinti.

12. Beto, duomeny tvarkytojas padeda duomeny valdytojui uztikrinti
duomeny valdytojo pareigy pagal Reglamento (ES) 2016/679
32 straipsnj vykdyma, teikdamas infer alia duomeny valdytojui
informacijg apie technines ir organizacines priemones, kurias duomeny
tvarkytojas jau jgyvendino pagal Reglamento (ES) 2016/679
32 straipsnj kartu su visa kita informacija, reikalinga duomeny
valdytojui jvykdyti duomeny valdytojo pareigas pagal Reglamento
(ES) 2016/679 32 straipsnj.

13. Jei, atsizvelgiant j duomeny valdytojo atlikta vertinima,
nustatytai rizikai sumazinti duomeny tvarkytojas turi jgyvendinti
papildomas priemones, duomeny valdytojas Sias priemones nurodo
Salygy 2 priede, o duomeny tvarkytojas savo saskaita turi jgyvendinti
papildomas priemones ir tas, kurias jau jgyvendino pagal Reglamento
(ES) 2016/679 32 straipsnj. Duomeny tvarkytojas turi duomeny
valdytojui suteikti visg informacija, kuri biitina siekiant jrodyti Salygy
IV ir X skyriuose nustatyty duomeny tvarkytojo pareigy vykdyma. Si
informacija duomeny valdytojui teikiama neatlygintinai.

CHAPTER III
CONFIDENTIALITY

7. The Data Processor shall grant access to the personal data processed
on behalf of the Data Controller only to the persons under the Data
Processor’s authority who have committed themselves to confidentiality
or are under an appropriate statutory obligation of confidentiality and
only on a need-to-know basis. The Parties shall ensure that:

7.1. In case of a need to change in the persons having access to
personal data, their right of access to the Data Controller’s personal
data shall be revoked not later than on the last day on which their tasks
require them to have access to the personal data of the Data Controller
entrusted to Data Processor. In case of discontinuation of employment
relationship with the employee of the Data Processor, the access rights
to the Data Controller’s personal data shall be revoked not later than
on the last day of work.

7.2. The list of persons granted access to personal data shall be
reviewed on a periodical basis at least every 3 months. Following the
afore-mentioned review, such access to personal data shall be
suspended if such access is no longer necessary; thus, personal data
cannot be accessible to such persons.

8. Upon the Data Controller’s request, the Data Processor shall
demonstrate that the persons who are supervised by the Data Processor
and to whom processing of personal data is assigned are subject to the
obligation of confidentiality provided for in Paragraph 7 hereof. This
demonstration shall be provided to the Data Controller free of charge.

CHAPTER 1V
SECURITY OF PROCESSING

9. Following Article 32 of Regulation (EU) 2016/679, the Data
Controller and the Data Processor shall implement appropriate
technical and organisational measures to ensure a level of security
appropriate to the risk, taking into account the state of the art, the costs
of implementation and the nature, scope, context and purposes of
processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons.

10. The Data Controller shall assess possible risk to the rights and
freedoms of natural persons in processing of personal data and
implement measures to minimise such risk. Depending on the
appropriateness of the measures, they may be as follows:

10.1. the pseudonymisation and/or encryption of personal data;

10.2.the ability to ensure the continues confidentiality, integrity,
availability and resilience of processing systems and services;

10.3. the ability to restore the availability and access to personal data
in a timely manner in the event of a physical or technical incident;

10.4. a process for regular testing, inspecting and evaluating the technical
and organisational measures for ensuring the security of the processing.

11.  According to Article 32 of Regulation (EU) 2016/679, the Data
Processor shall also — independently from the Data Controller —
evaluate the risks to the rights and freedoms of natural persons inherent
in the processing activity entrusted to it by the Data Controller, and
implement the measures to mitigate those risk. To this end, the Data
Controller shall provide the Data Processor with all information
necessary for identification and assessment of such risk.

12. Furthermore, the Data Processor shall help the Data Controller in
ensuring compliance with the Data Controller’s obligation provided for
in Article 32 of Regulation (EU) 2016/679 inter alia providing the Data
Controller with information on technical and organisational measures
which have already been implemented by the Data Processor under
Article 32 of Regulation (EU) 2016/679 together with all other
information necessary for the Data controller to comply with its
obligation under Article 32 of Regulation (EU) 2016/679.

13. If, according to the assessment made by the Data Controller, the
mitigation of the identified risks requires further measures to be
implemented by the Data Processor, the Data Controller shall specify
these additional measures in Annex 2 hereto, and the Data Processor
shall implement, at its own expense, the additional measures and the
measures which have already been implemented under Article 32 of
Regulation (EU) 2016/679. The Data Processor shall make available to
the Data Controller all information necessary to demonstrate compliance
with obligations of the Data Processor as provided for in Chapters [V
and X of the Clauses. This information shall be provided to the Data
Controller free of charge.
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V SKYRIUS
KITU DUOMENU TVARKYTOJU PASITELKIMAS

14. Duomeny tvarkytojas turi laikytis Reglamento (ES) 2016/679
28 straipsnio 2 ir 4 dalyse nurodytus reikalavimus, kad galéty pasitelkti
kita duomeny tvarkytoja (toliau — pagalbinis duomeny tvarkytojas).

15. Duomeny valdytojas leidzia duomeny tvarkytojui Salygy 1 priedo
1 punkte nurodytais tikslais pasitelkti Siame punkte nurodytus pagalbinius
duomeny tvarkytojus. Siekiant pasitelkti minétus pagalbinius duomeny
tvarkytojus asmens duomeny tvarkymui kitais tikslais nei tikslai, nustatyti
Salygu 1 priedo 1 punkte, biitinas rasytinis duomeny valdytojo leidimas.

Eil. |Pavadinimas,
Nr. |vardas, pavardé

Imonés kodas / Buveinés | Asmens
individualios veiklos |adresas / duomeny
pazyméjimo numeris | gyvenamo- |tvarkymo

arba verslo liudijimo | sios vietos | apraSymas
numeris adresas
1. |Nurodykite
pasitelkta
pagalbinj
duomeny
tvarkytoja

16. Duomeny tvarkytojas pasitelkia pagalbinj duomeny tvarkytoja tik
pagal Sias Salygas gaves specialy iSankstinj duomeny valdytojo
leidimg. Duomeny tvarkytojas turi raStu pateikti prasyma dél
specialaus leidimo pasitelkti pagalbinj duomeny tvarkytoja bent jau
trisde§imt dieny iki numatomos atitinkamo pagalbinio duomeny
tvarkytojo pasitelkimo dienos. Duomeny valdytojas per dvideSimt
dieny nuo duomeny tvarkytojo praSymo gavimo dienos rastu pranesa
duomeny tvarkytojui, ar leidZziama pasitelkti prasyme nurodyta
pagalbinj duomeny tvarkytoja.

17. Kai duomeny tvarkytojas konkrec¢iai duomeny tvarkymo veiklai
duomeny valdytojo vardu atlikti pasitelkia pagalbinj duomeny
tvarkytoja, sutartimi ar kitu teisés aktu pagal Europos Sajungos ar
Lietuvos Respublikos teisg, tam pagalbiniam duomeny tvarkytojui
nustatomos tos pacios duomeny apsaugos prievolés, kaip ir prievolés,
nustatytos Salygose ar kitame teisés akte, visy pirma prievolé
pakankamai uztikrinti, kad tinkamos techninés ir organizacinés
priemonés bus jgyvendintos tokiu budu, kad duomeny tvarkymas
atitikty Salygy ir Reglamento (ES) 2016/679 reikalavimus. Prie$
pradédamas tvarkyti asmens duomenis, duomeny tvarkytojas
informuoja pagalbinj duomeny tvarkytoja apie tai, kurio duomeny
valdytojo asmens duomeny tvarkymui jis yra pasitelkiamas,
nurodydamas duomeny valdytojo tapatybe ir kontaktinius duomentis.
18. Salygy su pagalbiniu duomeny tvarkytoju kopija ir jos vélesni
pakeitimai, duomeny valdytojo praSymu, pateikiami duomeny
valdytojui, tokiu biidu suteikiant duomeny valdytojui galimybeg
uztikrinti, kad pagalbiniam duomeny tvarkytojui taikomos tos pacios
duomeny apsaugos prievolés, kaip yra nustatyta Salygose. Duomeny
tvarkytojas turi informuoti duomeny valdytoja apie visus netinkamo
pagalbinio duomeny tvarkytojo pareigy, nustatyty tokia sutartimi ar
kitu teisés aktu, atvejus. Duomeny valdytojui néra privaloma pateikti
asmens duomeny tvarkymo sutarties dél su verslu susijusiy nuostaty,
kurios nedaro jtakos su pagalbiniu duomeny tvarkytoju sudarytos
sutarties teisinéms asmens duomeny apsaugos salygoms.

19. Duomeny tvarkytojas turi susitarti su pagalbiniu duomeny
tvarkytoju, jei toks pasitelkiamas, kad duomeny tvarkytojo bankroto
atveju, duomeny valdytojas turi teis¢ tegsti duomeny tvarkymo
santykius su duomeny tvarkytojo pasitelktu pagalbiniu duomeny
tvarkytoju tiesiogiai ir (arba) teikti tiesioginius nurodymus dél
duomeny tvarkymo, pavyzdziui, nurodyti pagalbiniam duomeny
valdytojui istrinti arba grazinti asmens duomenis.

20. Duomeny tvarkytojas yra atsakingas uz reikalavima, kad
pagalbinis duomeny tvarkytojas laikytysi bent ty pareigy, kurios
duomeny tvarkytojui taikomos pagal Salygas ir Reglamentg (ES)
2016/679. Jei pagalbinis duomeny tvarkytojas nevykdo asmens
duomeny apsaugos prievoliy, duomeny tvarkytojas islieka visiskai
atsakingas duomeny valdytojui uz pagalbinio duomeny tvarkytojo
prievoliy vykdyma. Tai nedaro jtakos duomeny subjekty teiséms pagal
Reglamenta (ES) 2016/679, ypac¢ Reglamento (ES) 2016/679 79 ir 82
straipsniuose numatytoms teiséms, duomeny valdytojo ir duomeny
tvarkytojo, jskaitant pagalbinius duomeny tvarkytojus, atzvilgiu.

CHAPTER V
ENGAGEMENT OF OTHER DATA PROCESSORS

14. The Data Processor shall comply with the requirements set forth
in Articles 28(2) and 28(4) of Regulation (EU) 2016/679 in order to
engage another data processor (hereinafter referred to as the “Sub-
processor”).

15. The Data Controller shall allow the Data Processor to engage the
Sub-processors referred to in this Paragraph for the purposes set out in
Paragraph 1 of Annex 1 to the Clauses. The engagement of the
aforementioned Sub-processors for the processing of personal data for
purposes other than those set out in Paragraph 1 of Annex 1 to the Clauses
shall be subject to the written authorisation of the Data Controller.

Se- Title, name, Company code / | Registered Description
quence| surname Individual activity | office address /| of personal
No. certificate number /| Address of data
Business license | place of processing
number residence
1. Specify the
engaged

Sub-processor

16. The Data Processor shall engage the Sub-processor only upon
receipt of a prior special written authorisation of the Data Controller in
accordance with these Clauses. The Data Processor shall submit a
written request for special authorisation for engagement of the Sub-
processor at least 30 days before the date of engagement of the
respective Sub-processor. The Data Controller shall notify the Data
Processor in writing, within twenty days of receipt of the Data
Processor’s request, whether it is permitted to engage the Sub-
processor specified in the request.

17. Where the Data Processor engages the Sub-processor for carrying
out the particular processing on behalf of the Data Controller, the same
data protection obligations as set out between the Data Controller and
the Data Processor shall be imposed on the Sub-processor by way of a
contract or another legal act under European Union or the Republic of
Lithuania law, in particular providing sufficient guarantees to
implement appropriate technical and organisational measures so that
processing meets the requirements of Regulation (EU) 2016/679. Prior
to personal data processing, the Data Processor shall inform the Sub-
processor of the identity and contact details of the Data Controller for
which the Sub-processor processes personal data.

18. Upon request of the Data Controller, a copy of the contract with
the Sub-processor and subsequent amendments thereto shall be
provided to the Data Controller, thus enabling the Data Controller to
ensure that the Sub-processor is subject to the same data protection
obligations as laid down by the Clauses. The Data Processor shall
notify the Data Controller of any failure by the Sub-processor to fulfil
its obligations under that contract or other legal act binding on Sub-
processor. The Data Processor shall not be obliged to provide the
provisions of the data processing agreement on the business-related
issues which do not have an impact on the terms and conditions of the
legal protection of personal data of the contract concluded with the
Sub-processor.

19. The Data Processor shall agree on a third-party beneficiary clause
with the Sub-processor (if any) providing that in case of bankruptcy of
the primary Data Processor, the Data Controller shall be entitled to
enforce the data processing agreement directly against the Sub-
processor engaged by the primary Data Processor and/or issue direct
instructions on processing, for example, instruct the Sub-processor to
delete or return personal data.

20. The Data Processor shall be responsible for requiring that the
Sub-processor at least complies with the obligations to which the Data
Processor is subject pursuant to the Clauses and Regulation (EU)
2016/679. If the Sub-processor fails to fulfil the personal data
protection obligations, the Data Processor shall remain fully liable
towards the Data Controller for fulfilment of the Sub-processor’s
obligations. This shall not affect the data subjects’ rights provided for
in Regulation (EU) 2016/679, in particular, the rights provided for in
Articles 79 and 82 of Regulation (EU) 2016/679 in respect of the Data
Controller and the Data Processor, including the rights in respect of the
Sub-processors.
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VI SKYRIUS

DUOMENU PERDAVIMAS | TRECIASIAS VALSTYBES
ARBA TARPTAUTINEMS ORGANIZACIJOMS

21. Duomeny tvarkytojas asmens duomenis gali perduoti j valstybes
ne Europos Ekonominés Erdvés teritorijoje (toliau — treciosios
valstybés) ar tarptautinéms organizacijoms tik gaves duomeny
valdytojo dokumentais jformintus nurodymus ir laikantis Reglamento
(ES) 2016/679 V skyriaus reikalavimy.

22. Jei asmens duomenis treCiosioms valstybéms ar tarptautinéms
organizacijoms reikia perduoti pagal Europos Sajungos ar Lietuvos
Respublikos teisés aktus, kuriy turi laikytis duomeny tvarkytojas, nors
duomeny valdytojas nedavé nurodymy duomeny tvarkytojui tai atlikti,
duomeny tvarkytojas informuoja duomeny valdytoja apie §j teisinj
reikalavima prie§ duomeny perdavima, nebent tas teisés aktas draudzia
perduoti tokig informacija.

23. Duomeny tvarkytojas be duomeny valdytojo dokumentais
iforminty nurodymy arba be konkretaus reikalavimo pagal Europos
Sajungos ar Lietuvos Respublikos teisés aktus negali pagal Sias
Salygas:

23.1.perduoti asmens duomenis duomeny valdytojui ar duomeny
tvarkytojui treciojoje valstyb¢je ar tarptautinéje organizacijoje;
23.2.perduoti asmens duomeny tvarkymg pagalbiniam duomeny
tvarkytojui tre€iojoje valstybéje;

23.3.]eisti, kad asmens duomenis tvarkyty duomeny tvarkytojas
treCiojoje valstybéje.

24. Duomeny valdytojo nurodymai ar leidimai dél asmens duomeny
perdavimo | trecigjg valstybe, jskaitant, jei taikoma, asmens duomeny
perdavimo j trecigsias valstybes Reglamento (ES) 2016/679 V skyriuje
nustatytus pagrindai, kuriais duomeny valdytojo nurodymai yra
grindZiami, pateikiami Salygy 2 priede.

25. Sios Salygos néra standartinés duomeny apsaugos salygos,
apibréztos Reglamento (ES) 2016/679 46 straipsnio 2 dalies ¢ ir d
punktuose, ir Salys negali remtis Salygomis kaip asmens duomeny
perdavimo | treCigsias valstybes ar tarptautinéms organizacijoms
pagrindu pagal Reglamento (ES) 2016/679 V skyriy.

VII SKYRIUS
PAGALBA DUOMENU VALDYTOJUI

26. Atsizvelgdamas | duomeny tvarkymo pobudj, duomeny
tvarkytojas, kiek tai jmanoma, padeda duomeny valdytojui tinkamomis
techninémis ir organizacinémis priemonémis jvykdyti duomeny
valdytojo prievoles atsakyti j praSymus naudotis duomeny subjekto
teisémis, nustatytomis Reglamento (ES) 2016/679 III skyriuje. Tai
reiskia, kad duomeny tvarkytojas, kiek tai jmanoma, padeda duomeny
valdytojui, kad duomeny valdytojas jgyvendinty:

26.1. teis¢ biti informuotam renkant asmens duomenis i§ duomeny
subjekto;

26.2.teis¢ biiti informuotam, kai asmens duomenys yra gauti ne i§
duomeny subjekto;

26.3. teis¢ susipazinti su duomenimis;

26.4. teis¢ reikalauti iStaisyti duomenis;

26.5. teise reikalauti istrinti duomenis (,,teis¢ buiti pamirStam®);

26.6. teis¢ apriboti duomeny tvarkyma;

26.7. prievolg pranesti apie asmens duomeny iStaisyma ar iStrynima
arba duomeny tvarkymo apribojima;

26.8. teis¢ | duomeny perkeliamuma;

26.9. teis¢ nesutikti su duomeny tvarkymu;

26.10. teise, kad nebuity taikomi sprendimai, pagrjsti vien automatiniu
tvarkymu, jskaitant profiliavima.

27. Be duomeny tvarkytojo prievolés padéti duomeny valdytojui
pagal Salygy 12 punkta, duomeny tvarkytojas, atsizvelgdamas j
tvarkymo pobudj ir duomeny tvarkytojui prieinama informacija, taip
pat padeda duomeny valdytojui uztikrinti:

CHAPTER VI

TRANSFER OF DATA TO THIRD COUNTRIES OR
INTERNATIONAL ORGANISATIONS

21. The Data Processor shall be entitled to transfer personal data to
countries outside the European Economic Area (hereinafter referred to
as “third countries”) or international organisations only after receipt of
the documented instructions of the Data Controller and in accordance
with the requirements of Chapter V of Regulation (EU) 2016/679.

22. If personal data must be transferred to third countries or
international organisations in accordance with European Union or the
Republic of Lithuania law which must be complied with by the Data
Processor although the Data Controller has not given instructions to do
this to the Data Processor, the Data Processor shall notify the Data
Controller of the aforementioned legal requirement prior to transfer of
data, unless such legal act prohibits communication of such
information.

23. The Data Processor shall not be entitled to carry out the following
actions without the documented instructions of the Data Controller or
the particular request under European Union or the Republic of
Lithuania law in accordance with these Clauses:

23.1. to transfer personal data to a data controller or a data processor in
a third country or in an international organisation;

23.2.to transfer processing of personal data to a sub-processor in a
third country;

23.3.to allow a data processor to process personal data in a third
country.

24. The Data Controller’s instructions or approval regarding transfers
of personal data to a third country including, if applicable, the transfer
tool under Chapter V of Regulation (EU) 2016/679 on which the Data
Controller’s instructions are based, shall be set out in Annex 2 of these
Clauses.

25. These Clauses shall not be standard data protection clauses
defined in Articles 46(2)(c) and 46(2)(d) of Regulation (EU) 2016/679
and the Parties shall not be entitled to rely on the Clauses as the basis of
transfer of personal data to third countries or international organisations
in accordance with Chapter V of Regulation (EU) 2016/679.

CHAPTER VIIL
ASSISTANCE TO THE DATA CONTROLLER

26. Taking into account the nature of processing, the Data Processor
shall assist the Data Controller to fulfil the Data Controller’s obligation
to respond to the requests for exercise of the data subject’s rights
provided for in Chapter III of Regulation (EU) 2016/679 by appropriate
technical and organisational measures, insofar as this is possible. This
implies that the Data Processor shall, insofar as this is possible, assist
the Data Controller in its obligation to give effect to the following data
subject rights:

26.1. the right to be informed when personal data have been obtained
from the data subject;

26.2. the right to be informed when personal data have been obtained
not from the data subject;

26.3. the data subject’s right to access data;

26.4. the right to rectification;

26.5. the right to erasure (“right to be forgotten”);
26.6. the right to restriction of processing;

26.7. the notification obligation regarding rectification or erasure of
personal data or restriction of processing;

26.8. the right to data portability;
26.9. the right to object to processing;

26.10. the right not to be subject to decisions based solely on automated
processing, including profiling.

27. In addition to the Data Processor’s obligation to assist the Data
Controller in accordance with Paragraph 12 hereof, the Data Processor,
taking into account the nature of processing and information available
to the Data Processor, shall also assist the Data Controller in ensuring
compliance with:
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27.1. duomeny valdytojo pareiga nedelsiant ir, jei jmanoma, ne véliau
kaip per 72 valandas po to, kai apie tai suzinojo, pranesti apie asmens
duomeny saugumo pazeidima kompetentingai priezitiros institucijai —
Valstybinei duomeny apsaugos inspekcijai, nebent asmens duomeny
saugumo pazeidimas neturéty kelti pavojaus fiziniy asmeny teiséms ir
laisvéms;

27.2.duomeny valdytojo pareiga nepagristai nedelsiant pranesti
duomeny subjektui apie asmens duomeny pazeidima, kai asmens
duomeny saugumo pazeidimas gali sukelti didelg rizika fiziniy asmeny
teiséms ir laisvéms;

27.3. duomeny valdytojo pareiga atlikti numatyty asmens duomeny
tvarkymo operacijy poveikio duomeny apsaugai vertinima, kai asmens
duomeny tvarkymo budas gali sukelti didele rizika fiziniy asmeny
teiséms ir laisvéms;

27.4. duomeny valdytojo pareiga konsultuotis su kompetentinga
prieziliros institucija — Valstybine duomeny apsaugos inspekcija prie§
pradedant duomeny tvarkyma, jei poveikio duomeny apsaugos
vertinimas rodo, kad duomeny tvarkymas sukelty didele rizika, jei
duomeny valdytojas nesiimty priemoniy tai rizikai sumazinti.

28. Salys Salygy 2 priede nustato tinkamas technines ir organizacines
priemones, kurias turi taikyti duomeny tvarkytojas siekiant padéti
duomeny valdytojui jgyvendinti duomeny subjekto teises ir vykdyti
Reglamento (ES) 2016/679 33-36 straipsniuose jtvirtintas pareigas.
Tai taikoma prievoléms, nurodytoms Salygy 27 punkte.

29. Duomeny tvarkytojas teikia pagalba duomeny valdytojui pagal
Salygy 12, 26-28 punktus neatlygintinai.

VIII SKYRIUS

PRANESIMAS APIE ASMENS DUOMENU SAUGUMO
PAZEIDIMA

30. Duomeny tvarkytojas, suzinojes apie asmens duomeny saugumo
pazeidima, nepagristai nedelsdamas apie tai praneSa duomeny
valdytojui. Duomeny tvarkytojas praneSsa duomeny valdytojui ne
véliau kaip per dvideSimt keturias valandas po to, kai duomeny
tvarkytojas suzinojo apie asmens duomeny saugumo pazeidima, kad
duomeny valdytojas galéty jvykdyti duomeny valdytojo pareiga
pranesti apie asmens duomeny saugumo pazeidimg kompetentingai
priezitiros institucijai, pagal Reglamento (ES) 2016/679 33 straipsn;.

31. Salyguy 27.1 papunktyje nurodyta duomeny tvarkytojo pareiga
padéti duomeny valdytojui praneSti kompetentingai priezitiros
institucijai apie asmens duomeny pazeidimag reiskia, kad duomeny
tvarkytojas privalo duomeny valdytojui padéti gauti toliau i§vardyta
informacija, kuri, remiantis Reglamento (ES) 2016/679 33 straipsnio 3
dalimi, turi biti nurodyta duomeny valdytojo pranesime kompetentingai
priezifiros institucijai:

31.1. asmens duomeny pobudis, jskaitant, jei jmanoma, atitinkamy
duomeny subjekty kategorijos ir apytikslis jy skaiius bei atitinkamy
asmens duomeny kategorijos ir apytikslis skaicius;

31.2. tikétinos asmens duomeny pazeidimo pasekmés;

31.3. priemonés, kuriy émési ar sitlo imtis duomeny valdytojas dél
asmens duomeny pazeidimo, jskaitant, jei reikia, priemones, skirtas
suSvelninti galimg neigiama pazeidimo poveikj;

31.4.bet kokia kita reikSminga informacija, kuri yra ar gali biti
reikalinga duomeny valdytojui rengiant praneSimg arba atsakant |
papildomus su asmens duomeny saugumo pazeidimu susijusius
kompetentingos prieziliros institucijos rastus.

32. Salygy 2 priede nustatomi visi elementai, kuriuos turi pateikti
duomeny tvarkytojas, padédamas duomeny valdytojui pranesti
kompetentingai prieziiiros institucijai apie asmens duomeny saugumo
pazeidima. Jei duomeny tvarkytojas duomeny valdytojui pateikia ne
visa informacijg apie asmens duomeny saugumo pazeidimga arba véliau
paaiskéja papildoma informacija, duomeny tvarkytojas privalo
nepagristai nedelsdamas, bet ne véliau kaip per dvideSimt keturias
valandas nuo informacijos paaiskéjimo pateikti papildomg pranesima
duomeny valdytojui, nurodydamas visg triikstama informacija.

33. Duomeny tvarkytojas duomeny valdytojo praSymu, papildomai
prie Salygu 32 punkte nurodytos informacijos, pateikia dokumenty,
pavyzdziui, pagrindzianéiy atliktus veiksmus, taikytas priemones ar
atliktus vidinius patikrinimus ir jy i§vady, kopijas.

34. Duomeny tvarkytojas Siame Salygy skyriuje nurodytus veiksmus
atlieka neatlygintinai.

27.1.the Data Controller’s obligation to without undue delay and,
where feasible, not later than within 72 hours after having become
aware of it, notify the competent supervisory authority — the State Data
Protection Inspectorate — of the personal data breach, unless the
personal data breach is unlikely to result in a risk to the rights and
freedoms of natural persons;

27.2. the Data Controller’s obligation to notify without undue delay the
data subject if personal data breach is likely to result in a high risk to
the rights and freedoms of natural persons;

27.3.the Data Controller’s obligation to carry out a data protection
impact assessment of the envisaged personal data processing
operations where a type of processing is likely to result in a high risk
to the rights and freedoms of natural persons;

27.4.the Data Controller’s obligation to consult the competent
supervisory authority — the State Data Protection Inspectorate — prior
to processing if the data protection impact assessment indicates that
processing of data would result in high risk if the Data Controller fails
to take measures to mitigate the risk.

28. The Parties shall establish in Annex 2 hereto the appropriate
technical and organisational measures which should be taken by the
Data Processor to assist the Data Controller with the data subject rights
and with the obligations under Articles 33 to 36 of Regulation (EU)
2016/679. This applies to the obligations set out in Paragraph 27 of the
Clauses.

29. The Data Processor shall provide assistance to the Data Controller
in accordance with Paragraphs 12, 26-28 of the Clauses free of charge.

CHAPTER VIII
NOTIFICATION OF PERSONAL DATA BREACH

30. The Data Processor shall notify the Data Controller without
undue delay after becoming aware of a personal data breach. The Data
Processor shall notify the Data Controller within 24 hours from the
moment on which the Data Processor becomes aware of the personal
data breach so that the Data Controller could fulfil the Data
Controller’s obligations to report the personal data breach to the
competent supervisory authority in accordance with Article 33 of
Regulation (EU) 2016/679.

31. The obligation to assist the Data Controller to notify the
competent supervisory authority of a personal data breach provided for
in Paragraph 27.1 hereof shall imply that the Data Processor must assist
the Data Controller to obtain the information specified below which,
according to Article 33(3) of Regulation (EU) 2016/679, must be
indicated in the Data Controller’s notification to the competent
supervisory authority:

31.1. the nature of the personal data including, where possible, the
categories and approximate number of data subjects concerned and the
categories and approximate number of personal data concerned;

31.2. the likely consequences of the personal data breach;

31.3. the measures taken or proposed to be taken by the Data Controller
to address the personal data breach, including, where appropriate,
measures to mitigate its possible adverse effects;

31.4. any other relevant information which is or may be necessary for
the Data Controller when preparing the notification or responding to
additional requests of the competent supervisory authority related to
the personal data breach.

32. Annex 2 to the Clauses shall set out all elements which must be
provided by the Data Processor to assist the Data Controller to notify
the competent supervisory authority of a personal data breach. If the
Data Processor fails to provide all information on the personal data
breach to the Data Controller or later additional information becomes
evident, the Data Processor shall be obliged to without undue further
delay but not later than within 24 hours from the moment of becoming
aware of new information give an additional notification to the Data
Controller specifying all missing information.

33. Upon request of the Data Controller, in addition to the
information provided for in paragraph 31 hereof, the Data Processor
shall provide copies of the documents, for example, the documents
justifying the carried out actions, applied measures or carried out
internal inspections and conclusions of the inspections.

34. The Data Processor shall perform the activities referred to in this
section of the Clauses free of charge.
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IX SKYRIUS
DUOMENU TRYNIMAS IR GRAZINIMAS

35. Pasibaigus asmens duomeny tvarkymo paslaugy teikimui,
duomeny tvarkytojas privalo duomeny valdytojo pasirinkimu i$trinti
visus asmens duomenis, tvarkomus duomeny valdytojo vardu, ir
jrodyti duomeny valdytojui, kad tai padaré ir (arba) grazinti visus
asmens duomenis duomeny valdytojui ir iStrinti esamas kopijas, nebent
asmens duomenis reikia saugoti pagal Europos Sajungos ar Lietuvos
Respublikos teisés aktus.

X SKYRIUS
DUOMENU TVARKYTOJO AUDITAS IR TIKRINIMAS

36. Duomeny tvarkytojas duomeny valdytojui neatlygintinai suteikia
visg informacija, reikalingg jrodyti, kad laikomasi Reglamento (ES)
2016/679 28 straipsnyje ir Salygose nustatyty pareigy, ir sudaro
salygas bei padeda atlikti duomeny valdytojui ar kitam duomeny
valdytojo jgaliotam auditoriui audita, jskaitant patikrinimus vietoje.

37. Duomeny valdytojo atlieckamam duomeny tvarkytojo ir pagalbiniy
duomeny tvarkytojy auditui, jskaitant patikrinimus, taikomos Salygy
2 Priedo 7 ir 8 punktuose nurodytos procediiros.

38. Duomeny tvarkytojas turi suteikti prieziiros institucijoms, kurios
pagal galiojancius teisés aktus turi prieiga prie duomeny valdytojo ir
duomeny tvarkytojo jrenginiy, arba atstovams, veikiantiems tokiy
prieziliros institucijy vardu, prieiga prie duomeny tvarkytojo fiziniy
priemoniy ar atlikti kitus priezitiros institucijy nurodytus veiksmus
auditui ar kitam patikrinimui atlikti. Salys turi kompetentingy
prieziliros institucijy praSymu pateikti Siose Salygose nurodyta
informacija, jskaitant audity rezultatus.

XI SKYRIUS
BAIGIAMOSIOS NUOSTATOS

39. Salygos jsigalioja nuo Sutarties pasiraSymo dienos.

40. Sutartyje numatyty paslaugy teikimo laikotarpiu Salygy taikymas
negali buti nutrauktas, jei Sutarties Salys néra susitarusios dél kity
asmens duomeny tvarkyma reglamentuojanc¢iy nuostaty.

41. Jei Sutartyje numatyty paslaugy teikimas nutraukiamas, o asmens
duomenys istrinami arba grazinami duomeny valdytojui pagal Salygy
35 punkta ir Salygy 2 Priedo 4 punkta, Salygy taikymas gali baiti
nutraukiamas bet kuriai Saliai pateikus raSytinj pranesima.

42. Nedarant poveikio jokioms Reglamento (ES) 2016/679
nuostatoms, duomeny tvarkytojui pazeidus pareigas pagal Salygas,
duomeny valdytojas gali nurodyti duomeny tvarkytojui laikinai
sustabdyti asmens duomeny tvarkyma iki pastarasis pradés laikytis
Salygy arba Salygy taikymas bus nutrauktas. Duomeny tvarkytojas
nedelsdamas informuoja duomeny valdytoja, jei dél kokios nors
priezasties jis negali vykdyti Salygy.

43. Duomeny valdytojas turi teis¢ nutraukti Salygy taikyma ir
Sutartj, jeigu:

43.1. duomeny tvarkytojas i§ esmés arba nuolat pazeidzia Salygas arba
savo jsipareigojimus pagal Reglamentg (ES) 2016/679;

43.2. duomeny tvarkytojas nesilaiko privalomo teismo arba priezitiros
institucijos sprendimo dél jpareigojimy pagal Salygas arba Reglamenta
(ES) 2016/679;

43.3. duomeny valdytojas sustabdé duomeny tvarkytojo atliekama
asmens duomeny tvarkymag pagal Salygy 42 punkta ir (ar) 43.1
papunktj ir (ar) 43.2 papunktj ir atitiktis Sioms Salygoms néra atkurta
per duomeny valdytojo nurodyta terming ne ilgesnj nei vienas ménuo
nuo asmens duomeny tvarkymo sustabdymo dienos.

44. Salygos turi pirmenybe prie§ bet kokias panaSias su asmens
duomeny tvarkymu susijusias nuostatas kituose Saliy susitarimuose.
45. Salygy neatskiriama dalis yra:

45.1. Salygy 1 priedas ,Informacija apie asmens duomeny tvarkyma*;
45.2. Salygy 2 priedas ,,Nurodymai, kaip tvarkyti asmens duomenis®.
46. Kiekviena Salis paskiria asmenj, atsakinga uz Salygy vykdyma.

CHAPTER IX
ERASURE AND RETURN OF DATA

35. Upon termination of the provision of personal data processing
services, the Data Processor shall be obliged, at the choice of the Data
Controller, to delete all personal data processed on behalf of the Data
Controller and demonstrate to the Data Controller that the Data Processor
did this and/or return all personal data to the Data Controller and delete
the existing copies unless the personal data must be stored in accordance
with the laws of the European Union or the Republic of Lithuania.

CHAPTER X
AUDIT AND INSPECTION OF THE DATA PROCESSOR

36. The Data Processor shall make available to the Data Controller
all information necessary to demonstrate compliance with the
obligations set out in Article 28 of Regulation (EU) 2016/679 and the
Clauses as well as enable and assist the Data Controller or another
auditor mandated by the Data Controller to carry out an audit including
on-the-spot inspections.

37. An audit (including inspections) of the Data Processor and Sub-
processors carried out by the Data Controller shall be subject to the
procedures provided for in Paragraphs 7 and 8 of Annex 2 hereto.

38. The Data Processor shall grant the supervisory authorities which,
according to the law in force, have access to the equipment of the Data
Controller and the Data Processor, or the representatives acting on
behalf of such supervisory authorities access to the Data Processor’s
physical facilities or fulfil other instructions of the supervisory
authorities to carry out an audit or another inspection. The Parties shall
make the information referred to in this Clause, including the results of
any audits, available to the competent supervisory authority on request.

CHAPTER XI
FINAL PROVISIONS

39. The Clauses shall come into force from the date of signature of
the Contract.

40. During the period of provision of the services provided for in the
Contract, the Clauses cannot be terminated if the Parties have not
agreed on other provisions governing the processing of personal data.

41. If provision of services provided for in the Contract is terminated
and personal data are deleted or returned to the Data Controller in
accordance with Paragraph 35 of the Clauses and Paragraph 4 of Annex
2 to the Clauses, the Clauses may be terminated by a written notice
given by either Party.

42. Without prejudice to any provisions of Regulation (EU) 2016/679,
if the Data Processor breaches the obligations hereunder, the Data
Controller shall be entitled to instruct the Data Processor to suspend
personal data processing on a temporary basis till the latter complies
with the Clauses or the Clauses are terminated. The Data Processor
shall immediately notify the Data Controller if the Data Processor
cannot perform its tasks as agreed in the Clauses for any reason.

43. The Data Controller shall be entitled to terminate the application
of the Clauses and the Contract if::

43.1.the Data Processor substantially or persistently breaches the
Clauses or obligations under Regulation (EU) 2016/679;

43.2. the Data Processor fails to comply with the binding decision of
the court or supervisory authority in relation to the obligations provided
for in the Clauses or Regulation (EU) 2016/679;

43.3. the processing of personal data by the Data Processor has been
suspended by the Data Controller pursuant to Paragraph 42 and (or)
Subparagraph 43.1 and (or) Subparagraph 43.2 of the Clauses and
compliance with these Clauses is not restored within a period specified
by the Data Controller not exceeding one month from the date of
suspension of the processing of personal data.

44. The Clauses shall take precedence over any similar provisions
related to processing of personal data set out in other agreements
between the Parties.

45. The integral part of the Clauses comprises:
45.1. Annex 1 to the Clauses “Information on processing of personal data”;
45.2. Annex 2 to the Clauses “Instructions on processing of personal data”.

46. Each Party shall appoint a person responsible for executing the
Clauses.
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XII SKYRIUS
SALIU REKVIZITAL PARASAI

DUOMENU VALDYTOJAS

Valstybés duomeny agentiira

Gedimino pr. 29, LT-01500 Vilnius

Imonés kodas: 188600177

PVM mokeétojo kodas: néra

A.s. Nr. LT02 4040 0636 1000 0121

Bankas: Lietuvos Respublikos finansy ministerija
Banko kodas 40400

Tel. +370 656 97121

El p. statistika@stat.gov.It

Tinklapis: www.stat.gov.lt

Generalinio  direktoriaus  pavaduotoja, atliekanti  generalinio

direktoriaus funkcijas, Inga Masiulaityté-Sukevi¢

DocuSinnad b
E E418C627BC95493..

September 28, 2023

DUOMENU TVARKYTOJAS

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Imonés kodas: 7042994

PVM mokétojo kodas: GB 101 2291 78
Bankas: JPMorgan Chase Bank
Saskaitos savininkas: Palantir Technologies UK, Ltd.
A.s.Nr.: 41036032

IBAN: GBO9CHAS60924241036032
SWIFT: CHASGB2L

Tel. +44 7408 886228

El p. accountsreceivable@palantir.com

Direktorius, Ryan Taylor

2023 m. rugséjo 28 d

CHAPTER XII
DETAILS AND SIGNATURES OF THE PARTIES

DATA CONTROLLER

State Data Agency

Gedimino ave. 29, LT-01500 Vilnius, Lithuania
Company code: 188600177

VAT number: none

Settlement Account No. LT02 4040 0636 1000 0121
Bank: Ministry of Finance of the Republic of Lithuania
Bank code 40400

Tel.: +370 656 97121

Email: statistika@stat.gov.lt

Website: www.stat.gov.It

Inga Masiulaityté-Sukevi, Deputy Director General, Acting Director
General

E DocuSigned by:
E418C627BLyu~-

September 28, 2023

DATA PROCESSOR

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Company number: 7042994

VAT number: GB 101 2291 78

Bank Name: JPMorgan Chase Bank
Account Holder: Palantir Technologies UK, Ltd.
Account Number: 41036032

IBAN: GB09CHAS60924241036032
SWIFT: CHASGB2L

Phone No. +44 7408 886228

Email: legalnotices@palantir.com / accountsreceivable@palantir.com

Ryan Taylor, Director

September 28, 2023
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Asmens duomeny tvarkymo salygy
1 priedas

INFORMACIJA APIE ASMENS DUOMENU
TVARKYMA

1. Duomeny tvarkytojo atlickamo asmens duomenu tvarkymo
tikslas yra:

Palantir Foundry licencijos iSplétimas papildomais infrastruktiiros
iStekliais pagal Sutartj.

2. Duomeny tvarkytojo asmens duomeny tvarkymas daugiausia
susijes su (tvarkymo pobiidZiu):

Asmens duomeny saugojimas pateiktoje infrastruktiiroje.

3. Duomeny tvarkymas apima Siuos asmens duomenis:

3.1. Lietuvos gyventojy ir uzsienie¢iy asmens duomenys, saugomi
pateiktoje infrastruktiiroje.

3.2. Duomeny valdytojo darbuotojy ir kity asmeny, naudojanciy
pateikta infrastruktiira, duomenys: vardas, pavard¢, padalinys, pareigos,
telefonas, el. pastas, naudotojo kodas, kita informacija, skirta asmeniui
identifikuoti ir teiséms naudoti infrastruktiira suteikti, naudojant
infrastruktiirg atlikti veiksmai.

4. Duomeny tvarkymas apima Sias duomeny subjekty kategorijas:

4.1. Lietuvos gyventojai ir uzsienieciai.

4.2. Duomeny valdytojo darbuotojai ir kiti asmenys, naudojantys
pateikta infrastruktiira.

5. Duomeny tvarkytojas gali tvarkyti asmens duomenis duomeny
valdytojo vardu, kai jsigalioja Salygos. Duomenu tvarkymo
trukmé:

Asmens duomenys tvarkomi, kol galioja Sutartis.

Annex 1 to the Clauses for Personal
Data Processing

INFORMATION ON PROCESSING OF PERSONAL
DATA

1. The purpose of processing of personal data by the Data
Processor shall be:

Extension of the Palantir Foundry license with additional infrastructure
resources under the Contract.

2. Processing of personal data by the Data Processor shall be
mainly related to (nature of processing):

Personal data storage in the provided infrastructure.

3. The data processing shall cover the following the type of
personal data:

3.1. Personal data of the residents of Lithuania and non-residents stored
in the provided infrastructure.

3.2. Data of the Data Controller’s employees and other persons who
are users of the provided infrastructure: name, surname, division,
position, telephone, email, user code, other information to identify the
employee and to grant work rights, user actions performed using the
infrastructure.

4. The processing shall cover the following categories of data
subjects:
4.1. Residents of Lithuania and non-residents.

4.2. The Data Controller’s employees and other persons who are users
of the provided infrastructure.

5. The Data Processor shall be entitled to process personal data on
behalf of the Data Controller after entry into force of the Clauses.
Duration of processing:

Personal data are processed for as long as the Contract is in force.
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Asmens duomeny tvarkymo salygy
2 priedas

NURODYMALI KAIP TVARKYTI ASMENS DUOMENIS

1. Duomeny tvarkymo nurodymas

Duomeny tvarkytojas duomeny valdytojo vardu saugo asmens
duomenis pagal Sutartj pateiktoje papildomoje infrastruktiiroje.

2. Duomeny tvarkymo saugumas

Duomeny tvarkytojas turi teis¢ ir privalo priimti sprendimus dél
techniniy ir organizaciniy saugumo priemoniy naudojimo uztikrinti
reikiamg (ir suderintg) duomeny saugumo lygi. Duomeny tvarkytojo
taikomos organizacings ir techninés duomeny saugumo priemonés turi
uztikrinti tokio lygio sauguma, kuris atitikty tvarkomy asmens
duomeny pobiidj, aprépti, konteksta ir tikslus, taip pat duomeny
tvarkymo keliamus jvairios tikimybés ir rimtumo pavojus asmeny
teiséms ir laisvéms ir jy tvarkymo rizika.

Taciau duomeny tvarkytojas bet kuriuo atveju jgyvendina Sias su
duomeny valdytoju suderintas priemones:

- paslaugas pagal Sutartj teikia tik kvalifikuoti ir tinkamai apmokyti
dirbti duomeny tvarkytojo darbuotojai;

- paslaugas pagal Sutartj teikiantys duomeny tvarkytojo darbuotojai
yra tinkamai informuoti ir geba taikyti duomeny saugos, asmens
duomeny apsaugos reikalavimus;

- prieiga prie asmens duomeny suteikiama tik tiems duomeny
tvarkytojo darbuotojams, kuriems asmens duomenys reikalingi ju
darbo funkcijoms atlikti;

- pasibaigus darbo santykiams arba nustojus vykdyti darbo
funkcijas, kurioms atlikti batina prieiga prie asmens duomeny,
nedelsiant panaikinama duomeny tvarkytojo darbuotojo prieiga
prie asmens duomeny;

- duomeny tvarkytojo darbuotojai, kurie atlikdami darbo funkcijas
tvarko asmens duomenis, prie§ pradédami vykdyti Sias funkcijas
jsipareigoja laikytis konfidencialumo principo ir laikyti paslaptyje
bet kokig su asmens duomenimis susijusig informacija, su kuria
jie susipazino vykdydami savo pareigas bei pasiraso
konfidencialumo pasizadéjima. Pareiga saugoti asmens duomeny
paslaptj galioja visa darbuotojo darbo laika, taip pat galioja
darbuotoja paskyrus j kitas pareigas ir pasibaigus darbo
santykiams;

- duomeny tvarkytojo darbuotojai privalo nedelsdami pranesti
duomeny tvarkytojo jgaliotam asmeniui apie asmens duomeny
sugadinima, asmens duomeny sunaikinimg, asmens duomeny
saugumo pazeidimg arba bet kokig jtarting situacija, kuri gali kelti
grésme tvarkomy asmens duomeny saugumui.

3. Pagalba duomeny valdytojui

Duomeny tvarkytojas, kiek tai jmanoma ir atsizvelgiant j toliau
nurodyta pagalbos sritj bei apimtj, padeda duomeny valdytojui
igyvendinti Reglamento (ES) 2016/679, Lietuvos Respublikos teisés
akty ir Salygy reikalavimus.

Duomeny tvarkytojas nedelsdamas, tinkamai ir neatlygintinai atsako j
duomeny valdytojo uzklausas, susijusias su duomeny tvarkymu pagal
Salygas.

Duomeny tvarkytojas saugo atitinkamus duomeny tvarkymo veiklos,
kurig vykdo duomeny valdytojo vardu, jrasus.

Annex 2 to the Clauses for Personal
Data Processing

INSTRUCTIONS ON PROCESSING OF PERSONAL
DATA

1. Instruction to process data

The Data Processor, on behalf of the Data Controller, shall store
personal data in the additional infrastructure provided under the
Contract.

2. Security of processing

The Data Processor shall be entitled and obliged to take decisions on
the use of technical and organisational security measures to ensure
necessary (and agreed) level of data security. The technical and
organisational data security measures applied by the Data Processor
shall ensure a level of security appropriate to the nature, scope, context
and purposes of the processed personal data as well as the risk of
varying likelihood and severity for the rights and freedoms of natural
persons.

However, in any case the Data Processor shall implement the following
measures agreed with the Data Controller:

- only qualified and appropriately trained staff of the Data Processor
shall provide services under the Contract;

- the Data Processor’s employees providing services under the
Contract shall be adequately informed and able to apply data security
and personal data protection requirements;

- access to personal data shall be granted only to those employees of
the Data Processor who need personal data to perform their work
functions;

- access to personal data by an employee of the Data Processor shall
be immediately terminated upon termination of the employment
relationship or cessation of the performance of the work functions
for which access to personal data is necessary;

- the Data Processor’s employees who process personal data in the
course of performing their work functions shall, prior to carrying out
those functions, undertake to observe the principle of confidentiality
and to keep secret any information relating to personal data of which
they have become aware in the course of their duties, and shall sign
an undertaking of confidentiality. The obligation to keep personal
data secret is valid for the entire time of the employee’s work, as
well as after the employee is assigned to another position and after
the end of the employment relationship;

- the employees of the Data Processor shall immediately notify the
Data Processor’s authorised person of any damage to persona data,
destruction of personal data, breach of security of personal data or
any suspicious situation which may pose a threat to the security of
processed personal data.

3. Assistance to the Data Controller

The Data Processor shall, insofar as this is possible and taking into
account the area and scope of assistance specified below, assist the
Data Controller to implement the requirements of Regulation (EU)
2016/679, laws of the Republic of Lithuania and the Clauses.

The Data Processor shall respond promptly, appropriately and free of
charge to the Data Controller’s requests related to the data processing
in accordance with the Clauses.

The Data Processor shall keep appropriate records of the data
processing activities carried out on behalf of the Data Controller.
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Jei duomeny subjektas kreipiasi | duomeny tvarkytoja su prasymu
igyvendinti Reglamento (ES) 2016/679 I1I skyriuje nustatytas duomeny
subjekto teises, duomeny tvarkytojas nepagristai nedelsdamas, bet ne
véliau kaip per 3 darbo dienas nuo praS§ymo gavimo, perduoda duomeny
subjekto prasyma duomeny valdytojui, apie tai informuodamas duomeny
subjekta.

Duomeny tvarkytojas padeda duomeny valdytojui jgyvendinti duomeny
subjekto praSyma pateikdamas visus reikiamus dokumentus ar kita
informacija, reikalinga tam, kad duomeny valdytojas galéty tinkamai
uztikrinti duomeny subjekto teisiy jgyvendinima.

Duomeny tvarkytojas pats jgyvendina duomeny subjekto pra§ymga tik
duomeny valdytojo nurodymu, laikydamasis duomeny valdytojo pateikty
duomeny subjekto prasymo jgyvendinimo salygy.

Jei duomeny subjektas pateikia prasyma patvirtinti, ar su duomeny
subjektu susije asmens duomenys yra tvarkomi, ir pateikti tvarkomy
asmens duomeny kopija, duomeny valdytojo nurodymu duomeny
tvarkytojas neatlygintinai pateikia reikiamas duomeny kopijas duomeny
valdytojui.

Duomeny tvarkytojas padeda duomeny valdytojui atlikti poveikio
duomeny apsaugai vertinima Reglamento (ES) 2016/679 35 straipsnyje
numatytais atvejais, jskaitant atvejus, kai asmens duomeny tvarkymas
atitinka operacijas, nustatytas Duomeny tvarkymo operacijy, kurioms
taikomas reikalavimas atlikti poveikio duomeny apsaugai vertinima,
sgrase, patvirtiname Valstybinés duomeny apsaugos inspekcijos
direktoriaus 2019 m. kovo 14 d. jsakymu Nr. 1T-35(1.12.E) ,,Dél
Duomeny tvarkymo operacijy, kurioms taikomas reikalavimas atlikti
poveikio duomeny apsaugai vertinima, saraso patvirtinimo*.
Duomeny tvarkytojas neatlygintinai pateikia duomeny valdytojui per
duomeny valdytojo nurodyta protingg terming duomeny valdytojo
prasoma informacija, kuri duomeny valdytojui pagristai reikalinga
poveikio duomeny apsaugai vertinimui atlikti.

Duomeny tvarkytojas padeda jgyvendinti duomeny valdytojui prievolg
prie§ pradedant tvarkyti asmens duomenis konsultuotis su priezitiros
institucija — Valstybine duomeny apsaugos inspekcija, jeigu pagal
Reglamento (ES) 2016/679 35 straipsnj atliktame poveikio duomeny
apsaugai vertinime nurodyta, kad duomenis tvarkant kilty pavojus, jei
duomeny valdytojas nesiimty priemoniy pavojui sumazinti.

Duomeny tvarkytojas neatlygintinai pateikia duomeny valdytojui per
duomeny valdytojo nurodyta protingg terming $ig informacija, jeigu
duomeny valdytojas jos neturi:

- duomeny tvarkytojo taikomas technines ir organizacines
priemones, skirtas duomeny saugumui uZztikrinti bei duomeny
subjekty teiséms ir laisvéms apsaugoti;

- duomeny valdytojo ar prieziiros institucijos — Valstybinés
duomeny apsaugos inspekcijos, prasoma informacija, kuri
duomeny valdytojui pagristai reikalinga siekiant jgyvendinti
duomeny valdytojo prievole konsultuotis su priezitiros institucija —
Valstybine duomeny apsaugos inspekcija.

Duomeny tvarkytojas ne véliau kaip per dvideSimt keturias valandas
po to, kai duomeny tvarkytojas suZinojo apie asmens duomeny
saugumo pazeidima, elektroniniu pastu praneSa duomeny valdytojui
apie asmens duomeny saugumo pazeidima. PraneSime turi biti pateikta
$i informacija:

- asmens duomeny saugumo pazeidimo data ir laikas (jeigu tiksli
data ir (ar) laikas neZinomi, nurodoma apytiksliai);

- asmens duomeny saugumo pazeidimo pobidis ir aplinkybés;
- asmens duomeny saugumo pazeidimo paaiskéjimo data ir laikas;
- asmens duomeny saugumo pazeidimo paaiskéjimo aplinkybés;

- duomeny subjekty, kuriy asmens duomeny saugumas pazeistas,
skaiCius (jeigu tikslus skaicius nezinomas, nurodoma apytiksliai);

- duomeny subjekty, kuriy asmens duomeny saugumas pazeistas,
kategorijos;

- asmens duomeny, kuriy saugumas pazeistas, kategorijos;

- asmens duomeny, kuriy saugumas pazeistas, skaiCius (jeigu
tikslus skaiéius nezinomas, nurodoma apytiksliai);

- nustatytos ir (ar) galimos asmens duomeny saugumo pazeidimo
pasekmés;

If the data subject contacts the Data Processor with a request to exercise
the data subject’s rights set out in Chapter III of Regulation (EU)
2016/679, the Data Processor shall, without undue delay, but no later
than within 3 working days of receipt of the request, forward the data
subject’s request to the Data Controller, and shall inform the data
subject thereof.

The Data Processor shall assist the Data Controller in the implementation
of the data subject’s request by providing any necessary documents or
other information required to enable the Data Controller to ensure the
proper exercise of the data subject’s rights.

The Data Processor shall implement the data subject’s request itself
only on the instructions of the Data Controller, in accordance with the
terms and conditions for implementation of the data subject’s request
provided by the Data Controller.

If the data subject submitss a request for confirmation of the processing
of personal data relating to the data subject and for a copy of the
personal data processed, the Data Processor shall, at the direction of
the Data Controller, provide the Data Controller with the necessary
copies of the data free of charge.

The Data Processor shall assist the Data Controller in carrying out a
data protection impact assessment in the cases provided for in Article
35 of Regulation (EU) 2016/679, including cases where the processing
of personal data corresponds to the operations set out in the list of
processing operations subject to the requirement to carry out data
protection impact assessment, approved by Order No.1T-35(1.12.E) of
14 March 2019 of the Director of the State Data Protection Inspectorate
“On the Approval of the List of Processing Operations Subject to the
Requirement of Data Protection Impact Assessment”.

The Data Processor shall provide the Data Controller, free of charge,
within a reasonable period of time specified by the Data Controller,
with the information requested by the Data Controller which is
reasonably necessary for the Data Controller to carry out the data
protection impact assessment.

The Data Processor shall assist the Data Controller in implementing
the obligation to consult the supervisory authority — the State Data
Protection Inspectorate — prior to the processing of personal data,
where data protection impact assessment carried out in accordance
with Article 35 of Regulation (EU) 2016/679 has indicated that the
processing of the personal data would be at risk if the Data Controller
did not take measures to mitigate the risk.

The Data Processor shall provide the Data Controller, free of charge,
within a reasonable period specified by the Data Controller, with the
following information, if the Data Controller does not have it:

- the technical and organisational measures applied by the Data
Processor to ensure data security and to protect the rights and
freedoms of data subjects;

- information requested by the Data Controller or the supervisory
authority — the State Data Protection Inspectorate — which is
reasonably necessary for the Data Controller to comply with the
Data Controller’s obligation to consult the supervisory authority —
the State Data Protection Inspectorate.

The Data Processor shall notify the Data Controller of the personal data
breach by email no later than twenty-four hours after the Data Processor
has become aware of the personal data security breach. The notification
must contain the following information:

- the date and time of the personal data security breach (if the exact
date and/or time is not known, it shall be approximate);

- the nature and circumstances of the personal data security breach;

- the date and time of the discovery of the personal data security
breach;

- the circumstances in which the personal data breach was discovered;

- the number of data subjects whose personal data security has been
breached (if the exact number is not known, it shall be approximate);

- categories of data subjects whose personal data security has been
breached;

- categories of personal data whose security has been breached;

- the number of personal data whose security has been breached (if
the exact number is not known, it shall be approximate);

- the identified and/or potential consequences of the personal data
security breach;
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- priemonés, kuriy imtasi siekiant sustabdyti ir (ar) nutraukti
asmens duomeny saugumo pazeidima;

- priemonés, kuriy imtasi, siekiant sumazinti ir (ar) paSalinti
asmens duomeny saugumo pazeidimo pasekmes;

- priemonés, kuriy turéty imtis duomeny valdytojas, kad bty
sustabdytas ir (ar) nutrauktas asmens duomeny saugumo
pazeidimas;

- priemonés, kuriy turéty imtis duomeny valdytojas, kad bty
sumazintos ir (ar) paSalintos asmens duomeny saugumo
pazeidimo pasekmés;

- priemonés, kuriy turéty imtis duomeny subjektai, kad biity
sumazintos ir (ar) paSalintos asmens duomeny saugumo
pazeidimo pasekmeés;

- asmuo, galintis suteikti daugiau informacijos apie asmens
duomeny saugumo pazeidima, ir jo kontaktiniai duomenys;

- kita reikSminga informacija, susijusi su asmens duomeny saugumo
pazeidimu.

Jeigu duomeny tvarkytojas dél objektyviy priezasCiy negali pateikti
duomeny valdytojui visos reikalingos informacijos apie asmens
duomeny saugumo pazeidima, praneSime duomeny valdytojui turi biiti
nurodyta, kada triikstama informacija, duomeny tvarkytojo nuomone,
galés biuti pateikta. PaaiSkéjus papildomai informacijai apie asmens
duomeny saugumo pazeidima, duomeny tvarkytojas privalo ja
elektroniniu pastu pateikti duomeny valdytojui nepagristai nedelsdamas,
bet ne véliau kaip per dvideSimt keturias valandas nuo informacijos
paaiskéjimo momento.

Duomeny tvarkytojas privalo bendradarbiauti su duomeny valdytoju
nustatant asmens duomeny saugumo pazeidimo aplinkybes,
igyvendinant priemones, skirtas asmens duomeny saugumo pazeidimui
sustabdyti ir (ar) nutraukti, asmens duomeny saugumo pazeidimo
pasekméms pasalinti ir (ar) suSvelninti, taip pat praneSant
kompetentingai prieziiiros institucijai apie asmens duomeny saugumo
pazeidima. Duomeny tvarkytojas privalo per duomeny valdytojo
nurodyta protinga terming pateikti duomeny valdytojo prasoma
informacija, susijusia su asmens duomeny saugumo pazeidimu.

Tais atvejais, kai asmens duomeny saugumo pazeidimg nustato
pagalbinis duomeny tvarkytojas, jis apie asmens duomeny saugumo
pazeidimg praneSa duomeny tvarkytojui. Informacija apie asmens
duomeny saugumo pazeidimg Salygose nustatyta tvarka duomeny
valdytojui teikia duomeny tvarkytojas.

4. Duomeny saugojimo laikotarpis/duomeny trynimo procediiros

Pasibaigus Sutartyje numatyty paslaugy teikimui, duomeny tvarkytojas
privalo duomeny valdytojo pasirinkimu iStrinti visus asmens duomenis,
tvarkomus duomeny valdytojo vardu, ir (arba) grazinti visus asmens
duomenis duomeny valdytojui ir iStrinti esamas kopijas, nebent asmens
duomenis reikia saugoti pagal Europos Sajungos ar Lietuvos Respublikos
teisés aktus. Duomeny tvarkytojas privalo rastu informuoti duomeny
valdytoja apie asmens duomeny iStrynima ir (ar) asmens duomeny
grazinima, taip pat apie tai, kokie asmens duomenys ar jy kopijos néra
iStrinami ar grazinami pagal Europos Sajungos ar Lietuvos Respublikos
teisés aktus bei kokie teisés aktai tai reglamentuoja.

5. Duomeny tvarkymo vieta

Atsizvelgiant | Salygas, be iSankstinio rasytinio duomeny valdytojo
leidimo asmens duomenys negali biiti tvarkomi kitoje teritorijoje nei
Europos Sajungos Salys.

6. Nurodymai dél asmens duomeny perdavimo j tre¢iaja valstybe
ar tarptautinéms organizacijoms

Duomeny valdytojo nurodymas dél asmens duomeny perdavimo i
treCigja valstybe ar tarptautinéms organizacijoms, prireikus, bus
pateiktas atskiru raSytiniu dokumentu, laikantis Reglamento (ES)
2016/679 V skyriaus nuostaty.

Jei duomeny valdytojas nenurodo Salygose arba véliau nepateikia
dokumentais pagrjsty nurodymy dél asmens duomeny perdavimo j
trecigja valstybe ar tarptautinéms organizacijoms, duomeny tvarkytojas
neturi teisés atlikti tokj perdavimg pagal Salygas.

- the measures taken to stop and/or terminate the personal data
security breach;

- the measures taken to mitigate and/or eliminate the consequences
of the personal data security breach;

- the measures to be taken by the Data Controller to stop and/or
terminate the personal data security breach;

- the measures to be taken by the Data Controller to mitigate and/or
eliminate the consequences of the personal data security breach;

- the measures to be taken by the data subjects to mitigate and/or
eliminate the consequences of the personal data security breach;

- the person who can provide further information about the
personal data security breach and his/her contact details;

- any other relevant information relating to the personal data
security breach.

If, for objective reasons, the Data Processor is unable to provide the
Data Controller with all the necessary information about a breach of
personal data security, the notification to the Data Controller must
indicate when, in the opinion of the Data Processor, the missing
information can be provided. In the event that additional information
about the personal data security breach becomes available, the Data
Processor shall provide it to the Data Controller by email without
undue delay, but no later than within twenty-four hours from the
moment the information becomes available.

The Data Processor shall cooperate with the Data Controller in
identifying the circumstances of the personal data security breach, in
implementing measures to stop and/or terminate the personal data
security breach, to eliminate and/or mitigate the consequences of the
personal data security breach, as well as notify the competent
supervisory authority of the personal data security breach. The Data
Processor shall provide the information requested by the Data
Controller in relation to the personal data security breach within a
reasonable period specified by the Data Controller.

Where personal data security breach is detected by a sub-processor, the
sub-processor shall notify the personal data security breach to the Data
Processor.

The Data Processor shall provide the Data Controller with the
information on the personal data security breach in accordance with the
procedures set out in the Clauses.

4. Data retention period/Data erasure procedures

Upon termination of provision of services provided for in the Contract,
the Data Processor shall be obliged, at the choice of the Data
Controller, to delete all personal data processed on behalf of the Data
Controller and (or) return all personal data to the Data Controller and
delete the existing copies unless the personal data must be stored in
accordance with the legislation of the European Union or the Republic
of Lithuania. The Data Processor shall inform the Data Controller in
writing about the deletion and/or return of personal data, as well as
about which personal data or copies thereof are not deleted or returned
in accordance with the legislation of the European Union or the
Republic of Lithuania, and which legal acts regulate this.

5. Data processing location

In accordance with the Clauses, personal data shall not be processed in
a territory other than the countries of the European Union without the
prior written consent of the Data Controller.

6. Instructions on transfer of personal data to a third country or
international organisations

The Data Controller’s instruction on the transfer of personal data to a
third country or international organisations, if necessary, will be
provided in a separate written document, in accordance with the
provisions of Chapter V of Regulation (EU) 2016/679.

If the Data Controller does not specify in the Clauses or subsequently
does not provide documented instructions on the transfer of personal
data to a third country or international organisations, the Data
Processor shall not be entitled to carry out such transfer in accordance
with the Clauses.
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7. Procediiros, skirtos duomeny valdytojo atliekamiems
duomeny tvarkytojo asmens duomeny tvarkymo auditams,

iskaitant patikrinimams vietoje

Duomeny tvarkytojas per duomeny valdytojo nurodyta protinga
terming neatlygintinai pateikia duomeny valdytojui visa informacija,
biiting siekiant jrodyti, kad vykdomos Salygose nustatytos prievolés,
ir, duomeny valdytojo prasymu, sudaro salygas bei padeda atlikti
duomeny tvarkymo veiklos, kuriai taikomos Salygos, audita, jskaitant
patikrinimus, pagristais laiko tarpais arba tais atvejais, kai nustatoma,
kad nesilaikoma Salygy reikalavimy. Priimdamas sprendima dél audito
ar patikrinimo, duomeny valdytojas gali atsizvelgti | atitinkamus

duomeny tvarkytojo turimus sertifikatus.

Duomeny valdytojas gali pats atlikti auditg (patikrinima) arba jgalioti
nepriklausoma auditoriy. Auditas (patikrinimas) gali apimti patikrinimus
duomeny tvarkytojo patalpose ar fiziniuose objektuose ir gali biti
atliekamas tinkamai apie jj praneSus duomeny tvarkytojui ne véliau
kaip prie$ 5 darbo dienas iki numatytos audito ar patikrinimo dienos.

Remdamasis audito ar patikrinimo rezultatais, duomeny valdytojas gali
paprasyti duomeny tvarkytoja imtis papildomy priemoniy, kad buty
uztikrinta atitiktis Reglamentui (ES) 2016/679, galiojan¢ioms Europos
Sajungos ar Lietuvos Respublikos duomeny apsaugos nuostatoms ir

Salygoms.

Priezitiros institucijos — Valstybinés duomeny apsaugos inspekcijos,
prasymu, duomeny valdytojas ir duomeny tvarkytojas pateikia
priezitiros institucijos nurodyta informacija, jskaitant bet kokio audito

ar patikrinimo rezultatus.

8. Procediros, skirtos pagalbiniu duomeny tvarkytoju atliekamy
asmens duomeny tvarkymo auditams, jskaitant patikrinimams

vietoje

Duomeny tvarkytojas per duomeny valdytojo nurodyta protinga
terming neatlygintinai pateikia duomeny valdytojui visg informacija,
buting siekiant jrodyti, kad pagalbinis duomeny tvarkytojas vykdo

Salygose nustatytas prievoles.

Jei reikia, duomeny valdytojas gali inicijuoti pagalbinio duomeny
tvarkytojo auditg ar patikrinimg. Tai gali biiti taikoma, jei duomeny
valdytojas mano, kad duomeny tvarkytojas, prizitrintis pagalbinj
duomeny tvarkytoja, duomeny valdytojui nepateiké pakankamai
dokumenty, kad buty galima nustatyti, ar pagalbinis duomeny
tvarkytojas atlieka duomeny tvarkyma pagal Salygas. Priimdamas
sprendimg dél audito ar patikrinimo, duomeny valdytojas gali
atsizvelgti | atitinkamus pagalbinio duomeny tvarkytojo turimus

sertifikatus.

Duomeny tvarkytojas, duomeny valdytojo prasymu, sudaro salygas bei
padeda atlikti pagalbinio duomeny tvarkytojo veiklos, kuriai taikomos

Salygos, auditg ar patikrinima.

Duomeny valdytojas gali pats atlikti auditg (patikrinima) arba jgalioti
nepriklausoma auditoriy. Auditas ar patikrinimas gali buti atliekamas
tinkamai apie jj praneSus duomeny tvarkytojui ne véliau kaip prie§ 5

darbo dienas iki numatytos audito ar patikrinimo dienos.

Remdamasis audito ar patikrinimo rezultatais, duomeny valdytojas gali
paprasyti duomeny tvarkytoja jpareigoti pagalbinj duomeny tvarkytoja
imtis papildomy priemoniy, kad bity uZztikrinta atitiktis Reglamentui
(ES) 2016/679, galiojan¢ioms Europos Sajungos ar Lietuvos

Respublikos duomeny apsaugos nuostatoms ir Salygoms.

Duomeny valdytojo dalyvavimas pagalbinio duomeny tvarkytojo
audite ar patikrinime nekeicia fakto, kad duomeny tvarkytojui ir toliau
tenka visa atsakomybé uz pagalbinio duomeny tvarkytojo atitiktj
Reglamentui (ES) 2016/679, galiojan¢ioms Europos Sajungos ar

Lietuvos Respublikos duomeny apsaugos nuostatoms ir Sglygoms.

7. Procedures for the Data Processor’s personal data processing
audits, including on-the-spot inspections carried out by the Data
Controller

The Data Processor shall, within a reasonable period specified by the
Data Controller, provide the Data Controller, free of charge, with all
information necessary to demonstrate compliance with the obligations
set out in the Clauses and, at the request of the Data Controller, shall
create the conditions for and assist in performing an audit, including
inspections, of the data processing activities subject to the Clauses, at
reasonable intervals or when non-compliance with the requirements of
the Clauses is identified. When deciding on an audit or inspection, the
Data Controller may take into account the relevant certificates held by
the Data Processor.

The Data Controller can perform the audit (inspection) itself or
authorize an independent auditor. The audit (inspection) may include
inspections at the premises or physical objects of the Data Processor
and may be carried out with due notice to the Data Processor at least 5
working days before the scheduled date of the audit or inspection.

Based on the results of the audit or inspection, the Data Controller may
request the Data Processor to take additional measures to ensure
compliance with Regulation (EU) 2016/679, applicable data protection
provisions of the European Union or the Republic of Lithuania, and the
Clauses.

At the request of the supervisory authority (the State Data Protection
Inspectorate), the Data Controller and the Data Processor shall provide
the information specified by the supervisory authority, including the
results of any audit or inspection.

8. Procedures for the Sub-processors’ personal data processing
audits, including on-the-spot inspections

The Data Processor shall, within a reasonable period specified by the
Data Controller, provide the Data Controller, free of charge, with all
information necessary to demonstrate the compliance of the Sub-
processor with the obligations set out in the Clauses.

If necessary, the Data Controller may initiate an audit or inspection of
the Sub-processor. This may apply if the Data Controller considers that
the Data Processor supervising the Sub-processor has not provided the
Data Controller with sufficient documentation to determine whether
the Sub-processor is carrying out the processing in accordance with the
Clauses. When deciding on an audit or inspection, the Data Controller
may take into account the relevant certificates held by the Sub-
processor.

The Data Processor shall, at the request of the Data Controller, create
the conditions for and assist in performing an audit or inspection of the
activities of the Sub-Processor subject to the Clauses.

The Data Controller can perform the audit (inspection) itself or
authorize an independent auditor. The audit or inspection may be
carried out with due notice to the Data Processor at least 5 working
days before the scheduled date of the audit or inspection.

Based on the results of the audit or inspection, the Data Controller may
request the Data Processor to oblige the Sub-processor to take
additional measures to ensure compliance with Regulation (EU)
2016/679, applicable data protection provisions of the European Union
or the Republic of Lithuania, and the Clauses.

The Data Controller’s participation in the audit or inspection of the
Sub-processor shall not change the fact that the Data Processor
continues to bear full responsibility for the compliance of the Sub-
processor with Regulation (EU) 2016/679, applicable data protection
provisions of the European Union or the Republic of Lithuania, and the
Clauses.
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