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AGREEMENT ON
PROCESSING OF PERSONAL DATA AND
INFORMATION

By providing the services provided in the contract
Regarding the license lease for Palantir Foundry,
including infrastructure, signed October 18, 2024
(hereinafter referred to as the “Contract”), Palantir
Technologies Lithuania, UAB name (hereinafter
referred to as the “Supplier”) will process personal data
on behalf of the State Data Agency (hereinafter referred
to as the “Customer”), in accordance with this
Agreement on processing of personal data and
information  (hereinafter referred to as the
“Agreement”).

Whereas, in implementation of the Contract, the
Supplier can see personal data, the parties seek to ensure
the protection of personal data and compliance with the
requirements of the Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to
the processing of personal data and on the free
movement of such data, and repealing Directive
95/46/EC  (General Data Protection Regulation)
(hereinafter referred to as the “General Data Protection
Regulation”), and hereby agrees on the terms and
conditions for the processing of personal data as
follows:

1. DEFINITIONS

1.1. For the purposes of this Agreement the
following terms and concepts shall have the meanings
hereby ascribed to them, unless the context otherwise
requires:

1.1.1.  Data subject refers to a natural person whose
data can be seen by the Supplier Group (as defined
below).

1.1.2. Data processing purpose refers to the purpose
of the implementation of the Contract and the purpose
of the implementation of the rights and obligations of
the respective party arising from the Contract.

1.1.3.  Services refers to all services and works carried
out, provided and transferred to the Customer by the
Supplier Group (as defined below) under the Contract,
as well as the results of these services and works.

1.1.4. System refers to the State Data Governance
Information System.

1.2 The terms and concepts that are not defined in
section 1.1 of the Agreement shall have the meanings

SUSITARIMAS
DEL ASMENS DUOMENU IR
INFORMACIJOS TVARKYMO

Teikdamas 2024 m. spalio 18 d. pasirasytoje sutartyje
»Dél Palantir Foundry, iskaitant infrastruktiirg,
licencijos nuomos* (toliau — ,,Sutartis™) numatytas
paslaugas, UAB , Palantir Technologies Lithuania“
(toliau — Tiekéjas) tvarkys asmens duomenis
Valstybés  duomenmy  agentiros  (toliau -
,UZsakovas™) vardu pagal §] Susitarimg dél asmens
duomeny ir informacijos tvarkymo (toliau -
,Susitarimas®).

Kadangi, vykdydamas Sutarti, Tiekéjas gali matyti
asmens duomenis, Salys siekia uZtikrinti asmens
duomeny apsaugg ir atitikt; 2016 m. balandzio 27 d.
Europos Parlamento ir Tarybos reglamento (ES)
2016/679 dél fiziniy asmeny apsaugos tvarkant
asmens duomenis ir dél laisvo tokiy duomeny
Judéjimo ir kuriuo panaikinama Direktyva 95/46/EB
(Bendrasis duomeny apsaugos reglamentas) (toliau —
,Bendrasis duomeny apsaugos reglamentas®)
reikalavimams ir sutaria dél asmens duomeny

tvarkymo salygy taip:

1. APIBREZTYS

1.1. Sio Susitarimo tikslais toliau nurodyti terminai ir
sgvokos turi Zemiau pateikiamas reikSmes, jei
kontekstas nereikalauja kitaip:

1.1.1. Duomeny subjektas — tai fizinis asmuo, kurio
duomenis gali matyti Tiekéjo grupé (kaip apibrézta
zemiau).

1.1.2. Duomeny tvarkymo tikslas — tai Sutarties
vykdymo paskirtis ir tikslas, susijes su atitinkamos
Salies pagal Sutart] atsirandanéiy teisiy ir pareigy
vykdymu.

1.1.3. Paslaugos — tai visos paslaugos ir darbai,
kuriuos Tiekéjo grupé (kaip apibrézta Zemiau) pagal
Sutart] atlieka, teikia ir perduoda Uzsakovui, taip pat
iy paslaugy Ir darby rezultatai.
1.1.4. Sistema — tai Valstybés duomeny valdysenos
mformacing sistema.

1.2. Sio Susitarimo 1.1 punkte neapibrézti terminai ir
sgvokos turi reitk§mes, nustatytas duomeny apsaugos
teisés aktuose ir Sutartyje.
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given to them in the data protection legislation and in
the Contract.

2. TERMS AND CONDITIONS
PERSONAL DATA PROCESSING

2.1. The Parties agree that in the implementation of
the Contract, the Supplier as a processor or its
subsidiaries and affiliates (the “Supplier Group™) as
subprocessors may be required to perform the data
processing operations specified in Subparagraph 2.7 of
this Agreement with the specified personal data and/or
sets thereof on behalf of the Customer. The
implementation of the data processing purpose specified
in this section of the Agreement in combination with the
purposes defined in the License Terms under
Subparagraph 3.1. shall be considered as the subject of
personal data processing agreed by the parties.

FOR

2.2. The parties note that the Supplier Group does
not exclusively seek to process personal data; however,
the personal data processing operations shall be carried
out only when strictly necessary for the proper
implementation of the Contract.

2.3. The parties agree that for the purposes of the
Contract, the Supplier Group operates as a (Sub-)
Processor and the Customer operates as a Controller.
2.4. The parties agree that the Customer shall, at the
Customer’s own discretion and responsibility,
determine the categories of data subjects and the
categories of personal data for the provision of personal
data to the Supplier Group in each specific case. The
Customer shall provide the Supplier Group only with
such personal data that is necessary for the Supplier
Group to achieve the purpose provided in section 2.1 of
the Agreement and assumes all related risks (including
the risk in case when the Supplier Group is provided
with more personal data than necessary). In order to
ensure the appropriate volume of personal data transfer
to the Supplier Group, the Customer may, at the
Customer’s own expense and effort, take additional
measures, e.g. encryption of personal data, provision of
pseudonyms, etc.

2.5. If, based on the Supplier Group’s estimation
and in accordance with section 2.4 of the Agreement,
the data provided by the Customer in particular case are
insufficient for proper implementation of the purpose
provided in section 2.1 of the Agreement, the Supplier
Group shall inform the Customer by asking to provide
additional personal data which is necessary in this
specific case. Upon receipt of the relevant notice from

2. ASMENS DUOMENU TVARKYMO
SALYGOS IR NUOSTATOS
2.1. Salys susitaria, kad vykdydamas Sutartj
Tiekéjas, veikdamas kaip duomeny tvarkytojas, arba
Jo dukterinés imongs ir susijusios bendroves (toliau —
»liekéjo grupé™), veikiancios kaip subtvarkytojai
(pagalbiniai  duomeny tvarkytojai), gali bati
Ipareigoti atlikti Sio Susitarimo 2.7 papunktyje
nurodytas duomeny tvarkymo operacijas su tam
tikrais asmens duomenimis ir (arba) jy rinkiniais
Uzsakovo vardu. Siame Susitarimo skirsnyje
nurodytas duomeny tvarkymo tikslas kartu su
Licencijos salygose 3.1 papunktyje apibréztais
tikslais laikomas asmens duomeny tvarkymo dalyku,
dél kurio Salys susitaré.

2.2. Salys pazymi, kad Tiekéjo grupé nesiekia
tvarkyti asmens duomeny vien tik savo iniciatyva;
taciau asmens duomeny tvarkymo operacijos bus
vykdomos tik tada, kai tai yra grieztai biitina
tinkamam Sutarties jgyvendinimui.

2.3. Salys susitaria, kad vykdydama Sutartj Tiekéjo
grupé veikia kaip (Sub-)Tvarkytojas, o Uzsakovas —
kaip Valdytojas.

2.4. Salys susitaria, kad Uzsakovas savo nuoZitira ir
atsakomybe nustatys duomeny subjekty kategorijas ir
asmens duomemy kategorijas, kurios kiekvienu
konkre¢iu atveju bus teikiamos Tiekéjo grupei.
Uzsakovas pateiks Tiekéjo grupei tik tuos asmens
duomenis, kurie biitini siekiant 2.1 punkte nurodyto
$10 Susitarimo tikslo, ir prisiima visg su tuo susijusig
rizikg (iskaitant rizikg, kai Tiekéjo grupei pateikiama
daugiau asmens duomeny, nei bitina). Sickdamas
uztikrinti tinkamg perduodamy asmens duomeny
apimt], Uzsakovas gali, savo sgskaita ir pastangomis,
mmtis papildomy priemoniy, pvz., asmens duomeny
Sifravimo, pseudonimy suteikimo ir pan.

2.5. Jeigu Tiekéjo grupé, remdamasi savo vertinimu
ir vadovaudamasi §io Susitarimo 2.4 punktu, nustato,
kad Uzsakovo pateikti duomenys konkreciu atveju
yra nepakankami tinkamam 2.1 punkte nurodyto $io
Susitarimo tikslo jgyvendinimui, Tiekéjo grupé
informuoja  Uzsakovg,  praSydama  pateikti
papildomus asmens duomenis, kurie yra biitini §iuo
konkreCiu atveju. Gaves atitinkamg praneSimg 1§
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the Supplier Group, the Customer makes the final
decision whether additional personal data should be
provided or not and assumes all risks related to such
decision (including the risk that in case of non-
provision of additional data, the Supplier Group will not
be able to properly fulfil the obligations under the

Contract).

2.6. While fulfilling the Contract, Supplier may
collect metrics, analytics, statistics or other data related
to Customer’s use of the Software: (a) in order to
provide and secure the Software and Services to and for
the benefit of the Customer; and (b) for statistical use as
well as to analyse, maintain and improve the Software
and Services (provided that it makes such data not

personally identifiable).

2.7. The parties agree that categories of personal
data and categories of data subjects that the Customer
can transfer to the Supplier Group for processing in
accordance with this Agreement are in particular
specified in the lists of categories of personal data and
categories of data subjects provided in Table 1. The
Customer undertakes to transfer to the Supplier Group
for processing in particular such personal data that is
specified in Table 1 that may be updated from time to
time. The Customer is responsible for compiling and

updating of these lists.

Tiekéjo grupés, Uzsakovas priima  galuting
sprendimg, ar papildomi asmens duomenys turéty
buti pateikti, ir prisiima visg su tokiu sprendimu
susijusig rizikg (iskaitant rizikg, kad nepateikus
papildomy duomeny, Tiekéjo grupé gali nesugebéti
tinkamai jvykdyti jsipareigojimy pagal Sutartj).

2.6. Igyvendindamas Sutart;, Tiekéjas gali rinkti
metrikas, analitinius duomenis, statisting informacijg
ar kitus duomenis, susijusius su Uzsakovo
programings Jrangos naudojimu:
(a) sickdamas teikti ir uztikrinti programings jrangos
bei paslaugy pricinamumg ir naudg UZzsakovui;
(b) statistiniams tikslams, taip pat sickdamas
analizuoti, palaikyti ir tobulinti programing jrangg
bei paslaugas (su salyga, kad Sie duomenys bus
pateikti taip, kad jy neblity galima susieti su
konkre¢iu asmeniu).

2.7. Salys susitaria, kad asmens duomeny kategorijos
ir duomeny subjekty kategorijos, kurias UZsakovas
gali perduoti Tiekéjo grupei tvarkyti pagal §j
Susitarimg, yra konkreCiai nurodytos 1 lenteléje
pateiktuose sgrasuose. Uzsakovas jsipareigoja
perduoti Tiekejo grupei tvarkyti biitent tuos asmens
duomenis, kurie yra nurodyti 1 lentel¢je ir kurie gali
biiti periodiskai atnaujinami. Uz §1y sgrasy sudarymg
Ir atnaujinimg atsako UZsakovas.

Categories  of
personal data

residents of

Lithuania and non-
residents received

from the
administrative  data
sources.

The Customer’s and
the Supplier

Group’s
name and

employee’s

Table 1 1 lentelé
For the implementation )
) of the Contract Sutart1e§ o
Subject and purpose q ) f Duomeny  tvarkymo 1gyvendinimui ir
an ensuring of the : : : S
of data processing operation of égDM tikslas ir objektas SDM IS veikimo
uztikrinimui
IS
Personal data of the Asmens duomenys

apie Lietuvos

gyventojus ir
nerezidentus, gauti
13

administraciniy

Asmens duomeny duomeny Jaltiniy.

kategorijos o
Uzsakovo 1r Tiek¢jo

grupeés

darbuotojo vardas ir
pavardeé,
padalinys,

pareigos,
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surname, division,

position, telephone, e-
mail, user code,

other information to
identify the

employee and

grant rights to work
with the system.

telefono

numeris, el.
vartotojo

pastas,

kodas, kiti duomenys,
skirti

darbuotojo
1dentifikavimui ir

teisiy suteikimui dirbti
su sistema.

Categories of data
subjects

Residents of
Lithuania,
employees of

the Customer,
employees of the

Supplier Group

Duomeny subjekty
kategorijos

Lietuvos gyventojai,
UZzsakovo

darbuotojai, Tiekéjo
grupés darbuotojai.

Activity related to
data processing

Familiarization
with personal data

by

performing  the
following actions:

o [Extraction of
personal data from

administrative
data sources and
the

Customer’s
databases and
integration.

o Recovery of
corrupted software

data (including
personal data).

o System recovery
in cases of

complete or partial
malfunction.

o System event log
analysis.

Veikla, susijusi su
duomeny tvarkymu

Susipazinimas
Su asmens

duomenimis
atliekant  Siuos
veiksmus:

- Asmens duomeny
1Straukimas 1§
administraciniy
duomeny Saltiniy ir
Uzsakovo duomeny
baziy bei
integravimas.

- Sugadinty
programings jrangos
duomeny (iskaitant
asmens

duomenis) atkiirimas.
- Sistemos
atkirimas visisko
ar dalinio

sutrikimo atveju.

- Sistemos
zurnalo analizé.

Ivykiy
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2.8. The parties agree that the Supplier Group shall
start processing personal data when the Customer
provides this data or access to this data, and shall finish
the processing when the Supplier Group fulfils the
purpose specified in section 2.1 of the Agreement and/or
deletes the data upon expiry of their storage period (if
any) or, at the Customer’s request, returns them to the
Customer and/or deletes them. Upon returning/deleting
data, the Supplier provides a written confirmation of
data removal.

3. REQUIREMENTS FOR PERSONAL
DATA PROCESSING
3.1. The Supplier Group undertakes to perform

personal data processing actions only for the purpose
specified in section 2.1 of the Agreement in compliance
with the personal data protection legislation and the
instructions (if any) documented in written form by the
Customer.

3.2 If provided by the Contract, the Customer gives
the Supplier Group a general consent for engagement of
subcontractors for personal data processing. Unless
otherwise specified in the Contract, prior to engagement
of a new subcontractor or replacement of current
subcontractor, the Supplier Group shall inform the
Customer in writing 30 days in advance by providing
the details of the planned subcontractor as well as other
information related to data processing activities
requested by the Customer. Where the Supplier Group
involves a subcontractor for a specific personal data
processing activity, the Contract (Agreement) imposes
on that other subcontractor the same data protection
obligations as those imposed on the Supplier Group by
this Contract and Agreement. The Supplier must
evaluate whether proper technical and organizational
measures will be implemented in such a way that the
personal data processing complies with the
requirements of the personal data protection legislation
and provide a written confirmation to the Customer
herewith other information about the subcontractor.
Where the Customer objects to suggested subcontractor,
the Supplier Group shall not engage the intended
subcontractors.

3.3. The Customer gives the Supplier Group a
general consent for engagement of other subcontractors
(“Subprocessor(s)”) for personal data processing on
behalf of the Customer, including but not limited to
those referenced in Table 2. The Supplier Group shall
inform Customer of any intended changes concerning
the addition or replacement of Subprocessors 30 days in

2.8. Salys sutaria, kad Tiekéjo grupé pradés asmens
duomeny tvarkymg, kai Uzsakovas pateiks Siuos
duomenis arba suteiks prieigg prie $iy duomeny, ir
baigs tvarkymg, kai Tiekéjo grupé jvykdys
Susitarimo 2.1 punkte nurodytg tikslg ir (arba) itrins
duomenis pasibaigus jy saugojimo laikotarpiui (jei
toks yra) arba, Uzsakovo praSymu, grazins juos
Uzsakovui ir (arba) iStrins. Grgzinant (iStrinant)
duomenis, UZsakovas pateikia rastiskg duomeny
pasalinimo patvirtinima.

3. ASMENS
REIKALAVIMAI
3.1. Tiekéjo grupé jsipareigoja atlikti asmens
duomeny tvarkymo veiksmus tik dél Susitarimo 2.1
punkte nurodyto tikslo, laikydamasi asmens
duomeny apsaugos teisés akty ir Uzsakovo rasStu
pateikty nurodymy (jei tokiy yra).

3.2. Jei tal numatyta Sutartyje, UZsakovas suteikia
Tiekéjo grupei bendrg sutikimg jtraukti subrangovus
asmens duomeny tvarkymui. Jei  Sutartyje
nenurodyta  kitaip, prie§ jtraukdama naujg
subrangovg arba pakeisdama esamg subrangova,
Tiekéjo grupé rastu informuoja UZzsakovg ne véliau
kaip pries 30 dieny, pateikdama planuojamo
subrangovo detales bei kitg Uzsakovo praSomg
informacijg, susijusig su duomeny tvarkymo veikla.
Jei Tiekejo grupé pasitelkia subrangovg konkreciai
asmens duomeny tvarkymo wveiklai, Sutartis
(Susitarimas) nustato tokiam subrangovui tas pacias
duomeny apsaugos prievoles, kurios pagal §ig Sutart]
ir Susitarimg yra taikomos Tiekéjo grupei. Tiekéjas
privalo jvertinti, ar bus jgyvendintos tinkamos
technings ir organizacinés priemongés, uztikrinancios,
kad asmens duomeny tvarkymas atitiks asmens
duomeny apsaugos teisés akty reikalavimus, ir
pateikti Uzsakovui rastiskg patvirtinimg kartu su kita
mmformacija apie subrangovg. Jei UZsakovas
nepritaria siilomam subrangovui, Tiekéjo grupé
negali pasitelkti numatyto subrangovo.

DUOMENU TVARKYMO

3.3. Uzsakovas suteikia Tiekéjo grupei bendrg
sutikimg jtraukti kitus subrangovus
(,,.Subtvarkytojg(us)*) asmens duomeny tvarkymui
Uzsakovo vardu, jskaitant, bet neapsiribojant,
nurodytais 2 lenteléje. Tiekéjo grupé privalo
informuoti Uzsakovg apie bet kokius planuojamus
pakeitimus, susijusius su naujy Subtvarkytojy
itraukimu ar esamy pakeitimu, ne véliau kaip pries 30
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must evaluate whether proper

subprocessor.

Customer’s instruction.

based on this Contract and Agreement.

legislation.
Table 2

advance, thereby giving Customer the opportunity to
object to such changes. Where the Supplier Group
involves a Subprocessor for a specific personal data
processing activity, the Contract and Agreement
imposes on that other Subprocessor the same data
protection obligations as those imposed on the Supplier
Group by this Contract and Agreement. The Supplier

organizational measures will be implemented in such a
way that the personal data processing complies with the
requirements of the personal data protection legislation
and provide a written confirmation to the Customer
herewith other information about the subprocessor.
Where the Customer objects to suggested subprocessor,
the Supplier Group shall not engage the intended

3.4. The Supplier Group undertakes,
Customer’s request, to stop without undue delay any
processing of personal data, except for storage, and to
resume the operations only upon receipt of the

3.5. The Supplier Group undertakes, upon receipt of
a written request of the Customer, to delete (or return)
personal data and copies thereof which are processed

3.6. The Supplier Group undertakes,
Customer’s request, to provide all information proving
compliance with the obligations related to data
processing and to reasonably assist the Customer and/or
the third parties in auditing the processed personal data.
The information that must be provided should include
information about the operation of the systems used,
security measures, how the data storage requirements
are met, the location of the data, the transfer of data,
who has the right to access the data and who are the
recipients of the data, the subprocessors used, etc.

3.7. The parties agree that personal data can be
processed only in accordance with the requirements of
the personal data protection legislation, without
prejudice to the rights of data subjects and ensuring the
proper implementation and protection of the rights of
data subjects arising from personal data protection

dieny, suteikdama Uzsakovui galimybe pareiksti
priestaravimg dél tokiy pakeitimy. Kai Tiekéjo grupe
pasitelkia Subtvarkytoja konkreciai asmens duomeny
tvarkymo veiklai, Sutartis ir Susitarimas nustato Siam
Subtvarkytojui tas pacias duomeny apsaugos
prievoles, kurios pagal Sig Sutart] ir Susitarimg
taikomos Tiekéjo grupei. Tiekéjas turi jvertinti, ar
bus 1gyvendintos tinkamos technings ir organizacinés
priemongs, uztikrinancios, kad asmens duomeny
tvarkymas atitiks asmens duomeny apsaugos teisés
akty reikalavimus, ir pateikti Uzsakovui rastiskg
patvirtinimg kartu su kita informacija apie
Subtvarkytojg. Jei UZsakovas nepritaria sifilomam
Subtvarkytojui, Tiekéjo grupé negali pasitelkti
numatyto Subtvarkytojo.

3.4. Tiekéjo grupé jsipareigoja, Uzsakovo prasSymu,
nedelsiant nutraukti bet kokj asmens duomeny
tvarkymg, i$skyrus saugojimg, ir atnaujinti tvarkymo
veiklg tik gavusi Uzsakovo nurodyma.

3.5. Tiekéjo grupé isipareigoja, gavusi rastiska
Uzsakovo prasSyma, iStrinti (arba grazinti) pagal §ig
Sutart] ir Susitarimg tvarkomus asmens duomenis ir
19 kopijas.

3.6. Tiekéjo grupé jsipareigoja, Uzsakovo prasymu,
pateikti visg informacijg, patvirtinancig su asmens
duomeny tvarkymu  susijusiy  jsipareigojimy
latkymgsi, ir pagristai padéti Uzsakovui ir (arba)
treCiosioms Salims audituoti / tikrinti tvarkomus
asmens duomenis. Pateikiama informacija turi apimti
duomenis apie naudojamy sistemy veikimg, saugumo
priemones, kaip laikomasi duomeny saugojimo
reikalavimy, duomeny viets, jy perdavimg, kas turi
teise prieiti prie duomeny ir kas yra duomeny gavéjai,
pasitelktus subtvarkytojus ir pan.

3.7. Salys susitaria, kad asmens duomenys gali bati
tvarkomi tik laikantis asmens duomeny apsaugos
teisés akty reikalavimy, nepazeidziant duomeny
subjekty teisiy ir uztikrinant tinkama jy jgyvendinimg
bei apsaugg, kaip numatyta asmens duomeny
apsaugos teisés aktuose.

2 lentelé
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4. PERSONAL DATA SECURITY,
TECHNICAL AND ORGANIZATIONAL
MEASURES

4.1. Taking into account the level of technical

development and the nature, scope, context and
objectives of the personal data processing as well as the
personal data processing risks of various probabilities
and seriousness to the rights and freedoms of data
subjects, the Supplier Group undertakes to implement
appropriate technical and organizational measures, in
accordance with General Data Protection Regulation
Article 32 (1), to protect personal data from accidental
or unlawful destruction, alteration, disclosure as well as
any other unlawful processing and to ensure the
protection of the rights of the data subject. The Supplier
Group also undertakes to take all personal data security
measures required by applicable laws.

4.2. Whereas the Supplier Group is a professional in
its field of business having knowledge and experience
in the field of information and technologies, the
Supplier Group will choose and determine the technical
and organizational measures, which must be regularly
updated in response to emerging threats, technological
developments, and changes in data protection
legislation, necessary to achieve the purpose specified
in section 2.1 of the Agreement and to ensure proper
security; however, in any case, such measures must not
violate the requirements of the personal data protection
legislation. Nevertheless, the Customer has the right to
submit offers/instructions to the Supplier Group
regarding the application of technical and
organizational security measures. The Supplier Group

4. ASMENS DUOMENU  APSAUGA,
TECHNINES IR ORGANIZACINES
PRIEMONES

4.1. Atsizvelgdama | techninio vystymosi lyg) /
techning pazangg, asmens duomeny tvarkymo
pobid], apimtj, kontekstg ir tikslus bei | asmens
duomeny tvarkymo rizikas, kuriy tikimybé ir
rimtumas gali skirtis atsizvelgiant ] duomeny
subjekty teises ir laisves, Tiekéjo grupé jsipareigoja
1gyvendinti tinkamas technines ir organizacines
priemones, kaip numatyta Bendrojo duomeny
apsaugos reglamento 32 straipsnio 1 dalyje. Sios
priemongés skirtos apsaugoti asmens duomenis nuo
atsitiktinio ar neteiséto sunaikinimo, pakeitimo,
atskleidimo ar bet kokio kito neteiséto tvarkymo bei
uztikrinti duomeny subjekty teisiy apsaugg. Tiekéjo
grupé taip pat Jsipareigoja imtis visy asmens
duomeny saugumo priemoniy, reikalaujamy pagal
galiojancius teisés aktus.

4.2. Atsizvelgiant | tai, kad Tiekéjo grupé yra savo
srities  profesionalé, turinti ziniy 1r patirties
mnformaciniy technologijy srityje, Tiekéjo grupé pati
pasirenka ir nustato technines bei organizacines
priemones, kurios turi biiti reguliariai atnaujinamos
reaguojant ] atsirandanc¢ias grésmes, technologine
plétra ir duomeny apsaugos teises akty pokyéius. Sios
priemonés yra batinos siekiant  jgyvendinti
Susitarimo 2.1 punkte nurodyta tikslg ir uztikrinti
tinkamg saugumg; taciau bet kuriuo atveju tokios
priemonés neturi pazeisti asmens duomeny apsaugos
teisés akty reikalavirmy. Nepaisant to, Uzsakovas turi
teisg pateikti Tiekéjo grupei pasiilymus arba
instrukcijas dél techniniy ir organizaciniy saugumo
priemoniy taikymo. Tiekéjo grupé isipareigoja
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will consider such offers of the Customer, examine them
and provide the Customer with a reasoned refusal to
implement the instructions of the Customer or will
immediately start the implementation of these actions.
4.3.  Notwithstanding the provisions of sections 4.1
and 4.2 of the Agreement, in cases when the Customer
has delegated the personal data processing to the
Supplier Group, when the Service Provider remotely
connects to the System and/or other information
systems used by the Customer, the Customer, at the
Customer’s own effort and expense, shall ensure the
maximum security of the connection required and apply
the necessary and proper tools and measures (e.g.
encryption, etc.) to protect the data, their flow and
connection.

4.4. The Supplier Group shall ensure that personal
data are processed only by authorized persons
committed to ensure the confidentiality of the data.

4.5. By taking into account the nature of the
processing of the stored personal data and the available
information, the Supplier Group undertakes to
cooperate with the Customer in ensuring compliance
with the obligations set out in Articles 32-36 of the
General Data Protection Regulation.

4.6. The Supplier Group will reasonably assist
Customer in complying with Customer’s obligations in
respect of data protection impact assessments (including
a 'risk assessment', 'privacy impact assessment’, 'data
protection  assessment' or any  equivalent
documentation) and prior consultation or mandatory
submission to a data protection authority where
applicable under Data Protection Laws, by e.g.
providing a report, accountability information or
Documentation

4.7. At the request of the Customer, the Supplier
Group, taking into account the nature of personal data
processing and technical possibilities, undertakes to
provide available information necessary for the
Customer to respond to the data subject’s requests to
exercise the data subject’s rights and fulfil other
requirements of personal data protection legislation. If
the data subject’s request is sent to the Supplier Group
directly, it shall be forwarded to the Customer without
undue delay, but not later than within 36 hours.

5. OTHER REQUIREMENTS FOR
PERSONAL. AND OTHER DATA OR
INFORMATION PROCESSING

5.1. In providing the necessary infrastructure

services under the Contract, the Supplier Group shall

apsvarstyti  tokius UZsakovo pasifilymus, juos
vertinti 1r pateikti Uzsakovui motyvuotg atsisakymg
lgyvendinti Uzsakovo nurodymus arba nedelsiant
pradeti iy veiksmy jgyvendinimg.

4.3. Nepaisant Susitarimo 4.1 ir 4.2 punktuose
nustatyty salygu, tais atvejais, kai UZsakovas paveda
asmens duomeny tvarkymg Tiekéjo grupei, kai
Paslaugy teikéjas nuotoliniu biidu jungiasi prie
Uzsakovo naudojamos Sistemos ir (ar) kity
informaciniy sistermy, Uzsakovas savo pastangomis
ir 1éSomis privalo uztikrinti maksimaly reikalaujamg
ry$io sauguma bei taikyti biitinus ir tinkamus jrankius
bei priemones (pvz., Sifravimg ir kt.), sickdamas
apsaugoti duomenis, jy srautg ir rysj.

4.4. Tiekéjo grupé privalo uztikrinti, kad asmens
duomenis tvarkyty tik jgalioti asmenys, jsipareigoj¢
uztikrinti duomeny konfidencialuma.

4.5. Atsizvelgdama ] tvarkomy asmens duomeny
poblid] 1ir turimg informacijg, Tiekéjo grupe
Isipareigoja bendradarbiauti su UZsakovu, siekdama
uztikrinti Bendrojo duomeny apsaugos reglamento
32-36 straipsniuose nustatyty  Isipareigojimy
latkymasi.

4.6. Tiekejo grupé pagristai padés UZzsakovui vykdyti
Isipareigojimus, susijusius su duomeny apsaugos
poveikio vertinimais (jskaitant ,rizikos vertinimg™,
LHprivatumo  poveikio  vertinimg“, ,,duomeny
apsaugos vertinimg™“ arba bet kokig lygiaverte
dokumentacijg) ir privaloma konsultacyja ar
pateikimu duomeny apsaugos institucijai, jei tai
taikoma pagal duomeny apsaugos teis¢s aktus, pvz.,
pateikdama ataskaita, atskaitomybés informacija ar
dokumentacijg.

47. Uzsakovo  praSymu  Tiekéjo  grupe,
atsizvelgdama ] asmens duomeny tvarkymo pobudj ir
technines galimybes, jsipareigoja pateikti turimg
informacijg, bliting Uzsakovui atsakyti 1 duomeny
subjekto praSymus jgyvendinti / naudotis duomeny
subjekto teises ir vykdyti kitus asmens duomeny
apsaugos teisés akty reikalavimus. Jei duomeny
subjekto prasymas tiesiogiai pateikiamas Tiekéjo
grupei, jis turi biiti persiystas Uzsakovui nedelsiant,
bet ne véliau kaip per 36 valandas.

5. KITI REIKALAVIMAI ASMENS IR KITUY
DUOMENU AR INFORMACIJOS
TVARKYMUI

5.1. Teikdama pagal Sutart] biitinas infrastrukttiros
paslaugas, Tiekéjo grupé uztikrina, kad teikiamos
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ensure that the services provided comply with the
requirements set in Chapter VI “Requirements for
Electronic Information Hosting Service Providers and
Digital Service Providers” of the Description of
Organizational and Technical Cyber Security
Requirements Applicable to Cyber Security Entities,
approved by Resolution No 818 of 5 August 2018 of the
Government of the Republic of Lithuania:

5.1.1.  To organize and perform the risk assessment at
least once every two years or following major
organizational or systemic changes. The electronic
information hosting providers and digital service
providers are entitled to carry out this risk assessment
together with activity risk assessment and/or assessment
of the compliance of information technologies security.

5.1.2. In cooperation with the providers of public
communications networks and/or public electronic
communications services, to take necessary measures to
ensure cyber security.

5.1.3. To implement organizational and technical
measures that ensure cyber security of the systems and
equipment used for provision of digital services or
electronic information hosting.

5.1.4. To approve the cyber security management
rules, update them following the significant
organizational or systemic changes and submit them to
the National Cyber Security Centre, at the request of the
National Cyber Security Centre. The cyber security
management rules for electronic information hosting or
digital services provide:

5.1.4.1. Descriptions of the measures required for cyber
incidents management.

5.1.4.2. A plan for ensuring the uninterrupted provision
of electronic information hosting or digital services and
conditions for application thereof as well as the
maximum permissible service downtime.

5.1.4.3. Functions and responsibilities of the persons
responsible for managing cyber incidents.

5.1.4.4. Procedures and conditions for monitoring,
checking, testing and auditing of systems and
equipment used for the provision of public
communications networks and/or public electronic
communications services.

5.1.4.5. Compliance with Lithuanian and international
standards for cyber security or secure electronic
information processing.

5.1.5. To inform, free of charge, the recipients of
electronic information hosting or digital services about
identified cyber incidents related to electronic

paslaugos atitikty Lietuvos Respublikos Vyriausybés
2018 m. rugpjiicio 5 d. nutarimu Nr. 818 patvirtintos
Kibernetinio  saugumo  subjektams  taikomy
organizaciniy ir techniniy kibernetinio saugumo
reikalavimy apraSo VI skyriaus ,Reikalavimai
elektroninés  informacijos talpinimo paslaugy
teikéjams ir skaitmeniniy paslaugy teikéjams®
nustatytus reikalavimus:

5.1.1. Organizuoti ir atlikti rizikos vertinimg bent
karta per dvejus metus arba po reik§mingy
organizaciniy ar sisteminiy poky¢iy. Elektronings
Informacijos talpinimo paslaugy ir skaitmeniniy
paslaugy teikéjams leidziama §] rizikos vertinimg
atlikti kartu su veiklos rizikos vertinimu ir (arba)
informaciniy  technologijy  saugumo atitikties
vertinimu.

5.1.2. Bendradarbiaujant su vieSyjy rysiy tinkly ir
(arba) viesyjy elektroniniy rysiy paslaugy teikéjais,
imtis  blitiny  priemoniy uZztikrinti  kiberneting
saugumag.

5.1.3. Idiegti organizacines ir technines priemones,
uztikrinan¢ias naudojamy sistemy ir jrangos, skirtos
skaitmeninéms  paslaugoms ar  elektroninés
mformacijos talpinimui teikti, kibernetinj sauguma.

5.1.4. Patvirtinti kibernetinio saugumo valdymo
taisykles, jas atnaujinti po reik§mingy organizaciniy
ar sisteminiy poky¢iy ir pateikti Nacionaliniam
kibernetinio saugumo centrui (NKSC), jei to
paprasyty NKSC. Kibernetinio saugumo valdymo
taisyklése, skirtose elektroninés informacijos
talpinimui ar skaitmeninéms paslaugoms, numatyta:
5.1.4.1. Kibemetiniy incidenty valdymui reikalingy
priemoniy apra§ymai.

5.1.4.2. Elektroninés informacijos talpinimo ar
skaitmeniniy paslaugy nepertraukiamo teikimo
uztikrinimo  planas, jo tatkymo sglygos beil
maksimaliai leidziamas paslaugy neveikimo laikas.

5.1.4.3. Asmeny, atsakingy uz kibernetiniy incidenty
valdyma, funkcijos ir atsakomybés.

5.1.4.4. Viedyjy rysiy tinkly ir (arba) viesyjy
elektroniniy ry$iy paslaugy teikimui naudojamy
sistery ir Jrangos stebésenos, tikrinimo, testavimo ir
audito tvarka bei sglygos.

5.1.4.5. Atitiktis  Lietuvos ir tarptautiniams
kibernetinio saugumo ar saugaus elektroninés
informacijos tvarkymo standartams.

5.1.5. Nemokamai  informuoti elektroninés

Informacijos talpinimo ar skaitmeniniy paslaugy
gavéjus apie nustatytus kibernetinius incidentus,
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information hosting or digital services classified as
having a significant impact, as provided in the National
Cyber Incident Management Plan.

5.1.6. To notify the recipients of electronic
information hosting or digital services and the National
Cyber Security Centre, not later than five (5) working
days in advance, of the scheduled work which may
disrupt the cyber security of electronic information
hosting or digital services.

5.1.7. To inform the recipients of electronic
information hosting or digital services in which
countries their electronic information that i1s created,
managed or submitted for storage by using electronic
information hosting or digital services can be stored,
and in which cases such information is transferred to
other countries.

5.1.8. To establish the procedure for warning the
recipients of electronic information hosting or digital
services about breaches of cyber security of electronic
information hosting or digital services and actions to be
taken by the recipients and/or providers of electronic
information hosting or digital services in such cases.
5.1.9. To make public recommendations for the
recipients of the electronic information hosting or
digital services on measures for ensuring cyber security
when using electronic information hosting or digital
services.

5.2. The Supplier Group shall ensure that all
electronic information of the Customer that is created,
processed or submitted for storage through the services
of the Supplier Group is stored in the European Union.
5.3. The Supplier Group may process personal data
on a global basis as necessary. To the extent such global
access involves a transfer made by the Supplier of
personal data originating from the European Union
and/or the European Economic Area (“EEA”) to the
Supplier Group or its Subprocessors located in countries
outside the European Union and/or EEA that have not
received a binding adequacy decision by the European
Commission (“Restricted Transfers”), such transfers
shall be subject to the terms of the EU Standard
Contractual Clauses approved by the FEuropean
Commission for the Transfer of Personal Data from the
Supplier to the respective (Sub-)Processors established
in Third Countries including appropriate safeguards as
necessary. At Customer’s written request and as
applicable, Supplier will provide Customer with

susijusius su elektroninés informacijos talpinimu ar
skaitmeninémis paslaugomis, kurie yra
klasifikuojami kaip darantys reikSmingg poveik],
kaip numatyta Nacionaliniame kibernetiniy incidenty
valdymo plane.

5.1.6. Pranesti elektroninés informacijos talpinimo ar
skaitmeniniy paslaugy gavéjams ir Nacionaliniam
kibernetinio saugumo centrui ne véliau kaip prie§
penkias (5) darbo dienas apie planuojamus darbus,

kurie gali sutrikdyti elektroninés nformacijos
talpinimo ar skaitmeniniy paslaugy kiberneting
sauguma.

5.1.7. Informuoti elektroninés informacijos talpinimo
ar skaitmeniniy paslaugy gavéjus, kuriose salyse gali
bliti saugoma ju elektroniné informacija, kuri yra
kuriama, valdoma ar pateikiama saugoti naudojant
elektroninés informacijos talpinimo ar skaitmenines
paslaugas, ir kokiais atvejais tokia informacija yra
perduodama kitoms $alims.

5.1.8. Nustatyti tvarka, kaip ispéti elektroninés
Informacijos talpinimo ar skaitmeniniy paslaugy
gavéjus apie elektroninés informacijos talpinimo ar
skaitmeniniy  paslaugy kibernetinio  saugumo
pazeidimus bei kokiy veiksmy tokiais atvejais turi
imtis gavéjai ir (arba) paslaugy teikéjai.

5.1.9. Paskelbti rekomendacijas elektronings
Informacijos talpinimo ar skaitmeniniy paslaugy
gavéjams dél kibernetinio saugumo uZtikrinimo
priemoniy naudojant elektroninés informacijos
talpinimo ar skaitmenines paslaugas.

5.2. Tiekéjo grupé uztikrina, kad visa UzZsakovo
elektroniné informacija, kuri yra kuriama, tvarkoma
arba pateikiama saugoti per Tiekéjo grupés
paslaugas, biity saugoma Europos Sajungoje.

5.3. Tiekéjo grupé gali tvarkyti asmens duomenis
pasauliniu mastu, jei to reikia. Kai tokia pasauliné
priciga apima Tiekéjo atlickamg asmens duomeny,
gauty 18 Europos Sgjungos ir (arba) Europos
ekonominés erdvés (EEE), perdavimg Tiekéjo grupei
ar jos Subtvarkytojams, esantiems Salyse uz Europos
Sajungos ir (arba) EEE riby, kurios néra gavusios
privalomo Europos Komisijos sprendimo dél
tinkamumo (,,Riboti perdavimai®), tokie perdavimai
yra vykdomi pagal ES Standartines sutarties sglygas,
patvirtintas Europos Komisijos, skirtas asmens
duomeny perdavimui i§ Tiekéjo atitinkamiems (Sub-
YTvarkytojams, Jsisteigusiems treciosiose Salyse,
iskaitant tinkamas apsaugos priemones, jei reikia.
Uzsakovo raSytiniu praSymu ir, jei taikytina, Tick¢jas
pateiks Uzsakovui dokumentus, patvirtinancius
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documentation evidencing compliance of Restricted
Transfers, e.g. a summary so that Customer can
reasonably verify Suppliers compliance with the data
security and data protection obligations under this
Agreement.

6. PERSONAL DATA BREACH

6.1. In the event of personal data breach or if the
Supplier Group reasonably suspects such a breach, the
Supplier Group shall immediately, but in any case not
later than within 24 hours after becoming aware thereof,
inform the Customer in writing and provide the
available information, that is required by General Data
Protection Regulation Article 33 (3), and data related to
such breach.

6.2. At the Customer’s request, the Supplier Group
shall, taking into account technical possibilities and
without undue delay, provide the Customer with the
required additional documents, information and data
necessary to enable the Customer to identify and/or
verity the fact of personal data breach, investigate the
circumstances and take immediate measures to
eliminate the breach or reduce negative consequences
thereof. This includes assistance with communications
to data subjects if required under General Data
Protection Regulation Article 34.

7. RESPONSIBILITY OF THE SUPPLIER
GROUP AND DISPUTE RESOLUTION

7.1. In the event of liability arising from
performance by a Party under this Agreement, the
Parties agree that the maximum liability of either Party
to the other Party including its affiliates shall not exceed
the greater of (i) per claim, an amount equal to the net
remuneration paid or to be paid by the Customer for the
Services in the contractual year in which the damage
occurs and (ii) an aggregate amount up to a maximum
of 10 million Euro (in words: ten million Euro) for the
duration of the Agreement. This liability restrictions
shall not apply to applicable mandatory statutory
liability provisions which cannot be derogated from the
agreement.

7.2.  Any dispute, disagreement or claim arising out
of or relating to this Agreement to the Contract or
violation thereof shall be resolved by negotiation. If the
matter cannot be resolved through negotiations within
15 days of the commencement of the dispute, such

Riboty perdavimy atitikt;, pvz., santrauka, kad
Uzsakovas galéty pagristai jsitikinti  Tiekéjo
laikymusi duomeny saugumo ir duomeny apsaugos
Jsipareigojimy pagal §] Susitarimg.

6. ASMENS
PAZEIDIMAS
6.1. Asmens duomeny saugumo pazeidimo atveju
arba jei Tiekéjo grupé pagristai jtaria tok] pazeidima,
Tiekéjo grupé nedelsdama, taciau bet kuriuo atveju
ne veliau kaip per 24 valandas po suZinojimo apie
saugumo pazeidimg, rastu informuoja Uzsakovg ir
pateikia turimg informacijg, kurios reikalauja
Bendrasis duomeny apsaugos reglamento (BDAR)
33 straipsnio 3 dalis, bei su tuo pazeidimu susijusius
duomenis.

6.2. Uzsakovo praSymu, atsizvelgdama ] technines
galimybes ir nedelsdama, Tiekéjo grupé pateiks
Uzsakovui reikiamus papildomus dokumentus,
mnformacijg ir duomenis, kurie butimi UZzsakovui
identifikuoti ir (arba) patikrinti asmens duomeny
saugumo pazeidimo faktg, 1Stirti aplinkybes ir imtis
skubny priemoniy pazeidimui paSalinti arba
sumazinti jo neigiamas pasekmes. Tai apima pagalbg
bendraujant su duomeny subjektais, jei to
reikalaujama pagal Bendrojo duomeny apsaugos
reglamento 34 straipsnj.

DUOMENU SAUGUMO

7. TIEKEJO GRUPES ATSAKOMYBE IR
GINCU SPRENDIMAS

7.1. Atsiradus atsakomybei, susijusiai su Salies
vykdymu pagal § Susitarima, Salys susitaria, kad
maksimali bet kurios Salies atsakomybé kitai Saliai,
iskaitant jos filialus, nevirsys didesnés i§ §1y sumy:
(1) vz kiekvieng pretenzijg — sumos, lygiavertés
grynajam atlygivi, UzZsakovo sumokétam arba
mokétinam uz paslaugas sutartiniais metais, kuriais
atsirado Zala, ir (i1) bendros sumos, nevir§ijancios 10
milijony eury (Zodziais: deSimt milijony eury) per
visa  Susitarimo  galiojimo laikotarpj.  Sie
atsakomybés apribojimai netaikomi privalomoms
Istatyminéms atsakomybés nuostatoms, nuo kuriy
negali bliti nukrypstama susitarimu.

7.2. Bet koks gincas, nesutarimas ar pretenzija,
kylanti 1§ Sio Susitarimo prie Sutarties arba susijusi
su jo pazeidimu, bus sprendziama deryby budu. Jei
klausimas negali bliti i§spregstas derybose per 15
dieny nuo ginco pradZios, toks gincas, nesutarimas ar
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dispute, disagreement or claim will be settled by the
court of the Republic of Lithuania.

pretenzija bus sprendziamas Lietuvos Respublikos
teisme.

CUSTOMER

State Data Agency (Statistics Lithuania)

Gedimino Ave. 29, LT-01500 Vilnius, Lithuania
Company code: 188600177

VAT number: none

Settlement Account No: LT02 4040 0636 1000 0121
The Ministry of Finance of the Republic of Lithuania
Code of financial institution: 40400

Tel.: +370 656 97121

E-mail: statistika@stat.gov.lIt

http://www.vda.lrv It

Juraté Petrauskiené, Director General

UZSAKOVAS

Valstybés duomeny agentiira

Gedimino pr. 29, LT-01500 Vilnius, Lietuva
Juridinio asmens kodas: 188600177

PVM mokétojo kodas: néra

Atsiskaitomoji saskaita: LT02 4040 0636 1000 0121
Lietuvos Respublikos finansy ministerija
Finansy jsaigos kodas: 40400

Tel.: +370 656 97121

El. pastas: statistika(@stat.gov.lt
http://www.vda.lrv.1t

Generaliné direktoré Juraté Petrauskiené

SUPPLIER

Palantir Technologies Lithuania, UAB
Upés g. 23-1 LT-08128, Vilnius
Company number: 306032659

VAT number: LT1000 1508 0417
Bank Name: Citibank Europe plc
Account Holder: Palantir Technologies Lithuania
UAB

Account Number: 0039560283

IBAN: E26CITI99005139560283
SWIFT: CITIIE2X

Phone No. +370 604 19 041

E-mail: legalnotices@palantir.com
Tadas Rudzevicius, director

TIEKEJAS

Palantir Technologies Lithuania, UAB
Upés g. 23-1 LT-08128, Vilnius

Juridinio asmens kodas: 306032659

PVM mokeétoje kodas: LT1000 1508 0417
Bankas: Citibank Europe plc

Saskaitos pavadinimas: Palantir Technologies
Lithuania UAB

Saskaitos numeris: 0039560283

IBAN: E26CITI99005139560283

SWIFT kodas: CITIIE2X

Tel. +370 604 19 041

El. pastas: legalnotices@palantir.com
Direktorius Tadas Rudzevi¢ius
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