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FEAST USER AGREEMENT

between

EUROCONTROL1 established in Rue de la Fusée, 96, 1130 Brussels, Belgium, represented by its Director General, , represented in turn by the Head of Procurement,;
hereinafter referred to as “EUROCONTROL",

and

Public limited liability company Oro navigacija, having its address at Balio Karvelio str. 25, LT- 02184 Vilnius, Lithuania represented by its Head of Innovations and Development Department, authorized by the CEO of the Company
hereinafter referred to as “ORO NAVIGACIJA”,

HAVING REGARD to the EUROCONTROL International Convention relating to Co-operation for the Safety of Air Navigation of 13 December 1960 as amended by the Protocol signed at Brussels on 12 February 1981, and in particular Article 3 of Annex 1 thereto;
HAVING REGARD to the tasks of the Organisation set out in Article 2.1 of the revised Convention, as early implemented by Decision No.71 of the Permanent Commission of 9 December 1997, in particular its paragraph 2.1 (o) mandating the Organisation to develop and endorse common criteria for the selection, and common policies for the training, licensing, and proficiency checking of air traffic services staff;
HAVE AGREED AS FOLLOWS:

DEFINITIONS
For the purpose of this document:
ORO NAVIGACIJA	shall mean the entity to which FEAST has been made available including its staff.
Agreement	shall mean the present document including its annexes.
BOS Data	shall mean Personal Data collected from ab initio trainee air traffic controllers during their training in the form of completed  Behaviour  Observation  Scale  (“BOS”)

1 The European Organisation for the Safety of Air Navigation.





assessment forms which is required by EUROCONTROL to enable it to develop and endorse common criteria for the selection of air traffic controller services staff in pursuance of its mandate under Article 2.1 (o) of the EUROCONTROL Convention.
Content Sensitive	shall mean any information or data ORO NAVIGACIJA
does not wish to be freely accessible and generally available to third parties.
Data Subject	shall mean an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such a name, an identification number or to one or more factors specific to his physical, psychological, mental, economic, cultural or social identity.
FEAST	shall mean the EUROCONTROL First European Air Traffic Controller Selection Test package, created, maintained and operated by EUROCONTROL, including all material such as, test material, candidate reports, manuals and training material in electronic or paper form.
Mission Critical	shall mean information technology applications used for the
purpose of storage and/or manipulation of data derived from FEAST, which are crucial to the activities of ORO NAVIGACIJA.
Personal Data	shall mean any information relating to a Data Subject.





Personal	Data	Processing Terms

shall mean the terms regarding the protection of Personal Data as set out in Annex 2.

Test Administrator	shall mean the person administering FEAST to the Test
Taker.
Test Data	shall mean Personal Data generated through the use of FEAST by the Test Taker in response to the test questions and tasks, in particular FEAST scores (e.g. raw score data on item level, total number of correct/incorrect items, total number of skipped items, mean reaction time, total test time, sum of messages, standard scores etc.) and which is used for the purpose of test validation and required by EUROCONTROL to enable it to develop and endorse common criteria for the selection of air traffic controller services staff in pursuance of its mandate under Article 2.1 (o) of the EUROCONTROL Convention.
Test Taker	shall mean a candidate ab initio trainee air traffic controller. Test Taker Data	shall mean personal data such as the name, address and
other biographical and administrative data required to
identify the Test Taker and which EUROCONTROL needs in order to administer the test and in particular link the test data to the Test Taker.
User	shall mean all employees of ORO NAVIGACIJA who ORO NAVIGACIJA has authorised to use FEAST (Test Administrators, recruiters etc.). Test Takers are not Users.

ARTICLE 1 – SCOPE

This Agreement sets out the terms and conditions under which EUROCONTROL grants ORO NAVIGACIJA access to FEAST as a screening and testing tool for Test Takers.

ARTICLE 2 – LICENCE TO USE FEAST
EUROCONTROL hereby grants ORO NAVIGACIJA and the latter hereby accepts, subject to all of the terms and conditions of this Agreement, a non-exclusive, non-transferable, personal and limited license to use FEAST for the screening and testing of candidate ab initio trainee air traffic controllers.

ARTICLE 3 – RIGHTS AND OBLIGATIONS OF THE PARTIES
3.1. Rights and Obligations of ORO NAVIGACIJA
a) Rights
ORO NAVIGACIJA may use FEAST in strict accordance with the terms of this Agreement and for the purpose outlined in Article 2 above.
b) Obligations
ORO NAVIGACIJA shall:
(i) use FEAST only through its qualified and accredited employees or agents (as specified in Annex 1);
(ii) not rent, lease, lend, sub-licence, transfer, sell or otherwise make available to third parties any part of FEAST without EUROCONTROL’s prior and explicit written agreement;
(iii) not use FEAST for any purposes other than those specified in Article 2 above;
(iv) not allow third parties to use FEAST without EUROCONTROL’s prior and explicit written agreement;
(v) not describe FEAST or EUROCONTROL in a negative way;
(vi) not in any way harm or cause prejudice to EUROCONTROL, directly or indirectly;
(vii) not compare FEAST to ORO NAVIGACIJA’s own products and/or services or to other entities’ products and/or services in advertisements and or any communication with third parties, or during courses or presentations given by ORO NAVIGACIJA;
(viii) not modify, translate or merge FEAST or any parts thereof with other products or courses;
(ix) not reverse-engineer, disassemble, or decompile FEAST or parts or modules thereof or otherwise attempt to determinate its underlying source code or permit any such actions;
(x) not develop or derive any data in whatever form that incorporates or uses FEAST or part thereof, except to the extent that ORO NAVIGACIJA is required to do so for the assessment of Test Takers and for ORO NAVIGACIJA’s internal reporting purposes in order to draw conclusions on the use of FEAST;
(xi) neither copy FEAST (in any form – paper, electronic, digital or otherwise) nor otherwise reproduce FEAST except as far as strictly necessary for the good running of the FEAST Tests;




(xii) store copies of FEAST (in any form – electronic, digital or otherwise) in a location where only authorised ORO NAVIGACIJA employees bound by the confidentiality provisions in Article 9 can access it;
(xiii) ensure that all permitted copies of FEAST are stored securely and that appropriate measures to safeguard the integrity and confidentiality of FEAST are taken. Any FEAST material no longer required (namely the copies made in accordance with this Agreement) must be destroyed;
(xiv) put a system in place so that the competence of the personnel delivering products and/or services based on or related to FEAST is guaranteed;
(xv) not publish FEAST or the results performed by or in connection with it without EUROCONTROL’s explicit prior written agreement;
(xvi) promptly return to EUROCONTROL FEAST and where applicable all copies thereof as well as any materials and/or documentation relating thereto when this Agreement expires or is terminated and provide to EUROCONTROL a written statement that this has been done;
(xvii) reasonably safeguard at all times the FEAST content as well as any other related technical means disclosed by EUROCONTROL to ORO NAVIGACIJA and shall prevent the use by and disclosure of any of the same to any third party;
(xviii) ensure that no FEAST material (in particular content of tests) is copied in any physical, digital or other format, or stored on a computer. Mobile phones, cameras or other digital or electronic devices shall be banned during test sessions;
(xix) not violate nor attempt to violate the security features of FEAST, namely:
· access data not intended for ORO NAVIGACIJA or log into a server or account for which ORO NAVIGACIJA is not authorised access;
· attempt to probe, scan or test the vulnerability of FEAST or EUROCONTROL network/s or to breach security or authentication measures;
· attempt to interfere with services to any FEAST host or network;
· forge any TCP/IP packet header or any part of the header information in any posting;
· knowingly post or transmit any content or information that contains a virus, worms, Trojan horses or corrupted data, or
· create deep linking to any part of FEAST;
(xx) not delete or modify any author contributions, legal notices, copyright or proprietary designations contained in FEAST;
(xxi) not upload and/or transmit any content or information that infringes any intellectual proprietary rights of EUROCONTROL or of third parties;
(xxii) not delete and/or revise any material posted by another person or entity than ORO NAVIGACIJA, without express permission of such other person or entity;
(xxiii) not use any device, software or routine to interfere with the proper working of FEAST;
(xxiv) not take any action that imposes an unreasonable or disproportionately large load on EUROCONTROL servers and/or EUROCONTROL infrastructure;




(xxv) not download, copy, modify and/or reuse FEAST or any part thereof for purposes other than those of this Agreement, without the prior and explicit written agreement of EUROCONTROL, and
(xxvi) not provide Test Takers with copies of print-outs and/or copies of screenshots of test result screens or any Test Data output that are directly derived from FEAST. Any copies of print-outs and/or copies of screenshots or any FEAST test used for decision-making should either be physically destroyed by ORO NAVIGACIJA or if kept, stored by ORO NAVIGACIJA in a secured place, access being given only to authorised persons bound by this Agreement.
(xxvii) provide EUROCONTROL with feedback reports and BOS Data as specified in Article 6 below.
(xxviii) not to use FEAST for any purposes such as coaching, training or preparing of Test Takers.
c) ORO NAVIGACIJA IS AWARE THAT EUROCONTROL ADVISES NOT TO LET STUDENTS RE-TAKE FEAST OR ANY PART THEREOF FOR A SECOND TIME (AFTER INITIAL FAILURE), AS THE PROBABILITY OF LATER FAILURE DURING TRAINING FOR A TEST TAKER BEING ADMITTED ON THE BASIS OF RESULTS FROM A SECOND TEST MAY BE HIGHER THAN FOR STUDENTS HAVING SUCCESSFULLY PASSED FEAST INITIALLY.
3.2. Rights of EUROCONTROL
a) EUROCONTROL and/or other third parties known to EUROCONTROL are and shall remain the exclusive owners of FEAST and shall as part of their ownership rights have the right to maintain, update, modify and/or change FEAST or parts thereof at any time themselves or through a third party of their choice.
b) EUROCONTROL reserves the right, to be exercised at its own discretion, to publish synthetic reports concerning the tests delivered based on FEAST (including where applicable the number of Test Takers as per entity to which FEAST has been licensed, as well the name of the licensees and ORO NAVIGACIJA has the obligation to provide to EUROCONTROL annually upon its demand such reports, as detailed in Article 6 below).

ARTICLE 4 – FEES AND PAYMENT
4.1. FEAST is subject to the payment of the fees specified in Annex 3.
4.2. Invoices shall be raised by EUROCONTROL twice per year on the first working days of the months of January and July.
4.3. ORO NAVIGACIJA shall be entitled to order FEAST tests up to the net amount of EUR 7.000,00 (Seven thousand euros) capped. The Agreement shall terminate automatically upon reaching the maximum amount specified therein and the connection to FEAST being disabled at the same time.
4.4. Payment shall be made to the bank account: Bank: ING BANK Brussels
Account (IBAN): BE36 3101 0973 5681
also indicated on the invoice issued by EUROCONTROL within a period of 30 (thirty) calendar days of the receipt of the invoice by ORO NAVIGACIJA.
4.5. Any delay in the payment of the amounts due under this Agreement shall give rise to the payment of interest on arrears calculated on the basis of the Decision by the EUROCONTROL enlarged Commission relating to the rate of interest on late payments




of route charges for the year in which the interest accrues. Each day’s delay beyond the above-mentioned period shall be calculated as 1/360 of a year.

ARTICLE 5 – DELIVERY OF AND ACCESS TO FEAST
Access to FEAST shall be granted and relevant material delivered by EUROCONTROL only to those employees or agents of ORO NAVIGACIJA who fulfilled the eligibility criteria specified in Annex 1 and upon payment by ORO NAVIGACIJA of the fees specified in Article 4 above.

ARTICLE 6 – FEEDBACK AND UPGRADES
6.1. ORO NAVIGACIJA shall provide EUROCONTROL annually with appropriate feedback reports on the results, use and experience gathered with FEAST. Feedback reports may include Personal Data of a general nature from unidentifiable sources.
6.2. In addition, ORO NAVIGACIJA agrees to provide BOS Data.
6.3. EUROCONTROL shall respect the confidentiality of any feedback received subject to Article 3.2.b) above.
6.4. EUROCONTROL shall monitor FEAST and its implementation and may from time to time issue and propose new versions (upgrades) of FEAST, which may be made available, at EUROCONTROL’s discretion, to ORO NAVIGACIJA free of charge as soon as they become available.

ARTICLE 7 – PROCESSING OF PERSONAL DATA
EUROCONTROL and ORO NAVIGACIJA shall process all Personal Data exchanged for the purposes of this Agreement, in particular Test Taker Data, Test Data, Feedback Reports and BOS Data only for the purposes and under the conditions set out in the Personal Data Processing Terms attached at Annex 2. To protect the Personal Data exchanged under this Agreement, the Parties shall implement organisational, technical and physical measures, which shall be kept up to date in accordance with generally accepted standards.

ARTICLE 8 – SYSTEM SECURITY
8.1. EUROCONTROL operates secure data networks protected by standard industry security protection systems. EUROCONTROL security and privacy policies are periodically reviewed and enhanced. EUROCONTROL implements and maintains the security measures set out at Annex 4.
8.2. Data and information sent using FEAST may be subject to illicit activities of third parties such as privacy and security invasions. While EUROCONTROL provides all reasonable efforts to prevent such invasions from occurring, EUROCONTROL cannot accept responsibility and liability for any damage or harm caused as a result of such actions other than as set out in the Personal Data Processing Terms at Annex 2.
8.3. ORO NAVIGACIJA shall not use FEAST in connection with applications and information it considers “content sensitive” or “mission critical”. ORO NAVIGACIJA shall maintain adequate security measures for components that it provides or controls and that interact with EUROCONTROL’s systems.

ARTICLE 9 – INTELLECTUAL PROPERTY RIGHTS / CONFIDENTIAL INFORMATION
9.1. Intellectual Property Rights
All right, title and interest in and related to FEAST (including any images, photographs, animation, video, audio music and text incorporated in it) as well as all intellectual




property rights embodied therein are protected by international intellectual property rights, laws and shall at all times remain with EUROCONTROL and/or as may be the case with third parties known to EUROCONTROL.
9.2. Confidential Information
a) ORO NAVIGACIJA may not copy any of the printed materials accompanying FEAST without the prior written agreement of EUROCONTROL. ORO NAVIGACIJA shall however be entitled to make the appropriate number of photocopies of FEAST material as is required for the administration of FEAST. Any authorised copies shall bear the legend according to Article 9.2 b) below.
b) All documentation to be released by ORO NAVIGACIJA and which contain or refer to FEAST or parts thereof shall bear a legend2 on the first page of such documentation or products clearly stating that EUROCONTROL has the relevant rights to make FEAST available under this Agreement.
c) ORO NAVIGACIJA shall inform EUROCONTROL in advance of any planned release and EUROCONTROL reserves the right to review all documents to be released and to disapprove of the distribution and/or use of the same if it considers that they affect EUROCONTROL’s interests adversely.
d) ORO NAVIGACIJA shall ensure that disclosure of FEAST is made only to those employees or agents of ORO NAVIGACIJA who have followed and successfully completed relevant accreditation training for FEAST ADMINISTRATORS and after they have been notified to EUROCONTROL by ORO NAVIGACIJA.
e) In the framework of this Agreement, the Parties may have to exchange confidential, proprietary information (“Confidential Information”) of each other. The receiving Party (“Recipient”) shall not disclose or make available such Confidential Information or any part thereof to any person or entity except to those of the Recipient’s directors, other officers, employees or agents for whom access is necessary due to their direct participation in the performance of the Recipient’s duties or the exercise of the Recipient’s rights under this Agreement for a period starting on the date of entry into force of this Agreement and ending five (5) years after the expiration or termination of this Agreement.
f) ORO NAVIGACIJA shall ensure that disclosure of FEAST and/or any information related to it, is made only to those employees or agents of ORO NAVIGACIJA who have followed and successfully completed relevant accreditation training for Test Administrators and after they have been notified to EUROCONTROL by ORO NAVIGACIJA.
g) ORO NAVIGACIJA shall ensure that, before disclosure of the Confidential Information, any person to which Confidential Information may be disclosed under this Agreement such person shall be advised of and shall comply with ORO NAVIGACIJA’s obligations of confidentiality under this Agreement as if such person was a Party to this Agreement. The standard of care that ORO NAVIGACIJA must exercise to meet these obligations is the standard it exercises with respect to its own confidential information of a similar nature, but in no event less than due care.
h) The obligations of Article 9.2. e) – g). above do not apply to information:
(i) which is already, or subsequently becomes, generally available by means other than the fault of, or breach of this Agreement by the Recipient;
(ii) which the Recipient can demonstrate he rightfully had in his possession prior to disclosure to the Recipient by the Party other than the Recipient;


2The following legend shall appear in full on any document, which contains or refers to the Test or parts thereof: “This product or document has been created by and/or contains parts which have been created or made available by EUROCONTROL. ©2018 All rights reserved. EUROCONTROL shall not be liable for any direct, indirect, incidental or consequential damages arising out of or in connection with this product or document, including with respect to the use of, modification or addition to the Test by [LICENSEE].”




(iii) which the Recipient independently develops without the use of the confidential information, or any part thereof;
(iv) where the Recipient has rightfully obtained from a third party the right to transfer or disclose the Confidential Information; or
(v) which is produced in compliance with applicable law or a court order, provided that the Recipient first gives the disclosing Party reasonable notice of such law or order and gives the disclosing Party the opportunity to oppose and/or attempt to limit such production.

ARTICLE 10 - CHANGES TO FEAST
10.1. Non-Substantive Changes
a) EUROCONTROL reserves itself the right to modify, or make non-substantive changes to FEAST such as to the web-based platform functionalities, at its own discretion and in the best interests of the service and the Users.
b) EUROCONTROL undertakes to give ORO NAVIGACIJA prior notice of such modifications or replacements at least 1 (one) month in advance. ORO NAVIGACIJA shall be considered to have accepted such modified version of FEAST if ORO NAVIGACIJA continues to use FEAST after having received written notice of non- substantive changes, modifications or replacements.
10.2. Substantive changes
a) ORO NAVIGACIJA acknowledges that EUROCONTROL may, at any time, and in the best interests of EUROCONTROL or its Users make substantive changes to or even suspend FEAST.
b) Insofar as the events resulting in such changes or suspension of FEAST are within the control of EUROCONTROL, prior to making them, the matter will be fully coordinated with and/or reported to the appropriate EUROCONTROL stakeholder consultative body.
c) EUROCONTROL undertakes to give ORO NAVIGACIJA prior notice of at least 6 (six) months in advance of the implementation of the changes.

ARTICLE 11 – WARRANTY AND LIABILITY
11.1. ORO NAVIGACIJA acknowledges that FEAST, including any upgrades thereto, are not error-free and agrees that the existence of such errors shall not constitute a breach of this Agreement by EUROCONTROL.
11.2. FEAST is provided by EUROCONTROL and accepted by ORO NAVIGACIJA on a strictly “as-is” basis, without any warranty whatsoever. All other warranties express or implied, including any warranties of or against interference with the enjoyment of the information, infringement, accuracy, compatibility, title, merchantability and fitness for any particular purpose, are particularly excluded and disclaimed by EUROCONTROL. EUROCONTROL does not warrant that FEAST or the operation of FEAST will meet ORO NAVIGACIJA’s purposes or requirements or that they will be error-free.
11.3. Notwithstanding Article 11.2. above, EUROCONTROL makes every attempt to provide and maintain FEAST as a state-of-the art product. FEAST operations are done in line with ISO 9001 requirements and FEAST is in line with the EUROCONTROL guidelines for ATCO selection tests.
11.4. EUROCONTROL does not accept any liability for or in connection with the use of FEAST. The entire liability as to the quality, performance, accuracy of, or quality of information transmitted or received via the products or services provided by ORO




NAVIGACIJA or arising out of or in connection with the use of FEAST by ORO NAVIGACIJA, is with ORO NAVIGACIJA.
11.5. EUROCONTROL shall not be liable for the unavailability of FEAST duly notified to ORO NAVIGACIJA. Planned unavailability shall be notified no less than 10 (ten) calendar days prior to such planned unavailability.
11.6. ORO NAVIGACIJA acknowledges, however, that EUROCONTROL may not be able to give prior notice in certain circumstances for example where the temporary cancellation or suspension of FEAST is due to internet interruption, unplanned maintenance or installation services or any other circumstances beyond the reasonable control of EUROCONTROL and that EUROCONTROL cannot be held liable for such unavailability of FEAST.
11.7. Some modules of FEAST may be derived from third party software or information and neither such party nor EUROCONTROL warrants the modules or assumes any liability regarding the use of the modules or undertakes to furnish any support or information relating to or in connection with the modules.
11.8. EUROCONTROL warrants that it has all relevant rights to make FEAST available in the framework of this Agreement and that, to the best of its knowledge, no proprietary rights of third parties are infringed. It is emphasized, however, that FEAST may be used by ORO NAVIGACIJA only within the limits set out in this Agreement.
11.9. Liability for Personal Data exchanged between EUROCONTROL and ORO NAVIGACIJA is set out in the Personal Data Processing Terms at Annex 2.

ARTICLE 12 - INDEMNIFICATION
To the extent permissible under the law applicable to this Agreement, and without prejudice to Clause 7 of Annex 2, the Parties shall indemnify each other and hold each other harmless from and against any claim, damage, loss, liability or expense, including attorney`s fees, arising out of the other Party’s failure to comply with this Agreement or its breach or infringement of any party rights due to such Party actions or omissions. This obligation shall survive this Agreement.

ARTICLE 13 – NOTICES
All notices and requests required or authorised under this Agreement, shall be given in writing by registered mail, unless otherwise specified in this Agreement. The points of contact3 of the Parties which may be changed by notice given by registered mail with respect to the Administrator and by e-mail with respect to the other points of contact are the following:
For EUROCONTROL
Technical matters:	Licensing matters: 

For ORO NAVIGACIJA





3The Point of Contact is essentially for matters involving policy and regulation. Practical matters concerning the administration of FEAST on a day-to-day basis shall be addressed by the FEAST Administrator or FEAST User (trained and accredited).




Focal point: for Technical and Licencing Matters:

ARTICLE 14 – ENTRY INTO FORCE, DURATION AND TERMINATION
14.1. This Agreement shall enter into force after its signature by the duly authorised representatives of both Parties and shall remain in force for three (3) calendar years or until the contract value reaches the maximum price specified in Clause 4.3 of the Agreement.
14.2. In the event of failure or neglect of a Party to fulfil any of its obligations under this Agreement, the other Party may serve the breaching Party a written notice of default. If the default is not remedied within thirty (30) days after the serving of the notice, the non- breaching Party shall have the right to terminate this Agreement with immediate effect at any time thereafter, provided the default still exists, by serving written notice of termination to the breaching Party.
14.3. EUROCONTROL may also terminate this Agreement without any further notice if ORO NAVIGACIJA becomes insolvent or makes an assignment for the benefit of creditors or proceedings in voluntary or involuntary bankruptcy are instituted on behalf of or against ORO NAVIGACIJA or a Receiver or Trustee of ORO NAVIGACIJA’s property is appointed.
14.4. Notwithstanding Article 14.1. above, either Party shall have the right to terminate this Agreement for convenience by sending 6 (six) months termination notice to the other Party. The termination by ORO NAVIGACIJA shall be subject to the payment of all relevant fees and charges under this Agreement.
14.5. Termination notice shall be given in writing by registered mail.
14.6. ORO NAVIGACIJA shall upon termination of this Agreement promptly return to EUROCONTROL FEAST and where applicable all copies thereof as well as any materials and/or documentation relating thereto when the activities specified in Article 3.1. a) are terminated and provide to EUROCONTROL a written statement that this has been done.

ARTICLE 15 – DISPUTE SETTLEMENT
15.1. Any dispute, controversy or claim arising under, out of or relating to this Agreement and any subsequent amendments to this Agreement, including without limitation, its formation, validity, binding effect, interpretation, performance, breach or termination, as well as non- contractual claims, shall be referred to and finally determined by arbitration in accordance with the WIPO4 Arbitration Rules.
15.2. The arbitral tribunal shall consist of three arbitrators.
15.3. The place of arbitration shall be Brussels (Belgium). The language to be used in the arbitral proceedings shall be English.
15.4. The dispute, controversy or claim shall be decided according to the laws of Belgium, with the exception of the rules applicable to data protection where the obligations of the Parties shall be determined in accordance with the laws applicable to each Party.

ARTICLE 16 – ENTIRE AGREEMENT AND AMENDMENTS


[bookmark: _bookmark3]4 World Intellectual Property Organization

16.1. The terms and conditions of this Agreement including its Annexes constitute the entire agreement and understanding of the Parties and supersede all previous communications whether written or oral between the Parties. There are no further or other agreements or understandings, written or oral, in effect between the Parties with respect to the subject matter thereof.
16.2. This Agreement may be amended or modified only by a single instrument in writing of equal formality, signed by the duly authorised representatives of both Parties.

ARTICLE 17 - MISCELLANEOUS
17.1. Any verbal agreement modifying or supplementing this Agreement shall not be binding on either of the Parties.
17.2. The Annexes to this Agreement shall form an entire part of this Agreement, it being understood that in any case of divergence between the text of this Agreement and the Annexes hereto the text of the Annexes shall prevail.
17.3. Subject to the rights of other third parties, EUROCONTROL may transfer, assign, sublicense or pledge in any manner whatsoever, any of EUROCONTROL’s rights and obligations under this Agreement to any third party of its choice (namely for purposes such as conducting statistical analyses, outsourcing the management of a FEAST service), without the need to receive ORO NAVIGACIJA’s consent.
17.4. ORO NAVIGACIJA may not transfer, assign, sublicense or pledge in any manner whatsoever, any of ORO NAVIGACIJA’s rights or obligations under this Agreement and any such assignment if made will be null and void.
17.5. This Agreement is without prejudice to the privileges and immunities EUROCONTROL enjoys under the EUROCONTROL International Convention relating to Co-operation for the Safety of Air Navigation as amended at Brussels in 1981 and in accordance with public international law.

IN WITNESS WHEREOF the Parties hereto have caused this Agreement to be duly executed in duplicate on their behalf by their duly authorised officers and representatives in a manner legally binding upon them.





For EUROCONTROL
For and on behalf of the Director General

For ORO NAVIGACIJA




Signature:	Signature:

	
Head of Procurement	Head of innovations and development department

Date: 08 October 2025

Date:

Annex 1
EUROCONTROL First European Air traffic controller Selection Test package FEAST

1. DESCRIPTION OF FEAST
FEAST consists of a web-based set of selection tools and associated database used in the recruitment and selection of ab initio trainees. FEAST is an IT business application and service delivered and managed by EUROCONTROL to end users known as FEAST users.
EUROCONTROL hosts FEAST on dedicated and secure servers. By use of appropriate security measures, accredited and trained FEAST Administrators and Users (see Section 3 below) may access the FEAST website where they may manage their candidate database and or through links of shortcuts where they administer the selection test to their candidates.
EUROCONTROL manages the provision of the service through the FEAST Service Team.
EUROCONTROL has the full ownership of some FEAST tests and has licensing arrangements with test providers of its individual components.
	Tests owned by EUROCONTROL
	Tests licensed to EUROCONTROL

	· ESTEL
· FOLD
· FPQ
· MULTI-PASS
· SAHR
· SAP
	· DART
· FLAT
· ICON
· MEMO
· MONO
· MULTI
· SCAT
· SORT
· SPOT



2. FEAST SPECIFIC DEFINITIONS
Supplier	shall mean the company providing/maintaining the FEAST Platform.
Psychometric Properties shall mean the elements that contribute to the statistical
adequacy of an assessment tool in terms of reliability, validity, internal consistency and norms.
Token	shall mean a card that generates codes used to connect to the EUROCONTROL extranet site in order to logon to the administration part of the FEAST application.
Any other defined terms will have the same meaning as in the FEAST User Agreement.

3. ELIGIBILITY CRITERIA
To be eligible for using FEAST, ORO NAVIGACIJA staff must be trained, accredited and qualified by EUROCONTROL. Only accredited staff of ORO NAVIGACIJA may administer, and/or use FEAST for assessing Test Takers. ORO NAVIGACIJA may provide such qualified and trained staff with the FEAST username and password and




the relevant shortcuts to access FEAST, subject to such staff having signed the “EUROCONTROL Non-Disclosure Agreement for ‘EUROCONTROL FEAST’ USERS”5.

4. INTELLECTUAL PROPERTY RIGHTS
4.1 The FEAST concept is fully and exclusively owned by EUROCONTROL.
4.2 ORO NAVIGACIJA agrees not to develop, or have developed, any tool for the assessment of Test Takers based upon the FEAST concept.
4.3 Tests and/or other assessment tools incorporated in FEAST are owned by EUROCONTROL and/or other parties (known to EUROCONTROL).
4.4 The FEAST software application and the “look and feel” of the web-based part of FEAST (such as layout, design and other graphic elements) and any Supplier’s Trademarks are proprietary of the Supplier (unless specified otherwise).
4.5 Material published by EUROCONTROL on FEAST may contain additional proprietary notices, describe tests, products, services, processes or technologies owned by EUROCONTROL and third parties (known to EUROCONTROL).
4.6 All other product and service marks contained in FEAST are the trademarks or service marks of their respective owners, and are proprietary of such owners.
4.7 All Psychometric Properties of the assessments tools included in FEAST - including the validity, reliability and norms of assessment tools and Test Data related to FEAST - are the exclusive property of EUROCONTROL, who shall have free disposal thereof. Upon written request, EUROCONTROL may grant ORO NAVIGACIJA the permission to quote such Psychometric Properties. Any permission shall be the subject of a special arrangement in writing between EUROCONTROL and ORO NAVIGACIJA. In no event shall ORO NAVIGACIJA publish such Psychometric Properties without the prior and express written consent of EUROCONTROL.





























5 The EUROCONTROL Non-Disclosure Agreement for ‘EUROCONTROL FEAST’ USERS can be obtained by e- mailing to: feast-service@eurocontrol.int





Annex 2

Personal Data Processing Terms


The Parties have agreed on the following terms in order to adduce adequate safeguard with respect to the protection of privacy and fundamental rights and freedoms of individuals for exchange between ORO NAVIGACIJA and EUROCONTROL of the personal data as processed pursuant to this Agreement.

Article 1 – Definitions
For the purpose of this Annex, the following definitions apply:
Feedback Reports	shall mean reports produced by ORO NAVIGACIJA on the
results, use and experience gathered with FEAST. Feedback reports may include Personal Data.
Processing	shall mean any operations or set of operations, which is performed upon Personal Data, whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction.
Data Processing Principles   shall mean the Principles outlined in the Appendix, based on
the legislation protecting the fundamental rights of freedom of individuals and, in particular, their right to privacy with respect to the Processing of Personal Data as set-out in the law applicable to ORO NAVIGACIJA in the Member State in which ORO NAVIGACIJA is established and the Data Protection framework applicable to EUROCONTROL.
Data Protection Framework   shall mean the framework comprising primarily of the
EUROCONTROL Regulation on Personal Data Protection as well as all executive decisions EUROCONTROL’s Director-General is authorised to take with regard to the implementation of the Regulation.
Controller	shall mean the natural or legal person, public authority, agency or any other body, which determines the purposes and means of the Processing of Personal Data carried out under his or her authority.
Processor	shall mean a natural or legal person or any other body, which is authorised to process Personal Data on behalf of EUROCONTROL or of ORO NAVIGACIJA.
Subprocessor	shall mean any Processor engaged as contractor by a
Processor to process Personal Data in accordance with the Data Processing Principles set out in the Appendix and with the terms of the FEAST User Agreement.
Security Measures	shall mean those technical and organisational measures
aimed at protecting Personal Data against accidental or unauthorised destruction or loss, as well as against non- authorised access, alteration or transmission.




Third Party	shall mean any party who is not a Data Subject, Controller, Processor or Subprocessor under this Annex.
Any other defined terms will have the same meaning as in the FEAST User Agreement.

Article 2 – Purposes of Processing / Controller of the Data
2.1. EUROCONTROL processes Test Taker Data, Test Data, Feedback Data and BOS Data pursuant to its mandate under Article 2 of the amended Convention to develop common criteria for the selection of air traffic services staff.
2.2. More specifically, EUROCONTROL and ORO NAVIGACIJA shall process the data exchanged or generated under the FEAST User Agreement only for the following purposes:
a) Test Taker Data shall be processed for the purpose of conducting the screening and testing of candidate ab initio trainee air traffic controllers. EUROCONTROL may also use such data to inform other organisations using FEAST for the test of their ab initio candidates that a Test Taker has already taken FEAST. EUROCONTROL may inform about the date of the test and the User organisation where the test was taken but will not disclose test results.
b) Feedback Reports and BOS Data shall be processed by EUROCONTROL so that training performance of students can be measured in a standardised way for the purpose of validating FEAST and develop FEAST further. EUROCONTROL shall be a Controller of such data together with ORO NAVIGACIJA.
c) Test Data shall be processed for the purposes of the validation/evaluation of the tests of Test Takers and for validating FEAST and develop FEAST further. EUROCONTROL shall be a Controller of such data together with ORO NAVIGACIJA, with the exception of such Test Data, which EUROCONTROL does not transmit to ORO NAVIGACIJA for which EUROCONTROL shall be the sole Controller.
d) Personal Data related to Users shall be processed by EUROCONTROL only for the purposes of maintain the working relationship necessary for the execution of this Agreement.


Article 3 – Obligations of ORO NAVIGACIJA
3.1. ORO NAVIGACIJA shall use any Personal Data made available to ORO NAVIGACIJA under this Agreement or otherwise processed by it for the purposes of this Agreement in strict accordance with the terms of this Agreement. ORO NAVIGACIJA shall in particular maintain full confidentiality on all Personal Data and protect it in accordance with the data protection laws applicable to it.
3.2. ORO NAVIGACIJA shall make sure that the Processing, including the transfer itself, of the personal data has been and will continue to be carried out in accordance with the relevant provisions of the Data Processing Principles set out in the Appendix and with the terms of the FEAST User Agreement.
3.3. ORO NAVIGACIJA shall comply with its information obligations to the Data Subject under the data protection laws applicable to ORO NAVIGACIJA and in particular provide adequate privacy notices about the Processing of the Personal Data of Test Takers.
3.4. ORO NAVIGACIJA shall respond in a reasonable time to any enquiries from the Data Subject concerning the Processing of his Personal Data by EUROCONTROL.




Article 4 – Obligations of EUROCONTROL
4.1. EUROCONTROL shall process the Personal Data transferred by ORO NAVIGACIJA and the Personal Data generated by the Test Takers in compliance with its Data Protection Framework, the Data Processing Principles set out in the Appendix and with the terms of the FEAST User Agreement.
Information Obligations
4.2. EUROCONTROL shall provide ORO NAVIGACIJA, upon request of ORO NAVIGACIJA, with the following information:
a) all relevant details regarding the Processing by EUROCONTROL;
b) the aspects of the Processing for which EUROCONTROL relies or intends to rely on the services of a Processor and a Subprocessor, as well as the identifying information of the Processor and Subprocessor, including the location of its main establishment;
c) geographical details of Processing locations, including back-up and redundancy facilities;
d) the technical and organisational security measures it and its Processor(s) have implemented, which shall include but not be limited to:
(i) commonly accepted industry standards and best practices and the means to comply therewith;
(ii) the information security policies;
(iii) the relevant security risk assessments with regard to the Processing of Personal Data;
(iv) the confidentiality obligations imposed on personnel authorised to process the Personal Data, and
(v) the identity of a single point of contact.
4.3. EUROCONTROL shall inform ORO NAVIGACIJA of any changes that may have a substantial impact on compliance with its information obligations outlined above.
4.4. EUROCONTROL shall comply with its information obligations to the Data Subject and in particular provide adequate privacy notices about the Processing of the Personal Data of Test Takers.
Processing-specific Obligations
4.5. When Processing the Personal Data transferred by ORO NAVIGACIJA, EUROCONTROL shall adhere to the following obligations and restrictions:
a) EUROCONTROL and its Processor(s) shall only process Personal Data for the purposes determined in the FEAST User Agreement, and in compliance with the Data Processing Principles set out in the Appendix;
b) Where EUROCONTROL’s Processor(s) use Subprocessors, it shall ensure that the Processing activities entrusted to Subprocessors enjoy a level of protection equivalent to the one provided by its Processor(s).
c) EUROCONTROL shall ensure that all of its staff and the staff of any Processor are suitably qualified and trained for Processing Personal Data as well as informed of the obligations contained in these Personal Data Processing Terms, in the Data Processing Principles set out in the Appendix and with the terms of the FEAST User Agreement.




d) ORO NAVIGACIJA shall have the right to request an independent audit to inspect and audit the Processing activities undertaken by EUROCONTROL and by any Processor on behalf of EUROCONTROL; in such a case ORO NAVIGACIJA and EUROCONTROL shall agree on an independent consultancy firm, the scope and timing of the audit, with due regard to any recent or contemporaneous independent audit conducted on data Processing activities carried out at EUROCONTROL. EUROCONTROL shall not unreasonably withhold its consent to such audit it being understood that the same Processing activities shall not be subject to more than one audit in any period of 24 months. In the event of an audit EUROCONTROL shall comply with all reasonable requests made or directions given by the auditors. The cost of the audit shall be borne by ORO NAVIGACIJA.
4.6. EUROCONTROL shall deal promptly and properly with all reasonable inquiries from ORO NAVIGACIJA or the Data Subject relating to his Processing of the Personal Data subject to the transfer.
Data Retention Periods
4.7. The Parties agree that the data will be kept for a reasonable period of time only, and that the Parties will exercise a yearly review of the data to assess whether their storage is in line with the purposes for Processing as described in Article 2 above.
The table below provides an overview of the specific data retention periods per each category of data.
	
	EUROCONTROL
	ORO NAVIGACIJA

	Test Taker Data
	10 years as from the last FEAST test completion date
	10 years as from the last FEAST test completion date

	Test Data
	10 years as from the last FEAST test completion date
	10 years as from the last FEAST test completion date

	BOS Data
	8	years	as	from	the completion date of BOS form
	8 years as from the completion date of BOS form

	Feedback Reports
	5 years as from the date of receipt
	5 years as from the date of receipt

	User data
	10 years as from the end of the FEAST User Agreement
	10 years as from the end of the FEAST User Agreement




Article 5 – Rights of the Data Subject
With respect to any request from Data Subjects regarding their rights referred to in the Appendix concerning the Processing of Personal Data pertaining to them by EUROCONTROL, by ORO NAVIGACIJA and/or by their Processor(s), the Parties shall cooperate to:
a) inform each other of any request made by a Data Subject with regard to the Personal Data addressed to one of them and/or its Processor(s);
b) promptly comply with any request made by the Data Subject who wishes to exercise its rights of access, rectification, erasure or blocking.
c) The Data Subject shall be provided with information on action taken on a request under this Article without undue delay and in any event within one month of receipt of the request. This period may be extended by two further months where necessary, taking into account the complexity and number of the requests.




Article 6 – Confidentiality and Security and Data Breach Reporting
6.1. When Processing Personal Data the Parties and every Processor shall take all necessary technical and organisational Security Measures to ensure the safety, availability, integrity and confidentiality of the Personal Data processed.
6.2. The Parties shall cooperate in good faith with each other in order to mitigate the adverse effects of a security incident impacting Personal Data processed by one of them and/or its Processor(s).
6.3. In particular, in the event of a security incident, the Party suffering the incident shall promptly notify the other Party of the occurrence of a security incident, and it shall inform it at regular intervals of the details of the security incident as they come to light, the mitigating measures already taken, any notifications made or to be made to other entities involved as well as any response procedures the Party suffering the incident intends to follow; the Party suffering the incident shall require its Processor to provide it with the same information should a security incident take place at the Processor; the information received from the Processor should be promptly relayed to the other Party.
6.4. The Party suffering the incident and its Processor(s) shall be held to modify their information security policies after the occurrence of a security incident in order to ensure that such an incident can be avoided in the future.
6.5. In the event of data breaches, the Parties shall assist each other and shall provide each other all information required in order to comply with their respective data breach reporting obligations.

Article 7 – Liability
7.1. The Parties agree that any Data Subject, who has suffered damages as a result of any breach by any Party of the obligations related to the protection of personal data contained in this Agreement, is entitled to receive compensation from the Party who is responsible for the data breach.
7.2. The Parties agree that they shall indemnify each other and hold each other harmless against any claim brought by a Data Subject who has suffered damage as a result of any breach of the obligations related to the protection of personal data contained in this Agreement. The indemnity shall cover all direct damages suffered by the non-breaching Party resulting from such a claim, including legal expenses and expenses incurred for damage assessments up to a limit of 100.000 EUR (one hundred thousand euro) per Data Subject and occurrence. This limitation shall not apply to damages resulting from gross negligence or wilful misconduct.
7.3. The Parties acknowledge and agree that any breach of the terms contained in this Annex shall constitute a material breach of the FEAST User Agreement.


Article 8 – Resolution of Disputes
In the event of a dispute with a Data Subject, or a claim brought by a Data Subject concerning the Processing of the Personal Data against either or both Parties, the Parties shall inform each other about any such dispute or claim, and shall cooperate to settling them amicably in a timely fashion.






Appendix
DATA PROTECTION PRINCIPLES
1. Purpose limitation: Personal Data may be processed and subsequently used or further communicated only for explicit and legitimate purposes communicated to the data subject and no further processed in a way incompatible with those purposes. Data must not be kept longer than necessary for the purposes for which they are originally collected and/or further processed.
2. Data quality and proportionality: Personal Data must be accurate and, where necessary, kept up to date. The Personal Data must be adequate, relevant and not excessive (data minimisation) in relation to the purposes for which they are originally collected and/or further processed.
3. Transparency: Data subjects must be provided with information necessary to ensure fair Processing (such as information about the purposes of Processing and about the transfer) and the identity of the data Controllers, namely the Parties and any other information necessary to ensure fair Processing.
4. Security and confidentiality: Technical and organisational security measures must be taken by the Parties that are appropriate to the risks, such as against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, presented by the Processing. Any person acting under the authority of the Parties, including a Processor, must not process the data except on instructions received from them.
5. Rights of access, rectification, erasure and restriction of data: the data subject must have a right of access to all data relating to him that are processed subject only to the limitations set out in the law and, as appropriate, the right to the rectification, erasure or blocking of data the Processing of which does not comply with the principles set out in this Appendix, in particular because the data are incomplete or inaccurate. (S)He should also be able to object to the Processing of the data relating to her/him on compelling legitimate grounds relating to her/his particular situation.
6. Staff training: the Parties warrant that the staff involved in the processing of the personal data are suitably qualified and trained for processing personal data and have been properly instructed regarding the observance of the technical and organisational measures mentioned in the previous sub-section.
7. Restrictions on onwards transfers: further transfers of Personal Data to another Controller established in a third country not providing adequate protection may take place only if either:
(a) the data subjects have given their unambiguous consent to the onward transfer
The minimum information to be provided to data subjects must contain in a language understandable to them:
1. the purposes of the onward transfer,
2. the categories of further recipients of the data and the countries of destination, and
3. an explanation that, after the onward transfer, the data may be processed by a Controller established in a country where there is not an adequate level of protection of the privacy of individuals; or

(b) the Parties agree to the adherence to this Appendix of another Controller established in a third country which thereby becomes a party to the Appendix and assumes the same obligations as the Parties.
8. Judicial remedies: the Parties agree that, should a data subject believe that one or both Parties failed to comply with the principles set forth in this Appendix, they shall ensure that he or she may lodge a formal complaint with the competent data protection supervisory authority6.The Parties agree that the data subject has the right to seek judicial remedy7, including compensation for material and non-material damages.





6 In the case of EUROCONTROL is its Data Protection Supervisory Board.
7 In the case of EUROCONTROL, by arbitration or through the International Labour Organization Administrative Tribunal (ILOAT).














1. EUROCONTROL MEMBER STATES

Annex 3 Charging

1.1. Prices for the use of FEAST within EUROCONTROL Member States

	Band
	Number of Test Takers per calendar year
	use fee/candidate in EUR

	1
	first 50
	90

	2
	from 51-500
	75

	3
	from 501 to 1,000
	50

	4
	more than 1,000
	0


Example:	The price for a FEAST User that tested 700 candidates would be calculated as follows:
(50 x 90 EUR) + (450 x 75 EUR) + (200 x 50 EUR) = 48,250 EUR
1.2. Price for FEAST implementation and for on-site training courses
The price is subject to a separate quote. Please contact: 

2. OUTSIDE THE EUROCONTROL MEMBER STATES AREA
2.1. Prices for the use of FEAST outside EUROCONTROL Member States

	Band
	Number of Test Takers per calendar year
	use fee/candidate in EUR

	1
	first 50
	130

	2
	from 51-500
	100

	3
	from 501 to 1,000
	75

	4
	from 1,001 to 3,000
	20

	5
	More than 3,001
	10


2.2. Price for FEAST implementation and for on-site training courses
The price is subject to a separate quote. Please contact: 
* * *
3. FEAST TRAINING AND ACCESS

Access to all FEAST products (FEAST I, FEAST II (DART) and FEAST III (FPQ) is included
in the price.

Access to support from FEAST help desk and other FEAST Services (test development and validation) is included in the price.

FEAST trainings and refresher trainings attended at EUROCONTROL is included in the price. Price for FEAST installation and for on-site training courses is subject to a separate quote. Please contact: 

Annex 4
IT Security Measures


FEAST is hosted on dedicated and secure servers.


SECURITY
1. Communication between users and the application is secured (i.e. HTTPS).
2. Data at rest is encrypted.
3. Security updates are applied regularly to the server’s operating system and the application.
4. Vulnerability scanning is performed regularly by an independent third party specialised in IT security.
5. Login attempts are geo-logged. Any suspicious login can be flagged and reviewed.
6. A multi-factor authentication system with an app or SMS system is in place.


BACKUPS AND DISASTER RECOVERY
1. Database backups follow a standard service tier: full backups weekly, differential backups hourly, and transaction log every five minutes.
2. Geo-replication: there is full read-only backup to an offsite datacentre.


image1.jpeg
%

EUROCONTROL




