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Lietuvos statistikos departamentas, juridinio asmens kodas
188600177, buveinés adresas Gedimino pr. 29, 01500 Vilnius,
atstovaujamas generalinés direktorés Jiratés Petrauskienés (toliau —
Uzsakovas), ir Palantir Technologies UK, Ltd.. juridinio asmens
kodas 7042994, atstovaujama Matt Long, kuris yra Palantir
Technologies UK, Ltd. jgaliotas atstovas (toliau — Tiekéjas), toliau
kartu vadinamos ,,Salimis®, o kiekviena i§ ju atskirai — ,Salimi®,
atsizvelgdamos | VieSosios jstaigos CPO LT atlikto pirkimo Nr.
497018 .Duomeny valdyme platformos, reikalingos Valstybés
duomeny valdysenos informacinei sistemai jgalinti ir veikti,
licencija, jskaitant platformos diegima“, vykdyto atviro konkurso
biidu (toliau — pirkimas) rezultatus, sudaré¢ §ig pirkimo sutartj
(toliau — Sutartis):

1. SUTARTIES DALYKAS

1.1.  Tiekéjas jsipareigoja pristatyti UZsakovui bei parengti
darbui duomeny valdymo platformos, reikalingos Valstybés
duomeny valdysenos informacinei sistemai jgalinti ir veikti,
licencija (toliau — prekes) tokia apimtimi ir sglygomis, kaip
detalizuota Sutarties priede ,,Techniné specifikacija (toliau —
Techniné specifikacija), o UZsakovas jsipareigoja atsiskaityti su
Tiekeju Sutarties salygy 3 skyriuje nustatyta tvarka.

2. SALIU TEISES IR [SIPAREIGOJIMAL
2.1. Tiekejas jsipareigoja:
2.1.1 tinkamai ir laiku pristatyti prekes, atitinkancias Sutartyje ir
Technineje specifikacijoje nustatytus reikalavimus:
2.1.1.1 duomeny valdymo platforma turi bati jdiegta per 1 (vieng)
ménesj (31 kalendoring dieng) nuo Sutarties pasira§ymo dienos;
2.1.1.2 COVID-19 informacinés sistemos duomeny jsisavinimo,
transformacijy ir realizuoty duomeny vizualizavimo sprendimy
perkelimas turi biti atliktas per 1 (viena) ménesj (31 kalendoring
diena) nuo pirkimo sutarties pasira§ymo dienos;
2.1.1.3 tarpZinybinés duomeny saugyklos ir Integruotos statistikos
informacinés sistemos duomeny Saltiniy duomeny paémimas turi
biiti atliktas per 9 (devynis) ménesius nuo pirkimo sutarties
pasira§ymo dienos;
2.1.1.4 duomeny valdymo platformos licencija turi galioti ne
trumpiau nei 12 (dvylika) ménesiy nuo Sutarties 2.1.1.1 punkte
nustatyto Tiekéjo jsipareigojimo jvykdymo dienos;
2.1.1.5 duomeny valdymo platformos palaikymas ir reikiamy
infrastruktiiros paslaugy teikimas turi bti uztikrintas ne trumpiau
nei 12 (dvylika) ménesiy nuo Sutarties 2.1.1.1 punkte nustatyto
Tiekejo jsipareigojimo jvykdymo dienos;
2.1.1.6 turi bati apmokyta iki 10 Uzsakovo specialisty (iki
2 sistemos ir duomeny administratoriy ir iki 8 duomeny analitiky) ir
pateikti i§samig platformos administratoriy ir naudotojy mokymo
medZiaga;
2.1.2. vykdydamas sutartinius jsipareigojimus, laikytis
konfidencialumo, neatskleisti tretiesiems asmenims ZodZiu, rastu ar
kitokiu pavidalu gautos dalykinés, finansinés bei kitokios
konfidencialios informacijos, su kuria buvo supaZindintas arba ji
tapo prieinama ir Zinoma bendradarbiaujant su UZsakovu;
2.1.3. nedelsdamas informuoti UZsakova laikantis pirkimo sutarties
salygy apie aplinkybes, trukdanéias laiku ir kokybiskai vykdyti
prisiimtus jsipareigojimus;
2.1.4. pasikeitus uZz pirkimo sutarties vykdymg atsakingam
asmeniui ir (ar) jo kontaktiniams duomenims, ne véliau kaip per 5
(penkias) darbo dienas apie tai informuoti Uzsakova arba jo jgaliota
asmenj.

LICENCE (ACCOMPANIED BY SYSTEM DEPLOYMENT
SERVICE) FOR THE DATA MANAGEMENT PLATFORM
NECESSARY FOR THE SETTING UP AND OPERATION
OF THE STATE DATA GOVERNANCE INFORMATION
SYSTEM
PURCHASE CONTRACT

Year 2020 November 6 ,No. ﬂ'//#m@

Vilnius

The Lithuanian Department of Statistics (Lietuvos statistikos
departamentas), incorporation number 188600177, office address
Gedimino Ave. 29, 01500 Vilnius, Lithuania, represented by
Director General Juraté Petrauskiené (hereinafier referred to as the
“Customer”), and Palantir Technologies UK, Ltd., incorporation
number 7042994, represented by Matt Long, Authorised Signatory
of Palantir Technologies UK, Ltd. (hereinafter referred to as the
“Supplier”), hereinafter both together referred to as “parties” and
each one separately as “party”, based on the results of the
procurement process No. 497018 “Licence (accompanied by
system deployment service) for the data management platform
necessary for the setting up and operation of the State Data
Governance Information System” carried out by the public authority
CPO LT in the form of an open tender (hereinafter — purchase) have
entered into the following purchase Contract (hereinafter — Contract):

1. SUBJECT OF THE CONTRACT

1.1. The Supplier shall supply to the Customer and set up for operation
the licence (hereinafier — the goods) of the data management platform
necessary for the setting up and operation of the State Data
Governance Information System within such scope and under such
conditions as laid out in the Contract’s annex titled “Technical
Specification” (hereinafter — technical specification), while the
Customer shall carry out the payment to the Supplier in accordance
with the terms and conditions laid out in chapter 3 of the Contract.

2. RIGHTS AND RESPONSIBILITIES OF THE PARTIES

2.1. The Supplier shall:

2.1.1. supply the goods in a suitable and timely manner so that they
suit the requirements laid out in the Contract and in the technical
specification:

2.1.1.1. the data management platform shall be installed within
1 (one) month (i.e., 31 calendar days) starting from the signature
date of the Contract;

2.1.1.2. the migration of the COVID-19 information system'’s
solutions of data acquisition, transformation and visualisation of the
implemented data shall be carried out within 1 (one) month (i.e.,
31 calendar days) starting from the signature date of the purchase
Contract;

2.1.1.3. the acquisition of data from the interdepartmental data
storage and from the Integrated Statistical Information Systems’
data sources shall be implemented within 9 (nine) months starting
from the signature date of the purchase Contract;

2.1.1.4. the data management platform’s licence shall remain valid
for no less than 12 (twelve) months after the date on which the
Supplier fulfils its obligation laid out in paragraph 2.1.1.1 of the
Contract.

2.1.1.5. the data management platform support and provision of the
required infrastructure services shall be ensured for no less than
12 (twelve) months after the date on which the Supplier fulfils its
obligation laid out in paragraph 2.1.1.1 of the Contract;

2.1.1.6. training of up to 10 specialists of the Customer (up to
2 system and data administrators and up to 8 data analysts) shall be
carried out and detailed training material for platform
administrators and users shall be provided;

2.1.2.by carrying out its contractual obligations, maintain
confidentiality and not disclose (in spoken, written or any other
form) to any third parties the confidential information concerning
the material, financial or any other aspects which have been
introduced to it or which it could access or find out while
collaborating with the Customer;

2.1.3. immediately notify the Customer, in the manner laid out in
the Contract, about any circumstances that might prevent it from
carrying out its contractual obligations in a proper and timely way;
2.1.4. if the person responsible for carrying out the purchase
Contract and/or his or her contact information is changed, notify
the Customer or its authorised person about it within 5 (five)
business days.




2.2. Salys susitaria, kad Sutarties 2.1.1 punkte nustatyti Tiekéjo
isipareigojimai yra esminé Sutarties salyga.

2.3. Tiekejas turi kitas Sutarties bei Lietuvos Respublikos galiojanciy
teisés akty nustatytas pareigas ir teises.

2.4. Uzsakovas jsipareigoja;

2.4.1. uztikrinti  visokeriopa, operatyvy bendradarbiavimg su
Tiekéju, bting Sutardiai tinkamai ir laiku ivykdyti;

2.4.2. priimti tinkamal ir laiku pristatytas (atitinkanéias Sutartyje ir
Techningje  specifikacijoje nustatytus reikalavimus) prekes ir
sumoketi Tiekejui uz tinkamai ir laiku pristatytas prekes Sutartyje
nustatytomis salygomis ir tvarka;

2.4.3. pasikeitus Uzsakovo atstovui. atsakingam uz pirkimo
sutarties vykdyma ir (ar) jo kontaktams, nedelsiant, bet ne véliau
kaip per 5 (penkias) darbo dienas nuo minéto pasikeitimo dienos
informuoti Tiekéja apie pasikeitimus.

2.5. UZsakovas turi teise tikrinti prekiy tickimo procesg tiek, kiek
tai susije su prekiy tiekimu, pareiksti Tickéjui pastabas ir
pasiilymus dél prekiy tiekimo. Uzsakovo pastebéti trikumai
fiksuojami ra$tu arba el. pastu ir turi biti Tiekéjo sgskaita iStaisyti
per UZsakovo nurodytg terming.

2.6. Uzsakovas turi kitas Sutarties bei Lictuvos Respublikos
galiojanciy teisés akty nustatytas pareigas ir teises.

2.7. Salys susitaria, kad Sutarties 2.4.2 punkte nustatytas Uzsakovo
isipareigojimas yra esminé Sutarties salyga.

3. SUTARTIES KAINA IR ATSISKAITYMO TVARKA

3.1. Vadovaujantis Kainodaros taisykliy nustatymo metodikos,
patvirtintos 2017 m. birZelio 28 d. Viedujy pirkimy tarnybos
direktoriaus jsakymu Nr. 1S-95 _Deél kainodaros taisykliy
nustatymo metodikos patvirtinimo* (toliau — Metodika), 10.1 ir
11 punktais, Sutarciai taikoma fiksuotos kainos kainodara.

3.2. Sutarties kaina uZ Sutarties 1.1 punkte nurodytas prekes ir
paslaugas:

2.2. The parties agree that the obligations for the Supplier set forth
in paragraph 2.1.1 of the Contract are an essential part of the
conditions of the Contract.

2.3. The Supplier is also subject to other rights and obligations set
forth in the Contract as well as in laws and regulations effective in
the Republic of Lithuania.

2.4. The Customer shall:

2.4.1. ensure an all-encompassing and responsive cooperation with
the Supplier, as necessary for the suitable and timely implementation
of the Contract;

2.4.2. accept the goods as they are supplied in a suitable and timely
manner (i.e., fulfilling the requirements set forth in the Contract
and in the technical specification) and make the payment, by
following the conditions and procedures laid out in the Contract,
for the goods supplied in a suitable and timely manner;

2.4.3. if the person the Customer has designated as responsible for
the purchase Contract and/or his or her contact information is
changed, notify the Supplier about this change without undue delay
but no later than within 5 (five) business days.

2.5. The Customer is entitled to inspect the process of supplying the
goods to such extent as it is related to the supplying of the goods
and to express its remarks and recommendations to the Supplier
concerning the supplying of the goods. The defects observed by the
Customer shall be documented in writing or by email, and they
shall be rectified by using the Supplier’s own resources within the
deadline indicated by the Customer.

2.6. The Customer is also subject to other rights and obligations set
forth in the Contract as well as in laws and regulations effective in
the Republic of Lithuania.

2.7. The parties agree that the obligation for the Customer set forth
in paragraph 2.4.2 of the Contract is an essential part of the
conditions of the Contract.

3. CONTRACT PRICE AND PAYMENT PROCEDURES

3.1. In accordance with the Methodology for Determining of
Pricing Rules, as authorised by the 28" of June 2017 decree 1S-95
of the director of the Public Procurement Service “Concerning the
approval of the Methodology for Determining of Pricing Rules”
(hereinafter — the methodology), specifically its sections 10.1 and
11, this Contract is subject to the rule of fixed price formulation.
3.2. The contract price for the goods specified in section 1.1 of the
Contract:

Pirkimo objektas Kaina Eur be Kaina Eur su Subject of the procurement Price in euros, Price in euros,
PVM PVM procedure VAT excluded | VAT included
Duomeny valdymo Data management platform’s
platformos licencija kartu su 2 100 000,00 2 541 000,00 licence accompanied with 2,100,000.00 2,541,000.00
infrastruktiiros paslaugomis infrastructure-related services
el . Kaina Eur be Kaina Eur su Subject of the procurement Price in euros, Price in euros,
Pirkimo objektas PVM PVM procedure VAT excluded | VAT included
Duomeny valdymo Data management platform’s 600.000.00 726.000.00
platformos diegimo paslauga 600 000,00 726 000,00 deployment service T e
I§ viso | 2700 000,00 3 267 000,00 Total | 2,700,000.00 3,267,000.00

[ Sutarties kaing jskaitiuoti visi Tiekéjo mokami mokesiai ir
tinkliavos bei kitos iSlaidos. Tiekéjas neturi teisés reikalauti
padengti jokiy i$laidy, vir§ijandiy Sutarties kaing.

3.3. Sutarties 2.1.1.1-2.1.1.3  punktuose nustatyty Tiekéjo
isipareigojimy jvykdymas yra jforminamas Salims pasirasant
perdavimo—-priémimo akig. kuriuo UZsakovas patvirtina, kad
Tiekejo jsiparcigojimai  jvykdyti tinkamai. Tiekéjas pateikia
UZsakovui sgskaita faktiirg ne ankséiau nei UZsakovas pasira$o
perdavimo—pri¢mimo aktg.

3.4. Uzsakovas sumoka Sutarties 3.2 punkte nurodyts kaing uz
duomeny valdymo platformos licencijg kartu su infrastruktiiros
paslaugomis Tieké&jui tinkamai jvykdZius Sutarties 2.1.1.1 ir 2.1.1.2
punktuose nustatytus jsipareigojimus ir Salims pasiraSius
perdavimo—priemimo akta ne véliau kaip per 30 (trisdesimt)
kalendoriniy dieny nuo saskaitos faktiros gavimo i3 Tiekéjo dienos.

The contract price includes all taxes, fees and other expenses to be
paid or incurred by the Supplier. The Supplier may not require a
compensation for any expense that surpasses the contract price.

3.3. The completion of the Supplier’s obligations set forth in
paragraphs 2.1.1.1 to 2.1.1.3 of the Contract shall be documented
by the parties signing the commissioning/acceptance protocol, by
which the Customer affirms that the Supplier’s obligations have been
properly fulfilled. The Supplier shall issue its invoice to the Customer
only after the Customer has signed the commissioning/acceptance
protocol.

3.4. The Customer shall pay the price set forth in section 3.2 of the
Contract for the data management platform’s licence accompanied
with infrastructure-related services upon the Supplier’s proper
fulfilment of its obligations set forth in paragraphs2.1.1.1 and
2.1.1.2 of the Contract and upon the parties having signed the
commissioning/acceptance  protocol, within 30 (thirty) calendar
days after the date of reception of the invoice from the Supplier.




3.5. kaing uz duomeny valdymo platformos diegimo paslaugg
Tiekéjui tinkamai jvykdzius Sutarties 2.1.1.3 punkte nustatytus
isipareigojimus ne véliau kaip per 30 (trisdesimt) kalendoriniy
dieny nuo sgskaitos faktiiros gavimo i§ Tiekéjo dienos.

3.6. Sumokéjimo diena — tai diena, kai lé¥os iSskaitomos is
UZsakovo saskaitos. Vykdant Sutartj, saskaitos faktiiros teikiamos
tik elektroniniu biidu. Elektroninés saskaitos faktGros, atitinkan&ios
Europos elektroniniy sgskaity faktlry standarta, kurio nuoroda
paskelbta 2017 m. spalio 16 d. Komisijos jgyvendinimo sprendime
(ES) 2017/1870 dél nuorodos | Europos elektroniniy saskaity
faktdry standarty ir sintaksiy sarafo paskelbimo pagal Europos
Parlamento ir Tarybos direktyvg 2014/55/ES (OL 2017 L 266,
p- 19) (toliau — Europos elektroniniy saskaity faktiiry standartas),
teikiamos  Tiekéjo  pasitinktomis  priemonémis, Europos
clektroniniy sgskaity faktiry standarto neatitinkangios elektroninés
saskaitos faktfiros gali biti teikiamos tik naudojantis informacines
sistemos ,E. saskaita“ priemonémis. Iglaidas, susijusias su
atsiskaitymo dokumenty pateikimu per informacing sistemg
»E. sgskaita®, apmoka Tiekéjas.

3.7. Sutarties kaina nebus perskai¢iuojama pagal bendra kainy
lygio kitimg, prekiy grupiy kainy poky&ius bei dél mokestiy
pasikeitimy.

3.8. Sutartiai taikomas atvirkstinis apmokestinimas, t. y. pridétinés
vertés mokestj (PVM) | Lietuvos valstybés biudZeta sumoka
Uzsakovas, o Tiekéjui sumokama kaina be PVM.

4. SUTARTIES GALIOJIMAS

4.1. Sutartis jsigalioja ja pasiradius abiem Salims ir galioja iki
visidko Saliy jsipareigojimy jvykdymo.

4.2. Jei bet kuri Sutartics nuostata tampa ar pripaZjstama visiskai
ar i§ dalies negaliojandia, tai neturi jtakos kity Sutarties nuostaty
galiojimui.

4.3. Sutarties salygos Sutarties galiojimo laikotarpiu gali bati
keitiamos Sios Sutarties ir Viedyjy pirkimy jstatyme nustatytais
atvejais.

4.4. Sutarties keitimas galioja tik tuo atveju, jeigu jis yra sudaromas
raSytiniu Sutarties Saliy susitarimu. Saliy susitarimai dél Sutarties
keitimo tampa neatskiriama Sutarties dalimi.

5. NENUGALIMOS JEGOS APLINKYBES

5.1. Salis atleidziama nuo atsakomybés uz Sutarties nejvykdyma,
Jeigu ji jrodo, kad Sutartis nejvykdyta dél aplinkybiy, kuriy ji
negaléjo kontroliuoti bei protingai numatyti Sutarties sudarymo
metu, ir kad negaléjo uzkirsti kelio $iy aplinkybiy ar jy pasekmiy
atsiradimui (force majeure).

5.2. Salis negalinti vykdyti pagal $ig Sutartj savo jsipareigojimy
del nenugalimos jégos aplinkybiy veikimo privalo rastu apie tai
pranesti kitai Safiai per 10 (desimt) dieny nuo tokiy aplinkybiy
atsiradimo pradzios.

5.3. Nenugalimos jégos aplinkybémis (force majeure) laikomos
aplinkybés, nurodytos Lietuvos Respublikos civilinio kodekso
(toliau ~ Civilinis kodeksas) 6.212 straipsnyje ir Atleidimo nuo
atsakomybés esant nenugalimos jégos (force majeure) aplinkybéms
taisyklése, patvirtintose Lictuvos Respublikos Vyriausybés 1996 m.
liepos 15 d. nutarimu Nr. 840 ,Dél atleidimo nuo atsakomybés
esant nenugalimos jégos (force majeure) aplinkybéms taisykliy
patvirtinimo®.

6. SALIU ATSAKOMYBE

6.1. Salys atsako uz tai, kad Sutarties salygos bity tinkamai
vykdomos.

6.2. Uzsakovui laiku nesumokéjus Tiekéjui dél Uzsakovo kaltés,
Tiekejas turi teise reikalauti 0,02 (dviejy Simtyjy) procento dydzio
delspinigiy uZ kiekvieng uzdelstg kalendoring dieng nuo véluojamos
sumokeéti sumos.

6.3. Tieckejas, nejvykdes arba netinkamai jvykdes savo sutartinius
Isipareigojimus, nurodytus Sutarties 2.1.1.1-2.1.1.3 punktuose,
sumoka Uzsakovui 0,02 (dviejy Simtyjy) procento dydzio
delspinigius uz kickviena uZdelsta kalendorine dieng nuo Sutarties
3.2 punkte nurodytos duomeny valdymo platformos diegimo
paslaugos kainos.

3.5. The Customer shall pay the price set forth in section 3.2 of the
Contract for the data management platform’s deployment service
upon the Supplier’s proper fulfilment of its obligations set forth in
paragraph 2.1.1.3 of the Contract, within 30 (thirty) calendar days
after the date of reception of the invoice from the Supplier.

3.6. The transaction date means the day when the funds are
transferred from the Customer’s bank account. For the purposes of
this Contract, all invoices shall be submitted electronically. The
electronic invoices that meet the requirements of the European
standard of electronic invoices, as referenced in the 16™ of October
2017 Commission Implementing Decision (EU) 2017/1870 on the
publication of the reference of the European standard on electronic
invoicing and the list of its syntaxes pursuant to Directive
2014/55/EU (OJ 2017 L 266, p. 19) (hereinafter — European
standard of electronic invoices) shall be submitted by the means
chosen by the Supplier. Electronic invoices that do not meet the
European standard of electronic invoices can be submitted only by
using the tools of the “E. saskaita™ information system. Expenses
related to the submission of payment documents by using the
“E. sgskaita” information system shall be paid by the Supplier.

3.7. The contracted price shall not be revised to reflect a general
change in pricing level, scaling of prices of goods’ groups or
alterations in taxes.

3.8. The Contract is subject to reverse charge whereby the value
added tax (VAT) is paid directly by the Customer to the relevant
tax authorities, and the Supplier is paid the Price excluding VAT.

4. VALIDITY OF THE CONTRACT

4.1. The Contract shall take effect when both parties sign it and
remains in effect until the obligations of the parties are fully
implemented.

4.2, If any one of the conditions of the Contract is found to be
invalid, it shall not alter the validity of other conditions of the
Contract.

4.3. During the validity period of the Contract, the conditions of the
Contract can only be amended in situations laid down in this
Contract and the Law on Public Procurement.

4.4. An amendment of the Contract shall take effect only when carried
out in writing by mutual accord of the parties. Such accords by the
parties resulting in amendments become integral parts of the Contract.

5. FORCE MAJEURE

5.1. A contracting party shall be released from its responsibility for
noncompletion of its contractual obligations if it can prove that the
noncompletion of obligations resulted from circumstances that the
party could not control or reasonably predict during the signing of the
Contract and that it could not prevent these circumstances and their
consequences from occurring (also called force majeure).

5.2. The party that finds itself unable to complete its obligations
under this Contract because of the impact of force majeure
circumstances shall notify the other party accordingly in writing
within 10 (ten) days from the start of such circumstances.

5.3. For circumstances to be considered force majeure, they have to
correspond to those set forth in Article 6.212 of the Lithuanian Civil
Code (hereinafter — Civil Code) and the regulation “On circumstances
enabling a release from obligations due to force majeure”, approved
by the Lithuanian Government’s 15™ of July 1996 decree No. 840
titled “Concerning the approval of the regulation on circumstances
enabling a release from obligations due to force majeure”.

6. RESPONSIBILITIES OF THE PARTIES

6.1. The parties shall be responsible for a proper fulfilment of the
terms of this Contract.

6.2. Should the Customer fail to pay the Supplier, then the Supplier
is entitled to demand a 0.02 (two hundredths) percent late fee,
calculated from the actual arrears, for each calendar day the
payment has been delayed.

6.3. The Supplier, upon failing to fulfil its contractual obligations
set forth in paragraphs 2.1.1.1 to 2.1.1.3 of the Contract fully or
fulfilling them improperly, shall pay the Customer a 0.02 (two
hundredths) percent late fee, calculated from the data management
platform’s deployment service price set forth in section 3.2 of the
Contract, for each calendar day of the actual delay.




6.4. Delspinigiy sumokéjimas neatleidzia Saliy nuo prievoliy
pagal §ig Sutartj tinkamo jvykdymo.

6.5. Uzsakovas turi teisg vienagaliikai i3skaiciuoti delspinigius i3
bet kokiu Tiekejui atliekamu mokéjimuy.

7. SUBTIEKIMAS

7.1. Tickéjas savo pasiilyme nurode, kad, vykdant Sutart bus
pasitelkiami subtiekéjai (jei pasitelkiama): —.

Nurodytus subtiekéjus (fei jie nurodyti) galima keisti tik rastu
informavus apie tai UZsakova nurodant pagristas keitimo prieZastis
ir gavus ra3tiskg UZzsakovo sutikima. Naujai siilomas subtiekéjas
turi atitikti pirkimo salygose keiiamam subtiekgjui numatytus
reikalavimus. Tiekéjas bet kokiu atveju atsako u¥ visus pagal
Sutartj prisiimtus jsipareigojimus, nepaisani to, ar jiems vykdyti
bus pasiteliiami subtickéjai. Pagristomis subtiekéjo keitimo
pricZastimis laikomos prieZastys, kai tiekéjo pasililytas subtiekéjas
del objektyviy priezas¢iy (subtickéjui bankrutavus ar susidarius
analogiSkai situacijai, nutriikus teisiniams santykiams su tiekeju,
subtickejui atsisakius tiekti Prekes ir pan.) nebegali suteikti visy ar
dalies Sutartyje nurodyty Prekiy. Uzsakovui sutikus su subtickgjo
pakeitimu, UZsakovas kartu su Tiekeju ragtu sudaro susitarima dél
subtiekéjo pakeitimo. Sis susitarimas yra neatskiriama Sutarties
dalis. Subtiekgjo keitimo tvarkos paZeidimas laikomas esminiu
Sutarties pazeidimu.

7.2. Sudarius Sutartj, ta¢iau ne véliau negu Sutartis pradedama
vykdyti, Tiekéjas jsipareigoja Uzsakovui ra$tu pranesti tuo metu
zinomy subtiekéjy pavadinimus, kontaktinius duomenis ir jy
atstovus. Tiekéjas taip pat jsipareigoja UZsakovui radtu pranesti
apie minétos informacijos pasikeitimus visu Sutarties vykdymo
mety, taip pat apie naujus subtiekéjus, kuriuos Tiekéjas ketina
pasitelkti véliau.

7.3. Uzsakovas ne veliau kaip per 3 (tris) darbo dienas nuo
Sutarties 7.2 papunktyje nurodytos informacijos gavimo dienos
informuoja subtiekéjus apie tiesioginio atsiskaitymo galimybe.
Subtiekéjas, norédamas pasinaudoti tiesioginio atsiskaitymo
galimybe, per 5 (penkias) darbo dienas nuo Uzsakovo informavimo
apie tiesioginio atsiskaitymo galimybe, UZsakovui pateikia pradyma
rastu.

7.4. Subtickéjui pateikus Uzsakovui praSyma pasinaudoti
tiesioginio atsiskaitymo galimybe, tarp Uzsakovo, Sutartj sudariusio
Tiekéjo ir jo subtickéjo yra sudaroma trisalé sutartis, kurioje
apraSoma tiesioginio atsiskaitymo su subtiekéju tvarka ir numatoma
teis¢ Tiekéjui prietarauti nepagristiems mokeéjimams subtiekéjui.

8. GINCU SPRENDIMO TVARKA

8.1. De¢l Sutarties kylantys gincai sprendZiami deryby biidu, o per
30 (trisdeSimt) kalendoriniy dieny nuo deryby pradzios nepavykus
i3spresti gin€o deryby budu, ginfas bus sprendZiamas Civilinio
proceso kodekso nustatyta tvarka Lietuvos Respublikos teismuose.

9. SUTARTIES NUTRAUKIMO TVARKA

9.1.  Sutartis gali biiti nutraukta:

9.1.1. ra8ytiniu Saliq susitarimu;

9.1.2. Sutartyje nustatytais atvejais ir tvarka;

9.1.3. kitais Civilinio kodekso nustatytais atvejais.

9.2, Uzsakovas, nesikreipdamas | teismg, gali viena$alidkai
nutraukti Sutartj, ra$tu jspéjes Tiekéja pries 15 (penkiolika)
kalendoriniy dieny, jeigu:

9.2.1. Tiekéjui ikeliama restruktiirizavimo arba bankroto byla,
Tiek¢jas likviduojamas, sustabdo savo {iking veikla arba kai
jstatymuose ar kituose teisés aktuose nustatyta tvarka susidaro
analogiska situacija;

9.2.2. esant esminiam Sutarties pazeidimui,

6.4. Paying the late fees does not release the parties from the proper
fulfilling of the responsibilities set forth in this Contract.

6.5. The Customer is entitled to unilaterally withhold late fees from
any payments to be made toward the Supplier.

7. SUBCONTRACTING

7.1. The Supplier in its bid indicates that, for the purpose of this
Contract, subcontractors will be involved (in the case of
subcontracting): —. The specified subcontractors (in the case they are
indicated) can only be changed afer notifying the Customer in
writing, substantiating the reasons for such change and obtaining the
Customer’s written approval. A newly appointed subcontractor shall
meet the requirements set forth in relation to subcontractors in the
procurement conditions. The Supplier, in every situation, shall be
responsible for all responsibilities undertaken in relation to this
Contract, regardless of whether or not subcontractors have been
involved for carrying it out. Among substantial reasons for changing
the subcontractor shall be considered such reasons as the Supplier’s
appointed subcontractor becoming unable to deliver partially or fully
the goods specified in the Contract because of objective
circumstances (bankruptcy of the subcontractor or a similar situation;
termination of the legal relationship with the Supplier;
subcontractor’s refusal to deliver the goods; etc.). Upon the
Customer’s approval of the change of subcontractor, the Customer
and the Supplier shall jointly draw up a written accord concerning the
change of subcontractor. The accord shall become an integral part of
this Contract. A violation of the procedure of change of subcontractor
shall be considered an essential violation of the Contract.

7.2. Upon entering into the Contract, but no later than the date the
Contract comes into effect, the Supplier shall inform the Customer in
writing about the names, contact details and representatives of the
subcontractors known at that point. The Supplier shall also, during
the entire validity period of the Contract, inform the Customer in
writing in the case the above information changes as well as in the
case of an intended later involvement of new subcontractors by the
Supplier.

7.3. The Customer shall within 3 (three) business days from the
information reception date set forth in the subsection 7.2 of the
Contract inform the subcontractors concerning the possibility of
direct reporting. Should a subcontractor wish to make use of the
direct reporting method, it shall within 5 (five) business days from
the date the Customer notified it about the direct reporting possibility,
file a written application with the Customer.

7.4. Upon the subcontractor’s filing of an application with the
Customer concerning the use of direct reporting, the Customer, the
contracting Supplier and its subcontractor shall jointly draw up a
tripartite accord detailing the procedure of direct reporting to be used
with the subcontractor and providing the right to the Supplier to
object against unsubstantiated payments toward the subcontractor.

8. PROCEDURE FOR RESOLUTION OF DISPUTES

8.1. Disputes arising in connection with the Contract shall be
resolved by negotiation and, if a dispute remains unresolved
30 (thirty) calendar days after the start of such negotiations, the
dispute shall be handled by Lithuanian courts of law in accordance
with the procedures stipulated in the Civil Process Code.

9. PROCEDURE FOR TERMINATING THE CONTRACT

9.1. This Contract can be terminated:

9.1.1. by the parties agreeing in writing;

9.1.2. in the situations and by the procedures set forth in the Contract;
9.1.3. in other situations as provided for in the Civil Code.

9.2. The Customer is entitled, without turning to a court of law, to
unilaterally terminate the Contract by alerting the Supplier in
writing 15 (fifteen) calendar days in advance, if:

9.2.1. the Supplier becomes the subject of restructuring or
bankruptcy, the Supplier is being dissolved, has suspended its
business activity or a similar situation has arisen in accordance
with the procedures set forth by laws or other relevant legal acts;
9.2.2. there exists a substantial violation of the Contract;




9.2.3. Sutartis buvo pakeista paZeidZiant Lietuvos Respublikos
vieSyjy pirkimy jstatymo (toliau — Viesuyjy pirkimy jstatymas) 89
straipsnj;

9.2.4. paaidkéjo, kad Tiekéjas, su kuriuo sudaryta Sutartis, turéjo
buiti paSalintas i§ pirkimo procedlros pagal VieSyju pirkimy
istatymo 46 straipsnio 1 dalj;

9.2.5. paaiskejo, kad su Tiekeju neturéjo biiti sudaryta Sutartis dél
to, kad Europos Sajungos Teisingumo Teismas procese pagal
Sutarties dél Europos Sajungos veikimo 258 straipsnj pripaZino,
kad nebuvo jvykdyti jsipareigojimai pagal Europos Sajungos
steigiamasias sutartis ir Direktyva 2014/24/ES.

9.3. Tiekejas, nesikreipdamas | teisma, gali vienaSaliskai nutraukti
Sutartj, raftu jspéjes UZsakovg prie§ 15 (penkiolika) kalendoriniy
dieny, jeigu Uzsakovas padaro esminj Sutarties pazeidima.

10. KITOS SALYGOS

10.1. Sutardiai ir visoms i§ $ios Sutarties atsirandancioms teiséms ir
pareigoms taikomi Lietuvos Respublikos jstatymai bei kiti
norminiai teisés aktai. Sutartis sudaryta ir turi bti ai¥kinama pagal
Lietuvos Respublikos teise.

10.2. Sutartis gali buti kei¢iama tik Vie$yjy pirkimy jstatymo
89 straipsnyje nustatyta tvarka. Sutarties salygy pakeitimai
jforminami Saliy raSytiniais susitarimais, kurie yra neatsicjama
Sutarties dalis.

10.3. Jeigu Tiekéjo kvalifikacija dél teises verstis atitinkama veikla
nebuvo tikrinama arba tikrinama ne visa apimtimi, Tiekéjas
UZsakovui jsiparcigoja, kad Sutartj vykdys tik tokig teisg¢ turintys
asmenys.

10.4. Vykdydamos Sutartj Salys jsipareigoja asmens duomeny
tvarkyma vykdyti teisétai — laikydamosi 2016 m. balandZio 27 d.
priimto Europos Parlamento ir Tarybos reglamento (ES) 2016/679
dél fiziniy asmeny apsaugos ir kity teisés akty, reglamentuojanciy
asmens duomeny tvarkyma. Saliy atstovy, darbuotojy ar kity fiziniy
asmeny duomeny tvarkymo teisétumas grindZiamas bitinybe
jvykdyti Sutartj. Salys {sipareigoja tinkamai informuoti visus
fizinius asmenis (darbuotojus, savo subtiekéjy darbuotojus ir kitus
atstovus), kurie bus pasitelkti Sutarciai vykdyti, apie tai, kad jy
asmens duomenys bus Saliy tvarkomi Sutarties vykdymo tikslais.
Salys pazymi, kad fiziniai asmenys, kurie yra pasitelkti Sutaréiai su
Salimis vykdyti ir i§vardinti Sutartyje, yra supaZindinti su Sutartyje
pateiktais jy asmeniniais duomenimis, ir Salies nustatyta tvarka tam
davé savo sutikima.

10.5. Tiekéjo ir Uzsakovo vienas kitam siunéiami praneSimai turi
biiti rastiski. Prane$imai turi bti siuniami pastu ar elektroniniu
pastu Sutartyje Saliy nurodytais adresais.

10.6. Uzsakovo paskirtas uz Sutarties vykdyma atsakingas asmuo —
Lietuvos statistikos departamento Sklaidos ir komunikacijos
skyriaus

10.7. Asmuo atsakingas uz tai, kad Sutartis ir jos pakeitimai biity
paskelbti Lietuvos Respublikos vie$yjy pirkimy jstatyme nustatyta
tvarka: VieSosios jstaigos CPO LT Biuro ir veiklos aptarnavimo
srities pirkimy skyriaus

10.8. Tiekéjo  paskirtas uZz  Sutarties vykdyma asmuo

10.9. Salys jsipareigoja per 5 (penkias) kalendorines dienas pranesti
viena kitai apie Sutarties 12 dalyje ,.Saliy adresai, rekvizitai ir
parasai® nurodyty duomeny pasikeitima. Salis, laiku neprane3usi
apie §iy duomeny pakeitimus, negali reik§ti pretenzijy dél kitos
Salies veiksmy, atlikty vadovaujantis Sioje Sutartyje pateiktais
duomenimis.

9.2.3. the Contract has been amended in such a way that violates
Article 89 of the Lithuanian Law on Public Procurement
(hereinafier — Law on Public Procurement),

9.2.4. it has been found that the Supplier that has entered into
Contract should have been excluded from the procurement
procedure for reasons given in the part 1 of Article 46 of the Law
on Public Procurement;

9.2.5. it has been found that an Contract with the Supplier should
not have been entered into because, in a procedure carried out by
the European Union’s Court of Justice and following the Article
258 of the Contract on the functioning of the European Union, it is
recognised that the responsibilities set forth in the European
Union’s foundational Contracts and in the Directive 2014/24/EU
have not been fulfilled.

9.3. The Supplier is entitled, without turning to a court of law, to
unilaterally terminate the Contract by alerting the Customer in
writing 15 (fifteen) calendar days in advance, if the Customer has
substantially violated the Contract.

10. MISCELLANEOUS CONDITIONS

10.1. This Contract including all rights and responsibilities arising
from it are subject to the laws of the Republic of Lithuania and other
regulatory legal acts. The Contract has been entered into and shall be
interpreted in accordance with the laws of the Republic of Lithuania.
10.2. This Contract can only be amended by the procedure set forth
in Article 89 of the Law on Public Procurement. Any amendments
to the terms and conditions of the Contract shall be made by written
accord, which shall become integral parts of the Contract.

10.3. In the case if the Supplier’s qualification as regards the right
to carry out the corresponding activity has not been verified or has
been verified incompletely, the Supplier shall take it upon itself
before the Customer that the Contract’s fulfilment is carried out
only by persons having the relevant rights.

10.4. While fulfilling the Contract, the parties shall carry out the
processing of personal data in a legally conforming way, namely,
by applying the European Parliament and Council Regulation (EU)
2016/679 of the 27" April 2016 concerning the protection of
individuals as well as other relevant legal acts applicable to the
processing of personal data. The legality of processing the personal
data of the representatives and employees of the parties as well as
of other individuals shall be based on the need to implement this
Contract. The parties undertake to notify, in an appropriate manner,
all the individuals (employees, employees of their subcontractors and
other representatives) involved in the fulfilment of this Contract that
the parties will process their personal data for the purpose of
implementing this Contract. The parties assert that the individuals
involved in the fulfilment of the Contract between the parties and
named in the Contract have been informed as to which of their
personal data have been included in the Contract and that they have
expressed their acceptance of it, as set forth by the party.

10.5. The communications between the Supplier and the Customer
shall be carried out in writing. The messages shall be sent either by
post or by electronic mail to the addresses the parties have included
in the Contract.

10.6. The Customer has designated the following person as
responsible for the implementation of the Contract:

10.7. The person responsible for the announcing of the Contract
and its amendments in accordance with the procedures set forth by
the Law on Public Procurement:

10.8. The Supplier has designated the following persou ds responsible
for the implementation of the Contract:

10.9. Should the details included in section 12 of the Contract
“Addresses, details and signatures of the parties” change, the parties
shall inform one another to that effect within 5 (five) calendar days.
A party that has failed to notify such change of details is not entitled
to object against the actions of the other party that have been carried
out by using the details included in this Contract.




10.10. Sutartis sudaryta dviem egzemplioriais, turinciais vienoda
teising galia, po vieng kiekvienai Saliai. Jei yra neatitikimy ar
nesutapimy tarp angly ir lietuviy kalbos teksto, vadovaujamasi
Sutarties tekstu angly kalba.

10.11. Sutarties priedai yra neatskiriama Sutarties dalis.

11. SUTARTIES PRIEDAI

11.1. Sutarties 1 priedas: Duomeny valdymo platformos,
reikalingos Valstybés duomeny valdysenos informacinei sistemai
jgalinti ir veikti, licencijos, jskaitant platformos diegima, pirkimo
techning specifikacija.

112, Sutarties 2 priedas: Asmens duomeny ir informacijos
tvarkymas.

12. SALIU ADRESAIL REKVIZITAI IR PARASAIL

UZSAKOVAS

Lietuvos statistikos departamentas
Gedimino pr. 29, LT-01500 Vilnius
Imonés kodas: 188600177

PVM mokeétojo kodas: néra

A.s.Nr. LT51 7044 0600 0111 1285
AB SEB BANKAS

Banko kodas 70440

Tel. +370 5 236 4822

El p. info@stat.gov.lt

http://www.stat.gov.It

Generaliné direktore Jaraté Petrauskiené

TIEKEJAS

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Imonés kodas: 7042994

PVM mokétojo kodas: GB 101 2291 78
Bankas: JP Morgan Chase

Sgskaitos savininkas: Palantir Technologies UK, Ltd.
A.s.Nr.: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Tel. +44 7408 886228

EL p. legalnotices@palantir.com

Matt Long, jgaliotasis asmuo

10.10. The Contract is drawn up in duplicate in English and
Lithuanian language (one for each Party), each having equal legal
force. In the event of inconsistency or discrepancy between the
English version and Lithuanian version of this Contract, the English
version shall prevail.

10.11. The annex of the Contract titled “Technical specification™ is
an integral part of the Contract.

11. ANNEX

11.1. Annex 1: Technical specification for the licence (accompanied
by system deployment service) for the data management platform
necessary for the setting up and operation of the State Data

‘Governance Information System.

11.2. Annex 2: Processing of personal data and information.

12. ADDRESSES, DETAILS AND SIGNATURES OF THE
PARTIES

CUSTOMER

The Lithuanian Department of Statistics (Statistics Lithuania)
Gedimino Ave, 29, LT-01500 Vilnius, Lithuania

Company code: 188600177

VAT number: none

Settlement Account No: LT51 7044 0600 0111 1285

AB SEB BANKAS

Bank code: 70440

Tel.: +370 5 236 4822

E-mail: info@stat.gov.lt
http://www.stat.gov.lt

Juraté Petrauskiené, Director General

SUPPLIER

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Company number: 7042994

VAT number: GB 101 2291 78
Bank Name: JP Morgan Chase
Account Holder: Palantir Technologies UK, Ltd.
Account Number: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Phone No. +44 7408 886228

E-mail: legalnotices@palantir.com

Matt Long, Authorised Signatory




Duomeny valdymo platformos, reikalingos
Valstybés duomeny valdysenos informacinei
sistemai jgalinti ir veikti, licencijos, jskaitant
platformos djegima,.pirkimo putarties

Nr. STATj W Zlbféé)f

1 priedas

DUOMENU VALDYMO PLATFORMOS,
REIKALINGOS VALSTYBES DUOMENU
VALDYSENOS INFORMACINEI SISTEMAI
JGALINTI IR VEIKTI, LICENCLJOS,
ISKAITANT PLATFORMOS DIEGIMA,
PIRKIMO
TECHNINE SPECIFIKACIJA

License (accompanied by system deployment
service) for the data management platform
necessary for setting up and operation of the
State Data Governance Informatj ystem,
purchase Contract No STAT—(%(Q&Z &'2&7 )

Annex 1

TECHNICAL SPECIFICATION FOR THE
PURCHASE OF THE LICENSE
(ACCOMPANIED BY SYSTEM

DEPLOYMENT SERVICE) FOR THE DATA
MANAGEMENT PLATFORM NECESSARY
FOR SETTING UP AND OPERATION OF THE
STATE DATA GOVERNANCE
INFORMATION SYSTEM
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1. Savokos ir sutrumpinimai

1. Terms and abbreviations

Santrumpa/ Paaiskinimas Abbreviation/ | Explanation

sgvoka Term

APl Integraciné sgsaja / aplikacijy programavimo sasaja API Integration Interface / Application Programming
(angl. Application Programming Interface) Interface

DVP, Duomeny valdymo platforma, apimanti duomeny DMP, Platform | Data Management Platform that includes data

platforma jsisavinimo, transformacijy, analizés ir ingress, transformations, analysis, and
vizualizavimo funkcijas visualisation functions

Duomeny Duomeny valdymo platformos funkcionalumas, Data ingress Data Management Platform functionality that

jsisavinimas apimantis duomeny paémimo, i§archyvavimo, includes the functions of data ingestion, extraction
struktiirizavimo ir jvedimo | platformos duomeny from archives, structuring, and entering into the
baze funkcijas database of the platform

IS Informaciné sistema IS Information System

1T Informacinés technologijos IT Information Technology

Perkandioji Lietuvos statistikos departamentas Purchasing Lithuanian Department of Statistics

organizacija / organisation /

UZsakovas Ordering party

Prekés Valstybés duomeny valdysenos informacing sistema Item A license of the Data Management Platform which
jgalinan¢ios duomeny valdymo platformos licencija, will enable the State Data Governance Information
jskaitant platformos diegima System, including the installation of the platform

Tiekéjas Valstybés duomeny valdysenos informacing sistemg Supplier The seller of the license of Data Management
jgalinan¢ios duomeny valdymo platformos licencijos Platform which will enable State Data Governance
pardavéjas ir platformos diegéjas Information System and the installer of the platform

VDV IS Valstybés duomeny valdysenos informacine sistema SDM IS State Data Governance Information System

2. Jvadiné informacija

Perkantioji organizacija — Lietuvos statistikos departamentas,
juridinio asmens kodas — 188600177, adresas — Gedimino pr. 29, LT-
01500 Vilnius, telefonas (8 5) 236 4800, elektroninio pasto adresas —
infolstat.gov. .

Prekiy pateikimo vieta — Lietuvos statistikos
Gedimino pr. 29, LT-01500 Vilnius.

Pirkimo objektas — kompleksinés programinés jrangos — duomeny
valdymo platformos licencijos su ne maZian kaip 1 (vieny) mety
trukmés palaikymu jsigijimas. Pirkimo tikslas yra jsigyti kuriamos
Valstybés duomeny valdysenos informacinés sistemos veikimui
reikalingg duomeny valdymo platforma. jskaitant jos diegimo ir
priezitiros paslaugas.

departamentas,

2.1. Vykdomo projekto tikslai ir uZdaviniai

Lietuvos statistikos departamentas sickia perkamos duomeny valdymo
platformos pagrindu sukurti Valstybés duomeny valdysenos informacing
sistemg (VDV IS), kuri sudaryty salygas greitai ir efektyviai gauti
sprendimams priimti reikalingus duomenis ir atlikti jy analizg,
atsizvelgiant j valstybeés informacinius poreikius ir uZtikrinant duomeny
sauguma bei konfidencialuma.

VDV IS tikslas — sukurti lanks¢ig informacing sistemg, kuri leisty
operatyviai reaguoti j valstybés informacijos poreikius ir uztikrinti jy
tenkinima.

VDV IS uzdaviniai:

- Gebéti greitai ir efektyviai jsisavinti bet kokio formato ir
apimties duomenis.

- Ustikrinti lankséias bet kokios apimties duomeny transformacijas,
analizg ir vizualizavima.

- Ugztikrinti sistemos ir jos duomeny sauguma ir efektyvy
naudotojy roliy ir teisiy valdyma.

2. Introductory information

Purchasing organisation — Lithuanian Department of Statistics,
company code 188600177, address — Gediminas ave. 29, LT-01500
Vilnius, telephone (8 5) 236 4800, email address — infow stat. gov. It

Location of the delivery of goods — Lithuanian Statistics Department,
Gediminas ave. 29, LT-01500 Vilnius.

The subject of the purchase is the acquisition of a license for a
complex piece of software (the Data Management Platform) with a
support contract of at least one year. The purpose of the purchase is to
acquire the Data Management Platform which is necessary for the
operation of the State Data Governance Information System which is
under development, including its installation and maintenance
services.

2.1. Goals and objectives of the project

The Lithuanian Department of Statistics aims to create the State Data
Governance Information System (SDM IS) on the basis of the Data
Management Platform that is being purchased, which would allow to
rapidly and efficiently obtain the data needed for decision-making and
to perform its analysis, taking into account the information needs of
the state and ensuring data security and confidentiality.

The goal of the SDM IS is to create a flexible information system
which would allow to promptly respond to the information needs of
the state and ensure that they are met.

The objectives of the SDM IS are:

- To be able to quickly and efficiently absorb data of any
format and size.

- To be able to ensure flexible data transformations, analysis,
and visualisations for data of any size.

- To be able to ensure the security of the system and its data,
and the efficient management of user roles and rights.




2.2. Esama situacija

Valstybés informaciniy i§tekliy fragmentacija. Siuo metu Registry
ir valstybés informaciniy sistemy registre yra registruoti 95 registrai ir
275 valstybés informacings sistemos. Siuos registrus ir informacines
sistemas valdo 134 skirtingi valdytojai ir tvarko 166 pagrindiniai
tvarkytojai. Tokia informaciniy iStekliy gausa ir jvairové apsunkina
duomeny gavima, jungimg, analizg ir atvaizdavima. Savo ruoZtu tai
apsunkina arba padaro nejmanoma valstybei ir visuomenei svarbiy
sprendimy pagrindimg aktualiais ir i$samiais duomenimis. Ypac tai
tampa aktualu kilus vienokio ar kitokio pobudZio krizei, pvz.,
COVID-19 pandemijai.

Lietuvos statistikos departamento vaidmuo tenkinant valstybés
informacinius poreikius. Lietuvos statistikos departamentas valdo
didziausius valstybés ekonominés ir socialinés raidos duomeny
iSteklius, taCiau oficialiosios statistikos parengimo trukmé ir
detalumas jau seniai atsilicka nuo skaitmeninés visuomenés
informaciniy poreikiy gauti reikiamg informacijg ,.¢ia ir dabar*.
Lietuvos statistikos departamento metodologiné kompetencija
tvarkant didelius duomeny srautus, valdant informacijos poreikius,
turima Integruotos statistikos informaciné sistema, ry$iai ir patirtis
dirbant su duomeny $altiniais, taip pat turimas Zmogiskyjy istekliy
potencialas leisty imtis lyderystés kuriant efektyvig informacing
sistema, pajégiandia, atsizvelgiant | poreikius, surinkti, apdoroti,
analizuoti ar pateikti analizei kitiems naudotojams maksimaliai
aktualius ir detalius socialinés ir ekonominés raidos duomenis, tuo pat
metu uztikrinant jy sauguma ir kokybe.

1 pav. Apibendrinta esamos situacijos schema
Figure 1. The summarised scheme of the current situation
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2.2, Current situation

Fragmentation of state information resources. Currently there are
95 registers and 275 state information systems registered in the
Register of Registries and State Information Systems. These registries
and information systems are governed by 134 different controllers and
managed by 166 primary processors. This abundance and variety of
information resources complicates data retrieval, merging, analysis,
and visualisation. This, in turn, complicates or makes it impossible to
justify the decisions relevant to the state and society with relevant and
comprehensive data. This is particularly true in the event of a crisis of
one kind or another, such as the COVID-19 pandemic.

The role of the Lithuanian Department of Statistics in meeting the
information needs of the state. The Lithuanian Department of
Statistics manages the largest resources of state economic and social
development data, but the duration and detail of the preparation of
official statistics is long lagging behind the information needs of the
digital society to obtain the necessary information "here and now". The
methodological competence of the Lithuanian Department of Statistics
in the management of large data flows, management of information
needs, already available Integrated Statistics Information System,
networking and experience in working with data sources, as well as the
available human resources potential would allow to take leadership in
the development of an efficient information system capable of,
according to the needs, collecting, processing, analysing, or providing
to other users, the most relevant and detailed data on socio-economic
development, while ensuring their safety and quality.

Duomeny faudopmas

[SLRVERE PAIES ¥

e asd
saugykios S T
seoptae Web servisar
o Furoilatin
> LAY i A e A AT T A Ao
-l LY
1N R shstsz
s’ . G —

Duomeny valdyinas pagristas metaduoimenis

2.3. Siekiama situacija

Isigijus duomeny valdymo platforma, siekiama Integruota statistikos
informacinés sistemos, perkeliant duomeny jsisavinimo procesa i§
visy duomeny 3altiniy, i¥skyrus statistiniy tyrimy metu surinktus
duomenis, kurie naudojami vadovaujantis Europos Parlamento ir
Tarybos reglamentu (EB) Nr. 223/2009 dé¢l Europos statistikos,
panaikinantis Europos Parlamento ir Tarybos reglamentg (EB,
Euratomas) Nr. 1101/2008 dél konfidencialiy statistiniy duomeny
perdavimo Europos Bendrijy statistikos tarnybai, Tarybos reglamentg
(EB) Nr. 322/97 dél Bendrijos statistikos ir Tarybos sprendimg
89/382/FEB, Euratomas, jsteigiantj Europos Bendrijy statistikos
programy komitetg, taip pat COVID-19 stebésenos informacinés
sistemos, tarpZinybinés duomeny saugyklos ir kity valstybés
informaciniy sistemy duomeny pagrindu sukurti Valstybés duomeny
valdysenos sistema, gebandig operatyviai ir lanksCiai reaguoti |
valstybes informacijos poreikj.

Duomenykokybes valdymas

2.3. Expected situation

With the acquisition of the Data Management Platform, the aim is to
have an integrated statistical information system by transferring the
data uptake process from all data sources, with the exception of data
collected during statistical surveys, which are used in accordance with
the Regulation of the European Parliament and Council (EC) No.
223/2009 on European statistics which revokes Regulation of the
European Parliament and Council (EC, Euratom) No. 1101/2006 on
the transmission of data subject to statistical confidentiality to the
Statistical Office of the European Communities, Council Regulation
(EC) No 322/97 on Community statistics and Council Decision
89/382/EEC, Euratom, establishing a Committee on the Statistical
Programmes of the European Communities, and also to create a State
Data Governance Information System based on the data of the
COVID-19 monitoring information system, interdepartmental data
repository and other state information systems, that would be capable
of responding promptly and flexibly to the state information needs.




2 pav. Apibendrinta sickiamos sistemos schema
Figure 2. Generalised scheme of expected situation
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3. Pirkimo objektas

Perkancioji organizacija ketina jsigyti Valstybés duomeny valdysenos
informacing sistema jgalinantios duomeny valdymo platformos
licencijg. Isigyjama licencija apima platformos diegima, 4.3 punkte
jvardyty duomeny §altiniy integravima, 4.5 punkte apibrézty mokymy
paslaugas, ne maziau kaip vieny mety duomeny valdymo platformos
palaikymag ir reikiamy infrastruktiiros paslaugy teikima.

4. Reikalavimai duomeny valdymo platformai
diegimui

ir jos

Si techning specifikacija nustato techninius reikalavimus. keliamus
programinei jrangai. Tiekéjas privalo atsizvelgti | Sivnos reikalavimus ir
sifilyti preke, tenkinandia Zemiau nurodytus reikalavimus.

Jeigu techninéje specifikacijoje panaudoti konkretds prekiy
pavadinimai, kilmés $alys, standartai, technologijos, medZiagos ar
pan., tickéjai turi teis¢ sitilyti lygiavertes ar geresniy charakteristiky
prekes.

3. The object of the purchase

The contracting organisation intends to acquire a license for a Data
Management Platform which would enable the State Data Governance
Information System. The license to be acquired includes the installation
of the platform, the integration of the data sources mentioned in
requirement 4.3, the training services defined in requirement 4.5, the
maintenance of the Data Management Platform for at least one year,
and the provision of the necessary infrastructure services.

4. Requirements for Data Management Platform and its
installation

This technical specification sets the technical requirements for the
software. The Supplier must take these requirements into account and
offer a product that meets the requirements below.

Where specific product names, countries of origin, standards,
technologies, materials, etc., are used within the technical specification,
the Suppliers have the right to offer goods of equivalent or better
characteristics.




4.1. Reikalavimai duomeny valdymo platformos
architekturai

4.1. Requirements for DMP architecture

Reikalavimo Nr. Reikalavimy detalizavimas Requirement No. Requirement details

R1  Duomeny Duomeny valdymo platforma turi sudaryti sie R1 Data management Data management platform has to consist
valdymo platforma | sluoksniai: platform has to consist of these layers:

turi bati sudaryta i§ | - duomeny sluoksnis, atsakingas uz of three related layers - data layer which is responsible for data
trijy susijusiy duomeny jsisavinime i§ duomeny Zaltiniy which are responsible ingress functionality from data sources and
sluoksniy, funkcionalumg ir apimantis jau parengtas jungtis for implementation of includes already prepared connections to
atsakingy uz iprasty tipy duomenims paimti ir atviras different functionalities. | ingest standard data types and open
skirtingo integracines sasajas (API) sudétingesniems integration interfaces (API) for more
funkcionalumo duomeny paémimo atvejams. Sis sluoksnis taip complex data ingress cases. This layer
jigyvendinimg. pat turi turéti praktiskai neribotos apimties should also have storage (data lake)

duomenis ir naudotojy skaiiui pritaikyta
saugykla (.,duomeny ezerg™);

- valdymo sluoksnis, atsakingas uz duomeny
tvarkyma, apdorojimg ir transformacijas, taip
pat duomeny saugumo uztikrinima bei duomeny
perdavima kitoms aplikacijoms;

- analizés sluoksnis, atsakingas u? duomeny
analizés ir vizualizavimo funkcionaluma,
leidziantj naudotojams atlikti darba su
duomenimis, siekiant iSsikelty uzdaviniy.

tailored for practically unlimited data size
and user count.

- control layer which is responsible for
data handling, processing, and
transformations, also ensuring data security
and data transfer to other applications.

- analysis layer which is responsible for
data analysis and visualisation functionality
enabling users to perform work with data
while achieving their goals.

R2  Platforma turi |Platforma turi veikti kaip ekosistema, prie

naudoti lengvai kurios galima biity pridéti naujas sistemas,

keitiamg ir ple¢iama | funkcionalumus ar kitokius plétinius Uzsakovo

architektiirg. poreikiams augant arba technologijoms
keiciantis.

R2 Platform has to use Platform has to work as an ecosystem to
easily changeable and which it should be possible to add new
expandable architecture. | systems, functionalities, or other
extensions when the Customer needs
increase or the technologies change.

R3  Platforma turi jgalinti atitinkamas teises turin&ius vartotojus
platformos jrankiais kurti automatinius duomeny jkélimo ir igkélimo
mechanizmus taip, kad skirtingy Lietuvos Respublikos valstybés ir (ar)
savivaldybiy institucijy, taip pat kity $altiniy duomenys, esantys jy
informacinése sistemose, svetainése ar kitur, galéty biti naudojami
kaip platformoje, taip ir uZ jos riby.

R4 Skirtingy institucijy darbuotojai, turintys atitinkamas teises, turi

R3 Platform has to enable users with respective rights using platform-
provided tooling create automated data ingress and egress mechanisms
in such a way that different national and municipal government
institutions of the Republic of Lithuania, and also data from other
sources, which is located in their information systems, websites, and
in other places, could be used both in the platform and also outside of
its boundaries.

galéti nandojant paprasta vartotojo sasajg arba programavimo aplinka,
rankiniu biidu jkelti duomeny rinkinius, sukurti automatinj duomeny
ikelimo mechanizmy, atlikti duomeny transformacijas, atlikti duomeny
analize, sukurti vizualizacijas ir rankiniu badu iskelti duomenis arba
sukurti automatizuotg duomeny i¥kélima  iSorines savo padiy ar kitas
informacines sistemas.

R4 The employees of different institutions, that have respective rights,
by using a simple UI or programming interface, have to be able to
manually upload datasets, create automatic data ingress mechanism,
perform data transformations, perform data analysis, create
visualisations, and manually take data out, or create automatic data
egress to external systems of their own or other information systems.

3 pav. Apibendrinta duomeny valdymo platformos architektiira
Figure 3. The architecture summary of the DMP
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4.2. Reikalavimai duomeny valdymo platformos

funkcionalumui

4.2.1. Reikalavimai duomeny jsisavinimo funkcionalumui

4.2. Requirements for DMP functionality

4.2.1. Requirements for data integration functionality

Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

Requirement details

RS Platforma turi
jgalinti vartotojus
jvesti ar jkelti jvairiy
08iy duomeny
rinkinius ar jkelti
elektronines
rinkmenas.

Turi biiti galimybeé sukurti teikiamy duomeny
jvedimo forma ir suteikti kitiems vartotojams
teisg ja pildyti.

Turi bati galimybé naudojant paprasta
vartotojo sgsajg keliais paspaudimais jkelti
duomenis i§ CSV, XML ir pan. arba jkelti kity
formaty elektronines rinkmenas, tokias kaip
nuotrauka ar nestruktiirizuotas tekstas.

Lenteles pavidalo duomenims, tokiems kaip
CSV, XLSX ir pan., platforma turi
automatiskai pasitilyti duomeny rinkinio
struktiirg ir identifikuoti stulpeliy duomeny
tipus, kai jis yra jkeliamas pirmg kartg.

R3 Platform has to
enable users to input or
upload datasets of
different types or upload
electronic files.

There has to be an ability to create data
input form for provided data and grant
other users the right to fill it out.

There has to be an ability using a simple
Ul in a few clicks to upload data from
CSV, XML, etc., or to upload electronic
files of other formats, such as picture or
unstructured text.

For tabular data, such as CSV, XLSX,
etc., the platform has to automatically
offer a dataset structure and identify data
types of columns, when the dataset is
uploaded for the first time.

R6  Turi bati
galimybeé naudojant
platformos
funkcionalumg
sgveikauti su
treéiyjy Saliy
informacinémis
sistemomis

Turi bt galimybé vartotojui, turinéiam
atitinkamas teises, apra$yti ir sukonfigtiruoti
duomeny priémimo mechanizma, leidZziantj
ioriniams vartotojams ar sistemoms jkelti
duomeny rinkinius arba elektronines
rinkmenas.

Turi biiti galimybé vartotojui, turiniam
atitinkamas teises, naudojant paprasta
vartotojo sasaja apradyti ir sukonfigtiruoti
duomeny paémimo mechanizma, leidZiantj
paimti duomeny rinkinius ar elektronines
rinkmenas teisiai i3 trediyjy $aliy informaciniy
sistemy. Platforma turi turéti i§ anksto
egzistuojancius prisijungimo buidus, kurie
galéty biti sukonfigiiruoti duomeny paémimui
i8 SQL duomeny baziy, HDFS ar Kitokiy
failine sistema naudojanéiy baziy, debesyse
veikiangiy duomeny baziy bei duomeny
srauty taip, kad daugeliu atvejy tai galima
baty jgyvendinti be papildomo kodo rasymo.
Platforma turi turéti paruoitus prisijungimus
prie daZniausiai pasitaikanéiy duomeny
Saltiniy, tokiy kaip Oracle, SQL server, FTP
server, SAS, SAP, Hive, Teradata, Sybase,
DB2 ir pan. Jeigu prisijungimas bty
nejmanomas jgyvendinti anks¢iau minétais
bidais turi biiti galimybé sukurti tritkstamus
prisijungimus.

R6 There has to be an
ability to interact with
third party information
systems using platform
functionality.

There has to be an ability for a user,
which has respective rights, to describe
and configure data ingress mechanism,
which allows external users or systems to
upload datasets or electronic files.

There has to be an ability for a user,
which has respective rights, using a
simple Ul, to describe and configure data
ingress mechanism, which allows
ingesting datasets or electronic files
directly from third party information
systems. The platform has to have already
existing connection methods, which are
configurable for data ingress from SQL
databases, HDFS or other filesystem-
using databases, databases running in
cloud, and data streams in such a way,
that in most cases it would be possible to
implement this without writing additional
code. The platform has to have already
available connections to most commonly
encountered data sources, such as Oracle,
SQL Server, FTP server, SAS, SAP, Hive,
Teradata, Sybase, DB2, etc. If the
connection is impossible to implement
using the above mentioned methods, it
should be possible to create the missing
connections.

R7 Platforma turi
leisti automatizuoti
duomeny ir
elektroniniy
rinkmeny jkélimo ir
paémimo procesus.

Turi biiti galimybé vartotojui, turin¢iam
atitinkamas teises, kurti automatinius
procesus, kurie pagal jo numatytg data ir laika
galés atlikti duomeny ar elektroniniy
rinkmeny paémima, i§archyvavimg ir jkelimg
i platformos duomeny baze.

Turi biiti galimybé vartotojui. turintiam
atitinkamas teises, kurti automatinius
procesus, kurie i§ vidiniy ar i$oriniy vartotojy
ar tre¢iyjy Saliy sistemy jkeltus duomeny
rinkinius ar elektronines rinkmenas galéty
priimti, iSarchyvuoti ir jkelti j platformos
duomeny bazg.

R7 The platform has to
allow automation of
data and electronic files’
ingress and egress
processes.

There has to be an ability for a user,
which has respective rights, to create
automatic processes, which could perform
ingestion, extraction of archives, and
uploading to the platform database the
data or electronic files using the date and
time defined by the user.

There has to be an ability for a user, which
has respective rights, to create automatic
processes, which could accept, extract
archives, and upload to the platform
database the datasets or electronic files
uploaded from internal or external users
or third party information systems.




4.2.2. Reikalavimai duomeny apdorojimo funkcionalumui

4.2.2. Requirements for data processing functionality

Reikalavimo Reikalavimy detalizavimas Requirement | Requirement details
Nr. No.
R8  Platforma | Turi biiti galimybeé vartotojui, turinéiam atitinkamas R8 The

turi jgalinti
vartotojus dirbti
su jvairiy risiy
duomenimis,
leisti juos jungti,
apdoroti bei
prireikus §iuos
veiksmus
automatizuoti.

teises, atlikti duomeny valyma, jungima ir
transformacija naudojant:

- lengvai valdomag vartotojo sasajg duomeny
ikelimo metu leidZiangia atlikti paprastus duomeny
valymo darbus, tokius kaip pasikartojanciy jrasy
3alinimas, reik$miy normalizacija, reik§més
pakeitimas | skaiiy, i$vestiniy stulpeliy kiirimas,
stulpeliy sujungimas, reikmiy pakeitimas kitomis
reik§mémis, jrafo i§skaidymas j kelis stulpelius,
stulpelio reik§miy uzmaskavimas naudojant maigos
funkcijas ir t. t.

- lankséia programavimo aplinka, leidziancia
radyti koda SQL, R (ar kita statistinés analizés
programavimo kalba) ir Python (ar kita bendrosios
paskirties programavimo kalba) kalbomis taip, kad
skirtingi transformacijos etapai galéty biiti parasyti
naudojant skirtinga programavimo kalba. Testavimo
reikmeéms turi bati galimybé paleisti transformacijos
kodg su mazais duomeny pavyzdziais (angl. subser),
sudarytais naudojant platformos filtra prie¥ leidZiant
Jjuos su pilnais duomeny rinkiniais.

- turi biti galimybé automatizuoti duomeny
transformacijos procesus kuriant duomeny sekos
plang (angl. data pipeline). Duomeny sekos grandingje
atsinaujinus duomenims pries tai einancioje
transformacijoje, duomenys turi atsinaujinti ir
esamoje transformacijoje automatiskai pasileidziant
transformacijos kodui taip, kad atnaujinus pirmajj
duomeny Saltinj pasikeisty duomenys visuose sekos
grandinés Zingsniuose, jskaitant ir Zingsnius,
igyvendinancius duomeny vizualizacijas.

- naudojami duomeny $altiniai gali ateiti i§
skirtingy platformos duomeny baziy, bet jy jungimui
turi biiti naudojami tie patys jrankiai.

R9  Platforma
turi turéti grafinj
duomeny sekos
plang (angl.
data pipeline),
kuris turi
igalinti
vartotojus
matyti viename
lange viska, kas
yra ar buvo
atlickama su
platformoje
esanciais
duomenimis:
pradedant nuo
duomeny
galtiniy
pereinant prie
visy
transformacijy
bei i§ jy
i$plaukiancéiy
duomeny
analiziy bei
vizualizacijy.

Paémus bet kokig transformacija, analize ar
vizualizacijg galima grafiskai atsekti visus Zingsnius
iki jos $altiniy, taip uztikrinant visy atlikty veiksmy
eiliskuma, ai$kuma ir suprantamuma.
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Pasirinkus bet kokig transformacija, turi bati
galimybé matyti susijusio duomeny rinkinio pavyzdi,
transformacijos programinj koda bet metaduomenis,
tokius kaip susijusio duomeny rinkinio atnaujinimo
data, trukme, biisena, dydis ir pan.

Pasirinkus bet kokig transformacija ir esant
poreikiui turi biiti galima atnaujinti atskirai
konkrety susijusj duomeny rinkinj arba kartu ir
visus tokiai transformacijai reikalingus jvesties
(tévinius) duomeny rinkinius iki pat pirminiy
duomeny Saltiniy.

Tais atvejais, kai su pasirinkta transformacija
susijusio duomeny rinkinio atnaujinimui reikia
atnaujinti ir visus jvesties (tévinius) duomeny
rinkinius iki pat pirminiy duomeny 3altiniy,
platforma tai turi galéti padaryti automatiskai, t. y.
automatiskai nustatyti priklausomybes tarp
duomeny rinkiniy pagal duomeny sekos plana.

platform has to
enable users to
work with data
of various
types, allow to
merge, process
them, and
automate these
steps if
necessary.

There has to be an ability for a user, which has
respective rights, to perform data cleaning, merging,
and transformation using:

- easily manageable Ul which allows to perform
simple data cleaning tasks, such as removal of
duplicate records, value normalisation, value change
into a number, derived column creation, column
merging, replacing values with other values, record
split into several columns, column value masking
using hash functions, etc. during data ingress.

- flexible programming interface, which allows to
write code in SQL, R (or other statistical analysis
programming language), and Python (or other general-
purpose programming language) languages in such a
way, that different transformation stages could be
written in a different programming language. For
testing purposes there has to be an ability to run the
transformation code on smaller data subsets, which
are created using platform filter, before running them
on full datasets.

- there has to be an ability to automate data
transformation processes by creating a data pipeline.
When the data updates in a previous transformation in
a data pipeline sequence, the data has to update in the
current transformation by automatically launching
data transformation code in such a way, that when the
first data source is updated, the data should change in
all data pipeline sequence steps, including the steps
which implement data visualisations.

- the data sources that are used could come from
different databases of the platform, but the same
tooling has to be used to join all these data sources.

R9 The
platform must
have a
graphical data
pipeline, which
has to enable
users to see in
one window
everything that
has been
performed with
the data in the
platform:
starting from
data sources
and ending with
all
transformations
and the
consequent data
analyses and
visualisations.

After choosing any transformation, analysis, or
visualisation, one can graphically trace all steps to its
data sources, and in such way ensure the sequencing,
clarity, and understandability of all performed actions.

R
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After choosing any transformation, there has to be an
ability to see an example of its related dataset,

transformation code, and metadata such as its related
dataset update date, update duration, status, size, etc.

P R T areseiaaa 3 Eous wtize
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After choosing any transformation and if necessary, it
should be possible to separately update a particular
related dataset, or also update all parent datasets that
are needed for that transformation up to its primary
data sources.

In those cases, when for the purpose of updating the
dataset that is related to the chosen transformation it is
needed to also update all parent datasets up to its
primary data sources, the platform must be able to do
that automatically, that is, automatically deduce the
dependencies between datasets according to the data
pipeline.




Reikalavimo |Reikalavimy detalizavimas Requirement | Requirement details
Nr. No.
R10 Platform | Versijavimo funkcionalumas turi bati taikomas ir R10 The The versioning functionality has to be applied both to

a turi turéti

duomeny rinkiniams, ir programiniam kodui. Prireikus

versijavimo turi bati galimybeé atstatyti transformacijos paveiktus

funkcionaluma. | duomeny rinkinius ar pakeista programinj kodag j
pasitinktg versija.

RI1 Platform | Vartotojas, turintis atitinkamas teises, turi galéti

oje turi buti duomeny rinkiniams nustatyti duomeny korektiskumo

realizuoti parametrus.

konfigfiruojami | Turi bilti galima nustatyti bent tokius duomeny

duomeny korektiskumo parametrus:

korektiskumo |- eiluiy skaigius

jspéjimai. - arstulpelyje visos reikimés yra unikalios

- stulpelyje esandiy null reikimiy skai¢ius
Varlotojas, turintis atitinkamas teises, turi galeti
nustatyti kriting riba kickvienam duomeny
korektiskumo parametrui, kuriuos platforma turi
automatiskai stebéti.

Duomeny korektiskumo parametrui pasiekus nustatytg
kriting riba, platforma turi iskart apie tai pranesti
vartotojui grafingje vartotojo sasajoje.

platform must
have a

datasets, and to code. If necessary, there has to be an
ability to restore the datasets affected by a

R12 Platform
oje turi turéti
atsiSakojimo
(angl.
branching)
funkcionaluma.

AtsiSakojimo funkcionalumas turi leisti sukurti
duomeny rinkiniy ir transformacijy sekos kopija, su
kuria galima biity dirbti nejtakojant pagrindinés
platformoje naudojamos duomeny rinkiniy bei
transformacijy kopijos, taip, kad tai sumazinty
tikimybg prarasti svarbig informacijg bei leisty kitiems
vartotojams dirbti su tais pa¢iais duomenimis ir
transformacijomis tuo pa¢iu metu. Po to, kai darbas su
8aka yra baigtas, turi biiti galimybé jg suderinti su
pagrindine 3aka ir jdiegti | pagrinding platformoje
naudojama kopija.

versioning transformation or the changed code to a chosen
functionality. | version.
R11 The A user, which has respective rights, must be able to
platform must |set data correctness parameters to datasets.
have data It must be possible to set at least these data
corre'ctness correctness parameters;
warnings. - row count
- whether all values in a column are unique
- the amount of null values in a column
A user, which has the respective rights, must be able
to set a critical limit for each data correctness
parameter, which have to be automatically monitored
by the platform.
When a data correctness parameter reaches a set
critical limit, the platform has to immediately notify
the user in the UL
R12 The The branching functionality has to allow creation of a

platform must
have a
branching
functionality.

copy of datasets and transformation pipeline, with
which one could work without affecting the main
copy of the datasets and transformations used in the
platform in such a way that would decrease the
probability of losing important information and would
allow other users to work with the same data and
transformations at the same time. After the work with
a branch is finished, there has to be an ability to merge
it with the main branch and introduce it into the main
copy used in the platform.

4.2.3. Reikalavimai duomeny analizés funkcionalumui

4.2.3. Requirements for data analysis functionality

Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

Requirement details

R13 Platformoje
turi buti realizuota

vartotojo darbo

aplinka su jrankiais,

kurie leidZia

jvairaus Ziniy lygio
vartotojams gauti

duomenimis
pagristus

sprendimus ir atlikti
jvairialype didelés
apimties duomeny

analizg.

Platformoje turi biti realizuotas originaliy
duomeny kopijy i§saugojimas ir visy duomenims
taikomy transformacijy sekimas, kad bty
iSvengta svarbios informacijos praradimy.
Turi bati uztikrintos jvairaus Ziniy lygio ir
techniniy gebéjimy vartotojy ir jy grupiy (nuo
duomeny analitiky iki paprasty vartotojy)
galimybes atlikti jvairialype duomeny analize:

- paZengusiems vartotojams (duomeny
analitikams, matematikams, statistikams ir
pan.) turi buti uztikrintos galimybeés
platformoje atlikti sudétingg kompleksine
duomeny analizg (kurti modelius, taikyti
masininio mokymosi algoritmus ir pan.)
naudojant platformoje palaikomas
programavimo kalbas (Zr. R8) ir tiesiogiai
raSant programinj koda;

- paprastiems vartotojams turi biiti uZtikrintos
galimybes atlikti duomeny analiz¢ naudojant
interaktyvius platformoje realizuotus jrankius.

R13 The platform must
have a user work
environment with tools
which allow users of
various levels of
knowledge to derive
data-based decisions and
perform multifaceted big

data analysis.

The platform must be able to preserve
original data copies and track all
transformations that are applied to the data
for the purpose of not losing important data.

The ability to perform multifaceted data
analysis by users of various knowledge and
technical skill levels and their groups (from
data analysts to basic users) must be
ensured:

- advanced users (data analysts,
mathematicians, statisticians, etc.) must be
able to perform complex data analysis
(create models, apply machine learning
algorithms, etc.) in the platform by using the
programming languages that are supported
in the platform (see R8) and by directly
writing code.

- basic users must be able to perform data
analysis by using interactive platform tools.

R14 Platformoje
turi biiti realizuota

galimybe keisti
pradinio darbo

aplinkos puslapio

nustatymus.

Pradinio puslapio nustatymy keitimas turi leisti
uztikrinti galimybg vartotojams ar specifinéms
ju grupéms greitai ir sklandZiai pasiekti
naudojamus jrankius ir duomenis.

R14 It must be possible
to change the settings of
the home page of the
workspace in the

platform.

The changes in home page settings must
allow users or specific user groups to
quickly and easily access the tools and data
they use.
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Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

Requirement details

R15 Authorised users
must be able to create a
common workspace for a
user group.

In this environment the users couid share
resources, such as datasets, reports,
analyses, and tools, which are related to a
specific task of a user group. The ability for
a user to search and join other user groups
(in accordance with configured access rights
and roles), get information updates, and
share comments on the tasks performed in
user groups also must be ensured.

R15  Turi buti Sioje aplinkoje vartotojai galéty dalytis tokiais
realizuota galimybé | iStekliais, kaip duomeny rinkiniais, informacijos
igaliotiems suvestinémis, analizémis ir jrankiais, susijusiais
vartotojams sukurti | su specifine vartotojy grupés uzduotimi. Taip
bendra vartotojy pat turi bati uztikrinta galimybeé vartotojui
grupés darbo ieSkoti ir prisijungti prie kity vartotojy grupiy
aplinka. (atsizvelgiant | nustatytas prieigos teises ir
roles), gauti darbo atnaujinimo informacija bei
dalytis komentarais apie vartotojy grupése
atlickamas uZduotis.
R16  Platformoje |Platforma turi sudaryti galimybes vartotojams su

turi bati realizuota
iStekliy paieskos,
nar$ymo ir
tvarkymo sistema,
veikianti
atsizvelgiant |

atitinkamomis teisémis:

- nustatyti vartotojy teises perziareti ir keisti
isteklius;

- priskirti i$teklius vykdomoms uZduotims
(projektams);

- priskirti iteklius ] hierarching katalogy

R16 The platform must
have a system for
searching, browsing and
managing resources in
accordance with user
access rights.

The platform has to provide the ability for
users with respective rights to:

- set user rights to view and change
resources

- assign resources to projects

- assign resources to a hierarchical folder
structure

- share resources with other users

- search accessible resources using
keywords

vartotojy prieigos struktiira;
teises. - dalytis iStekliais su kitais vartotojais

- ieskoti prieinamy i§tekliy pagal raktaZodZius,
R17  Platformoje | Vartotojui turi biiti galimybé gauti sisteminius

turi bati realizuotas
prane$imy valdymo
ir tvarkymo
funkcionalumas su
galimybémis

prane§imus apie duomeny sekos plano
atnaujinimo statusg, duomeny korektiSkumo
jspejimus ir kitus panasius techninius
parametrus.

Pranesimus vartotojui platforma turi pateikti

R17 The platform must
have a notification
management
functionality with user
configurable settings.

The user must have an ability to receive
system notifications about data pipeline
update status, data correctness warnings,
and other similar technical parameters.
Platform notifications must be displayed in
a graphical UL

The user must be able to configure
notifications such that they would arrive to
the user's email mailbox, which is tied to the
user's platform account.

The user must be able to see the history of
their previously received notifications.

vartotojui keisti grafinéje vartotojo sgsajoje.

nustatymus. Vartotojas turi galéti nustatyti pranedimus taip,
kad jie ateity  el. pato déZutg, kuri yra susieta
su vartotojo platformos paskyra.
Vartotojas turi galéti matyti jam seniau atsiysty
prane$imy istorijg.

R18  Platformoje |Vartotojas turi galéti analizuoti duomenis ne tik

turi biti kaip eilutes ir stulpelius, bet ir kaip atskirus

igyvendintas objektus.

objekty modelis.

Vartotojas, turintis atitinkamas prieigos teises,
turi galeti atlikti §iuos veiksmus:

- sukurti ir istrinti skirtingus objekty tipus, pvz.,
organizacija, savivaldybeé, jvykis ir pan.:

- objekty tipams priskirti ir paSalinti savybes,
pvz., organizacijos kodas, savivaldybés
pavadinimas, jvykio data ir pan.;

- kurti ir naikinti sgsajas tarp skirtingy objekty ir
ju tipy, pvz., tam tikra organizacija yra
registruota tam tikroje savivaldybgje;

- pagal poreikj konfigiiruoti objekto tipo
korteles nurodant, kokia informacija jose turi
atsispindéti;

- atidaryti ir uzdaryti objekty korteles, kuriose
bty matoma visa aktuali objekto informacija
atsizvelgiant j objekto tipo kortelés
konfiglracija;

- vykdyti paie$kas tarp visy suintegruoty bei
pagal vartotojo prieigos teises prieinamy Saltiniy
ir atlikti rezultaty analizg. Platformoje turi biiti
realizuotas:

- paieskos funkcionalumas pagal jvairius
kriterijus, bet tokius kaip raktaZodziai, pakaitos
Yenklai (angl. wildcards), loginiai operatoriai;

- paieskos rezultaty apzvalgos funkcionalumas,
leidZiantis matyti tick agreguotus duomenis
pagal objekty tipus bei ju savybes, tiek atskiry
objekty sgrada;

- patogus vartotojo sgsajg turintis objekty ir
ju tipy filtravimo bei radiavimo funkcionalumas.

R18 The platform must
have an object model.

The user must be able to analyse data not
only as columns and rows but also as
separate objects.

The user, which has the respective access
rights, must be able to perform the
following actions:

- create and delete different object types,
¢.g. organisation, municipality, event, etc.

- add and remove properties on object types,
e.g. organisation code, municipality name,
event date, etc.

- create and delete links between different
objects and their types, e.g. a certain
organisation is registered in a certain
municipality

- configure views for object types by
specifying what information has to be
reflected in them

- open and close object views which would
display all up-to-date object information, by
taking into account the configuration of the
object type

- search across all integrated data sources,
and perform analysis of the results based on
user’s access rights.

The platform must have:

- search functionality by various criteria,
such as keywords, wildcards, logical
operators

- search result overview functionality, which
allows to see both aggregated data by object
types and their properties, and a list of
individual results

- convenient Ul for filtering and sorting
objects and their types.




Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

Requirement details

R19  Platformoje
turi biiti realizuotas
duomeny analizés
funkcionalumas su
patogia vartotojo
sasaja.

Sgsaja vartotojams, neturintiems specifiniy
programavimo jglidZiy, turi leisti atlikti
jvairialype duomeny analize keliais
paspaudimais ar pan.:

- pateikti bendrg informacija apie duomeny
lentelg: eiluciy ir stulpeliy skai¢ius, atnaujinimo
datg ir pan.;

- i§rinkti pirminiy duomeny aibe bei analizuoti
schemas;

- braiZyti duomeny histogramas;

- braizyti duomeny pasiskirstymo grafikus;

- braizyti laiko eilutes;

- vaizduoti dunomenis Zemélapiuose;

- filtruoti duomenis;

- tvarkyti duomeny rinkinio stulpelius: 3alinti,
pervadinti, keisti tvarka, kurti naujus stulpelius;
- jungti duomeny rinkinius;

- eksportuoti duomeny rinkinius atvirais
duomeny formatais, pvz., CSV ar pan.;

- ri8iuoti duomenis.

R20  Platformoje
turi biti realizuotas
skai¢iuokles
programinés jrangos
funkcionalumas,
leidZiantis atlikti
operacijas su

Turi biti uZtikrintas toks minimalus
skai¢iuoklés funkcionalumas:

- duomeny jvedimas j skai¢iuokle;

- funkeijy raSymas naudojant nuorodas j
langelius.

I skai¢iuokle suvestus duomenis turi bati galima
analizuoti naudojant bet kuriuos kitus

R19 The platform must
have a data analysis
functionality with a
convenient UL

The interface for users, who do not have
specific programming skills, has to allow a
multifaceted data analysis in a few clicks or
similar:

- provide a dataset summary: row and
column count, last update date, etc.

- view a data subset and analyse schemas

- plot histograms

- plot distribution charts

- plot time series

- display data on maps

- filter data

- edit dataset columns: remove, rename,
change order, create new columns

- join datasets

- export datasets in open data formats such
as CSV or similar

- sort data.

duomenimis. platformos analizés jrankius.

R21 Turi bati Sis funkcionalumas turi leisti naudoti
realizuota vartotojo | platformoje palaikomas programavimo kalbas
darbo aplinka, kuri (Zr. R8). Taip pat turi biiti realizuotas

leisty vartotojams
raSyti programinj
koda ir atlikti sudétin-
gas duomeny analizes
ir vaizdavima.

programinio kodo, atskiry jo elementy ir
transformacijy bei rezultaty grafinis
vaizdavimas.

R20 Platform must have

a spreadsheet
functionality which
allows operations on
data.

The following minimal spreadsheet
functionality must be ensured:

- data entry into spreadsheet

- writing functions by using references to
cells

It must be possible to analyse the data

entered into a spreadsheet using any other
platform analysis tools.

R21 There must be a
user workspace which
would allow users to
write code and perform
complex data analyses
and visualisation.

This functionality must allow the use of
programming languages supported in the
platform (see R8). It must be possible to
graphically display the code, its separate
elements and transformations along with its
results.

R22  Platformoje
turi biiti realizuotas
vartotojo sasajg
turintis internetiniy

Sis funkcionalumas turi leisti kurti tiek paprastas
ataskaitas, tiek sudétingos analizés atvejy
ataskaitas.

Prieiga prie ataskaity turi biiti kontroliuojama

R22 The platform must
have a web application
development

functionality with a UI

This functionality must allow both simple
reports, and reports of complex analyses to
be developed.

Access to the reports must be controlled

aplikacijy kiirimo naudojant platformos prieigos teisiy modelj. which would allow according to the platform’s access rights
funkcionalumas, development of model.

leidZiantis kurti additional data

papildomas duomeny visualisations based on

vizualizacijas pagal need.

poreik].

4.2.4. Reikalavimai duomeny vizualizavimo funkcionalumui

4.2.4. Requirements for data visualisation functionality

Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

R23  Platformoje turi
biti realizuotas
interaktyviy ataskaity
karimo funkcionalumas.

Sis funkcionalumas turi leisti dalytis
sukurtomis ataskaitomis pagal prieigos
teises jvairiems vartotojams ar jy grupéms.
Turi bati galimybé ataskaitas eksportuoti j
PPT ar PDF formatus, spausdinti.
Atsinaujinus ataskaitose naudojamiems
duomeny rinkiniams, turi bati galimybé
automatidkai atnaujinti ir pacia ataskaita.

Requirement details

R23 1t must be
possible to create
interactive reports
in the platform.

R24  Turi biiti
realizuotas paprasty
duomeny jvedimo formy
karimo funkcionalumas.

Turi biti galimybé sukonfigGruoti laukus
pagal duomemy pildytojo poreikius.

Turi biti galimybeé pasirinkti lauko reikime i3
sistemoje egzistuojandiy reik§miy.

Turi biiti galimybé automatiskai uztikrinti
duomeny korektiskuma pries leidziant
iSsaugoti formg.

]vestus duomenis turi biiti galima analizuoti
naudojantis bet kokiais platformoje esanéiais
analizés jrankiais.

This functionality has to allow sharing of the
created reports according to the access rights for
various users or user groups. There has to be an
ability to export the reports to PPT or PDF
formats and print.

When the datasets used in a report are updated,
there has to be an ability to automatically update
the report itself.

R24 [t must be
possible to create
simple data entry
forms.

There has to be an ability to configure fields
according to the needs of data entry person.
There has to be an ability to select a value from a
list of values that already exist in the system.
There has to be an ability to automatically
ensure data correctness before allowing to save
the form.

It has to be possible to analyse the entered data
using any already existing analysis tools in the
platform.
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4.2.5. Requirements for data export functionality

Reikalavimo Nr.

Reikalavimy detalizavimas

R25  Platforma turi
galéti saugoti ir
cksportuoti tiek pirminius,
tiek apdorotus duomenis
atvirais formatais.

Platforma turi galéti pateikti duomenis
atvirais formatais, tokiais kaip CSV ar
XLSX.

R26  Platforma turi Sis funkcionalumas turi leisti iSoriniams

tureti JDBC tvarkykle bei | jrankiams pasiekti platformoje esanéius

RESTful APL duomenis. Tai turéty apimti tokius jrankius
kaip Microsoft Power BI, Tableau ir pan.
Turi biiti pateikta RESTful API
dokumentacija.

R27  Turi bati Turi buti galimybé duomeny rinkinius

galimybe platformos
jrankiais sukonfigiiruoti
duomeny eksporta.

pagal nustatyty datg ir laika iskelti po vieng
ar daugiau { kitas duomeny bazes,
aplikacijas ar failines sistemas. Platformoje
duomeny atidavimui turi bti paruoti
prisijungimai prie JDBC, lokalios faily
sistemos, HDFS, SFTP, $3, ABFS.

Requirement No.

Requirement details

R25 The platform must
be able to save and
export both the initial
data and processed data
in open formats.

The platform must be able to provide data
in open formats such as CSV or XLSX.

R26 The platform must
have a JDBC adapter
and RESTful APL.

This functionality has to allow external
tools to access the data inside the platform.
This has to include tools such as Microsoft
Power BI, Tableau, etc.

RESTful AP documentation has to be
provided.

R27 It must be possible
to configure data export
using platform tools.

It must be possible to transfer datasets one
by one or multiple of them to other
databases, applications, or file systems
according to a set date and time schedule.
For the purpose of data egress, the platform
must have prepared connections to JDBC,
local file system, HDFS, SFTP, S3, ABFS.

4.2.6. Reikalavimai naudotojy ir prieigos teisiy valdymo

4.2.6. Requirements for user and access control management

funkcionalumui functionality
Reikalavimo Nr. Reikalavimy detalizavimas Requirement No. Requirement details
R28  Prieiga prie Platformoje sukurtus iSteklfus, tokius kaip R28 Access to the It must be possible to secure the resources

platformoje esanéiy
istekliy turi biti ribojama
pagal prieigos teises.

duomeny rinkiniai, ataskaitos,
skaiciuoklé¢s, katalogai ir pan., turi bati
galima apsaugoti priskiriant maZiausiai
Sias prieigos teises:

- vartotojai ar vartotojy grupés, kuriems
suteikta skaitytojo prieigos teisé, turi galéti
perzifiréti i¥teklius;

- vartotojai ar vartotojy grupes, kuriems
suteikta redaktoriaus prieigos teisé, turi
galéti perzitréti ir keisti isteklius;

- vartotojai ar vartotojy grupés, kuriems
suteikta savininko prieigos teise, turi galéti
perZitireti ir keisti i3teklius bei keisti ty
istekliy prieigos teises.

Prieigos teisés turi biti visada naudojamos
vartotojui bandant pasiekti sistemos
i3teklius tiek naudojantis grafine vartotojo
sgsaja, tick automatizuotai per platformos
RESTful API.

R29  Platforma turi
palaikyti hierarchinj grupiy

Platformoje turi biiti jmanoma kurti grupes
ir joms priskirti vartotojus ir kitas

resources in the platform
must be restricted
according to access
rights,

created in the platform, such as datasets,
reports, spreadsheets, folders, etc., using at
least these access rights:

- users or user groups, which were granted
the reader access right, must be able to view
the resources

- users or user groups, which were granted
the editor access right, must be able to view
and change the resources

- users or user groups, which were granted
the owner access right, must be able to view
and change the resources, and also change
the access rights of those resources

The access rights must be always used
when a user is attempting to access
system’s resources both through the
graphical Ul and in automated fashion
through the RESTful API of the platform.

R29 The platform has to
support a hierarchical

It has to be possible to create groups and
assign users and other (child) groups to

modelj. (vaikines) grupes. Pvz., vartotojai j grupes group model. them in the platform. For example, users
gali biiti skirstomi pagal organizacija, can be assigned to groups by organisation,
organizacijos padalinj, darbo grupe, orngmisational unit, working group, work
pareigas ir pan. position, etc. .
Platformoje sukurtas grupes ir priskyrimus Users with respective rights must be able to
j grupes vartotojams su atitinkamomis manage the groups that were created in the
teisémis turi biiti galima valdyti grafingje platform and assignments to these groups.
vartotojo sgsajoje.

R30  Platformos Platforma turi galéti i§duoti ilgalaikj R30 The RESTful API of | The platform has to be able to issue a long-

RESTful APT turi palaikyti | prisijungimo atpaZinimo Zenklg (angl. the platform has to term login authentication token or

ilgalaikj prisijungima i§
iSoriniy sistemy.

authentication token) ar slaptazodzius,
kuriuos i3orinés sistemos galéty panaudoti
automatizuotai pasiekiant sistemos
iSteklius naudojantis RESTful APIL. Turi
biiti jmanoma lengvai atSaukti tokius
atpazinimo Zenklus ar slaptazodzius, jei jie
bilty prarasti ar paviesinti u7 sistemos riby.

support long term
connection from external
systems.

passwords which external systems could
use to access system’s resources using
RESTful API in an automated fashion.

It must be possible to easily revoke such
authentication tokens or passwords in case
they are lost or published outside the
system.
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Reikalavimo Nr.

Reikalavimy detalizavimas

Requirement No.

Requirement details

R31 Platforma turi
palaikyti i§tekliy
saugojima katalogy
hierarchijoje.

Platforma turi palaikyti pagrindiniy
katalogy kiirima, j kuriuos vartotojai turi
galéti déti iSteklius pagal jy Saltinj,
organizacijos struktiira, projekting veikla
ar kitg loging tvarka.

Kataloguose vartotojai turi galéti déti
isteklius ar kitus (vaikinius) katalogus.

Turi biti galimybé kiekvieng katalogg
hierarchijoje apsaugoti prieigos teisémis.
Vaikiniai katalogai ir i3tekliai turi
paveldéti savo prieigos teises i§ visy savo
téviniy katalogy.

R32  Vartotojy
paieskos rezultatuose

rodomi itekliai turi atitikti

kiekvieno i§ rodomy
iStekliy prieigos teises.

Paie3kos rezultatuose turi biiti rodomi tik
tie idtekliai, kuriuos ieSkantis vartotojas
turi prieigos teises matyti.

R33  Platforma turi
palaikyti i3tekliy
apsaugojimg saugumo
Zymomis.

Papildomai prie auk§tiau apragyty
prieigos teisiy, turi bti galimybe
iStekliams suteikti vieng ar kelias
saugumo Zymas.

Turi bati galimybe vartotojams ir
grupéms suteikti prieigg prie vienos ar
keliy saugumo Zymy. Saugumo Zymy
vartotojams priskyrimg turi galéti atlikti
tik vartotojai, turintys atitinkamas teises.
Istekliai kataloguose turi paveldéti
katalogams priskirtas saugumo Zymas.

[3tekliai, kurie naudoja duomenis i$ kity
saugumo Zymomis apriboty iStekliy, turi
paveldéti jy saugumo Zymas.

Saugumo Zymos atsiradimas ant istekliy
turi apriboti vartotojy turétas prieigos
teises prie istekliy. Pvz., vartojas, turintis
savininko prieigos teise prie istekliy, bet
neturintis visy i§tekliams suteikty
saugumo Zymuy, turi negaléti juy pasiekti.
Vartotojas turi tureti kiekviena istekliy
saugumo zymg tam, kad galéty pasiekti
isteklius.

Vartotojai turi negaléti priskirti idtekliams
tokios saugumo Zymos, po kurios
priskyrimo jie patys nebegaléty pasiekti
istekliy.

R31 The platform has
to support saving of
resources in a folder
hierarchy.

The platform has to support creating main
folders, into which users could place
resources by their source, organisational
structure, project work, or any other logical
order.

The users have to be able to place resources
or other (child) folders inside folders.

It has to be possible to secure each folder in
a hierarchy using access rights. Child
folders and resources have to inherit the
access rights from all of their parent folders.

R32 The resources
shown in user search
results have to respect
the access rights of
each of the shown
resources.

Only those search results, for which the user
that is performing the search has access
rights to view, have to be shown.

R33 The platform has
to support protecting
the resources using
security markings.

In addition to the above described access
rights, there has to be an ability to assign
one or more security markings to resources.

There has to be an ability to assign access to
one or more security markings for users and
groups. Only the users that have respective

rights can assign security markings to users.

Resources that are in folders have to inherit
the security markings of folders.

Resources that use data from other
resources that are restricted using security
markings have to inherit the security
markings of those resources.

The addition of a security marking on
resources has to restrict the previous rights
that users had on those resources. For
example, a user that has owner access right
to resources but does not have all the
security markings assigned to those
resources, has to be unable to access them.

The user must have each security marking
of the resources to be able to access such
resources.

The users must be unable to assign such
security marking to resources, if after
assigning it they themselves would not be
able to access these resources.




4.3. Reikalavimai duomeny integracijai

R34

Duomeny valdymo platformos diegimo metu, turi biti
integruoti ir apdoroti nurodyti Uzsakovo pateikty duomeny Saltiniy
duomenys. Sasajos su duomeny 3altiniais ir duomenys turi buti

integruoti tokiais etapais, apimtimi ir terminais:
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4.3. Requirements for data integration

R34 During the course of DMP installation a list of Customer
defined data sources must be integrated and processed. Data source
connections and data integration must be implemented in the

following stages and under the following scope and timelines:

Uzduotis Duomengy faltiniai Registrai / IS Preliminari Integracijos
apimtis terminas
COVID-19 Aplinkos apsaugos agentiira; | Elektroning sveikatos paslaugy ir Duomeny Per 1 meén. nuo

informacinés sistemos
duomeny jsisavinimo,
transformacijy ir
realizuoty duomeny
vizualizavimo
sprendimy perkélimas

Informatikos ir rySiy
departamentas prie Lietuvos
Respublikos vidaus reikaly
ministerijos;

Higienos institutas;
Lietuvos bankas;

Lietuvos Respublikos

sveikatos apsaugos ministerija;

AB , Litgrid*;

Nacionalinis visuomenés
sveikatos centras prie
Sveikatos apsaugos
ministerijos;

Policijos departamentas prie
Lietuvos Respublikos vidaus
reikaly ministerijos;
Sveikatos prieZifiros
institucijos;

Valstybés sienos apsaugos
tarnyba;

Valstybiné ligoniy kasa prie
Sveikatos apsaugos
ministerijos;

COVID-19 testavimo
laboratorijos

bendradarbiavimo infrastruktiiros informaciné
sistema;

Mirties atvejy ir jy prieZas¢iy valstybés
registras;

Policijos registruojamy jvykiy registras;
Administraciniy nusiZzengimy registras;
Integruota statistikos informacineé sistema;
Sveikatos prieZitros institucijy, savivaldybiy
administracijy, Nacionalinio visuomenés
sveikatos centro;

Lietuvos banko interneto svetaing;
Ekonominés stebésenos institucijy duomenys

jsisavinimas; iki
40 lenteliy, iki 80
transformacijy;
Duomeny
vizualizavimas:
iki 160 grafiky, iki
50 lenteliy, iki 40
Zzemélapiy

pirkimo sutarties
pasiraymo

Tarpzinybinés
duomeny saugyklos ir
Integruotos statistikos
informacings sistemos
duomeny $altiniy
duomeny paémimas

Lietuvos Respublikos finansy
ministerija;

Migracijos departamentas prie
Lietuvos Respublikos vidaus
reikaly ministerijos;

Muitinés departamentas prie
Lietuvos Respublikos finansy
ministerijos;

Nacionaliné mokéjimo
agentiira prie Zemés tikio
ministerijos;

Valstybiné mokesciy
inspekcija;

Valstybinés teritorijy
planavimo ir statybos
inspekcija;

Valstybinio socialinio
draudimo fondo valdyba prie
Socialinés apsaugos ir darbo
ministerijos;

VT ,.Regitra®;

VI Registry centras

Valstybés biudZeto, apskaitos ir mokéjimy
informaciné sistema (VBAMS);

Viedojo sektoriaus apskaitos ir ataskaity
konsolidavimo informaciné sistema (VSAKIS);
Europos Sgjungos struktiirinés paramos
kompiuteriné informaciné valdymo ir prieZitiros
sistema;

Informaciné sistema ,,Migris*;

Integruota muitinés informaciné sistema;
Paramos administravimo informaciné sistema;
Integruota mokeséiy informaciné sistema; PVM
informacijos mainams tarp Europos Sajungos
valstybiy skirta informaciné sistema (ITIS_EU);
Gyventojy pajamy mokescio informacingé
sistema;

Mokesciy mokétojy registras; Mokesciy
apskaitos informacine sistema (MAIS);

Akcizy informaciné sistema;

Duomeny saugyklos informaciné sistema;
Statybos leidimy ir statybos valstybinés
prieZidros informaciné sistema ,.Infostatyba®;
Apdraustyjy valstybiniu socialiniu draudimu
(SODRA) informaciné sistema;

Lietuvos Respublikos keliy transporto
priemoniy registras;

Nekilnojamojo turto registras ir sandoriy
duomeny bazés;

Juridiniy asmeny registras;

Juridiniy asmeny dalyviy informaciné sistema;
Lietuvos Respublikos adresy registras;
Lietuvos Respublikos gyventojy registras

Tki 200 duomeny
lenteliy

Per 9 men. nuo
pirkimo sutarties
pasiraSymo
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Task Data sources Registries / IS Preliminary scope |Integration
timeline

Transfer of | Environmental Protection Agency; Electronic health services and collaboration Data integration: up | Within 1

data Department of Informatics and infrastructure information system; to 40 tables, up to | month from

integrations,
transformatio

Communications under the Ministry of the
Interior of the Republic of Lithuania;

State Register of Deaths and Their Causes;
Register of events registered by the police;

80 transformations;
Data visualisation:

the signing of
the

ns and Institute of Hygiene; Register of Administrative Offenses; up to 160 graphs,  |procurement
visualisations [ Bank of Lithuania; Integrated statistical information system; up to 50 tables, up | contract
from the Ministry of Health of the Republic of Health care institutions, municipal to 40 maps
COVID-19 |Lithuania; administrations, National Center for Public
information | AB Litgrid; Health;
system National Center for Public Health under the | Website of the Bank of Lithuania;

Ministry of Health; Data of economic monitoring institutions

Police Department under the Ministry of the

Interior of the Republic of Lithuania;

Health care institutions;

State Border Guard Service;

State Patient Fund under the Ministry of

Health

COVID-19 testing laboratories
Interdepartm | Ministry of Finance of the Republic of State Budget, Accounting and Payment Up to 200 data Within 9
ental data Lithuania; Information System (VBAMS); tables months from
warchouse | Migration Department under the Ministry of | Public Sector Accounting and Reporting the signing of
and the Interior of the Republic of Lithuania; Consolidation Information System (VSAKIS); the
Integrated Customs Department under the Ministry of | European Union structural assistance computer procurement
Statistical Finance of the Republic of Lithuania; information management and monitoring contract

Information
System data
source data
integration

National Paying Agency under the Ministry
of Agriculture;

State Tax Inspectorate;

State Territorial Planning and Construction
Inspectorate;

Board of the State Social Insurance Fund
under the Ministry of Social Security and
Labor;

SE Regitra;

SE Center of Registers

system;

Information system "Migris";

Integrated customs information system;
Support administration information system;

Integrated tax information system; Information

system for the exchange of VAT information
between the countries of the European Union
(ITIS_EU);

Personal income tax information system;
Taxpayer Register; Tax Accounting
Information System (MAIS);

Excise information system;

Data warehouse information system,;
Information system for building permits and

state supervision of construction "Infostatyba";

State Social Insurance Insured Information
System (SODRA);

Register of Road Vehicles of the Republic of

Lithuania;

Real estate registry and transaction databases;

Register of Legal Entities;

Information system for participants of legal
entities;

Register of Addresses of the Republic of
Lithuania;

Population Register of the Republic of
Lithuania.

R35

Pried jgyvendinant duomeny S$altiniy integravimg, bet ne

R335 Prior to the integration of data sources, but not Jater than within

véliau nei per 14 kalendoriniy dieny nuo sutarties pasira§ymo datos,
uZsakovas pateikia Tiekéjui detalesng informacija apie kiekvieng
duomeny 3altinj ir kartu su Tiekéju sudaro detaly duomeny integravimo
plang, patikslinantj, kokie duomenys turi buti integruojami i3
kickvieno duomeny 3altinio, bei, prireikus, nurodantj detalesnius
duomeny integravimo terminus kickvienam duomeny $altiniui.

R36  Tickéjas turi wustikrinti jvardyty duomeny jsisavinima
nurodyta apimtimi ir terminais. Tiekéjas, nustatgs kliatis, dél kuriy
negali realizuoti numatyty duomeny srauty (pvz., duomeny turétojas
nepateikia reikalingos informacijos laiku), turi i§ karto informuoti
Uzsakova.

R37  Tiekéjas yra atsakingas u? duomeny sukélima j platforma.
Atlikdamas analizg tiekgjas turi jvertinti esamg (COVID-19 IS)
duomeny aib¢ ir tinkamai suplanuoti duomeny perkélimg. Uz
duomeny paémimo formalizavimg — sutar¢iy su duomeny turétojais
pasiraS§ymag ir pan., atsakingas yra UZsakovas.

14 calendar days from the date of signing the contract, the Customer
shall provide the Supplier with more detailed information on each
data source and together with the Supplier draw up a data integration
plan specifying which data will be integrated from each data source,
and indicating, where appropriate, more detailed data integration
deadlines for each data source.

R36 Supplier must ensure that data from the above listed data sources
will be integrated under agreed scope and timelines. Supplier must
immediately inform the Customer in case there are obstacles
preventing Supplier from integrating data (e.g. owner of the data
doesn't provide required information on time).

R37 Supplier is responsible for data integration into the platform.
Supplier must evaluate current set of data (COVID-19 IS) and plan its
transfer accordingly. Customer is responsible for formalisation of data
access, e.g. handling data sharing agreements with data owners, etc.




4.4. Reikalavimai duomeny valdymo platformos diegimui

R38 Duomeny valdymo platforma turi biiti idiegta per 1 (vieng)
ménesj (31 kalendoring dieng) nuo pirkimo sutarties pasiraSymo
dienos.

4.5. Reikalavimai mokymams ir mokymy medziagai

R39  Tickéjas jsiparcigoja sutarties galiojimo metu apmokyti iki 10
Uzsakovo specialisty (iki 2 sistemos ir duomeny administratoriy ir iki
8 duomeny analitiky).

R40  Turi bati pateikta igsami platformos administratoriy ir
naudotojy mokymo medZiaga, kuri turi apimti, bet neapsiriboti:
naudojimo bendrgja informacija, su konkreciais platformos naudojimo
procesais ir funkcijomis susijusia informacija, administratoriy ir
naudotojy instrukcijomis.

R41  Mokymams naudojama mokymy medziaga turi biiti galima
panaudoti kity naudotojy mokymams (mokymus turi galéti pravesti
anks¢iau apmokinti atitinkamos valstybés institucijos naudotojai) be
papildomy minétos informacijos keitimo, koregavimo ar konfigtiravimo
darby.

4.6. Reikalavimai dokumentacijai

R42 Duomeny valdymo platformos dokumentacija. jskaitant
techninj pasidlyma, mokymy medziagg ir RESTful API uzklausy
apraf§ymus, turi bti pateikta lietuviy arba angly kalba.

4.7. Reikalavimai licencijavimui

R43  Isigyta licencija negali riboti duomeny valdymo platformos
naudotojy skai¢iaus.

R44  TIsigyta licencija turi uZtikrinti platformos atnaujinimus jos
galiojimo metu, be papildomy UZsakovo sanaudy, ne rediau kaip
vieng kartg per menesj.

R45 Isigyta licencija ne trumpiau kaip 1 (vienus) metus turi
uztikrinti duomeny valdymo platformos palaikyma, jskaitant klaidy
taisyma it atnaujinimus.

R46  Tuo atveju, kai platformoje yra naudojami treCiyjy 3aliy
programiniai komponentai, pvz., atvirojo kodo (angl. open source)
programiniai komponentai, Tiekéjas turi pateikti tokiy komponenty
sgrag ir visas su jais susijusias licencijas.

5. Reikalavimai duomeny valdymo platformos

infrastruktirai
R47  Tiekéjas turi uZtikrinti duomeny valdymo platformai
reikalingg infrastruktiirg.
R48  Platformos duomeny saugojimo funkcionalumas turi palaikyti

paskirstytas, saugias ir pladiai pasiekiamas duomeny saugojimo
infrastruktiiras, tokias kaip, pvz., Azure Blob Store, HDFS ar Amazon S3.
R49  Naudojama infrastrukttra turi galeti dinamigkai pléstis (angl.
horizontal scaling) pagal realaus laiko resursy poreikj, taip uztikrindama
reikalingus resursus turimam duomeny kiekiui ir naudotojy skaiciui.
R50 Platforma turi biti jgyvendinta ,,vieno langelio™ principu, t. y.
turi biiti patogi vartotojo aplinka, per kurig galima lengvai pasiekti
visus suintegruotus duomeny S3altinius bei platformos jrankius
neiSeinant uZ platformos riby ir nesinaudojant papildomomis
taikomosiomis programomis.

R51  Platformos tarnybiniy sto¢iy veikimas turi biiti nuolatos
stebimas. | i8kilusius incidentus turi biti operatyviai reaguojama ir
sutrikimai turi biiti $alinami pagal standartines veiklos proceduras.
R52  Platforma turi turéti integruota (-us) autentifikavimo ir
autorizavimo servisa (-us), kuris (-ie) gebéty integruotis su iSoriniais
tapatybiy teikéjais (angl. identity provider) ir kuris (-ie) palaiko vieno
prisijungimo (angl. single-on) su dviejy veiksniy autentifikacija (angl.
two factor authentication) schema.

R53  Platformos autentifikavimo ir autorizavimo servisas (-ai) turi
gebéti gauti papildoma informacija apie vartotojg: pasto adresa,
priklausomybe grupéms ir pan., bei vartotojy grupes. kuri turés biiti
naudojamos prieigos prie duomeny rinkiniy nustatymui ir
kontroliavimui.

R54  Turi biiti galimybeé perkelti duomeny valdymo platformg | kitg
nei Tiekéjo infrastruktiira (pvz., valstybing) UZsakovo sanaudomis.
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4.4. Requirements for DMP installation

R38 DMP must be installed no later than 1 (one) month (31 calendar
days) after contract signing date.

4.5. Requirements for user training and training materials

R39 During the term of the contract, the Supplier will train up to 10
Customer specialists (up to 2 system and data administrators and up
to 8 data analysts).

R40 Detailed training materials for platform administrators and users
must be provided. Such training materials must contain, but not be
limited to, general instructions for use, information related to specific
platform processes and functionalities, administrator and user
instructions.

R41 Training materials provided during user training must be reusable
(previously trained users of a relevant public institution must be able
to carry out the training) without additional content changes,
corrections or changes in platform configuration.

4.6. Requirements for documentation

R42 DMP documentation, including technical proposal, training
materials and descriptions of RESTful API calls, must be provided in
Lithuanian or English.

4.7. Requirements for licensing

R43 Software license cannot limit the number of DMP users.

R44 Software license must include DMP software upgrades during
the term of the license and at least once a month without additional
cost to the Customer.

R45 Software license must include operations and maintenance
support, including bug fixes and upgrades for at least 1 (one) year.

R46 In case there are any third party software components, €.g. open-
source software components, used in the platform, the Supplier must
provide a list of such components and their licenses.

5. Requirements for DMP infrastructure

R47 The Supplier must provide the necessary infrastructure for the
DMP.

R48 The storage functionality of the platform must support
distributed, secure, and widely available storage infrastructures such
as Azure Blob Store, HDFS, or Amazon S3.

R49 The infrastructure must scale dynamically according to the real
time need of computing resources, thus ensuring that the necessary
resources are available for the amount of stored data and the number
of users.

R50 The platform must be implemented on a one-stop-shop basis, i.c.
there must be a user-friendly environment through which all
integrated data sources and platform tools can be easily accessed
without leaving the platform and without the use of additional
external applications.

R51 The operation of DMP servers must be constantly monitored.
Incidents must be responded promptly and resolved in accordance
with standard operating procedures.

R52 DMP must have integrated authentication and authorization
service(s) that can be integrated with external identity providers and
that support(s) single sign-on with two factor authentication scheme.

R53 The platform authentication and authorization service(s) must be
able to obtain additional information about the user: email address,
group membership, etc., and user groups, which will be used to set
and control access to the datasets.

R54 It must be possible to move DMP to an infrastructure other than
the Supplier's (e.g. Government’s) at the Customer's expense.




6. Reikalavimai saugumui

Duomeny valdymo platforma turi atitikti $ivos informacinei
infrastruktiirai keliamus techninius kibernetinio saugumo reikalavimus:

R55 Tarptautinj standartg [SO/AEC 27001:2013 Information
technology — Security techniques — Information security management
systems — Requirements.

R56 Tarptautinj standartg ISO/AEC 27002:2013  Information
technology — Security techniques — Code of practice for information
security controls. Duomeny valdymo platformoje saugomi duomenys
turi biiti apsaugoti nuo nesankcionuoto pri¢jimo, naudojimo,
pakeitimo, atskleidimo, sunaikinimo ar praradimo.

R57  Sickiant uztikrinti perduodamos informacijos saugg, turi buti
naudojama ne Zemesne nei TLS 1.2 kriptografijos protokolo versija
giuose komunikacijos scenarijuose: sistema—naudotojas ir pagal
poreikj sistema—sistema.

R58 Duomenys platformoje turi biti $ifruojami tiek tranzito metu
(angl. in transit), tiek ramybés bsenoje (angl. at rest).

R59  Turi bti galimybé Uzsakovui naudoti savo Sifravimo raktg
(angl. bring your own key) duomenims Sifruoti platformoje ir
prireikus jj iStrinti, taip uztikrinant, kad duomenys liks uzsifruoti ir
nepasiekiami.

R60

- neautentifikuotos prieigos;

Duomeny valdymo platforma turi biiti apsaugota nuo:

- naudotojy veiksmy, neatitinkangiy jy autorizacijos roles;
- nesankcionuoto naudotojo sesijos perémimo;
nesankcionuoto duomeny perémimo ar jy jterpimo;
- zalingo kodo jterpimo (angl. Injection, XSS (Cross-site scripting));
- kity sangumo paZeidimuy, kurie jvardijami OWASP
- TOP 10 (https://www.owasp.org) arba lygiaveréiame sgrase.

R61  Sistemos slaptazodZiai negali biiti saugojami programiniame
kode.

R62  Sistemos svetainé turi drausti i$saugoti slaptazodZius.

R63  Atliekant sistemos svetainés administravimo darbus rySys turi

bati Sifruojamas naudojant ne trumpesnj kaip 128 bity rakta.

R64  Sifruojant naudojami skaitmeniniai sertifikatai privalo bati
isduoti patikimy sertifikavimo tarnyby. Sertifikato raktas turi bti ne
trumpesnis kaip 2048 bity.

R65  Svetainés kriptografinés funkcijos turi buti jdiegtos tarnybines
stoties, kurioje yra svetainé, dalyje arba kriptografiniame saugumo
modulyje (angl. Hardware security module).

R66  Visi kriptografiniai moduliai turi gebeti saugiai sutrikti (angl.
fail securely).

R67 Draudziama sistemos tarnybingje stotyje saugoti sesijos
duomenis (identifikatoriy), pasibaigus susijungimo sesijai.

R68 Turi biti naudojama svetainés saugasiené (angl. Web
Application Firewall). Isilauzimo ataky pédsakai (angl. attack signature)
turi biti atnaujinami naudojant patikimus aktualia informacija
teikian&ius Saltinius. Naujausi jsilauZimo ataky pédsakai turi biti
jdiegiami ne veliau kaip per dvidelimt keturias valandas nuo
gamintojo paskelbimo apie paujausius jsilauZimo ataky pedsakus
datos arba ne veliau kaip per septyniasdelimt dvi valandas nuo
gamintojo paskelbimo apie naujausius jsilauZimo ataky pédsakus
datos, jeigu valstybés informaciniy iStekliy ar ypatingos svarbos
informacinés  infrastruktiros valdytojo sprendimu atlickamas
jsilauzimo ataky pédsaky jdiegimo ir galimo jy poveikio valstybes
informaciniy istekliy ar ypatingos svarbos informacinés infrastruktiros
veiklai vertinimas (testavimas).
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6. Security requirements

DMP must meet the following cyber security requirements for the
information infrastructure:

R55 International standard ISO/IEC 27001: 2013 Information
technology - Security techniques - Information security management
systems - Requirements.

R56 International standard ISO/IEC 27002: 2013 Information
technology — Security techniques — Code of practice for information
security controls. Data stored on the DMP must be protected from
unauthorized access, use, alteration, disclosure, destruction or loss.

R57 To ensure the security of transferred information, a cryptographic
protocol version not lower than TLS 1.2 has to be used in these
communication scenarios: system—user and, where necessary,
system—system.

R58 The data on the DMP must be encrypted both during transit and
at rest.

R59 It must be possible to use Customer generated private key
(BYOK) to encrypt the data on the platform and delete the key if
necessary, thus ensuring that the data remains encrypted and
inaccessible.

R60 The DMP must be protected against:

- unauthenticated access;

- actions by users that do not correspond to their authorization role;
- unauthorized user session interception;

- unauthorized interception or insertion of data;

- injection, XSS (Cross-site scripting);

- other security breaches listed in the OWASP TOP 10
(https://www.owasp.org) or equivalent list.

R61 System passwords cannot be stored in the source code.
R62 System website must prohibit saving passwords.

R63 During site administration, the connection must be encrypted
using a key of at least 128 bits.

R64 Digital certificates used for encryption must be issued by trusted
certification authorities. The certificate key must be at least 2048 bits
long.

R65 The cryptographic features of the site must be installed in the
part of the server where the site is located or in the hardware security
module.

R66 All cryptographic modules must be able to "fail securely”.

R67 It is forbidden to store session data (identifier) on the server after
connection session ends.

R68 The Web Application Firewall must be used. Attack signatures
must be updated using reliable sources that provide up-to-date
information. The latest traces of hacking attacks must be installed no
later than twenty-four hours from the date of the manufacturer's
announcement of the latest traces of hacking attacks, or no later than
seventy-two hours from the date of the manufacturer's announcement
of the latest traces of hacking attacks if, by the decision of the
manager of state information resources or critical information
infrastructure, the assessment (testing) of the implementation of traces
of intrusion attacks and their possible impact on the activities of state
information resources or critical information infrastructure is being
performed.




R69  Turi biti naudojama sistemos svetainé naudotojo jvedamy
duomeny tikslumo kontrol¢ (angl. validation).

R70  Tarnybine stotis, kurioje yra sistemos svetaing, neturi rodyti
sistemos svetainés naudotojui klaidy praneSimy apie svetaines
programin) koda ar tarnybing stotj.

R71  Sistemos svetainé saugumo priemonés turi gebéti uzdrausti
prieigg prie tarnybinés stoties i§ IP adresy, vykdziusiy grésmingg
veiklg (nesankcionuoti méginimai prisijungti, iterpti SQL intarpus ir
panasiai).

R72  Tarnybiné stotis, kurioje yra sistemos svetaing, turi leisti tik
svetaines funkcionalumui uZtikrinti reikalingus protokolo metodus.

R73  Turi bati uzdrausta nar§yti sistemos svetainés aplankuose
(angl. directory browsing).

R74  Turi bld jdiegta sistemos svetain¢ turinio nesankcionuoto
pakeitimo (angl. defacement) stebésenos sistema.

R75  Duomeny valdymo platformoje turi bati fiksuojamos
naudotojy registracijos uZklausos, prisijungimo sesijos, jy pradzia,
pabaiga, naudotojy veiksmai, teisiy naudotis sistema pakeitimai,
veiksmal su sistemos objecktais, audito funkcijos jjungimas ar
i§jungimas, audito jra8y trynimas, kOrimas ar keitimas, laiko ir (ar)
datos pakeitimai ir kiti veiksmai.

R76  Turi buti sudaryta galimybe tokiy audity Zurnaly eksportavimui
uz platformos riby.

R77  Kiekviename audito duomeny jrafe turi biti fiksuojama
jvykio data ir tikslus laikas, jvykio r@idis, naudotojo duomenys, jvykio
rezultatas.

R78  Priemonés, naudojamos sistemos sasajoje su vieSyjy
elektroniniy ry$iy tinklu, turi biti nustatytos taip, kad fiksuoty visus
ivykius, susijusius su jeinangiais ir iSeinandiais duomeny srautais.

R79  Sistemoje fiksuojami jvykiai turi bati saugomi technineje ar
programinéje jrangoje, pritaikytoje audito duomenims saugoti.

R80  Del jvairiy trikdZiy nustojus fiksuoti auditui skirtus duomenis,
apie tai nedelsiant turi biiti informuojamas sistemos administratorius.

R81  Audito duomenys turi biiti saugomi ne trumpiau kaip
§eSiasdedimt dieny, uZtikrinant visas prasmingas jy turinio reik¥mes
(pavyzdZiui, sistemos naudotojo, su kuriuo nutraukti darbo santykiai
ir kuris pasalintas i§ sistemos, atpaZinties duomenys turi biti i$saugoti
visa biting audito duomeny saugojimo laika).

R82 DraudZiama audito duomenis trinti, keisti, kol nesibaiges
audito duomeny saugojimo terminas.

R83  Audito duomeny kopijos turi biiti apsaugotos nuo paZeidimo,
praradimo, nesankcionuoto pakeitimo ar sunaikinimo.

R84  Turi biti naudojami maZiausiai du laiko sinchronizavimo
Saltiniai.
R85  Naudotojy darbo sesija turi biiti automatiskai uzbaigiama, jei

neveikimo laikas virdija nustatytg trukmg.
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R69 Correctness validation of the data entered by the user must be
used in the website of the system.

R70 The server in which the website of the system resides should not
display error messages about the website source code or server to the
user of the website.

R71 The security measures of the website of the system must be able
to deny access to the server from IP addresses that have performed
threatening activities (unauthorized attempts to connect, insert SQL
inserts, €tc.).

R72 The server in which the website of the system resides must allow
only those protocol methods that are required to ensure the
functionality of the website.

R73 Directory browsing in the website of the system must be
prohibited.

R74 A monitoring system for unauthorized changes to the content
(defacement) of the website of the system must be installed.

R75 DMP must record user registration requests, login sessions, their
start and end, user actions, changes to access rights, actions with
system objects, turning auditing on or off, deletion, creation, or
modification of audit records, time and (or) date changes, and other
actions.

R76 There must be an ability to export such audit logs out of the
system.

R77 Every audit log record must capture event date and precise time,
event type, user data, the result of the event.

R78 The means used in the system interface with the public electronic
communications network have to be configured to record all events
related to incoming and outgoing data tlows.

R79 Events recorded in the system must be stored in hardware or
software which is adapted for the storage of audit data.

R80 The administrator has to be immediately informed when the
recording of audit data is interrupted due to various disturbances.

R81 Audit data has to be retained for a minimum of sixty days,
ensuring all meaningful meanings of its content (for example, the
identity of the user of the system with whom the employment
relationship has been terminated and who has been removed from the
system must be retained during the term of necessary storage of audit
data).

R82 It is prohibited to delete or change audit data until the term of
storage of audit data has expired.

R83 Copies of audit data should be protected from tampering, loss,
unauthorized alteration, or destruction.

R84 At least two time synchronization sources must be used.

R85 Users' work session must end automatically if the idle time
exceeds the set duration.




R86  Platformos prieigos teisiy modelio ir saugumo funkcionalumy
visuma turi suteikti galimybe platformoje saugomiems duomenims
atitikti Europos Sgjungos Bendrajj duomeny apsaugos reglamenta
(BDAR).

Esant reikalavimy nesuderinamumui, prioritetas teikiamas labiausiai
ribojanc¢iam reikalavimui.

UZSAKOVAS

Lietuvos statistikos departamentas
Gedimino pr. 29, LT-01500 Vilnius
Imoneés kodas: 188600177

PVM mokétojo kodas: néra
A.s.Nr. LT51 7044 0600 0111 1285
AB SEB BANKAS

Banko kodas 70440

Tel. +370 5 236 4822

EL p. infoistat.gov.1t
hip//www.stat. cov It

Generaliné direktore Juraté Petrauskiené

TIEKEJAS

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Imoneés kodas: 7042994

PVM mokétojo kodas: GB 101 2291 78
Bankas: JP Morgan Chase

Sgskaitos savininkas: Palantir Technologies UK, Lid.
A.s. Nr.: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Tel. +44 7408 886228

EL p. legalnotices' palantir.com

Matt Long, jgaliotasis asmuo
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R86 The combination of platform access rights model and the set of
security functionalities must provide the possibility for the data stored
on the platform to comply with the General Data Protection
Regulation (GDPR) of the European Union.

In case of incompatibility of requirements, the most restrictive
requirement shall prevail.

CUSTOMER

The Lithuanian Department of Statistics (Statistics Lithuania)
Gedimino ave. 29, LT-01500 Vilnius
Company Number: 188600177

VAT Number: None

Account Number: LT51 7044 0600 0111 1285
Bank Name: AB SEB BANKAS

Bank Code: 70440

Phone No. +370 5 236 4822

E-mail: info ¢ stat.gov.1t

http/Awww, stat.gov. 1t

Jiraté Petrauskiene, Director General

SUPPLIER

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Company Number: 7042994

VAT Number: GB 101 2291 78
Bank Name: JP Morgan Chase
Account Holder: Palantir Technologies UK, Ltd.
Account Number: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Phone No. +44 7408 886228

E-mail: legalnotices‘@ palantir.com

Matt Long, Authorised Signatory




Duomeny valdymo platformos, reikalingos
Valstybeés duomeny valdysenos informacinei
sistemai jgalinti ir veikti, licencija, jskaitant

platformos diegjng, pirkimo sutarties
r. STAT-WLZQ&Q?Z
2 priedas

ASMENS DUOMENTU IR INFORMACIJOS
TVARKYMAS

Atsizvetgdamos | tai, kad vykdydamas pirkimo sutartj Tiekéjas gali
matyti asmens duomenis, galys siekia uZtikrinti asmens duomeny
apsaugg ir atitiktj 2016 m. balandzio 27 d. Europos Parlamento ir
Tarybos reglamento (ES) 2016/679 dél fiziniy asmeny apsaugos
tvarkant asmens duomenis ir del laisvo tokiy duomeny judéjimo ir
kurivo panaikinama Direktyva 95/46/EB  (Bendrasis duomeny
apsaugos reglamentas) reikalavimams (toliau — Bendrasis duomeny
apsaugos reglamentas) ir susitaria dél tokio asmens duomeny

tvarkymo sglygy:

1. SAVOKOS
1.1. Siame Sutarties priede (toliau — Priedas), isskyrus jeigu
kontekstas reikalauty kitos reik¥mes, toliau nurodytos savokos turi
tokias reik¥mes:
1.1.1. Duomeny subjektas — fizinis asmuo, kurio duomenis gali
matyti Tiekéjo grupé (kaip apibréZta toliau);
1.1.2. Duomeny tvarkyme tikslas — pirkimo sutarties vykdymo
tikslas ir atitinkamos Salies i§ pirkimo sutarties kylanciy teisiy
igyvendinimo bei pareigy vykdymo tikslas;
1.1.3.  Paslaugos — bet kokios ir visos paslaugos bei darbai, kuriuos
Tiekéjo grupe (kaip apibrézta toliau) pagal pirkimo sutartj atlieka,
suteikia ar perduoda Uzsakovui, ir §iy paslaugy bei darby rezultatai.
1.1.4. Sistema — Valstybés duomeny valdysenos informacing
sisterna.
1.2, Priedo 1.1 papunktyje neapibréztos naudojamos savokos turi
tokig reikSmeg, kokia jos turi duomeny apsaugos teisés aktuose ir
Sutartyje.

2. ASMENS DUOMENU TVARKYMO SALYGOS

2.1. Salys susitaria, kad Sutarties jgyvendinimo tikslu Tiekéjo
grupei, savo vardu ir retkar¢iais kaip savo dukteriniy bendroviy ir
filialy atstovei (“Tiekéjo  grupé”), gali  bati reikalinga
automatizuotomis priemonémis atlikti $io Priedo 2.7 papunktyje
nurodytus duomeny tvarkymo veiksmus su nurodytais asmens
duomenimis ir (ar) jy rinkiniais. Siame Priedo punkte nurodytas
asmens duomeny tvarkymo tikslo realizavimas laikomas &aliy
susitartu asmens duomeny tvarkymo dalyku.

2.2. Salys pazymi, jog Tiekéjo grupé isimtinai nesiekia tvarkyti
asmens duomeny, taciau asmens duomeny tvarkymo veiksmai gali
bti neatskiriamai reikalingi, siekiant tinkamai (j)vykdyti Sutartj.

2.3. Salys susitaria, kad Sutarties igyvendinimo tikslu Tiekéjo grupe
veikia kaip Duomeny tvarkytojas, o Uzsakovas — kaip Duomeny
valdytojas.

2.4. Salys susitaria, jog Uzsakovas savo nuoZidira ir atsakomybe
nustato, kokiy duomeny subjekty kategorijy asmens duomenys bei
kokiy kategorijy asmens duomenys yra suteikiami Tiekéjo grupei
kiekvienu konkre&iu atveju. UZsakovas teiks Tiekéjo grupei tik tokius
asmens duomenis, kokiy biitinai reikia Tiekéjo grupei siekiant
igyvendinti Priedo 2.1 papunktyje numatytg tiksla bei prisiima visa su
tuo susijusig rizikg (jskaitant rizikq tais atvejais, kai Tickéjo grupei
suteikiama daugiau asmens duomeny, nei yra bitina). Siekdamas
uZtikrinti tinkamg asmens duomeny perdavimo Tiekéjo grupei apimtj,
Uzsakovas savo lesomis ir jegomis gali imtis papildomy priemoniy,
pvz., tvarkomy asmens duomeny Sifravimas, pseudonimy suteikimas
ir pan.

License (accompanied by system deployment
service) for the data management platform
necessary for setting up and operation of the State
Data Governance Informatjon, Sy, em, ugr%se
Contract No STAT-(%O?@ % Kt éné

Annex 2

PROCESSING OF PERSONAL DATA AND INFORMATION

Whereas, in implementation of the Contract, the Supplier can see
personal data, the Parties seek to ensure the protection of personal
data and compliance with the requirements of the Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection
Regulation) (hereinafter referred to as the “General Data Protection
Regulation™), and hereby agrees on the terms and conditions for the
processing of personal data as follows:

1. DEFINITIONS

1.1. For the purposes of this Annex to the Contract (hereinafier
referred to as the “Annex™), the following terms and concepts shall
have the meanings hereby ascribed to them, unless the context
otherwise requires:

1.1.1. Data subject refers to a natural person whose data can be seen
by the Supplier Group (as defined below).

1.1.2. Data processing purpose refers to the purpose of the
implementation of the Contract and the purpose of the
implementation of the rights and obligations of the respective Party
arising from the Contract.

1.1.3. Services refers to all services and works carried out, provided
and transferred to the Customer by the Supplier Group (as defined
below) under the Contract, as well as the results of these services and
works.

1.1.4. System refers to the State Data Governance Information
System.

1.2. The terms and concepts that are not defined in Point 1.1 of the
Annex shall have the meanings given to them in the data protection
legislation and in the Contract.

2. TERMS AND CONDITIONS FOR PERSONAL DATA
PROCESSING

2.1. The Parties agree that in the implementation of the Contract, the
Supplier Group, on behalf of itself and as an agent for its subsidiaries
and affiliates from time to time (the “Supplier Group™), may be required
to perform the data processing operations specified in Point 2.7 of this
Annex with the specified personal data and/or sets thereof through
application of automated tools. The implementation of the data
processing purpose specified in this Point of the Annex shall be
considered as a subject of personal data processing agreed by the Parties.
2.2. The Parties note that the Supplier Group does not exclusively
seek to process personal data; however, the personal data processing
operations may constitute an integral part of the proper
implementation of the Contract.

2.3. The Parties agree that for the purposes of the Contract, the
Supplier Group operates as a Processor and the Customer operates as
a Controller.

2.4. The Parties agree that the Customer shall, at the Customer’s own
discretion and responsibility, determine the categories of data subjects
and the categories of personal data for the provision of personal data
to the Supplier Group in each specific case. The Customer shall
provide the Supplier Group only with such personal data that is
necessary for the Supplier Group to achieve the purpose provided in
Point 2.1 of the Annex and assumes all related risks (including the
risk in case when the Supplier Group is provided with more personal
data than necessary). In order to ensure the appropriate volume of
personal data transfer to the Supplier Group, the Customer may, at the
Customer’s own expense and effort, take additional measures, e.g.
encryption of personal data, provision of pseudonyms, etc.




2.5. Jeign, Tiekéjo grupés vertinimu ir vadovaujantis Priedo
2.4 papunkéiu, UZsakovo jam suteikti asmens duomenys konkreciu
atveju yra nepakankami siekiant tinkamai jvykdyti Priedo 2.1
papunktyje nurodyta tiksla, Tieckéjo grupé apie tai pranesa Uzsakovui,
praSydamas pateikti papildomus asmens duomenis, kuriy tvarkymas
konkretiu atveju yra bitinas. Gaves atitinkama Tiekéjo grupés
pranesimg, UZsakovas priima galutinj sprendima suteikti papildomus
asmens duomenis arba ne bei prisiima visg su tokiu sprendimu
susijusig rizika (jskaitant rizika, jog nepateikus papildomy asmens
duomeny, Tiekéjo grupé negalés tinkamai jvykdyti Sutartimi
prisiimty jsipareigojimy).

2.6. Vykdydamas Sutartj, Tiekéjas gali rinkti metrika, analize,
statistika ar kitus duomenis, susijusius su UZsakovo vykdomu
programines jrangos naudojimu: (a) siekdamas UZsakovuli ir jo naudai
tetkti programing jranga bei paslaugas ir jas apsaugeti; ir (b)
statistikos tikslais, taip pat sickdamas analizuoti, palaikyti ir tobulinti
programing jrangg ir paslaugas (su salyga, kad &ie duomenys yra
nuasmeninti).

2.7. Salys susitaria, jog visos asmens duomeny kategorijos ir
duomeny subjekty kategorijos, kurias pagal §j Priedg Uzsakovas gali
perduoti tvarkyti Tiekéjo grupei, yra nurodytos 1 lenteléje isdéstytuose
iSpléstiniuose asmens duomeny kategorijy ir duomeny subjekty
kategorijy sarasuose. UZsakovas jsipareigoja perduoti Tiekéjo grupei
tvarkyti tik tokius asmens duomenis, kurie nurodyti §iuose saraduose.
UZsakovas yra atsakingas u7 §iy sarady parengimg ir atnaujinima.

1 lentelé

2.5. 1f, based on the Supplier Group’s estimation and in accordance
with Point 2.4 of the Annex, the data provided by the Customer in
particular case are insufficient for proper implementation of the
purpose provided in Point 2.1 of the Annex, the Supplier Group shall
inform the Customer by asking to provide additional personal data
which is necessary in this specific case. Upon receipt of the relevant
notice from the Supplier Group, the Customer makes the final
decision whether additional personal data should be provided or not
and assumes all risks related to such decision (including the risk that in
case of non-provision of additional data, the Supplier Group will not be
able to properly fulfil the obligations under the Contract).

2.6. While fulfilling the Contract, Supplier may collect metrics,
analytics, statistics or other data related to Customer’s use of the
Software: (a) in order to provide and secure the Software and Services
to and for the benefit of the Customer; and (b) for statistical use as well
as to analyse, maintain and improve the Software and Services
(provided that it makes such data not personally identifiable).

2.7. The Parties agree that all categories of personal data and
categories of data subjects that the Customer can transfer to the
Supplier Group for processing in accordance with this Annex are
specified in the extended lists of categories of personal data and
categories of data subjects provided in Table 1. The Customer
undertakes to transfer to the Supplier Group for processing only such
personal data that are specified in these lists. The Customer is
responsible for compiling and updating of these lists.

Table 1

Duomeny tvarkymo
dalykas ir tikslas

Sutaréiai igyvendinti ir VDV IS veiklai
uztikrinti

Subject and purpose
of data processing

For the implementation of the Contract and
ensuring of the operation of SDM IS

Asmens duomeny
kategorijos

Lietuvos gyventojy asmens duomenys gauti
i§ administraciniy duomeny $altiniy.
Uzsakovo, Tiekéjo grupés darbuotojy vardas
pavardé, padalinys, pareigos, telefonas, el.
pastas, naudotojo kodas, kita informacija,
skirta darbuotojui identifikuoti ir teiséms
darbui su sistema suteikti.

Personal data of the residents of Lithuania
received from the administrative data sources.

Categories of
personal data

The Customer’s and the Supplier Group’s
employee’s name and surname, division,
position, telephone, e-mail, user code, other
information to identify the employee and
grant rights to work with the system.

Duomeny subjekty Lietuvos gyventojai, Uzsakovo, Tiekéjo

Categories of data Residents of Lithuania, employees of the

kategorijos grupés darbuotojai subjects Customer, employees of the Supplier Group
Su duomeny Susipazinimas su asmens duomenimis, Activity related to Familiarization with personal data by
tvarkymu susijusi atliekant $iuos veiksmus: data processing performing the following actions:

veikla

o Asmens duomeny i§ administraciniy
duomeny $altiniy ir UZsakovo duomeny
baziy i§gavimas ir integravimas;

o sugadinty programinés jrangos duomeny
(jskaitant asmens duomenis) atstatymas;

o sistemos veiklos atkiirimas, visisko ar
dalinio funkcionavimo sutrikimo atvejais;

o sistemos jvykiy Zurnalo analizé.

o  Extraction of personal data from
administrative data sources and the
Customer’s databases and integration.

o  Recovery of corrupted software data
(including personal data).

o  System recovery in cases of complete
or partial malfunction.

o System event log analysis.

2.8. Salys susitaria, jog Tiek¢jo grupé asmens duomenis pradeda
tvarkyti, kai UZsakovas Tiekéjui juos pateikia ar sudaro prieiga prie
ju, ir baigia tvarkyti, kai Tiekéjo grupé jvykdo Priedo 2.1 papunktyje
nurodytg tikslg ir (ar) idtrina pasibaigus jy saugojimo terminui (jei
toks nustatytas) arba, Uzsakovui pareikalavus, juos graZina
UZsakovui ir (ar) iStrina.

3. ASMENS DUOMENU TVARKYMO REIKALAVIMAI

3.1. Tiekéjo grupe isipareigoja atlikti asmens duomeny tvarkymo
veiksmus tik Priedo 2.1 papunktyje nurodytu tikslu, laikydamasis
asmens duomeny apsaugos teisés akty bei UzZsakovo rastiskais
dokumentais jforminty nurodymy (jei tokie pateikiami).

2.8. The Parties agree that the Supplier Group shall start processing
personal data when the Customer provides this data or access to this
data, and shall finish the processing when the Supplier Group fulfils the
purpose specified in Point 2.1 of the Annex and/or deletes the data upon
expiry of their storage period (if any) or, at the Customer’s request,
returns them to the Customer and/or deletes them.

3. REQUIREMENTS FOR PERSONAL DATA PROCESSING

3.1. The Supplier Group undertakes to perform personal data
processing actions only for the purpose specified in Point 2.1 of the
Annex in compliance with the personal data protection legislation and
the instructions (if any) documented in written form by the Customer.




3.2. Jei tai yra numatyta Sutartimi, UZsakovas suteikia Tiekéjo
grupei bendrg sutikimg pasitelkti subtiekéjus (subteikéjus) asmens
duomenims tvarkyti. Jeigu pirkimo sutartyje nenustatytos Kitos
salygos, pries pasitelkdamas naujg arba pakeisdamas esama subtiekéjg
(subteikéjg), Tiekéjo grupe i anksto apie tai raStu turi informuoti
Uzsakova, pateikdamas planuojamo pasitelkti subtiekéjo (subteikéjo)
rekvizitus ir kitg informacija, susijusia su duomeny tvarkymo veikla,
kurios pareikalaus UZsakovas. Kai Tiekéjo grupé konkretiai asmens
duomeny tvarkymo veiklai atlikti pasitelkia subtickeja (subteikéja),
Sutartimi (Priedu) tam kitam subtiekéjui (subteikéjui) nustatomos tos
pacios duomeny apsaugos prievolés, kaip ir prievolés, nustatytos
Tiekéjo grupei Sutartyje ir $iame Priede, visy pirma prievolé
pakankamai uztikrinti, kad tinkamos techninés ir organizacinés
priemonés bus jgyvendintos taip, kad asmens duomeny tvarkymas
atitiktyy asmens duomeny apsaugos teisés akty reikalavimus. Kai tas
subtickéjas (subtcikéjas) nevykdo duomeny apsaugos prievoliy,
Tiekejo grupe i8licka visikal atsakinga UZsakovui uZ to subtiekéjo
(subteikéjo) pricvoliy vykdyma.

3.3. Uzsakovas suteikia Tiekéjo grupei bendra sutikima pasitelkti
kitus duomeny tvarkytojus {,Pagalbiniai duomeny tvarkytojai*)
asmens duomenims, jskaitant, bet neapsiribojant, nurodvtus 2
lenteléje, tvarkyti. Tiekéjo grupé turi informuoti UZsakova apie
numatomus pakeitimus. susijusius su papildomy Pagalbiniy duomeny
tvarkytojy pasitelkimu ar esamy pakeitimu, taip suteikiant UZsakovui
galimybe¢ priestarauti tokiems pakeitimams. Kai Tiekéjo grupe
konkretiai asmens duomeny tvarkymo veiklai atlikti pasitelkia
Pagalbinj duomeny tvarkytoja, Sutartimi (Priedu) tam kitam
Pagalbiniam duomeny tvarkytojui nustatomos tos pacios duomeny
apsaugos prievolés, kaip ir prievolés, nustatytos Tiekéjo grupei
Sutartyje ir $iame Priede, visy pirma prievolé pakankamai uztikrinti,
kad tinkamos techninés ir organizacinés priemonés bus jgyvendintos
taip, kad asmens duomeny tvarkymas atitikty asmens duomeny
apsaugos teisés akty reikalavimus. Kai Pagalbinis duomeny
tvarkytojas nevykdo duomeny apsaugos prievoliy, Tiekéjo grupé
iSlieka visiskai atsakinga UzZsakovui uz to Pagalbinio duomeny
tvarkytojo prievoliy vykdyma.

3.4. Tiekéjo grupé jsipareigoja, UZsakovui pareikalavus, nepagristai
nedelsdamas liautis atlikti bet kokius asmens duomeny tvarkymo
veiksmus, i¥skyrus saugojima. ir atnaujinti veiksmus tik gaves
Uzsakovo nurodyma.

3.5. Tiekéjo grupé isipareigoja, gavusi radytinj Uzsakovo motyvuota
reikalavimg, iStrinti (arba graZzinti) asmens duomenis (jeigu tai
padaryti techni$kai jmanoma ir proporcinga) ir jy kopijas, kuriuos
tvarko pirkimo sutarties ir $io Priedo pagrindu.

3.6. Tiekéjo grupé jsipareigoja, Uzsakovui pareikalavus, pateikti
visg informacijg. jrodancia su duomeny tvarkymu susijusiy pareigy
laikymasi, ir padéti UZsakovui ir (ar) tretiesiems asmenims atlikti
tvarkomy asmens duomeny audita.

3.7. Salys susitaria, jog asmens duomenys gali biti tvarkomi tik
laikantis asmens duomeny apsaugos teises akty reikalavimy,
nepaZeidziant duomeny subjekty teisiy ir uZtikrinant i§ asmens
duomeny apsaugos teisés akty kylanéiy duomeny subjekty teisiy
tinkamg jgyvendinima bei apsauga.

3.2. If provided by the Contract, the Customer gives the Supplier
Group a general consent for engagement of subcontractors for
personal data processing. Unless otherwise specified in the Contract,
prior to engagement of a new subcontractor or replacement of current
subcontractor, the Supplier Group shall inform the Customer in
writing in advance by providing the details of the planned
subcontractor as well as other information related to data processing
activities requested by the Customer. Where the Supplier Group
involves a subcontractor for a specific personal data processing
activity, the Contract (Annex) imposes on that other subcontractor the
same data protection obligations as those imposed on the Supplier
Group by this Contract and Annex, in particular the obligation to
ensure that proper technical and organisational measures will be
implemented in such a way that the personal data processing complies
with the requirements of the personal data protection legisiation.
Where the subcontractor fails to fulfil the data protection obligations,
the Supplier Group shall remain fully liable to the Customer for the
fulfilment of obligations of that subcontractor.

3.3. The Customer gives the Supplier Group a general consent for
engagement of other processors (“Subprocessor(s)”) for personal data
processing, including but not limited to those referenced in Table 2.
The Supplier Group shall inform Customer of any intended changes
concerning the addition or replacement of Subprocessors, thereby
giving Customer the opportunity to object to such changes. Where the
Supplier Group involves a Subprocessor for a specific personal data
processing activity, the Contract (Annex) imposes on that other
Subprocessor the same data protection obligations as those imposed
on the Supplier Group by this Contract and Annex, in particular the
obligation to ensure that proper technical and organisational measures
will be implemented in such a way that the personal data processing
complies with the requirements of the personal data protection
legislation. Where the Subprocessor fails to fulfil the data protection
obligations, the Supplier Group shall remain fully liable to the
Customer for the fulfilment of obligations of that Subprocessor.

3.4. The Supplier Group undertakes, at the Customer’s request, to
stop without undue delay any processing of personal data, except for
storage, and to resume the operations only upon receipt of the
Customer’s instruction.

3.5. The Supplier Group undertakes, upon receipt of a written
reasoned request of the Customer, to delete (or return) personal data
(if technically possible and proportionate) and copies thereof which
are processed based on this Contract and Annex.

3.6. The Supplier Group undertakes, at the Customer’s request, to
provide all information proving compliance with the obligations
related to data processing and to assist the Customer and/or the third
parties in auditing the processed personal data.

3.7. The Parties agree that personal data can be processed only in
accordance with the requirements of the personal data protection
legislation, without prejudice to the rights of data subjects and
ensuring the proper implementation and protection of the rights of
data subjects arising from personal data protection legisiation.

2 lentelé
Pagalbinis Registruotas adresas Duomeny tvarkymo
duomeny apibudinimas
tvarkytojas
Amazon Web | 410 Terry Avenue North, | AWS teikia debesy
Services, Sietlas, Vadingtono infrastrukttira Palantir
Inc. (AWS) valstija, 98109, JAV produktams.
Proofpoint, 892 Ross Drive, Proofpoint teikia jspé&jimy ir
Inc. Saniveilas, Kalifornija, uziifruoty prane$imy
94089, JAV Palantir Foundry
platformoje palaikyma.
Microsoft One Microsoft Way, Teikia debesy infrastruktiira,
Corporation | Redmondas, Vadingtono | skirtg Active Directory
valstija, JAV, 98052 tarnybai, reikalingai
CentralAuth sistemai,
patalpinti.

Table 2
Subprocessor | Registered Address Description of processing
Amazon 410 Terry Avenue North, AWS provides the cloud
Web Seattle, WA, 98109, USA infrastructure for Palantir
Services, products.
Inc. (AWS)
Proofpoint, 892 Ross Drive, Proofpoint supports the
Inc. Sunnyvale, CA, 94089, alerting and encrypted
USA notification service in
Palantir Foundry.
Microsoft One Microsoft Way, Provision of cloud
Corporation | Redmond WA, USA infrastructure to host
98052 Active Directory for
CentralAuth.




4. ASMENS DUOMENU SAUGUMAS IR TECHNINES BEI
ORGANIZACINES PRIEMONES

4.1. Atsizvelgdamas | techniniy galimybiy iSsivystymo lygj bei
asmens duomeny tvarkymo pobidj, apréptj, kontekstg ir tikslus, taip
pat | asmens duomeny tvarkymo keliamus jvairios tikimybés ir
rimtumo pavojus duomeny subjekty teiséms ir laisvéms, Tieké&jo grupe
isiparcigoja  jgyvendinti tinkamas technines ir organizacines
priemones, skirtas apsaugoti asmens duomenis nuo atsitiktinio ar
neteiséto sunaikinimo, pakeitimo, atskleidimo, taip pat nuo bet kokio
kito neteiséto tvarkymo ir uztikrinti duomeny subjekto teisiy apsaugg.
Tiekéjo grupé taip pat jsipareigoja imtis visy asmens duomeny
saugumo priemoniy, kuriy reikalauja galiojantys teisés aktai.
4.2. Kadangi Tiekéjo grupé yra savo verslo srities profesionalé,
turinti Ziniy ir patirties informaciniy technologijy srityje. Tiekéjo
grupc pati pasirinks ir nustatys technines ir organizacines priemones,
reikalingas Priedo 2.1 papunktyje nurodytam tikslui bei tinkamam
saugumui pasiekti, taciau tokios pricmonés bet kokiu atveju turi
nepazeisti asmens duomeny apsaugos teisés akty retkalavimy.
Nepaisant to. Uzsakovas turi teise pateikti pasitilymus / nurodymus
Tiekejo grupei dél techniniy ir organizaciniy apsaugos priemoniy
taikymo. Tiekéjo grupé atsizvelgs | tokius U¥sakovo pasitlymus, juos
itnagrinés ir pateiks UZsakovui motyvuota atsisakyma igyvendinti
Uzsakovo nurodymus arba nedelsdamas imsis $iy  veiksmy
jigyvendinimo.
4.3. Nepaisant Priedo 4.1 ir 4.2 papunkéiy nuostaty, tais atvejais, kai
Uizsakovas paveda Tiekéjo grupei tvarkyti asmens duomenis,
Paslaugy teikejui nuotoliniu bidu prisijungiant prie Sistemos ir (ar)
kity UZsakovo naudojamy informaciniy sistemy, UZsakovas savo
Jjégomis ir IeSomis uZtikrins maksimaly tokiam prisijungimui reikalingo
rysio sauguma ir taikys reikalingus bei tinkamus duomeny, jy srauto
Ir ry8io apsaugos jrankius bei priemones (pvz., Sifravima ar kt.).
4.4. Tiekéjo grupé uztikrina, kad asmens duomenis tvarkys tik
1galioti asmenys, jsipareigoje uZtikrinti duomeny konfidencialuma.
4.5. Tiekéjo grupe, atsizvelgdama  saugomy asmens duomeny
tvarkymo pobiidj ir turimg informacija, jsipareigoja bendradarbiauti
Uzsakovui uztikrinant Bendrojo duomeny apsaugos reglamento
32-36 straipsniuose nustatyty prievoliy laikymasi.
4.6. Uzsakovo prasymu, Tiekéjo grupé, atsizvelgdama | asmens
duomeny tvarkymo pobiidj ir i technines galimybes, isipareigoja
suteikti turima informacijg, reikalinga UzZsakovui atsakyti duomeny
subjekto pradymus pasinaudoti duomeny subjekto teisémis bei
vykdyti kitus asmens duomeny apsaugos teisés akty nustatytus
reikalavimus.

5. KITI REIKALAVIMAT ASMENS IR KITU DUOMENU AR
INFORMACIJOS TVARKYMUI

5.1. Teikdamas Sutartyje numatytas reikiamas infrastruktiiros
paslaugas, Tiekéjo grupé uztikrina, kad teikiamos paslaugos atitinka
Organizaciniy ir techniniy kibernetinio saugumo  reikalavimy,
taikomy  kibernetinio saugumo subjektams, apraso, patvirtinto
Lietuvos Respublikos Vyriausybés 2018 m. rugpjadio 5 d. nutarimu
Nr. 818, VI skyriuje Reikalavimai elektronines informacijos
prieglobos paslaugy teikéjams ir skaitmeniniy paslaugy teikéjams
jvardytus reikalavimus:

5.LLne retiau kaip karty per dvejus metus arba po esminiy
organizaciniy ar sisteminiy poky&iy organizuoja ir atlicka rizikos
vertinima. §j rizikos vertinima elektroninés informacijos prieglobos
paslaugy teikéjai ir skaitmeniniy paslaugy teikejai turi teise atlikti
kartu su veiklos rizikos ir (arba) informaciniy technologijy saugos
atitikties vertinimu;

5.1.2.kartu su viedyjy rysiy tinkly ir (arba) viesujy elektroniniy rysiy
paslaugy teikejais imasi reikiamy priemoniy kibernetiniam sangumui
uztikrinti;

5.1.3.igyvendina organizacines ir technines priemones, utikrinanéias
Jju elektroninés informacijos prieglobos ar skaitmeninéms paslaugoms
teikti naudojamy sistemy ir jrangos kibernetinj sauguma;

4. PERSONAL DATA SECURITY, TECHNICAL AND
ORGANIZATIONAL MEASURES

4.1. Taking into account the level of technical development and the
nature, scope, context and objectives of the personal data processing
as well as the personal data processing risks of various probabilities
and seriousness to the rights and freedoms of data subjects, the
Supplier Group undertakes to implement appropriate technical and
organizational measures to protect personal data from accidental or
unlawful destruction, alteration, disclosure as well as any other
unlawful processing and to ensure the protection of the rights of the
data subject. The Supplier Group also undertakes to take all personal
data security measures required by applicable laws.

4.2. Whereas the Supplier Group is a professional in its field of
business having knowledge and experience in the field of information
and technologies, the Supplier Group will choose and determine the
technical and organizational measures necessary to achieve the
purpose specified in Point 2.1 of the Annex and to ensure proper
security; however, in any case, such measures must not violate the
requirements of the personal data protection legislation. Nevertheless,
the Customer has the right to submit offers/instructions to the Supplier
Group regarding the application of technical and organizational
security measures. The Supplier Group will consider such offers of
the Customer, examine them and provide the Customer with a
reasoned refusal to implement the instructions of the Customer or will
immediately start the implementation of these actions.

4.3. Notwithstanding the provisions of Points 4.1 and 4.2 of the
Annex, in cases when the Customer has delegated the personal data
processing to the Supplier Group, when the Service Provider remotely
connects to the System and/or other information systems used by the
Customer, the Customer, at the Customer’s own effort and expense.
shall ensure the maximum security of the connection required and
apply the necessary and proper tools and measures (e.g. encryption,
etc.) to protect the data, their flow and connection.

4.4. The Supplier Group shall ensure that personal data are processed
only by authorized persons committed to ensure the confidentiality of
the data.

4.5. By taking into account the nature of the processing of the stored
personal data and the available information, the Supplier Group
undertakes to cooperate with the Customer in ensuring compliance with
the obligations set out in Articles 32-36 of the General Data
Protection Regulation.

4.6. At the request of the Customer, the Supplier Group, taking into
account the nature of personal data processing and technical
possibilities, undertakes to provide available information necessary
for the Customer to respond to the data subject’s requests to exercise
the data subject’s rights and fulfil other requirements of personal data
protection legislation,

5. OTHER REQUIREMENTS FOR PERSONAL AND OTHER
DATA OR INFORMATION PROCESSING

5.1.In providing the necessary infrastructure services under the
Contract, the Supplier Group shall ensure that the services provided
comply with the requirements set in Chapter VI “Requirements for
Electronic Information Hosting Service Providers and Digital Service
Providers” of the Description of Organizational and Technical Cyber
Security Requirements Applicable to Cyber Security Entities,
approved by Resolution No 818 of 5 August 2018 of the Government
of the Republic of Lithuania:

5.1.1. To organize and perform the risk assessment at least once every
two years or following major organizational or systemic changes. The
electronic information hosting providers and digital service providers
are entitled to carry out this risk assessment together with activity risk
assessment and/or assessment of the compliance of information
technologies security.

5.1.2. In cooperation with the providers of public communications
networks and/or public electronic communications services, to take
necessary measures to ensure cyber security.

5.1.3. To implement organizational and technical measures that
ensure cyber security of the systems and equipment used for provision
of digital services or electronic information hosting.




5.14.wvirtina ir po esminiy organizaciniy ar sisteminiy poky&iy
atnaujina savo paslaugy kibernetinio saugumo valdymo taisykles, o
Nacionalinio kibernetinio saugumo centro reikalavimu jas pateikia
Nacionaliniam  kibernetinio  saugumo  centrui.  Elektroninés
informacijos prieglobos paslaugy ar skaitmeniniy  paslaugy
kibernetinio saugumo valdymo taisyklése nurodoma:

5.14.1. kibernetiniams incidentams valdyti reikalingy priemoniy
apradymai;

5.14.2. elektroninés  informacijos  prieglobos paslaugy ar
skaitmeniniy paslaugy nepertraukiamo teikimo uztikrinimo planas ir jo
taikymo salygos bei maksimalus leistinas paslaugos neveikimo laikas;
5.1.43. uZ kibernetiniy incidenty valdyma atsakingy asmeny
funkcijos ir atsakomybg;

5.1.44. viedyjy rysiy tinkly ir (arba) viesyjy elektroniniy rysiy
paslaugoms teikti naudojamy sistemy ir jrangos stebésenos,
patikrinimo. testavimo bei auditavimo tvarka ir salygos:
5.14.5. atitiktis  Lietuvos  ir tarptautiniams
apibidinantiems  kibernetinj sauguma ar  saugy
informacijos tvarkyma;

5.1.5.neatlygintinai informuoja elektroninés informacijos prieglobos
ar skaitmeniniy paslaugy gavéjus apie nustatytus kibernetinius
incidentus, susijusius su elektroninés informacijos prieglobos ar
skaitmeninémis paslaugomis, priskirtus prie turinciy didelj poveikj,
nustatyta Nacionaliniame kibernetiniy incidenty valdymo plane;
5.1.6.ne véliau kaip prie§ penkias darbo dienas informuoja
elektroninés  informacijos prieglobos paslaugy ar skaitmeniniy
paslaugy gavéjus ir Nacionalinj kibernetinio saugumo centrg apie
numatomus planinius darbus, kuriuos atliekant yra tikimybe sutrikdyti
elektroninés informacijos prieglobos ar skaitmeniniy paslaugy
kibernetinj sauguma;

5.1.7. informuoja elektroninés informacijos prieglobos ar skaitmeniniy
paslaugy gavéjus, kuriose 3alyse gali bilti saugoma jy elektroniné
informacija, kuri kuriama, tvarkoma ar pateikta saugoti naudojantis
elektroninés informacijos prieglobos ar skaitmeninémis paslaugomis,
ir kokiais atvejais tokia informacija perkeliama j kitas %alis;
5.1.8.nustato elektroninés informacijos prieglobos ar skaitmeniniy
paslaugy gavéjy jspéjimo apie elektroninés informacijos prieglobos ar
skaitmeniniy paslaugy kibernetinio saugumo pazeidimus tvarkg ir
kokiy veiksmy tokiu atveju privalo imtis elekironinés informacijos
prieglobos ar skaitmeniniy paslaugy gavéjai ir (ar) teikéjai;
5.1.9.vie3ai skelbia rekomendacijas elektronines informacijos
prieglobos ar skaitmeniniy paslaugy gavéjams apie priemones
kibernetiniam  saugumui  uZtikrinti  naudojantis  elektroninés
informacijos prieglobos ar skaitmeninémis paslaugonis.

5.2. Tiekéjo grupe uztikrina, kad visa Uzsakovo elektroniné
informacija, kuri yra kuriama, tvarkoma ar pateikta saugoti naudojantis
Tiekéjo grupés paslaugomis, yra saugojama Europos Sgjungoje.

5.3. Prireikus Tiekeéjo grupé gali tvarkyti asmeninius duomenis
pasauliniu mastu. Tiek, kiek tokia visuotiné prieiga yra susijusi su
asmens duomeny, atsiradusiy Europos Sajungoje ir (arba) Europos
ckonomingje erdvéje (EEE), perdavimu Tiekéjo grupei arba jo
Pagalbiniams duomeny tvarkytojams, esantiems ne Europos Sajungoje
ir (arba) Europos ekonomingje erdvéje (EEE), kurie néra gave
privalomo Europos Komisijos sprendimo dél tinkamumo, tokiam
duomeny perdavimui taikomos ES standartinés sutartinés salygos,
susijusios su asmeniniy duomeny perdavimu trediose Salyse
isteigtiems duomeny tvarkytojams pagal Europos Parlamento ir
Tarybos direktyva 95/46/EB, arba visos paskesnés standartinés
sutartinés salygos, kurios gali bati priimtos vadovaujantis ES
Komisijos sprendimu (EU Model Clauses), jtrauktos j % Prieda
nuorodos badu. Jgyvendindamos ES standartiniy sutartiniy salyguy
(angl. EU Model Clauses) 1 ir II priedus, Salys susitaria, kad (i)
UZzsakovas veiks kaip duomeny eksportuotojas savo ir bet kurio savo
grupés subjekto vardu, (i) Tiekéjo grupe veiks kaip duomeny
importuotojas, (iii) visi tre¢iyjy %aliy Pagalbiniai duomeny tvarkytojai
(i8skyrus Tiekéjo grupe) veiks kaip ..subrangovai®, vadovaujantis ES
standartiniy sutartiniy salygy 11 punktu, (iv) duomeny subjektai,
duomeny kategorijos ir tvarkymo veikla yra nustatyta ¥iame Priede
(ypa¢ 2.6 punkte), ir (V) ,Palantir Gruop“ émési ir toliau taikys
tinkamas technines ir organizacines asmens duomeny apsaugos
priemones, jskaitant Sutartyje nustatytus reikalavimus.

standartams,
elektronines

5.1.4. To approve the cyber security management rules, update them
following the significant organizational or systemic changes and
submit them to the National Cyber Security Centre, at the request of
the National Cyber Security Centre. The cyber security management
rules for electronic information hosting or digital services provide:
5.1.4.1. Descriptions of the measures required for cyber incidents
management.

5.1.4.2. A plan for ensuring the uninterrupted provision of electronic
information hosting or digital services and conditions for application
thereof as well as the maximum permissible service downtime.,

5.1.4.3. Functions and responsibilities of the persons responsible for
managing cyber incidents.

5.1.4.4. Procedures and conditions for monitoring, checking, testing and
auditing of systems and equipment used for the provision of public
communications networks and/or public electronic communications
services.

5.1.4.5. Compliance with Lithuanian and international standards for
cyber security or secure electronic information processing.

5.1.5.To inform, free of charge, the recipients of electronic
information hosting or digital services about identified cyber incidents
related to electronic information hosting or digital services classified
as having a significant impact, as provided in the National Cyber
Incident Management Plan.

5.1.6. To notify the recipients of electronic information hosting or
digital services and the National Cyber Security Centre, not later than
five working days in advance, of the scheduled work which may
disrupt the cyber security of electronic information hosting or digital
services.

5.1.7. To inform the recipients of electronic information hosting or
digital services in which countries their electronic information that is
created, managed or submitted for storage by using electronic
information hosting or digital services can be stored, and in which
cases such information is transferred to other countries.

5.1.8. To establish the procedure for warning the recipients of
electronic information hosting or digital services about breaches of
cyber security of electronic information hosting or digital services and
actions to be taken by the recipients and/or providers of electronic
information hosting or digital services in such cases.

5.1.9. To make public recommendations for the recipients of the
electronic information hosting or digital services on measures for
ensuring cyber security when using electronic information hosting or
digital services.

5.2. The Supplier Group shall ensure that all electronic information of
the Customer that is created, processed or submitted for storage through
the services of the Supplier Group is stored in the European Union.
5.3. The Supplier Group may process personal data on a global basis
as necessary. To the extent such global access involves a transfer of
personal data originating from the FEuropean Union and/or the
European Economic Area (“EEA”), to the Supplier Group or its
Subprocessors located in countries outside the European Union and/or
EEA that have not received a binding adequacy decision by the
European Commission, such transfers shall be subject to the terms of
the EU standard contractual clauses for the Transfer of Personal Data
to Processors established in Third Countries under the Directive
95/46/EC, or any successor standard contractual clauses that may be
adopted pursuant to an EU Commission decision (the “EU Model
Clauses”) incorporated into this Annex by reference. For the purposes
of Appendix I and II of the EU Model Clauses, the Parties agree that
(1) the Customer will act as the data exporter on its own behalf and on
behalf of any of its group entities, (ii) the Supplier Group will act as
the data importers, (iii) any third party Subprocessors (excluding the
Supplier Group) will act as “subcontractors’ pursuant to Clause 11 of
the EU Model Clauses, (iv) the data subjects, categories of data and
processing activities shall be as set out in this Annex (and in
particular clause 2.6), and (v) Palantir Group has adopted and will
maintain appropriate technical and organizational security measures
in respect of the personal data, including such requirements set out in
the Contract.




6. ASMENS DUOMENU SAUGUMO PAZEIDIMALI

6.1. Asmens duomeny saugumo pazeidimo atveju ar Tiekéjo grupé
pagristai jtariant tokj paZeidimg, Tiekéjas nedelsdamas, tadiau bet
kokiu atveju ne véliau nei per 24 val. po to, kai suzino apie tai, rastu
informuoja apie tai UZsakovg ir pateikia turimg informacijg bei
duomenis, susijusius su tokiu paZeidimu.

6.2. UZzsakovui pareikalavus, Tiekéjo grupé, atsizvelgdamas |
technines galimybes, nepagristai nedelsdamas pateiks Uzsakovui
papildomus  reikalanjamus dokumentus, informacija ir duomenis.
reikalingus tam, kad Uzsakovas galéty nustatyti ir (ar) patikrinti
asmens duomeny saugumo pazeidimo fakta, itirti jo aplinkybes ir
imtis neatidelioting priemoniy pazeidimui pa3alinti ar neigiamoms jo
pasekméms sumazinti.

7. TIEKEJO GRUPES ATSAKOMYBE IR GINCU
SPRENDIMO TVARKA

7.1. Tiekejas sipareigoja atlyginti visus Uzsakovo patirtus
nuostolius, atsiradusius dél Tiekéjo grupés Sio pirkimo sutarties
priedo salygy pazeidimo ar netinkamo vykdymo.

7.2. Kiekvienas gincas, nesutarimas ar reikalavimas, kylantis i§ gio
Sutarties priedo ar susijes su §iuo Sutarties priedu, jo pazeidimu, turi
bti sprendziamas deryby keliu. Jeigu per 15 dieny nuo jo kilimo
Salims nepavyksta susitarti, toks gin¢as, nesutarimas ar reikalavimas
sprendZiamas Lietuvos Respublikos teisme.

8. SALIU ADRESAL REKVIZITATI IR PARASAI

UZSAKOVAS

Lietuvos statistikos departamentas
Gedimino pr. 29, LT-01500 Vilnius
Imonés kodas: 188600177

PVM mokétojo kodas: néra

A.s.Nr. LT51 7044 0600 0111 1285
AB SEB BANKAS

Banko kodas 70440

Tel. +370 5 236 4822

EL p. infoi@stat. gov It
hitp://www.stat.gov. It

Generaliné direktore Jaraté Petrauskiené

TIEKEJAS

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Imonés kodas: 7042994

PVM moketojo kodas: GB 101 2291 78
Bankas: JP Morgan Chase

Saskaitos savininkas: Palantir Technologies UK, Ltd.
A.s. Nr.: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Tel. +44 7408 886228

EL p. Jegalnoticesi@'palantir.com

Matt Long, jgaliotasis asmuo

6. PERSONAL DATA BREACH

6.1.In the event of personal data breach or if the Supplier Group
reasonably suspects such a breach, the Supplier Group shall
immediately, but in any case not later than within 24 hours after
becoming aware thereof, inform the Customer in writing and provide
the available information and data related to such breach.

6.2. At the Customer’s request, the Supplier Group shall, taking into
account technical possibilities and without undue delay, provide the
Customer with the required additional documents, information and
data necessary to enable the Customer to identify and/or verify the fact
of personal data breach, investigate the circumstances and take
immediate measures to eliminate the breach or reduce negative
consequences thereof.

7. RESPONSIBILITY OF THE SUPPLIER GROUP AND
DISPUTE RESOLUTION

7.1. The Supplier undertakes to indemnify all losses incurred by the
Customer due to the Supplier Group’s violation or improper
implementation of the terms and conditions of the Annex to the
Contract.

7.2. Any dispute, disagreement or claim arising out of or relating to
this Annex to the Contract or violation thereof shall be resolved by
negotiation. If the matter cannot be resolved through negotiations
within 15 days of the commencement of the dispute, such dispute,
disagreement or claim will be settled by the court of the Republic of
Lithuania.

8. ADDRESSES, DETAILS AND SIGNATURES OF THE
PARTIES

CUSTOMER

The Lithuanian Department of Statistics (Statistics Lithuania)
Gedimino ave. 29, LT-01500 Vilnius

Company Number: 188600177

VAT Number: None

Account Number: LT51 7044 0600 0111 1285

Bank Name: AB SEB BANKAS

Bank Code: 70440

Phone No. +370 5 236 4822

E-mail: infogstat.gov. It

hitp://www.stat.gov. It

Jiraté Petrauskiené, Director General

SUPPLIER

Palantir Technologies UK, Ltd.

New Penderel House

283-288 High Holborn

London, WC1V 7HP

Company number: 7042994

VAT number: GB 101 2291 78
Bank Name: JP Morgan Chase
Account Holder: Palantir Technologies UK, Ltd.
Account Number: 41036031

IBAN: GB36CHAS60924241036031
SWIFT: CHASGB2L

Phone No. +44 7408 886228

E-mail: legalnoticesd palantir.com

Matt Long, Authorised Signatory




